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ABSTRACT

OPTIMAL ASSIGNMENT AS A LOCATION BASED
SERVICE IN OUTSOURCED DATABASES

With the growth of mobile devices that have positioning capabilities, location
based services promises great opportunities. Moreover to this, service providers would
like to focus on their services instead of managing servers and they require flexibility to
expand or shrink their infrastructure according to the market. These are the two strong
drives for outsourced spatial databases. In the literature, several different queries such
as nearest neighbor, K-nearest neighbor, proximity and privacy preserving techniques
have been studied in outsourced spatial databases. In this thesis, the capacity and cov-
erage constrained assignment query is adapted to the outsourced databases. Unlike the
other assignment queries in fully connected graphs, we focused on sparse graphs which
is more realistic for location based services. A novel spatial transformation strategy
(square spiral encoding) is introduced to achieve privacy and performance requirements
with approximate results. Approximate solution provides a trade off between result
accuracy, location privacy and computation cost . For exact results, we also introduce
a new method to calculate distance over encrypted spatial data. In the experiments, we

compared the both methods and investigate their performance and costs.



OZET

DIS KAYNAKLI VERI TABANLARINDA KONUM
TABANLI SERVIS OLARAK OPTIMUM ATAMA

Konum belirleme yeteneklerine sahip mobil cihazlarin artmasiyla konum tabanl
servisler biiyiik firsatlar vaat etmektedir. Bunun yanisira, servis saglayicilar sunucu-
larin bakim ve yonetimleri ile ugragmak yerine sagladiklar1 servislere odaklanabilmeyi
istemektedir. Servis saglayicilarin bir diger gereksinimi de biligim altyapilarimi pazar
ihtiyaclarina gore ayarlayabilmektir. Bu nedenlerden dolay1 dig kaynakli mekansal veri
tabanlarima olan ilgi artmaktadir. Mekansal dig kaynakli veri tabanlarinda kigisel bilgi-
leri korumaya yonelik cesitli sorgular icin geligtirilmis yontemler literatiirde mevcuttur.
Bu sorgulara ¢rnek olarak, en yakin komsuyu bulma veya en yakin K tane komsuyu
bulma verilebilir. Bu tez ¢aligmasinda ise kapasite ve kapsama kisitlar1 olan bir atama
sorgusu dig kaynakli veri tabanlar1 i¢in uyarlanmigtir. Diger atama sorgularindan farkl
olarak, konum tabanli servisler i¢cin daha gercekci olmasi nedeniyle, seyrek diyagraml
atama sorgularina yogunlagilmigtir. Yaklasik sonuclar i¢cin hem gizlilik hem de perfor-
mans gereksinimlerini kargilayan yeni bir mekansal transformasyon stratejisi (kare spiral
kodlama) tamitilmigtir. Sonucun isabetliligi ile konum gizliligi ve hesaplama maliyeti
arasinda bir denge mevcuttur. Ornegin, konum gizliligi artarsa, hesaplama maliyeti ve
sorgu sonuclarimin dogruluk orani azalmaktadir. Kesin sonuglar i¢in kullanilabilecek
yeni bir yontem daha onerilmistir. Bu yontem ile sifrelenmis mekansal veriler arasinda,
sifre ¢ozme islemi yapmaya gerek kalmadan uzaklik hesaplanabilmektedir. Deneylerde

her iki metot karsilastirilmig, performans ve maliyetleri incelenmistir.
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1. INTRODUCTION

With the growth of mobile devices that have positioning capabilities, location
based services promises great opportunities. These ocation based services have already
affected our life by providing us the location of the nearest hospital, bank or taxi station.
In addition to the existing services, number of location based services increase almost
ever day. In this fast growing business, location based service providers would like to
focus on their services instead of managing servers and dealing with platform related
problems. Those service providers also require flexibility to expand or shrink their in-
frastructure according to the market. These are the strong drivers to use outsourced
spatial databases for location based services. However storing private data at the servers
that are not fully trusted causes new privacy problems. Therefore, location based ser-
vice providers should consider both data confidentiality and system performance in the

outsourced databases.

Revealing location data could also cause other privacy violations. For instance;
attackers could get the real identity of the individuals with great precision, based on
the locations that they usually present such as homes, schools, work places etc., even if
they hide their identity. Attackers could simply get their names from a web, phone or
address book. identity protection and identification of seemingly anonymous users are

studied for a long time in [1, 2].

In the literature, several different queries such as nearest neighbor, K-nearest
neighbor, proximity and related privacy preserving techniques have been studied in
outsourced spatial databases. They have proposed techniques based on anonymization,
cryptography, Private information retrieval (PIR) and transformation. Each technique
has some advantages and disadvantages. Majority of the anonymization approaches rely
on a trusted intermediate party and they have a trade off between privacy degree and
query accuracy. In less populated areas, the anonymization techniques does not work
at all due to extremely large cloak regions. Cryptographic based approaches in general

have very high computation and communication costs. PIR based approaches have lower



computation and communication costs when compared with cryptographic techniques
but they are still expensive in terms of computation and communication costs. It is
argued that sending the entire database to the client is more efficient when compared
with the cost of privately retrieving items from the database using existing PIR tech-
niques [3]. Furthermore, PIR based techniques requires prepossessing to provide the
query results thus they are not applicable for dynamic queries. Existing transformation
based techniques suffer from the privacy leaks and requires trusted intermediaries [4].

and the ones that provide strong privacy are just applicable to some specialize d queries

such as NN and K-NN [5].

Motivated by the lack of dynamic queries in outsourced databases. We proposed
efficient, privacy aware techniques that does not require any trusted third party for
the assignment query. Even if our techniques could be used for other query types, we
focused on the assignment query since existing location privacy aware methods are not

sufficient to perform assignment query.

Assume that, there is location based service which retrieves the park spot by
considering all park spot requests and available spaces in the park lots. This service does
the capacity constrained assignment to reduce the overall costs (total burned gasoline,
produced carbon dioxide etc.). Assume that, the users does not want to get a park lot
which is far away from the determined threshold. So LBS provider should also consider
the coverage distance for parking service.As a result, the service does the capacity and

coverage contrained assignment on the spatial database.

In fact, the assignment query has been studied in spatial databases by several
researchers. [6] proposed the assignment query for moving object databases and [7] pro-
posed the capacity constrained assignment in spatial databases. However, [8] introduced
the coverage distance to the capacity constrained assignment since it is more applicable
to the real world scenarios. But there is no study for location privacy aware assignment

query in the outsourced databases.



In this thesis, the capacity and coverage constrained assignment query is adapted
to the outsourced databases. Unlike the other assignment queries in fully connected
graphs, we focused on sparse graphs which is more realistic for location based services.
We used Auction algorithm [9] due it is high performance on sparse graphs and its
capability to be paralleled. The worst-case running time of the auction algorithm for
integer data using scaling and appropriate data structures is O(NAlog(NC')) where N
is the total number of bidders, A is the total number of all person-object pairs and C is
the maximum absolute object benefit [10]. The average running time of the algorithm
is O(Alog N) [10]. In order to improve the performance we use some pruning strategies

before applying the auction algorithm.

As we mentioned earlier, new location privacy aware techniques required to per-
form assignment query in outsourced databases. For this reason, a novel spatial trans-
formation strategy (square spiral encoding) is introduced to achieve privacy and perfor-
mance requirements with approximate results. Approximate solution provides a trade
off between result accuracy, location privacy and computation cost. For exact results,

we also introduce a new method to calculate distance over encrypted spatial data.

The rest of this report is organized as follows. Section 2, covers the existing
work related to our proposed system for assignment query. Section 3, covers the back-
ground information to explain proposed algorithms and supporting index structures in
the system. Section 4, covers the proposed assignment query for outsourced databases is
presented with possible implementation details. Section 5, discusses about performance
issues and evaluates the proposed system according to experiments. Finally, Section 6

summarizes and concludes the thesis work.



2. RELEATED WORK

Our work is related to the two main parts. First part is the assignment query for
the database systems and second part is the outsourcing a location based service. In
this section, we give information about previous related works and provide an overview
about these parts. In optimal assignment section, we first mention about the opti-
mal assignment problem, existing algorithms and then we briefly discuss the proposed

assignment queries for the database systems.

2.1. Optimal Assignment

In literature, assignment problem is also known as bipartite matching problem
[11, 12]. The bipartite matching problem is represented with bipartite matching graphs
as seen in the Figure 2.1. The goal is to assign n items to another m items by maximizing
or minimizing the objective function. If assigning an item to another item has a cost
then the problem is called weighted assignment problem. In linear assignment, the
number of items in left hand side should be equal to the number of items in right hand

side and an item could not be assigned to more than one item and vice versa.

Weighted assignment problem is also a reduction of the minimum cost flow problem
(MCF). In MCF, there is a weighted directed graph G(V,E) where V represents the
vertexes and E represents the arcs between the vertexes. There are also two artificial
vertexes called source and sink. Each arc has a weight and capacity. The MCF solution
maximize the number of assigned pairs and minimize the summed weights respect to
the capacity constraints. Capacity constrained assignment problem is mentioned in [7].
Unlike the MCF, capacity constraint assignment has only integer capacities and integer

flows. Both problems could be solved using MCF algorithms with necessary capacities.

The Hungarian [13, 14] and the successive shortest path (SSP)[15] algorithms are
the most popular algorithms for MCF problem. The lowest worst case performance of

these algorithms are O(V(E + ViogV')) where V is the number of vertexes and E is the
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Figure 2.1. Bipartite graph (a) Before matching (b) After matching
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The most efficient algorithm for sparse flow networks is Auction Algorithm [10].
Auction is used in business to sell the products with best prices to the buyers. Auction
algorithm uses the same principle and could be applied to different problems including
assignment, shortest path and transportation problems. It is shown that the worst-case
running time of the auction algorithm for integer data using scaling and appropriate
data structures is O(NN Alog(NC')) where N is the total number of bidders, A is the total
number of all person-object pairs and C is the maximum absolute object benefit [10].
Furthermore, Auction algorithm could be easily implemented to process in parallel as

synchronous or asynchronous [16].

[6] proposed the assignment query to solve the assignment problem in moving
object databases. The proposed query could be used only for one to one matching and
the approximation algorithm produces 33% larger total cost when compared with the
exact algorithms. [7] extended the assignment query by including capacity constraints.
But this work focuses on the static data stored on the disks. Furthermore, they assumed
the services have an infinite coverage and solved the problem in fully connected graphs.
A recent study [8] presents a coverage and capacity constrained optimal assignment

query. They use the more realistic scenario, where servers have a limited service region.



However they used the SSP algorithm with some enhancements and they mainly focus
on the dynamic maintenance of the assignment in the memory, which is not the case in

our problem. We focused on the snapshot assignment queries in our work.

None of the approaches mentioned above consider the outsourced databases where
database is not fully trusted. To the best of our knowledge, there is no previous work
that process the assignment query in parallel blindly over transformed or encrypted

data.

2.2. Location Privacy

Location privacy is becomes more important with the growth of mobile devices
that have positioning capabilities. Attackers could get the real identity of the individuals
with great precision, based on the locations that they usually present such as homes,
schools, work places etc., even if they hide their identity. Attackers could simply get
their names from a web, phone or address book. Identity protection and identification

of seemingly anonymous users are studied for a long time in [1, 2].

In the sections below, we have categorized the location privacy aware techniques
as anonymity based approaches, cryptographic based approaches, private information
retrieval based approaches and transformation based approaches. We also describe and

discuss each of the approaches below.

2.2.1. Anonymity Based Approaches

Location [17, 18] and trajectory [19] K-anonymity is a major privacy paradigm for
the protection of identity. K-anonymity protects a users private location information by
disguising it among K - 1 other user locations or extending it from a point location to
a cloaking area. In the first approach, user u and K-1 other users send their locations
to form an anonymity set of locations. After that, this anonymity set of locations are
sent to the server. Server executes the query for every location in the anonymity set

and send back the query results. The query results are filtered and the user u gets the



query answer. Similarly second approach send a cloaking region that contains at least
K-1 other users to the server. Server executes the query for entire cloaked region and
send the result set back. The result set is filtered so the user u gets the query answer.
These techniques try to ensure the users precise location can not be distinguished from
the location of the other K-1 real/false positions (may include dummies) or the user’s
exact location within the cloaked region is not revealed to the untrusted server (e.g.
outsourced database server) responding to location queries. In the literature, many
approaches based on cloaking, K-anonymity, and dummies have been proposed to reduce

the possibility of identifying a users location [1, 17-20].

First of all, most of the anonymization approaches rely on a trusted intermediate
party. This means, all queries should be send to the anonymizer during the system’s nor-
mal mode of operation. Anonymizer also increase the implementation and maintenance
costs. Furthermore, anonymizers could became a potential point of failure or security
breach. Instead of an anonymizer, queries could be anonymized among the users in a
decentralized manner. In this method, each user should trust to all other users in the
system. As a result, anonymization based approaches requires a trusted party either a
trusted intermediate or trusted group of users. In general there is a trade off between
service quality of the system with degree of the location privacy in anonymization based
approaches. Anonymization based methods do not provide any protection to semantic
locations , (hospital, etc.). Even if the server could not distinguish the K users, it en-
sures there are at least one user and at most K users in that hospital. Moreover to this,
the concept of K-anonymity does not work in all cases. For instance, in a less populated
area, the size of the cloaked region can be very large in order to include K-1 other users.
Even worse than that, there may not be sufficient number of subscribed users to the
service to provide K anonymity. On the other hand, anonymization based techniques

are considerably efficient in terms of communication and computation overhead [17].

2.2.2. Cryptographic based approaches

This type of approaches utilize secure multi party computation schemes in order

to blind the untrusted party (i.e., the server or another user) . The main advantage



of this approach is the Strong privacy guarantees. Encryption algorithms use one-way
functions and it is almost impossible to decrypt the data without the key. Cryptographic
techniques do not suffer from privacy leaks of anonymization and transformation. The
challenge here is to execute the query efficiently over the encrypted data. [21] proposed
bucketing technique to execute query over encrypted data. However, the communication
cost and computational cost make such approach not suitable for location based services
in a spatial database. For example, in [22] the distance between query point and each
point of interest (POI) must both be transferred and then computed on the client.
The reason is the loss of spatial information via encryption. On the other hand, order
preserving encryption is an encryption system where the order of clear text values are
also preserved between their encrypted correspondents. Details for the order preserving

encryption system ( OPES) is discussed in chapter 3.

2.2.3. PIR Based Approaches

These are the techniques for the well-known problem of Private Information Re-
trieval (PIR). The aim of the PIR is to get the ith record from an untrusted database
size of n, without revealing the 7 to the database. Therefore, these approaches require
a private spatial indexes on top of PIR operations for efficient spatial query process-
ing, while the PIR scheme guarantees privacy. The PIR methods could be divided as
hardware-based [23] and computational PIR [24] protocols. In general, they partition
the location space in order to index the location data. They proposed various one di-
mensional or two dimensional portioning techniques to execute nearest neighbor queries.
For instance; [24] proposed varonoi diagrams to support exact nearest neighbor queries.
Like cryptographic approaches, PIR based approaches do not suffer from the privacy
leaks of anonymization or transformation based approaches. Furthermore, PIR based
techniques do not have extreme communication and computation costs such as crypto-
graphic based techniques. However, PIR based techniques are just applicable to small
set of static queries and could not support dynamic queries on dynamic objects. More
over to this, existing PIR protocols are still expensive in terms of computation and
communication costs. They require significant amount of resources. It is argued that

sending the entire database to the client is more efficient when compared to the cost of



privately retrieving items from the database using existing PIR techniques [3].

2.2.4. Transformation Based Approaches

Transformation based approaches transforms the queries and data in order to
prevent the untrusted database server from learning location information of the user. In
[4], Hilbert space filling curves are utilized as one way transformations. Both the users
and POls are encoded using this transformation. Therefore, the queries are evaluated
in the transformed space. Database server provides the transformed query results to
the users and than users reverse the transformation efficiently using a trapdoor. This

trapdoor is information is only known by the user and hidden from the server.

A recent work [25] proposed a framework called SpaceTwist. They blind the un-
trusted database server by incrementally retrieving POIs from a fake location which is
called anchor point. [26, 27] are the other works that use transformation techniques to
provide data location privacy but they do not protect the location of the users. Trans-
formation based approaches do not require a trusted third party for the query processing
such as anonymization and cloaking based approaches. Furthermore, they can utilize the
existing indexes to use non-privacy aware servers which makes them to readily applied
to existing location servers. The main challenge in transformation based techniques
is maintaining the distance properties while preventing reverse transformations by the
server or an attacker. For this reason, we have proposed a novel transformation approach

to encode the space by utilizing square spirals as one way transformations.
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3. PRELIMINARIES

In this section we will provide the basic information about the data structures and
methods that are used in the proposed system. Furthermore, we evaluate the complexity

of brute force attacks to find reverse transformation in square spiral encoding.

3.1. R Tree Index

R-tree based index structure, proposed in [28], is preferable for the good query
performance for 2-dimensional static data. R-trees are similar to B-trees as a tree data
structure, but R-trees are designed to index multi dimensional data. For this reason,
R-trees are mostly used in spatial databases for indexing two-dimensional information,
(X, Y) coordinates of geographical data. Each node of an R-tree could have a variable
number of entries unless the number of entries are not exceeded the maximum number of
entries. For each node, the maximum number of entries is same and pre-defined. Each
child node splits the two dimensional space with possibly overlapping and hierarchically
nested rectangles. Two pieces of data is stored within each non-leaf node. The first
piece is a way of identifying a child node, and the second piece is a bounding rectangle
of all entries within this child node [29]. But in leaf nodes, actual data element and the

bounding rectangle of the data element are stored.

The insertion and deletion algorithms use the bounding rectangles to ensure that
neighbor elements are in the same leaf node. Thus, a new element usually will go into
the leaf node that requires the least enlargement in its bounding rectangle. Similarly,
the search algorithms such as intersection or containment use the bounding rectangles
to decide whether or not to search inside a child node. With this approach, most of the
nodes in the tree are never traversed during a search. Even if the index is disk-resident
and nodes correspond to disk pages, only visiting a small number of nodes is sufficient
due to design of the index structure. This makes R-trees as suitable as B-trees for

databases [30].
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The R-tree index is completely dynamic; so inserts and deletes can be intermixed
with searches and periodic re-organization is not required [30]. A spatial database
contains collection of tuples representing spatial objects, and each tuple has a unique
identifier to retrieve quickly when needed. Leaf nodes in an R-tree has index record
entries of the form (I, tuple-identifi er) where I is an 2-dimensional rectangle which is
the bounding box of the spatial object indexed and tuple-identifier refers to a tuple in
the spatial database [28]. However, non leaf nodes in an R-tree has index record entries
of the form (I, child-pointer) where child-pointer is a way of identifying address of a
lower node in the R-tree and I represents a bounding box that covers all child bounding
boxes in the lower nodes entries. In fact, the R-trees could be used for more than
2-dimensional data. In this case, each dimension I; is a closed bounded interval [a,b]
represents the extend of the object along dimension 7. Since we use the R-tree in spatial

databases, we focus on the 2-dimensional data stored in the R-tree.

Let M is the maximum number of entries that will fit in an R-tree node and let m
(M / 2) is the minimum number of entries in an R-tree node. In this case, the Rtree

satisfies the following characteristic [28]:

e Every leaf node except root node contains between m and M number of index
records.

e For each index record (I, tuple-identifier) in a leaf node, I is the smallest rectan-
gle that geometrically contains the spatial data object represented by the tuple
identifier.

e Every non-leaf node except the root node contains between m and M children
record.

e For each entry (I, child-pointer) in a non-leaf node, I is the smallest rectangle that
geometrically contains the rectangles of the child nodes.

e The root node contains at least two children if it is not a leaf node.

e All leaves appears on the same level due to balanced property of the R-tree

The Figure 3.1 illustrates the R-tree indexing structure for spatial databases:
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Figure 3.1. R-tree index structure (a) Geometric layout (b) R-tree index

In order to improve the query performance of an R-tree, the rectangle boundaries
should be kept as small as possible. In literature, these small rectangles are called
Minimum Bounding Rectangles or MBRs. Unlike B-Tree, R-tree allows overlaps between
MBRs of nodes at the same level. Therefore, several paths may need to be traversed
during searches. In our storage structure, distance squares R-tree index, which is a

variant of R-tree, is used with making slight changes to adapt our assignment problem.

3.2. Order Preserved Encryption System

Order preserved encryption (OPES) is an encryption schema that preserves order
of the values. The performance degradation of the cryptographic techniques could be
reduced with order preserving attribute of the OPES. For example, the aggregate queries
such as MIN, MAX could be executed over order preserved encrypted data without the
need of decryption. Because, the order of the encrypted values and the order of the clear
text values are the same. Therefore, the database just compares the encrypted values
to answer the query. This class of encryption techniques are called order preserving

encryption [31].

In order preserving encryption proposed by [31], there are three main phases which

are Model Phase, Flatten Phase and Transform Phase. In Model phase, the data is



13

grouped into the buckets after the bucket boundarie s and the distributions are deter-
mined. Determining of the bucket boundaries is completed in two phases that are the
growth phase and the prune phase. In the growth phase, large buckets are divided into
smaller sub buckets until the number of objects in a bucket is below some predefined
threshold. In the prune phase, algorithm tries to combine some buckets in order to de-
crease total cost of describing the system. The next main phase is the flatten phase. In
Flatten phase, the plain text buckets is mapped into buckets in flatten space. Mapping
function and scale factor are the parameters to flatten the data during flatten phase.
The parameters for each bucket forms the key of the order preserved encryption. The
last phase is the transform phase in which flattened buckets are transforme d into the
target distribution. The target distribution is determined by the user according to en-

cryption requirements. After the encryption, the order is preserved and data is sorted

by OPES [31].
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4. PROPOSED SYSTEM FOR OPTIMAL ASSIGNMENT

In literature, there are numbers of location privacy aware approaches in outsourced
databases for well-known spatial query types. These approaches could be grouped as
anonymity based, cryptography based, PIR based and transformation based. Cryp-
tographic and PIR based techniques have high communication and computation costs
and in general they are limited with small set of query types. On the other hand,
anonymity based techniques require a trusted intermediary and the trade privacy with
query accuracy. All these techniques are studied to perform well-known query types
for spatial outsourced databases such as range queries and K-nearest neighbor (KNN)
queries. However these well-known query types are local and static where POIs are
mostly chosen as static and immutable objects and query objects are independent from

each other in order to use benefits of pre-calculation.

In this thesis, we focus on a different query type to solve the capacity and coverage
constrained optimal assignment problem in outsourced databases. In an assignment
query, there is a point set Q of query objects (e.g. people looking for a park spot)
and a point set D of data objects (e.g. park spots), where each ¢ € @ has a capacity
C, and each d € D has a capacity Cy. The task is to minimize the assignment cost
and maximize the assigned capacity subject to capacity and coverage constraints. This
class of queries should consider whole system since a small local change could have large
effects on the result set. In the optimal assignment, query objects generate the result
set together. This means any change in one of the query object could return a different
result set. For this reason, pre-calculation is not feasible for optimal assignment query

in dynamic systems.

Due to properties of this query type, existing location privacy aware approaches
could not be used. Thus, we proposed a novel transformation based technique to perform
capacity and coverage constrained optimal assignment query in outsourced databases.
In this technique, the location privacy of both query and data objects could be preserved

and query is resolved on the transformed data. Furthermore, this technique does not
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require any trusted third party so it reduces the system implementation, maintenance

costs and prevents possibilit y of security vulnerabilities on the trusted intermediaries.

4.1. Assignment Query

In this section, we will describe the problem definition for the proposed assignment
query. Different from [7], we did not use the model where service data objects have
infinite coverage. Limited coverage is more realistic especially for the location based
services (e.g. a service to find a free park spot in 1km? ). In this work, we defined the
cost function as Euclidean distance between the query and data objects but other cost

functions could be used as well.

Problem Definition: set of query objects QQ and service data objects D. The cost
of assigning q to d is COST,, and this is proportional to Euclidean distance between g
and d. Coverage radius of a service data object d is R . Capacity of a query object q is

C, and capacity of a service data object d is Cy .

Given:

Q@ , D : set of query objects and service data objects

C, , U4 : Capacity of a query object q and service data object d

R : Maximum coverage radius for the service data object

Calculated:

e COST,, : cost of assigning query object q to data object d.

Cya : assigned capacity from q to d.

A . set of assigned pairs

Objective:

Minimize the total cost, > v, qea CqaCOSTyq
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Maximize the assigned capacity, > v, aca Cya

Subject To:

> ogen Caa < Gy Vd=1,...,n, (1)

ZdGNqu S Cd \V/q: 17...,7’L, (2)

qu >0 (3)

COSTgr > COSTyy >0 (4)

R>0 (5)

Coa <min(C,.Ca)  (6)

There are several algorithms proposed to solve capacity constrained assignment
problem. This problem is also a variant of minimum cost flow problem which contains
only integer flows. Due to coverage constraint, the bipartite graph becomes a sparse
graph. The solution of this problem is the answer of the capacity constrained assignment

query which we call assignment query in rest of the paper.

At the end, the proposed assignment query for outsource databases formulated as

follows:

ASSIGN(Q : setof query objects, A : output)

where, Q is an array structure that keeps the encrypted location, identity values with
coverage region of each client. For identity privacy the clients may use random id
numbers or fake id numbers as long as they are unique in the system, A represents
the assigned pairs which is the result of the query. The assignment query does not

take inputs like service provider identity values, coordinates of the service point, or
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costs of the paths between clients and service points. Because, we have utilized the
outsourced spatial database to determine this kind of information. First of all, we find
the candidate service points and their capacities from our dynamically updated database
and then we calculate the assignment cost for each candidate assignment pair. In the
following chapters, candidate service point search and cost computation processes are

presented.

4.2. Approximate Method

In this section we highlight the proposed transformation technique. First of all, we
will give a brief introduction and then we will describe the square spiral space encoding.

Implementation details are explained in the following subsection.

We proposed a novel privacy aware transformation technique. This technique can
be used for wide variety of queries including global and dynamic queries such as optimal
assignment. In an assignment query, there are two set of objects. The first set of objects
are the query objects that requests a location based service, e.g. people search for an
empty park place, or call for an ambulance in an emergency case. On the other hand,
there is another set of data objects which are dedicated for these location based services

such as empty park places, vehicles like taxi cabs or ambulances.

Approximate distances could be calculated blindly in this transformation tech-
nique. Unlike other distance preserving transformation techniques [4] , it does not
require any trusted component such as anonymizers or agents. Furthermore, the pro-
posed transformation method uses one way function and provide more security than the

traditional distance preserving methods which could be reverse transformed.

4.2.1. Square Spiral Encoding

In this section, we first review one way functions and important class of many-to-

one dimensional mappings. After that, we highlight the square spirals which are used

in our approach to achieve location privacy in outsourced databases.
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A transformation is one way if the data can be easily transformed in single direction
and it can not be reverse transformed in a reasonable time without any additional
information [5] . Encryption is an example for the one way function. In order to
make the decryption fast, we need a decryption key. For one way data transformation
this additional information required for reverse transformation called trapdoor [5] . In
general, many one-way transformations are reversible without the knowledge of the
trapdoor using brute force attacks. But in this case, the reverse of the one way function

should be complex enough in order to make such transformation computationally secure.

In [5] , they transformed the two dimensional data into one dimensional Hilbert
values in order to perform secure KNN queries. Even if their method gets the approx-
imate results, the query efficiency is significant. According to [32] , there are many
one-way transformations that could be applied to a 2-D space of objects (e.g., random
perturbation of points), but, the majority of such transformations do not respect the
notion of distance and proximity. For this reason, identifying the right space encoders is
very challenging. [32] use the Hilbert space filling curves due to their significant cluster-
ing capabilities however their proposed transformation function does not apply queries

other than nearest neighbor and KNN queries.

In this work, we identify a 2-dimension to 1-dimension mapping function and we
define the parameters of our mapping function as the trapdoor. So the query results are
decrypted quickly by the query object or client. Such trapdoor will be only provided to
the clients in order to reverse the encoded query results and get the response set back
in its original format. The data objects use the transformation function to report their
locations to the server and query objects use this transformation method to encode the
queries to hide the location of the query object from the database server. Unlike the

Hilbert transformation our method preserves the distance between encoded points.

In Mathematics, spirals are defined as curves which starts from a center and get-
ting progressively farther away as it revolves around the center. Square spirals are a
special form of the spirals where it starts from inside a square and traverse all the squares

before getting farther away. The most interesting feature of square spirals is how they
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Figure 4.1. Square Spiral Space Encoding
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can preserve the distance after transformations with satisfactory values when used in
location-based services. This property suits our problem well as we are interested to
address the assignment query in a transformed space. Furthermore, square spiral trans-
formation is a one way function if the square spiral parameters are not known. These
parameters, which collectively form a key for this one-way transformation , include the
square spirals starting point ( X ; Yy ), square orientation 6 , square spiral direction
SD and square spiral scale factor I' . We term this key, Spiral Decryption Key or SDK
where SDK = { Xy, Y, ,0,5D , T }.

Therefore a malicious entity, not knowing this key, has to exhaustively check for all
combinations of square spiral parameters to find the right square spiral by comparing
the square spiral values (SS-values) for all points of interests. As we show in below,
we make it computationally impossible to reverse the transformation and get back the
original points. Even a small error in approximating curve parameters will generate
a completely different set of SS-values. We now prove this important property of our

approach which makes more sense on the security of our proposed method.

Theorem 4.1. The complexity of a brute-force attack to find the transformation
key of the square spiral is O( 2% ) where p is the number of bits used to discretisize each

parameter.
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Proof. The theorem above is proved for Hilbert curve transformation method by
[5]. We use the similar method to prove this for square spiral transformation. In order to
accurately find the square spiral’s starting point, it should exactly lie on the intersection
of two lines coming from each of the X and Y axes. Therefore exact values of both X
and Yy has to be determined in the continuous domain of X and Y axes. In theory,
finding the right value for the starting point in a continuous space is impossible. But,
in practice, the attacker could approximate X, and Yy by constructing the nest grid
possible to guarantee that his best guess (X;, Y;) located at an intersection of two
edges, lies very close to (Xo,Y) so that | X — Xy| < e and |V — Y| < € ,When € is
sufficiently small then replacing (Xo,Y) with (X,,Y,) generates a set of SS-values in
differentiable from the original set. The attacker should thus search the entire space
exhaustively for a very close approximation of this starting point. Using p bits the
attacker can generate 2P candidate values on each axis. Therefore, assuming a square
region covering all POIs, the attacker’s entire search space for the starting point will have
2P * 2P elements. Similarly, the entire continuous 360+ space for 6 should be discretized
to the nest possible extent to ensure that |§ — 6’| < ¢ for at least one value of §'. With
q bits, that attacker can generate 2¢ different candidate values of 6 each corresponding
to a square spiral orientation. The square spiral scale factor I' is a continuous number
between 0 and 1 and thus similarly, r bits can divide the 0 to 1 range into 2" values each
can approximate I so that [T —I"| < ¢ for at least one value of I'". Assuming N different
possibilities for the square spiral direction, the entire solution space will have 2P * 2P *
29 % 2" * N elements. Assuming 27 = O(2?) and 2" = O(2”) and since N << 2?7 | the
complexity of an exhaustive search is O(2%) where p is the number of bits used by the

attacker to represent each parameter. O

Theorem 4.2. The difference between the largest SS-value of a level with the

largest SS-value of the one level below is 8*level

Proof. The largest SS-value of the square spiral can be formulated as

2n+ 1> =4n*+4n+1 VYn=0,1,2,...
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Figure 4.2. Square Spiral Functions

Table 4.1. Table of Square Spiral Functions

Function List

A(z) =42 -3z +1
B(z) = 42* — 2z + 1
Clr) =42 —z+1
D(z) = 42% +1
E(r)=42>+x+1
F(z) =42 42z + 1
G(z) =42+ 3z +1
H(z) =42 + 4z +1

The largest SS-value in the lower level is calculated for n = n — 1 and the difference

gives the result.

2n+1)? = 2n—1)+1) = “4n* +4n+1) — (4n® —4n + 1)

As clearly seen the difference between the largest SS-values between levels are 8n. a

This is used in the algorithm to calculate the distance to the center of square spiral

and angle with the center point for any given SS-value.
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4.2.2. Square Spiral Algorithm Phases

First of all, the square spiral parameters are determined by the LBS provider
and distributed to all the clients via secure communication channel. The complexity
of a brute-force attack to find the transformation key of the square spiral is O(2%)
where p is the number of bits used to discretisize each parameter. The square spiral
encryption is strong enough but these parameters could be updated regularly to increase
complexity and to prevent brute force attacks. When clients get these parameters, they
start to construct the square spiral from (Xp, Yy) and traverse all region that service
is provided. After constructed the square spiral, each visited point could be encrypted
using the encryption function which maps points to SS-values (SS-value) = E(P,, P,).
Similarly, any received data could be decrypted using the decryption function which
returns the geometric center of the region that is represented by the SS-value (P, P,)
= D(SS-value). The construction of square spiral is the offline phase and clients do not
have to store all the square spiral structure in the memory. After the construction of
the square spiral they can just load the mapping table for nearby regions. Clients can
use this square spiral structure unless square spiral encoding parameters are updated

by the LBS provider.

The outsourced database does not have any information about the square spiral
parameters. The encryption and decryption operations could be done only in the clients
using square spiral parameters. The SS-values are stored in the database and the size
of the DB is not dependent to the region where the clients are located. It is only
dependent to the number of POIs or data objects. The SS-values of the data objects are
stored in a B+ like tree due to efficient insertion, retrieval and removal capabilities. The
difference is their keys. In this structure all keys are intervals and parent node intervals
are minimum bounding intervals of the child nodes. We call these intervals MBI, which

stands for minimum bounding intervals.

At first, database determines the POIs in the coverage region of the client by
searching B+ tree index. After this, database gets the radius and angle to the center

of the spiral for POIs and query point if they are not already calculated. Because the
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calculated values are stored in the database and addressed with B+ tree index to prevent
redundant computations. For any given SS-value the distance to the center of square

spiral and angle with the center point is calculated using the algorithm below.

calculateRadiusAnd Angle(x=SS-value)
{

if (2 <1 ) then return (0,0);

y:=1
radius:=1
while x >y

{
y += 8 * radius;
radius++;
¥
angle = 45 - (y-x)*(45/radius);

return(radius,angle);

Figure 4.3. Algorithm to find radius and angle of SS-values

The assignment cost computation for each candidate pairs are explained in the
next chapter. When we get the assignment costs, client and service points encrypted
locations and identities then the Auction algorithm computes the optimal assignment
in parallel. At the end, assigned pairs with SS-values are listed. Each client receives
corresponding service point identity and SS-value. SS-values are decrypted in the client
by using square spiral parameters as trapdoor. Finally clients get the location of the

optimal service point without revealing their locations to the untrusted server.

4.2.3. Cost Computation

Different cost computations algorithms could be used in this assignment query but

in our implementation we used the Euclidean distance between query object and data
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Figure 4.4. Distance Calculation

object as a cost function. For this reason, the distance between two SS-value should
be calculated. In a triangle, if we know the length of two lines and the angle between
them then we can calculate the length of the third line using Cosine theorem. We used
to same formula to calculate the distances between two points. When we only know
the radius and angle of a point we can calculate the distance. In square spirals the

maximum distances are reached at corners when alpha is 45° , 135° , 225° and 315° .

If [tan(A)| <1 then

length = |(%)|
else
_|(_R
length = [(G)|

Figure 4.5. Algorithm to find the distance to the center

Distance between points are calculated with Cosine Theorem

rlo, 2 rl T2
cos(A)> - (cos(B)) 2<COS(A))(COS(B>

Distance(A, B) = \/( )(cos(|A — BJ))
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4.2.4. Approximation

The approximation is just done in the transformation phase. The scale of the
smallest square could be changed according to the square spiral parameters. The as-
signment algorithm always use the center of the square in distance calculations. The
upper bound could be calculated for this approximation. [8] has calculated the upper
bound of the error in fully connected assignment graphs where assignment leaves unas-
signed query objects if every data objects are fully utilized. In our case, we consider the

service coverage distance so it means the number of assigned pairs is at most

Agmin{Zq.k,Zd.k} =7y

qeQ deD

Lets assume that M,, is the optimum assignment when all points are in the exact
positions. For all assigned pairs the assignment cost could increase at most .0 so we

can write the following equation.
M < My +7.0

But M  may not be the optimal matching for Q" and D" so we can write the following

equation

When we replace all the points to the center of the small squares then for all assigned
pairs the assignment cost could increase at most 7.0 so we can write the following
equation.

M S Mopt -+ 2’76

As a result, the upper bound of the assignment error is bounded by 2.7.§
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4.3. Assignment Algorithm

The coverage region for the services could be in different shapes or could be circular.
For ease of computation and presentation we used the square regions to define the
coverage regions. We say that query object is covered by the data object, if the query
object is in the square region centered in data object and radius is equal or smaller
than the coverage distance. In real world, the coverage distances are limited so bipartite

matching graph turns into a sparse graph.

There are several algorithms proposed for capacity constrained assignment prob-
lems but auction algorithm is the most efficient algorithm for sparse flow networks.
Furthermore, it allows parallel or distributed execution. For these reasons, we modified

the Auction algorithm to perform the optimal assignment query.

Assignment Algorithm:

This algorithms has two phases. First phase is the preparation phase for the
parallel auction algorithm and second phase is the parallel capacity constrained auction
algorithm. The auction algorithm does not use any approximation and returns the exact
result with average performance = O(N Alog N) [10] where A is the number of assigned

pairs and N is the number of bidders.

Assignment Preparation Phase

e Eliminate all query and data objects with no capacity.

e Each process calculates the assignment costs for the given query object to each
data object in the coverage

e Eliminate query objects that are not covered by any data object.

e Eliminate data objects that have not cover any query object.

e Initialize the price of each data object

e Put each query object to the queue
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Bidding Phase

e While query object queue is not empty

e do

° If there is no capacity left in the query object then eliminate the query object

° If there is no data object to be assigned (due to high prices) then eliminate the
query object

. Each query object makes bids for each capacity to max benefit data object in
the coverage area

° If data object capacity is not full

° Add bid of the query object to the data object winners queue

° Decrement the capacity of the query object

° If data object capacity is full

° Add bid of the query object to the data object winners queue
° Set the data object price to the lowest bid in the queue
° Decrement the query object capacity and Increment the price with €

° If data object capacity limit is exceeded

° Add bid of the query object to the data object winners queue

° Remove the lowest bid from the winners queue

° Set the data object price to the lowest bid in the queue

° Decrement the capacity of the query object and increment the price with e
° Re-add the query object of the lowest bid to query object queue and incre-

ment the query object capacity

e loop

The described auction algorithm is an overview for the synchronous Jacobi paralleled
version [16] of the auction algorithm with slight modifications and pruning strategies.
The original algorithm maximize the assignment cost but by reversing the costs and
prices, we changed the algorithm to minimize the assignment cost. Actually, the parallel
auction algorithm is a black box for us. For this reason, we will not go into the details

of the auction algorithm.
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Table 4.2. Data objects table in the outsourced database

Object ID | OPES(X) | OPES(Y)

23 14234 34ee3
46 abedb 920aa
45 fd544 cd234

4.4. Exact Method

Order preserved encryption (OPES) [31] is an encryption schema that preserves
order of the values. It allows to directly process comparisons over encrypted data. So
equality, range, MAX, MIN, and COUNT queries can be directly processed without de-
cryption [31]. However difference between two encrypted values could not be calculated.
In a spatial database, the difference between location of the two points gives us the
distance. For a location based service, cost computation generally uses distance value
with some coefficients. However, there is no proposal for calculating distance over order

preserved encrypted data.

In our proposed system, the coordinates are encrypted separately via OPES. We
could use the following comparison operators <, =, > over the order preserved encrypted
data. For this reason we store encrypted bounding corners in a look up table with
their distances from the node. In our problem, assignment operation is constrained
by coverage distance so we do not need to know distances more than the coverage
distance. Choosing static objects to store encrypted distances will decrease the update

costs significantly.

Optimum assignment of empty park spots to vehicles could be a good example for
this technique. In this example, park spots are static but drivers looking for a park spots
and available capacity of the park spots are dynamic. Beside the encrypted location
data, static park spots need to send encrypted look up table for x and y coordinates
according to distances. The idea behind this approach is calculating the distance by

using order preserving property of the encryption and the look up table.
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Figure 4.6. R-tree index for encrypted coordinates.(a) Geometric layout of R-tree (b)
Close look to an MBR (c¢) R-tree index

First of all, system will check the location of the query object to determine if it is
in the coverage of any data object. After getting list of the data objects that are in the
coverage, it will compare the location of the query object to the values in the look up
table. Since the query object is in the coverage, it could find the distance to the data
object. The following table illustrates the database table where the location of the data

objects stored as encrypted.

Data objects and their maximum coverage distances is bounded with MBRs and
indexed by R-trees. The data objects which covers the query object are easily found via
R-tree indexes. This means if a query object data is in the region of one or more MBRs

in leaf nodes than the query object is in the coverage of those service data objects.

For each MBR there is a linked list used to map distances to encrypted values.
After several comparisons, the distance between query and data object could be calcu-
lated. These encrypted values are also represented in Figure 4.4 (a) as gray squares.

The coverage distance is limited because people do not like to get a park spot which is
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far from their location.

For (i = coverage distance;i > 0;1 — —)
{
Get the max(X;) and min(X;);
#Compare with query object coordinate X
if (X, == maxz(X;)) then
return Distance;;
else if (X, > max(X;)) then
return Distance; + 1;
if (X, == min(X;)) then
return Distance;;
else if (X, < min(X;)) then
return Distance; + 1;
else

continue;

}

Figure 4.7. Algorithm to find distance in X-axis over encrypted values

The algorithm to find the distance in Y-axis is similar to the algorithm described

above. After we get the distances in both X-axis and Y-axis, simply euclidean distances

are calculated using the following formula. Distance = \/ (Xa— X2+ (Ya—Y,)2% The
rest of the approach is the same as square spiral encoding. The costs are calculated and
the bipartite graph is determined. The auction algorithm gets these inputs and send
the result as ordered preserved encrypted values. These values are send to the clients
that send the assignment query. Finally, clients decrypts the encrypted location data

using decryption key.
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5. COMPARATIVE PERFORMANCE RESULTS

In this section, we evaluate the proposed system. At first, we discuss the proposed
data structures and their efficiency. Secondly we will consider the assignment algorithms.
At the end, we investigate the comparative performance results and verify that proposed

system meets the needs of mobile users.

Table 5.1. Experiment parameters and examined values

Parameter Examined Values
Number of users (N) 25, 50, 100, 200, 400 (K)
Number of servers (M) 100, 500, 1000, 1500, 2000
Distributions Uni/Uni, Uni/Gau, Gau/Uni, Gau/Gau
Standard Deviation (o) 0.05, 0.1, 0.2, 0.5, 1
Server Capacity (C'y) 32, 64, 128, 256, 512
User Capacity (C,) 1,2,4,8
Coverage Radius (R) 2, 5,10, 15, 25
Unit Square Spiral Length (T") 1, 2, 5, 10, 15, 20

In the experiments, we generate sets of mobile users Q (query objects) and station-
ary servers D (data objects) with different cardinalities as N and M. The geographical
coordinates are normalized to [0, 1000]? space. Table 5.1 presents the parameters and
examined values during the experiments. Default settings are written in bold for your
notice. We stabilized all the parameters in default settings and measured the effect of

a single parameter in each experiment.

In default settings, the location of the users are generated by a Gaussian distri-
bution which has standard deviation o equal to 0.2 times the shortest path length to
the furthest node from the center and mean at the center of the coordinate system.
This model can simulate the crowded city center during working hours. M servers are

generated by a Uniform distribution with equal server capacities Cy and radius R.
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We repeated the simulations for 50 timestamps and just reported average observed
values per time stamp. All experiments are executed on an Intel Core 2 Duo P7550
dual-core 2.26 GHz machine with 4GB of memory. For comparison purposes, we have
executed multi core simulation also in Intel Zeon L5410 two quad-core 2.33 GHz machine

with 8GB of memory.

In our evaluation, we compare the two methods square spiral transformation
method and encrypted distance squares method. Both methods use the auction al-
gorithm for the assignment query so the difference between methods are generally their
data structures and their methods to calculate the assignment cost between users and
servers. As a result, we reported the auction based assignment algorithm results inde-

pendent from the methods mentioned above.
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Figure 5.1. CPU time vs. user cardinality N

In Figure 5.1, we measured the CPU time for assignment for various user cardinal-
ities N. The processing time increase with the increase in the number of users however
the increase is not linear and slows down because lower M /N ratio implies that most of

the assignments are done by locally.

In Figure 5.2, we vary the number of servers M and plot the CPU time graph.
When the number of servers increases then the choices of each user increase. Searching

for a maximum benefit server in the large candidate list is slower so the CPU time
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Figure 5.3. CPU time vs. server capacity Cy

increases with the increase in M.

Figure 5.3 measures the effect of the server capacity Cy on the performance. The
running time of the Auction algorithm at first increases but then decreases. This is an
expected result because if the server capacities are infinite then each user will get the
maximum benefit server without any rejection. Therefore, when there are too much
available capacity the problem becomes easier. Initially it increases because the server
prices do not increase very fast when there are more capacity so each user could afford

many bids.
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In Figure 5.4, we compared the CPU time of the Auction algorithm and SSP

algorithm in logarithmic scale. Since SSP algorithm has O(N?) complexity, Auction is

much faster than the SSP. Unlike Auction algorithm, SSP CPU time does not decrease

for very large capacity values because it requires more augmenting path calculations to

complete the assignment.
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Figure 5.5. CPU time vs. user capacity Cy

In Figure 5.5 investigates the effect of user capacity C, on the performance. The

increase in the user capacity is very similar to the trend in Figure 5.1. Actually the

increase in user capacity is very likely the increase in number of users. It is equal to
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have multiple users at the same location. Instead of replicating many users, the users
in the same location could make the bids together in order to reduce the computation

time.

For this experiment, we replicate the 100K Gaussian distribution users to have
200K, 400K and 800K. The aim is here to compare replicated users with users that have
more than one capacity. The user capacity increase does not effect the CPU time very

much but the increase in number of users increase the time as well.
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Figure 5.6. CPU time vs. coverage radius R

In Figure 5.6 examines the effect of coverage radius R on the performance. When
the coverage radius increases the number of potential matching increases and the prob-
lem becomes harder. If the coverage radius approaches to infinity then the problem

approaches to the assignment in the fully connected graphs not sparse graphs.

In Figure 5.7 investigates the CPU time versus standard deviation o parameter of
the Gaussian distribution which is used to generate N number of users. The running
time is maximum when ¢ = 0.2 . When o is small, the users are very skewed and this
leaves most servers under utilized so it is easy and faster. But when o becomes larger
than the distribution becomes similar to uniform and users are not overloaded at the

center. This leads to more under utilized servers and lower running time. status open
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Figure 5.8. CPU time vs. data distributions

Figure 5.8 examines the different distribution combination for users and servers.
Since some running times are very low, we added experiments for R = 20 intentionally.
In the labels “Gau” stands for Gaussian distribution and “Uni” stands for Uniform

distribution.

In Uni/Uni the servers are under utilized because the capacity of servers C; = 128.
There will not be price wars between the users. Uni/Gau is more under utilized because
in this case servers are located at the center but the users are distributed equally to all
the space. Most of the users will not be in the coverage of any server. The matching

algorithm is executed just for the small area around the center where there are more
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servers than users. Gau/Gau distribution maximize the users that are in the coverage
which is similar to increasing coverage region to attract more users. Since the problem

becomes harder, it takes more time than the others.

In Figure 5.9, we investigated the performance of the algorithm when there are
multiple processors. We have done the testing in two machines one of them has a single
dual core processor and the other one has two quad-core processors. We enable just
a single processor at first and then we increase the maximum number of processors
and measure the CPU time of the algorithm. We could set the maximum number of
processors but we could not select the cores individually. Zeon has a high performance
increase when there are two processors because two cores are selected from the same
physical processor so they could use the shared cache. When there are 3 processors, the
cache mismatches and context switching increase the running time but it will continue
to decrease after that point since the parallelism bonus is more than the synchronization

penalty.

In Figure 5.10 examines the memory usage of two different techniques. The first
technique square spiral encoding stores the data in a tree structure which is similar to

B-tree and the second method encrypted coverage distance squares uses R-tree based
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structure. Since the second method stores two dimensional data with encrypted distance

squares, it requires more memory space.

In Figure 5.11, we compared the performance of the two methods. The CPU time

is the time to calculate the assignment costs of N users to M servers with respect to the

coverage constraint R via proposed indexes. R-tree based index is more efficient to get

servers or POIs in the coverage area. Furthermore, it does not require computations

like square spiral encoding and could find the distance by just doing some comparisons.
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In Figure 5.12, we examined the displacement due to the unit square spiral length
parameter I'. The increase in this value will cause the approximation of the user location
due to the users real location distance to the square center. In section 4, we have
showed the trade-off between the approximation and the result accuracy but here we
just calculate the average distance of the users to the center of their square. The

displacement increase linearly with the unit square spiral length T'.
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6. CONCLUSIONS

The main challenge of the outsourced databases and cloud systems are the security
and privacy. For this reason, many companies try to build their own private cloud
instead of using public clouds. Location based services and location privacy becomes
more important with the growth of mobile devices that have positioning capabilities.
In this thesis, we proposed two novel methods to protect location privacy not only for
static local queries but also for dynamic global queries such as assignment query. We
also described the implementation details and discussed the comparative results. We
focused on the queries where query objects (users) are mobile but data objects (servers)
are stationary. Database finds the maximum matching and minimum cost with respect

to the coverage and capacity constraints.

The classical assignment algorithms have O(N?) time complexity so they are not
applicable to databases for large data sets. Some of the approximation algorithms
promises a linear time complexity but their result accuracy is about 66%. We used the
befit of coverage constraint and focused on the sparse graphs. We chose the best exact
assignment algorithm for sparse graphs is proposed by Bertsekas [10] runs in average
O(Alog N) time complexity. The algorithm finds the maximum weighted matching

therefore, we adapted it to find the minimum weighted matching.

Our main contribution is the introduction of the two location privacy aware meth-
ods. Both methods do not require any trusted third party or intermediary. The fist
method uses the square spiral encoding to provide privacy and to preserve some of the
spatial properties. We showed that, the complexity of a brute-force attack to find the
transformati on key of the square spiral is O( 2% ) where p is the number of bits used
to discretisize each parameter. We also describe the algorithms to calculate distance
over encoded values and we explain the storage structures. We used the B+ tree due
to its high performance on one dimensional data, but we implement the node keys as
intervals for better search results. Due to the geometric properties of the square spiral

encoding, the coverage regions could be defined as intervals and this increase the search
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performance.

The second method uses the advantage of the order preserved encryption schema
(OPES). The spatial coordinates are encrypted using OPES so we preserve the order
of the encrypted values and we can use the <,=, > operations. We implemented the
data storage similar to R-trees but the leaf nodes are the maximum coverage distance
rectangle of the object and it also linked to the lower distance rectangles. Therefore,
the distance between query object and data object could be found by doing a few

comparisons.

We compare the two proposed methods, even if both has different advantages the
second method performs better than the square spiral encoding and is able to provide
exact results. The disadvantage of these methods is the need of computation in the
client side for encoding or encrypting to provide location privacy but it is negligibl e for

the new generation mobile devices which provide high computation power.

As a future work, these methods could be adapted to other location based queries
such as K-nearest neighbor or range queries. Encryption technique could be enhanced
to enable indexing for dynamic objects and other space transformation and encoding

methods could be studied for both privacy and efficiency.
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APPENDIX A: OVERWIEW OF THE WHOLE SYSTEM

The Figure A.1 is the overview of the whole system for the proposed square spiral

encoding method. Data objects transform their location using pre-determined square

spiral decryption parameters and send the transformed location and available capacity to

the outsourced database. Clients (query objects) transform their location and send the

coverage region that they are interested. Database determines the assignment candidate

pairs blindly according to coverage region.
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Figure A.1. Square spiral transformation system overview

The following Figure A.2 is the overview of the whole system for the proposed

OPES encrypted distance squares method. Data objects encrypt their location using

OPES. Furthermore, they calculate and send the bounding points according to the dis-

tances for the service coverage area and also they send the available capacity Clients

encrypt their location and send the assignment query Database determines the assign-

ment candidate pairs blindly using R-tree index.
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Figure A.2. Encrypted distance squares system overview
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