





ISTANBUL TECHNICAL UNIVERSITY % GRADUATE SCHOOL

COOPERATIVE VEHICULAR COMMUNICATION SYSTEMS
WITH PHYSICAL LAYER SECURITY
AND NOMA TECHNIQUES

M.Sc. THESIS

Semiha KOSU

Department of Communication Systems

Satellite Communication and Remote Sensing Program

FEBRUARY 2021






ISTANBUL TECHNICAL UNIVERSITY % GRADUATE SCHOOL

COOPERATIVE VEHICULAR COMMUNICATION SYSTEMS
WITH PHYSICAL LAYER SECURITY
AND NOMA TECHNIQUES

M.Sc. THESIS

Semiha KOSU
(705181014)

Department of Communication Systems

Satellite Communication and Remote Sensing Program

Thesis Advisor: Prof. Dr. Liitfiye DURAK ATA
Co-advisor: Dr. Serdar Ozgiir ATA

FEBRUARY 2021






ISTANBUL TEKNIK UNIVERSITESI % LISANSUSTU EGITIiM ENSTITUSU

FiZIKSEL KATMAN GUVENLIGI VE
NOMA TEKNIKLERI iLE ISBIRLIKLIKLI
ARACLAR ARASI ILETISIM SISTEMLERI]

YUKSEK LISANS TEZI

Semiha KOSU
(705181014)

Tletisim Sistemleri Anabilim Dah

Uydu Haberlesmesi ve Uzaktan Algilama Program

Tez Damismami: Prof. Dr. Liitfiye DURAK ATA
Es Damisman: Dr. Serdar Ozgiir ATA

SUBAT 2021






Semiha KOSU, an M.Sc. student of ITU Graduate School 705181014 successfully
defended the thesis entitled “COOPERATIVE VEHICULAR COMMUNICATION
SYSTEMS WITH PHYSICAL LAYER SECURITY AND NOMA TECHNIQUES”,
which she prepared after fulfilling the requirements specified in the associated legisla-
tions, before the jury whose signatures are below.

Thesis Advisor : Prof. Dr. Liitfiye DURAK ATA .
Istanbul Technical University

Co-adyvisor : Dr. Serdar Ozgiir ATA ..
TUBITAK/BILGEM

Jury Members :  Prof. Dr. Ibrahim ALTUNBAS ...,
Istanbul Technical University

Prof. Dr. Serhat ERKUCUK ...
Kadir Has University

Asst. Prof. Semiha TEDIK BASARAN  ..........ccccooovveinnne.
Istanbul Technical University

Date of Submission : 22 January 2021
Date of Defense : 10 February 2021






vii

To my Venus,






FOREWORD

In this thesis, I would like to extend my sincere thanks to my dear advisors Prof.
Dr. Liitfiye DURAK ATA and Dr. Serdar Ozgiir ATA, for invaluable insight into my
studies. They extended a great amount of assistance for supporting my studies during
my master’s degree. I would like to thank them for encouraging my research and for
allowing me to grow as a research scientist.

Besides my advisors, I would also like to thank my committee members, Prof. Dr.
Ibrahim ALTUNBAS, Prof. Dr. Serhat ERKUCUK and Asst. Prof. Semiha TEDIK
BASARAN for their insightful comments and encouragement.

I also had great pleasure of working with Mohammadreza BABAEI. He provided me
with encouragement and patience throughout the duration of my master studies. His
point of view helped me to discover my success. I would like to thank my friend
and soulmate Ebru CAKMAKCIER. Her companionship increased my confidence to
believe in myself.

Besides that, I would like to express my gratitude to my family for encouraging me to
educate myself and all the unconditional support during my studies. A special thank
you to my little brother, Baris KOSU. I simply couldn’t have done this without him.

This success would not have been possible without all of you.

This work was supported by the Research Fund of Istanbul Technical University.
Project Number: MYL-2019-42491. This work is supported in part by
Istanbul Technical University (ITU) Vodafone Future Lab under Project No.
ITUVF20190901P02.

February 2021 Semiha KOSU
(Electrical and Electronics Eng.)

iX






TABLE OF CONTENTS

Page
FOREWORD . IX
TABLE OF CONTENTS . XI
ABBREVIATIONS .. Xiii
SYMBOLS v XV
LIST OF FIGURES . . . . <. XVii
SUMMARY . . .. XiX
OZET Xxiii
1. INTRODUCTION ..... wo 1
1.1 Literature REVIEW .......coouiiiiiiiiiiiiiiiiiiiieettete e 1
1.2 Contribution of the TReSIS ..c...cocviiiiiiiiiiiiiiiiiecreeeeeeee e 5
2. WIRELESS COMMUNICATION CHANNELS AND FADING MODELS 7
2.1 Characteristics of Fading Channels............ccccccoviniiiiinniniiiicncceeens 8
2.1.1 Frequency non-selective and frequency selective fading ....................... 9
2.1.2 Slow and fast fading .......c..ccovveeeiiieiiieeii et 10
2.2 Models for Small-Scale Fading ...........cocceeviiiiiiniiniiiiiiicnccececncceeens 10
2.2.1 Rayleigh fading channels ............ccoooueeriiiieniiiiniiieeeeeeee e, 10
2.2.2 Cascaded fading channels.............cccceevviiiiiiniiiiiiieeceeeee e 11
2.2.3 Gamma-Gamma diStribUtiON ........cocuuiiiiiiiriiiiiieeieeereeseeeeee e 12
3. COOPERATIVE COMMUNICATION SYSTEMS.... . 13
3.1 Receive Diversity Combining Techniques ...........cccoceveniiiniiiiniiiiiieeneenne 14
3.1.1 Selection COMDINING ....cccuveeriieiriieiiiieeiie ettt 14
3.1.2 Maximum ratio COMDINING ......cccueeerireriiireriieerireenieeerireesieeeneeeeeeeenaneas 15
3.1.3 Equal gain COMDbINING....c...cocvieiierieniieiieieenee e 16
3.2 Relaying ProtOCOIS. .....cco.uiiiiiiiiiieiiiecee et 17
3.2.1 DF 1elaYINg .ccuviiiiiiieiiieeiieee ettt st 18
3.2.2 AF TlAYING ..coiiiiiiiiiieiieeeeee et 18

4. COOPERATIVE COMMUNICATIONS FOR VEHICULAR NET-
WORKS...... . . . . . 21
4.1 Proposed System MoOdEl .........cocooniiniiiiiiiiieieneeeeeeeeeee e 21
4.1.1 DF relaying protOCol.......cccovuiieriieriiieeiiieeiie et 22
4.1.2 AF relaying protoCOL.........couuiiiiiiiiiieieiiiee ettt 23
4.2 Bit Error Probability Analysis..........ccevieiiiiiiiiiiniieiieeeiieeieeee e 24
4.2.1 DF relaying protoCol........c.couuiieriieiiiiieiiieeiie ettt 24
4.2.2 AF relaying protoCOL.........coovuiiiiiiiiieieiiee ettt 25
4.3 Numerical Results and SImulations.............ccooveeriiiiiieiniieinieeneceeeeeee 26
5. COOPERATIVE PHYSICAL LAYER SECURITY ... w 29
5.1 Physical Layer Security Attack Types and Precautions ............cccccceveevcueeneens 29

xi



5.2 Performance Analysis of Cooperative Physical Layer Security for V2V ...... 30

5.2.1 SyStem MOAEL ...cc.eviieiiiiiiieeiie e 31
5.2.2 Secrecy outage probability analysis .......cc.ccccevvueeriieiniiiiiiieenieciieeneen. 32
5.2.2.1 Calculation of Pr{Csg > R} «eoeoeveieieieieeeeeeeeee e 33

5.2.2.2 Calculation of Pr{Crp > Ry} .eeveereieireineeseeeeeeeeeeee 34

5.2.3 PPSC performance evaluation ...........cccceevvieenieeniieinieeiiieenieeneeeeeenn 34
5.2.4 Simulations and numerical TeSUILS.......cccervveeviiriiriiiiiiriceeeeee 35

6. COOPERATIVE NON-ORTHOGONAL MULTIPLE ACCESS (NOMA). 39
6.1 Principles of Power Domain NOMA............cccccoiiiiiiniiiiiececceeeene 39
6.1.1 SuperpoSition COAING .....c.ueeruiiiriieiiiieriie ettt e e 39
6.1.2 SIC tEChNIQUE ..cooeniiiieeeiiiiee et et ee e 40

6.2 NOMA-based Cooperative V2V CommuniCations..........cccceevvercveerueeneennenns 40
6.2.1 Outage probability analysis .........cceccueeriiieriiiiniiieniieeriee e 42
6.2.1.1 Outage probability Of Uy .....coovvuieieiiiiiiiiniiieieieeeeee e 42

6.2.1.2 Outage probability of Uy ....cccoeoiiiiiiniiriiiieicieececcecee 45

6.2.2 Ergodic capacity analysis .....ccceecveerruieeriieeriieenieeeiieenieessieeesieesnieee s 46
6.2.2.1 Ergodic capacity from the BS to Uj:...cooooieiiiiiiiiiiiiiiiiieeeeee, 46

6.2.2.2 Ergodic capacity from the BS to Up:...ccccooiiiiiiiiniiiiiiiicceee 48

6.2.3 Performance analysSiS...........ccceevvueeriiieniiieiiiieniee et 50

7. CONCLUSIONS ...ccotiiiisnennnsaecssnssessasssecsasssessssssessssssassssssassssssassssssassssssasssssssssss 55
REFERENCES......ciiiiiintiisninsnnnnicssessnisssecssesssassssissssssssssssssssssssasssssssassssasssss 57
CURRICULUM VITAE ....uuiiiinuiiensnicsnnssecsanssecsasssnsssessessssssassssssassssssassssssssssassassace 61

Xii



ABBREVIATIONS

AF : Amplify-and-forward

AWGN : Additive white Gaussian noise

BEP : Bit error probability

BS : Base station

CDF : Cumulative distribution function
CDMA : Code division multiple access

CSI : Channel state information

DF : Decode-and-forward

DH : Dual-hop

DHSS : Direct-sequence spread spectrum

E : Eavesdropper

e2e : End-to-end

EGC : Equal gain combining

FDMA : Frequency division multiple access
FHSS : Frequency-hoping spread spectrum
HD : Half-duplex

iid : Independent and identically distributed
LoS : Line-of-sight

MIMO : Multiple-input multiple-output
MRC : Maximum ratio combining

nLoS : Non-line of sight

NOMA : Non-orthogonal multiple access
OMA : Orthogonal multiple access

orp : Outage probability

OSI : Open system interconnection

PDF : Probability density function

PEP : Pairwise error probability

PLS : Physical layer security

PPSC : Probability of positive secrecy capacity
S,R,D : Source, relay, destination

SC : Selection combining

SEP : Symbol error probability

SIC : Successive interference cancellation
SINR : Signal-to-interference and noise ratio
SISO : Single-input single-output

SNR : Signal-to-noise ratio

SOP : Secrecy outage probability

TAS : Transmit antenna selection

TDMA : Time division multiple access
URRLC : Ultra-reliable and low-latency communication
v2v : Vehicle-to-vehicle

Vv2X : Vehicle-to-everything

xiil






SYMBOLS

o

[

NS N® >

[

Q

In(-)

log, (+)
o()
W..()
G (|,

G m,n:mi,ny:my,ny
D-4-P1,91:P2,92

: Dirac function

: Coherence bandwidth

: Coherence time

: Signal bandwidth

: Signal duration

: Delay spread

: Doppler spread bandwidth

: Average received SNR

: Variance

: AWGN

: Expectation operator

: v—th order modified Bessel function of the second kind
: Gamma function

: Absolute value

: Cumulative distribution function
: Probability density function
: Probability operator

: Absolute value

: Natural logarithm

: Logarithmic function

: Gauss function

: Whittaker function

: Meijer’s G function

(.,.]:]:]:) : Extended generalized bi-variate Meijer’s G function

XV






LIST OF FIGURES

Figure 2.1
Figure 2.2

Figure 2.3
Figure 2.4

Figure 3.1
Figure 3.2
Figure 3.3
Figure 3.4
Figure 4.1

Figure 4.2
Figure 4.3

Figure 5.1
Figure 5.2

Figure 5.3 :

Figure 5.4 :

Figure 5.5

Figure 6.1

Figure 6.2 :

Figure 6.3
Figure 6.4
Figure 6.5

Figure 6.6

Page

: The effect of path loss, shadowing and multipath fading in
wireless COMMUNICALIONS. ....couveruiiiriieniieniieieeneeeiee e 7

: LoS and nLoS transmission schemes performing different
MUIEPALN. (.o 8
: Phase fluctuations of the transmitted signal in time. ........c...cccceeeueeen. 8

: PDF of Rayleigh distribution with respect to different variance
PATAIMECLETS. ..veeuveeeereeeteeesireesteeestteesseeessseesseeessaeesseeessseesseesssseesseenns 11
: IMustration of SISO and MIMO SyStemS. .......c.ceevvveeeiueeerreenireeenneens 13
: Diversity Combining Techniques Scheme.........c.c.coccoevivviininnennen. 15
: Comparison of SISO, SC, MRC and EGC performances. ................ 16
: Examples of cooperative communication SyStems. ...........c.ceccveeenee. 17

: Cooperative V2V communication system model when R applies
MRC teChNIQUE. ...eeeeeiiieeiieeciee ettt e e eeaae e aeeens 22

: The BEP performance for DF transmission protocol with the
increasing number of antennas at R.........cc.cccooviiiiiinniinniiinicinee, 27

: The BEP performance for AF transmission protocol with the
increasing number of antennas at R............ccooiiiiinniiiniine, 28
2 PLS teChNIQUES. ...eeeeiiieiiieeiieecie et 30

: Cooperative V2V communication system employing DF relaying
With PLS teChniqUE. .....cccvviieiiieiie e 31

SOP comparison of double Rayleigh fading channels for the
number of eavesdropper antennas L = 1,2 and 4. .........ccccceeeeeiennens 35

SOP performance comparison for double Rayleigh fading
channels for Ysp = YrRE=2,4 ve 8 dB. ..ccccciiiiiiiies 36

: PPSC performance comparison for double Rayleigh fading

channels when antenna number of Eis L=1,2ve 4. .....c....cceveennnn. 36

: NOMA-based two-user assisted cooperative V2V communica-

tion SYSteM MOAEL. ...cceviieiiiiciie e e 41

Outage performance analysis of users in different power
allocations when Ry =0.5, R, =0.5and d;, =0.5,d; =0.5,d, =0.7. 50

: Outage performance analysis of users in different power

allocations when Ry =1, R, =0.5and d;;, =0.5,d; =0.5,d, =0.7. 51

: Outage performance analysis of users and overall when Ry = 0.5,

Ry=05andds, =0.5,d1 =0.5,d2 =0.8..cccoiiiiiiiiiiiiiiiiiiis 52

: Outage performance analysis of both users and the overall system

whenR1=1,R;=0.5,F=50dBand o¢; =0.2. ....ccceerveriiirninncen. 53

: Ergodic capacity of both users and the overall system when dg, =

0.5,d1=0.5,dy=08and 01 = 0.1. ..cccoeriiiiiiiiiiiiieeeee, 53

Xvil



Figure 6.7 : Ergodic capacity of both users and the overall system when d;, =
0.5,di=0.5,dy=0.8and P, =45dB....ccccveveieeieeeeeeee

xviii



COOPERATIVE VEHICULAR COMMUNICATION SYSTEMS
WITH PHYSICAL LAYER SECURITY
AND NOMA TECHNIQUES

SUMMARY

In recent years, with mobile communication systems development, higher bandwidths
and higher data rates are required for individual users. =~ Moreover, in the
next-generation wireless communications (5G+), with the emergence of smart
cities, many autonomous vehicles and infrastructures are expected to connect.
In addition to these numerous connections, it must provide ultra-reliable and
low-latency communication (URLLC), which is also necessary for next-generation
wireless communications. There are studies examining system performance in
vehicle-to-vehicle (V2V) and vehicle-to-everything (V2X) communication systems in
the literature. The inter-vehicle environment requires lower antenna heights, cost,
and hardware complexities due to the high mobility of vehicles compared to other
traditional mobile environments. Also, fading environments in inter-vehicle systems
are different from those of stationary users in the literature. Besides, this inter-vehicle
fading medium is assumed to be the product of channels in the conventional fading
medium and is called the cascade channel model. Therefore, the cascade channel
model has an adverse effect on overall system performance. However, some techniques
have been studied in the literature which improves V2V system performance.

Cooperative communications and receive diversity techniques are considered as a
potential solution for inter-vehicle communication systems. When vehicles are
not close enough to each other, the signal may be transmitted over relay nodes,
increasing the source coverage area enabling cooperative communications. On the
other hand, multiple antenna systems are used to combine signals in the receiver
to increase the reliability of the system. The diversity technique at the receiver,
which reaches the optimum result by maximizing the received signal-to-noise ratio
(SNR), is considered to be the maximum ratio combining (MRC) technique that
corresponds to the sum of all SNR values received at the destination. Thus, system
performance is improved compared to the use of a single antenna, and the coverage
area of the source node is increased with the help of a relay. Also, the relay can use
different transmission protocols while transmitting the information of the source. In
the decode-and-forward (DF) relaying protocol, the transmitted signal is decoded in
the relay first, and then an estimated version of symbol is transmitted to the target
node. In the amplify-and-forward (AF) relaying protocol, the signal received on the
relay is amplified and then transmitted to the destination. Unlike DF relaying protocol,
the noise component is also amplified and sent to the destination in this transmission
technique as a disadvantage.

In this thesis, a comparison of DF and AF relaying protocols are studied, assuming
that all nodes are mobile in the system. Also, the channels between all vehicle nodes
are designated as cascade Rayleigh fading. It is also assumed that the relay is placed
co-linearly and with equal distance between source and destination. Moreover, the
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relay is equipped with a multi-antenna and applies the MRC technique. Results are
provided in terms of bit error probability (BEP) versus SNR values. Accordingly, the
increasing number of antennas have improved system performance for both AF and DF
relaying protocols. As a result, it is shown that the obtained mathematical expressions
are consistent with the Monte-Carlo simulation results.

With the tremendous increase in mobile devices in recent years, the continuous
broadcast feature of mobile nodes has become a fundamental problem for ensuring
security in the system. Therefore, information can become available even to
illegitimate listeners. In the open system interconnection (OSI) model, as the physical
layer is critical, it is crucial to provide security and transmitting secure information
to other layers. Jammer and eavesdropper are the two main types of physical layer
attacks studied in the literature. In jamming attacks, the jammer deliberately generates
a noise, causing the received signal to be distorted at the destination. However,
in eavesdropping attacks, the eavesdropper intercepts the confidential information
transmitted to the destination. In all types of attacks, the secrecy capacity of the
general system decreases. However, physical layer security (PLS) techniques focusing
on increasing system security performance are studied in the literature. For instance,
a secret key generation is a PLS technique that increases system security by using
the randomness of channels. In this method, the secret key is generated based on the
channel state information (CSI) between the legitimate users. Therefore, the data is
kept confidential since the illegal user fails to predict the key, even empowering them
with high power.

In this thesis, the eavesdropper is equipped with multiple antennas for a realistic
scenario and applies the MRC technique. Moreover, the eavesdropper receives
the broadcasted information from both source and relay in the proposed vehicular
communication system. The channel models between all mobile nodes are assumed
as the cascade Rayleigh fading channel. The secrecy capacity in this system is
calculated by subtracting the eavesdropper’s capacity from the destination node’s
capacity. As an evaluation criterion, the secrecy outage probability (SOP) is calculated
first. SOP gives the expression when the secrecy capacity falls below a particular
threshold value. Moreover, the probability of positive secrecy capacity (PPSC) means
that the instantaneous secrecy capacity is always greater than zero is examined. For
system performance, it is observed that when the number of receiver antennas of the
eavesdropper increases, SOP increases, and PPSC decreases. Finally, the theoretical
analyses of SOP and PPSC are verified by Monte-Carlo simulations.

In wireless communication networks, several multiple access methods are drawing
attention, such as frequency division multiple access (FDMA), time division multiple
access (TDMA), and code division multiple access (CDMA). These orthogonal
multiple access (OMA) techniques share the same resource and allow multiple users
to work simultaneously in a limited spectrum based on frequency, time, or code. In
other words, mobile users can access a limited number of the spectrum simultaneously
in these techniques. However, spectrum scarcity is encountered in next-generation
wireless networks due to users’ need for high data rates and limited resources.
At this point, the non-orthogonal multiple access (NOMA) technique could be a
promising technology for future wireless networks in terms of providing high spectral
efficiency and ensuring fairness between users. The basic concept of NOMA is to
allocate different power to users and enable them to work on the same resource block
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(frequency, time, or code). Besides, NOMA can be classified into two categories,
power-domain and code-domain. In power-domain NOMA, the signals of current
users are superimposed at the base station (BS) and broadcasted towards the users
to decode their signals. The transmitted signal is decoded at the users using the
successive interference cancellation (SIC) method, starting from the strong user with
better channel quality conditions. Unlike traditional OMA techniques, weak users
with poorer channel quality are allocated more transmission power in NOMA, while
stronger users with better channel quality are allocated less transmission power. This
power allocation can considerably compensate for the trade-off between the quality of
service of the system and user fairness.

In this thesis, the cooperative power-domain downlink NOMA system is studied. The
BS communicates with two vehicles via the relay node and operates in half-duplex
(HD) mode. Also, relay transmits the signal of the source to the users by applying
the AF relaying protocol. Since both relay and users have high mobility, the channel
corresponding to link BS and relay is subjected to Rayleigh fading. In contrast, the
channels between relay and users are considered as double Rayleigh fading. Since
transmitted signals of each user are superimposed, the SIC method helps to decode
these signals. It is assumed that the signal of weak user is correctly decoded on
the strong user’s channel. In other words, the SIC technique is performed perfectly.
Additionally, system performance is evaluated in terms of outage probability and
ergodic capacity. In both analyzes, the results are provided using different system
parameters (power allocation, distance and transmission power of the BS) for the
users. Besides, the overall system performance is also taken into account. Finally,
the numerical results are consistent with the Monte-Carlo simulation results.
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FiZiKSEL KATMAN GUVENLIGI VE
NOMA TEKNIKLERI ILE iSBIRLIKLIKLI
ARACLAR ARASI ILETISIM SISTEMLERI

OZET

Son yillarda, mobil iletisim sistemlerinin gelismesiyle birlikte, bireysel kullanicilar
icin daha yiiksek bant genislikleri ve daha yiiksek veri hizlar1 gerektirmektedir. Ote
yandan, yeni nesil kablosuz iletisimde (5G+), akilli sehirlerin de ortaya ¢ikmasiyla
birlikte cok sayida otonom ara¢ ve altyapinin birbirine baglamasi beklenmektedir.
Bu sayisiz baglantinin yani sira, yeni nesil kablosuz iletisimin de gerekliligi olan,
ultra giivenilir ve diisiik gecikmeli iletisim (URLLC) saglamalidir.  Literatiirde
aractan araca (V2V) ve aractan her seye (V2X) iletisim sistemlerinde, sistem
performansini inceleyen calismalar bulunmaktadir. Araglar arasi ortamlar, diger
geleneksel mobil ortamlara kiyasla, araclarin yiiksek hareket kabiliyeti nedeniyle daha
diisiikk anten yiikseklikleri, maliyet ve donanim karmagikliklar1 gerektirir. Dahasi,
araclar aras1 sistemlerdeki soniimleme ortamlari, literatiirdeki sabit kullanicilarin
soniimleme ortamlarindan farklidir. Ayrica, bu araglar arasi soniimleme ortami,
geleneksel soniimleme ortamindaki kanallarin ¢carpimui olarak varsayilmis olup kaskat
kanal modeli adi verilmistir. Bu nedenle, kaskat kanal modelinin genel sistem
performansi iizerinde olumsuz bir etkisi vardir. Bununla birlikte, literatiirde V2V
sistem performansini iyilestirmek i¢in bazi teknikler kullanilmisgtir.

Isbirligine dayali iletisim ve alicida cesitleme teknikleri, araglar arasi iletisim
sistemleri icin potansiyel bir ¢coziim olarak kabul edilir. Isbirlikli iletisimde araclar
birbirine yeterince yakin olmadiginda, kaynaktan iletilen isaretin kapsama alanini
artirmak icin sinyal réle diigiimleri iizerinden iletilir. Ote yandan, kullanicilara yonelik
veri hizlarimi artirmak icin, ¢oklu anten sistemleri alicidaki sinyalleri birlestirmek icin
kullanilir. Alinan isaret-giiriiltii oranin1 (SNR) maksimize ederek optimum sonuca
ulastiran alicida cesitleme teknigi, hedefte alinan tiim SNR’larin toplamina karsilik
gelen maksimum oranli birlestirme (MRC) teknigi olarak kabul edilir. Boylelikle tek
anten kullanimina gore sistem performansi iyilestirilmis ve réle yardimi ile kaynak
diigiimiin kapsama alan1 artinlmistir. Ayrica role, kaynagin bilgisini iletirken farkli
aktarma tekniklerini kullanabilir. C6z-ve-aktar (DF) tekniginde, gonderilen igaret ilk
once rolede ¢oziiliir ve ardindan hedef diigiime iletilir. Yiikselt-ve-ilet (AF) aktarma
tekniginde ise rolede alinan isaret yiikseltilerek, ardindan hedefe iletilir. Ayrica, bu
iletim tekniginde dezavantaj olarak, kaynaktan alinan isaret ¢oziilmediginden, giiriiltii
bileseni de giiclendirilerek hedefe gonderilir.

Bu tezde, tiim sistem diigiimlerinin hareketli oldugu varsayilarak, DF ve AF role
iletim stratejilerinin bir karsilastirmas: incelenmistir. Ayrica, tiim ara¢ baglantilar
arasindaki kanallar, kaskat Rayleigh olarak belirlenmigtir. Buna ek olarak role,
kaynak ve hedef arasina esit mesefade ve dogrusal olarak yerlestirildigi varsayilmistir.
Ayrica, role ¢coklu anten sistemi ile donatilmistir ve MRC teknigini uygulamaktadir.
Sonuglar, artan SNR degerlerine gore bit hata olasilig1 (BEP) cinsinden hesaplanmistir.
Buna gore artan anten sayisi, hem AF hem de DF aktarma stratejileri icin sistem
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performansini iyilestirmistir.  Sonug¢ olarak, elde eldilen matematiksel ifadelerin
Monte-Carlo benzetim sonuglartyla tutarl oldugu da gosterilmistir.

Son yillarda mobil cihazlarin sayisinin muazzam artigiyla birlikte, mobil diigiimlerin
siirekli yayin yapma ozelligi sistemde giivenligin saglanmasi i¢in énemli bir sorun
haline gelmistir. Bu nedenle, bilgiler gizli dinleyiciler i¢in bile kullanilabilir hale
gelebilir. Acik sistem ara baglami (OSI) modelinde, fiziksel katman ilk sirada yer
aldigindan dolay1 burada giivenligin saglanmasi ve dier katmanlara giivenli bilginin
iletilmesi acisindan nemlidir. Isaret karistirici ve gizli dinleyici, literatiirde aragtirilan
iki ana fiziksel katman saldir1 tipidir. Isaret karistiric1 saldirilarinda, sinyal bozucu
kasitli olarak bir giiriiltii iretir ve bu da hedefte alinan isaretin bozulmasina neden olur.
Ancak, gizli dinleme saldirilarinda, gizli dinleyici, hedefe iletilen gizli bilgileri yakalar.
Tiim saldin tiirlerinde ise genel sistemin gizlilik kapasitesi azalir. Bu arada, sistemsel
giivenlik performansi artirmaya odaklanan fiziksel katman giivenligi (PLS) teknikleri
literatiirde calistlmaktadir. Ornek olarak, gizli anahtar iiretimi, bir PLS teknigidir ve
kanallarin rastgeleligini kullanarak sistem giivenligini arttirmaktadir. Bu yontemde,
yasal olmayan kullanicilar arasindaki kanal durum bilgisine dayali olarak bir gizli
anahtar dretilir. Yasal olmayan kullanici anahtar1 tahmin edemedigi i¢in yiiksek gii¢
kullanarak iletilen isarete erismeye ¢aligsa bile veriler gizli tutulur.

Bu tezde, gercekci bir senaryo olusturulmak istendiginden, ¢coklu antenlerle donatilmis
gizli dinleyicinin, alicida ¢esitleme yontemi olan MRC teknigini uygulayarak araclar
arasi iletisim sisteminde hem kaynaktan hem de r6leden gonderilen bilgileri dinledigi
varsayllmistir. Tim mobil diigiimler arasindaki kanal modeli ise kaskat Rayleigh
soniimlemeli kanal olarak belirlenmistir. Bu sistemdeki gizlilik kapasitesi, gizli
dinleyicinin kapasitesinin alic1 diigiimiin kapasitesinden ¢ikarilarak hesaplanmaktadir.
Degerlendirme kriteri olarak oncelikle gizlilik kesinti olasilig1 (SOP) hesaplanmustir.
SOP, sistem gizlilik kapasitesinin belli bir esik degerinin altina diistiigli zamanki
ifadesini vermektedir. Ayrica anlik gizlilik kapasitesinin her zaman sifirdan biiyiik
oldugu anlamina gelen pozitif gizlilik kapasitesi (PPSC) olasiligi hesaplanmustir.
Sistem performansi incelendiginde, gizli dinleyicin alic1 anten sayisi arttiginda SOP’un
artifi ve PPSC’nin ise azaldigi gozlemlenmistir.  Son olarak teorik analizleri
Monte-Carlo benzetimleri ile dogrulanmustir.

Kablosuz iletisim aglarinda, frekans bolmeli ¢oklu erisim (FDMA), zaman bdlmeli
coklu erisim (TDMA) ve kod bolmeli ¢oklu erisim (CDMA) gibi birka¢ coklu
erisim yontemi dikkat cekmektedir. Bu dikgen coklu erisim (OMA) teknikleri
ayn1 kayna8i paylagirlar ve birden fazla kullanicinin frekans, zaman veya koda
gore sinirlt bir spektrumda aymi anda calismasina izin verirler. Diger bir deyisle,
bu tekniklerde, mobil kullanicilar ayni anda smirli miktardaki frekans bandina
erigebilirler. Bununla birlikte, kullanicilarin yiiksek veri hizlarina ulagsmasi ve smirl
sayida kaynak kullanimi nedeniyle, yeni nesil kablosuz aglarda spektrum yoksunlugu
ile karg1 karsiya kalinmaktadir. Bu noktada, dikgen olmayan coklu erisim (NOMA)
teknii, yiiksek spektral verimlilik saglamasi ve kullanicilar arasi adaleti saglamasi
acisindan gelecekteki kablosuz aglar icin umut verici bir teknoloji olabilir. NOMA’nin
temel konsepti, kullanicilara farkli gii¢ tahsis ederek ayni1 kaynak blogunda (frekans,
zaman ya da kod) ¢alismalarimi saglamaktir. Bunun yani sira, NOMA gii¢ tabanh
ve kod tabanl olarak iki kategoride siniflandirilabilir. Gii¢ tabanli siniflandirmada,
mevcut kullanicinin sinyali, verici tarafinda iist iiste bindirilerek ve hedef kullanicinin
bu isareti ¢cozmesi icin yayinlanir. Gonderilen sinyal, daha iyi kanal kalitesi kosullarina
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sahip olan giiclii kullanicidan baglayarak, ardigik girisim Onleme (SIC) yontemi
kullanarak alic1 diigiimiinde ¢oziiliir. Geleneksel OMA tekniklerinden farkli olarak
NOMA’da, daha kotii kanal kalitesine sahip zayif kullanicilara daha az iletim giicii
tahsis edilirken, daha iyi kanal kalitesine sahip giiclii kullanicilara daha fazla iletim
giicii tahsis edilir. Bu gii¢ tahsisi, sistemin hizmet kalitesi ile kullanicilar arasindaki
adaleti onemli Olciide telafi etmeye caligir.

Bu tezde, isbirlikli ve gii¢ tabanli asagi baglantili NOMA sistemi incelenmistir. Baz
istasyonu (BS), role (R) araci vasitasiyla hedef diigiimdeki iki arac ile iletisim kurar
ve yari c¢ift yonli (HD) modda c¢alisir. Ayrica, R, AF iletim teknigini uygulayarak
kaynagin sinyalini hedefe iletir Hem R hem de kullanicilar yiiksek mobiliteye
sahip oldugundan, BS — R arasina karsilik gelen kanal Rayleigh dagilimina maruz
kalirken, R ile hedef kullanicilar arasindaki kanal ¢ift Rayleigh dagilimi olarak kabul
edilmistir. Her kullanic1 i¢in iletilen sinyaller iist liste bindirildiginden, SIC yontemi bu
sinyallerin hedef kullanicilarda ¢6ziilmesine yardimci olur. Burada, zayif kullanicinin
sinyalinin gii¢lii kullanicinin kanalinda dogru bir sekilde c¢oziildiigi varsayilmistir.
Diger bir deyisle SIC teknigi kusursuz bir sekilde gerceklestirilmistir. Ayrica, sistem
performansi, tam kesinti olasilif1 ve ergodik kapasite acisindan degerlendirilmistir.
Her iki analizde de sonuclar, kullanicilar icin farkli sistem parametreleri (gii¢ tahsisi,
mesafe ve BS’nin iletim giicii) kullanilarak degerlendirilmistir. Ayrica genel sistem
performansi da dikkate alinmistir. Son olarak, sayisal sonuclar Monte-Carlo benzetim
sonuclar1 ile uyumluluk gostermistir.
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1. INTRODUCTION

Every day, the need for communication is continuously increasing since more and more
devices are connected. Meanwhile, with the development of wireless communication
technologies, the need for high data rate and reliability of the wireless communication
systems is increasing, which results in a challenge for providing the solutions for the
available spectrum. Moreover, to create smart infrastructures, communication between
fixed nodes and autonomous vehicles and the base station is of absolute importance.
Therefore, in this thesis, the performance of cooperative communication systems are
investigated where the channels are exposed to cascade Rayleigh fading. Besides, the
theoretical expression of the secrecy capacity of a cooperative system is derived in
the physical layer perspective for the possibilities of security problems in the system.
The design and performance of the next-generation communication system based on
cooperative communication and non-orthogonal multiple access (NOMA) techniques
is investigated. By applying NOMA technique in the communication system, the
efficient use of spectrum for the next-generation wireless communication systems can

be increased even more, and it is aimed to contribute to the existing studies in this field.

1.1 Literature Review

Vehicular communication provides a promising solution for next-generation wireless
networks. This type of communication is applied to regulate traffic and increase road
safety since it is assumed as a part of the intelligent transportation system in the near
future. Meanwhile, the type of fading characteristic in a mobile environment with high

mobility is investigated in the literature [1-8].

Various studies in the literature investigate the performance of relay-assisted
vehicle-to-vehicle (V2V) communication systems [1-5]. The outage performance
of a dual-hop (DH) V2V system with the best relay selection applying the
amplify-and-forward (AF) relaying protocol is studied in [1] where the channels are

exposed to Rayleigh fading. In [2], the average symbol error probability (SEP)



and the outage probability (OP) analyses are derived for the interference-limited
cooperative communication systems when the relay applies decode-and-forward (DF)
relaying protocol, and the links are exposed to the double Nakagami-m fading channel.
Moreover, the authors in [3] are studied a multi-hop DF relaying V2V communication
system. Furthermore, a tight upper bound pairwise error probability (PEP) expression
is derived where the links are exposed to the frequency-selective Rician channel. The
outage performance analysis of the upper and lower bound expressions of a two-way
V2V communication system are calculated in [4]. Additionally, the relay applies
antenna selection over double Rayleigh channels. An approximated OP analysis is
calculated for the multi-hop vehicle communication systems in [5]. Here, the relays
apply DF and AF relaying protocol to transmit the source signal to the destination using
a maximum ratio combining (MRC) scheme. The system performance considering a
different number of relay over the cascade mixed channel model (RayleighxRice and
double Rayleigh) is investigated in [6] where the relays apply fixed-gain AF relaying
protocol. Moreover, the performance is evaluated considering the level-crossing
rate average duration. The authors in [7] investigate the BER performance analysis
of both DH DF/AF relaying protocols. Moreover, comparison results are also
provided between these relaying protocols where the links are exposed to double
Rayleigh fading channels. In [8], using bidirectional AF relaying over cascaded
Nakagami-m channels, the performance is evaluated using moment generating function
and higher-order moments of signal-to-noise ratio (SNR). Furthermore, the theoretical
expressions of ergodic capacity and average symbol error probability of the proposed

system are obtained.

Moreover, the secrecy capacity of the V2V wireless communication system and the
physical layer security technique are also investigated in the literature. Secrecy issue
is essential since the jammer and eavesdropper (E) can intercept or overhear the
confidential data, which then can cause a disaster or accident for the autonomous
vehicles or other events. Hence, there are still challenges and open issues about privacy

issues.

Secrecy performance of a multi-antenna system in the presence of the direct
transmission between a source (S) and a destination (D) is investigated in [9].

Moreover, S, D, and E apply TAS and MRC, respectively. Furthermore, the system



is analyzed concerning secrecy outage probability (SOP), asymptotic SOP, and the
probability of positive secrecy capacity (PPSC) over & — u fading channels. In [10],
the secrecy performance of the cooperative DF relaying is studied according to whether
MRC is performed in D and E or not. Moreover, the secrecy capacity of the proposed
cooperative system is investigated considering the absence/presence of a direct link
between S—D where DF relaying protocol is applied in the absence of a direct link.
Additionally, the performance of both cases is compared with each other [10]. On the
other hand, in [11], SOP performances of a cooperative relay system applying the DF

relaying protocol is investigated considering Rayleigh fading channels.

The secrecy performance of cascading channels is considered in [12-14]. The
average secrecy capacity, SOP, and PPSC analysis over double Nakagami- m fading
channel is investigated in [12]. Moreover, the authors in [13] extent the studied
model in [12]. Here, the system performance is investigated where the links are
exposed to N*Nakagami-m fading. Results are obtained for a different number of
cascade channels [13]. Additionally, a similar work is studied in [14] for cascade
o — u channels. Blocking capacity for the best and closest eavesdroppers with many
eavesdropper scenarios is calculated for the cascade Fisher-Scedecor channel model
in [15] where blocking capacity is considered as a new performance metric. However,
there are very few studies investigating the secrecy performance of cooperative systems
in cascade fading channels [16, 17]. In [16], for the hybrid case, where the channels
between nodes are modeled with Rayleigh or double Rayleigh fading channel, the SOP
and ergodic secrecy capacity of the system is calculated by applying the AF relaying
protocol in the absence/presence of a direct link between S-D and S-E. On the other
hand, SOP analysis is performed for the double Rayleigh fading channel for the case

where the best relay is chosen among the multiple DF relaying relays [17].

So far, power-domain downlink NOMA is extensively studied in the literature [18-29].
The performance of power-domain downlink NOMA-based point-to-point system is
studied in [18-20]. Bit error rate (BER) performance of two users applying traditional
NOMA receivers with an optimal design is studied in [18] under the assumption of
in-phase/quadrature-phase imbalance. Moreover, for different fading channel models,
BER performance is investigated in [19] for multi-path channels, various modulation

schemes, and channel coding rates. Furthermore, achievable sum-rate analysis is



investigated considering 2K users in [20]. Besides, the users are uniformly distributed
in a disc and paired into different numbers of clusters where the base station (BS) is
located at the center of the disc. Also, analytical expressions are derived considering

Rayleigh fading.

In recent works, cooperative NOMA networks have been studied in [21-29] where the
effect of NOMA technique on the capacity and reliability of the considered system
is investigated. The authors in [21-23] study the performance of cooperative DF
relaying protocol in NOMA-based networks. Ergodic capacity and outage probability
of a cooperative NOMA-based under perfect successive interference cancellation (SIC)
conditions are studied [21]. It is assumed that all channels are exposed to Rayleigh
fading, where a pair of near users communicates with BS. Furthermore, in the absence
of a direct link between BS and far user, near users act as a relay and transmit the
signal to the far user applying DF relaying protocol. Besides, similar to the proposed
system model in [21], the authors in [23] investigate BER performance assuming two
user network under statistical channel state information (CSI). Additionally, overall
outage probability and sum-rate of the proposed system over a-1-k-u fading channels

is performed in [22].

Power-domain downlink NOMA-based AF relaying networks have also gained
attention in the literature [24-29]. Performance of a cooperative AF relaying with
both direct and cooperative link transmission is investigated in [24]. Moreover, a
selection combining technique at the users for two information symbols for multiple
users is applied. Under perfect SIC condition, when the near user helps the far user
over Nakagami-m fading channel, its performance is analyzed in terms of outage
probability and throughput [29]. In a cooperative multiple user NOMA network,
system performance is investigated under perfect SIC condition [27] and imperfect
SIC condition [26]. In multiple-input multiple-output (MIMO) networks using AF
relaying protocol, the system performance is evaluated in terms of outage probability

when the channels are ordered [25].

Additionally, there are some studies considering NOMA based vehicular commu-
nications. In [30], critical problems of V2V NOMA networks and solutions of
resource allocation and signalling control algorithms with future applications have

been presented. Two users point-to-point V2V scheme is studied over double Rayleigh
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fading channels [31]. The same system model is also investigated considering double
Nakagami-m fading channel with optimal power allocation and the probability of

successfully decoding [32].

1.2 Contribution of the Thesis

In section 4, a multi-antenna relay assisted vehicular communication system is
investigated. The channels between all the nodes are assumed as cascaded Rayleigh
fading. A source, relay, and destination nodes are co-linearly distributed in a straight
line when there is no direct link between the source and the destination. In this scheme,
the relay combines the signal with the MRC technique and forwards the received signal
to the destination considering both DF and AF relaying protocols. The comparison
of these protocols is also provided in this thesis for the first time in the literature.
The theoretical results are obtained in terms of bit error probability and verified by

Monte-Carlo simulations.

In section 5, the cooperative V2V communication system in which the source and
destination nodes communicate through relay where the direct link is in a deep fade
is studied. It is assumed that the relay applies DF relaying protocol. Moreover, a
multi-antenna eavesdropper listens to both source and relay transmitted signals and
applies the MRC protocol. Since all nodes are in motion, the corresponding channel
between all the links undergoes cascaded Rayleigh fading. Moreover, closed-form
expressions of SOP and PPSC are obtained. Monte-Carlo simulation results verify

theoretical results.

In section 6, the NOMA based cooperative fixed-gain AF relaying network for vehicle
communications is proposed, which improves system capacity and increases spectral
efficiency. Also, it is assumed that there is no direct transmission between BS and
users. The channels between the relay and the users are assumed to be double
Rayleigh fading, which is best suited for the vehicle environment [33]. However,
the channel between BS and relay is exposed to Rayleigh fading. To the best of the
author’s knowledge, no studies have been reported in the literature investigating the
cooperative vehicle network over the double Rayleigh fading channel. Moreover, it is
assumed that the perfect SIC condition is applied to better diversity ranking than the

imperfect SIC scenario [23]. First of all, exact analytical expressions for the user’s
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signal-to-interference and noise ratio (SINR) values and the outage performance are
obtained in closed-form. Second, users and overall system performance are analyzed
with the exact ergodic capacity to gain greater insight throughout the paper. System
performance is evaluated in terms of transmit power, distance, and power allocation

metrics. Monte-Carlo simulations verify the derived theoretical results.

List of the conference and journal publications presenting the original contributions of

this thesis to the wireless communication literature is given below:

* S. Kosu, S. O. Ata and L. Durak-Ata 2019. On the Error Performance of
Relay-Assisted Vehicular Communication Systems, IEEE Microwave Theory and
Techniques in Wireless Communications (MTTW), Riga, Latvia, 2019, pp. 68-71,
doi: 10.1109/MTTW.2019.8897226.

* S. Kosu, S. O. Ata and L. Durak-Ata 2019. Physical Layer Security Analysis
of Cooperative Mobile Communication Systems with Eavesdropper Employing

MRC, 28th Signal Processing and Communications Applications Conference (SIU),
Gaziantep, Turkey, 2020, pp. 1-4, doi: 10.1109/S1U49456.2020.9302397.

+ S. Kosu, S. O. Ata and L. Durak-Ata 2021. NOMA-based Cooperative V2V
Communication Systems Employing Fixed-Gain AF Relaying has been preparing

for submission.



2. WIRELESS COMMUNICATION CHANNELS AND FADING MODELS

In wireless communication, the transmitted signal from the transmitter is passed
through a medium called a channel, following different paths. This signal can be
reflected or scattered from other objects in the medium such as buildings, cars, etc.,
and this effect is described as "shadowing". Thus, the destination receives the sum of
the signal, which includes amplitudes and phase changes and delay of the originally
transmitted signal. Additionally, this transmission can cause rapid and large magnitude
and phase changes of the signal due to the delay spread. This significant effect of
the medium causes distortions in the signal called "multipath fading". This multipath
fading can cause inter-symbol interference, and therefore, this effect adversely reduces
the quality and reliability of the communication system. Moreover, the other important
factor that negatively impacts communication quality is the distance between the
transmitter and the receiver nodes expressed as "path loss". These three m<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>