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INSTRUCTION EXTENSION OF RV321 AND GCC BACK END FOR
ASCON LIGHTWEIGHT CRYPTOGRAPHY ALGORITHM

SUMMARY

Nowadays, the spread of internet of things applications leads more connected devices.
The information shared between these devices might be secret and exposed to cyber-
attacks. These embedded devices also have limited resources in terms of memory,
power, area, etc. Lightweight cryptography is useful to provide security and privacy
in resource constrained embedded devices.

Latency and memory consumption are the key elements in performance metrics for
lightweight cryptography algorithm implementations. ASCON lightweight
cryptography algorithm is one of the finalists in CEASAR competition that is
organized by National Institute of Standards and Technology. ASCON provides
authentication with associated data and hashing functionalities by using basic logical
operations such as AND and XOR. It uses repeated rounds to achieve a certain security
level and operates on 320-bit state. It operates with S-Boxes in substitution layer and
right shift circular rotation in linear layer. ASCON also provides implementations for
the 32-bit and 64-bit processors.

RISC-V is an open source instruction set architecture developed by University of
California, Berkeley. RISC-V is easy to extend with custom instructions for specific
applications such as cryptography, 5G, image processing, etc. In this study, special
cryptographic non-standard RISC-V instructions are developed to execute some
operations in the algorithm with these instructions. The aim of this procedure is to
reduce the required number of clock cycles and instruction memory for the execution
of the ASCON on RV32lI based processors.

A profiling methodology is developed to choose the best special instruction for
achieving the highest benefit in performance. Software implementation of ASCON is
analyzed and profiled. An end-to-end test environment is formed by extending the
GNU Compiler Collection and Spike RISC-V ISA Simulator for the special
cryptographic instruction extensions of RISC-V processors. GCC instruction patterns
and built-in functions are investigated with examples in GCC. Usage and purpose of
the built-in functions and instruction patterns are explained with hands-on examples.
New built-in functions and instruction patterns for the new instructions have been
integrated into the GCC RISC-V back end.

Spike has been modified with the new instructions to run the program. The algorithm
has been analyzed with the proposed instructions and different optimization flags. The
performance improvements in terms of instruction memory and total number of clock
cycles of the program are shown in the thesis.
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RISC-V KOMUT SETI MIMARSI VE GNU DERLEYICI
KOLEKSIYONUNUN ASCON SIFRELEME ALGORITMASI iCiN
GENISLETILMESI

OZET

Giiniimiizde nesnelerin interneti uygulamalarmin yayginlasmasi ile birbiri ile
baglantili cihaz sayis1 artmaktadir. Bu cihazlar arasinda paylasilan bilgiler gizli olabilir
ve bu sebeple siber saldirilara agik olabilir. Bu gomiili cihazlar bellek, gug, alan vb.
acisindan smirh kaynaklara sahip oldugundan dolayi, {izerlerinde calistirilacak olan
programlarin bu kaynaklar1 etkin bir bigimde kullanmasi son derece kritiktir.

Hafif sifreleme algoritmalari, kaynak kisitlamasi olan bu gémull cihazlarda guvenlik
ve gizlilik saglamak i¢in kullanilir. Ulusal Standartlar ve Teknoloji Enstitusu
tarafindan yazilan rapordaki kurallara gdre bu algoritmalarin nasil tasarlanmasi
gerektigi aciklanmistir. Sifreleme anahtarinin en az 112-bit olmasi1 gerekir. Hafif
sifreleme algoritmalarinin yiiksek giivenlikli sifreleme yapabilmesi icin sik tekrar eden
turlar1 mevcut olmalidir. Ayrica, hafif sifreleme algoritmalarinin yazilim ve donanim
uygulamalarinin da kolayca gerceklenebilir olmasi gerekmektedir. Algoritmanin
caligmasindaki gecikme ve bellek tiiketimi, hafif sifreleme algoritmalari uygulamalari
icin performans élcltlerindeki temel unsurlardandir.

ASCON hafif sifreleme algoritmasi, Ulusal Standartlar ve Teknoloji Enstitiisii
tarafindan diizenlenen CEASAR yarismasindaki finalistlerden biridir. ASCON,
yardimet veriler ile dogrulama ve sifreleme ¢6ziimii sunar. ASCON’un, 16-bit, 32-bit
ve 64-bit islemciler igin ger¢eklenmis yazilim uygulamalari da mevcuttur. 64-bit
olmayan islemciler i¢in bit bolme metodu kullanarak sifreleme ve sifre ¢ozme
islemlerini gergeklestirir. Farkli uygulama alanlarinda farkli giivenlik sunmak adina,
cesitli varyasyonlart mevcuttur. Her bir varyant farkli tur sayilarina sahiptir ve
uygulamaya 6zel olarak bu tur sayilar1 degistirilebilir.

ASCON, VE ve VEYA gibi basit mantiksal islemleri kullanarak calisir. ASCON,
belirli bir giivenlik diizeyine ulagsmak icin tekrarlanan turlart kullanir ve 320-bit
durumunda calisir. Yer degistirme katmaninda S-Box'lar1 ve lineer katmanda saga
kaydirmal1 dairesel doniisii kullanarak sifreleme ve sifre ¢ozme yapar. ASCON’un
sifreleme algoritmasi temel olarak 4 adimdan olusur. Ilk olarak 320-bit durum
ilklendirilir. Ardindan yardimci veri islenir. Uciincii adimda ise metin islenir ve
sifrelenmis metin {iretilir. Son adimda dogrulma etiketi iiretilir. ASCON’un sifre
¢ozme algoritmasi da benzer adimlara sahiptir. Farkli olarak tigiincli adimda sifreli
metin islenerek diiz metin tiretilir.

RISC-V, agik kaynakli bir komut seti mimarisidir. 32-bit, 64-bit ve 128-bit olmak
tizere Ui¢ cesidi vardir. Ayrica, tam sayilar ve tam olmayan sayilar ile islemleri
destekler. Toplama ve ¢ikarma gibi temel islemler, ¢apma, bdliinemez ve vektor
islemleri gibi islemler i¢in ayr1 komut kiimelerinin olmasi RISC-V’1 modiiler kilar. Az
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sayida komut icermesinden dolay1 ise 6grenmesi ve uygulamasi kolay bir komut seti
mimarisidir. RISC-V komut seti mimarisi ile tasarlanmis islemciler, sifreleme, 5G,
goriintii isleme vb. gibi belirli uygulamalarda performansi arttirmak igin 6zel komutlar
ile genisletilebilir.

GNU Derleyici Koleksiyonu agik kaynakli bir projedir. GCC derleyicisini, assembler,
hata ayiklayici ve baglayici gibi uygulamalari igerir. GCC, C, C++ gibi yiksek seviyeli
programlama dillerini optimizasyon da yaparak islemcilerin ¢aligtirabilecegi diisiik
seviyeli makine diline derler.

GCC, on-ug, orta-u¢ ve arka-u¢ olmak iizere 3 boliimden olusmaktadir. On-ug
desteklenen bir programlama dilinde yazilmis kaynak kodu ortak bir orta-seviye dile
cevirerek programlama dilinden soyutlama saglar. On-u¢ hedef komut seti
mimarisinden bagimsiz bir katmandir. Orta-u¢ ise program (zerinde ¢esitli
optimizasyonlar1 gergeklestir. Orta-u¢ programlama dili ve hedef komut seti
mimarisinden bagimsiz bir katmandir. Arka-u¢ ise bazi ek optimizasyonlar yapar ve
hedef islemciye uygun makine kodlarini iiretir. Arka-u¢ katmani programlama
dilinden bagimsiz fakat hedef komut seti mimarisine ise bagimli bir katmandir.

GCC yeni komut seti mimarileri i¢in genisletilebilir ve komut seti mimarileri i¢in yeni
komutlar GCC’ye eklenebilir. GNU Derleyici Koleksiyonu RISC-V komut seti
mimarisi igin en popduler derleyici koleksiyonudur.

Spike bir RISC-V komut seti mimarisi simulatoridur. Linux tabanli isletim sistemleri
tizerinde komut satirindan bir uygulama olarak ¢alistirilir. Spike, RISC-V islemciler
icin derlenmis bir programi, gercek bir RISC-V islemcisi kullanmadan calistirmay1
saglar. RISC-V komutlarinin fonksiyonel davraniglarini igerir ve RISC-V iglemcisini
yazilimsal olarak modeller. RISC-V isglemcisi gibi davranir ve RISC-V makine
kodlarin1 igeren bir programi calistirir. Ayrica, Spike iizerinden programin hata
ayiklamasi yapilabilir, islemci hafizasindaki ve saklayicilardaki degerler anlik olarak
gozlemlenebilir. Bunlara ek olarak Spike da agik kaynakli bir proje oldugu i¢in, yeni
RISC-V komutlar1 simiilatore eklenip calistirilabilir.

Bu ¢alismada, performansta en yiiksek fayday:1 elde etmek ve en iyi 6zel komutlari
se¢cmek icin bir profilleme metodolojisi gelistirilmistir. ASCON'un 32-bit islemciler
icin yazilim uygulamasi analiz edilmis ve profillenmistir. Cesitli kod bloklarinin basi
ve sonunda calistirilan komut sayisi ve saat dongilisii sayisimin farki alinarak
proffilleme yapilmistir. Algoritmada en ¢ok gecikemeye sebep olan ve en ¢ok tekrar
eden iglemler tespit edilerek, bu islemler i¢in yeni komutlar belirlenmistir.

Saat dongiileri sayisin1 ve komut bellegini azaltmak igin ASCON algoritmasina 6zel
kriptografik standart olmayan 32-bit RISC-V komutlart gelistirilmistir. Yeni komular
32-bit temel komular kiimesine eklenerek, RISC-V komut seti mimarisi, ASCON
sifreleme algoritmasi i¢in genisletilmistir. Bu yeni komutlar yer degistirme ve saga
kaydirmali dairesel doniis islemleri i¢in tasarlanmistir.

RISC-V islemcileri i¢cin ASCON’a 6zel sifreleme komutlar1 GNU Derleyici
Koleksiyonu ve Spike RISC-V komut seti mimarisi similatoriine eklenerek ugtan uca
bir test ortami olusturulmustur. GNU Derleyici Koleksiyonu’ndaki komut kaliplari ve
derleyicide tanimlanmis gomiilii 6zel fonksiyonlar drneklerle incelenerek teorik alt
yapisi anlatilmigtir. Bu fonksiyonlarin ve komut kaliplarinin derleyicideki kullanimi
ve kullanim amac1 uygulamali 6rneklerle agiklanmistir. RISC-V icin toplama islemini
gerceklestiren komut kalibr incelenerek, GCC RISC-V arka-ucunun toplama islemi
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komutlarinin tiretilmesi i¢in ne gibi bilgilere ihtiyact oldugu belirlenmistir. Kayan
nokta aritmetigi destekleten RISC-V islemcileri i¢in GCC’de bulunan bir gémiili
fonksiyon incelenmis ve yeni bi gémiilii fonksiyonun GCC RISC-V arka-ucuna hangi
bilgiler ile nasil eklenmesi gerektigi gosterilmistir. Bu bilgiler ve 6rnekler 1s18inda,
ASCON’a 6zel RISC-V komutlar i¢in yeni 6zel gdmuilu fonksiyonlar ve komut
modelleri GCC RISC-V arka-ucuna entegre edilmistir. ASCON i¢in tasarlanmis yeni
gomulu fonksiyonlar, algoritmanin yazilim uygulamasina entegre edilmis ve bu
fonksiyonlara tekabiil eden komutlara derlenmistir.

Spike simulatorl, yeni komutlari igeren programi ¢alistirmak igin, bu komutlarla
genisletilmistir. Yer degistirme ve saga dairesel kaydirma islemlerinin fonksiyonel
davraniglar1 simiilatore eklenmistir. Spike simulatori bittiin RISC-V komutlarini 1 saat
dongiisii olarak saydigi icin, gercek bir donanim tiizerinde 1 saat dongiislinden fazla
stiren komutlarin simiile edilmesi performans analizi anlaminda yanlis sonug
edilmesine sebep olabilir. Bu sebeple, simulatér eklenen yeni komutlarin program
Uzerindeki toplam saat dongustne etkisini dogru hesaplamak adina, simiilatore yeni
bir algoritma entegre edilerek saglikli bir 6l¢lim yapmak hedeflenmistir.

Algoritmanin uygulamasindaki gecikme ve kullanilan komut bellegi, Onerilen yeni
komutlar ve farkli derleyici optimizasyon bayraklar ile tekrar profillenmistir. ASCON
hafif sifreleme algoritmasinin yazilim uygulamasindaki programin komut hafizasi
azaltilmistir. Sifreleme ve sifre ¢ozme islemleri hizlandirilmistir ve iyilestirmeler
sunulmustur.
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1. INTRODUCTION

The internet of Things (10T) has spread rapidly in recent years to connect devices to
each other [7]. It has become a common technology in several domains such as smart
cities, factory automation, smart home, etc. Since 10T uses physical world information
from sensors mostly, information in the systems might be confidential and
communication lines between devices might be exposed to cyber-attacks. To

overcome security issues, cryptography could be used for security and privacy.

Traditional cryptography is generally used in desktop systems such as servers and
personal computers (PC) [8]. Since embedded devices such as sensor nodes, radio
frequency identification (RFID) tags, smart cards in 1oT have limited resources in
terms of memory, power, and area, traditional cryptography is not suitable for
embedded systems. To ensure security and privacy on resource constrained devices, a
lighter version of traditional cryptography which is lightweight cryptography (LWC)
has emerged. There is a trade-off between performance and resources which are
needed to execute a certain task in embedded systems [8], [9], and latency and memory

are one of the performance metrics for the implementation of LWC algorithms.

Several instruction set architecture (ISA) implementations used by processor
producers such as Intel, ARM, AMD, etc. are proprietary because of commercial
reasons and protected by intellectual property rights. However, by using an open-
source ISA [13], anyone can design a processor freely without getting the license from
an ISA provider.

Application-specific instruction set processor [18] (ASIP) allows the design of a
processor for a specific domain and is used to accelerate the operation of the software.
RISC-V [10] is an open-source ISA developed by the University of California,
Berkeley. It is a minimalist and modular ISA and easy to extend with non-standard
custom instructions to design an ASIP. RISC-V community offers open source tools
such as compilers, kernels, simulators, and hypervisors, etc. to design and develop
RISC-V based processors. Design of embedded controllers could take advantage of

RISC-V ISA for low-power applications.



1.1 Purpose of Thesis

In this study, ASCON [1], an LWC algorithm, has been analyzed and profiled to
improve the performance in terms of latency and instruction memory of the software
implementation of the algorithm. The operations that take the most clock cycles of
execution of the algorithm are determined by profiling. The new custom instructions
are chosen to improve the performance. RISC-V ISA has been extended with custom

instructions for special cryptographic operations in the algorithm.

GNU Compiler Collection (GCC) [11] has been extended in the back end with new
built-in functions and instruction patterns of the custom instructions. Spike RISC-V
ISA Simulator [5] has been used to run the binaries of software implementation of
ASCON on a simulation environment. The simulator has been extended for the new
instructions. The effect of the new instructions on the implementation of the algorithm
in terms of latency and memory consumption have been investigated by extending

GCC and Spike RISC-V ISA simulator and improvement results have been shown.

The basic workflow of this thesis to achieve the operations mentioned above has the

following steps:

1. Installation of RISC-V GNU Toolchain and Spike RISC-V ISA Simulator.

2. Profiling of software implementation of ASCON.

3. Decide and design custom RISC-V instructions for ASCON.

4. Extending the GCC Binutils and GCC back end for the custom instructions and

built-in functions.

o

Extending Spike RISC-V ISA simulator for the custom instructions.
6. Integrating GCC built-in functions to software implementation of ASCON
7. Re-profiling the software implementation with extended GCC and Spike and

show improvement results.

1.2 Literature Review

There are various studies to extend RISC-V ISA with new instructions for different
applications such as post-quantum cryptography, lightweight cryptography, 10T, 5G,
etc. Implementations of the instruction extensions for RISC-V processors are realized

on various RISC-V cores. Pure hardware implementation of several lightweight



cryptography algorithms such as ASCON, AEGIS, etc. are achieved on different
FPGA boards.

RISC-V has been extended for some operations such as hardware loops, bit
manipulations, arithmetic operations, etc. in the PULP Platform for energy-efficient
signal processing applications [32]. GCC built-ins are added to the RISC-V back end
of GCC to generate the extended instructions for GAP8 loT application processor [19].

RISC-V extensions are implemented for the NTRU Cryptosystem in [20] for post-
quantum cryptography. Custom instructions are designed for array modulus, array
addition and array equalization operations in the algorithms of the NTRU
cryptosystem. The instructions are integrated into a 32-bit IBEX core which supports
I, M and C extensions of RISC-V and performance of the algorithm with new

instructions is increased by 32,3%.

RISC-V is extended with domain specific vector operations for lattice-based
cryptography of post-quantum cryptography for in [24]. To achieve high throughput
and low latency in lattice-based cryptography for 5G applications, number theoretic
transform (NTT) is vectorized with new vector instructions and control and status
registers. Implementation of vector extension is made with Chisel hardware
construction language and integrated into 32-bit SCR1 IMC RISC-V core.

Bit manipulation instructions for population count, parity and bit swapping algorithms
are added to RISC-V in [31]. The instructions are generated with inline assembly in
source code by extending GCC Binutils. The experiments are realized on an ETISS
simulator that is an ISA-independent instruction set simulator, and performance effects
of the new instructions are investigated. New instructions are added to the IP-XACT
model of PULPino and RTL code of the extended processor is generated for a FPGA
and binaries of source code are executed. Effort of a workflow to design and simulate
new instructions and extend the GCC compiler, ETISS simulator and IP-XACT is

presented.

In [21], implementation of lightweight cryptography algorithms such as PRESENT,
GIFT, etc. are accelerated by adding new RISC-V instructions for 4x4 S-Box,
permutation, and matrix multiplication operations. SpinalHDL is used as high-level
hardware description language and instructions are integrated into 32-bit VexRiscv

IMC core. The extended instructions are added to GCC Binutils and generated by using



the inline assembly method. Resource usage overhead for flip flops and lookup tables

and gain factors of using new instructions in terms of instruction count are shown.

FPGA implementation of winning lightweight cryptography algorithm candidates of
the CAESAR competition AEGIS, ASCON and DEOXYS-II are implemented in [22]
by using ZedBoard. Reconfiguration time of switching between algorithms in run time

is reduced and synthesis results of each algorithm are shown.

In [23] ASCON is used to encrypt images for loT applications. The system is
implemented on SOC PYNQ FPGA board. Throughput of the software
implementation on ARM Cortex A9 and hardware implementation are compared, and
results are shown that hardware implementation is 13,5 times better than software

implementation.

1.3 Contribution of Thesis

There are several studies to implement ASCON on FPGA for various applications but
to the best of author’s knowledge, there is no RISC-V ISA extension for ASCON. The
generation of extended instructions are made with inline assembly in most of the works
by extending the GCC Binutils. However, in this thesis, new instruction patterns and
GCC built-ins are integrated to GCC RISC-V back end for cryptographic instructions
for ASCON. A simulation environment is designed for the new instructions with Spike

RISC-V ISA Simulator to test improvements rather than a hardware platform.

The 320-bit state of ASCON is the challenging part of this study because S-Box
operation requires five 64-bit parallel applications. Since the algorithm is executed on
an RV 32l based processor in this study, five 64-bit parallel applications must operate
on 32-bit integer registers simultaneously. To achieve this operation, appropriate

instructions are designed and tested with a simulation environment.

This thesis is organized as follows. In Section 2, a background information about
RISC-V ISA specification, GNU Compiler Collection and Spike RISC-V ISA
Simulator is given. Section 3 explains how to install RISC-V tools and construct a
simulation environment. In Section 4, lightweight cryptography and ASCON are
introduced. In Section 5, the profiling method of the algorithm is explained, and
profiling results are shown. Section 6 and 7 describe how RISC-V GNU Toolchain



and Spike have been extended for the new instructions. Section 8 shows the results of

improvements. Section Conclusion concludes the study and explains the future work.






2. RISC-V

Instruction set architecture (ISA) specifies how a processor executes a program and
gives an abstraction between software and hardware. An ISA specifies supported data
types, registers, addressing modes, addressing memory and instruction formats. On the
other hand, microarchitecture defines how ISA is implemented on the hardware. Thus,
different processors could have the same ISA but have different microarchitectures.
ARM, MIPS, and x86 are examples of ISAs and different microarchitectures could be
designed using these ISAs. The abstraction hierarchy of computer systems is shown in
Figure 2.1.

Problem Algorithm Program ISA Mlcroarch Cicuit
itecture

Figure 2.1: Abstraction hierarchy of computer systems.

Several ISAs used by such as Intel, ARM, AMD, etc. are private because of
commercial reasons. Open-source ISAs such as RISCV, OpenRISC, and OpenSPARC

are free to use and RISC-V belongs to a nonprofit foundation [13].

RISC-V ISA was started to develop by the University of California, Berkeley in 2010
[13]. RISC-V is a minimalist ISA meaning that its complexity is reduced compared to
the other ISAs such as x86. RISC-V is a modular ISA, it has a base integer instruction
set that never changes and optional extensions for specific applications such as
multiplication, division, atomic, vector, and floating-point instructions. Since RISC-V

is minimalist, it is useful for low energy with high-performance applications.

2.1 RISC-V ISA Specification

RISC-V has three base integer variants, RV32l, RV64l, and RV128I. RV32l has 32-
bit, RV641 has 64-bit and RV128I has 128-bit address space [10]. RV32I variant of
RISC-V has 32 x registers which are 32-bit wide. x0 is hard-wired to 0 and x1-x32 are

general-purpose registers. Program counter (pc) register is an additional register that



holds the address of the current instruction. In addition to the base integer set registers,

RISC-V has 32 floating point registers and floating points status (fps) register.
Registers of RISC-V are shown Figure 2.2. XLEN indicates the width of the integer

register and FLEN indicates the width of the floating-point register of the RISC-V
variant. For example, XLEN is 32 for RV32I.

XLEN-1 0  FLEN-1
%0 / zero 1o
%1 f1
x2 £2
x3 £3
x4 f4
%5 b
%6 f6
xT £7
x8 f8
x9 £9
x10 fi0
x11 111
x12 £12
x13 £13
x14 fi4
%15 £15
x16 f16
xlT 17
x18 fi8
x19 £19
x20 f20
x21 £21
x22 £22
x23 £23
x24 f24
x26 £285
x26 £26
x27 £27
x28 £28
x29 £29
x30 130
x31 £31
XLEN FLEN
XLEN-1 ] 31
pe | [ fesr
XLEN 32

Figure 2.2: Register set of RISC-V [10].

RISC-V has four basic instruction formats, R, I, S, and U types and two additional

formats B and J. All the instructions are fixed 32-bit wide. Base instruction formats

are shown in Figure 2.3. rsl and rs2 indicate source registers and rd indicates

destination register of instruction. Immediate is used for constant values or offsets.

funct3 and funct7 are the opcode parts and determined by GCC Binutils in Section 6.1.

31 25 24 20 19 15 14 1211 76 0
| funct7 | 2 [ sl funct3 | rd opcode | R-type
| imm[11:0] [ »sl [hme3] opcode ] I-type
| i[5 | 2 [ sl | funct3 | imm[l0] [ opeode | S-type
| imm[31:12] B

opcode | U-type

Figure 2.3: RISC-V base instruction formats [10].



RISC-V Dbase integer instructions make basic integer arithmetic and logic
computations such as addition, substruction, shift left/right, AND, XOR, OR, etc. It has
integer register-register and integer immediate-register instructions. For example, the
addition operation in RV32l is made with add instruction for register-register
operation, addi for immediate-register operation. RISC-V also has control transfer
instructions such as jump, two-register comparison. In RISC-V, memory is accessed

by the only load and store instructions.

RISC-V has standard extensions in addition to the base integer set. It has an M
extension for multiplication and division operations, A extension for atomic
instructions. F extension is used for single-precision floating-point and D extension is
used for double-precision floating-point operations. C extension has compressed
instructions with 16-bit length. In addition to the standard extensions, RISC-V ISA can
be extended with non-standard custom instructions for specific applications.

RISC-V ISA has control and status registers that provide information about the state
and performance of the processor. The cycle register holds the count of the number of
clock cycles executed by the processor. The time register counts the wall-clock time.
The instret register counts the number of instructions executed by the processor. All
three register’s start time is an arbitrary time from the past. Control and status registers

are accessed by control and status register instructions.

2.2 RISC-V Tools

The open-source RISC-V ecosystem has useful software resources for developing
software for RISC-V based targets. These software resources include simulators such
as Spike, QEMU, gem5 and MARSS-RISCV, toolchains such as Binutils and LLVM,
debuggers such as GDB, compilers such as GCC, Clang/LLVM, bootloaders such as
U-Boot, hypervisors, kernels such as Linux kernel and many more resources can be
found in RISC-V official web page [26].

In this project, RISC-V GNU Toolchain [16] is used for optimizing, compiling,
assembling, and linking software for RISC-V target. Execution of a program can be
achieved with two options. The first option is running a program directly on a real
RISC-V processor, the second option is running a program on a simulator. Because

with the second option there is no need for effort to install a hardware environment,



working with Spike ISA Simulator [5] is chosen for the test environment. An overview

of this process is shown in Figure 2.4.

C Source RISC-V . Test
Code GCC Binary Spike Output

Figure 2.4: Overview of compilation and simulation process.

2.2.1 RISC-V GNU toolchain

RISC-V GNU toolchain has GCC cross compiler for C and C++ front ends, RISC-V
back-end, and GDB. It also has Binutils which is a collection of binary tools such as
assembler and linker. These open-source projects enable us to compile, optimize and

debug C and C++ based software and create RISC-V executables.

GCC [11] is a compiler system created by GNU in 1984. GCC is one of the most
significant components in GNU Toolchain which offers tools like a compiler,
debugger, linker, assembler, etc. GCC supports high-level programming languages
such as C, C++, Fortran, Ada, and Go [2]. Since GCC is an open-source project, it has
an important role in developing software projects. GCC is the most popular compiler

in software development.

GCC is a retargetable compiler meaning that it can generate code for different
processors like ARM, RISC-V, MIPS [3]. Since GCC is portable, it can be modified

and optimized for a specific processor.

Compilers convert high-level programming languages to a low-level machine-
readable format which is assembly language. In the compilation process, the source
code is preprocessed first. Preprocessing stage expands the source code according to
preprocessor directives by separating comments and white spaces from source code.
Compiler converts expanded code into assembly code. Checks and indicates syntax
errors and warnings. After that, the assembler converts assembly code to object code.
Generally, the source code is used together with libraries. These libraries are also
compiled by the compiler as the source code and object files of libraries are created.
Linker links all object files and creates an executable program. The compilation

process of a C code is shown in Figure 2.5.
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lcode.c

Pre-processor

lcode.i

Compiler

lcode.S lcodeLo

Assembler —P Linker

code.o

code

Figure 2.5: Compilation process of a C code.

The structure of GCC has three main parts, front end, middle end, and front end which
is shown in Figure 2.6. The front end is a language-dependent and machine-
independent part [2]. It scans and parses source code and makes lexical and syntactical
analyses which are language dependent. GCC front end then creates language
independent intermediate representation (IR) of the source code. In the front end, GCC
uses GENERIC as IR to make abstraction from programming language used in source

code and transition from front end to middle end.

The middle end is a language and machine-independent part [2]. In the middle end,
GENERIC is converted to GIMPLE which is a tree-based IR. This transformation is
called gimplification. GIMPLE is a simplified version of GENERIC, complex
expressions in GENERIC are split into simpler expressions. GIMPLE is also language
independent as GENERIC. Optimization is made in the middle end to accelerate the
execution of the program and reduce the size of the executable. The input of the middle

end is GENERIC, and output is register transfer language (RTL).

The back end takes RTL as input and produces machine code as output [2]. Some
target dependent optimizations on RTL are made in the back end. The back end makes
instruction scheduling and register allocation; thus, the back end is a machine-

dependent part.
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Figure 2.6: GCC compiler overview [12].

2.2.1.1 RTL and instruction patterns in GCC

Machine code for target ISA is generated from RTL representation in GCC back end
with machine description file “<target.md>" under “riscv-gcc/gcc/config/<target>”

directory. Instruction patterns map generated RTL to a machine code.

An instruction pattern is defined with define_insn expression [17]. define_insn has an
optional name, has a RTL template which describes semantics of the instruction, a
condition which is a C string and can be used optionally, an output statement which is
a string or C code which returns a string and an optional attribute which adds extra
information of instruction pattern. Structure of define_insn in a “<target.md>" file is

shown in Figure 2.7.

define insn <name=>-0Optional
RTL template

C Condition

Output

Attribute-Optional

Figure 2.7: define_insn structure in a <target.md> file.

For example, defining the addsi3 instruction pattern in “riscv.md” is shown in Figure
2.8. It describes an addition operation in RTL and maps it to one of the output addw,
addiw, add or addi RISC-V machine instructions according to the target architecture

and instruction operand. It has a condition which is an empty string and type and mode

12



attributes which are defined on the top of riscv.md file. The parts of the addsi3

instruction pattern is shown in Table 2.1.

define insn "addsi3"

set 'match_operand:SI 0 "register operand" "=r,r
plus:SI (match operand:SI 1 "register operand" " r,r"
match operand:SI 2 "arith operand" " r,I"

return TARGET 64BIT ? "add%i2w\t%@,%1,%2" : "add%i2\t%0,%1,%2";
set attr "type" "arith"
set attr "mode" "SI

Figure 2.8: addsi3 instruction pattern in riscv.md file.

Table 2.1: Structure of addsi3 instruction pattern.
Name addsi3
[(set (match_operand:S1 O "register_operand" "=r,r")
RTL (plus:SI (match_operand:SI 1 "register_operand” "r,r")

Template (match_operand:SI 2 "arith_operand™ "r,1")))]
Condition

Output { return TARGET_64BIT ? "add%i2w\t%0,%1,%2" :

"add%i2\t%0,%1,%2"; }

Attribute [(set_attr "type" "arith™)(set_attr "mode" "SI")]

e (setlval x) is an RTL operator which represents the storing value of x into Ival. In
addsi3 instruction pattern, it sets the result of plus operation into output operand.

e (plus:m x y) is an arithmetic expression which represents the sum of x and y with
machine a mode m which is Sl for the addsi3 instruction pattern. Sl is single integer
mode for four-byte integer registers.

e (match_operand:m n predicate constraint) expression basically decides which
operand in the RTL must be matched with which operand in the addsi3 instruction
pattern. n represents the operand number in the instruction pattern. O represents
output operand, and 1 and 2 represent the input operands of addsi3.

o Predicate decides if the instruction pattern matches the RTL. register_operand and
arith_operand are predicates which are defined in the “predicates.md” file in the
RISC-V back end of GCC. register_operand is used for arithmetic operations.
arith_operand covers the register_operand and constant integers.

e Constraint chooses the best register class which is allowed by the predicate. r

represents a general register for register_operand. = is a constraint modifier and it
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means that the instruction pattern writes to this operand a new value. | is a RISC-
V specific constraint, it represents an I-type 12-bit signed immediate operand
which is defined in “constraints.md” file in RISC-V back end of GCC.
arith_operand allows r and | as register classes. Tree representation of RTL which
defines the addsi3 instruction pattern is shown in Figure 2.9.

set
) (match_operan(fllzflo ) plus:S|
register_operand" "=r,r
(match_operand:Sl 1 (match_operand:Sl 2
"register_operand" "r,r" "arith_operand" "r,I")

Figure 2.9: Tree representation of RTL template of addsi3 instruction pattern.

e Output template is a string which describes which machine instruction will be
produced for the instruction pattern. With % followed by 2i, the compiler decides
which instruction will be generated according to the register constraint of the
operand whose operand number n is 2. For example, if r is chosen as constraint
for the second input operand, add or addw is produced, if I is chosen addi or addiw
is produced. C statement with a condition alternates the output of addsi3. If target
is 64-bit, output will be addw or addiw else add or addi machine instruction.
Output of addsi3 instruction pattern according to the constraint and target

architecture is shown in Table 2.2.

Table 2.2: Outputs of addsi3 instruction pattern.

Register class of the second input operand
r(register) I(immediate)
Target is 64-bit addw addiw
Target is not 64-bit add addi

e (set_attr name value-string) is an attribute expression which sets the name attribute
to value-string value. It classifies the addsi3 instruction pattern with arith type and

SI mode.
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2.2.1.2 Inline assembly and GCC built-ins

Inline assembly enables us to use assembly code in a program which has coded with a
high-level programming language such as C [15]. Since target specific machine
instructions can be generated directly from source code, performance of the program
could be enhanced. Inline assembly method is used for compensating unavailable
functionality of C language. Since GCC does not have any functionality to generate
custom instructions from the C front end, an inline assembly method is used to

generate these custom instructions.

An inline assembly statement for add RISC-V instruction is shown in Figure 2.10. asm
keyword is used to create an inline assembly block within C code[28]. The assembler
template is a string and refers to the instruction name, input, and output operands of
the instruction. result is written into the output operand rd. Inputs of the addition

operation, x and y, are written into input operands, rsl1 and rs2, respectively.

GCC may not produce the machine instruction in the asm statement because of
optimizers. volatile keyword is used to tell the compiler that not to make any

optimization on asm block and generate the instruction in the output.

int x,y,result;
asm volatile ("add %[rd], %[rsl], %[rs2]\n\t"
"t

. [rd = result
:[rsl] "r x), [rs2] "r" (y

Figure 2.10: Inline assembly statement for add RISC-V instruction.

Inline assembly is generally used to generate a single instruction with multiple code
lines [15]. Thus, using it in the codebase makes code more complex to read and
difficult to understand. Also, many static code analyzers do not support inline
assembly code blocks. Built-in functions can be used to overcome disadvantages of

inline assembly.

GCC has built-in functions which also can cover inabilities of C language [14]. They
can be compiled directly into a specific machine instruction; thus, built-in functions
could be used for optimization and performance enhancement of the program as inline
assembly. They are declared implicitly in GCC, so the compiler knows the built-in
functions. Architecture independent built-in functions of GCC are useful for logical
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operations, atomic operations, memory allocation and many more. Architecture

specific built-in functions could be used for generating target ISA specific instruction.

There are two types of built-in functions, standard library functions such as malloc,
str_cpy and printf and not standard library functions which are also called intrinsics.
GCC Intrinsic functions have __builtin prefix. RISC-V specific built-in functions in

GCC have __builtin_riscv prefix.

Using built-in functions in codebase make programs more readable and offer a cleaner
abstraction than inline assembly. However, it requires more effort and GCC internal
knowledge to add a new built-in function to GCC.

2.2.1.3 GCC RISC-V built-in functions

In RISC-V back end of GCC, argument types and function types of RISC-V specific
built-in functions are defined. It contains several macros and functions to create new
built-in functions under “src/riscv/gec/config/riscv/” directory. The primary files to

construct a built-in function are “riscv-builtins.c” and “riscv-ftypes.def”.

riscv_builtin_description struct holds information about a single RISC-V built-in
function in the “riscv-builtins.c” file. It has an icode for corresponding instruction
pattern name which is defined in the “riscv.md” file and name for name of the built-in
function. built-in type specifies the type of the built-in. prototype corresponds to the
prototype of the built-in which is defined in “riscv-ftypes.def” file. avail is an
availability predicate for the built-in. riscv_builtin_description is shown in Figure
2.11.

struct riscv builtin description
enum insn_code icode;
const char *name;
enum riscv_builtin_type builtin_type;
enum riscv function type prototype;

unsigned int (*avail) (void);

Figure 2.11: riscv_builtin_description struct in riscv-builtins.c file.
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If a built-in function corresponds directly to an instruction pattern in “riscv.md” file,
built-in type is RISCV_BUILTIN_DICRECT, likewise but it has return type void it is
RISCV_BUILTIN_DICRECT_NO_TARGET. riscv_builtin_type is shown in Figure
2.12.

enum riscv_builtin_ type

RISCV_BUILTIN DIRECT,

RISCV BUILTIN DIRECT NO TARGET
Figure 2.12: riscv_builtin_type in riscv-builtins.c file.

The DIRECT_BUILTIN macro contains the RISCV_BUILTIN macro which constructs
a riscv_builtin_description with given arguments. These macros are shown in Figure
2.13. DIRECT_BUILTIN takes the name of instruction pattern, function type and
availability predicate of the built-in as input arguments. It passes these arguments to
RISCV_BUILTIN to define a built-in-in function.

#define RISCV_BUILTIN(INSN, NAME, BUILTIN TYPE, FUNCTION TYPE, AVAIL) \
{ CODE_FOR riscv_ ## INSN, builtin riscv_ " NAME, \
BUILTIN TYPE, FUNCTION TYPE, riscv_builtin_avail ## AVAIL }

#define DIRECT_BUILTIN(INSN, FUNCTION TYPE, AVAIL)
RISCV_BUILTIN (INSN, #INSN, RISCV_BUILTIN DIRECT, FUNCTION TYPE, AVAIL)

Figure 2.13: RISCV_BUILTIN and DIRECT_BUILTIN macros in riscv-builtins.c
file.

For example, frflags is a pseudo instruction of RISC-V which reads the floating-point
exception flags, fflags. RISC-V back end of GCC has a built-in function called
__builtin_riscv_frflags which is mapped directly into RTL of riscv_frflags instruction
pattern. Output of this instruction pattern is frflags machine instruction. The built-in
function does not take any input argument and returns an unsigned integer. Definition

of __builtin_riscv_frflags built-in function has the following items:

e A macro is defined to create an enumeration identifier for the function prototype
in “riscv-builtins.c” as shown in Figure 2.14. In the RISCV_FTYPE_NAMEL(A, B)
macro, A represents the return of the built-in function and B represents the input

argument of the built-in function.
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#define RISCV_FTYPE_NAMEL1(A, B) RISCV #tA## FTYPE #iB

Figure 2.14: Function type of __ builtin_riscv_frflags.

#define RISCV_FTYPE_ATYPES1(A, B) \
RISCV ATYPE ##A, RISCV ATYPE ##B

Figure 2.15: Argument types of prototype of __ builtin_riscv_frflags.

The input argument of the built-in function is void and it returns an unsigned
integer. Thus, argument type codes of the built-in function are defined as in Figure
2.16.

#define RISCV_ATYPE_VOID void type node
#define RISCV_ATYPE_USI unsigned intSI type node

Figure 2.16: Argument type-codes of __ builtin_riscv_frflags.

DEF_RISCV_FTYPE(NARGS, LIST) is defined for each function prototype in
the“riscv-ftypes.def” file. NARGS is the number of input arguments of a built-in
function, LIST contains the return-type code followed by the code for each
argument type. Function type definition of the __builtin_riscv_frflags is shown in
Figure 2.17. void input operand is counted as 1 for NARGS. USI and VOID
correspond to return-type code and input-type code, respectively.

DEF_RISCV_FTYPE 1, (USI, VOID

Figure 2.17: Function prototype __ builtin_riscv_frflags.

Built-in function __ builtin_riscv_frflags is constructed in riscv_builtins array as
shown in Figure 2.18. It is constructed with DIRECT_BUILTIN since its return
type is not void.

The name of the instruction pattern corresponding to __ builtin_riscv_frflags is
riscv_frflags. It is given as a parameter to the INSN argument without riscv_ prefix
because RISCV_BUILTIN inside DIRECT BUILTIN adds this prefix
automatically.

Function type is given with RISCV_USI_FTYPE_VOID as defined in Figure 2.17.
hard_float is the name of the availability predicate of the built-in function as shown

in Figure 2.19. It returns true if the processor supports the float instruction

18



extension. Thus, this built-in function is available if the “-march” flag of the

compiler contains the F extension of RISC-V.

static const struct riscv builtin description riscv builtins| =
DIRECT_BUILTIN (frflags, RISCV USI FTYPE VOID, hard float),

Figure 2.18: Construction of __builtin_riscv_frflags.

AVAIL hard float, TARGET HARD FLOAT
Figure 2.19: Availability predicate of __builtin_riscv_frflags.

Usage of __ builtin_riscv_frflags is shown in Figure 2.20. By dividing c by zero creates
a dividing by zero (DZ) exception in the processor. This operation makes the fourth
bit, DZ, in fflags true. The exception is read with __ builtin_riscv_frflags. It has no
input argument and returns the reading of floating-point exception flags. The returned
value is 8 in decimal and 1000 in binary which corresponds to 1 for DZ bit in fflags
[10].

#include "stdio.h
int main

float a,b,c ;

a=>5.5;

b =0;

c =a/b;

unsigned int ret val = _ builtin_riscv_frflags();
printf("%d\n",ret val);

Figure 2.20: Usage of __ builtin_riscv_frflags.

2.2.2 Simulation environment

Spike [5] is an open source RISC-V ISA simulator which is offered by the RISC-V
community. Spike executes statically linked RISC-V ELF binaries on a host
environment. By using Spike, the ELF binaries that are compiled for a RISC-V
processor can be executed without a RISC-V processor. It fetches, decodes, and
executes RISC-V instructions by implementing the functional model of RISC-V cores

as shown in Figure 2.21.
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Figure 2.21: Execution of a RISC-V ELF binary on Spike.

Spike supports the 32-bit and 64-bit versions of RISC-V that have extensions such as
I, M, A, F, D, and C, etc. Spike also can be extended to simulate new custom
instructions by adding functional behavior, mask, and match opcodes of the new

instructions to the simulator.

Spike is run from command line interface with many options such as processor count
of target hardware, memory regions, starting on halt, privilege modes, and target ISA

version and extensions.

Spike also has interactive debug mode to see the contents of a register or a memory
location or execute instructions one-by-one. Since Spike acts like it is real hardware,

it also supports debugging with GDB.

Pk [30] is an open source RISC-V proxy kernel and handles the system calls to the
host computer. It can be built for RV32 and RV64 versions of RISC-V. Simulating an
RISC-V ELF on Spike is realized with giving pk, options if needed, and ELF to be

executed as input arguments.
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3. BUILDING RISC-V TOOLS

Early in the project, RISC-V GNU Toolchain from official RISC-V sources was tried
to install but it did not work due to incompatible versions and sub repositories. Thus,
SiFive’s open-source RISC-V GNU Toolchain called Freedom Tools [27] are
preferred. The installed OS version and RISC-V repositories that will be modified in

this project are shown in Table 3.1 with git branch names and the last git commits.

Table 3.1: Versions of the tools.

oS Ubuntu 18.04.5 LTS
Repository Git Branch Git Commit ID
riscv-gcc  sifive-gcc-8.2.0  421d786e300f78054658d8892a26a3cdc4db3fch

riscv- sifive-rvv- 75d2236¢e26a3048f52bbd5186602e27bd635e2b
binutils 1.0.x-zfh-rvb
Spike master 032a68c3e94b0d315207a5a42251f836185b5d01

3.1 Building RISC-V GNU Toolchain

Before the installation, prerequisites must be installed with the following commands.

$ sudo apt-get install cmake autoconf automake autotools-dev curl
libmpc-dev libmpfr-dev libgmp-dev gawk build-essential bison flex
texinfo gperf patchutils bc zliblg-dev libexpat-dev 1libtool pkg-
config mingw-w64 mingw-w64-tools +texlive zip python-dev gettext
libglib2.0-dev libpixman-1-dev swig ninja-build python3

$ sudo pip3 install meson

GCC Toolchain for 64-bit Ubuntu operating system is installed with the following

commands.

$ git clone git@github.com:sifive/freedom-tools.git
$ cd freedom-tools

$ git submodule update --init --recursive

$ make ubuntu64-toolchain -j4

To run binaries without giving an installation path from bash, the installation path of
RISC-V binaries should be added to the “.bashrc” file in the “/home/user” directory.

With this modification, binaries can be used directly without giving any installation
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path. Setting the RISC-V environment and adding the installation path are shown in
Figure 3.1.

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in fetc/bash.bashrc and [etc/profile
# sources jetc/bash.bashrc).
if ! shopt -oq posix; then
if [ -f fusr/share/bash-completionfbash_completion ]; then
. Jusr/share/bash-completion/bash_completion
elif [ -f Jetc/bash_completion ]; then
. Jetc/bash_completion
fi
fi

export RISCV=SHOME/Desktop/freedom-tools/obj/x86_64-1inux-ubuntul4/install/riscv64-unknown-elf-gcc-8.3.0-2020.04.1-x86_64-linux-ubuntul4
export PATH=SRISCV/bin:SPATH

Figure 3.1: Modification of .bashrc.

It can be verified that the RISC-V environment and installation path is correct with the

following commands.

$ echo $RISCV
$ echo $PATH

When the installation is completed, GCC binaries with the name “riscv64-unknown-
elf-*” can be found under the “$SRISCV/bin/” directory. Unknown means that these
binaries can be used for bare-metal hardware, instructions have full access to address
space of the processor. A list of GCC binaries for RISC-V based targets is shown in
Figure 3.2. riscv64-unknown-elf-gcc is the cross compiler to compile, assemble, and
link C source files for RISC-V processors. It behaves similarly to the standard GCC,;
however, it produces binaries compiled into the RISC-V instruction set. riscv64-

unknown-elf-objdump is used to display assembly code of object files.

elfzhex riscv64-unknown-elf-g++ riscv64-unknown-elf-gcov-tool riscv64-unknown-elf-objdump
riscv64-unknown-elf-addr2line riscv64-unknown-elf-gcc riscv64-unknown-elf-gdb riscv64-unknown-elf-ranlib
riscv64-unknown-elf-ar riscv64-unknown-elf-gcc-8.2.0  riscv64-unknown-elf-gdb-add-index riscv64-unknown-elf-readelf
riscv64-unknown-elf-as riscv64-unknown-elf-gcc-ar riscv64-unknown-elf-gprof riscv64-unknown-elf-run
riscv64-unknown-elf-c++ riscv64-unknown-elf-gcc-nm riscv64-unknown-elf-1d riscv64-unknown-elf-size
riscv64-unknown-elf-c++filt riscv64-unknown-elf-gcc-ranlib riscv64-unknown-elf-1d.bfd riscv64-unknown-elf-strings
riscv64-unknown-elf-cpp riscv64-unknown-elf-gcov riscv64-unknown-elf-nm riscv64-unknown-elf-strip
riscv64-unknown-elf-elfedit riscv64-unknown-elf-gcov-dump  riscv64-unknown-elf-objcopy spike

Figure 3.2: List of GCC binaries after installation.

3.1.1 Compiling a hello world program

When the installation is completed, a C code can be compiled to a RISC-V ELF. A

simple hello world application “hello.c” is shown in Figure 3.3.

#include "stdio.h"
int main

printf("Hello World\n"
return ©;

Figure 3.3: Simple hello.c program.
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Compilation can be done with the following command.

$ riscv64-unknown-elf-gcc hello.c -o hello.out
A 64-bit ELF for RISC-V ISA is created with compilation. The type of the binary file

can be seen with the following command.

$ file hello.out
Since the RISC-V variant in this project is RV32l, 32-bit ELF can be compiled with

the following command.

$ riscv64-unknown-elf-gcc -march=rv32i -mabi=ilp32 hello.c -o
hello.out

e The arguments begin with “-m” are specific to the RISC-V architecture port in
GCC. For the tool riscv64-unknown-elf-gcc, the “-march” argument selects
architecture to target, controls which instructions and registers will be produced
with compilation. For example, if the target processor supports just a 32-bit base
integer set, it would be “-march=rv32i”. Using “-march=rv32imafdc” means that
the compiler can generate 32-bit I, M, A, F, D, and C instruction extensions, it can
be used like “-march=rv32gc” alternatively. “g” represents I, M, A, F, and D
instruction extensions.

e The “-mabi” argument selects the ABI to target, controls the calling convention
and the layout of data in memory “-mabi=ilp32” means that int, long, and pointers
are all 32-bits long, char is 8-bit and short is 16-bit. “-march=rv32imafdc -
mabi=ilp32” means that hardware floating-point instructions can be generated, but
no floating-point arguments will be passed in registers.

e “-0” argument specifies the output name of the executable. More GGC options for
RISC-V can be found in [28].

If the type of hello.out is displayed, it is a 32-bit RISC-V ELF.

Since the program in Figure 3.4 is compiled for RISC-V based targets, its executable
file has RISC-V machine instructions. Information about object files can be displayed
using the riscv64-unknown-elf-objdump tool. This tool has arguments for specific
options as the other GCC binaries. “-d” argument displays assembler contents of
executable sections, “—visualize-jumps” argument is useful for visualize jumps in the

program such as loops, “-M” is a switch for RISC-V specific disassembler options as
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mentioned above, “no-aliases” option disassembles only into canonical instructions,

rather than into pseudo instructions.

Dump file hello.S which has assembly code of hello.out can be generated with the

following command.

$ riscv64-unknown-elf-objdump -d --visualize-jumps -M no-aliases
hello.out > hello.S
Some RISC-V machine instructions such as addi, jal, mv and Iw can be seen in the

“hello.S” dump file. Main function in the assembly file is shown in Figure 3.4.

0001018c <main>:

1018c: ffe10113 addi sp,sp,-16
10190: 00112623 sw ra,l2(sp)
10194: 00812423 sw s0,8(sp)
10198: 01010413 addi s0,sp,16
1019c: 000137b7 lui a5,0x13
101a0: 66078513 addi a0@,a5,1632
101a4: 304000ef jal ra,104a8 <puts>
101a8: 00EOO793 addi ab,zero,0
10lac: 00078513 addi a0,a5,0
101b0: 00c12083 w ra,l2(sp)
101b4: 00812403 1w s0,8(sp)
101b8: 01010113 addi sp,sp,16
101bc: 0OOOEO67 jalr zero,0(ra)

Figure 3.4: Assembly code of main function for RISC-V processors.

3.2 Installation of Spike and Pk

Before installation, the RISC-V environment variable must be set to the RISC-V tools

install path as mentioned in Section 3.1.
Installation of Spike can be done with following commands.

git clone git@github.com:riscv/riscv-tools.git
cd riscv-tools/riscv-isa-sim

apt-get install device-tree-compiler

mkdir build

cd build

../configure --prefix=$RISCV

make

sudo make install

AR

Pk for RV32 can be installed with the following commands. It will install Pk for RV64
without specifying the “—with-arch” option.

$ cd riscv-tools/riscv-pk
$ mkdir build
$ cd build
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$ ../configure --prefix=$RISCV --host=riscv64-unknown-elf -with-
arch=rv32imafdc

$ make

$ sudo make install

3.2.1 Running hello world program on Spike

After installation of Spike and Pk, “hello.out”, compiled RISC-V ELF binary, can be
executed with the following command. “-isa=RV32IMAFDC” selects the target

architecture. It also takes pk and ELF which will be executed as the input arguments.

$ spike -isa=RV32IMAFDC $RISCV/riscv32-unknown-elf/bin/pk hello.out
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4. LIGHTWEIGHT CRYPTOGRAPHY

Lightweight cryptography is a sub-field of conventional cryptography to ensure
confidentiality of communication between devices that have limited resources [8].
National Institute of Standards and Technology (NIST) started to work on the
standardization of LWC algorithms in 2013 for resource constraint devices. While
conventional cryptography is mostly used in servers, desktops, and smartphones, for
resource-constrained devices it is not suitable because of security, performance, and
resource requirements. Since embedded systems have limited resources in terms of
memory, power, and area, but it requires a certain performance level with low energy
consumption, LWC is purposed to provide high security and privacy with a low cost
for resource constraint devices such as sensor nodes, RFID tags, smart cards which

can be seen in Table 4.1.

Table 4.1: Device spectrum of conventional and lightweight cryptography [8].

Conventional Cryptography Lightweight Cryptography
Servers and Desktops Embedded Systems
Tablets and Smartphones RFID and Sensor Networks

There is a tradeoff between performance and resources which are needed to execute a
certain task in embedded systems. Since LWC algorithms are designed for embedded
systems, their performance metrics, and resources they consumed are related. For
LWC, the performance metrics are memory requirements, gate area, power

consumption, latency, and throughput.

During the execution of a program, it uses RAM to store runtime values, program code,
and constant values such as S-Boxes and hardcoded round keys [9]. The gate area
defines the physical area to implement the algorithm in terms of hardware. Count of
the logic blocks on an FPGA can be used to describe the gate area. Since the devices
are resource constrained, power consumption is one of the key elements. It describes

how much power is needed to execute the algorithm. Latency is the amount of total
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time between the start and end of the operating algorithm. Throughput is the rate of
producing output.

As shown in Figure 4.1, ciphers can be divided into two main categories, symmetric
and asymmetric cipher [8]. In a symmetric cipher, the same private key is used to
encrypt and decrypt the information however asymmetric cipher uses two keys, public
key, and private key, for encryption and decryption respectively.

Asymmetric Block Cipher

Cryptography

Symmetric Stream Cipher

Hash Function

Figure 4.1: Classification of cryptography [7].

Block cipher has fixed size blocks for encryption and decryption [9]. It uses confusion
and diffusion steps to manipulate the information. In block cipher, each round takes
the data and the key and implements an encryption algorithm and generates ciphertext.
The generation of the ciphertext process is shown in Figure 4.2. The significant
parameters for a block cipher are the number of rounds, block size, and key size.
Stream cipher uses only confusion steps. Hash function is a one-way function that
maps information to fixed-size data. Because of the ease of achieving performance
criteria of LWC, block ciphers are used for LWC.

Plaintext Kiy
R1
Key
Schedule

I
| Rr |1—
v
Ciphertext

Figure 4.2: Block cipher algorithm [9].
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According to the report of NIST, to increase the performance of a lightweight block
cipher algorithm there are some lightweight design choices [8]. The key size must be
larger than 112 bits. Rounds must be simple. It is recommended that rounds should use
4x4 S-Boxes to keep the gate area minimum. Simple linear layers such as bit
permutations should be preferred as diffusion steps. While keeping rounds simple,
rounds should be more iterative to achieve a certain security level. Complex key
scheduling causes using more resources, therefore an LWC algorithm should use a
simple key scheduler. While implementing an LWC algorithm, only needed

functionalities should be considered not to waste limited resources of the device.

NIST also considers some design requirements which should be common to all LWC
algorithms. To keep security strength, the key size must be at least 112 bits. The
algorithm should be flexible, meaning that making changes on implementation, tuning
parameters for a specific usage are easy to apply, and different versions of a single
platform should be permitted. Encryption and decryption should share a common logic,
this reduces the overhead for multiple functions. The size of ciphertext should not be
larger than plaintext. The algorithm should be resistive against attacks such as side-

channel and fault attacks.

Finally, the reason for the necessity of LWC, performance metrics, design choices, and
design requirements are summarized in this section. A brief of these profile

characteristics for LWC is shown in Figure 4.3.

Physical Performance Security
characteristics characteristics characteristics
Minimum

— Area — Latency —  security
strength

Attack

— Memory — Throughput — models
Side channel

— Energy — Power — resistance
requirement

Figure 4.3: Profile characteristics of lightweight cryptography [8].
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4.1 ASCON

NIST coordinates CEASAR competition for authenticated ciphers in secret-key
cryptography [25]. CEASAR’s portfolio has three use cases, lightweight applications
for resource constrained environments, high-performance applications, and defense in
depth. ASCON [1] is one of the finalists of LWC algorithms in Round 2 of CEASAR

competition.

ASCON is a cipher suite that offers authenticated encryption with associated data
(AEAD) and hashing functionality. The suite includes authenticated ciphers Ascon-
128 and Ascon-128a, the hash function Ascon-Hash. ASCON uses 320-bit states with
64-bit words. To operate on 32-bit, 16-bit, or 8-bit systems, ASCON uses the bit-
interleaving method. Each round contains a substitution layer and a linear layer. The
number of rounds is changeable according to implementation to maximize security and

robustness.

The authenticated encryption process & .., , takes secret key K with k bits, a nonce
N, an associated data A and a plaintext P as input as shown in equation 4.1. It produces
a ciphertext C with an authentication tag T as output. Ciphertext has the same length
as plaintext. Bit length k of the key is less than 160-bits. The data block size, rate, is

represented with r, internal round numbers are represented with a and b.

gk,r,a,b (K' N, A, P) = (C, T) (41) [1]

The decryption process Dy o takes secret key K with k bits, a nonce N, an
associated data A, a ciphertext C, and an authentication tag T as input as shown in
equation 4.2. If the verification tag is correct, it produces a plaintext P else it produces

L as output.

Dirap(K,N,A,C, T)e {P, L} (4.2) [1]

The hashing process X}, ;. , takes input message M with arbitrary length | and maps
this input message to output H as shown in equation 4.3. h describes the output length;
r is the data rate and a is the round number.
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Xnra(M,1) =H (4.3) [1]

The recommended parameter sets for encryption and hashing can be seen in Table 4.2

and Table 4.3, respectively.

Table 4.2: Recommended parameters for authenticated encryption in ASCON [1].

Name Algorithms Bit size of Rounds

key nonce tag datablock p% p?
Ascon-128  E£,Disg64126 128 128 128 64 12 6

Table 4.3: Recommended parameters for hashing algorithm in ASCON [1].

Name Algorithm Bit size of Rounds
hash data block p?
ASCOI’]-HaSh X256,64,12 Wlth 1 - 256 256 64 12

The ASCON cipher suite operates on a 320-bit state. The state is updated on rounds
p® and p?. State S consists of two parts, S, is the r-bit inner part, S, c-bit outer part
as shown in equation 4.4. r is the rate and ¢ = 320 — r. State S is formed by five 64-bit

words.

S= S 1S, = xo oy x5 I x5 Il x, (4.4) [1]

4.1.1 Authenticated encryption

The operation of authenticated encryption and decryption has four stages:
initialization, processing associated data, processing plain or ciphertext, and
finalization. Mode of operation of ASCON is shown Figure 4.4,

The 320-bit initial state of ASCON is initialized by 1V, secret key K with k bits, and
nonce N with 128 bits as in equation 4.5. 1V is specified by the variant of the algorithm,
it is 64-bit for Ascon-128 and Ascon-128a. In the initialization process, o rounds
transformation permutation p® is applied to the initial state and XORed with the secret

key K as shown equation 4.6.
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Figure 4.4: Mode of operation of ASCON [1].

S & Wypap IKIN (4.5)[1]

S « pa(s) @ 0320k |K (4.6) [1]

After the initialization step, associated data is processed. It is divided into r-bit blocks
and each r-bit block is XORed to the first r bits S, of state S. After this, b rounds

transformation permutation p? is applied to S as in equation 4.7. In the end, state S is
XORed to 1 as in equation 4.8.

S « p?((S, ®A)IS,) (4.7) [1]

S« S @ (0311) (4.8) [1]

After deployment of associated data to the system, the plaintext is divided into r-bit
blocks and XORed to the first r bits S, of state S, and ciphertext is obtained as in

equation 4.9. State S is updated with p? using b rounds as in equation 4.10.

C; « S, @ P, (4.9) [1]

S <« p’(C @ So) (4.10) [1]

For decryption, the ciphertext is divided into r-bit blocks and XORed to first the first r
bits S, of state S, and plaintext is obtained as in equation 4.11. The first r bits S, of
state S is replaced by ciphertext and b rounds round transformation applied to the state

as in equation 4.12.
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P« S ®C (4.11) [1]

S « p?(C; ® S, (4.12) [1]

In the finalization step, the secret key K is XORed to the state, and the state is
transformed by p“ as in equation 4.13. The last 128 bits of the state XORed to the key
is the tag T as in equation 4.14. Output of encryption is a tag T with ciphertext C and
output of decryption is a tag T with a plaintext P.

S « p*(S @ (0" 1Kl 0°7k)) (4.13) [1]

T « S8 @ K128 (4.14) [1]

To summarize all steps, authenticated encryption and decryption algorithms are shown

in Figure 4.5.

Authenticated Encryption
gk,r,rr,b (K: N, A, P)

Verified Decryption
Dirap(K,N,A,C,T)

Input: key K € {0, 1}, k < 160,
nonce N = {0,1}1%,
associated data A € {0,1}7,
plaintext P € {0,1}*

Output: ciphertext C € {0,1}I7,
tag T < {0,1}1%

Input: key K € {0,1}*,k < 160,
nonce N  {0,1}1%,
associated data A € {0,1}*,
ciphertext C € {0,1}",
tag T € {0,1}'%

Output: plaintext P € {0,1}/%or L

Initialization
5+ Ni:,rﬂ,b ” K ” N
S+ p(S) @ (0°2F || K)
Processing Associated Data
if |A| = 0 then

Aq... As + r-bitblocks of A||1]|0*

fori=1,...,sdo
5+ I-Jb((sr ’qAr) ” Sc)
S+ Sg(0%9)1)
Processing Plaintext
Py ... P + r-bitblocks of P|[1/|0*
fori=1,...,t —1do

G+ [S]
Finalization

S+ p(S@ (0| K || 0320-r=ky)

T {S]usﬂj rg712s8

return Cy ||... || Coq1 || G, T

Pl modr

Initialization
5+ Ni:zr,o,i’- ” K | N
S p(S) @ (020 || K)
Processing Associated Data
if |A| = 0 then
Aq...As + r-bit blocks of A|1]/0*
fori=1,..., sdo
S« S (077 1)
Processing Ciphertext
Cy...Cr1Ct + rbitblocks of C,0< |G| <r
fori=1,..., t—1do

@G
S, S, @ (P10
Finalization
S« p(S@ (07 | K ||0320-rF))
T « [S]2 g K]
ifT=T*return Py ||... || By | B
else return L

Figure 4.5: Authenticated encryption and decryption of ASCON [1].
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4.1.2 Permutation

ASCON applies permutation p* and p? to the 320-bit state. The round transformation
p consists of three layers, round constant addition p,, substitution layer p,, and linear
layer p,; as in equation 4.15.

p = p:lps lIp (4.15) [1]

¢ In the round constant addition layer, x, is XORed to the round constant ¢, as in
equation 4.16. Round constants are shown in Table 4.4.

Xz & X @D ¢

(4.16) [1]

Table 4.4: The round constants for each round in ASCON [1].

p'? p® p® Constant c,. p'? p® po Constant c,.
0 000000000000000000f0 6 2 0 00000000000000000096
1 000000000000000000e1 7 3 1 00000000000000000087
2 000000000000000000d2 8 4 2 00000000000000000078
3 000000000000000000c3 9 5 3 00000000000000000069
4 0 000000000000000000b4 100 6 4 0000000000000000005a
5 1 000000000000000000a5 1 7 5 0000000000000000004b

The non-linear substitution layer applies a transformation with 5-bit S-Boxes to
the 64 parallel applications. The first bits of five 64-bit words x,, x5, x3, x4, and
x5 are transformed, then the second bits and so on. Lookup table of the 5-bit S-
Box is shown in Table 4.5. Operation of S-Box with 5 parallel 64-bits words and
representation of the logical operation of ASCON is shown in Fig 4.6. The logical
operation of S-Box has XOR and AND operations.

Table 4.5: Lookup table of 5-bit S-Box of ASCON [1].

x 0 1 2 3 4 5 6 7 8 9 a b ¢ d e f

Sx) 4 b 1f 14 1la 15 9 2 1 5 8 12 1d 3 6 1lc
X 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1le 1If
Sx) 1le 13 7 e O d 11 18 10 ¢ 1 19 16 a f 17
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Figure 4.6: (a) 5 parallel applications and (b) Logical description of S-Box.

e The linear layer operates on each 64-bit word individually by using a 64-bit linear
function. The linear function uses shift left and XOR operations. Each 64-bit word
is rotated with a different number of rotations. Separate 64-bit inputs of linear layer
and mathematical definition of the linear function of ASCON is shown in Figure
4.7.

| o Xp = Zo(xg) = x0 B (x0 3> 19) & (xp 3> 28)

| X1 l x1 4 Zq(x1) = 11 ® (x1 3 61) @ (v 3> 39)

X7 veDn)=nd (s )6 (3 6)

X3 X3 4 Z3(x3) = 13 (x5 3 10) @ (x3 3> 17)

e e R f e Ei() — rae (e 7))
(a) (b)

Figure 4.7: (a) 5 separate inputs and (b) Mathematical function of linear layer.
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5. PROFILING ASCON

Software implementation of AEAD and hashing algorithm of ASCON cipher suite can
be found in the official repository [4]. The source code of the variants of ASCON such
as Ascon128 and Ascon128av for 8-bit, 32-bit, and 64-bit systems are shared for public
usage. In this project, version ‘v1.2.1” of the Ascon-128av variant is profiled. Since
RV32l is used in this project, implementation of the algorithm for 32-bit systems is

profiled.
The profiling process has the following elements:

e Key with 16-byte

e Associated data with 24-byte
e Plain text with 16-byte

e Nonce with 16-byte

e RV32l base integer instruction set

5.1 Profiling Method

LWC uses highly repeated rounds to provide high security; thus, profiling is carried
out by counting the clock cycles and number of instructions of the permutations in the
encryption function with different compiler optimization flags. Only the encryption
function is analyzed since encryption and decryption have the same logic. ROUND

macro in the source code is formatted as a normal C function for profiling.

With the -O0 optimization flag, the compiler makes no optimization on the code and
creates a debuggable program [6]. -O1 optimization flag reduces code size and
execution time of the program for small functions. -O2 makes all supported
optimizations that do not involve a space-speed tradeoff. As compared to -O0, this
option increases both compilation time and the performance of the generated code. -
O3 turns on all optimizations as -O2 and turns on more optimization flags. -Os

optimizes for size to reduce the code size.
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The counting process is realized by reading the control and status registers of RISC-V
which are cycle and instret. The used CSR pseudo instructions to read are rdcycle and
rdinstret. Usage of instructions with the inline assembly method is shown in Figure
5.1. These functions are placed at the start and the end of program blocks to analyze.
The difference between readings at the start and the end minus 1 gives the number of

clock cycles and instructions according to the used macro.

#define read_cycle(cycle) asm volatile("rdcycle %0" :
#define read_insn(insn) asm volatile("rdinstret %@" :

=r

(cycle))
=r" (insn))

Figure 5.1: Reading count of clock cycles and number of instructions.

CMake [29] is an open-source tool to build, test, and package software and produces
make files for the project and supports cross-compilation. CMake is used as the build

tool in this project.

To build the program, “CMakelists.txt” file is created and modified as in Figure 5.2.
To use the cross-compiler riscv-unknown-elf-gcc for a RISC-V target, the RISC-V

environment must be set to the installation path of RISC-V tools.
cmake minimum required(VERSION 2.8.9)

set(CMAKE_SYSTEM NAME Generic)

set(CMAKE_SYSTEM PROCESSOR riscv)
set(CMAKE_CROSSCOMPILING 1)

set(CMAKE_C COMPILER "riscv64-unknown-elf-gcc")
set(CMAKE_CXX COMPILER "riscv64-unknown-elf-g++")
set(CMAKE_ASM COMPILER "riscv64-unknown-elf-gcc")
project (ascon)

set(CMAKE C FLAGS "-0s -march=rv32i -mabi=ilp32")

include directories(include)
file(GLOB SOURCES "src/*.c")
add executable(ascon ${SOURCES})

Figure 5.2: CMakelist.txt file for ASCON project.

5.2 Software Implementation of ASCON for 32-bit Processors

For 32-bit processors, ASCON interleaves a 64-bit word to two 32-bit half words, x,
and x,, by using a bit-interleaving function, f . It stores even-numbered bits in one
word and odd-numbered bits in another as shown in equation 5.1. The 320-bit state S

consists of five 64-bit words as shown in equation 5.2. For 32-bit processors, even
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state, s,, and odd state, s,, consist of five even words and five odd words as shown in

equation 5.3 and equation 5.4, respectively.

XigrXiy = f(x),

0<i<4

S = (X0,x1,X2,X3,X4)
Se

(xoe» X100X2, X3, x4e)

SO (xOO’xlo’XZO’x30’x4o)

where S, s,, s, stands for state, even state, odd state, respectively.

(5.1)

(5.2)

(5.3)

(5.4)

In the software implementation of ASCON for 32-bit processors, the even and odd

states, s, and s,,, are arrays with five even and odd words, respectively. For 32-bit

systems, S-Box layer operates on each half state, s, and s, separately. The linear layer

operates on each element of the array for even and odd states, that is even or odd word.

Round constants are interleaved into even and odd parts as in equation 5.5. Since round

constants are known as in Table 4.4, in the software implementation of ASCON, they

are used as pre-calculated constants rather than calculating in run time. Operation of

the permutation layer with m rounds is shown in Figure 5.3.

Ce,Cop = f(C)

Even state
(5 32-bit even words)

Odd state
(5 32-bit odd words)

.-* Permutation {n) L 2 i
~"Round v v ™
; [ Round Constant Addition Layer ]
[ Substitution Layer ]
l ‘L L TATL
[ Linear Layer ]
|
L]

Even state
(5 32-bit even words)

Figure 5.3: Overview of permutation of ASCON in software implementation.
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16-byte key, K, and 16-byte nonce, N, are divided into two parts as in equation 5.6 and
equation 5.7, respectively. Each part of key and nonce is interleaved into even and odd

words as in equation 5.8 and equation 5.9, respectively.

K = (Ko |1Ky) (5.6)
N = (N lIN) &7
K Ki, = f(K), 0<i<1 (5.8)
Ni, N;, = f(N), 0<i<1 (5.9)

Associated data, A, is divided with r-byte into n blocks as shown in equation 5.10. The
rate r is 16-byte for Ascon-128av. Each block, 4;, is divided into two 8-byte parts as
in equation 5.11. For implementation 32-bit processor, each 8-byte part is interleaved

into even and odd parts, Aij ,Al-j , as shown in equation 5.12.
e o

A = (Ao |41 . |1An-1) (5.10)
A = (A, || 4iy) 0<isn—-1 (5.11)
Ay pdi; = f(a,).0sj<1 (5.12)

Plain text, P, is also divided with r-bit into n blocks as shown in equation 5.13. Each
block, P;, is divided into two 8-byte parts as in equation 5.14. For implementation 32-

bit processor, each block, P;, is interleaved into even and odd parts, Pl-j ,PL-]. , in
e o

equation 5.15.

P = (P ||Py...]IPpct) (5.13)
P, = (P ||Py)0<si<n-—1 (5.14)
Py Py = f(p;).0sj<1 (5.15)

The end-to-end AEAD process of ASCON is shown in Figure 5.4 by combining all

the equations explained above. Even without profiling, it could be inferred that
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permutations are the most processed part of the algorithm. As in equation 5.9 and 5.12,
plain text and associated data is divided with 16-bytes. For each part, A; and P;,

permutation with 8 and 12 rounds is applied to the 320-bit state. This leads to rounds
taking the most clock cycles of the program.

oo A i """""" l """"" i """"" i """""" l
Inltlallzatlon[ : I p I : I ; I 7 ]

*0e Xoa X1g| X10 ¥oe | 2o *3

W
Pl
"
"
i
a
)
£

[ Permutation (12) ]
#E ¢'SC

[ X3e 2= Koe, X4e #= K1e | [*30= Koo, X40#= Kio |

A Se Sa
Process 1 Aige - b
| Associated L4
| Data :‘DC- *pe *= Ajpe, X0 *=Pido
el %1e *= Ajte X10+=Rit0 | |5 |z
[ AT AT
Fitg ©
¥ ¥
Permutation (8)
e N
J
¥
Xge =1
. & ]
/" Process P !
) e v
plaintaxt LI
Fioa” | Xoe *= Pive. 00 »=Pito
Pire o| X1e "= Pite, X10Pito :
Fiig ™ :
Se lsc - i-‘a:
¥ .

‘Ci=ci—l|x[)e | %o |1 X1 || 1)

¢ Finalization

X3 n= Kog, X4g #= K-‘__| |x5c n= Kig, Xag a= Ky ::I

Se &s

o

| Toxelixolixeclix |

Figure 5.4: Overview of AEAD of ASCON in software implementation.
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5.3 Profiling Results

The number of instructions and clock cycles, and code size of the executed encryption
function are shown in Table 5.1. Comparing the other optimizations, -O0 optimization
has the greatest number of clock cycles and instructions, and largest code size. There
is no significant difference between -O1, -02, and -O3. -Os optimization has a smaller
code size. RV32l based processors execute instructions in one clock cycle. Spike also
counts all the number of clock cycles per instruction as one. Hence, the number of
clock cycles and instructions are the same.

Table 5.1: Compilation results of authentication encryption on RV32lI.

Optimization Number of Instructions Count of Clocks Code Size
-Os 29138 29138 19536
-03 22695 22695 21324
-02 22694 22694 21336
-01 22684 22684 20208
-00 71877 71877 156876

Permutations have a dramatic majority in the algorithm in terms of clock cycles and
instructions since they consist of 12 times and 8 times repeated rounds in Ascon-128av.
It takes 37.1% of the program to realize permutations for -O0 optimization level, 47%
for -01, -02, and -03, and 54.2% for -Os as shown in Table 5.2. Since the number of

clock cycles per instruction are one, the instruction count is not shown explicitly.

Table 5.2: Number of clock cycles of permutations and encryption on RV32I.

Optimization Clock count of Total Clock Percentage (%)
Permutations Count
-Os 15789 29138 54,2
-03 10656 22695 47
-02 10656 22694 47
-01 10656 22684 47
-00 26694 71877 37,1

Each round has three layers, round constant addition, substitution layer, and linear
layer. The percentage of the clock cycle of the layers in a round is shown in Table 5.3.
Compared to round constant addition, the substitution layer and linear layer have the

majority of one round for all optimization levels.
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Table 5.3: Percentages of clock cycles of the for the layers in a round on RV32I.

Optimization  Round constant addition  Substitution layer Linear layer
-Os 2,5% 45,2% 52,3%
-03 2,5% 45,2% 52,3%
-02 2,5% 45,2% 52,3%
-01 2,5% 45,2% 52,3%
-00 3,6% 48,7% 47,7%

5.4 RISC-V Custom Instructions for ASCON

A round operates on an unsigned 320-bit state with five 64-bit applications. Since
integer registers are 32-bit in RV32, 32-bit implementation of ASCON interleaves a

64-bit application to two unsigned 32-bit applications as explained above.

Round constant addition is an XOR operation and RV32I has an instruction for it. Thus,
extension for this operation does not affect the performance of execution of the
algorithm. However, extensions for substitution and linear layer operations are a good

choice to reduce the total number of clock cycles and instructions of the program.

5.4.1 S-Box

In the software implementation of ASCON, even and odd states are stored in arrays
with even and odd words. Thus, one of the input operands of the S-Box instruction
holds the address of the first element of the array. The S-Box instruction loads all the
elements of the array which are contiguous five 32-bit words and makes substitution
computations as shown in Figure 5.5. The instruction for the S-Box layer then stores

the five 32-bit to their initial addresses. The output of the instruction is hard-wired to

ZEro.
Xne 1 X XDin XDC_J.
ADDR | *0e/*0o . LOAD N ‘5| STORE
so0R | | (ADDR) (ADDR)
ADDR+4 | %1 /%1o pl- LOAD xli, . X1C_J:= STORE
et (ADDR+4) * {ADDR+4)
ADDR+8 | ¥og /X2, ) .
LOAD | *2n |  Substutiton 2o | STORE 0
ADDR+12| X3g /X3, (ADDR+E) "l Operation : » (ADDR#8) | |y
LOAD | %35 ou | sToRe | | ™
ADDR+16| Xag /X4q (ADDR+12) * (ADDR+12)
DUMMY LoAD | X M | sTORE
Even or odd state, 5./5, | ——— (ADDR+16) (ADDR+16)
— rs2 / imm ,
5-Box Instruction

Figure 5.5: Overview of the S-Box instruction (ADDR=ADDR, or ADDR,).
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RISC-V has been extended with two types of instructions, R-type, and I-type in Figure
2.3. The first input operand of the S-Box instruction, rsl, is a register operand that
holds an address. The second input operand, rs2, is a dummy operand and not used in
any operation inside the instruction. It could be given directly as integers, as rvalue, in
the source code. So, it could also be an immediate operand. Thus RISC-V has been
extended for the S-Box layer with two versions of the instruction, R-type register-
register and I-type register-immediate instruction. The output operand, rd, is hard-
wired to zero. To follow the naming convention of RISC-V, extended instructions are

called sbox for R-type and sboxi for I-type instruction.

5.4.2 Cyclic rotation

Since RV32I has no instruction for bit rotation operations, it can be extended with
cyclic rotation instruction. The first input operand of the instruction, rsl, is a 32-bit
even or odd word, x, or x,. The second input operand of the instruction, rs2 or
immediate, is the number of rotations. Rotated version of the word is written to the
output operand of the instruction, rd. Overview of the cyclic rotation instruction is

shown in Figure 5.6.

X g
n n ¢ [}
= > ) . j‘\EC-L.'. i x‘:':-l..t
Cyclic rotation I
n instruction rd
rs2 /imm

Figure 5.6: Overview of the cyclic rotation instruction.

In the software implementation of the linear layer of ASCON, each element of the
array for even and odd states, that is even, or odd word is given as the first input
operand of the cyclic rotation instruction. Since the number of rotations could be an
rvalue in software implementation, two versions of cyclic rotation have been created
as S-Box instruction. Instructions are called rot for R-type and roti for I-type

instruction.
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6. MODIFICATION OF RISC-V GNU TOOLCHAIN FOR ASCON CUSTOM
INSTRUCTIONS

RISC-V ISA supports extended custom instructions and these instructions must be
recognizable by the compiler. Compilers must be able to generate these kinds of
instructions and create executable files. To realize this recognition, the toolchain is
modified and reinstalled. There are two techniques to modify the compiler. The first
technique is adding opcodes and some other information about the custom instruction
to GCC Binutils and generating the custom instruction with an inline assembly method.
The second option which also needs the first option modifications is adding a built-in
function to GCC backend which will be compiled to a specific machine instruction,
custom instruction in this case, automatically. Overview of these two techniques is
shown in Figure 6.1. In this section, how to customize the toolchain for the custom
instructions is explained and source codes of customized GCC can be found in the
author's GitHub page[33] for public usage.

Inline
Assembly
C Source Custom
Code Compilation Instruction
Built-in
Function

Figure 6.1: Overview of generating custom instructions.

6.1 Adding ASCON Custom Instructions to GCC Binutils

Modification of GCC Binutils for custom instructions can be achieved with modifying
“riscv-binutils” source code under “freedom-tools”. The files which must be modified

are “riscv-opc.h” under “riscv-binutils/include/opcode/” directory and “riscv-opc.c”
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under “riscv-binutils/opcodes/” directory as shown in Figure 6.2. By applying these
modifications, assembler of GCC Binutils can assemble the custom instructions.

RISC-V GMNU Toolchain

v v

RISC-V Binutils

RISC-V GCC

riscv.md

riscv-opc.h
T15CV-0pc.C

riscv-builtins ¢
riscv-fiypes.def

Figure 6.2: Modified files in RISC-V GNU Toolchain.

MATCH and MASK definitions and DECLARE_INSN macro of the new instructions
are added to riscv-opc.h file. MATCH defines the numeric representation of instruction
with zeros for registers and fills the funct3 and funct7 parts of an instruction in Figure
2.3. MASK is used to calculate MATCH value of the instruction. MASK and MATCH

definitions of the custom instructions are shown in Figure 6.3.

The DECLARE_INSN macro takes the name, match, and mask values of the instruction.
4 new custom instructions which are rot, roti, shox and shoxi were added with

corresponding match and mask values as shown Figure 6.4

#define MATCH_ROT 0x30000033
#define MASK_ROT OxfebB707f
#define MATCH_ROTI Ox50000033
#define MASK_ROTI Oxfe@O707f
#define MATCH_SBOX Ox60000033
#define MASK_SBOX OxfebO707f
#define MATCH_SBOXI 0x70000033
#define MASK_SBOXI OxfebB707f

Figure 6.3: Opcode of mask and match of new instructions in riscv-opc.h file.

DECLARE_INSN rot, MATCH ROT, MASK_ROT
DECLARE_INSN roti, MATCH ROTI, MASK ROTI
DECLARE_INSN sbox, MATCH SBOX, MASK SBOX
DECLARE_INSN sboxi, MATCH SBOXI, MASK SBOXI

Figure 6.4: New instruction declaration in riscv-opc.h file.
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There is a riscv_opcode struct which holds information about a RISC-V instruction in
“riscv.h” file under “include/opcode” directory. Every instruction has a name, xlen
requirement, instruction class, instruction arguments, match, mask opcode, match
function and description of instruction (pinfo). riscv_opcode structure is shown in

Figure 6.5.

struct riscv_opcode

const char *name;

unsigned xlen_requirement;

enum riscv_insn_class insn class

const char *args;

insn_t match;

insn_t mask;

int (*match_func const struct riscv_opcode *op, insn_t word,
int constraints, const char **error);

unsigned long pinfo;

Figure 6.5: riscv_opcode structure in riscv.h file.

Information of new instructions are added to riscv_opcode struct array that holds the
information about all RISC-V instructions in “riscv-opc.c” file. Name of the custom
instructions in this project are rot, roti, sbox and shoxi. There is no xlen requirement
for these instructions. They all are in base integer subset, so instruction class is
INSN_CLASS _I. For R-type instructions, they have 3 arguments d for destination
register, s for source register and t for target register. For I-type instructions, they have
j for immediate register instead of target register t. Modification of “riscv-opc.c” file

is shown in Figure 6.6.

‘rot", O, INSN CLASS I, "d,s,t", MATCH ROT, MASK ROT, match opcode, 0},
"roti", ©, INSN CLASS I, "d,s,j", MATCH ROTI, MASK ROTI, match opcode, 0},
"sbox", ©, INSN_CLASS I, "d,s,t", MATCH SBOX, MASK SBOX, match_opcode, 0},
"sboxi",0, INSN CLASS I, "d,s,j", MATCH SBOXI,MASK SBOXI,match opcode, 0},

Figure 6.6: Adding new instructions to riscv-opc.c file.
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With the modifications above, the custom instructions can be generated by using inline
assembly. Usage of generation of rot instruction with inline assembly is shown Figure
6.7.
int main
int result, a, b;

asm volatile("rot %[result], %[valuel], %[value2]\n\t":

result] "=r" (result) : [valuel] "r" (a), [valuez2! "r" (b)):

Figure 6.7: Usage of inline assembly for the rot instruction in source code.

It can be verified that rot instruction is generated by getting the assembly code of the

executable. Content of this assembly file and rot instruction are shown in Figure 6.8.

0001018c <main>:

1018c: fe010113 addi sp,sp,-32
10190: 00812e23 sw 50,28(sp)
10194: 02010413 addi s0,sp,32
10198: fec42783 lw a5,-20(s0)
1019c: fe842703 w a4,-24(s0)
101a0: 30e787b3 rot a5,a5,ad
1Ulaq: TeTqliis SW ad,-Z26(SU)
101a8: 00000793 addi a5,zero,0
10lac: 00078513 addi a0,a5,0
101b0: 01cl2403 w s0,28(sp)
101b4: 02010113 addi sp,sp,32
101b8: 0OCOOE8O67 jalr zero,0(ra)

Figure 6.8: Generation of the rot instruction with inline assembly.

6.2 Adding Instruction Patterns of ASCON Custom Instructions to GCC Back
end

To generate custom instructions with GCC built-ins, instruction patterns of the
instructions and information about the new built-ins are added to GCC RISC-V back

end as shown in Figure 6.2

6.2.1 Instruction patterns of RISC-V custom instructions

Instruction patterns of riscv_rot and riscv_sbox are added to “riscv.md” file as shown
in Figure 6.9 and Figure 6.10. In spite the name of the instruction pattern is optional
as stated in Section 2.2.1.1, to associate a built-in function with an instruction pattern,

it must be named with riscv_ prefix.
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(unspec_volatile [operands ...] index) RTL expression is used to define a volatile
pattern. Since custom instructions in this project are a machine specific instruction, its
operation with its operands is machine specific. These kinds of instructions are
considered as volatile instructions because they cannot be described with a
functionality such as summation, division, etc. Using unspec_volatile expression leads
the compiler to see the pattern as a black box and it does not make optimization. It
knows only predicates and register constraints about the RTL representation of the

instruction.

The instruction patterns have machine mode SI, register_operand and arith_operand
as predicates and, r and | as constraints. Output of instruction pattern is a custom

instruction which is rot, roti, sbox or sboxi.

UNSPECV_ROT and UNSPECV_SBOX in Figure 6.11 are the indexes and added to

enumeration unspecv in “riscv.md”.

define insn "riscv rot"

set match operand:5I 0 "register operand" "=r,r"
unspec volatile[ (match operand:SI 1 "register operand" "r,r'
match _operand:SI 2 “"arith operand" "r,I"
UNSPECV_ROT
"rot%si2\t%0,%1,%2"
Figure 6.9: Instruction pattern of riscv_rot.
define_insn "riscv sbox"
set match_operand:5I 0 "register operand" "=r,r"
unspec_volatile[ (match _operand:SI 1 "register operand” "r,r’
match operand:5I 2 "arith operand” “r,I"

UNSPECV_SBOX

"shox%12\t%0,%1,%2"

Figure 6.10: Instruction pattern of riscv_sbox.

define c_enum "unspecv"

UNSPECY_ROT
UNSPECV_SBOX

Figure 6.11: Indexes of riscv_rot and riscv_sbox instruction patterns.
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6.2.2 Creation of new built-in functions for RISC-V custom instructions

To create built-in functions in the GCC RISC-V back end, “riscv-builtins.c” and

“riscv-ftypes.def” files needed to be modified under “src/riscv/gcc/config/riscv/”

directory as shown in Figure 6.2

Since custom instructions have 2 input arguments, built-in functions also have 2
two input arguments. The new macro is added as RISCV_FTYPE_NAME2(A, B, C)
and C represents the second input argument.

#define RISCV_FTYPE_NAME2(A, B, C) RISCV #AHE FTYPE #HB#H #HiC

Figure 6.12: Adding a built-in function type to riscv-builtins.c file.

The first input operand of sbox and shoxi are an address which holds an unsigned
32-bit data, so it corresponds to an integer pointer as the first argument of the built-
in function. The second input operand of S-Box custom instructions and all input
operands of rotation instruction are unsigned 32-bit data. The integer pointer and
unsigned 32-bit integer argument type codes for input arguments of built-in

functions are defined as in Figure 6.13.

#defTine RISCV_ATYPE_USI unsigned intSI type node
#deTine RISCV_ATYPE_INTPTR integer ptr_ type node

Figure 6.13: Argument types in riscv-builtins.c file.

After the argument types are defined, RISCV_FTYPE_ATYPES2(A, B, C) is added
as in Figure 6.14.

#define RISCV_FTYPE_ATYPES2(A, B, C) \
RISCV_ATYPE ##A, RISCV ATYPE ##B, RISCV ATYPE ##C

Figure 6.14: Argument types of function prototypes in riscv-builtins.c file.

Function types for the built-in functions of custom instruction are shown in Figure
6.15. DEF_RISCV_FTYPE(2, (USI, USI, USI)) corresponds to the built-in
function of rotation instructions, rot and roti. It has two inputs as an unsigned 32-
bit integer and returns an unsigned 32-bit integer.

DEF_RISCV_FTYPE(2, (USI, INTPTR, USI)) corresponds to the built-in function
of S-Box instructions, sbox and sboxi. It has two inputs. First one is an integer
pointer and the second one is an unsigned 32-bit integer and it returns an unsigned
32-bit integer.
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DEF_RISCV_FTYPE (2, (USI, USI, USI
DEF_RISCV_FTYPE (2, (USI, INTPTR, USI

Figure 6.15: Function types in riscv-ftypes.def file.

e After all the modifications above, the last step is to add information of built-in
functions to the riscv_builtins array which consist of the riscv_builtin_description
struct for each RISC-V built-in function in the “riscv-builtins.c” file.

e Construction of the built-in functions which correspond to specific custom
instructions are shown in Figure 6.16. They are added to riscv_builtins array with
DIRECT_BUILTIN macro since return type is not void. The name of each
instruction pattern is given as a parameter to the INSN argument without riscv__
prefix.

e Function type is given with RISCV_USI_FTYPE_USI_USI for rotation instructions
and RISCV_USI_FTYPE_INTPTR_USI for sbox instructions.

e rv_base is the availability predicate of the new built-in functions as shown in
Figure 6.17. It always returns true meaning that rot and sbox built-in functions

available for all RISC-V variants.

DIRECT_BUILTIN(rot, RISCV USI FTYPE USI USI, rv_base),
DIRECT_BUILTIN(sbox, RISCV _USI FTYPE INTPTR USI, rv_base),

Figure 6.16: Adding new built-in functions to riscv-builtins.c file.

AVAIL rv base, 1
Figure 6.17: Availability predicate of built-in functions.

With completing all the modifications in this section, GCC is reinstalled.
__builtin_riscv_ prefix is automatically added to the function name by the compiler.
A simple code with built-in functions for the custom instructions is shown in Figure
6.18.

int main

uint32 t num, rot, rotated num;
rotated num = _ builtin_riscv_rot(num, rot);

uint32 t ret, state[5], dummy;
ret = builtin_riscv_sbox(state, dummy);

Figure 6.18: Usage of new built-in functions in source code.
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Custom instruction sbox from __builtin_riscv_sbox and rot from __builtin_riscv_rot
is generated by compiling the code above. Assembly code of the main function is
shown in Figure 6.19. Since the second input arguments are not given directly as
integers meaning that it is not an rvalue, R-type instructions are generated from the

corresponding instruction pattern of built-in.

0001018c <main=:

1018c: fc010113 addi sp,sp,-64
10190: 02812e23 sw s0,60(sp)
10194: 04010413 addi s0,sp,64
10198: fecd42783 lw a5,-208(s0)
1019c: feB842703 lw ad,-24(s0)
101a0: 30e787b3 |rot ad,ad,ad
10lad: fefd2223 e 0)
101a8: fcB840793 addi ab5,s@,-56
l0lac: fe@42703 w ad,-32(s0
101b0: 60e787b3 sbox a5,a5,ad
101b4: fcfd2e23 SW ab,-3b(s0)
101b8: 0EEOOTY3 addi ab,zero,0
101bc: 0BE78513 addi a@,a5,0
101cO: 03cl2403 lw s0,60(sp)
101c4: 04010113 addi sp,sp,64
101c8: 0OQOBOGT jalr zero,0(ra)

Figure 6.19: Generation of custom instruction rot and sbox with built-in functions.
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7. MODIFICATION OF SPIKE RISC-V ISA SIMULATOR FOR ASCON
CUSTOM INSTRUCTIONS

The new custom instructions added to GCC cannot be executed by Spike. To realize
this execution, Spike must be customized for these new custom instructions and clock
cycles of them. The source codes of modified Spike can be found on the author’s
GitHub page[33].

7.1 Adding ASCON Custom Instructions to Spike

In Figure 7.1, the files which are modified are shown. After modification of these files,
descriptions of functional behavior of these instructions are added to
“/riscv/insns/<new_instruction name.h>" for a single instruction. After this procedure,

Spike must be reinstalled.

RISC-V Tools

¥

RISC-V ISA Sim

disasm/disasm . cc
riscv/encoding h
iscviriscv.mk in

Figure 7.1: Modified files in Spike ISA Simulator for the new instructions.

e New instructions are defined with DEFINE_RTYPE(<new_instruction_name>)
for R-type instructions and DEFINE_ITYPE(<new_instruction_name>) for I-type
instructions. Defining custom instructions in “disasm/disasm.cc” is shown in

Figure 7.2.

DEFINE_RTYPE(rot);
DEFINE_ITYPE(roti);
DEFINE_RTYPE(sbox);
DEFINE_ITYPE(sboxi);

Figure 7.2: Adding new instructions to disasm.cc file.
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e Mask opcode, match opcode and declaration of instructions are added to the
“/riscv/encoding.h” file as in Figure 7.3 and 7.4.

#define MATCH_ROT 0x30000033
#define MASK_ROT Oxfe@B7O7f
#define MATCH_ROTI 0x50000033
#define MASK_ROTI OxfeBO707f
#define MATCH_SBOX Ox60000033
#define MASK_SBOX Oxfe@B707f
#define MATCH_SBOXI Ox70000033
#define MASK_SBOXI Oxfe@B7O7T

Figure 7.3: Opcode mask and opcode match of new instructions in encoding.h file.

DECLARE_INSN rot, MATCH ROT, MASK ROT
DECLARE_INSN roti,MATCH ROTI, MASK ROTI
DECLARE_INSN sbox, MATCH SBOX, MASK SBOX
DECLARE_INSN sboxi, MATCH SBOXI, MASK SBOXI

Figure 7.4: New instruction declaration in encoding.h file.

e Since custom instructions are RV32I, they are added to riscv_insn_ext i list in
“riscv/riscv.mk.in” as in Figure 7.5. Purpose of this modification is to generate
source code of functional behavior for each custom instruction using its header file

which will be created in the next step.

Figure 7.5: Adding new instructions to riscv.mk.in file.

o After modification of the necessary files above, the next step is to define functional
behaviors of the new instructions. “rot.h” and “roti.h” header files for rotation
custom instructions are created under the “/riscv/insns/” directory as shown in
Figure 7.6 and Figure 7.7. RS1 and RS2 are the registers which read the two source
registers of rot instruction. WRITE_RD macro writes result to rd, the destination
register of the instruction. Since roti is a register-immediate instruction, insn.imm()

used to read the immediate part of the instruction as Figure 7.7.

WRITE_RD (RS1 == R52) | (RS1 << (32 - RS2 -

Figure 7.6: Functional description of rot instruction in rot.h file.
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WRITE RD (RS1 => insn.i imm | (RS1 =< (32 - insn.i_imm ;

Figure 7.7: Functional description of roti instruction roti.h file.

The functional behaviour of S-Box instructions is shown in Figure 7.8. Since the
second operands which are rs2 for sbox and immediate for sboxi have not any
functionality, functional descriptions for two instructions are the same.
MMU.load_uint32(<address>) is the functional behaviour of load instruction. It loads
unsigned 32-bit data from <address> to a register. In operation of S-Box instructions,
it gets the start address of state from source register rs1 and loads elements of state
which are even or odd words from contiguous 32-bit memory five times to registers.
S-Box instruction then makes substition operation on the registers. After this operation,
the instruction stores the processed words to the memory which is the same address in
load operation for each word. The functional description of store instruction is
MMU.store_uint32(<address>, <data>) that stores <data> to <address>. Finally, S-

Box instructions write 0 to the destination register, rd.

reg t x0 = MMU.load_uint32 RS1 ;
reg t x1 = MMU.load_uint32 RS1+4) ;
reg t x2 = MMU.load_uint32 RS1+8) ;
reg t x3 = MMU.lead_uint32 RS1+12);
reg t x4 = MMU.load_uint32 RS1+16) ;

reg t te, ti, t2, t3, t4;

X0 "= x4;
x4 "= x3;
X2 = xX1;
t0 = x0;
t4 = x4;
t3 = x3;
tl = x1;
t2 = x2;
X0 = t9 ~ (~tl1 & t2);
X2 = t2 ~ (~t3 & t4);
x4 = t4 ~ (-1t & t1);
x1 = tl ~ (~t2 & t3);
X3 = t3 ™~ (~t4 & tO);
x1l = x0;
X3 "= X2;
X0 "= x4;

MMU.store uint32 RS1, x0) ;
MMU.store uint32 RS1+4, x1 ;
MMU.store uint32 RS1+8, x2 ;
MMU.store uint32 RS1+12,x3 ;
MMU.store uint32 RS1+16,x4 ;
WRITE_RD 0 ;

Figure 7.8: Functional description of sbox and sboxi instructions in sbox.h and

shoxi.h file.
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7.2 Integrating Clock Cycles of Custom Instructions into Spike

How many clock cycles it takes to execute an instruction depends on the micro-
architecture. Spike counts clock cycles as 1 per instruction since it is not a cyclic
accurate simulator. However, S-Box instruction operates with 5 cycles load from
memory, 5 cycles store to memory, and 1 cycle substitution operation, 11 clock cycles
in total. To see the effect of S-Box instruction on performance of the program, an

algorithm is integrated into Spike to update the CSR cycle correctly.

The instructions which do not take one clock cycle are stored in the database with
corresponding clock cycles. After an instruction is fetched from the pc, it is
disassembled to get the name of the instruction. The instruction is searched in the
database, if it is found, the corresponding clock cycle is taken from the database, else
it is assumed as one and the obtained clock cycle added to the CSR cycle. The flow

chart of the integrated algorithm for counting clock cycles is shown in Figure 7.9.

| Start |

S

Fetch instruction from
program counter

!

Dissamble instruction

|

Get the name of instruction

|

Search the name of
instruction in database

Found in

database Take clock cycle as 1

Take corresponding clock
cycle from database

|

Update CSR cycle with the |
clock cycle N

!

| End |

Figure 7.9: Flow chart of the integrated algorithm to Spike.
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To realize this algorithm, Spike is modified with clock cycles of S-Box instructions.

“execute.cc”, “processor.cc” and “processor.h” files under the “riscv-isa-sim/riscv”

directory are modified. Modified files are shown in Figure 7.10.

RISC-V Tools

i

RISC-V ISA Sim

riscv/execute cc
riscv/processor.cc
iscv/processor.h

Figure 7.10: Modified files for clock cycles in Spike.

Clock cycles are read by getting the content of the CSR cycle. However, simulating
this on Spike returns content of CSR instret instead of cycle. Thus, clock cycle and
instruction counts are the same. To count clock cycles, cycle information is added to
the state of the processor by introducing a new member reg_t mcycle to struct state_t
in “processor.h” file. This new member is set to O in the reset method of state_t in

“processor.cc” file as in Figure 7.11.

SUEE S void state_t::reset reg t max isa

void reset(reg_t max_isa);

pc = DEFAULT RSTVEC;

static const int num triggers = 4; XPR.reset();
FPR.reset
reg t pc;
reqfile_t<reg_t, NXPR, true> XPR;
regfile t<freg t, NFPR, false> FPR; prv = PRV_M;
v = false;
reg t prv; misa = mMax_154a;
bool v; mstatus = 0;
reg_t misa; mepc = @;
reg_t mstatus; .
reg t mepc; mtval = 0;
reg t mtval; mscratch = 0;
req t mscratch; mtvec = 0:
reg t mtvec; mcause = 0:
reg t mcause; ) .
reg t minstret; ninstret = 0
reg t mcycle; mcycle = 0; I

(@)

(b)

Figure 7.11: (a) Adding mcycle to state of the processor. (b) Resetting mcycle.



A map data structure is defined to hold the clock cycles of instructions which do not
take 1 clock cycle to execute. It maps the name of the instruction to the clock cycle of
it. The map consists of <instruction name, clock cycle> pairs in “clock cycles map.h”
file under “riscv-isa-sim/riscv” directory as in Figure 7.12. Since S-Box instructions,
sbox and shoxi, take 11 clocks in total, these instructions are added to clock_cycles
map. Rotation instruction is assumed as 1 clock cycle and not defined explicitly in data
structure of clock cycles.

#pragma once

#include <map=
#include <string=

const std::map <std::string, uintb4 t> clock cycles =
shox", 11},
sboxi", 11

¥

Figure 7.12: Data structure of clock cycles in clock_cycles_map.h file.

get_clock_cycle method is declared in processor_t class in the “processor.h” file to
find the clock cycle of an instruction. The method basically takes instruction as the
input argument. Inside the method, dissembling and getting names of the instruction
operations are made. Instruction name is then searched in the clock _cycles map. If it
is not found, method returns clock cycle as 1, else it returns the corresponding clock
cycle. Function body of get_clock _cycle in “execute.cc file” is shown in Figure 7.13

#include "clock cycles map.h

uint64 t processor_t::get _clock _cycle const insn t& insn

const disasm insn t* disasm insn = disassembler->lookup(insn);

const auto it = clock cycles.find(disasm insn->get name
if(clock cycles.end( ) == it

return 1;
return it->second;
Figure 7.13: Function body of get_clock_cycle in execute.cc file.

Reading from the CSR cycle must return mcycle. To realize this operation, the get_csr
method of processor_t class in the “processor.cc” file is modified as in Figure 7.14.
This method takes a CSR and returns the data stored in the CSR.
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switch (which

case CSR_FFLAGS:
require_fp;
if (!supports_extension 'F'
break;
ret(state.fflags);
case CSR_FRM:
require fp;
if (!supports_extension 'F'
break;
ret(state.frm) ;
case CSR_FCSR:
require_fp;
if (!supports_extension 'F'
break;
ret((state.fflags << FSR_AEXC_SHIFT| | (state.frm << FSR_RD_SHIFT
case CSR_VCSR:
require vector vs;
if (!supports extension 'V’
break;
ret( VU.vxsat << VCSR VXSAT SHIFT) | (VU.vxrm << VCSR_VXRM SHIFT
case CSR CYCLE:

if (lctr_ok

goto throw_illegal;
if (lctr v ok

goto throw virtual;
ret state.mcycle;

Figure 7.14: Modifying CSR cycle.

In the step method of processor_t in the “execute.cc”, instructions are fetched, decoded,
and executed. After each execution of the fetched instruction, CSR instret is updated
to hold the number of instructions. Clock cycles are calculated for the corresponding
instruction by calling get_clock cycle function after each execution and mcycle is
updated with returned clock cycle (see Appendix A for the step function). With these
modifications, Spike is now capable of counting clock cycles of S-Box instructions

correctly.

59






8. RESULTS

8.1 Integration of Built-In Functions into Software Implementation of ASCON

The ROUND function in the software implementation of ASCON takes round constant
as even and odd words and address of the even and odd state as shown in Figure 8.1.
The even and odd states are arrays which store the even and odd words. To provide a
more readable program, names of built-ins which are _ builtin_riscv_sbox and

__builtin_riscv_rot are defined with shorter words, sbox and rot, at the top of the code.

In the round constant addition layer, interleaved even and odd parts of x, which
correspond to the third element of the even and odd state are XORed to the even and

odd round constant separately.

In the S-Box layer, the built-in function is called twice, one for even state and one for
odd state as in Figure 8.1. The return value of the built-in function for S-Box operation
is omitted since it is not used in any operation. The first input parameter of each usage
is the address of the corresponding state that is an even or odd state. The second input

parameter is a dummy value and chosen as 1.

In the linear layer, the built-in function for rotation operation is called as shown in
Figure 8.1. The first input parameter of the built-in even or odd word that is an element
of the even or odd state. The second input parameter of the built-in is the rotation
number. The return value of rotation is the rotated version of the first input parameter.

The second input operand of both built-ins is given as rvalue in the software; thus, I-
type of instructions are generated in the assembly code. I-type or R-type versions of
an instruction affects the total clock cycle of a program. By using rvalue in software
implementation leads generation of I-type instruction. Since, I-type instruction has
immediate operand, the value in it is known in the compile time; thus, it is not loaded

to a register in run-time.

It can be inferred from Figure 8.2 that I-type roti instruction has 1 load instruction (lw)
missing. Thus, I-type instructions decrease the total clock cycle and instruction count

of a program.
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#define shox  builtin riscv sbox

#define rot  builtin riscv rot

typedef unsigned int u32;

void ROUND u32 C e, u32 Co, u32* s e, u32* so

u32 temp@ e, templ e, temp2 e, temp3 e, temp4 e;

u32 tempﬂ u, templ o, temp2 o, temp3 o, tempd o;

CC

C e,

5 e [2] s 0[2] "= Co;
sbust &, 11
sbuxts o, 11
tempﬂ_e = s e[ﬂ] “rot(s ol0], 4); temp@ o = s o[0@] " rot(s e[@], 5);
templ e = s e[l] * rot(s e(l], 11); templ o = s o[l] * rot(s o[l], 11);
temp2 e = s e[2] "~ rot(s 0[2], 2); temp2 o = s o[2] * rot(s e[2], 3);
temp3 e =5 e[3] " rot(s 0(3], 3); temp3 o =5 o[3] * rot(s e[3], 4);
tempd_e =5 e[4] ~ rot(s el4!, 17); tempd 0 = s o[4] ® rot(s old4], 17);

e[0] "= rot(tempd o, 9,, s 0[0] "= rot(tempb e, 10);

~e[1] *= rot(templ o, 19); 0[1] *= rot(templ e, 20);

e[2] "= temp2 o; s 0[2] *= rot(temp2 e, 1);

~e[3] *= rot(temp3 e, 5); o[3] "= rot(temp3 o, 5);

e[4] *= rot(tempd o, 3); _0[4] "= rot(tempd e, 4);

e[2] = ~s e[2]; s 0[2] = ~5 0[2];

Figure 8.1: Usage of the new built-ins in ROUND function of ASCON.

int main

uint32 t num, rotated num;
u1nt32 t rot = 5

.' 'l-

rotated_num =

__builtin_riscv_rut{num,

rotated num = _ builtin riscv rot( num,? ;/

rot

0061018¢ <main>:
1818c: feb16113
10190: 00812e23
10194: 02010413
16198: 06500793
1019¢: fefd2623
101a0: feB42783
101a4: 50578703
161a8: fefd2223

< 00078513
: 01c12483
‘K/ 161c8; 02010113

: 00608067

addi sp,sp,-32
sw s0,28(sp)
addi s@,sp,32
addi a5,zero,5
s ab,-20(s0)

I a5,-24(s0)
roti a5,a3,1285
SW a5, -28(s0)

W ad,-24(sh)
lw ad,-20(s0)
rot a5,a5,ad

sW_a5,-28(s0)

addi &5,zero,0
addi af,a5,0
W s0,28(sp)
addi sp,sp,32
jalr zero,0(ra)

Figure 8.2: The difference between I-type and R-type of rotation instruction.

62



8.2 Improvement Results

After extension of RISC-V tools, the built-ins for the custom instructions for ASCON
are integrated into software implementation of algorithm as in Figure 8.1. The profiling
is made with the extended RISC-V GNU Toolchain and Spike.

As shown in Table 8.1, the number of clocks and instructions in the linear layer of
ASCON is decreased 34,5% with -Os, -03, -O2 and -O1 optimization levels and 16,9%
with -O0 optimization level by rotation instruction, roti. Since rotation instruction
takes 1 clock cycle to execute, the number of instructions and clocks are the same.

Table 8.1: Number of clock cycles and instructions in linear layer with/without new
instructions.

Optimization # of Clocks and # of Instructions
No new New Reduction

instruction Instruction (%)
-Os 110 72 34,5
-03 110 72 34,5
-02 110 72 34,5
-01 110 72 34,5
-00 224 186 16,9

Number of clocks in the substitution layer of ASCON is decreased 75,5% with -Os,
77% with -03, -02 and -0O1, and 89% with -O0 optimization level by S-Box
instruction, sboxi. Since S-Box instruction takes 11 clock cycles to execute, the
number of instructions and clocks are not the same and shown explicitly. Reduction of
the number of instructions in the substitution layer of ASCON is more than 95% for

all optimization levels as shown in Table 8.2.

Table 8.2: Number of clock cycles and instructions in the substitution layer
with/without new instructions.

# of Clocks # of Instructions
Optimization Nto ni\_/v New Reduction New Reduction

INSLIUCHON | hstruction (%) Instruction (%)
-Os 98 24 75,5 4 95,9
-03 96 22 77 2 97,9
-02 96 22 77 2 97,9
-01 96 22 77 2 97,9
-00 229 25 89 5 97,8
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Profiling results also show that the performance of the ROUND function in the
ASCON can be increased at least 50% in the worst-case considering the optimization
levels. Number of clock cycles of a round is reduced with new instructions and
execution of the function is accelerated 51,7% with -O0 and 52,3% with the others, -
01, -02, -03, -0Os as shown in Table 8.3. Without using the new instructions, the
number of clock cycles and instructions are the same. Number of instructions of the
program is reduced for the round function 55,9% with -O0 optimization level, and 61,7%
with the other levels by using new instructions.

Table 8.3: Number of clock cycles and instructions in a round with/without new
instructions.

# of Clocks # of Instructions
Optimization intlt? unc?il;n New Reduction New Reduction

Instruction (%) Instruction (%)
-Os 212 101 52,3 81 61,7
-03 212 101 52,3 81 61,7
-02 212 101 52,3 81 61,7
-01 212 101 52,3 81 61,7
-00 468 226 51,7 206 55,9

Rounds in permutations are changeable according to the implementation and variant.
For example, Round numbers are a=12 and b=8 for the Ascon-128av variant of
ASCON. These round numbers could be chosen according to the implementation of
the algorithm. The execution count of permutations also depends on the length of
associated data and plain text. Thus, the more repeated rounds and longer associated
data and plain-text lead to the more percentage share of the number of clock cycles
and instructions in an encryption and decryption.

Table 8.4: Number of clock cycles and instructions in an encryption with/without
new instructions.

# of Clocks # of Instructions
Optimization inlzlt? unc(?[\ilt\;n New Reduction New Reduction

Instruction (%) Instruction (%)
-Os 29138 24386 16,3 23425 19,6
-03 22684 17931 20,9 16970 25,2
-02 22684 17931 20,9 16970 25,2
-01 22684 17931 20,9 16970 25,2
-00 71877 60261 16,1 59300 175
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The total number of clocks of the encryption implementation of ASCON is decreased
by 16,1% with -O0, 20,9% for -O1, -O2 and -O3 and 16,3% with -Os as shown in
Table 8.4. Reduction of number of instructions are 17,5% with -O0 optimization level,
25,2% for -O1, -O2 and -O3 and 19,6% with -Os.
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CONCLUSION

In this study, RISC-V | set instructions are extended with the basic operations of
permutation of a lightweight cryptography algorithm ASCON. A methodology is
proposed to profile most repetitive and clock cycle consuming operations in the
ASCON lightweight cryptography algorithm. Spike RISC-V ISA simulator is used to
execute RISC-V ELF binaries on a host environment.

By using the results of proposed profiling methodology, RISC-V ISA is extended for
ASCON with two versions of instructions R-type, sbox and rot, and I-type, sboxi and
roti. The reason for extending with two versions of instruction is that by using integers
as rvalues in source is compiled into I-type instructions in the assembly code. The
second input operand of an I-type instruction that is immediate is filled in compile
time; thus, it has no load operation for it in run time This reduces the number of

instructions and clock cycles of a program in case of using rvalue in source code.

To compile the high-level program into an assembly code with the new instructions,
RISC-V GNU Toolchain is extended. Opcodes of mask and match values of new
instructions are added to GCC Binutils. The new instructions are generated by using
inline assembly in the source code. Assembler of GCC Binutils generates the new
instructions from the assembly block in source code.

Inline assembly is not good enough in terms of abstraction and readability, because the
developer must know the type and register types of the instruction to use it in the source
code. The instructions can be also generated by using GCC built-in functions. They
are compiled into a machine instruction directly and can present a better abstraction
and more readable code. Thus, GCC RISC-V back end is extended with instruction

patterns of the new instructions and built-in functions.

Effects of the new instructions on performance of the program are investigated on
Spike RISC-V ISA Simulator by extending the simulator with the new instructions.
Functional behaviors of the new instructions are added to the simulator and an

application-specific processor is modeled and simulated in terms of executing an ELF.
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Spike returns the executed instruction count when the number of clock cycles is read.
So, an algorithm is integrated into Spike to measure the total clock cycles of executed

instructions.

The experiment results show that extending RISC-V with ASCON specific custom
instructions has a great effect in terms of total clock cycles and number of instructions
of the program. A round in permutations is accelerated at least 51.7% and instruction
memory is reduced 55.9% in worst-case considering optimization level of the compiler.
Encryption execution of the Ascon128av variant is accelerated 16.1% and instruction

memory is reduced 17.5% for the resource constraint devices.

In this study, compiled RISC-V ELF binaries are run on Spike simulator rather than
real hardware. The future work will be to design the new instructions for RISC-V on
hardware and run compiled ELF binaries directly on hardware to verify the

improvements.
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APPENDIX A: step method in Spike
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void processor_t::step(size T n)
{
if (!state.debug mode} {
if {halt request == HR REGULAR] {
enter_debug_mode |DCSR_CAUSE DEBUGINT)
} else if (halt_reguest == HR_GROUP) {
enter_debug_mode |DCSR CAUSE GROUP)
3 1T IThe halt Bt £ OCSR I8 degre:
else if [state.dcsr.halt) {
enter_debug_mode | FCSE_CALUSE_HALT);
}
¥

while {n = 8} {
ires + ipstrat — 93¢
uintfd t cycle total = B;
uintéd t cycle = @;
reg_t pc = state.pc;
mEU Tt mmU o= M

#dafine advanca_pc(]
if {unlikely(invalid_pc(pci)] {
switch (pe) {
case PC_SERTALIZE BEFORE: state.serialized =

true; break;
case PC_SERIALIZE AFTER: cycle total +=
++instret; break;}

case PC_SERTALIZE WFI: { [cycle total +=
n = ++instret; break;}

default: abort(};
B
pe = state.pe;
break; %
b else {
state.pc = pg;
instretes: o

cycle_total += cycle; &

try
{
take pending_interrupti):

if {unlikely(sLlow_path()))

{
while (instret = n}

if (unlikely(!state.serialized && state.
single step == state.STEP STEFPED]) {
state_single step = state.STEP NONE;
iT ('state, debug mode) |
enter_debug_mode (DCSA_CAUSE STEF) ;
hr;ak; -
}
1

it [unlikely|state.single step == state,
STEP_STEPPING) ) {
state.single step = state.STEP STEPPED;

i

insn_fetch_t fetch = mmu-=lead_imnsnipc);

if (debug && !state.serialized)
disasm(fetch.insn);

ptc = execute insn(this., pe, Fetechl:

cycle = get_clock_cycle|fetch.insn);

SOTENCE_pTy T
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else while (instret < n)
{
size t idx = wmu->icache_index(pc);
auto ic entry = mou.>access_icacheipc);
#define ICACHE_ACCESS(i) { \
insn fetch t Tetch = Lc entry->data; |\
pc = execute_insn(this, pc, fetch): \
cycle = get_clock_cycle|fetch.insn); \
ic_entry = ic_entry->next; \
if (i == nnu_t::ICACHE ENTRIES-1) break; \
AT (unlikely(ic entry->tag ‘= pc)) break; \
AT (unlikely(instret+I == n)) break; \
instretss; \

= DC: \
| cycle total += cycle;

switch (idx)
/ 1Cacs ) is gonerateg by the gen fcach

#include *icache.h”
}

advance_pc();
}
b
catchitrap t& t)
{
take_trapit, pc);
n = instret;

IT (unlikely{state.single step == state
STEP STEPPED)) {
state.single step = state.STEP_NONE;
enter_debug_mode (DCSR_CAUSE STEP);
}
}
catch (trigger matched t& t)
{
1f (mmu->matched trigger) {
insn_fetch t fetch = mnu->load_insnipc);

- insnithis. pc. fotchi:
| cycle = gct_clock_cyclollelch.znsnl:l
advance_pc( ),
delete mmu->mnatched trigger;
mou->matched trigger = NULL;
}
switch [(state.mcontral|t, index].action) {
case ACTION DEBUG MODE:
enter_debug_mode (DCSR_CAUSE HWBP) ;
break;
case ACTION DEBUG EXCEPTION: (
insn trap t trap(CAUSE BREAKPOINT, t
address);
take_trap(trap, pcj;
break;
)

default:
abort{):

}
t
catch (walt for interrupt t &t)
(

n = instret;

}

state.ninstret == Instret;
n -= instret;

| State mcycle += cycle total; |

!

Figure A.1: Updated version of step method in Spike[5].
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