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PRESENTATION ATTACK DETECTION
WITH SHUFFLED PATCH-WISE BINARY SUPERVISION

SUMMARY

Face recognition systems have been one of the most commonly used biometrics in
various different applications, such as mobile payments, smart phone security, and
accessing to high-security areas. However, face presentation attacks created by people
who obtain biometric data covertly from a person or through hacked systems are
among the major threats to face recognition systems. Presentation attacks are easy
to make, especially for face presentation attacks, as malicious individuals only need a
high-quality face image of any enrolled user to bypass the biometric system.

In order to detect these attacks, Convolutional Neural Network (CNN) based systems
have gained significant popularity recently. Convolutional Neural Networks provide
end-to-end systems for presentation attacks. They also offer fast inference, which is
helpful for the biometric systems. However, CNN-based systems need a substantial
amount of data to train. It is hard to acquire presentation attacks as for each attack,
a human should physically attack to the sensor. Unlike face recognition datasets that
utilize millions of face images crawled from the internet, presentation attacks have
to be captured explicitly for the dataset. Therefore, publicly available datasets are
significantly smaller. As neural networks require massive amount of data to generalize,
CNN-based presentation attack detection systems perform very well on intra-dataset
experiments. Yet, they fail to generalize to the datasets that they have not been trained
on. This indicates that they tend to memorize dataset-specific spoof traces. To mitigate
this crucial problem, we propose a new presentation attack detection training approach
that combines pixel-wise binary supervision with patch-based Convolutional Neural
Networks. We call our method as Deep Patch-wise Supervision Presentation Attack
Detection (DPS-PAD). The proposed method combines different patches of different
attacks and bona fide images of the dataset and creates a new training data this way.

Our experiments show that the proposed patch-based method forces the model not
to memorize the background information or dataset-specific traces. We extensively
tested the proposed method on widely used presentation attack detection datasets
—Replay-Mobile, OULU-NPU— and on a real-world dataset that has been collected
for real-world presentation attack detection use cases. The proposed approach
is found to be superior in challenging experimental setups. Namely, it achieves
higher performance on OULU-NPU Protocol 3, 4 and on inter-dataset real-world
experiments.
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KARISTIRILMIS YAMA TABANLI IKiLI GOZETIM ILE
SUNUM SALDIRI TESPITI

OZET

Giintimiizde bircok sistem kullanicilarimin  hesaplarini ve yetkilerini giivende
tutabilmek i¢in biyometrik verilerin dogrulanmasini istemektedir. Pek cok yiiksek
giivenlikli bina, bankacilik sistemleri, saghik uygulamalar1 ve hatta kisisel akill
telefonlar kullanici girisi i¢in ekstra olarak biyometrik verileri kullanmaktadir.
Geleneksel olarak kullanilan PIN kodlar1 veya sifreler gibi calinmasi kolay olmayan ve
her kisinin kendine 6zel ve biricik olan biyometrik veriler ile yapilan dogrulamalar hem
daha giivenli hem de kullanicilar i¢in daha kolay bir erisim yontemidir. Biyometrik
verilere parmak izi, avug i¢i izi, kulak, ses, yiiz, iris, retina, imza, viicut kokusu,
el damar1 veya DNA bilgisi ornek olarak verilebilir.  Fakat cok sayidaki bu
verilerin alinmasi icin farkli donanimlar gerekmektedir. Ornek olarak, parmak izi
almak icin gereken sensorler, 1siklandirma ve parmagin sensore nasil yerlestirildigi
gibi teknik zorluklar her biyometrik verinin giinlilk yasamdaki dogrulamalar icin
kullanilamamasina sebep olmaktadir. Bu biyometrik verilerden en kolay elde
edilebilen ve kullanilabilenlerin basinda yiiz gelmektedir.

Yiiz biyometrisini elde etmek i¢in gerekli olan tek sensor kameradir. Giiniimiizde
maliyetleri olduk¢a diisen kameralar, zaten bir¢ok yerde kullanildig1 icin biyometrik
dogrulama ic¢in de siklikla kullanilmaktadir.  Biyometrik dogrulamanin disinda
yiiz biyometrisi askeriye, giivenlik giicleri, saglik uygulamalari, kayip insanlarin
tespiti gibi bircok alanda da karsimiza c¢ikmaktadir. Bu alanlarda kisi tanilama,
kisi dogrulama ve kisi onaylama gibi farkli amaclarla kullanilan yiiz biyometrisi
hem saglayabilecegi basar1 oran1 hem de sagladig1 giivenlik seviyesi nedeniyle hem
akademide hem de endiistride iistiine olduk¢a calisilmaktadir. Fakat yiiz biyometrisi
kullanan bu sistemlerin en biiyiik zay1flig1 verilen biyometrik verinin gercekten kisinin
kendisinden gelip gelmediginin tespit edilmesinin zor olmasidir.

Bir biyometrik sistemin sensdriine, bir kullanicinin calinmig verilerinin sunulmaya
calisildigr saldirilara sunum saldirilar1 adi verilmektedir. Sunum saldirilart her tiirlii
biyometrik sistemde olabilse de bu tez kapsaminda yiiz sunum saldirilarinin tespiti
konusu incelenmektedir. Yiiz sunum saldirilar1 giiniimiizde daha c¢ok sisteme kayith
kullanicilarin yiiz imgelerinin sosyal medya platformlarindaki profil imgelerinden
kopyalanmasi veya kisinin yiiz imgelerinin farkli yollardan ele gecirilmesi ile
yapilmaktadir. Ele gecirilen yiiz imgesi bir kagida basilabildigi gibi bu imge
tizerinden silikon veya recine maskeler olusturularak biyometrik sistem kandirilmaya
calisilabilmektedir. Buna ek olarak dijital ortamlardan elde edilen imge ve videolar
telefon, tablet, televizyon, monitdr gibi goriintiileme cihazlarina aktarilip sunulan
biyometrik verinin gercek¢iligi artirilabilmektedir. Giintimiizde bircok biyometrik
sistem sadece tek bir imge degil, video kaydi ile sunulan biyometrik verinin
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gercekeiligini daha kolay bir sekilde tespit etmeye caligmaktadir. Fakat tek bir imgeden
sunum saldir1 tespiti yapmanin oldukca bagarilt oldugu gosterilmistir.

Artan veri miktari, ucuzlayan donanim maliyetleri ve sinir aglar1 mimarilerinde
bulunan yeni yontemler sayesinde derin 6grenme modelleri geleneksel yontemlerden
daha basarili sekilde bilgisayarli gorii, ses tanima, dogal dil isleme, medikal
goriinteleme ve robotik gibi bir¢cok alana adapte edilmistir. Yiiz sunum saldiri
tespitleri i¢in geleneksel 6znitelikleri kullanan sistemler sunulmus olsa da son yillarda
hizli bir sekilde kabiliyetlerini kanitlayan yapay sinir aglar1 sunum saldirt tespiti
icin de kullanilmaya baglamistir. Yiiz sunum saldirilart 6ziinde ikili siniflandirma
olarak formiilize edilmektedir. Pozitif sinif sensoriin karsisinda gercek ve canli
bir insan oldugunu ve verilen yiiziin herhangi bir cansiz materyalden gelmedigini
belirtirken, negatif siif ise verilen imge veya videodaki yiiziin canli bir insana ait
olmadigini belirtir. Sunum saldir1 tespiti problemi ayrica yiiz canlilig1 tespiti olarak
da adlandirilmaktadir. Fakat buradaki canlilik kavrami kafa karistirici olabilmektedir.
Canlilik kavramu ile kastedilen sensoriin karsisindaki kisinin canli olmasi ve yiiziiniin
herhangi bir maske, kagit, elektronik cihaz veya makyaj gibi yiiz biyometrisini
degistirecek objelerle kapatilmamis olmasidir.

Yapay sinir aglarinin yiiksek bagsarim gostermesi ve genellestirilebilir sonuclar
verebilmesi i¢in ¢ok fazla sayida veriye ihtiyact bulunmaktadir. Sunum saldir
tespitine en yakin alanlardan biri olan yiiz tanima alanindaki yapay sinir aglari i¢in
milyonlarca imge kullanilmaktadir. Fakat sunum saldir1 veri kiimelerini olusturmak
diger bilgisayarl gorii alanlarindaki kadar kolay olmamaktadir. Her bir saldir1 icin bir
kisinin yiiz imgesini veya videoyu igeren kagit, maske, goriintiileme cihaz1 gibi saldir1
enstriimanini olugturmasi ve bu enstriimanla birlikte sistemi olabildik¢e kandirabilecek
bir sekilde sensore karsi tutmasi gerekmektedir. Video tabanli saldirilar igin ise
belli bir siire sensor kargisinda hareket etmek gerekmektedir. Bu zaman alan ve
oldukca maliyetli olan saldir1 goriintiilerinin toplanmasi kolay olmadig1 icin herkese
acik olarak sunulan sunum saldir1 tespiti veri kiimeleri hem veri sayis1 hem de kisi
say1s1 bakimindan oldukg¢a sinirli kalmaktadir. Bu sinirh veri kiimeleri ile egitilen
yapay sinir ag1 tabanli sunum saldir1 tespiti sistemleri ise az sayida verilen veriyi ¢ok
1yi 6grenirken, veri kiimesi disindan gelen saldirilara basarili kargilik verememektedir.
Ozellikle sunum saldir1 tespiti alaninda bu agir1 6grenme problemi, ¢oziilmeye calisilan
en biiyiikk sorunlardan biri olarak karsimiza cikmaktadir. Kisith veri ile egitilen
sistemlerin bir diger sorunu ise daha 6nce goriilmemis bir saldir1 ¢esidine karsi cevap
verememektir. Ornegin sadece belli bir silikon maske tipiyle olusturulmus 3 boyutlu
maske saldirilarini iceren bir veri kiimesinde egitilen bir sistem, recineden veya 3
boyutlu yazicidan ¢ikartilmis bir maske saldirisina iyi cevap verememektedir.

Sunum saldirt tespitinde var olan bu agir1 6grenme ve genellestirilememe problemini
cozmek i¢in sayisiz calisma yapilmistir. Veri kiimelerinin sayilarini artirmak zor
ve maliyetli oldugundan dolay1r daha cok yapay sinir aglarinin gelistirilmesine
odaklanilmigtir. ~ Bu tezde sunulan yontem de aymi soruna farkli bir agidan
bakarak, elde bulunan verilerin en iyi sekilde sentezlenerek egitilen modellerin
daha genellestirilebilir olmasimi1 saglamaktadir. Alandaki bir¢cok ¢alisma modellerini
egitirken bir yliz imgesi ve bu imgenin ait oldugu sinif etiketini kullanarak ikili
siniflandirma yapmaktadir.  Bu calismalarin aksine ikili siniflandirmay1 piksel
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seviyesinde yapan DeepPixBis adli yapay sinir ag1 ise verilen imgenin sinifim piksel
seviyesinde gostererek, sunum saldir1 tespiti bagarimlarini oldukga yiikseltmistir. Bu
tezde de DeepPixBis modeline verilen girdi imgeleri ve etiketler degistirilerek egitim
yapilacak imge sayis1 artirilmaya calisilmig ve 6nerilen yontemin genellestirmeyi ciddi
bir diizeyde artirdig1 gosterilmistir.

Bu tezde sundugumuz yontem verilen sunum saldir1 veri kiimesindeki bulunan tiim
yiizleri ufak yamalara ayirarak yama tabanl bir tespit yapmaya ¢aligmaktadir. Her bir
yiiz imgesi 49 tane kii¢iik yamaya boliindiikten sonra her bir yama i¢in imgenin etiketi,
yamanin etiketi olarak atanmaktadir. Daha sonra alandaki diger ¢alismalardan farkli
bir sekilde hem saldirt hem de gercek yiiz yamalari tek bir imge haline getirilmek iizere
karigtirtlmistir. Bu isleme yama dikimi adi1 verilmekte ve yama dikimi iki farkli sekilde
gerceklestirilebilmektedir. Birinci yontem yiiz seklini korurken, ikinci yontemde yiiz
seklini dikkate almadan dikim gerceklestirilir. Yiiz seklini koruyarak yapilan dikim
isleminde farkli kisilerin hem saldir1 hem de ger¢ek yamalarinin alindig1 yiiz parcasi
dikkate alinarak birlestirildigi i¢in, dikim iglemi sonunda ortaya yiizii andiran bir imge
cikmaktadir. Lakin bu imge 49 farkl yiiz yamasindan olusmaktadir, bu yiizden de
icinde hem gercek hem saldir1 imgelerinin parcalarini igeren bir karigimdir. Ikinci
yontem olan rastgele dikimde ise herhangi bir yiiz sekli dikkate alinmadan rastgele
olarak dikilmektedir.

Dikim isleminin modele sagladig1 katki ise, yapay sinir aginin spesifik sunum saldir1
izlerine odaklanmayip verilen kiigiik yiiz yamalarindan bile sunum saldirist olup
olmadigini ogrenebilmesidir. Bunun yaninda her yiizden 49 yama alindigr ve bu
yamalar tamamen rastgele olarak birlestirildigi icin ¢ok yiiksek sayida egitim verisi
olusturulabilmektedir. Boylece kisitli imge sayis1 bulunan veri kiimelerinin iizerinde
bile egitim saglamak miimkiin olabilmektedir. Ayrica yiiz yapisini bozarak yapilan
egitimlerin farkli veri kiimelerinde yapilan deneylerde performansa katki sagladigi
gosterilmigtir.

Alanda kabul gormiis test veri kiimeleri iizerinde yapilan deneyler sonucunda
onerdigimiz DPS-PAD (Derin Yama Gozetimli Sunum Saldir1 Tespiti) yontemi sadece
girdi imgelerinin farkli yamalardan birlestirilmesi sayesinde verilen herhangi bir
sunum tespit sisteminin basarisin1 dikkate de8er sekilde artirmistir. Ayrica Onerilen
yontem herhangi bir yapay sinir ag1 tabanli modele uygulanabildigi icin de oldukca
kullanighdir. Alandaki kabul gormiis test veri kiimeleri daha ¢ok laboratuvar ortaminda
kontrollii olarak olusturuldugu icin, giinliik hayattaki sartlar taklit etmeye calisan ve
kontrolsiiz ortamdan toplanan verilerle Sodec Real-World veri kiimesi olusturulmustur.
Yapilan deneylerle beraber sundugumuz yontemin daha ¢ok genellestirmeye ihtiyag
duyan kontrolsiiz ortamdaki verilerle test edildigi basarili oldugu gosterilmistir. Bu
testlerde alandaki en iyi performansl modellerden daha bagarili oldugu gosterilmistir.
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1. INTRODUCTION

Face recognition technology has been a popular research field in both industry and
academia due to its ease of use and availability of cheap camera sensors. The
technology has been deployed for many end devices, high-security areas, mobile
payment systems, and border control [I|2]. Therefore, it has been a major target of
people with malicious intentions to use the face of an enrolled user, which can be
accessed easily, to gain authorization to systems protected by biometric access. Face
images of legitimate users can be downloaded easily due to the widespread usage of
social networks and search engines. Typing a person’s name and downloading their
profile pictures are enough to steal a person’s facial biometric data. Downloaded
face images can be printed on paper, silicon mask, or resin mask or can be shown
on high-quality display devices, such as laptop screens and televisions. These kinds of

attacks are called presentation attacks (PA). shows an example presentation

attack scenario.

Figure 1.1 : An example presentation attack scenario where impostor uses tablet and
paper as presentation attack instrument.



In general, ISO/IEC IS 30107 [3] defines the presentation attack as "a presentation
to the biometric capture subsystem with the goal of interfering with the operation
of the biometric system". Systems that aim to detect presentation attacks are called
presentation attack detection (PAD) systems. Presentation attacks are not limited
to face biometrics but in this thesis, we are focusing on face presentation attacks.
Other biometric data types for presentation attacks are iris [4], fingerprint [5], and

signature [6].

Presentation Attack Enrolled Users
Face Dataset
Face Presentation Face Yes
. Attack L. —
Detection . Recognition
Detection

User Sensor Authenticate

Fake No

Figure 1.2 : An overview of face recognition pipeline for a biometric authentication
system. Presentation attacks targets biometric capture device, where given biometric
data is interfered by the impostor or identity concealer.

shows general usage of face recognition systems. Presentation attack
detection takes place before the face recognition to determine that given biometric data
was captured from a real person. Therefore, presentation attacks are direct attacks on
the capture devices, therefore named sensor level attacks. PAD is also called liveness
detection, however liveness keyword might be confusing for the attacks that contain
transparent or half masks. Therefore, the "liveness" is measured by assessing whether
any presentation attack instruments are present in the image. These instruments can be
papers, tablets, mobile phones, laptop screens, televisions, transparent masks, silicone
masks, resin masks, or even makeups. shows some examples of these
attacks. These instruments are grouped into paper, replay, and mask attacks. In paper
and replay attacks, the presented face images are not live as they are either on a paper
sheet or displayed on a display monitor. In mask attacks, the impostor or identity

concealer wears a mask that covers some parts of a face. Therefore, the person is "live"



but their faces are covered with different kind of materials such as resin or silicone.
If the PAD fails to detect the attack, face recognition systems are vulnerable as the
given data belongs to an enrolled user. It is a challenging problem even for humans, as
presentation attack instruments (PAI) can be very high quality such as 8K televisions or
silicone masks. Frame-based PAD is even a more challenging problem as no temporal

information can be used to detect attack traces and abnormalities.

In the earliest works on PAD, researchers created hand-crafted features to use the
color and texture of the given face images to detect liveness. PAD systems gained
a significant performance increase after using deep learning methods, instead of
hand-crafted features. Even after these improvements, PAD methods are not able to
generalize well to more realistic scenarios. Deep learning methods need millions of
data in order to train models that can detect presentation attacks from live recordings.
However, collecting PAs is highly time-consuming and costly as high-resolution
displays or expensive face masks are used as PAIs. Many academic research
laboratories have collected large and representative datasets [7]—[12] to train deep
learning models and to create a benchmark to test PAD system performances fairly.
As many of these datasets are collected under controlled environments to properly
test the developed systems, they might not reflect real-world presentation attacks.
Rapid performance increases have been achieved in PAD task when researchers found
different cues to decide the liveness of a face [[13[]-[[15]. These different cues are
generally effective to prevent specific attack types, but cannot perform well on all kinds
of attacks like mask, replay, and print attacks. Deep neural networks have been trained
with the data to learn these different cues to create PAD systems that work very well
on intra-dataset benchmarks. Yet, the real challenge in PAD still remains as achieving
high performance on inter-dataset benchmarks, which shows the real performance of
the PAD systems in real-world like scenario. Most of the systems that use CNNs
overfit the data easily by memorizing reflection and illumination effects. Our aim in
this paper is using patch-wise supervision to reduce this overfit behaviour and increase

the generalization capability of PAD systems.

In this thesis, we present a novel training procedure, namely Deep Patch-Wise

Supervision for Presentation Attack Detection (DPS-PAD), for face PAD systems.



We also present comprehensive analysis of our novel method by investigating the
effects of different parts of the procedure. Our proposed strategy leverages small
face patches, therefore suitable for using less number of images. As PAD datasets
do not contain large amount of images to train a well generalized deep learning
models, our model is preferable. We show that our training method, which combines
different face patches, utilizes the pixel-wise binary loss better. We also show that
our proposed method improves model performances in real-world experiments. To
assess the real-world performance, we use a dataset that we collected specifically for
this purpose. The uncontrolled nature of the dataset imitates real-world data with the

unrestricted presentation of attack instruments and input sensors.

The remainder of the thesis is organized as follows: In Chapter 2, we provide a brief
overview of the related work. In Chapter [3| we explain the proposed method and
give detailed information about the training parameters. In Chapter 4] we present both
publicly available benchmark datasets and the dataset that we have collected to imitate
the real-world conditions. We use these datasets in our experiments and the ablation
study of the proposed method. This section also provides experiment results. In
Chapter|[5] we present more insight into the method and discuss its limitations. Finally,

Chapter [6] concludes the thesis and provides future directions for our research.



Figure 1.3 : Examples of different presentation attack instruments. Top row shows
cut paper, eye mask, and laptop screen. Bottom row shows tablet, display monitor,
and silicone mask.






2. LITERATURE REVIEW

In this chapter, we present the related literature review for presentation attack detection.

PAD methods can be grouped into two main approaches; video-based and frame-based.
Frame-based methods use a single image to detect presentation attacks and
leverage subtle cues from the given face image. On the other hand, video-based
methods [16]—[18] additionally employ temporal consistency and temporal cues.
These cues can be summarized as liveness, texture, and 3D geometry [19]. Among
these cue-based methods, liveness cues are not suitable for frame-based PAD methods.
Therefore, texture and 3D geometry cue-based methods [20]—[23]] are more popular for
detecting liveness from a frame. Depth or pseudo-depth signals are the most popular
signals for 3D geometry cue-based methods to distinguish presentation attacks from
real attempts. Even though devices with depth sensors, time-of-flight cameras, Lidar
sensors, etc., are getting popular in daily usage, most mobile phones or video cameras
do not have depth sensors. Therefore, methods mostly rely on pseudo-depth maps
which are not real data and may not reflect real-world data distribution very well. For
that reason, most of these methods might get good results on specific datasets but fail

to generalize.

As one of the initial PAD works with deep neural networks, [24]] proposes to use a
face alignment network on face images and use those images to train an AlexNet [25]]
model. The trained model is utilized as a facial feature extractor network. Extracted
features then classified as attack or bona fide by using a support vector machine

classifier.

In order to improve PAD performances, researchers utilize secondary supervision,
along with the binary classification objective, for training their models with a limited
amount of data. [26]] provides an exceptional overview on deep learning-based PAD
methods. Among these methods, [27]] proposes an effective model for frame-level

PAD. They add additional supervision, which they call pixel-wise binary supervision,



to simplify the necessity of complex depth maps and temporal information. Their
model creates a 14 x 14 score map which helps to perform pixel-wise binary
supervision. On top of this supervision, their model is guided with binary
cross-entropy. We build our model on top of [27] by using their pixel-wise binary
supervision and model architecture. Instead of using binary cross-entropy, we propose
to use only pixel-wise binary supervision. Moreover, we train our models with shuffled
face images that are created by multiple patches of different face parts of different

subjects.

There has been more follow-up work on pixel-wise supervision due to its outstanding
performance on benchmarks. [28]] provides a good overview of pixel-wise supervision,
along with depth maps, 3D point clouds, and analysis of different loss functions for
PAD. They also propose a pyramid supervision, inspired by the [29] to supervise
the network using both local spatial relations and high-level semantics. For the
pyramid supervision, they both consider depth map pixel-wise supervision and
binary pixel-wise supervision. They show that using pyramid supervision with
pixel-wise supervision enhances the model’s interpretability and performance on
various benchmarks. [30] proposes to use pixel-wise supervision with the meta-teacher
model to supervise presentation attack detectors. They show that meta-teacher model
produces more informative supervision than using a fully supervised training or
teacher-student models. Their findings indicate that the proposed model can provide
sufficient supervision to train networks without depending on highly time-consuming
pixel-wise labels. Another work that uses meta-learning is [31], which formulates the
PAD problem as zero- and few-shot learning tasks. They train a meta-learner that
focuses on detecting unseen presentation attack types by using live and spoof videos
and a few examples of new attacks. They show that their method can outperform the

others on existing zero-shot PAD benchmarks.

[15] proposes a two-stream CNN that uses patches and depth maps. They claim that
patch-based CNN learns to discriminate artefact patches independent of the spatial
face areas whereas depth-based CNN allows the model to learn how a face-like holistic
depth map should look like. Our work, which combines pixel-wise binary supervision

with patch-based CNN, is inspired by [15,27]. As [15] showed, we believe that



training a CNN with face patches allows the model to distinguish artefacts without
learning background or dataset-specific traces. Therefore, it prevents the model to
overfit. Effectiveness of a similar patch shuffling method is presented in [32]]. In [32]
it is shown that shuffling pixels within a patch can increase the generalization of
the models. Our approach tries to mimic this behavior from a higher level of view.
Currently, one of the best performing frame-level PAD methods [33,34]] leverages a
novel convolution operation. Authors propose Central Difference Convolution (CDC)
for detecting presentation attack artefact traces. CDC specifically focuses on these
artefact traces. The model is trained with pseudo-depth maps which require additional
pseudo-depth map creation steps for ground truth. They also use computationally
expensive Neural Architecture Search (NAS) to find a better and more efficient model
which they call CDCN++. They report the lowest error rates on the OULU-NPU [/7]
dataset. Another work that uses CDC is [35]], which claims that aggregating central
difference cues make the CDC redundant in the training phase. Therefore, in [35] they
propose using two Cross Central Difference Convolutions (C-CDC) which substitutes
center and neighbors. Their new convolution method provides lower computation
costs. Moreover, they also propose a patch exchange augmentation method to increase
the number of images and diversity in the PAD datasets. Similar to our proposed
patch stitching method, they propose using different real and spoof face patches by
exchanging patches between images. Unlike our binary pixel-wise supervision, they
use depth maps, therefore exchanged patches also change the depth map labels. Facial
structure during the patch exchange is preserved similar to our controlled-stitching

method.

Recently, there have been a couple of works that propose to use local patches of the
face with deep learning architectures. Authors of [36] propose a self-supervised PAD
framework that utilizes self-supervision training strategy to learn local presentation
attack cues from a face image. They finetune their fully convolutional network with
randomly selected arbitrary-size face patches. Unlike our work, they also use partial
presentation attack instruments, such as cut-out masks, therefore they assume that
attack instruments have local regions over the face. [37] proposes using a human-like

approach where they take a global look at first and then they use local patches for



more discriminative information. Unlike many patch-based approaches, they leverage
reinforcement-learning to find face-spoofing-related information from patches of faces.
Their agent tries to predict locations of patches and location of the spoofing cues.
Instead of raw RGB pixels of the patches their agent works on feature maps of
the patches. In [38]] authors propose Destruction and Combination Network (DCN)
which utilizes their novel local relation modeling, content combination, and structure
destruction modules. Structure destruction module is similar to create jigsaw puzzles
pretext task proposed in [39]. After creating jigsaw puzzle from a face, they combine
patches of different subjects. Their experimental results also support our arguments
in [40] that shuffled patches increase the generalization capabilities of the PAD models.
In contrast to their work, we do not employ any similarity measurement or reflection

estimation. Instead, we utilize patch-wise binary supervision directly.
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3. METHODOLOGY

In the following subsections, we first explain the used face detection and face
alignment methods, as well as the image partitioning scheme. Then we provide
information about the employed model architecture, loss function, and details of

training.

3.1 Preprocessing

| — BCET
(224x224)

Face Aligned Patch Patch
Alignment Faces Creation Stitching Creation

Input Frames

Figure 3.1 : Our overall pipeline of input and ground truth label creation starts with
cropping and geometrically aligning faces. For geometric normalization, we use two
eye centers. Aligned faces are divided into 32 x 32 pixels patches. After all patches
are created for the dataset, we combine different patches of different real or spoof
images. This combination process is called stitching. Stitching can be made with two
different methods. The upper row shows controlled stitching, which tries to keep the
facial structure intact. The bottom row shows random stitching, which takes random
parts of the faces. The final step is 14 x 14 ground truth label creation, which contains
1 for real patches and O for fake patches.

It has been shown that face recognition systems can perform much better when given
inputs are preprocessed to enhance the captured image [41]]. Preprocessing is much
more important in an uncontrolled scenario where distance between face and input
sensor can vary. In our preprocessing pipeline we first detect faces and face landmarks
in the given frame with MTCNN face detector. Then by using Bob framework
we align the detected faces with respect to the eye coordinates and crop these
aligned faces to 224 x 224 resolution. After that, we create patches from each face

image by dividing it using a 7 x 7 grid. This way, we get 49 face patches of 32 x
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32 resolution for each face image. We then combine these patches to create a new
224 x 224 resolution image. Our method produces 14 x 14 output map. Each face
patch corresponds to a 2 x 2 location in the ground truth 14 x 14 label map. Bona fide
patches have 1 as the label and fake patches have 0 as the label. We call this process
patch stitching. We use two different strategies while stitching the patches. In the first
approach, which we call random stitching, we completely randomize the patches and
do not care about facial structure while combining different patches. Therefore, in this
method, we get completely shuffled face images. As we randomly choose patches, the
same parts of faces can be found in stitched images. For example, multiple noses or
eyes can be seen in the bottom part of the In the second approach, which we
call controlled-stitching, we combine patches of different faces while keeping the facial
structure as much as possible. Therefore, we actually create an input that resembles
a face and consists of multiple subjects’ face parts. The input contains both bona
fide and attack patches, because of that stitched images must have labels for each
patch separately. In our experiments we use the former approach which gives better
performance in inter-dataset experiments. The overview of the proposed method is

illustrated in [Figure 3.2

3.2 Model Architecture and Training

We use a deep CNN network that takes 224 x 224 resolution input images and creates
14 x 14 output maps. We use the model that was proposed in [27] which is based
on DenseNet-161 [45] architecture. However, we do not have the final linear and
sigmoid layers. Our 14 x 14 output map selection is to be exactly comparable with
our baseline [27]]. The model contains the first eight layers of the DenseNet [45]] and
we use ImageNet [25] pretrained weights. At the end of eight layers, we add a 1 x 1
channel-wise convolution to produce a 14 x 14 x 1 feature map which is the model
output. Our proposed training method is not specific to the architecture, it can be
replaced with any kind of CNN architecture. In order to show the model invariance of
our training method, we also applied our method to CDCN [33]], which uses Central
Difference Convolution and pseudo-depth maps to detect presentation attacks. As

CDCN uses different architecture, we used 256 x 256 input images and 32 x 32 depth
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maps. Therefore, instead of 14 x 14 feature map, we use 32 x 32 feature maps for
the CDCN. We use input images that contain multiple patches together, therefore, we
do not have a binary label for each input image. In training time, we use 14 x 14
pixel-wise binary labels to train the model with Binary Cross Entropy (BCE) loss. We
assign ground truth y = 0O for patches that come from attack images and y = 1 for
patches that come from bona fide images as explained in Chapter [3.1] The equation

for pixel-wise loss is given in|Equation 3.

gpixelfwiseBCE = —(y(ZOg(p)) + (1 _y)log(l _p)) (3.1

In p is the 14 x 14 model output that contains probability values between
0 and 1. We minimize this loss with Adam optimizer. We use 0.001 as the initial
learning rate and halve this value at each 10th epoch. We use 32 as batch size and
we generally train our methods for 45 epochs. We use horizontal flip and color jitter
as data augmentation. Moreover, our patch shuffling also acts like an augmentation.
In the test time, we give the aligned face image as input to the model and our model
produces 14 x 14 output. We calculate the mean probability score by using the 14 x 14
output, then we use this probability as our liveness score. If the score is higher than

the predefined threshold, we classify the given input as bona fide, else we classify it as

an attack.
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Figure 3.2 : Overview of the proposed method which uses combined patches of
different faces with pixel-wise binary supervision. Input image contains 49 different
patches of real or fake images. Given input is passed from DenseNet-161 architecture
until it produces 14 x 14 output map. Ground truth map also has 14 x 14 binary labels.
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4. DATASETS AND EXPERIMENTAL RESULTS

This section presents the datasets that have been used to evaluate the performance
of the proposed approach, the experiments carried out, the obtained results, and

discussions.

4.1 Datasets and Metrics

We use four different datasets for the experiments, namely, Replay Mobile [10],

OULU-NPU [7], SiW [8]], and Sodec Real-World dataset.

4.1.1 Replay Mobile Dataset

Replay Mobile dataset [10] consists of 1190 video clips of 40 subjects. Each
subject has ten videos under different illumination and background conditions. The
dataset contains paper and replay presentation attacks under five different illumination
conditions. To imitate replay attack scenarios subject videos are displayed on a 1080p
matte monitor, then recorded from it. For all matte screens, a stand has been used to
hold capturing device still. In print attacks, the faces of the subjects are printed on
A4 paper then put on a stationary surface. For print attacks, if capturing device has
been held by a spoofer it is considered as the "hand" category or if it has been held
by a stand then it is considered as the "fixed" category. The dataset has "grandtest"”
protocol for evaluating the global performance of an algorithm. We report our results
on the "grandtest" protocol. We use the train, development, and test sets of the dataset

that were provided with the dataset for training and evaluating our models.

4.1.2 OULU-NPU Dataset

OULU-NPU dataset [7] is one of the biggest PAD datasets with over 5900 videos of
55 subjects. Videos were recorded in three different environments. All of the videos

have 1080p resolution and are taken by six different mobile phone cameras. The
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dataset has both print and replay attacks with two different printers and two different
electronic displays. There are four protocols for evaluating a method’s generalization
capability. The protocol names were set based on the level of difficulty. In all
of these protocols subjects in training, development, and test sets do not overlap.
Protocol 1 contains unknown background and illumination conditions in the test set
to evaluate the generalization of the face PAD methods. The first two sessions are
reserved for training and the last session is allocated for testing. Protocol 2 evaluates
the generalization across different attack devices, such as different electronic displays
and printers. Protocol 3 uses recordings from different phones to test the methods’
generalizability across different input sensors. Protocol 4 evaluates the method across
previously unseen backgrounds, illumination conditions, attacks, and input sensors.
Therefore, it is the most challenging protocol. It combines all the restrictions in the
previous protocols. Moreover, it contains less training data. We report mean and
standard deviation values on Protocols 3 and 4 which use the leave-one-out strategy

for six different phone cameras.

4.1.3 SiW Dataset

SiW dataset [8] is one of the largest high-quality antispoofing datasets. It has over
4400 videos of 165 subjects collected over four different sessions. All videos have
1080p resolution and contain variations of distance, pose, illumination, and expression.
It contains both print and replay attacks. The dataset has three protocols to test
the generalization capability of the models. We utilize this dataset for inter-dataset
experiments because of the following reasons: it contains one of the highest number
of subjects among PAD datasets, it contains different poses and expressions, and the
acquisition device changes its distance to subjects, which is a common behavior in the

real-world PAD attempts.

4.1.4 Sodec Real-World Dataset

Sodec Real-World dataset has been collected to simulate the real-world presentation
attack scenarios. It contains more than 51k frames of 31 different subjects. There

are 16 male and 15 female subjects. It contains only replay attacks over three
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(b) Samples from Sodec Real-World dataset

Figure 4.1 : Sample images from OULU-NPU and Sodec Real-World datasets. In
OULU-NPU dataset same input devices are employed, whereas in Sodec Real-World
dataset different input devices are used. Different background, illumination, and pose

variation are present in Sodec Real-World dataset.
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different presentation attack instruments (PAI), namely, mobile phone, computer
display, and television. Unlike controlled datasets, every subject recorded videos
of themselves with their mobile phones in their own home/environment. Moreover,
subjects turned 360 degrees around themselves while holding the phone to capture
different backgrounds, illumination conditions, and pose variations. We show some
examples from the dataset in It is easy to observe that lighting conditions
and background in OULU-NPU dataset are similar. However, in the Sodec Real-World
dataset, severe illumination and background differences can be seen just like in
real-world scenarios. We utilize this dataset in inter-dataset experiments to test models

on real-world attacks.

4.2 Experimental Results

In all of our experiments, we used ISO/IEC 30107-3 3] standards, which are standard
metrics for the PAD. Attack Presentation Classification Error Rate (APCER), Bona
fide Presentation Classification Error Rate (BPCER), Half Total Error Rate (HTER)

along with the Average Classification Error Rate (ACER) on the test sets are reported.

APCER+ BPCER

ACER = 5 (4.1)
FRR+ FAR
HTER = + 4.2)

For all of our experiments, we determine the threshold according to the equal error
rate (EER) criterion that we calculate on the development set. The average of False

Recognition Rate (FRR) and False Acceptance Rate (FAR) is equal to HTER. These

values are calculated using the formulas given in |[Equation 4.1| and [Equation 4.2

We use OULU-NPU and Replay Mobile datasets for our intra-dataset experiments.

Table 4.1 : Intra-dataset test results of Replay-Mobile "grandtest” protocol. The first
column represents the Equal Error Rate (EER) in percentage and the second
represents the Half Total Error Rate (HTER) in percentage.

Model | EER (%) | HTER (%)
CDCN 0.0 0.0
DeepPixBis 0.0 0.0
DeepPixBis+DPS 0.0 0.0
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As explained before, we report APCER, BPCER, and ACER values obtained by
the tested models. In all of our experiments we use random stitching as our patch
stitching strategy. We compare our method with CDCN, CDCN++ [33/34], and
DeepPixBis [27]] models. CDCN++ is a state-of-the-art method that uses pseudo-depth
maps and central difference convolution that specificially focuses on artefact traces.
CDCN++ is the extended version of the CDCN model that utilizes neural architecture
search (NAS) based backbone with multiscale attention fusion module. NAS operation
specifically optimizes the model architecture for the given dataset. We integrate
our method with both DeepPixBis and CDCN models. Therefore, we are using the
exact same architecture when we compare the results. In the tables, we present our
method under the name of DeepPixBis+DPS and CDCN+DPS, where DPS stands for
deep patchwise supervision. As we use DeepPixBis and CDCN architectures as they
were proposed, our results are directly comparable in terms of model capacity and
computing time. For intra-dataset experiments we also present the results of different
state-of-the-art methods such as DC-CDN [35]], CDCN-PS [28]], DCN [38]].
presents the obtained results on the Replay Mobile dataset, "grandtest” protocol.
Similar to our method, in the Replay-Mobile dataset, most of the recent methods report
0% error. In we report the intra-dataset results on the OULU-NPU dataset.
shows that our method outperforms DeepPixBis and CDCN on Protocol 3
and Protocol 4, which are the hardest protocols of the dataset. Integrating our training
strategy into both of these networks provides substantial improvement. Moreover,
applying our method on CDCN backbone performs better than all the state-of-the-art
methods on Protocol 2, 3, and 4 in terms of ACER metric. These protocols have
smaller training data and their test data is not very similar to the training data in terms
of environment, PAI, and PA acquisition device. Our method has a higher error rate
on Protocol 1, but we believe that our method is well suited for generalization whereas

other methods gain an advantage of similar training and testing sets in these protocols.
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Table 4.2 : Intra-dataset test results on OULU-NPU dataset.

Pr Model APCER (%) BPCER (%) ACER (%)
CDCN 0.4 1.7 1.0
CDCN++ 0.4 0.0 0.2
DC-CDN 0.5 0.3 0.4
CDCN-PS 0.4 1.2 0.8
1 DCN 1.3 0.0 0.6
LMFD-PAD 1.4 1.6 1.5
DeepPixBis 0.8 0.0 0.42
DeepPixBis+DPS 2.1 2.1 2.1
CDCN+DPS 0.95 2.1 1.1
CDCN 1.5 1.4 1.5
CDCN++ 1.8 0.8 1.3
DC-CDN 0.7 1.9 1.3
CDCN-PS 1.4 1.4 1.4
2 DCN 2.2 2.2 2.2
LMFD-PAD 3.1 0.8 2.0
DeepPixBis 11.3 0.5 59
DeepPixBis+DPS 6.2 6.2 6.2
CDCN+DPS 1.3 1.2 1.2
CDCN 24+1.3 22420 23+14
CDCN++ 1.7+1.5 20+1.2 1.84+0.7
DC-CDN 22428 1.6+2.1 1.9+1.1
CDCN-PS 1.9+£1.7 20£1.8 20£1.7
3 DCN 23427 1.4+2.6 1.9+1.6
LMFD-PAD 35+£32 33+£3.2 34+3.1
DeepPixBis 11.6+19.5 10.5+14.0 11.1+94
DeepPixBis + DPS 6.1£2.5 6.3+2.5 6.2+2.5
CDCN+DPS 1.5+2.1 1.6+1.5 1.55+1.8
CDCN 4.6+4.6 9.2+8.0 6.9+2.9
CDCN++ 42+34 5.8+4.9 5.0£2.9
DC-CDN 5.44+33 2.5+4.2 40+3.1
CDCN-PS 29440 5.8+4.9 48+1.8
4 DCN 6.7+£6.8 0.0+0.0 33+34
LMFD-PAD 45+53 2.5+4.1 33+3.1
DeepPixBis 36.6+29.6 13.3+£16.7 25.0+12.0
DeepPixBis + DPS 11.5+7.8 11.5+7.8 11.5+7.8
CDCN+DPS 2.8+3.7 39+4.2 33+39
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4.3 Real-World Experiments

There are many face antispoofing datasets that are collected in controlled
environments. Most of the datasets only consider two or three backgrounds with
controlled illumination changes. However, in real-world applications, there are various
backgrounds, illumination, poses, and expression changes. Moreover, attackers are
more careful when creating a face presentation attack. We collected a dataset to
simulate the real-world use case of presentation attacks. We trained CDCN [33,34],
DeepPixBis [27], and our model on the SiW dataset Protocol 1. In these experiments,
we train CDCN only, because CDCN++ is a product of neural architecture search on
a dataset. Therefore it is an optimized version of the CDCN model for the specific
dataset. Moreover, we also integrated our proposed training method with CDCN and
DeepPixBis to further show that our method is compatible with different architectures
and increases the performance of these methods. For these experiments we chose S1W
dataset because it is one of the most representative datasets in terms of distance, pose,
illumination, and expression changes among PAD datasets. From we can
see that state-of-the art CDCN model has achieved the lowest error rate on the SiW
dataset, but it obtains a higher error rate on the Sodec Real-World Dataset. Results
indicate that when our method is integrated with different baselines, our models are

able to outperform DeepPixBis and CDCN without modifying their neural network

Table 4.3 : Experiment results of SiW (Protocol 1) and inter-dataset test results on
Sodec Real-World Dataset. Reported metrics in the table represents the ACER values
in percentage (%)

Trained on SiW
Model tested on SiW tested on Real-World Dataset
CDCN 0.12 12.52
LMFD-PAD 1.32 7.25
DeepPixBis 3.68 12.05
DeepPixBis+DPS 2.15 5.24
CDCN+DPS 0.11 4.76

architecture on inter-dataset and intra-dataset experiments of both the SiW dataset

and Sodec Real-World Dataset. The results show that our proposed method is useful
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and more suitable for real-world inter-dataset scenarios, which is the hardest task to

perform.
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S. ABLATION STUDY

In this section we investigate the effects of hyperparameters on the performance of the

method. We present our results on OULU-NPU dataset.

5.1 Patch Size

In our ablation, we first investigate the proposed method’s behavior for different patch
sizes. Our training method requires face patches of different bona fide and attack
images. We show that using stitched patches with patch-wise binary cross-entropy loss
increases the generalization power of the model. Yet, patch size plays an important
role on the performance. We can treat the whole image as one patch in an extreme
case using no stitching or each pixel as one patch. In our ablation study, we use three
different patch sizes to assess how patch size affects the performance. In [Table 5.1
we present the proposed method’s performance when we use 16 x 16, 32 x 32, and
64 x 64 patch sizes. Our ablation study shows that 32 x 32 pixels resolution patch size
provides the best performance in most of the protocols. Therefore, in our experiments

in Chapter [ we used 32 x 32 patch size.

Table 5.1 : Performance of our method for different patch sizes.

Prot. Patch Size (px) APCER (%) BPCER (%) ACER (%)
16x16 3.05 3.42 2.23
1 32x32 2.14 2.14 2.14
64x64 3.7 3.02 3.36
16x16 6.86 6.02 6.44
2 32x32 6.22 6.26 6.26
64x64 5.92 6.11 6.09
16x16 6.45+1.35 6.21+3.15 6.33+2.25
3 32x32 6.20 - 2.57 6.20 = 2.55 6.20 - 2.56
64x64 7.8343 8.03 +£3.55 7.9343.27
16x16 11.85£5.16 11.89£8.84 11.87£7
4 32x32 11.51+7.86 11.58+7.84 11.54+7.84
64x64 17.42+6.84 18.24+£7.02 17.83 +£6.93
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5.2 Patch Location

In presentation attacks, some parts of the images can be more informative to detect
spoof traces. Also, models may focus on information from unrelated parts of the face,
such as from background in the case of an overfit to the dataset. In our approach, we
average the 14 x 14 output score map, which shows the model’s decision for each
patch. Therefore, we are actually using the average liveness score of all patches.
However, if some patch locations perform significantly worse than others, it might
negatively affect the final decision. In order to investigate our model’s decisions,
we calculated APCER (%) and BPCER (%) values according to each patch location.
So, we treated each patch output as a different binary classifier. As we explained in
Chapter[d] our model produces 2 x 2 output for each patch location. Therefore, for each

patch, we produce four scores. For this ablation study, we use the average of the four

BPCER

(a) OULU-NPU Protocol 1

APCER BPCER

(b) OULU-NPU Protocol 2

Figure 5.1 : APCER(%) and BPCER(%) according to the decision of each patch
solely. Given values are the average patch performance over whole test dataset.
Illustrated face helps readers to better understand patch locations over an average
human face.
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values to decide the score of each patch. This calculation gives us a 7 x 7 output map,
where each location corresponds to a patch. In we see that outer patches
affect the performance significantly worse than inner parts of the face. This might be
due to the fact that most of outer patches mostly correspond to the background. From

this observation, we can conclude that the nose, mouth, and eye region of the face are

more suitable to detect presentation attacks.

Figure 5.2 : Example Tight (first column), Tighter (second column), and Tightest
(last column) face crops from OULU-NPU dataset. Distance between left and right
eye centers differ for different crops. Tight, tighter and tightest refer to crops with
112, 148, and 166 pixels eye center distance, respectively.
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5.3 Facial Bounding Box Size

We also experiment on the effect of facial bounding box size. Previous works
[47]-[49] showed that how the cropping of face images affect face recognition and
PAD performance directly. Therefore, we investigate the effect by using three different
facial bounding box sizes to crop the face images. We increase the distance between
eye centers to get tighter bounding boxes as we geometrically normalize (align) our
faces with respect to the eye centers. We used 112 pixels eye center distance for our
experiments in Chapter[d, We increased this distance by 36 and 54 pixels in order to get
tighter and tightest crops, respectively. contains sample face images aligned
with different inter-ocular distances. It can be seen from|Table 5.2]that Tight or Tighter
face crops perform better than Tightest face crops. This is because of in Tightest crop
some facial regions such as chin and mouth can stay outside of the face crop in some
subject images as we use geometrically normalized crops according to the eyes. Even
though performances are relatively close to each other in all protocols, Tight crops
give the best results for every protocol except protocol four. In Tight crops, some
background information is present at the expense of covering the entire face. In the
Tighter and Tightest crops, background information is completely removed, however,

this also led to the removal of some facial parts too, for example, a part of the forehead.

Table 5.2 : Effect of different bounding box sizes on test results of OULU-NPU
dataset. Tight, tighter and tightest refer to crops with 112, 148, and 166 pixels eye
center distance, respectively.

Prot. Bounding Box APCER(%) BPCER (%) ACER (%)
Tight 2.14 2.14 2.14
1 Tighter 2.26 2.18 2.22
Tightest 2.28 2.26 2.27
Tight 6.22 6.26 6.24
2 Tighter 6.25 6.24 6.24
Tightest 6.34 6.30 6.32
Tight 6.10 +2.57 6.30+2.55 6.20 +2.55
3 Tighter 6.324+2.20 6.28 +2.13 6.30+2.16
Tightest 6.42+1.87 6.40+1.96 6.41+1.91
Tight 11.51+7.86 11.58+7.84 11.54+7.84
4 Tighter 11.49 +-6.14 11.40 +6.22 11.441+5.18
Tightest 12.114£5.12 12.09£6.10 12.10£5.61
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Slightly better performance on Tight crops could be the result of some spoof traces like
paper wrinkles and screen reflections that can be detected by using the outer parts of

the crops.

5.4 Stitching Type

Our last experiment for the ablation study is the effect of different stitching types.
As we explained in Chapter [3.1} our input images are made of multiple patches of
different people. While we combine different patches, which we call patch stitching,
we use two different strategies. The first one is the random stitching, and the second
one is controlled stitching. Details of these strategies are given in Chapter 3.1} In
we present our experimental results of using these stitching strategies. From
the we see that random stitching consistently outperforms the controlled
stitching in all protocols of the OULU-NPU dataset. However, the performances
of both strategies are close to each other. It can also be seen that the performance
difference is larger in protocols 3 and 4. Better results on the random stitching strategy
can be explained by the fact that the generalization of the model increases as the
number of possible patch combinations increases. This is expected to reduce the bias

on specific facial structures within the dataset.

Table 5.3 : Effect of different stitching methods on OULU-NPU dataset. Random
stitching refers to combining real and fake patches of different people randomly,
whereas controlled stitching refers to combining the patches while trying to keep the
facial structure intact. Therefore in controlled stitching, stitched images resemble a
face which consists of multiple different subjects.

Stitching

Prot. APCER(%) BPCER (%) ACER (%)
Strategy
1 Random 2.14 2.14 2.14
Controlled 2.33 2.40 2.36
) Random 6.22 6.26 6.24
Controlled 6.41 6.38 6.39
3 Random 6.10 +2.57 6.30 +-2.55 6.20 +-2.55
Controlled 6.70+1.15 6.884+1.32 6.79+1.23
4 Random 11.514+7.86 11.58 +-7.84 11.54 +-7.84
Controlled 12.10£4.25 12.02+4.76 12.06 +=4.50
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5.5 Discussion

Experimental results and ablation study indicate that the proposed training method
can improve PAD performance. More specifically, we see a substantial performance
increase in terms of generalization capability. Our experiments in Chapter {.3] show
that the proposed method is useful for real-world scenarios where illumination and
background conditions vary significantly. Our ablation study provides in depth insight
for our model. Results show that using tiny patches degrades the performance.
Moreover, inner face regions such as the nose, mouth, and eyes are the most critical
parts to detect presentation attacks for our model. Results also indicate that tight crops
are helpful for our method until it starts to leave out face regions, such as the chin and
mouth. shows that limiting background information more might increase
the performance slightly. However, taking much smaller face crops like in the tightest
crop case might degrade the performance since the amount of facial information also
decreases. Furthermore, some presentation attack traces like screen reflection or paper
crease generally occur outside the face area. Therefore, using the Tightest bounding

box sometimes degrades the performance.
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6. CONCLUSIONS

In this thesis, we proposed a new training method for deep learning-based PAD models
by utilizing different face patches of live and spoof images, instead of a single face
image, in training time. Our proposed method, namely Deep Patch-Wise Supervision
for Presentation Attack Detection (DPS-PAD), is able to produce more samples for
training by combining different patches, therefore, it is effective to use with smaller
PAD datasets. We show that training models with pixel-wise binary loss and shuffled

face patches can improve PAD performance.

We extensively tested our proposed method to demonstrate the effectiveness of deep
patch-wise supervision. We also profoundly analyzed our method’s components
by investigating different patch sizes, the effect of patch locations, and face crop
size. Our proposed method improves both CDCN and DeepPixBis performances
on OULU-NPU Protocol 3 and 4, which are the most challenging protocols of the
dataset. Furthermore, when we apply our method on CDCN, we get superior results
than state-of-the-art PAD methods on OULU-NPU Protocol 2,3, and 4. Moreover,
the proposed method performs much better when we compare the models with

state-of-the-art PAD methods on SiW and Sodec Real World Dataset.

We plan to extend the Sodec Real World dataset to print attacks as future work.
Furthermore, we are planning to modify the backbone architecture of the model and
analyze the effects of different patch creation methods on model behavior. Created
patch stitching method can be applied to depth-based state-of-the-art algorithms to

improve their performances even further.
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