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ABSTRACT

DETECTION OF PHISHING URLS WITH DEEP LEARNING BASED
ON THE GAN-CNN-LSTM NETWORK AND SWARM
INTELLIGENCE ALGORITHMS

Abbas Jabr Salehn ALBAHADILI
Master of Science in Electronics and Computer Engineering
Advisor: Asst. Prof. Dr. Ayhan AKBAS
August 2023

Phishing attacks are one of the challenges of the Internet and its users. Phishing attacks
are an example of social engineering attacks based on deceiving users. In phishing attacks,
fake pages that are very similar to legitimate pages are created on the Internet. In phishing
attacks, the victim is directed to fake pages, and their valuable information is stolen. Most
of the targets of phishing attacks include online payment services, banking, and online
sales, so the losses of these attacks are significant. One way to detect phishing attacks is
to use machine learning and deep learning methods. The challenge of machine learning
and deep learning methods is intelligent feature selection. The lack of feature extraction
and intelligent feature selection reduces the accuracy of learning methods in detecting
phishing attacks. This paper presents a combined method with deep learning, machine
learning, and swarm intelligence algorithms to detect phishing attacks. In the first phase,
the dataset is balanced by deep learning based on the GAN network. In the second step,
the convolutional neural network extracts the primary features from the links and code of
web pages. In the third step, the White Shark Optimizer (WSO) algorithm selects the
essential features. In the last step, the LSTM neural network classifies the samples. The
proposed method has been evaluated on ISCX-URL-2016 and Phishtank datasets for
feature extraction and selection. The proposed method's accuracy, precision, and
sensitivity in the ISCX-URL-2016 data set are 97.94%, 97.82%, and 97.76%,
respectively. In the Phishtank dataset, the proposed method has accuracy, precision, and

sensitivity of 96.78%, 95.67%, and 95.71%. The proposed method is more accurate than



LSTM, CNN, CNN-LSTM, CNN+GA, DNN, VAE-DNN, and AE-DNN methods in
detecting phishing.
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OZET

GAN-CNN-LSTM AGI VE SWARM ZEKA ALGORITMALARINI
TABANLI DERIN OGRENME iLE E-DOLANDIRICILIK
URL'LERININ TESPITI

Abbas Jabr Saleh ALBAHADILI
Elektronik ve Bilgisayar Mithendisligi, Yiiksek Lisans
Tez Danigmani: Dr. Ogr. Uyesi Ayhan AKBAS
Agustos 2023

Kimlik av1 saldirilar1, Internet ve kullanicilariin karsilastig1 zorluklardan biridir. Kimlik
av1 saldirilari, kullanicilari aldatmaya dayali sosyal miithendislik saldirilarina bir 6rnektir.
Oltalama saldirilarinda, internette yasal sayfalara ¢ok benzeyen sahte sayfalar olusturulur.
Oltalama saldirilarinda kurban sahte sayfalara yonlendirilir ve degerli bilgileri ¢alinir.
Kimlik avi saldirilarinin hedeflerinin ¢ogu ¢evrimi¢i 6deme hizmetleri, bankacilik ve
cevrimigi satiglari igerir, bu nedenle bu saldirilarin kayiplari 6nemli diizeydedir. Kimlik
av1 saldirilarini tespit etmenin bir yolu, makine 6grenimi ve derin 6grenme yontemlerini
kullanmaktir. Makine 6grenimi ve derin 6grenme yontemlerinin zorlugu, akill 6zellik
secimidir. Ozellik ¢ikariminin ve akilli &zellik se¢iminin olmamasi, kimlik avi
saldirilarini tespit etmede 6grenme yontemlerinin dogrulugunu azaltir. Bu belge, kimlik
avi saldirilarmi algilamak i¢in derin 0grenme, makine Ogrenimi ve siirii zekasi
algoritmalari ile birlestirilmis bir yéntem sunmaktadir. Ik asamada, veri kiimesi GAN
agma dayali derin dgrenme ile dengelenir. Ikinci adimda, evrisimli sinir ag1, birincil
ozellikleri web sayfalarmin baglantilarindan ve kodundan ¢ikarir. Ugiincii adimda, White
Shark Optimizer (WSO) algoritmasi temel 6zellikleri seger. Son adimda, LSTM sinir ag1
ornekleri siniflandirir. Onerilen ydntem, 6zellik ¢ikarimi ve segimi i¢in ISCX-URL-2016
ve Phishtank veri kiimeleri iizerinde degerlendirilmistir. Onerilen ydntemin ISCX-URL-
2016 veri setindeki dogrulugu, kesinligi ve duyarlhilig1 sirasiyla %97,94, %97,82 ve
%97,76'dir. Phishtank veri setinde, Onerilen yontem 9%96.78, %95.67 ve %95.71
dogruluk, kesinlik ve duyarliliga sahiptir. Onerilen yéntem oltalama tespitinde LSTM,



CNN, CNN-LSTM, CNN+GA, DNN, VAE-DNN ve AE-DNN ydontemlerinden daha

dogru sonu¢ vermektedir.

2023, 45 sayfa

Anahtar Kelimeler: Sahte sayfalar, Kimlik avi saldirilar;, Uretken diisman agi,

Evrisimli sinir ag1, Ozellik se¢imi, Siirii zekas1 algoritmas1
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1. INTRODUCTION

With the Internet's expansion and social media's spread, security challenges have also
increased (Zieni et al. 2023). Phishing attacks are an example of security challenges that
threaten Internet users. Phishing attacks are a method of stealing user information using
social engineering techniques. In phishing attacks, a legitimate website is forged by a
hacker or Fisher, and a fake version of the legitimate website is uploaded to the Internet.
Fake pages look very similar to legal pages; therefore, fake pages deceive users. In fake
pages, facilities similar to legal sites, such as fields for entering user information, such as
user name and password, are considered (Zieni et al. 2023, Buckley et al. 2023). By
stealing user information such as user names and passwords, a Fisher or thief can use this
information to enter a legal website (Anuar et al. 2022). In phishing attacks, phishers use
communication tools such as email, chat, phone, and social networks to communicate
with their victims. In these cases, links to fake pages are sent to the victim through
communication media, and the victim is requested to click on the fake links. Fishers use
different methods of deception and social engineering to convince users to click on fake
links (Siddiqi et al. 2022).

Phishing attacks have increased significantly during the spread of the Covid-19 disease
because most people in the community have tried to receive services such as online sales
through the Internet during quarantine. Reports show phishing attacks target targets such
as payment gateways, banking, financial institutions, and online sales (Al-Qahtani and
Cresci 2022, Zahra et al. 2022). Phishing attacks have significant losses, and estimates
show that these attacks cause billions of dollars in damage to users and Internet
infrastructure. According to the Anti-Phishing Working Group (APWG), threats related
to phishing attacks on social media increased by 47% from the first quarter to the second
quarter of 2022. According to this report, the number of fake pages and phishing attacks

has grown significantly in recent years (Wei and Sekiya 2022).

Today, blacklist methods (Oest et al. 2020), heuristic methods (Da Silva et al. 2020),

visual methods (Paturi et al. 2020), machine learning methods (Divakaran and Oest



2022), and deep learning (Aljabri and Mirza 2022) are used to detect phishing attacks.
Blacklist methods store the addresses of fake sites in a database, and to detect attacks, it
is necessary to search this database. Memory consumption, long search time, and inability
to detect zero-day attacks are the challenges of blacklist methods (Aljofey et al. 2022).
Heuristic methods use heuristic mechanisms such as address length, JavaScript codes,
and domain information to detect phishing. Heuristic methods have a high false positive
alarm rate (Raja et al. 2022). Visual methods to detect fake pages using elements related
to images like Logo to detect fake pages. Visual methods for detecting phishing attacks
consider visual information; therefore, visual methods are not very accurate (Van et al.
2021). Unlike other approaches, machine learning and deep learning methods have a
learning mechanism and can detect zero-day attacks (Xiao et al. 2020, Zhu et al. 2022).
To detect phishing attacks, approaches such as artificial neural networks (Zhu et al. 2020),
support vector machines (Rambabu et al. 2022), decision-tree (Balogun et al. 2021),
convolutional neural networks (Roy et al. 2022), LSTM networks (Nepal et al. 2022),
and GAN (Rahman et al. 2022) have been presented. A major challenge in machine
learning and deep learning methods is feature extraction and selection. Feature
engineering and selecting basic features are essential factors in reducing the detection
error of phishing attacks by machine learning and deep learning methods (Hota et al.
2022, Ahmed et al. 2022).

One of the efficient methods to select the feature is a meta-heuristic method. Meta-
heuristic methods are modeled on living beings' biological, physical, and behavioral
phenomena. Meta-heuristic methods such as the Genetic algorithm (GA) (Wang 2022),
Particle swarm algorithm (Priya et al. 2022), Whale optimization algorithm (Shuaib et al.
2019), and Spotted hyena optimizer (Sabahno and Safara 2022), have been used to detect
phishing attacks.

Another challenge in detecting phishing attacks is the imbalance between phishing
samples and typical data sets. Methods such as SMOTE have been proposed to solve the
dataset's imbalance challenge. Deep learning methods such as GAN have also been

proposed for the challenge of the lack of training samples. One of the main challenges in



detecting phishing attacks is the false positive alarm rate. Intelligent methods should be
used to reduce the false positive alarm rate.

This paper aims to present a method of detecting phishing attacks with a low error rate
to reduce the threats caused by phishing attacks. The proposed method in this paper is a
multi-step approach. In the proposed method, samples are balanced by GAN deep
learning method. In the next step, the convolution neural network features related to the
link and code of the web pages are extracted. In the next step, the white shark optimization
algorithm (Braik et al. 2022) is used to select the main feature. In the final stage, the
selected features are considered as the input of the LSTM neural network. The role of the
LSTM neural network is to classify fake and legal links. The contribution of our authors

and innovation in this article includes the following:

« Balancing the data set of phishing attacks with the GAN deep learning method

»  Feature extraction with an improved version of the CNN neural network

»  Providing a binary version of the white shark optimization algorithm

«  Practical use of white shark optimization algorithm in feature selection and detection
of phishing attacks

»  Presenting a hybrid approach of CNN, LSTM, and swarm intelligence to detect
phishing attacks

This study is divided into several parts. The second part delves into the background and
related works. In the third part, a proposed method for detecting phishing attacks is
formulated and presented. The fourth part implements the proposed method and compares

it to similar approaches. The fifth part presents the conclusions and discusses future work.

1.1 Thesis Organization

The thesis is divided into five chapters. The first chapter presents the introduction. The

second chapter offers a literature review and discusses related works. Chapter three details



the materials and methods. Chapter four presents the results and discussion. Finally,
chapter five concludes the thesis.



2. LITERATURE REVIEW

Reports show that phishing attacks are very effective attacks against Internet users.
Fishers do not need much knowledge to carry out phishing attacks. In these attacks, fake
websites that look very similar to legal websites are loaded on the Internet. The goal of
phishers is to steal user information from fake sites. Estimates like the graph in Figure
2.1 show that the number of phishing attacks has increased between 2020 and 2021 (Guo
et al. 2021).
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Figure 2.1 Increase in the number of phishing attacks in 2020 and 2021 (Guo et al. 2021)

The increase in phishing attacks causes many users to become victims of these harmful
attacks. The main focus and target of phishing attacks are financial and commercial
websites on the Internet with many users. Therefore the number of phishing victims is
significant. The diagram of the Figure 2.2 shows the percentage of phishing attacks in
each area of the Internet. The focus on phishing attacks on financial institutions, banks,

and payment gateways has made the losses of these attacks significant (Basit et al. 2021).
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Figure 2.2 Concentration of phishing attacks in different sectors (Basit et al. 2021)

Reports show that most phishing attacks are against online payment gateways and

financial services. Considering that the goal of phishing attacks in most cases is to steal

money, the losses of these attacks are expected to be significant. According to the diagram

in Figure 2.2, 33% of phishing attacks are against cloud services, and 21% and 19% are

against payment gateways and financial organizations, respectively.

In the era of Covid-19, the number of online users on the Internet has increased, leading

to increased security challenges and social engineering attacks. The diagram of Figure

2.3 shows the share of phishing attacks among the challenges related to social engineering

attacks (Hijji and Alam 2021).
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Figure 2.3 Significant contribution of phishing attacks in social engineering attacks (Hijji

and Alam 2021)



Reports show that phishing attacks have the largest share among social engineering
attacks, with a share of 35.3%, and this shows the importance of detecting these attacks.
It is essential to understand the process and cycle of phishing attacks to detect phishing
attacks. In the diagram of Figure 2.4, the cycle of phishing attacks is displayed. In
phishing attacks, a legitimate website is faked by a fisher, and then fake links are sent to

users through communication tools such as email (Daengsi et al. 2021).

A Phishing Attack

Legitimate Website

Phishing Website

Figure 2.4 The cycle of phishing attacks (Daengsi et al. 2021)

Users can be chosen as a victim if they receive an email containing unnatural links. Users
who click on unnatural links will enter fake websites, and their valuable information, such
as usernames and passwords, will be stolen. By stealing users' sensitive information, a
phisher can use this information to enter the main website and steal users' information
(Daengsi et al. 2021). Several approaches to detect phishing attacks, such as blacklist,
heuristics, and methods based on deep learning and machine learning, are discussed
below. Unlike other approaches, the advantage of machine learning and deep learning
methods is the ability to detect zero-day attacks. Machine learning and deep learning

methods combined with feature selection methods accurately detect phishing attacks.



In (Benavides et al. 2023), a method for detecting phishing attacks by deep learning
methods based on HTML and the source code of web pages is presented. In this research,
deep neural networks (DNN), recurrent neural networks (RNN), convolutional neural
networks (CNN), and recurrent convolutional neural networks (RCNN) have been
compared for detecting phishing attacks. Evaluations showed that deep learning methods
had achieved an accuracy of about 84% in detecting phishing attacks.

In (Adane and Beyene 2023), the detection of phishing websites with feature selection
methods and a machine learning approach is presented. Their tests showed that the Cat-
Boost classification has the highest accuracy of 97.46% in detecting phishing attacks.
Experiments showed that the PCA technique is the most accurate feature selection method

among the compared methods.

In (Asiri et al. 2023), reviewed the detection of phishing attacks based on URL and
HTML information. This paper comprehensively examines phishing attacks based on
information related to HTML and URLSs.

In (Bountakas and Xenakis 2023), presented an embedded and hybrid learning method to
detect phishing emails. This article has implemented group learning methods to identify
phishing emails. The results are performed on an unbalanced data set (including 32051
benign email samples and 3460 phishing email samples). Tests show that their method
has an F1 index of about 99%.

In (Wen et al. 2023), presented a new method for detecting phishing fraud in
cryptocurrencies with the deep neural network. This paper proposes a deep neural
network method based on LSTM-FCN and BP neural networks. The results of the tests
show that feature selection is very effective in detecting phishing accounts, and the

accuracy of this method is reported to be around 97.86%.

In (Tan et al. 2023), presented a method of detecting phishing attacks using common

visual and textual identity. Their method detects phishing attacks with an accuracy of



about 98.6% with the help of information related to website logos and website content
information. Their method can reduce the false positive rate by about 3.4 compared to the

compared methods.

In (Bozkir et al. 2023), presented a neural network to identify phishing web pages with
an N-gram-based feature selection mechanism. This paper uses two deep-learning neural
networks, CNN and LSTM, in phishing detection. Their approach to detecting phishing

attacks has an accuracy of about 98.27%.

In (Shirazi et al. 2023), presented a hybrid deep learning method to improve phishing
detection algorithms. Machine learning algorithms are prone to attacks that hackers can
bypass the machine learning-based classifier by manipulating data. This challenge can
reduce the effectiveness of machine learning methods in detecting phishing attacks. In
this paper, to solve this challenge, they teach machine learning methods with a generative
adversarial network (GAN). Experiments show that the GAN network can reduce the
accuracy of machine learning methods in detecting phishing attacks.

In (Nordin and Ismail 2023), presented a combination of butterfly optimization algorithm
and harmony search in detecting phishing attacks. Their method's average accuracy for
WPD and PWD datasets is 98.69% and 98.80%, respectively.

Examining related works showed that detecting phishing attacks is a complex
classification problem. In this issue, website pages and links are considered input and
classified into standard and phishing. Various approaches have been proposed to detect

phishing attacks, which are placed in the following three categories:

e Blacklist method: This method uses a list containing addresses of fake pages to detect
phishing attacks. The information on links and fake pages is placed in a database. To
detect phishing attacks, web pages and internet links are matched with this List. The

web page or link is considered phishing if the input pattern is detected in the List. The



challenge and disadvantages of this method are high memory consumption, powerful

novel search, and inability to detect zero-day attacks.

Heuristic methods: In this method, discoveries such as the length of the address, the
number of dots used in the address, and the presence of special characters are used to
detect phishing attacks. These methods' disadvantages are high False Positive(FP)

rates, lack of learning, and inability to detect zero-day attacks.

Visual methods: These methods use matching elements such as logo websites and
matching them with other pages. These methods require image processing and have
high complexity, and on the other hand, their error rate is significant.

Machine learning and deep learning methods: These methods can detect zero-day
attacks and have high accuracy. A balanced data set is needed to increase the accuracy
of learning models. Another disadvantage of these methods is that if learning is not

done on the basic features, they have a significant error rate.

10



3. MATERIALS AND METHODS

In Related works showed that machine learning and deep learning could detect new
attacks and zero-day phishing. It is necessary to generate artificial samples to balance the
data set for detecting phishing attacks with high accuracy. Another approach to increase
the accuracy of machine learning and deep learning methods is feature engineering, such
as feature extraction and selection. The innovation of this research to detect phishing

attacks is as follows:

¢ Balancing training and test samples based on the production of synthetic samples with
the GAN deep learning method

e Presenting a new approach for mapping URL strings to a suitable format for deep
learning

e Extracting features of internet links with CNN neural network

e Presenting a binary version of the white shark optimization algorithm to select the
essential features in the CNN neural network output

e Adjusting the LSTM neural network inputs with the features of the White Shark
Optimizer (WSO) algorithm selected to classify the samples into two categories, legal

and phishing.

A proposed method for detecting phishing attacks is introduced in the rest of this section.
The proposed method has different parts, such as balancing the data set with GAN, feature
extraction with CNN, feature selection with the WSO algorithm, and classification of
LSTM samples.

3.1 Proposed Framework

The proposed method in this paper is called CNN-WSO-LSTM. The framework of the

proposed method for detecting phishing attacks is shown in Figure 3.1.

11
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Figure 3.1 The framework of the proposed method in detecting phishing attacks
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According to the proposed framework of the proposed method or CNN-WSO-LSTM, the
following steps are suggested to detect phishing attacks:

e Setting deep learning parameters of CNN and LSTM and WSO algorithm

e Setting the WSO Algorithm counter such as t=1, Maxt

e Collection of incoming URLS

e GAN deep learning training with training examples

e Generating artificial URLs with GAN and balancing the dataset

e CNN neural network training to extract features

e Coding a feature vector as a member of the WSO algorithm

e Creating an initial population of feature vectors as the initial population of the WSO
algorithm

e Evaluation of each feature vector with MLP neural network based on the average
detection error of fake links

e Determining the fitness of each feature vector with the average error of detecting
phishing attacks and the number of selected features

e Update feature vectors with the WSO algorithm

e Repeating the steps of the feature selection algorithm and updating the feature vectors
with the WSO algorithm

e LSTM neural network trained with the optimal feature vector.

e Evaluation of the proposed model in detecting phishing attacks based on indicators
such as accuracy

3.2 Balancing Dataset

In most cases, the number of regular records exceeds the number of phishing samples.
This problem needs to be fixed for the balance of the data set. Learning on an unbalanced
dataset increases the detection error of phishing attacks. Artificial samples were created
with deep learning methods such as GAN to balance the dataset to solve this challenge.

The structure of a URL must be properly understood to generate artificial URLS.

13



According to studies (Lin et al. 2017), a URL has 84 different characters such as (a-z, A-
Z, 0-9, -. 1¥'();:&=+$,/?#[] ). A matrix with 84 rows can be considered, the columns of
which are addresses to represent a URL numerically. The structure of this matrix is shown
in Equation (3.1)

https://www.domian.com
: 10 0 0 0
3
8
13

15
16

Coding(URL) = (3.2)

PO OO OO OO OO O

20
82
83
84

o O O O OO OO OO OO0
e S O OO0 O OO0 00 O

=EEEEEEEEEEEEENEE
cCoOo ococococoocooco RO

OO O e

The URL converts to a numerical matrix containing zero and one element in the proposed
encoding. Each element "1" indicates which URL character is mapped to a number
between 1 and 84. As in Equation (3.1), the example is the letter h, the eighth letter of the
alphabet, and row number 8, and the first column where the character "h" is located is
coded with the number one. The reason for using numerical and matrix coding is that this
matrix is the input of GAN and CNN deep learning methods. The input of deep learning
methods should be numerical, and matrix coding, and Equation (3.1) is used in the

proposed coding method.

The generative adversarial network (GAN) can generate an artificial sample in the data
set and balance the data set. This network includes two models named Generator and
Discriminator. The structure of the GAN network for generating fake and artificial
samples is shown in Figure 3.2. The generator and the discriminator compete to examine,
capture and replicate changes within the dataset. A generator is an artificial neural
network that generates fake and artificial URLs. The purpose of the generator is to

generate fake data and artificial URLSs so that the discriminator is deceived and considers
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them legal URLs. The purpose of the discriminator is to distinguish the fake and artificial
data produced by the generator from the legal URLS.

Adversarial Real
data data

1\

Generated
Data

G

Generator
Network

Discriminator
Network

Random
Noise

Figure 3.2 GAN deep learning structure (Shieh et al. 2015)

The steps to generate artificial and fake URLs in the GAN network are as follows:

e Creating a noisy and random input vector
e The generative network transforms the random input into a fake sample.
e The discriminant network categorizes the data produced by the generator.

e If the discriminator correctly classifies the fake sample, the generator is penalized.

In the GAN network, the generator and the discriminator are denoted by G and D,
respectively. The real and random input is set by x and z, respectively. The part of random
samples created with G(x) is displayed in the GAN network.

The objective function for the discriminator has two objective functions in Equation (3.2)
and Equation (3.3):

lg, = log a(D(x)) (3.2)

la, =1log (1 = a(D(G(2)))) (3.3)
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To maximize the efficiency of the GAN network in the discriminator part, the objective
function in Equation (3.4) needs to be maximized. The numbers inside the log are between
zero and one, and for depreciation, it is enough to multiply a negative number in Equation

(3.4) and minimize the objective function like Equation (3.5).

Lp =14, +1g, =log o(D(x)) +1log (1 —a(D(G(2)))) (3.4)

Lp =14, + g, = —(log a(D(x)) +log (1 —a(D(G(2))))) (3.5)

The objective function for the generator is placed in Equation (3.6), and the objective of

minimizing this objective function is:

Lg = —log a(D(G(2))) (3.6)

3.3 Feature Extraction

The convolutional neural network is used at the character level to extract the features of
the URLSs used in the address in the proposed method. The structure of the convolutional
neural network at the character level is presented in (Zhang et al. 2015); It is used for
processing text strings and classifying them. The convolutional neural network structure

is displayed at the character level according to Figure 3.3.

Some Text 4.,Length
|

Quantization

:

Convolutions Max-pooling Conv. and Pool. layers Fully-connected

Figure 3.3 Character-level convolutional networks structure (Zhang et al. 2015)
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Six convolution layers are used in the Character-level convolutional networks, and three
fully connected layers are also defined. Weights are initialized using Gaussian
distribution. The mean and standard deviation initializing the model is between 0 and 0.2.
In the CNN network, the inputs are initially considered URLs. Then, according to
equation (1), the URL addresses are converted into a numerical matrix, similar to this
research process (Alshehri et al. 2022). The numerical matrix is considered the input of
the convolution layers. In the proposed method, the output of the pooling layer is used for
feature extraction. The features extracted in this step are set as the input of the LSTM

network.

3.4 Feature Selection

The output of the feature extraction phase in the proposed method yields a set of features
for detecting phishing attacks. However, some of these extracted features are unimportant
and can diminish learning accuracy. Feature selection is employed to enhance the
accuracy of the LSTM model. This feature selection phase is undertaken after the feature
extraction phase and is framed as an optimization problem. Indeed, the feature selection
challenge can be viewed as an optimization problem that can be tackled using meta-
heuristic methods. The White Shark Optimization (WSO) algorithm (Braik et al. 2022)
has been introduced as a swarm intelligence method. Advantages of the White Shark
Optimization algorithm include the following:

e More accuracy in finding the optimal solution than popular meta-heuristic algorithms
such as GA and PSO

e Balanced national and local search

e The behavior of swarm intelligence in the WSO algorithm makes it possible to search
the parallel problem space and reduce the probability of getting caught in local
optima.

e The WSO algorithm has been presented recently, and its capabilities in feature

selection have been neglected.
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The WSO algorithm is a meta-heuristic method for solving optimization problems and is
modeled on the hunting behavior of sharks. The WSO algorithm is inspired by the
scientific behavior of white sharks while searching for food in nature to survive in the
deep ocean successfully. In the white shark optimizer algorithm, the exploratory search
and exploitation process is well modeled. Figure 3.4 shows the white shark searching for

food and the surrounding environment.

Figure 3.4 White shark searching for food (Braik et al. 2022)

Also, Figure 3.5 shows the heuristic methods of a white shark to hunt prey based on
different distances (Makhadmeh et al. 2022).

Hearing
Smell

Pressure Visi
< (”" Electrical Perception
| Il l |
| 1 | |
50m

10000 m 1000 m 100 m

Figure 3.5 Heuristic methods of a white shark to hunt prey based on different distances
(Makhadmeh et al. 2022).

Based on the distance, a shark can use different types of heuristic methods for hunting.
Sharks detect the position of the bait based on electrical signals at distances of less than

50 meters. Sharks estimate the position of the prey at a distance between 50 and 100
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meters, based on pressure, and between 100 and 1000 meters, based on smell. In the
distance between 1000 and 10000, based on the sound of the prey, sharks recognize the
location of the prey. The WSO algorithm is designed in such a way as to create a suitable
balance between exploratory search behavior and productivity. The WSO algorithm has
several steps explained and formulated in the following. In the proposed method for
feature selection, a feature vector of web page URLs is coded as a member of the white
shark optimization algorithm. Each feature vector is an array of 0 and 1, which
respectively shows the non-selection of the feature and the selection of the feature in the
detection of attacks. The proposed method randomly presents an initial population of
feature vectors like Equation (3.7).

[X11 X12 Xf—l

1 2 d
x=|% X 7 X 3)

D CRED €.

In Equation (3.7), the number of feature vector elements equals d, and n is the number of
feature vectors or the initial population of the WSO algorithm. In the proposed method,
the feature vector No. i is displayed as x;. The component j represents the dimension of a
feature vector, and X is the initial population of feature vectors. One of the behaviors of
the WSO algorithm is to update the motion feature vectors with the velocity vector

towards a prey, as in Equation (3.8).

viH-1 = ﬂ[vit + P1(Xgpest — xlt) X+ pZ(XIi?bQSt - xlt) X ;] (3.8)

where vf is the speed of shark number i in iteration t, and v} ** is the new speed of shark
or feature vector i. X, is the most optimal feature vector or prey position, and X{,best
is the most optimal position that shark number i has obtained. Parameters c1 and c2 are
two uniform random numbers between 0 and 1. In this equation, p; and p, are two
coefficients for movement toward the prey and are calculated according to Equation (3.9)

and Equation (3.10):
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P1 = Pmax + (Pmax — pmin) X e—(4t/Maxt)2 (3-9)

P2 = Pmin T (pmax - pmin) X e—(4t/Maxt)2 (310)

The pin aNd piax are set to 0.5 and 1.5, respectively. u is the contraction coefficient to
evaluate the convergence behavior of sharks, and it is calculated according to Equation
(3.11):

2
R PR (3.11)

where, 1 stands for the acceleration coefficient of the shark's movement toward the food
and is equal to 4.125. The shark moves towards the prey with the calculated speed from
the current position and moves according to Equation (3.12):

xf.~@®xo+u.a+1lb rand <m,

t+1
x; = t 3.12
' xt +v7‘ rand > m, (3.12)

Values of a and b are defined as one-dimensional binary vectors. In this problem, the
upper and lower boundaries of the search space are denoted by u and I, respectively. o
is a rational vector defined in Equation (3.15). Equations (3.13) and (3.14) are used to
calculate Equation (3.15).

a=sgn(xf—u)>0 (3.13)
b=sgn(xf—10)>0 (3.14)
xo = ®(a,b) (3.15)
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Values of f represent the frequency of the shark's wavy movement and are formulated
according to Equation (3.16):

f = fmin + fmas—fmin (3.16)

fmax+fmin

m,, is the symbol of the moving force, which increases with the number of rounds that

the white shark reaches the prey, as in Equation (3.17):

My = — o —— (3.17)

ao+eC 2 D/

where, a0 and al constants control exploratory search and exploitation. Sharks can move
to a position near the prey and, in simpler terms, move to the most optimal shark in the

population. For this purpose, Equation (3.18) is used.

x’gﬂ = Xgpest + 11 X D x sgn(r, —0.5) r3 < S (3.18)

The numbers ry, r,, and r; are random numbers between zero and one. D is the distance

between the prey and the shark, formulated in Equation (3.19). x' "is the new position

of a shark in line with the optimal solution. S; is the suggested coefficient to express the
strength of the sharks' visual and olfactory senses after chasing other sharks close to the

best prey and is formulated in Equation (3.20).
D = |rand x (xgpest — x5)| (3.19)
Sy = |1 _ e(—azxt/Maxt)l (3.20)

Equation (3.20) is used to search for Fish School Behavior of white sharks.
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x,t+1+xt

t+1 i i

X =——=— (3.20)
2Xrand

By running the WSO algorithm, the feature vectors are updated in each iteration. S and
V transfer functions are used to make the feature vectors binary, whose rules are
formulated in Equation (3.21) and Equation (3.22).

1
1+e=%

T(x) =

(3.21)

T(x) = %arctan (g x)| (3.22)

The feature vectors are re-normalized using S and V functions between zero and one.
According to Equation (3.23), if the value of a feature is greater than or equal to 0.5, the

feature is selected; otherwise, the feature is not selected.

0 T(xf)<0.5 (3.23)

. {1 T(xH) = 0.5
xi =
MLP neural network is used to evaluate each feature vector. Any feature vector that
provides less error in the output of MLP and provides less number of features is more
optimal. Equation (3.24) shows the feature selection objective function for evaluating the

feature vectors.
£y [EH]
Cost(x;) =a.E+f - (3.24)

||} ||l is the number of selected features in the feature vector x}. d is the dimension of the
feature vector. E is the detection error of phishing attacks by feature vector xf. Any
feature vector that minimizes the value of the objective function has more merit in the
WSO algorithm.
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3.5 Classification with LSTM

LSTM neural network has gates named forgetting gate, input gate, and output gate.
Oblivion gate is for forgetting the unnecessary information of the past. The input gate is
for storing information at time t. The output gate is so that all the information in Ct is not
transferred to the output ht. Each gate has two inputs, which are xt and ht-1, and the two
inputs are multiplied in two fully connected layers and then added together and finally
passed through the sigmoid function. The LSTM network has four times the parameter
and calculation cost of the RNN network. Bidirectional recurrent neural networks
combine two independent neural networks. This structure allows networks to have
forward and backward information about the sequence at each time step. Using the Bi-
LSTM network makes the mode and status switch from the future to the past and from
the past to the future. In a backward-running LSTM network, you retain future
information. With the Bi-LSTM network, it is possible to preserve information from the
past and the future at any time. Figure 3.6 shows the structure of the Bi-LSTM neural

network and its cells.

Bi-LSTM Layer

Yi-2 Yi-1 Vi Yr
v v { Backward { |
S~ S S
T Ct-2 Ay o G, CtamE e Ay
hes1 [ heEmling h, Forward 1
T T T\ T
Xt-2 Xp-1 Xt Xz
tanh
sigmoid

Figure 3.6 Bi-LSTM structure and LSTM neural network cell structure (Oh et al. 2022)
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Equations (3.25), (3.26), (3.27), (3.28), (3.29), (3.30), (3.31), and (3.32), show the
modeling of an LSTM cell is formulated.

Wy by
W= ;'2 b= Lﬂ (3.25)
W, b, |
0(@) = ——, tanh (@) = S (3.26)
fe = (W - [x¢, he—1] + by) (3.27)
ir =a(W; - [x;, he—q] + by) (3.28)
¢; = tanh (W, - [x;, hy—1] + b,) (3.29)
Ct = fe X Cprq + ip X Gt (3.30)
o = oW, - [x, he—1] + by) (3.31)
h; = o, X tanh (c;) (3.32)

3.6 Pseudocode Proposed

The pseudocode of the proposed CNN-WSO-LSTM method is shown in Figure 3.7 to
detect phishing attacks. In the proposed method, to detect phishing attacks at first, a set
of URLs of fake and legal pages is considered input. Phishing datasets are often
unbalanced because the number of phishing samples is far less than legal ones. Several
artificial examples of fake URLSs are created and added to the data set by the GAN deep

learning method to solve this challenge.
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In the next phase, balanced samples are used to train the CNN neural network. In the next
step, the CNN neural network extracts the primary features, which are finally delivered
to the feature selection phase. The essential features are selected and delivered to the
LSTM neural network with the WSO binary algorithm in the feature selection stage. The
role of the LSTM neural network is to classify URLSs into two categories: phishing and
regular. In the proposed code network, the following steps are provided to detect phishing

attacks:

e Data set normalization with GAN deep learning technique

e Feature extraction with deep learning based on the CNN network

e Feature selection with a binary version of the WSO algorithm

¢ Reducing the dimensions of the samples with the optimal feature vector
e LSTM neural network training

e Evaluation of the proposed model in detecting phishing attacks with test samples

Table 3.1 shows the pseudocode of the proposed CNN-WSO-LSTM method
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Table 3.1 Pseudocode of the proposed CNN-WSO-LSTM method

Setting parameters and t=1, generating artificial URL samples with GAN and balancing the dataset
Training CNN network on URLSs for feature extraction
Coding feature vectors as population members of the WSO algorithm
Generate feature vectors as random population from WSO algorithm
Evaluation of feature vectors with the objective function of feature selection and selection of the
most optimal feature vector
while (t< Maxt) do
Update the parameters v, p1, p2, p, a, b, w0, f, mv and Ss
Fori=1tondo
Vit = p[vi + p1(Kgpest — Xi) X ¢ + P (X};)best —X{) X ;]
end for
fori=1tondo
if rand < mv then
x{* =xf 2@x, +uw.a+1b
else
x{tt =x! +V—fit
end if
end for

fori=1tondo

if rand < Ss then

if i == 1 then
t+1 -
X j = Xgpest +T1 X D Xsgn(r, —0.5)
else
X' = Xgpest T I'1 X D x sgn(r, — 0.5)

t+1 ¢
tHl _ Xi FXj

Xl
2xrand

end if

end if

end for

Evaluate and update the new feature vectors
t=t+1

end while

LSTM training with optimal feature vector and evaluation of the proposed model
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3.7 Dataset

In this paper, the set of URLS is collected from the sources of the ISCX-URL-2016 dataset
and the Phishtank dataset (Prabakaran et al. 2023, Bu and Kim 2022). The number of data
set samples has been balanced using the GAN neural network. The dataset has 20
thousand legal samples and 20 phishing samples. The proposed method has also produced
10,000 real phishing examples and 10,000 artificial phishing examples. In the proposed

method, common URL parts, such as "http://", "https://" and "www" have been deleted.

3.8 Evaluation Metrics

To evaluate the proposed method, evaluation indices such as accuracy, sensitivity, and
precision, which are formulated according to Equations (4.1), (4.2) and (4.3) are used.

Accuracy= (TP+TN)/ (TP+TN+FP+FN) 4.2
Sensitivity=Recal|I=TP/ (TP+FN) 4.2)
Precision=TP/ (TP+FP) (4.3)

TP, TN, FP, and FN parameters are defined as follows:

e True positive (TP): The URL example is of the phishing type and is classified in the
phishing category.

o False positive (FP): The URL sample is of legitimate type and is wrongly classified
in the phishing category.

e True negative (TN): The URL sample is of legal type and is classified in the legal
category.

o False negative (FN): The URL sample is of phishing type and is wrongly classified in
the legal category.
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4. RESULTS AND DISCUSSION

In this section implements the proposed method for detecting phishing attacks in
MATLAB and Python. The tests performed in this section are implemented and compared

with similar methods.

MATLAB and Python software and libraries such as Keras and Tensorflow have been
used to implement the proposed method. In the implementations, the training data size is
set to 70% of the total data, 15% for test data, and 15% for validation data. The structure
of the convolutional neural network is according to (Zhang et al. 2015). The
normalization range of the data set is in the range [0,1], the number of feature vectors or
population of the WSO algorithm is equal to 20, and the number of repetitions is equal to
100. Parameters c1 and c2 are random numbers in the interval [0,1]. The parameters pmin
and pmax in the WSO algorithm have values of 0.5 and 1.5, respectively. The coefficient
of t in the WSO algorithm is set equal to 4.125. Table 4.1 and Table 4.2 show the
proposed method's accuracy, precision, and sensitivity for detecting ISCX-URL-2016 and
Phishtank phishing attacks.

Table 4.1 Evaluation metrics of the proposed method and deep learning on the ISCX-
URL-2016 dataset

METHOD ACCURACY | PRECISION | SENSITIVITY
LSTM 95.82 94.63 95.44
CNN 95.82 94.83 93.39
CNN-LSTM 96.14 95.54 94.21
CNN-WSO-LSTM(proposed 97.94 97.82 97.76
Method)

Table 4.2 Evaluation metrics of the proposed method and deep learning on the Phishtank

dataset
METHOD ACCURACY | PRECISION | SENSITIVITY
LSTM 92.21 91.13 90.18
CNN 91.64 89.83 90.08
CNN-LSTM 92.31 91.27 91.14
CNN-WSO-LSTM(Proposed 96.78 95.67 95.71
Method)
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The proposed method has been compared with LSTM, CNN, and CNN-LSTM methods
for comparison and evaluation. The CNN-LSTM network is also a model of the proposed
method whose feature selection phase is removed. For a better analysis, the results of the
proposed method have been compared with deep learning methods visually and in Figure
4.1 and Figure 4.2. Experiments show that in the ISCX-URL-2016 data set, LSTM deep
learning method in detecting phishing attacks has accuracy, precision, and sensitivity of
95.82%, 94.63%, and 95.44%, respectively. CNN's deep learning method in detecting
phishing attacks has accuracy, precision, and sensitivity equal to 95.82% and 94.83%,

respectively. It is 93.39%.

Percentage @Recall @Precision DOAccuracy

97,7697,8297,94
98 -

97 -
95,82 95,82 96,14
96 - 95,44 ’ !

95 - 94,63
9% -
93 -
92 -

1

LSTM CNN CNN-LSTM CNN-WSO-LSTM

Figure 4.1 Comparison of the evaluation metrics of the proposed method with several
deep learning methods in the ISCX-URL-2016 dataset

The accuracy, precision, and sensitivity of the CNN-LSTM method in the ISCX-URL-
2016 dataset for detecting attacks are 96.12%, 95.84%, and 94.21%, respectively. The
proposed method or CNN-WSO-LSTM in detecting phishing attacks has an accuracy of
97.94%, 97.82%, and 97.76%, respectively. Compared to the CNN-LSTM method, the
proposed method has improved the accuracy, precision, and sensitivity index by 1.77%,
1.01%, and 3.55%, respectively, due to the intelligent selection of features by the WSO
algorithm.
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Figure 4.2 Comparing the evaluation metrics of the proposed method with several deep
learning methods in the PhishTank dataset

In the Phishtank dataset, the accuracy, precision, and sensitivity of LSTM are 92.21%,
91.13%, and 90.18%, respectively. CNN's accuracy, precision, and sensitivity index in
detecting phishing attacks are 91.64%, 89.83%, and 90.08%, respectively. The accuracy,
precision, and sensitivity index of CNN-LSTM are 92.31%, 91.27%, and 91.14%,
respectively. In the Phishtank dataset, the proposed method's accuracy, precision, and
sensitivity in detecting attacks are 96.78%, 95.67%, and 95.71%, respectively. The
proposed method for detecting phishing attacks is based on deep learning, machine
learning, and meta-heuristic algorithms. For a more detailed evaluation of the proposed
method, its efficiency has been evaluated with modern meta-heuristic methods in
detecting phishing attacks in MATLAB. In Figure 4.3, Figure 4.4, and Figure 4.5,
respectively, the index of accuracy, precision, and sensitivity of the proposed method is
compared with several meta-heuristic algorithms for detecting phishing attacks. The
implementation of the swarm intelligence methods of WOA (Riyahi et al. 2022),

HHO (Peng et al. 2023)), and JSO (Chou et al. 2021) for feature selection in MATLAB

shows that the proposed method has better indicators for detecting phishing attacks.
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Figure 4.3 Comparison of the accuracy index of the proposed method and feature
selection methods in the ISCX-URL-2016 dataset
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Figure 4.4 Comparison of the precision index of the proposed method and feature
selection methods in the ISCX-URL-2016 dataset
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Figure 4.5 Comparison of the sensitivity index of the proposed method and feature
selection methods in the ISCX-URL-2016 dataset

Experiments show that WOA, HHO, and JSO methods in detecting phishing attacks have
an accuracy of 96.92%, 97.32%, and 97.51%, respectively, and the proposed method is
more accurate than the compared methods and is around 97.94%. The precision index of
the proposed method for detecting attacks in WOA, HHO, and JSO is 96.82%, 97.25%,
and 97.36%, respectively, and the accuracy of the proposed method is 97.82%. The
sensitivity index of the WOA, HHO, and JSO methods is 96.41%, 96.64%, and 97.26%,
respectively, and the sensitivity of the proposed method is 97.76%. Experiments and
evaluation show that the proposed method is more successful in detecting phishing attacks
than WOA, HHO, and JSO feature selection and meta-heuristic algorithms regarding

accuracy, sensitivity, and precision.

The proposed method has the lowest error for detecting phishing attacks among the
feature selection methods. The worst performance in these tests is related to the WOA
algorithm detecting phishing attacks. The reasons for the effectiveness of the proposed

method in the feature selection phase for detecting phishing attacks are as follows:

e Unlike the WOA, HHO, and JSO algorithms, the WSO algorithm has a velocity vector
and can change the direction of movement according to the problem conditions.
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e The WSO algorithm initially has a global search mechanism, and then the search
process is dynamically changed to a local type.

e Various search behaviors in the WSO algorithm make the feature space well-
searched.

An important indicator for evaluating meta-heuristic algorithms is the measurement of
the number of selected features in detecting phishing attacks. The number of features
selected by the proposed method in different datasets (Mohammad et al. 2014) has been
compared with meta-heuristic methods WOA, HHO, and JSO. Unlike the PishTank
dataset, the UCI and Tan datasets do not require feature extraction because they each have
30 and 48 selected features, respectively. In the diagram of Figure 4.6, the average
number of features selected in two datasets in the proposed method and WOA, HHO, and
JSO algorithms are displayed.

The number of features O UCI Dataset @ Tan Dataset
45 -

40 - 17,82 39,28

36,51
34,69

35 ~
30 -

23,1
25 - 21,42 313

20 -
15 A
10 +

19,35

WOA HHO JSO Proposed Method

Figure 4.6 Comparison of the average number of features selected in the proposed
method with feature selection methods

The analysis of the proposed method shows that the proposed method has succeeded in
selecting 19.35 features from the 30 primary features in the UCI dataset. WOA, HHO,
and JSO algorithms have selected 21.42, 23.13, and 22.98 features in the UCI dataset,
respectively. The evaluations show that among the compared methods in the UCI data
set, the proposed method has more dimensionality reduction than WOA, HHO, and JSO
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algorithms. In the Tan data set, the number of features selected by WOA, HHO, and JSO
algorithms and the proposed method has selected 37.82, 39.28, 36.51, and 34.69 features,

respectively.

The dimensionality reduction in the proposed method in the UCI and Tan datasets is
35.5% and 27.72%, respectively. The classification input dimensions have been reduced
more than the WOA, HHO, and JSO algorithms. In Table 4.3, the proposed method in the
phase of feature extraction, feature selection, and classifier has been compared with

several deep learning methods in two datasets (Bu and Kim 2022).

Table 4.3 Comparison of the proposed method with deep learning methods in ISCX-
URL-2016 and phishtank

DATASET ISCX-URL-2016 PHISHTANK
Metrics Acc(%) | Recall(%) | Acc(%0) | Recall(%0)
Character-CNN (Bu and Kim 2022) 0.9363 0.8909 0.8852 0.8034
LSTM (luga et al. 2016) 0.9175 0.8803 0.8544 0.7865
CNN-LSTM (Bu and Kim 2022) 0.9424 0.9015 0.9070 0.8374
URLNet (Le et al. 2018) 0.9450 0.9390 0.9226 0.8785
Texception Net (Tajaddodianfar et al. 2020) 0.9765 0.9462 0.9319 0.9075
CNN+GA (Bu and Kim 2022) 0.9685 0.9510 0.9483 0.9081
Proposed Method 97.94 97.76 96.78 95.71

The proposed method is also compared with (Prabakaran et al. 2023) methods presented
in 2023 in the ISCX-URL-2016 data set according to Table 4.4.
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Table 4.4 Comparison of the proposed method with deep learning methods on the ISCX-
URL-2016 dataset

MODEL ACCURACY (%) | PRECICSION (%) | RECALL (%)
AE-DNN (Prabakaran et al. 2023) 91.45 92.77 90
Deep AE-DNN (Prabakaran et al. 93.25 94.39 92.02
2023)

Denoising AE-DNN (Prabakaran et 95.15 96.04 94.22
al. 2023)

Sparse AE-DNN(Prabakaran et al. 94.85 95.83 93.82
2023)

Convolutional AE-DNN (Prabakaran 95.91 96.91 94.88
et al. 2023)

Contractive AE-DNN(Prabakaran et 96.55 97.02 96.08
al. 2023)

VAE — DNN (Prabakaran et al. 97.45 97.89 97.20
2023)

Proposed Method 97.94 97.82 97.76

The proposed method has been compared with deep learning methods in the accuracy
index in two datasets, ISCX-URL-2016 and PhishTank. The accuracy index of the
proposed method is higher than Character-CNN, LSTM, CNN-LSTM, URLNEet,
TexceptionNet, and CNN+GA in detecting phishing attacks.

The proposed method in the ISCX-URL-2016 dataset has more accuracy, precision, and
sensitivity than AE-DNN, Deep AE-DNN, Denoising AE-DNN, Sparse AE-DNN,
Convolutional AE-DNN, Contractive AE-DNN is VAE — DNN. The proposed method is
more successful than the VAE-DNN method in the accuracy and sensitivity index in
detecting phishing attacks. The VAE-DNN method is more successful than the proposed

method in the accuracy index.
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5. CONCLUSIONS AND FUTURE WORKS

Phishing attacks are one of the main challenges for users on the Internet. Phishing attacks
steal users' information, such as their usernames and passwords. Estimates show that
phishing attacks cost millions of dollars annually to online payment services and internet
users. Machine learning and deep learning methods are essential for detecting phishing
attacks. Deep learning methods can detect zero-day attacks. Deep learning methods to
detect phishing attacks face many challenges. One of the challenges of detecting phishing
attacks is the imbalance between fake and legal samples. In most datasets, the number of
fake or phishing samples is in the minority, which makes the dataset unbalanced. Deep
learning on an unbalanced dataset increases the detection error of phishing attacks.
Another challenge of machine learning and deep learning methods is feature engineering
in the feature extraction and selection phase. Failure to extract basic features from URLs
and failure to select intelligent features reduces the accuracy of deep learning methods in
detecting phishing attacks.

This paper presents a new approach based on machine learning, deep learning, and swarm
intelligence to solve the challenges of deep learning and machine learning in detecting
phishing attacks. The proposed method for balancing fake and original samples uses GAN
deep learning technique. The Character-CNN neural network is used for feature
extraction. The proposed method introduces URLS as a new matrix and numerical coding
as CNN input. The feature vector extracted by CNN is used as the input of the feature
selection method. The binary version of the WSO algorithm for feature selection is
presented in the proposed method. In the fully connected layer in CNN, the LSTM
classifier is used to classify samples into normal and attack categories.

Experiments are performed on two data sets, UCI and Tan, which do not require feature
extraction, and two sets, ISCX-URL-2016 and Phishtank, which require feature

extraction.
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Tests on the UCI and Tan datasets show that the proposed method has reduced the number
of features by 35.5% and 27.72%, respectively. The proposed method has selected fewer
features in phishing detection than WOA, HHO, and JSO algorithms.

The proposed method in the ISCX-URL-2016 dataset has accuracy, precision, and
sensitivity of 97.94%, 97.82%, and 97.76%, respectively. The proposed method in the
PhishTank dataset has accuracy, precision, and sensitivity of 96.78%, 95.67%, and
95.71%, respectively. The proposed method is more accurate than LSTM, CNN, and
CNN-LSTM methods in ISCX-URL-2016 and Phishtank datasets. The proposed method
IS more accurate in detecting attacks than the combined deep learning methods with
swarm intelligence, such as the CNN+GA method. The proposed method is more accurate
in detecting phishing attacks than deep learning hybrid technigues such as DNN, VAE-
DNN, and AE-DNN.

The proposed method for detecting phishing attacks has the following advantages:

e Data set balancing with GAN deep learning

e Coding of URLs strings in the form of a numerical matrix and according to CNN
input structure

e Extracting the features of URLs with deep learning based on traversing URL
characters

o Intelligent selection of selected CNN features with WSO swarm intelligence

e Optimizing CNN neural network output with WSO algorithm and optimal selection
of features to reduce attack detection error

e High accuracy of the proposed model in detecting phishing attacks

e Ability to detect zero-day attacks

o Evaluation of the proposed method on four different datasets

The relatively long time to train the model and the complexity of the model in the training
phase is one of the challenges of the proposed method. In future works, Apache Spark

architecture will be used as a distributed architecture to accelerate the proposed method's

37



training and reduce the training time. In future works, embedded learning will be used in

the fully connected CNN layer to improve the performance of the proposed method.

DDosS attacks can be discovered primarily using two techniques: in-line packet inspection
of all messages, and out-of-band detection using traffic flow record analysis. Either
strategy can be implemented on-site or through cloud services. In future we can use the
LSTM deep learning to train the system and use the trained networ to test the data. Also,
we can use the other methaheuristic method, to select the best features and use to train
the LSTM deep learning. Also, we can use the 10T to obtaine the attached data to find the
method to classificying it.
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