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ABSTRACT

ANEW METHOD FOR DIRECT I0OT DEVICES COMMUNICATION WITH
SIMULTANEOUS OPTIMIZATION OF SYSTEM PERFORMANCE

ALSAMARRAY, Luma Abdulnaser
M.S., Electrical and Computer Engineering, Altinbas University,
Supervisor: Prof. Dr. Osman Nuri UCAN

Date: April / 2023
Pages: 84

The Internet of Things (1oT) has become increasingly popular in recent years, leading to a
significant growth in the number of devices that require internet access to operate. However,
I0T devices have limited resources, which can make accessing internet services challenging.
To overcome this limitation, researchers have proposed lightweight protocols such as Con-
strained Application Protocol (CoAP) and MQ Telemetry Transport (MQTT) to reduce re-
source consumption. This study proposes a new system that utilizes these lightweight proto-
cols to proxy internet services, which allows IoT devices to meet their requirements. The
research conducted experiments on 10T devices and found that the proposed system reduces
resource consumption in terms of network bandwidth, time, memory, and energy. This im-
proved efficiency enables 10T devices to perform the same tasks with fewer resources, mak-
ing the system highly efficient. Overall, the proposed system could be a solution to the chal-
lenges posed by limited resources on 10T devices, making accessing internet services more
accessible and efficient. The results of this research provide valuable insights into the poten-
tial benefits of utilizing lightweight protocols and the impact of these protocols on IoT de-

vices' performance.

Keywords: 10T, Cloud Computing, HTTP, MQTT, CoAP.
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1. INTRODUCTION

1.1 INTRODUCTION

Since 1974, TCP protocol (IP) invention, human life has depended on complicated computer
applications and networks [1]. It includes daily computer uses, self-driving cars, distributed
business networks, and industrial and medical implementations. According to [2], a proxy
became a target of systems because of a continuous massive increase of the stored data.
However, computer systems have a direct negative economic effect against successful prox-
ies. Networks defense is a hot open research area because of the rise in network proxies and
the increase in sophisticated and available internet technologies [3]. Therefore, knowledge
of all network protocols is required by the defense. Therefore, for the proper interpretation
of the collected data, capture software applied several complicated parsers. According to [4],
processing an increasing of massive information needs efficient algorithms and implemen-
tation, and thus a big challenge. It is essential for the purpose of processing data in real-time
to avoid or lighten economic issues and a fast uncovering of past and present proxies. Zero-
day proxies are new vulnerabilities that occur daily and fastly investigated. The authors in
[5] stated that detection of unknown previously threats is not possible by the strategies of
signature-based detection. In the common tools, techiques of machine learning are rarely
found, although the topic has been investigated in the last two decades. In the anomaly-based
proxying internet, there are many false positives and issues in proper data evaluation and
training [6]. In network environments, the software stack is due to significant changes in
traffic patterns. To evaluate the strategies of anomaly-based proxying internet, using modern
data sets is crucial. Therefore, finding the breaches of a network is significantly supported
by network proxying internet. Additionally, trace the breaches back to the responsible par-
ties. Accordingly, the appeared damage can be retrieved and isolated [7].

Furthermore, proxying internet systems’ monitoring capabilities and proxy recognition have
a deterrent impact on the proxy (has a significant risk of being prosecuted and discovered).
A proxy can be convinced to look for else target due to a proxying internet occurrence. Due
to an alert, being blocked by an analyst or monitor, unwanted attention is created for the
intruder and reduces his work [8]. An extensive and reliable information source is needed to

make correct anticipation, and thus to take proxying internet benefits.
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Figure 1.1: Wireless Sensor Networks’ Provisioning Schema [8].

After compromising a system, access control and authentication (i.e., prevention strategies)
may fail. Therefore, proxying the internet works as a second defense line and plays as an
incident response base [9]. To find interest assets and do reconnaissance, time passes for the
proxy after getting a foothold on a network. According to [10], when proxies lateral move-
ment is detected, more damage is prevented although undetected of initial infection. For
more forensic investigation, proxying the internet is a key to uncovering such behavior and
crucial in reconstructing it. 1/3 of organizations detected themselves as an intrusion. Accord-
ing to a report published in 2018, 99 (101) days in 2016 (2017) is the median detection time
[11]. The time is high, although the reduction time is good. For a proxy, one hundred is large
to detect assets of interest and react against the intrusion. Furthermore, it is subject to insiders
(privileges are misused), although of most secure and sophisticated developed systems. Ac-
cording to [12], alarm trends are seen when looking at vulnerability visualization, where the
yearly reported vulnerabilities are increasing rapidly, and most of them are reported as high

or medium severe.




Proxying the internet is considered crucial for information security and network defense. It
Is of high importance in detecting any attempt to compromise the information regarding a
system and protect its confidentiality, integrity, and availability. In the literature, Security
information and event management (SIEM) systems were proposed to perform the follow-
ing: 1) Organize massive data; and 2) Interoperability provided between input sources and
different data formats [13]. To a SIEM, the fed data is classified into four types: 1) Threat
intelligence feeds; 2) logs generated by different systems; 3) host data from the monitored
endpoints; and 4) network traffic [14]. Even if a proxy tries to obfuscate or hide its occur-
rence, the network’s data is valuable information because each proxy needs to spread in the
network and leaves traces. On the other hand, since proxies manipulate a compromised sys-

tem, the host’s data is not usually reliable [15].

Recently, a work stated that eighty-three percent of routers consist of vulnerable code (the
research published by American Consumer Institute Center for the Citizen Research). Even
after the vulnerabilities, Infrequent updates make the device, for a long period, to ve vulner-
able [16]. Network security monitoring can detect malicious attempts from both compro-
mised hardware or software components and contact the outside world. For compromise
afterward indicators and to find whether there were other past trails, it allows it searches the
gathered data [17]. The data must be transferred to the server (that the intruder controls) to
infiltrate information or assets. Accordingly, data of the network is made to be robust evi-
dence. Trojan’s development seems to be increasing and not stopped (as a study demon-
strated implemented on Remote Access Tools (RATS) history). Over the last two decades,
the project studied three hundred of the most critical RATs [18]. Since new malware variants
appear frequently and signatures are able only to detect known malicious software, the im-
portance of behavior-based detection strategies is proven.

Several issues are faced by collecting features for network proxying internet. According to
[20], the increasing volume of data needed to process in corporate environments, video con-
ferences, big file transports, and high-resolution multimedia streaming are common scenar-
i0s. Then, many network packets (need to process) are generated. Proxies against the moni-
toring system are another problem (result in crashes). Consequently, audit data is lost, or
even remote compromise of the network monitor. From traffic, low-level programming lan-

guages are used to write the available solution for features collection. Automated memory



management is not provided by low-level languages; therefore, it increases the proxy surface
enormously [21]. Consequently, memory corruption vulnerabilities can occur, allowing for

remote code proxies or denial of service.

Therefore, new protocols or continuous updates in protocols features (even implementation
state is being secure or audited). It reintroduces exploitable security vulnerabilities. Addi-
tionally, to qualify for a board application, the collection sensor must be functional across
all major platforms and independent of a particular architecture. To enable quick and easy
integration into the stack of network monitoring, the format of the output data must be (as
possible) consumable as in several systems. The comma-separated values (CSV) are the
most implemented data format for machine learning and analysis of big data. The CSV does
not provide any structure to the data or even preserve data kinds. For large environments,
the existing solution's configuration and application are time-intensive and complex [22].

An increasing encrypting of shared traffic, entering content is denied, and analysis tech-
niques are required (independent of payloads of clear text packets for classifying). Since
most of the available tools have not been developed for a research task, their present state
isn’t enough for meeting the requirements for effective and convenient tests. In client behav-
ior or architecture, the authors in [23] stated that there should be basic differences. A further
realistic scenario would be created inside the network throughout penetration test, collecting
network traffic and utilizing this as dataset for checking implemented countermeasures.
Thus, better outcomes are achieved. There is no tool available publicly to complete this type

of independent verification effectively and reproducibly.
1.2 MOTIVATION

Various software systems include memory corruption vulnerabilities or exploitable logic
flaws. Among these are buffer overflows. A crash or even remote code execution may result
from the overfilling of one section of memory with data while overwriting the next section.
Another frequent illustration is post-free vulnerabilities, which, as described in [24], indicate
to the act of accessing memory after being released. Additionally, it may lead to the execu-
tion of a program crash or arbitrary code. Those errors affect programming language and its
variants without automatic management of the memory because boundaries checking er-

rors either by humans or compiler optimizations that do away with bound checks might lead



to them. Languages with such automatic memory management, though, are not reduced to
proxies. For instance, Java VM and object serialization have both been exploited. Due to
their extensive protocol stack implementation and abundance of potentially weak compo-
nents, like extensions and plugins, web browsers are important target for proxies [25]. Adobe
Flash, a programming language for making animated web content, is an often-exploited part
of web browsers. Even huge corporations that lavish a lot of cash on security team and pro-
vide bug bounty for reported flaws fail to consistently shield their users or themselves from
proxies. In latest Facebook incident, proxyers used technical flaw to obtain access tokens,
enabling them to enter into the accounts of nearly 50 million individuals. Apple
lately patched a flaw that caused heap overflow and may possibly be used for the remote
code executions (CVE2018-4407) in XNU kernel's ICMP packet error handling code. Ac-
cording to [26], the vulnerability is present in such a core component regarding the network-
ing code of the OS that antivirus software is not capable of identifying the attempts of ex-
ploitation. Additionally, organizations managed by engineers who are aware of the conse-
quences of the computer security, like spyware producer Hacking Team, have in the past had
an embedded device in their network compromised by a zero-day vulnerability [27]. Because
of a mistake in the handling of Session Initiation Protocol (SIP) packets. The flaw enables a
remote crash or reload of the vulnerable systems by a proxyer. The forensic investigation
tools expand the proxy surface even more. Because of the quantity of implemented code and
supported protocols that needs to be maintained, protocol dissectors have a large proxy sur-
face. For instance, Wireshark has 1400 writers, has a minimum of 2.5 million lines of code
overall, and supports over 2400 protocols. Present software stacks could be exploited and
compromised because of their dynamic nature and complexity [28]. In order to enhance the
proxyer's efforts and expenditures and ensure quick discovery of breaches, they must be

monitored. Lastly, network monitor could be a proxy target.
1.3 PROBLEM STATEMENT

Recently, significant attention has been paid to providing digital services for more the thirty-
five billion 10T devices [5]. Such as medical [6, 7, 8], agricultural [9, 10], transportation [11,
12], and smart cities [13, 14], the services empowered by utilizing 10T devices in various
areas. However, than an 10T device, services are primarily developed for PCs that have ex-

tensive resources (e.g., bandwidth memory and processing). Service provision is performed



by utilizing complicated protocols (such as XML and HTTP) [2, 15, 16, 17]. In the devices
and utilizing the protocols, the provisions of services alter from developing communication

for data exchange [18, 19], process data [8, 20], and more achievements [21]

For devices, recent services have begun to utilize other protocols (e.g., MQTT and CoAP)
to decrease the overhead needed by the protocols implemented in web service [22, 23]. COAP
protocol depends on UDP to decrease the processing needed by the device. The UDP is very
lighter than TCP (implemented by HTTP protocol). Furthermore, CoAP is utilized for ac-
cessing the web services. It transmits (receives) data to (from) server. The MQTT protocol
is typically utilized to send and receive data among devices. The protocol is known as a
publish-subscribe protocol because Internet of Things devices subscribe to the topics that
interest them in their texts [22, 24].

Despite reducing the resources needed by the devices for entering their wanted services by
such current protocols, the application can be used in services of the web only (using proto-
cols, the access is provided). Additionally, recently the services number has been increased.
However, the services provided by Representational State Transfer (REST) architecture and
HTTP are more in comparison with lightweight services [25, 26]. Furthermore, whenever
they attempt to access a service, the 10T devices usually communicate massive redundant
data as they are primarily utilized for particular duties [3, 4]. Thus, this study presents a

unique approach using a cloud server for proxying all internet services for 10T devices.

Effective feature extraction, selection, and collection tooling are required for solving
such queries. Regrettably, a lot of researchers do not publish the tools that they use, and that
makes it difficult to validate and replicate their findings and lengthens the time required for
subsequent research on the subject. Additionally, depending on fabricated data-sets for the
network security monitoring verification doesn’t accurately reflect the actual condition in-

side the secured environment of the network.
1.4 RESEARCH CONTRIBUTIONS

The suggested system contributes to the following objectives:

i.  Decreasing devices’ need for resources by implementing lightweight protocols (e.g.,

MQTT and CoAP) to communicate with devices.



ii.  Interpreting messages between loT devices and the intended service devices depend-
ing upon protocols that have been defined for every Application Programming Inter-
face (API).

iii.  Storing redundant data in server to communicate the only sensed data via device.

iv.  Extract the part of the data and send it with no further data as the need of device from

wed service.
1.5 THESIS ORGANIZATION

The rationale behind cluster-based anomaly-based detection methodologies and network se-
curity monitoring are explained in the presented introduction. It describes the effects of
memory corruption on the security related to the networking infrastructure used by
WSNs nowadays. To clarify the purpose of the presented work, common terminologies will
be provided together with a task description and a problem statement. The requirements for
network feature collection mechanisms are examined after a brief review of related work,
and then available solutions are assessed. The implementation and concept of research pro-
ject will then be thoroughly explained, along with suggestions for future developments and
a number of use cases beyond network proxying internet. In the final assessment, a number
of useful applications of the created tool are displayed, including a number of tests on cate-
gorizing malicious behavior using a WSN. An analysis of potential future developments fol-

lows the conclusion.



2. THEORETICAL BACKGROUND

The purpose of the presented study is to develop better environment solution which will
eliminate drawbacks of conventional wireless network for proxying internet system and con-
trolling operations. In addition, the presented work is motivated to overcome the complica-
tions and challenges that proxying internet system units in WSN faces using clusters meth-
ods in real time with their structure and hostile environment is surrounding them. They also
provide an in-depth analysis of WSN systems and their benefits, which this study tries to

overcome.
2.1 RELATED WORK

To analyze, filter, and visualize network flow data, many network traffic flow capture tech-
niques, tools and formats have been presented in [31]. The authors in [32] presented a thor-
ough review of the network's sensor placement and topologies. Additionally, they studied
network incident response and security monitoring. They demonstrated the use of some com-
mon tools. To determine network vulnerabilities and anomalies at each layer, several feature
selection algorithms were proposed in [33] for some classification techniques. The authors
discussed challenges, presented different tools, and assessed the systems of network anom-

aly detection

Using sensors and network mapping, the authors in [34] proposed techniques to perform
experiments in collecting and analyzing the data collection, and analyzing traffic behavior,
and data analysis. Furthermore, to visualize network data, the techniques provided several
ways. Moreover, the techniques dealt with identifying the application. The authors in [35]
explained the need for network proxying internet system and presented the network moni-
tor’s structure and operations. This article inspired us to conduct this research because it

contained the network security monitoring aspects.

The authors in [36] utilized the KDD dataset and used several filter algorithms to reduce
forty-one features to sixteen one to achieve the same detection outcomes. They utilized Sta-
bility Selection, Stepwise Regression, and Maximum Relevance (WMR). The author vali-
dated their work with the use of Bayes Classifier and Support Vector Machines (SVM). We

were inspired to inquire about the necessity of extremely complex extracted characteristics



by the study. Furthermore, a more basic feature set is key to performing the current research

tests.

Base Station

(),

Cluster Head

Cluster Node FA w

Figure 2.1: A Central Station Design with Two Heads of Clustering and Many Nodes Within [37].

They do not appear to have shared their implementation, which is unfortunate because it may
have been of tremendous importance to research community [38]. The researcher was
strongly motivated to publish the entire tool chain for helping future researchers and enable
independent verification of the results because results couldn’t, thus, be reviewed and future

study will require to proceed by using inefficient tooling.

The current traffic flow analysis was examined by researchers in [39], who also included a
comparison and an overview of popular tools and capture formats. The flow-based collecting

mechanism was effectively introduced.
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Figure 2.2: Evaluation of The Theoretical Representations Pertaining to Distributed and Hierar-
chical Wsns [40].

2.2 BEHAVIORAL DEMANDS

To obtain the most comprehensive view of network activity, the feature collector should be
able to parse a broad range of the protocols. The system should also report traffic that it

cannot comprehend.

2.2.1 Data Availability

Prior to creating summary structures, network monitor must make collected data accessible
at minimal level that is possible for the research purposes. This means that for each protocol

that the monitor could interpret, protocol-specific information must be provided.

2.2.2 Abstraction Capabilities

Summary structures, abstractions, aggregate values, and statistical data could be produced
from acquired data with the use of information which was acquired during the collecting
stage. Bidirectional connections and unidirectional network flows are common examples of

summary structures.
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2.2.3 Concurrent Design

After developing reduced-cost multi-core processors, many systems have been equipped
with this design. In the beginning, there is high importance in considering the number of

available processing cores in the design of a monitoring system.

According to [41], diving a problem into several different minor problems is known as con-
currency. It gives chances to perform different parallel operations. Therefore, the group of
independently performing processes describes the programming by the term concurrency.
Accordingly, simultaneous execution of related operations is referred to as parallelism pro-
gramming. In other words, parallelism is considered to perform many things at once,
whereas concurrency deals with many things at once. Both are related but not identical,

where the parallelism indicates execution, and the concurrency points to structure.

Through communication, independent executions should be arranged to enable concurrency.
Network packets are received sequentially; therefore, it is no problem if they are read live
from the network card or a dump file. Through parallelizing their decoding process, multi-
core systems' power is used to boost the overall processing speed. Finally, from the ground

up, several systems are not developed with concurrent processing.

2.2.4 File Extraction Capabilities

Many protocols have been developed to transfer files in the literature, such as Bit-Torrent,
SFTP, FTP, HTTPS, and HTTP. However, to carry file payloads, other protocols are abused.
DNS protocol is an example of converting data exfiltration [42]. Without access to the uti-
lized cryptographic or certificate key, inspection is impossible in encrypted communication
(for example, HTTPS). For performing more analysis, there is a need to extract files trans-
mitted in the network from a security monitoring side. For instance, matching executables
to antivirus (AV) data-bases. Breaking the encryption for that reason shouldn't be considered

since it reduces system security overall, which represents a negative outcome.

2.2.5 Supported Input Format

With regard to input of offline network data, suitable formats are required to support it.
Therefore, the industry standards, such as an improved version of PCAPNG and PCAP, are

excellent candidates [43]. The PCAP preserves the full payloads and each single packet.
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Accordingly, for collecting data, it is a good input format. But dump files’ size may increase.
It is a major problem, particularly when storing data for extended periods of time. Other

formats, like Cisco's NetFlow, Suitable Output Format.

Output format for data that had been gathered needs to be readable through a variety of
libraries, frameworks, and systems and displayable in a human-readable form. The output
format of choice is frequently CSV. As a result, it isn't restricted to any one-character set
and functions equally well with Unicode and ASCII [44]. The character set that is used pres-
ently should be supplied individually because CSV doesn't preserve it. Even though CSV is
space-inefficient method of the storage or the exchange of the information, people are read-
able in their original form. Also, without separating structures from their parent environment,

CSV can’t represent the object-oriented and hierarchical structured data.

2.2.6 Real-Time Operation

It is important to support live capture from network interface for monitoring and operating
real-time. To disc, dumping the collected data cannot often be performed because of con-
straints of disc space (an example on embedded devices). Therefore, there must be another
mechanism for data collection because capturing to disk is always optional. The following
actions push proxyers to go faster in a compromised network: 1) Real-time uncovers
breaches, and 2) Raise alerts. According to [45], incident response and digital forensics are
required to increase the likelihood of mistakes and give fewer periods for the cleaning of the
traces. Consequently, reducing the damages. Slow systems may produce alerts with a delay,
then poxyers are given more periods to complete their objectives. Real-time determination
of attempted breaches makes valuable information be drawn from the network security about
used techniques and targeted systems. Furthermore, it supports putting counter measures to
happen.

2.2.7 Non-Functional Requirement

In case untrusted inputs are parsed, it should be produced that no exploitable vulnerabilities
would be available in the code of the parser. Many potential and different complex parsers
have to be maintained and implemented because a large stack of protocols is the base of
advanced network communication. Consequently, in the corresponding parser code, pro-

gramming errors’ chances may significantly increase.
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Figure 2.3: In A Wireless Sensor Network, Equality Constrained Optimization with Management
Node and Sensor Nodes [46].

2.2.8 Memory Safety

Due to high costs, code audits are usually omitted or can only be done on the source code’s
fraction. Furthermore, protocols’ RFC specifications are violated by vendors. It needs fault-
tolerant parsers, and it should be verified fuzzing. Rather than secure memory handling, cre-
ating robust parsing logic is allowed through developing a system of a feature collection,
and selecting some language that has memory-safe garbage collected run-time.

2.2.9 Open-Source Codebase

To support other scholars in extending or auditing the source code, the code must be well
documented and accessible. Even though the code is available to a potential proxy, the net-

work monitor’s security model must depend upon a secret code.

2.2.10 Scalability

In order to meet the needs of large-scale distributed deployments, the system must be scala-
ble. For example, receive an input date from several network sensors. It must be performed
efficiently and securely. Thus, compressing the data when it is transferred, and the commu-

nication needs to be encrypted by the network monitor to avoid any eavesdropping.
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2.2.11 Performance

The quantity of the packets (which should be examined and recorded) keeps increasing. To
prevent data loss and save all data, the network monitor needs to be effective. Even though
an alert doesn’t prevent intrusions automatically, its identification is merely a start and in-
creases the chance for a proxyer (to be detected). Missing the finding of an active proxy
could result from a system which is overloaded and begins to drop packets. The implemen-
tation's programming language has a significant impact on performance. The programming
languages of low-level systems don’t offer any memory safety, as was previously mentioned.
For the architecture of security-critical infrastructure, higher level languages like Python
programming must be taken into account in future. Although there is a performance cost
associated with this, the overall application security is greatly benefited by this trade-off. In
a newly released study, POSIX compliant kernel was written by using Python, and the per-
formance penalty assessed ranged between 5% and 15% when compared with the Python
implementations. Networks in the present day carry a variety of the heavy traffic streams,
including torrent downloads, Netflix-style video streaming, and others. As indicated in [47],
it is customary practice to identify such "elephant flows" and eliminate them as soon as
feasible since they significantly reduce the performance of monitoring system. This offers a
security concern, too, since an intermediary may leverage the knowledge that specific traffic
types are being ignored for the purpose of hiding in big data stream. Discarding such flows
could result in missing a genuine incursion caused by a media player vulnerability, as video
and audio players and associated codecs have been considered as one of the popular sources
for the security flaws. For instance, looking for VLC media player in MITRE CVE database
yields 92 results, as indicated in [48]. To achieve performance objectives, an ideal solution

must not reject any data.

2.2.12 Configurable Design

For allowing performance tuning and adaptation to unique requirements, like privacy rules,
the monitor program must be flexible. Automated network traffic collection and analysis
could be illegal on a state, local, and national level and could lead to serious privacy viola-
tions. Thus, before installing any monitoring software, it is vital to acquire the needed rights
for the target network and professional legal counsel. For various network administrators,

the issue of how to preserve user privacy while conducting network security monitoring
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operations has become crucial. Since may 28, 2018, General Data Protection Regulation
(GDPR) has dramatically increased the penalties for violations and the range of protected
information as described in [49], considerably enhancing the protection of personal data

from EU individuals.

2.2.13 Extensibility

Computer networks represent tremendously dynamic settings; therefore, the network moni-
tor must be simply expandable, quickly integrate new protocols, and keep up with the light-
ning-fast pace of technological advancement. Thus, the monitoring system must make it se-
cure to quickly and securely install parsers for additional protocols and must offer an inter-

face to further expand capabilities.

2.2.14 Reliability

Even in proxy or high load situations, the monitor should often be accessible and produce
actionable data. Additionally, critical errors should not cause the monitoring system to shut
down; instead, they should inform an administrator and restore system to a functioning state,
as described by [50]. It's crucial to provide ongoing monitoring when recovering from a
system failure, regardless of whether it was caused by a defect induced by a proxy or by
logical errors. The monitor will be vulnerable to proxies, therefore recovering and report-

ing from undecodable traffic or parsing errors is required.

2.2.15 Usability

The network monitor's user interface needs to be strong enough to handle challenging tasks,
yet sufficiently simple to be operated by human being with no confusions or wastage of the
time. In time to help people quickly comprehend, correlate, and analyze vast amounts of
high dimensional data, the software should offer appropriate visualization options because

network data is quite abstract for humans.

2.2.16 Storage Efficiency

Since state-of-the-art networks can only store so much data at once, the amount of audit data
that is gathered must also rise. Since the resulting output must contain all the information
necessary for the detection task described in [51], it must be as compact as possible. The

data that will be collected must also be customizable. Data that is unrelated to a detection
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task or a specific monitoring system may exist in some instances. If so, there must be no

waste of resources on gathering or storage of the irrelevant data.
2.3 COLLECTION OF THE FEATURES IN THE IDS SYSTEMS

The systems of feature collection that are used for proxying the internet must be sufficiently
dependable for running continuously in background related to observed system with little
overhead and with no human supervision. For identifying proxies attacking the monitor di-
rectly, the system should be fault tolerant, capable of recovering from errors automatically,
and must maintain its own integrity. Extensibility and reconfigurability are crucial, as mod-
ifications are frequently needed in dynamic contexts like computer networks. The system
should be capable of detecting deviations from expected behavior, and deployment must be
simple and quick. They also need to offer an effective user interface and visualizations in
order to help the human analysts. To guarantee performance and integrity of monitoring
systems, the mentioned criteria for the underlying hardware are equally important. For future
reference, table 2.1 includes a list of each software required for contemporary network prox-

ying internet systems.
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Table 2.1: Summary of The Requirements for The Feature Collection [52].

Supported Input For-
mat

Support for the standard input formats of the in-
dustry

proper Output For-
mat

Widely supported and efficient formats of output

Real Time Operations

Live acquisitions of the traffic from an interface of
the network

Open-Source Code-
base

Publicly available source code

Memory Safety Secure management of the memory

Performance sufficient processing for the traffic of high volume

Scalability Operations in the large scales, potentially distrib-
uted networks

Extensibility extension Ease for the new protocols

Configurable Design

adaption and Configuration options for the special
requirement

Usability simplicity of the utilization for analysts / re-
searchers
Reliability Reliable implementations

Storage Efficiency

Low storage overhead

Requirements

Short Descriptions

Coverage of Protocol
Support

Range of the supported protocols

Capabilities of Ab-
straction

Generations of the abstractions like the flows

Availability of the
Data

Access to the data on lowest levels

Extraction of Files

Extractions of the files from the network traffic

Concurrent Design

Efficient utilization of the multi-core architecture
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Figure 2.4: With Two Modules in Security Scheme, Network Re-Configurability, And Extensibil-
ity for Proxying Internet [53].

2.4 BENEFITS OF INTERNET-OF-THINGS

19.71 billion connected devices to the 10T were present worldwide in the year 2019. Ac-
cording to [54], it will reach 26.66 billion before the end of 2020. According to [55], there
will be 75.44 billion gadgets connected to the Internet in 2025, which is an increase of sev-
eral orders of magnitude over the previous ten years. Those Internet-connected gadgets are
capable of independently producing information based upon the behaviors or the anticipated
results and providing it via Internet. Which is what loT concept is made from. According to
[56], the 10T is a vast network of gadgets with actuators or sensors linked via remote or

wired organizations.

In addition to all advantages and positive aspects which remote medium had added to the
IoT, there are drawbacks, such as numerous kinds of the intermediaries and irregularities in
the traffic. The two most well-known security risks include the infection and intrusion, and
those are typically alluded to as programmers or wafer. This goes along with the risk of
personal information being shared with the public and leads to an increase of digital inter-
mediaries such as phishing, probe, Remote to Local (R2L), denial-of-service (DoS) interme-
diary, and so on. The ordinary information stream contains an example that could be roughly

similar because such intermediaries are not typical [57]. However, the scenario will change
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if another material tries to alter or modify the data, and this is the point at which intrusion
location techniques become a crucial consideration for the web, and particularly for loT.

To guarantee the framework and information are simply open to approved substances like
people and cycles, intelligent controls are utilized as programming safeguards. Interruption
recognition and counteraction framework, passwords, access control and so on incorporate
sensible controls as referenced in [58]. To screen and identify oddities or any dubious con-
duct, interruption discovery framework (IDS) and interruption anticipation framework (IPS)
are being utilized. As various conditions and most recent advances are inclined to be malig-
nantly intermediary, Al (ML) calculations can recognize, break down and order interlopers
in network precisely and quickly as referenced in [59]. Two sorts of interruption recognition
framework are there, which include: Signature-based recognition and Anomaly-based iden-
tification. Abnormality-based recognition strategies distinguish the intermediaries which are
obscure by noticing the entire framework and elements in it like traffic, objects and so on
Something besides ordinary conduct is recognized as a possible intermediary. Then again to
distinguish explicit examples of the intermediaries that are indicated via exploring network
information or traffic, signature-based recognition techniques are incredible as referenced in
[60]. Subsequent to exploring on explicit use cases, information attributes and framework
needs, such a variety of qualities has affirmed that there is no exceptional technique that
would give effective and exact interruption location for each dataset under examination as

referenced in [61].
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Figure 2.5: An Intelligent Proxy Transformation Model with The Storage Management and Data
Archiving System Inside Proxy [61].

2.5 10T SUPPORT IN THE INTELLIGENT PROXY AUTOMATIONS

2.5.1 10T Advantages

The 10T offers a number of daily benefits, as indicated in [62], not just for the consumer
sector, yet also for the business sector. We can now examine real-time information
which was previously unavailable thanks to technology. By lowering material waste and
unplanned downtime, businesses may increase the efficiency of their operations. Al is ap-
plied, which significantly reduces the effort and time required from humans. Infrastructure
construction and infrastructure damage detection could both be done using sensors. Road
congestion might be decreased with the aid of automated traffic control, and exterior sensors
or gadgets might be installed to detect environmental changes and alert us to approaching

natural disasters.
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Figure 2.6: Advantages of 10T [62]

loT improves the quality of our lives by making our homes, workplaces, and vehicles more
measurable and smarter. It is incredibly simple to obtain information on the go, set timers, or
play music with smart speakers like Google Proxy or Amazon's Echo. We could remotely
monitor our proxy from other locations and see what's occurring both outside and inside, as
well as interact with visitors thanks to the proxy security system. Smart air conditioners will
turn on in the case where it detects that you are enroute to your proxy, and smart lighting

systems will switch off if no one is home, reducing excessive energy consumption.

2.5.2 10T Advantages

IoT security has two disadvantages. As indicated in [63], the fact that there is currently an
interconnected device system on a network helps to make system effective and secure to
some extent. Although the connected devices produce enormous amounts of the data and are
continually exchanging data, this leads to a large volume of internet traffic. The devices may
become more valuable with such data, yet the internet's openness raises concern about pri-
vacy and security. There are several causes for such problems.
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2.5.3 loT-Disconnection in Smart-Proxy

Because 10T gadgets cannot be fixed, programming errors are frequently detected in them.
As a result, they are more vulnerable to security risks such as DDoS intermediaries, which
is likely the most well-known problem caused through setting device's secret key to the de-
fault secret phrase that the programmers may actually break, as mentioned in [64]. Both
malware and ransomware use encryption to completely lock out its client' gadgets and steal
their data. Protection continues to be one of the main IoT challenges as data is transferred,
stored, processed, and harassed by the large corporations, as it has been stated by [65]. Our
rights to data security and privacy are violated when this data is sold to different businesses.
One of the most significant risks associated with 10T is proxy invasion, as the majority of
proxies and workplaces depend on automatic procedures that encourage using loT devices
in such settings. Those devices' IP addresses are available to the hackers, who could utilize
them in order to determine the device location and acquire access to the personal information

in order to sell it to darknet markets that are data of the criminal activity.
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2.5.4 loT-Disconnection in Smart-Proxy

Disconnection from the 10T occurs in smart proxies for a variety of causes. It can be due to
a faulty node. Other causes may be related to node movement, which may occur randomly
to one or both nodes of each link or periodically as a result of satellite and planet movements
on their orbits. The fact that certain cutoffs happen as a result of periodic power savings by

nodes, such as low power nodes in sensor networks, is also important to note.
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Figure 2.8: The Phrases "Smart Devices" and "loT" Have Shown an Increase In Popularity
Over Time, According to Google Trends Between 2010 And 2019[66].

2.5.5 Unexpected Lengthened Queuing in the 10T Networks

In the severe circumstances, queueing delay in typical 10T networks might range from a few
seconds of a second to seconds. However, because of the unusual circumstances surrounding
smart proxy queueing, delays might last days or even hours. The nature of smart proxies, in
which several copies are transiting across the nodes, as well as the retransmission that occurs
in the case when data cannot reach their destinations, are what contribute to
these longer queueing delays. Similar to the Samsung Smart Things, Intermediary Automa-
tion was advanced by the Belkin Company. Which had provided a complete smart interme-
diary framework along with pre-built smart applications and gadgets (online and portable)
for managing and controlling the smart intermediate framework. Its tech is just a little dif-
ferent from the Samsung Smart Things since, because gadgets are WiFi enabled, they can
be controlled directly from applications without the need for a mediator center. Also,
the framework creates a clever intermediary organization by using WiFi switch. It is crucial
to have a central point, like a Raspberry Pi as mentioned in [67], to enable control from
outside the intermediate. Belkin WeMo Proxy Automation Framework, such as Samsung
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SmartThings, does not offer the flexibility to add specially created gadgets without first add-
ing WeMo item (WEMO Maker) for connecting with any additional gadgets, in spite
of whether the customers create gadgets that communicate via WiFi as mentioned in [68].
The environment in which the web of things is used on the plant. Urban areas have a tre-
mendous socioeconomic impact on the world's population and play a vital role in global
finance. It fits in with the group of megacities that [69] mentions will have 10.5 million
residents by 2025. Depending on whether megacities are viewed as a negative or posi-
tive factor for the strategy on a realistic course of events, the situation may be either fortunate
or bad. Through the attempt to relate "nations with largest number of the megacities” to
"World Environmental Performance Index,"” it is generally concluded that there isn’t any
connection between the countries that have a high proportion of their populations that live
in the megacities and their capability for managing their natural resources, as mentioned in
[70].
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3. METHODOLOGY

Components of the suggested system include: network service, database, and web applica-
tion. As illustrated in Figure 3.1, to achieve tasks of the I0T devices, each component com-
municates with another (among all components). The web application is used by IoT devel-
opers in order to design and configure the Apps that 10T devices access. Locally, an app
operates and accesses outside services on the internet or even combines both. By the web
application, the configurations can be stored in a server (database management server). To
get the needed task, the server is accessed whenever the network service needs it. Further-
more, the database management server stores redundant information that needs to perform a
task. Therefore, to decrease the needed bandwidth to execute the App, the information isn’t

communicated from the device.

HTTP/SMTP/POP/
IMAP/XML...

Database Management Server NetworK Service

MQTT/CoAP

Web Application Y Y Y

Configurations #

10T Devices

loT Developer

Figure 3.1: Hierarchy of Suggested System
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Figure 3.2: App Configurations of The Suggested System.
3.1 STEP OF DESIGNING AND CONFIGURATION OF APP THE APP

The system assigns a unique identifier (ID) and optional authentication password (see Figure
2). Public App is the App that does not have any password, and thus any device can access
it without any authentication. Using the web interface, the developer predefines these types
of Apps, which are designed particularly for a specific task. Manually, the App is triggered
according to the configuration. When a predefined condition is satisfied, the device requests
triggering by utilizing a preconfigured interval (conditionally or periodically). Using the
MQTT protocol, these Apps can be accessed, and their values are updated. The App updates
assigned by the device (which has subscribed to the topic) lead to automatically updating the
device if Else, using CoAP protocol, is utilized for accessing APP when triggered and con-
figured. Therefore, execution of an App has been performed, and the outcome is sent back

to device that requests the App.

An App has UPDATE, DELETE, GET, or POST commands depending on REST architec-
ture and uses HTTP protocol for accessing the service. The App also includes any data that
IS required in order to carry out command on remote server which delivers targeted service.
The device needs to write some specified value to some specific server which necessitates
the authentication. Both detected value and the name of the value
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being written. The system could prestore the remaining data together with the sensed value.
As a result, it is possible to access remote service. The sensed value is after that written by
the device to the proposed system after the measured value has been given. The CoAP pro-
tocol is applied here. Finally, response that has been obtained from remote service has been
compared to the XTree. The position of needed value is defined by XTree in received XML
response or HTTP so that only that value would be sent back to 10T devices. In the case
where no trees have been specified, response is sent back to device which had requested

service.
3.2 ACCESSING APPS

To access an App, the device uses the protocol according to the App’s execution kind. While,

the CoAP is utilized on-demand ones, MQTT is utilized for conditional and periodic Apps.

As was previously indicated, the protocol that an 10T device could utilize for accessing an
app is based on how the app is executed; periodic and conditional apps utilize MQTT, while
on-demand apps utilize CoAP. The IoT device could get updates on value that it’s interested
in each case that a change has been detected in its value with the use of the protocol of MQTT
through the subscription to the appropriate task topic that has been identified by the ID. An
on-demand App may be accessible with the use of CoAP protocol through giving all dy-
namic values that are needed from IoT device for accessing remote service, in the case where
any has been defined in the specifications of the App. Those values have been added to
template that has been specified at server that has been utilized for accessing remote service,
in which the response of service has been put to comparison with predefined XTree for ex-

tracting the necessary piece of information and transmit it back to the IoT device.

In a vast area, Wireless sensor networks (WSN) are typically utilized to assess several phys-
ical objectives. It contains many sensors (small nodes). They are used for measuring the
physical features of the location, like air pollution, pressure, and temperature. WSNs imple-
ment in several areas, such as monitoring natural disasters like volcanic, earthquakes, and
floods. They are utilized in medical, chemical, automated warehouses, robotics, and military
applications. In nature, the WSNs are widely used to measure mountain disasters, humidity,
pressure, and temperature. Sensors are small devices and have limited memory and power.

The system receives and transmits information among the sensors and some components to
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measure area characteristics. ldentifying the position of sensors is crucial in WSNs applica-
tions. Typically, there is a limitation in using sensor data without the precise location of the
sensors. Knowing the precise location of some sensors is essential in several applications.
Therefore, the remaining network topology is entirely ad-hoc and random. In the literature,
several survey papers have been published reviewing MQTT-related issues. Usually, the
scholars investigated and addressed the per-node location information. All customers
must have an interesting identification that matches the one described in client consents be-
cause our framework has a client authorization component in the home server. If they don't,
they'll be given the default client consents. The authorizations might be including access
right to certain devices or group of the devices, for example, there is a possibility to state
that a client might access benefits of all kitchen appliances but can’t change them. We have
recently heard more regarding home computerization, the 10T, and fake power perception
than ever before. While the way such terms sound makes them similar, there are other ways
in which they differ. This section will provide performance information for loT-based smart
home automation systems generally. This includes the protocol of the MQTT for managing
robotization interaction with the modules of the home server. Python 3.8 on the boa con-
strictor pilot platform with GPU and CPU usage is used as the language of choice for this

section. Figure 3.3 displays the fundamental flow diagram.
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Figure 3.3: The Flow Diagram of Proxying Internet System in Internet-of-Things.
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3.3 ENVIRONMENT OF WIRELESS SENSOR NETWORKS

By utilizing sensor-based interaction with the environment, we set WSNs apart from other
wired, conventional, or even wireless networks. WSNs often have minimal infrastructure, if
any at all. They are made up of several sensor nodes, ranging in number from some tens to
thousands. Together, such sensors measure and monitor a certain area to get data regard-
ing the environment. Most of the time, we are interested in using low-cost sensors,
which have few processing components. In this chapter, methods for localization processes
for proxying internet systems within WSNSs are categorized and evaluated. Depending on a
variety of factors, they could be divided into distinct categories. In this work, the problem is
viewed as a distributed systems problem. Also, we presumptively include the possibility that
not the entire network might have a direct connection. Consequently, one of the most im-

portant categories in terms of hardware limitations.
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Figure 3.4: Topology of WSN Following Organization into Cluster.
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Figure 3.5: Topology of WSN Throughout the Phase of Key Setup.
3.4 DESCRIPTION OF DATA-SET

Internet techniques for the anomaly-based proxying suffer from a dearth of the reliable data-
sets for the verification as well as testing. The majority of the data-sets are unreliable and
outdated for evaluation, according to analyses of 11 datasets which have been available since
the year 2017 by the Canadian Institute of Cybersecurity. While a few of such datasets fall
short in terms of diversity and volume of network traffic, others lack the most recent proxy
patterns and/or packet payload data anonymization, which restricts study potential. A
few lack the metadata information and feature set as well. Researchers' system for inserting
proxies into present datasets was published in 2015, presenting an intriguing method to the
development of realistic datasets. Even though their tool wasn't employed in this study, it
offers an intriguing alternative for future research. The studies will make use of CIC-IDS-
2017 dataset, which was selected as being the most recent and well-documented dataset [54].
The dataset comprises of PCAP files needed for creation and the CSV flow records produced
by CICFlowMeter. Data hs been captured for 5 days and no, and the dataset has not been
anonymized. The bundled PCAP dumpfiles have a combined size of 48.9 GB. On working

days of Tuesday, Thursday, Wednesday, and Friday, proxies were run in the afternoon and
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morning. DDoS and DoS attacks, Heartbleed, Web proxies, SSH and FTP brute force at-
tacks, infiltration, port scans (Friday), botnet traffic, and DoS attacks are among the proxies
that have been put into place. Only valid traffic is present on Monday because it is a typical
day. The associated research article and the CIC website both contain comprehensive infor-

mation on the dataset and the testbed design.
3.5 RANGE-BASED LOCALIZATION IN MQTT

These methods rely on point-to-point or angle-to-point data. For determining the angle and

separation between two nodes, the following techniques are the most popular:
3.6 RECEIVED SIGNAL STRENGTH INDICATORS (RSSI)

This method is based upon the comparison of a signal's power or strength at receiver node
to that at the transmitter node. In comparison to the other approaches that will be discussed,
this method uses RF signals, is more prevalent, and is considerably less expensive (r