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GROUP AUTHENTICATION FOR NEXT GENERATION NETWORKS

SUMMARY

The use of the internet of things and unmanned aerial vehicles will definitely
increase in the next-generation networks. Security and usability are two balancing
factors. While the offering of technological developments to humans makes life
easier, it can raise usability and reduce safety. IoT devices and UAVs have limited
resources and their numerical existing in a network is more than traditional network
devices. Including these next-generation network devices to the mobile networks with
authentication is one of the security issues due to their limitations and numbers.

Providing the confidentiality of communication in a network is possible with the
encryption of the messages by the sender and decrypting by the receiver. In general,
the encryption methods are divided into two sections as public-key encryption and
symmetric key encryption. The main difference between these encryption methods is
the existence of the same key in both sender and receiver. Each parties communicate
with the symmetric key encryption should have the same security key to encrypt and
decrypt the messages. The symmetric key encryption is preferred by the IoT and
UAVs since the method uses fewer resources than public-key encryption. Although
the symmetric key encryption has the advantage of consuming fewer resources, the
distribution of the same key with each party in the communication is a challenge. If
the number of parties is more than the traditional network as in IoT and UAVs, the key
distribution is more challenging.

Authentication, authorization, and auditing are the steps of the access control chain.
The security level of the chain begins with strong authentication solutions. A claimer
shares its identity with the authentication authority to initiate the authentication
process in traditional solutions. The authority verifies the identity according to
the predetermined protocols or values. The agreement of a security key after the
authentication is a best practice for the encryption of the messages between the claimer
and authority.

Nowadays, the most common authentication schemes exploit the one-to-one
authentication method. The authenticator can verify a claim at the same time
in one-to-one authentication methods. One-to-one authentication methods are not
preferred for dense networks such as IoT and UAVs since these networks may produce
a large number of authentication requests at the same time. The authentication
servers may not respond to the requests, which originates a scalability problem.
Group authentication is a promising solution for next-generation networks to overcome
scalability issues. Group authentication is a time and resource-saving solution since the
members in a group may authenticate each other at the same time.
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In this thesis, a new lightweight group authentication scheme is explained in detail
by taking into account resource and time issues for IoT and UAVs. The group
authentication scheme and most relevant group authentication solutions in the literature
are implemented in omnetpp simulation application and the simulation results for
time and energy consumption are compared. The results reflected that the group
authentication solution required 80% less time and energy according to the other
schemes. In addition to the advantages of time and energy, a group key is agreed upon
by the group members in order to encrypt the messages in the group communication.
The group authentication scheme is also resistant to eavesdropping, replay, and
man-in-the-middle attacks since the private keys are kept secret by using discrete
logarithm problem. The public value in the authentication is the multiplication of
a private key with an elliptic curve generator point. The intruders with the public
key cannot include in the authentication due to the lack of a private key. Also, a
valid private key is required to recover the group key in order to decrypt the group
communication. The updating of the group key in an interval also provides additional
security for the group authentication.

The group authentication solutions in the literature require a group manager with
preferable resources than other group members. The group manager usually is
responsible for selecting the initial parameters of the scheme and verifying the group
members. However, most of the networks with IoT devices or UAVs do not have
a central authority to manage group authentication. A group authentication scheme
should also propose solutions for both centralized and decentralized situations for
the next-generation networks. In this thesis, a decentralized scenario for group
authentication is presented for IoT devices and UAVs.

The number of 10T devices and UAVs will arise in the future mobile networks. Aerial
devices are both service consumers and providers for mobile networks. The aerial
devices are used for the capacity injection purposed in the places or scenarios such
as disasters, high-dense or rural areas, where terrestrial networks cannot reach or are
not sufficient. The UxNB, which is a radio access node onboard UAV, will be the first
option to support the terrestrial base station consuming its resources.

During the handover process in 5G, the serving base station shares the security keys
and parameters of user equipment with the new base station. In this thesis, a new
handover solution for the UxNBs is presented without the requirement of sharing the
security keys between UxNB and the terrestrial base station..

At first, the terrestrial base station should not begin to communicate with UxNBs
without performing authentication. =~ UxNB and terrestrial base station should
authenticate each other and agree upon a security key for the encryption for further
messages. After the authentication and key agreement, the devices in the coverage
area of UXNB can perform handover from terrestrial to aerial base station. If the 5G
handover solution is used for the handover operation, the security keys and parameters
for each device should be sent from the terrestrial to the aerial base station. In this
thesis, it is proposed and simulated to perform handover operations as a group to
decrease time latency and the number of communication.

The security aspects of the authentication and handover for drone swarms are presented
in the thesis. The reason to select drone swarms is to examine the authentication
in a group and to raise the use of drones everywhere in daily life. The number of
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drones used for military or commercial applications is getting higher every day. Border
security, visual shows, and cargo delivery can be some examples of drone applications.
Due to their flying time and limited coverage area, a single drone cannot perform
intensive tasks. While providing mobile service via aerial base stations, some UxNBs
can turn back to the control station and new drones can be sent to the area to accomplish
the tasks. Due to these reasons, it is preferred to use drone swarms for intensive tasks
rather than a single drone.

The first security problem for the drone swarm is the authentication of the new drones
sent by the drone control station join to the swarm. If it is possible to include a drone
in the swarm without authentication, any intruders can impersonate a drone and send it
to the swarm for various attacks. In addition to the authentication, the communication
inside the swarm should be encrypted and each party should use a group key. The
group key may also be shared with the new authenticated drone.

The next security requirement for the drone swarm is the mutual authentication of
two drone swarms to perform more intensive tasks. If the authentication solution for
the UAV authentication in 5G is exploited for mutual authentication, the number of
communication and scalability should be taken into consideration since each party
from a different swarm should perform authentication with the UAVs from another
swarm. Group authentication solutions may be used to overcome scalability and the
high number of communication issues.

Drone swarms also have security and latency issues for the handover operations. There
are two kinds of handover operations for drone swarms. One is the handover of drone
swarms from serving terrestrial base station to the new base station. The next one is
the handover of UxNBs if the base station is not terrestrial but an aerial. The serving
UxNB may be out of flying time and drone swarm may start to receive service from
new UxNB.

The lightweight group authentication scheme is applied to the authentication and
handover operations for the drone swarms in the thesis. 5G UAV authentication and
handover methods and group-based solutions are implemented in the simulation and
the results are compared. According to the results, the group authentication solutions
provide better time, and less communication for the drone swarms.
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GELECEK NESIL AGLARDA GRUP KiMLIK DOGRULAMASI

OZET

Nesnelerin interneti ve insansiz hava araclarinin kullanimi gelecek nesil aglarda
sliphesiz ki artma goOsterecektir.  Giivenlik ve kullanighlik birbirini dengeleyen
iki unsurdur. Teknolojik gelisimlerin insanogluna sunumu hayati1 kolaylastirirken
kullanilighyr arttirip giivenligi azaltabilmektedir. Geleneksel network yapilarina gore
sayisal olarak ¢ok fazla olan kaynak olarak ise kisitlamalara sahip nesnelerin interneti
ve insanlik hava araglarinin giivenli bir sekilde aga dahil edilmesi i¢in kimliklerinin
dogrulanmasi gerekliligi bir problem sahasi olarak karsimiza ¢ikmaktadir.

Ag igerisindeki bir haberlesmenin gizliliginin saglanmasi iletilen mesajlarin sifrelenip
alic1 tarafinda sifresinin ¢oziilmesi ile miimkiindiir. Genel olarak agik anahtar
sifreleme ve simetrik anahtar sifreleme olarak ikiye ayrilan sifreleme yontemleri ayni
anahtarin gonderici ve alic1 da bulunmasi gerekliligine gore farklilik gdstermektedir.
Gonderici ve alicinin ayni anahtar ile sifreleme ve sifre ¢ozme yaptigi simetrik
anahtar sifreleme yontemi acik anahtar yontemine gore daha az kaynak tiikettigi icin
nesnelerin interneti ve insansiz hava araclari i¢in tercih edilmektedir. Daha az kaynak
tilketmesinin yani sira simetrik anahtarlama yonteminde ayni1 anahtarin haberlesmeye
katilanlara dagitilmasi problem olusturmaktadir. Sayisal olarak kalabalik ortam olarak
tanimlayabilecegimiz nesnelerin interneti ve insansiz hava araclari i¢in de bu problem
etkisini daha fazla gostermektedir.

Kimlik dogrulama, yetkilendirme ve kayit altinda tutma giris kontrol adimlarini
olusturmaktadir.  Diger adimlarin giivenligi bagarili bir kimlik dogrulamadan
gecmektedir. Geleneksel olarak kimligin dogrulanmasi once dogrulama talebinde
bulunanin kendini tanitmasi i¢in tamitma bilgisini paylagsmasi ile baslar ve sonra
tanitma bilgisinin dogrulanmasi ile tamamlanir. Genel olarak kimlik dogrulama
sonras1 mesajlarin sifrelenmesi i¢in ortak bir anahtar olusturmasi tercih edilir.

Giintimiizde kullanilan ¢cogu kimlik dogrulama yontemleri birebir kimlik dogrulama
yontemini kullanmaktadir. Birebir kimlik dogrulama yonteminde, kimlik dogrulama
yapan ayni anda sadece tek bir kimlik dogrulama yapabilmektedir. Sayisal olarak
kalabalik ortamlarda kimlik dogrulama isteklerinin sayisi ¢ok fazla oldugundan birebir
dogrulama yontemi yetersiz kalabilmektedir. Dogrulama yapacak olan sunucular
gelen istekleri karsilayamadigindan o6lgeklenebilirlik problemi ortaya ¢ikmaktadir.
Bu problemin ¢oziimiinde grup kimlik dogrulama yontemleri 6n plana ¢ikmaktadir.
Grup icerisindeki biitiin iiyeler ayn1 anda birbirini dogrulayabildikleri i¢in kaynak ve
zamandan tasarruf saglayabilmektedir.

Bu tez calismasinda nesnelerin interneti ve insansiz hava araglarindaki kaynak
kisitlamalar1 g6z Oniinde bulundurularak yeni bir grup kimlik dogrulama ¢oziimii
sunulmaktadir. Bu yontem literatiirdeki diger ¢oziimlerle birlikte omnetpp simiilasyon
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ortaminda gercgeklestirilerek elde edilen sonuclar karsilagstinlmigtir.  Elde edilen
sonuglara gore Onerilen ¢oziim ylizde 80 zaman ve enerji tasarrufu saglamaktadir.
Ayn1 zamanda diger grup kimlik ¢oziimlerinden farkli olarak kimlik dogrulama sonrasi
mesajlarin sifrelenmesi de dikkate alinmigtir. Grubu olusturan tiim iiyelerin aym
anda elde ettikleri grup anahtari sayesinde grup haberlesmesi sifreli yapilabilmektedir.
Grup iiyelerine ait 6zel anahtarlar eliptik egri ayrik logaritma problemi ile gizlendigi
icin ortam dinlemesi, ortadaki adam ve tekrarlama saldirilar1 ile elde edilen acik
anahtarlarla kimlik dogrulamasi ve gruba iiyelik miimkiin olmamaktadir. Grup
anahtarinin elde edilmesi gecerli bir 6zel anahtar bulunmasini gerektirmektedir.
Grup anahtarinin periyodik olarak giincellenmesi de giivenligi bir katman daha
arttirmaktadir.

Literatiir icerisindeki grup kimlik dogrulama ¢oziimleri genellikle grup icerisinde diger
tiyelere gore kaynaklar1 daha fazla olan bir grup yoneticisine ihtiya¢ duymaktadir.
Bu grup yoneticisi kimlik dogrulama baglangic degerlerini belirleyip dogrulamay:
yapmaktadir. Ancak gelecek nesil aglarda kullanilan nesnelerin interneti ve insansiz
hava araclar1 genellikle merkezi bir yOneticiye sahip olmayacaktir.  Her biri
ayni kaynaga sahip bir grup insansiz hava araci veya nesnelerin interneti araglar
merkezi olmayan bir grup kimlik dogrulama c¢oziimiine ihtiya¢ duyacaktir. Bu
tez calismasindaki grup kimlik dogrulama ¢6ziimii hem merkezi bir yodneticinin
oldugu senaryolar icin hem de merkezi olmayan grup kimlik dogrulamalart icin
kullanilabilmektedir.

Gelecek nesil aglarda, nesnelerin interneti ve insansiz hava araglari mobil ag
altyapisinda kendilerini daha fazla hissettirmeye baglayacaktir. Hava araglart mobil
ag icerisinde hem hizmet alan bir unsur olarak karsimiza c¢ikarken aymi zamanda
mobil aglarin bir parcasi olmaya baglamistir. Karasal aglarin gidemediginden veya
zaman kisitlamasi nedeniyle yetisemediginden dogal afet, kirsal alanlar veya kalabalik
haberlesme ortamlarinda karasal olmayan aglar mobil aglar1 takviye maksadiyla
kullanilacaktir. Hava araglarina monte edilmis baz istasyonlar1 hava baz istasyonlari
karasal baz istasyonlarmin yetersiz kaldig1 veya gidemedigi noktalarda devreye
girecektir.

5G ¢oziimlerinde bir baz istasyonundan bagka bir baz istasyonuna gecerken yetki
devir asamasinda sifreleme i¢in kullanmilan giivenlik anahtarlar1 ve degiskenleri
baz istasyonlar1 arasinda paylasilmaktadir. Bu tez icerisinde UxNB ile karasal
baz istasyonu arasinda mobil cihaz yetki devri islemi i¢in giivenlik anahtarlarinin
paylasimina ihtiya¢ duymayacak yeni bir ¢6ziim sunulmustur.

Karasal ve hava baz istasyonlar1 birbirlerini dogruladiktan sonra karasal baz
istasyonundan hizmet alan ama hava baz istasyonu kapsama alaninda olan cihazlarin
karasal baz istasyonundan hava baz istasyonuna devir edilmesi gerekmektedir.
Bu noktada yine 5G standartlarindaki yetki devir ¢oziimiinii kullanmak her bir
cihaz icin baz istasyonlar1 arasinda o cihaza ait giivenlik de8erlerinin paylagimim
gerektirmektedir. Bu tez igerisinde yetki devir igleminin grup kimlik dogrulama
yontemleriyle grup halinde yapilmasinin yetki devir islemi i¢in gerekli zamam
azalttig1 ve yetki devir icin gereken haberlesme sayisin1 da azalttigi simule edilerek
gosterilmistir.

Bu tez calismasinda incelenen bir diger husus ise insansiz hava araglarinin grup
olarak kullanildig1 dron kiimelerinin kimlik dogrulama ve yetki devir islemlerinin
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giivenligidir.  Giiniimiizde dronlarin askeri ve ticari bir¢cok alanda kullanildigim
gormekteyiz.  Smir giivenliginin saglanmasi, gorsel gosterilerin yapilmasi ve
kargolarin teslimi bu uygulama alanlarina birka¢ 6rnek olarak verilebilir. Dronlar
havada kalma siirelerindeki veya kapsama alanindaki sinirlamalar nedeniyle tek
baglarina belli gorevleri yapmalari miimkiin olmamaktadir. Bir bolgeye hava baz
istasyonu ile mobil ag hizmeti saglanirken kesintisiz hizmet i¢in dron veya hava
aracinin havada kalma siiresi bitmeden yenisi ile degisimi gerekmektedir. Kesintisiz
hizmet saglamak ve yogun gorevleri yerine getirmek icin birden fazla dronun grup
olarak kullanimi karsimiza ¢ikmaktadir.

Dron kiimelerinin kimlik dogrulama ihtiyaclar1 basinda gruba dahil olacak yeni
dronlarin dogrulanmasi gelmektedir. Bir gorev yerine getirilirken dron kiimesinden
bazi dronlar kontrol istasyonuna donecek ve gruba yeni iiyeler dahil olacaktir. Sahte
dronlarin kiime icerisinde bulunmasinin engellenmesi i¢in bir kimlik dogrulama
asamasi gegmesi gerekmektedir. Kimlik dogrulama sonrasi yeni dron ile grup
icerisindeki haberlesmenin sifrelenmesinde kullanilan grup anahtar1 paylasiimalidir.
Diger bir kimlik dogrulama ihtiyaci ise iki farkli dron kiimesinin daha genis ol¢iideki
bir gérevi yapmast icin birbirini dogrulamasinda ortaya ¢ikmaktadir. Olceklenebilirlik
ve haberlesme sayisindaki fazlalik sebebiyle her iki gruptaki dronlarin birbirini 5G
standartlarina gore 5G ag1 ile tek tek dogrulamasi yerine grup kimlik dogrulama
yontemlerinin kullanimi daha olumlu sonuclar vermektedir.

Dron kiimeleri i¢in yetki devri iki sekilde karsimiza ¢ikmaktadir. Birincisi, bir dron
kiimesinin hizmet aldig1 karasal baz istasyonunu birakip yeni bir baz istasyonuna
devir olmasi ile olusmaktadir. Digeri ise hizmet saglayan baz istasyonunun hava baz
istasyonu olmasi nedeniyle hava baz istasyonunun yerine yeni bir hava baz istasyonu
gelince tiim dron kiimesinin yeni hava baz istasyonuna devir edilmesidir.

Bu tez caligmasinda onerilen grup kimlik dogrulama yOnteminin hava ve karasal
baz istasyonlarinin birbirini dogrulamasinda ve yetki devri isleminde kullanilmasinin
zaman ve haberlesme sayisinda tasarruf sagladig1 5G ¢oziimleri ile 6nerilen yontemler
omnetpp ortaminda gerceklestirilip gosterilmistir. Ayni sekilde dron kiimelerindeki
kimlik dogrulama ve yetki devir iglemleri 5G standartlar1 yerine Onerilen grup
kimlik ¢oziimii ile yapilmasi kaynak olarak sinirli insansiz hava araclar i¢in avantaj
saglamaktadir.
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1. INTRODUCTION

This thesis in general focuses on the scalability, resource, and latency issues of
authentication schemes actively used in wireless sensor and 3rd generation partnership
project (3GPP) networks. Group authentication solution for the resource-limited
internet of things (IoT) devices, group handover solution from terrestrial base stations
(BS) to the radio access node onboard unmanned aerial vehicles (UxNB), and
authentication and handover solution for drone swarms are presented in the other

chapters.

The relevant studies with the presented schemes are explained in a summary in this
chapter. In each chapter, the simulation results of the presented schemes and most

related works are compared, and acquired results and conclusions are given.

1.1 Related Works

In this section, the studies conducted before on the group authentication, handover, and
the security aspects of the drone swarms are explained in order to compare the related

studies with the presented schemes later in the other chapters.

1.1.1 Group authentication

A group of users might utilize a secret sharing algorithm for secure group
communication. In this respect, a group key is divided into a number of shares via
a secret sharing algorithm, and private shares are distributed among users. Users
exchange their private keys with each other, and each user can recover the group
key after having its peers’ private keys up to a threshold value. Group members can

communicate with each other securely by symmetric key algorithm.

The foundation of the studies in the secret-sharing area was initiated in 1979 by two
different researchers. The Shamir secret sharing method was proposed by Adi Shamir

in [1]. In the same year, the concept of key safeguarding was revealed by George



Robert Blakley in [2]. Both secret sharing and key safeguarding schemes are called

threshold schemes.

Shamir’s secret sharing scheme is exploited by Harn for efficient group authentication.
Harn proposes three different group authentication schemes in [3]. His first scheme
is a solution if group users share their private keys with each other at the same time.
Otherwise, the first scheme is not secure. An intruder can capture keys and compute
a legitimate secret key if the transmissions between group members are asynchronous.
The intruder can share the computed key as the last group member and participate
in the group authentication. The other two schemes proposed by Harn are designed
for asynchronous key sharing. The group members share their private keys with each
other and conduct group authentication in a time span, not at the same time as the first
scheme. The second scheme can generate a secret key while the last scheme generates
a distinct key for each trial. Chien proves in his study [4] that Harn’s schemes are
not secure, and an intruder can recover the security parameters. He proposes a new
scheme based on elliptic curve cryptography (ECC) and bilinear mapping. Chien also

compares the computational costs of Harn’s approach and his proposed method.

A key establishment scheme in wireless group communication is proposed in [5].
Rather than using traditional secret sharing schemes, a linear secret sharing scheme
is proposed using the Vandermonde matrix. The computational complexity of the

employed secret sharing scheme is reduced in the proposed approach.

A selective group authentication scheme for IoT-based medical information systems is
proposed in [6]. The scheme is based on Shamir’s secret sharing method. The proposal
provides an authentication solution for one user to access multiple IoT nodes. There
are several communications between entities in the system to authenticate only one

user.

Asmuth and Bloom propose a key safeguarding scheme, which is based on the Chinese
remainder theorem (CRT) in [7]. If anyone has shadows up to r, the secret value y
can be computed easily using CRT. But anyone with r — 1 shadows cannot know the

secret [7].

The authors propose an algorithm using the Paillier threshold cryptography in [8].

They compare their results with Harn’s group authentication method and present



experimental results. The results from [8] show that their algorithm has a better
running time result than Harn’s group authentication algorithm. However, the authors
did not take into account the computational cost of public and private key encryptions
or scalability issues. Note that the public key is a key that is known by everyone, but

the private key is known only by the owner of the key.

The aggregation of credentials is another solution for group authentication. The
approach is mostly used for mobile networks. A trusted group member by the long
term evolution (LTE) network collects all the credentials from the group members.
Then, the trusted member computes an aggregated value, which is the combination
of the credentials. The computed value is confirmed by the authentication server in
the LTE network. Here, we also provide an overview of the research based on the
aggregation of the credential approach. The authors [9] propose a dynamic group based
efficient and secure protocol to authenticate a group of machine type communication
(MTC) devices. The protocol authenticates group members by sharing a symmetric
key and verifies an aggregate message authentication code. An authentication and key
agreement protocol to provide secure communication for a group of mobile station is
proposed in [10]. The serving network authenticates mobile stations through the home

network component.

A group-based authentication protocol with dynamic policy updating for MTC in
LTE networks to provide distributed authentication and session key establishment is
proposed in [11]. The authors exploit asynchronous secret sharing and Diffie-Hellman
key exchange schemes in their proposal. The group manager (GM), which has better
sources than other group members, collects the credentials from the MTC devices and
tries to authenticate group members through mobility management entity and home

subscriber server.

The work [12] proposes a lightweight group authentication scheme for
machine-to-machine communication. Each MTC device computes its message
authentication code and sends it to the GM. The manager authenticates the group
members through the home subscriber server. A fast mutual authentication and
data transfer scheme for massive narrow-band IoT devices is proposed in [13]. The
study is also a group-based authentication scheme. A group of IoT devices can be

authenticated at the same time according to the scheme.



A group authentication and key distribution solution based on physically unclonable
function and CRT is proposed in [14]. Although the solution is named group
authentication, the group members are proved one by one with a challenge-response
method. After the group members are authenticated, a group key is distributed to the
members for group communication. Another study [15] with two steps required to
recover a group key is proposed. The satellites as group members are authenticated
by the ground control station one by one by sending a challenge to the satellite and
verifying the response. After succeeding authentications, the ground control station
generates a group key and distributes the key with the satellites by the proposed secret
sharing scheme. The secret polynomial for group key agreement is shared with each
satellite and the first coefficient of the polynomial is the group key. The security of
the group depends on the security of each satellite. If one of the satellites is owned by
the intruders, the secret polynomial can be captured and the group communication can
be monitored. Further, the handover solution is also based on the group key. The key
derivation functions in the handover are using the group key as a key. The security of

the handover operations depends also on the security level of each satellite.

1.1.2 Handover studies for UxNBs

There are few studies on the security aspect of UXxNB since the usage of UxNB is
a new emerging topic. In [16], the authors investigate the scenario in which user
equipments(UE) move from one UxNB to another one. The difficulty of using the

X5 logical interface as in LTE is explained in the study.

The studies [17, 18] are related to the selection the best time for the handover. The aim
of the papers is to decrease the handover latency. The security aspect of the handover

process is not taken into account.

The authentication between a drone and 5G BS is provided by physical unclonable
functions in the study [19]. The number of transmissions between drones and BS,
XOR operations, mapping, and non-linear functions is time and resource-consuming
for drones with limited capabilities. The solution may be used for single drones but it

is not scalable to use with the handover of drone groups.

There exist some researches which investigate the security link between a unmanned

aerial vehicle (UAV) and control station and the handover key management in



LTE-based aerial vehicle control network [20, 21]. In the studies, authentication
between UAV and BS is accomplished by key pairs instead of international mobile
subscriber identity (IMSI). With key pairs, which UAV and BS already know
before communication, the main authentication key is created and authentication and
handover are performed with the new authentication key. According to the presented

simulation results, the handover of UAVs is mostly performed between BSs.

One of the gaps in the previous studies is the lack of the authentication solution
between UxNB and terrestrial BS. An intruder can impersonate a UxNB and be
involved to the system without authentication. Also, the scalability problem for
terrestrial BSs is not addressed in the studies. In high-density areas, BSs can drop the
requests from UEs. Besides, the scalability is also an issue for handover in high-denstiy

areas. These points are not taken into consideration in the previous studies.

1.1.3 Studies on security aspects of drone swarms

The importance of broadcasting for the drone swarm is stated in the study [22].
Following a leader in a swarm is a natural behavior of group communication. The
leader prefers to send messages to drones in the swarm as broadcast messages rather
than communicating with drones one by one. The authors proposed a broadcast
protocol to solve the key distribution issue for the drone swarm. Anytime a new drone
participates in the swarm, a new group key is produced and used by the drones. If we
take into consideration the dynamic structure of a swarm, all drones will participate in
the reconstruction phase of the group key and this will cause too much communication

and computational cost for the swarm.

The secure transmission of aggregated data is accomplished by blockchain in the
study [23]. The sensing layer of the internet of things and drones as swarms monitor
a predefined region and collect data. The data is sent to the cloud servers via
gateways and be part of a blockchain. The security solution is commonly based on
the application layer. The security of the sensing and network layers is not taken into

consideration.

A defense system via drone swarms in order to detect and block malicious drones
outside of a flight zone is presented in the paper [24]. The study proposes a clustering

approach to realize the interceptions of malicious drones. If the drone swarm detects



a UAV with malicious activities, the drone is forced to leave the area. The authors
present a security model for the drone swarm [25]. The drones in the swarm store a
trust table concerning their neighbor drones. The trust table is generated by the positive
and negative votes for each drone in the swarm. If a drone has a trust value less than a

threshold value, the drone is assumed an untrusted entity.

1.2 Main Contributions and Outline of the Thesis

The main objective of this thesis is to propose authentication and handover solutions
for the next generation networks. The next-generation networks mean the wireless

sensor networks and non-terrestrial networks in the thesis.

In the second chapter of the thesis, group-based authentication solutions are examined.
A lightweight and flexible group authentication scheme is given and compared with
the most relevant group authentication schemes. The content of the second chapter is

published in the following paper.

Aydin, Y., Kurt, G. K., Ozdemir, E., Yanikomeroglu, H. (2020). A Flexible and
Lightweight Group Authentication Scheme, /EEE Internet of Things Journal, vol. 7,
no. 10, pp. 10277-10287.

The main contributions of the second chapter are as listed:

o A flexible lightweight authentication scheme to overcome the possible issues in
one-to-one authentication and a scheme can be used in the groups with or without

central authority is presented.

e At the end of the group authentication, each group member can recover the same
group key for further communications. The group nodes communicate with each

other by symmetric key encryption once they have a group key.

e Lightweight schemes are vital for the wireless sensor networks due to the presence
of resource constrained nodes. When we compare the proposed scheme in the
chapter with other group authentication solutions, the energy consumption of one
node can be reduced by up to 80%. Additionally, energy consumption remains

constant even if the number of group members increases.



The procedures for the handover management and key exchange between base stations
in 3GPP are mentioned in the third chapter. In addition, the use of UxNB for capacity
injection purposes and group-based handover from terrestrial to aerial BS are given as

well. The content of the third chapter is published in the following paper.

Aydin, Y., Kurt, G. K., Ozdemir, E., Yanikomeroglu, H. (2021). Group Handover
for Drone Base Stations, IEEE Internet of Things Journal, vol. 8, no. 18, pp.
13876-13887.

The main contributions of the third chapter are as listed:

e A fast and energy-efficient handover scheme is explained in the chapter for the
high-density areas where UxNB can be exploited efficiently to provide service to
the UEs. The current handover solution in 5G new radio (NR) requires to share
UE data from the serving-BS (s-BS) to the target BS (#-BS). However, there is no
data-sharing between BSs in our presented method, which saves time and energy.

Besides, confirming UEs by the #-BS as a group decreases the time for handover.

e Fake BS attack is a security issue for current mobile networks. Using UxNB also
creates the same problem. Any intruder can impersonate a UxNB and try to control
UEs. The presented scheme offers an authentication solution between BSs. UxNB
can obtain public and private key pair from the core network before becoming
active. When UxNB comes over a high-density area, the s-BS can authenticate

UxNB easily by using the public key of the #-BS.

e As the s-BS shares the group secret information with the #-BS. By using this
function, the 7-BS can authenticate UEs easily in the group handover phase. The
authentication can be accomplished as a group. Thanks to having a private function,
there is no phase for the control packet transmissions of data between BSs. While
the s-BS sends data for each UE to the 7-BS in 3GPP Release 17, no data-sharing
between BSs is required in the presented method. Therefore, in the presented

method, the number of control packet transmissions between BSs is zero.

e In all authentication solutions for mobile networks, UE must have a private key. In
the presented method, it is recommend that UE turns the private key into a public

key with a powering operation in the elliptic curve group for handover operation.



Handover operation is carried out when the 7-BS verify the public key. These private
keys must be distributed to UEs before authentication. In the presented method, it
is possible to use a subscription permanent identifier (SUPI) belonging to each UE
as a private key. This solution eliminates the need for private key distribution before

authentication.

In the fourth chapter, the steps for the UAV authentication with the 3GPP network
and drone control station in 3GPP standards are given. The security aspects of drone
swarms and the authentication and handover solutions are presented in the chapter.

The content of the fourth chapter is published in the following papers.

Aydin, Y., Kurt, G. K., Ozdemir, E., Yanikomeroglu, H. (2021). Group
Authentication for Drone Swarms, IEEE International Conference on Wireless for

Space and Extreme Environments (WiSEE), pp. 72-77.

Aydin, Y., Kurt, G. K., Ozdemir, E., Yanikomeroglu, H. (2022). Authentication and
Handover Challenges and Methods for Drone Swarms, IEEE Journal of RFID, under

review.

The main contributions of the fourth chapter are as listed:

e A group key is distributed between drones in the swarm to provide a secure
channel for the communication and a solution to share the group key with the new

participants is presented.

e Authentication of a new drone participating in the swarm requires two steps if
the 5G NR solution is used. The first step is the confirmation of the new drone
by the core network and the next step is the authentication via the drone control
station. The group-based authentication solution in the chapter offers better time

and communication complexities than 5G NR.

e During handover operation for the drone swarm, sharing the data for each drone
between s-BS and t-BS may cause latency for the communication. Rather than
authentication of each drone one-by-one and sharing information between BSs,
the network drones can perform group authentication with the target-BS in the

presented method.



e [f the service providing BS is a UxNB, the handover steps in 3GPP cost time and
service latency. A group-based handover solution is presented in the chapter to

provide seamless handover from serving-UxNB to target-UxNB.

The overall overview of the thesis and the recommendations for future works are
presented in the last chapter. The comparison results from the other chapters are

summarized and assessed in the chapter.






2. LIGHTWEIGHT GROUP AUTHENTICATION

2.1 Introduction

In the second chapter, the advantages of using group authentication rather than
traditional authentication are dedicated. The fundamentals for lightweight group
authentication solutions such as secret sharing and elliptic curve cryptography can be
found in the chapter. The authentication in 5G new radio (NR) and a flexible and
lightweight group authentication solution are presented and the three most relevant
studies for group authentication and 5G NR authentiction are compared in the last

section of the chapter.

Confidentiality, integrity and availability features must be fulfilled in order to ensure
the security of a communication between parties. Access control and key agreement
are the main points of these features. Access control of a system consists of
authentication, authorization and accounting (AAA). Authentication is the most
important step of the access control chain. Other steps proceed according to the

accuracy of this stage.

Traditional authentication methods include one server and one client. The client shares
a confidential information it has with the server and the server verifies the client
according to private information. Therefore, the server can only authenticate one client
at the same time. This authentication process is called one-to-one authentication [3].
The 5G authentication and key agreement (5G-AKA) protocol [26] is currently used
for the security of 5G NR communications, which is also one-to-one authentication

method.

One-to-one authentication method is used effectively in communications where the
number of clients is limited. For example, a computer with windows operating system
acts as a server and authenticates the client. Username and password are used in

the simplest way for this process. Another example is the authentication of our
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smartphone, which we constantly use. The phone is authenticated before providing
service by the mobile network. This authentication process is accomplished through
the chip card in the phone. The phone shares the key in this card with the mobile
network and the phone is authenticated. There are many examples of one-to-one
authentication such as these. Considering the millions of Internet of Things (IoT)
devices, authentication of these devices one by one causes some problems. Especially,
the secure communication of massive machine type communication (mMTC) devices
with each other, which is also a large number, requires more scalable authentication
methods. In the current 3rd generation partnership project (3GPP) standards for 5G
NR networks, there is no solution for the concurrent authentication request of mMTC

devices [27].

Scalability is one of the problems for one-to-one authentication method. If tens
of thousands of clients simultaneously request authentication, it will consume the
server’s resources and the server may be out of order. Another problem arises from
the operations to be made by clients with limited resources for authentication. IoT
devices generally have limited storage and energy capacity. It is time, resource, and
energy-consuming to use methods such as public key encryption methods for the

authentication of these devices [28]. Lighter encryption methods are required.

According to IMT-2020’s mMTC requirements, over 1 million nodes can operate in
a single km? [29]. Although the security issues of mMTC networks are already
visible and currently being studied by the research community [30], there are no
standardization efforts targeting the scalability of device authentication in these
networks [26]. Each mMTC node must perform individual authentication with an
authentication server according to the current evolved packet system authentication
protocol (EPS-AKA) in mobile networks [31]. This can cause high signaling overhead

on the server.

One of the current methods used to deal with these problems is to perform the
authentication process as a group. In this method, which is expressed as a group
authentication method, each user in the group authenticates all users in the group at

the same time. This method is called many-to-many authentication [3].
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Existing group authentication approaches do not take the resource constraints of the
network into account. However, sensing nodes in an [oT environment frequently have
limited memory, tight energy constraints, and very limited processing capability. So
during the authentication process, the communication overhead on the nodes should be
as little as possible. Furthermore, the energy consumption of the group authentication
algorithm should be as low as possible. For this reason, traditional cryptographic
systems, along with existing group authentication methods, are not well-suited for [oT,

and lightweight systems must be proposed.

Group authentication in wireless communication environments is more vulnerable
to attacks by unauthorized entities. Man-in-the-middle attacks can be performed
by anyone who can capture group credentials. Hence, group authentication
algorithms must provide security for attacks on the wireless channel. Existing group

authentication approaches remain vulnerable to such attacks.

Another challenge for IoT networks is the need for secure communication between
nodes without any human intervention. For secure communication between millions
of mMTC nodes, each node must have a private key. In such a crowded environment,
key distribution and key management consume a wast amount of time and energy. A

key agreement scheme is also required to ensure the confidentiality of the data.

2.2 5G Authentication and Key Agreement Protocol

The 5G-AKA protocol is an example of the one-to-one authentication method. The
initial authentication steps for each user equipment (UE) should be performed to
provide service to the UEs. The details about the initial authentication and key
derivation in 5G-AKA are given in this section in order to indicate the number of

communications and computations to verify only one UE.

Each UE has an identity number, which is embedded in a chip card by the service
provider and stored also in the database. This identity number is subscription
permanent identifier (SUPI) for 5G NR. Entire authentication and generation
encryption, message authentication keys for further communications depend on the

long term key K.
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Figure 2.1 : Authentication Vector Generation.

UE, 5G eNodeB base station (gNb), authentication server function (AuSF), and unified
data management (UDM) are the members of the initial authentication. The gNb is
the actor of the serving network and AuSF, UDM are the actors of the core network
in the authentication. The authentication begins with the authentication request from
UE. The public key infrastructure is used in 5G NR to overcome the user tracking
attacks. The UE encrypts the SUPI using the operator’s public key. The UDM decrypts
the value transferred from UE. After decryption operation, the SUPI is shared with
AuSF. The UDM generates an authentication vector (AV) [32,33] with a random value
(RAND) and long term key by using predetermined functions as show in Figure 2.1.
The expected response (XRES), encryption key (CK), and integrity key (IK) are the

pieces of the vector.

UDM computes expected response star (XRES*) by predetermined function as shown

in Figure 2.2. The RAND and XRES as input and CK || /K is used as key for the function
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Figure 2.2 : 5G NR AKA key derivation functions.

to generate XRES*. The computed XRES* and RAND is shared with the AuSF. The
AuSF stores the XRES* and compute the hashing of expected response star (HXRES*)
by hashing of RAND| XRES+. The AuSF shares the RAND and HXRES* with the
gNb. The gNb stores the HXRES* and shares the RAND with the UE. Once the UE
has the RAND, the XRES, CK and IK are generated. With the predetermined function
XRES* is computed by the UE. The computed XRES* is shared with gNb and AuSFE.
If the shared value from UE is valid, AuSF confirms the UE and gNb begins to provide

service to the UE.

2.2.1 5G NR AKA time complexity

The total time required for the authentication of one UE by the core network with 5G
AKA is analyzed in this subsection. The main objective of the analysis is to have
the 5G authentication time for the comparison with the group authentication. The
operations to complete the UE authentication are one asymmetric key encryption to
compute SUCI from SUPI, one asymmetric key decryption to compute SUPI back, 8
keyed-hash mac authentication code256 (HMAC256) with 256 bits output for the key
derivation functions, and one hashing with SHA256 to compute the hash of expected

response.
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Table 2.1 : 5G NR AKA Time Analysis.

Operation Entity Time

One Asymmetric Key Encryption UE 0.1ms

One Asymmetric Key Decryption g-Nb 1.5ms
Expected Response (XRES) Computation UDM 67us
Encryption Key (CK) Computation UDM 67us
Integrity Key (IK) Computation UDM 67us
Expected Response Star (XRES*) Computation UDM 67us
Hash Expected Response Star (HXRES*) Computation AuSF 50us
Expected Response (XRES) Computation UE 67us
Encryption Key (CK) Computation UE 67us
Integrity Key (IK) Computation UE 67us
Expected Response Star (XRES*) Computation UE 67us
SUPI Transmission to UDM UE-gNb-AuSF-UDM || 10ms

RAND Transmission to UE UDM-AuSF-gNb-UE | 10ms

XRES Transmission to AuSF UE-gNb-AuSF 10ms

Total Authentication Time UE-gNb-AuSF-UDM || 33ms

According to the computations in [34, 35], one asymmetric key encryption is 0.1ms,
one asymmetric key decryption is 1.5ms, one HMAC256 is 67u, and one SHA256
is 50u. In addition to the computations, 3 transmissions are performed to complete
UE authentication. According to the simulation in omnet++, one transmission requires

10ms. The total authentication time is 33ms as shown in Table 2.1.

2.3 Authentication Requirements for IoT and Non-Terrestrial Networks

The thing in the concept of the IoT can be defined as the node that has an internet
connection and is capable of communicating with other things. The purpose of this
approach is to connect many objects used in daily life with the cyber world. These
IoT devices have the ability to securely communicate with each other. While this
communication is taking place, they also make use of the group communication
method. The communication between things can be either unicast or multicast. In
multicast communication, [oT devices can form a group and share a message with all

devices in the group. Generally, this method can be called group communication [36].

In order for IoT devices to communicate securely with each other within the
group, a key should be known by both sender and receiver to encrypt the unicast
communication. As the number of devices that make up the group increases, the

problem of distribution of these keys arises. In addition, in order for the multicast
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communication to be encrypted by the sender and decrypted by other group members,
a group key should be known by all group members. In summary, the group
authentication method to be used for group communication should use the source of
IoT devices at the minimum level and should distributed the relevant keys with related

devices in order to ensure unicast and multicast communication.

In addition to widespread use of 10T technology in next generation networks (5G and
beyond 5G) and creating a large volume in internet traffic, the number of non-terrestrial
networks will also increase in cellular networks. Non-terrestrial networks consist of
space and aerial networks. The use of unmanned aerial vehicles (UAV) in the field
of wireless communication also occurs in aerial networks. UAVs can be included
in the cellular network as user equipment (UE) and receive services. In addition, it
can serve as a radio access node on-board UAV (UxNB) or relay with a base station
(BS) deployed on the UAV [37,38]. Security is one of the first considerations when
using UAVs as BS or UE. Since UAVs can be anywhere at any time, the chances
of encountering eavesdroppers will be very high. The communication between the
UxNB and the UE or the communication between the UAVs used as a UE and the core
network is always open to attacks by eavesdroppers. Secure, fast and lightweight AKA

protocols are required to ensure the security of these communications.

In addition to the benefits of active use of UAVs, there are many challenges. One of the
problems in the field of security is the authentication of several UAVs at the same time
by core network or terrestrial BSs. Due to flying time limitations, it may be necessary
to send more than one UAV to the area or to make continuous relocation for the
continuity of the service to be provided with the UAV. For this reason, authentication
will be required for each new arriving UAV by core network. In this scenario, a

continuous authentication process will occur.

Public safety networks are a suitable model of the use-case of non-terrestrial networks
via wireless channels. The nations are attempting to construct public safety networks
that ultimately depend on cellular networks. The usage of terrestrial BS may be out of
service in some places or disasters. The UAVs can be equipped with affiliated hardware
and operated as BS to support public safety networks. The drone-mounted BS can
have diverse links to provide service. The UAV can connect the core network through

a satellite or a terrestrial BS [39]. Between UAV and satellite or terrestrial BS, there
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should be authentication and key agreement phases since the links are predominantly
wireless links. The authentication and group handover solutions in the third chapter
are presented to cover the AKA issues in the public safety networks. The solutions
are assumed that the UAVs and UEs are utilizing the group authentication solution in
this chapter. The security complexity is increased in the public safety networks when
the UAVs are used as a swarm to accomplish intensive tasks. The authentication and

handover methods are also presented in the fourth chapter for the drone swarms

The primary objective of service providers for cellular networks is to deliver coverage
of 100 percent. Nevertheless, it is not practicable to install a new terrestrial BS in rural
areas, public events causing temporary network demand, or disasters [40]. The drone
base stations are the promising solution for these scenarios. Despite the advantages of
drone base stations, aerial devices cannot perform heavy cryptographic solutions and
are vulnerable to attacks on wireless channels. In addition, the aerial and terrestrial
BSs should communicate with each other on a secure channel. Lightweight group

authentication and handover schemes are presented in this and the following chapters.

2.4 Secret Sharing Schemes

A secret sharing scheme splits a secret into several shares and only authorized parties
can recover the secret together. The first secret sharing schemes were developed
by Shamir [1] and Blakley [2] in 1979 based on a threshold value. Several studies
concerning threshold cryptography and multi-party computation are built on the
threshold secret sharing schemes. Since the publication of the first secret sharing
schemes, the type of schemes is generated by the researchers. The use of secret sharing
schemes for quantum computation developed the quantum secret sharing scheme [41].
An image can be recovered only by the authorized parties with the use of secret
sharing in visual secret sharing schemes [42]. The researchers also proposed studies
concerning the verification of the secret recovery process by the public, which is called

a publicly verifiable secret sharing scheme [43].

Most of the studies for group authentication schemes (GAS) are inspired by secret
sharing schemes. In a group G of n parties, a secret s should be distributed in a way
that at least # < n parties’ shares are needed to reveal the group secret s. This problem,

in general, is solved with a secret sharing scheme or in other words a threshold scheme.
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A classical approximation method, which is called polynomial interpolation, is utilized
for the purpose of secret sharing. The idea of the method is based on the following

theorem.

Theorem 1 Let (xq,y0),...,(x:,y:) be points on the graph of a function f(x). There
exists a unique polynomial p(x) of degree <t such that f(x;) = p(x;) fori=0,...,t
[44].

Consider the group’s secret s and assume that s is a real number. Theorem 1 suggests
embedding s in a random polynomial p(x) of degree ¢ — 1. In practice, the secret key s
is assigned to be the constant term of a polynomial p(x), where other coefficients are
randomly selected. Each member of the group receives a point on the graph of p(x).
The secret s can be revealed if and only if # or more members disclose their shares and
this method is known as the Shamir Secret Sharing (SSS) [1] scheme. Note that it is
not feasible to recover the polynomial, even if # — 1 points are known [1]. In fact, in
SSS, a polynomial

p(x)=s+a1x+...+at,1xt_l (2.1)

with degree r — 1 is selected and first coefficient s is the secret value. x; and the
corresponding p(x;) for i = 1,... ¢ are the shares for secret sharing scheme. Anyone
who has 7 — 1 distinct (x;, f(x;)) pairs cannot have knowledge about the secret, but
with knowledge of ¢ or more pairs the secret value s can be recovered by Lagrange

interpolation formula which is

t t .
secret = § = Z p(xi) H als (2.2)
i=1

r=1,r#i Xi =Xy

2.4.1 The threshold value for secret sharing

The secret sharing schemes depend on a threshold value (¢). It is not feasible to
recover a secret with the knowledge of ¢+ — 1 shares. Anyone with shares up to the
threshold value can generate the selected polynomial and ultimately the secret value.
The degree of a polynomial for the secret sharing must be selected t — 1. The more
significant the selected degree is, the more challenging the intruders can generate
the polynomial. However, the computational cost is increased proportionally with
the degree of the polynomial. The balance between security and computational cost

should be determined by the protocol developers. The minimum value for the threshold
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may be 2 since it is not possible to generate shares if the threshold value is 1. The
computational cost is less for the polynomial of degree 2, but the intruders can recover

the secret value with 2 shares.

The decision for the threshold value for group authentication schemes is different
than the secret sharing schemes. In the secret sharing schemes, ¢ users share their
tokens with each other as plaintext and retrieve the polynomial and the secret value.
However, the number of group members is greater than the threshold value in the group
authentication. Also, the tokens for the group members are not transmitted as plaintext.
There is a masking phase for the tokens before the transferring. The authors conduct
cryptanalysis for the secret sharing schemes employed for group authentication in their
study [45]. According to their results, intruders with masked tokens approximately two
times the threshold value can obtain the secret key. Therefore, it is secure to select a

threshold value greater than half of the group members.

2.5 Elliptic Curve for Group Authentication

Definition 1 Let K be a field of characteristics different from 2 and 3. An elliptic
curve E over K is an algebraic smooth curve defined by an equation of the form y* =

x>+ Ax+ B where A,B € K.

Let E be an elliptic curve over K. The set of all points (x,y) on the curve along with a

point at infinity form an abelian group E(K).

Definition 2 Ler E(K) be an elliptic curve group for the elliptic curve E over K. Let
P, Q be points in the group E(K) such that Q = aP. For a given such points P,Q the

problem of finding a is called discrete logarithm problem.

The use of elliptic curves in secure communication is based on the hardness assumption
of the discrete logarithm problem on elliptic curve groups [46]. We should note here
that computing in an elliptic curve group requires addition, multiplication in a field K

if one uses projective coordinates [47].

Elliptic curve Diffie-Hellman (ECDH) key exchange protocol is also used in our

presented solution for the group key agreement phase. In the method, two parties
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want to have the same key. One party has a private integer a, and the other party has
a private integer b. Their public keys are the multiplication of private integers with
a public point P in an elliptic curve group. Each party sends its public value to the
other party in order to compute the same key. Once the first party has public key bP of
the second party, it computes a times the public information of bP. The second party
performs b times aP. Finally, each party has the same value abP without releasing

their secrets a and b.

2.6 Group Authentication Schemes

Group authentication is a solution for the time and resource-consuming authentication
process. In an IoT environment, the IoT nodes have limited resources, which is
the reason not to handle by traditional cryptographic computations. Lightweight
algorithms are widely exploited in IoT scenarios. A lightweight group authentication
scheme is one of the best solutions to authenticate parties in a communication

environment with several IoT nodes.

Harn [3] and Chien [4] proposed lightweight group authentication schemes to
authenticate a group of nodes at the same time. Their schemes decrease the
computational load on the nodes. The method presented in this section addresses the
shortcomings of these two studies. Below, we compare the authentication time and

energy consumption in order to observe the resource consumption of IoT nodes.

Both works are a solution for group authentication, and in general, there are one group
manager (GM) and multiple group users forming a group. GM determines initial

parameters and keys. Each group user has one private key and one public key.

2.6.1 Harn’s group authentication schemes

Harn proposed three group authentication solutions in his study [3]. The foremost
solution can be utilized if the members in the group share their private keys with each
other and validate each other at the same time. If there is a span for the authentication,

an intruder can compute an useful private key and participate in the authentication.

In the first scheme, the GM selects a polynomial f(x) of degree + — 1. The secret

key (s) 1s the first coefficient of the polynomial. For each group member U;, the GM
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determines one unique public key (x;) and computes corresponding private key f(x;).
The keys are shared with the related group members. The public values for the scheme

are the public keys of group members and the hash of the secret key (H(s)).

While performing group authentication, each member transfers its private key f(x;)
with all group members up to m (m denotes the number of the group members). Each
group member computes

m —x,

secretkey = s’ = Zf(xi) (2.3)

i=1 r=1,r#i Xi _xr'
If the hash of s’ is equal to H (s), all the group members are legitimate.

The second scheme can be employed while the group members disseminate their
keys asynchronously. The scheme provides protection to recover the polynomial as
described in the first scheme. The GM selects a random integer k such that k&t >n — 1
and random polynomials f;(x),/ =1,2,...,k of degree t — 1. The random integers w;

andd;,j=1,2,...,k are selected and a secret key s is computed as
k
secretkey = s’ = Z difi(w;) (2.4)
j=1

where each integer w is unique. Each group member U; has private keys f;(x;). The

integers w; and d; and the hash of secret key (H (s)) are public.

While performing the group authentication, each group member computes one

Lagrange interpolation

k n Wj — Xy
ci=Y difi) [ = . (2.5)
j=1 r=1,r#i Xi = Xr

and shares the result ¢; with all group members. Once each group member obtains
interpolation results up to m, the group members can compute the secret key
m
secretkey = s' = Z cr. (2.6)
r=1

If the hash of s’ is equal to H(s), all the group members are legitimate.

The last scheme can also be utilized for asynchronous transmission. The difference
between the second and third schemes is that the last scheme generates a secret key for

each session. In the initialization phase for the Harn’s scheme:
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The GM selects two prime numbers g and p, such that g divides p — 1, and a generator
gi in Field F; [3]. Two different polynomials fi(x) and f>(x) with degree t — 1 are
chosed ( is the threshold value for the group authentication). Two private keys fi(x;)

and f>(x;) are generated for each user U;.

The GM has several secret value s; and for each s;, two different integers w; ; and d; ;,

Jj = 1,2 are selected. The secret value s; is equal to

22»:1 di,jfj(wi‘,j)modq
si = gl J .

(2.7)

The integer values w; ; and d; j, the generator g;, and the H(s;) are publicly known by

cveryone.

In the group authentication phase, each user computes
m

: Wi,j — Xr
ci=Y dijfix) [ —=—, (2.8)
j=1 r=lri A

and ¢; = gf" in Harn’s scheme [3]. Then, each user shares e;.

To verify other users, each user computes
m
si=[]e: (2.9)
i=1

in [3].

In total, one user should make (45m + 1418)7,,,,, , operations as depicted in [4] (m is

the number of users in the group and 7, , denotes the time for one multiplication).

2.6.2 Chien’s group authentication schemes

Chien described in his paper [4] the weaknesses in Harn’s second and third
asynchronous schemes. In addition, a group authentication solution is presented based
on the elliptic curve groups. The time breakdown of the schemes is given in the study.

In the initialization phase for the Chien’s scheme:

The GM selects two elliptic curve additive groups Gp,G>, and one multiplicative
elliptic curve group G3 with order prime g [4]. One generator P is selected on Go.
A secret polynomial f(x) with degree ¢ is chosen and the first coefficient of the

polynomial is secret value s.
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For each user U;, an unique private key f(x;) is created and shared with user privately.
A public point Q is computed with the multiplication of s and P. A random point R, in

G is selected for each authentication.

In Chien’s scheme [4] each user computes

m
— xr

Ci = f(x,-) (2.10)

Y
r=1,r#i Xi = Xr

and ¢;R, in the group authentication phase. Then each user shares c;R,.

In the verification phase, each user computes

e (f‘,q va,P> Ze(R,, 0) 2.11)
i—1

in [4].

In total, one user should make (7m + 6785)T,,,; , operations as depicted in [4].

2.6.3 Our proposed group authentication scheme

The GM is assumed to be infrastructure-based and has relatively more computational
power. In addition to the GM, each group has several other members with the resource
or computational constraints. Note that in [oT environments, the GM is basically
the gateway with specific capabilities. Sensor nodes or radio frequency identification
(RFID) tags can be considered to be the other members of a group. The capabilities of

these nodes are at a certain restricted rate.

The proposed method has two stages. The first stage involves the authentication
process, which is based on elliptic curves and secret sharing scheme. This first stage
consists of two phases, which are called the initialization and confirmation phases.
The second stage, which is the key agreement stage, provides a solution to construct a

group key for further communications. The details of each phase are presented below.

The Initialization Phase:

1. GM selects a cyclic group G and a generator P for G.

2. GM selects E = Encryption(-) and D = Decryption(-) algorithms and a hashing
function H(+).
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3. A polynomial with degree r — 1 is chosen by GM and the constant term is

determined as group key s.

4. GM selects one public key x; and one private key f(x;) for each user in the group U

where each user is denoted by U; fori =1,...,n.
5. GM computes Q = s X P.

6. GM makes P,Q,E,D,H(s),H(-),x; public and shares f(x;) with only user U; for

i=1,...,n.

The confirmation phase is executed after the GM shares the values with the related
users. There are two different options in the confirmation phase. One is that the
GM is responsible for confirming the group members (the centralized approach). The
other is that any member of the group is responsible for confirming the other members
(the decentralized approach). The member selection can be made on the basis of the

instantaneous resource availability of each node, such as their battery levels.

The Confirmation Phase:

1. Each user computes f(x;) x P and sends x; and f(x;) x P||ID; to the GM and
other users (ID; is the identification number of the user and || symbol shows the

concatenation of two values).

2. If the GM verifies the authentication, the GM computes f(x;) for each user from x;

value.
3. The GM performs addition operations separately for Y[ f(x;)] and Y[ f(x;) x P].
4. Once the GM has all public values from group members, computes Y[ f(x;)] x P.
5. Y [f(x;)] xPis equal to Y[ f(x;) x P], the group is authenticated.

6. If the GM is not included in the verification process, any user in the group computes

C,:( ﬁ i )) Fxi) x P (2.12)

=1 i N X

for each user (m denotes the number of the users in the group and m must be equal

or larger than t).



7. User verifies whether

ic,éQ 2.13)

holds.

8. If it holds, authentication is done. Otherwise, the process will be repeated from the

initialization phase.

It is clear that group members should only compute one elliptic curve multiplication
operation. The users should send their identification numbers by concatenating with
public shares in order to avoid confusion for further communications. This is because
these public shares will be used by other users in further communications and in the
group key agreement stage, and all members should know which public share belongs

to which user.

After the authentication has been performed, users will communicate with each other
by using symmetric key encryption. The key for symmetric key encryption will be

calculated by senders and receivers.

ECDH key exchange protocol is used in order to compute the key between the group

members. Let us set the key, K as
K = (yiy;P) (2.14)

where y, = f(x;), i.e., y; is the private of the user U;. The sender will use their own
private key (y;) and the value sent by the receiver (y;P). The receiver will obtain the
same key with a similar operation, i.e., combining its own key y; with the received data

yl‘P .
The Group Key Agreement Stage:

After this stage, group members can communicate with each other by symmetric
key encryption method. However, using different keys for different users will cost
computational and memory usage. Therefore, instead of using different keys for each
user, the group key that was selected by the GM can be used as the group key. The
problem is how the users will recover the group key. The secret sharing scheme and
symmetric key encryption method to share the group key in the group key agreement

stage.
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1. Each user shares their own private key f(x;) with other users using symmetric key

encryption.
2. Each user decrypts the values and obtains m different f(x;).

3. Each user computes

s =Y re) I1 T (2.15)

4. Each user verifies whether

H(s')=H(s) holds. (2.16)

After the group key agreement process, the members of the group will be able to
communicate with each other using the group key. In addition, the GM can update

x; and f(x;) values remotely using the group key in order to avoid replay attacks.

2.6.4 De-centralized group authentication

The proposed scheme is a solution for both centralized and decentralized scenarios.
There may not always be a trusted central authority, such as GM in the distributed
and crowded IoT scenarios. The IoT nodes perform the same steps when a GM is not
present. Initial parameters can be selected in the production time of IoT nodes and they
can be embedded in the nodes. The group key agreement stage is the same for both
centralized and decentralized scenarios. The key phase in the de-centralized scenario
is the confirmation phase. If there exists a GM in the group, the GM can confirm the
credentials sent by the group members. Otherwise, if there is no GM, a multi-party
computational method is required to establish a secure group. After having f(x;)P

public keys up to m, each group member can compute

ci:< ﬁ A )) F(xi) x P (2.17)

r=1,r#i Xi —Xr

Afterward, each group member can compare

Y 0. 2.18)
i=1

If the confirmation is done, the group members can continue with the group key

agreement stage.
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2.6.5 Comparison of group authentication schemes

Group authentication is a novel method to increase the performance of the
authentication system and to decrease the computational load on the group members.
Additionally, the number of communications between GM and group members is kept

to a minimum in group authentication.

The comparison of Harn’s and Chien’s GAS is given in [4]. Chien used a theoretical
approach for the comparison. The author unveiled the required time to complete
the group authentication for both studies. 7, , value, (which is the time for one
multiplication in the fields F, where g is 160 bits), is used as the base factor.
According to [4], (7m + 6785)T,.1 4 is required to complete Chien’s algorithm and
(45m+1418)T,,,, 4 is required to complete Harn’s algorithm (/m is the number of users

in the group).

In our proposed approach, the group members should only compute one elliptic curve
point multiplication (T EM). According to Chien [4], TEM is roughly equal to 297,/ ,
(T, p denotes the time for one multiplication in field p where p is 1024 bits). The
security of ECC with a 160-bit key is roughly equal to that of RSA with a 1024-bit
key or DH algorithm with a 1024-bit key [48]. Therefore, T, , is roughly equal to
41Tu1,4 [4]. In our authentication algorithm, group members compute 297,/ ,, which
is 1189 (29x41) T, 4. Due to this theoretical analysis, the simulation results are shown
that our scheme costs a shorter authentication time and consumes less energy than the

approaches proposed by Harn and Chien.

We implemented two most relevant schemes [3,4] and our scheme in order to compare
the energy consumption by IoT nodes. Omnet++ simulation environment [49], which
is widely used to simulate wireless schemes, was exploited for the implementation of
algorithms. The simulation results are given in Figure 2.3 and Figure 2.4 for the groups

with ten 10T nodes and fifty IoT nodes.

Initial parameters of simulation were selected according to the basics in the related
papers. For Harn’s scheme, the prime numbers p and g are two primes such that
p— 1 =2q. w; and d; values are random integers that are used for each user and each
secret calculation. Generator g; of field ¢ is 7, and coefficients of two polynomials are

in the field of q.
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Table 2.2 : Simulation Parameters.

Radio Medium UnitDiskRadioMedium
IoT Node Range 500 m
Wilan Type AckingWirelessInterface
Energy Storage Type IdealEpEnergyStorage
Energy Consumer Type || SensorStateBasedEpEnergyConsumer
Wlan Mac Type CsmaCaMac
BitRate 1 Mbps
Ack Usage False

For Chien’s and our proposed simulation, the same parameters were selected. Elliptic
curve is y?> = x> 4 6x + 36 mod 2017 selected in order to have fast computation.

Coefficients of polynomial f(x) are in the field of g.

Omnet++ simulation application offers various different configurations, and the
configuration we used for our simulation can be seen in Table 2.2. 10T nodes were
selected sensor node as in the omnetpp inet library. Sensors use the default options for

energy storage and consumption.

It can easily be observed from the graphics that Harn’s scheme takes more time than
other schemes to complete the group authentication. Time is directly proportional
to the number of IoT nodes. Our proposed method and Chien’s scheme are almost
consuming the same amount of time, which is 1.3 seconds for ten nodes and 6.9
seconds for fifty nodes. Harn’s scheme consumes 10 seconds for ten nodes and 50

seconds for fifty nodes, as seen in Table 2.3.

Table 2.3 : Authentication Time.

Time (s) Harn [3] Chien [4] Proposed
Approach

10 Nodes || 10 seconds || 1.3 seconds || 1.3 seconds
50 Nodes || 50 seconds || 6.9 seconds || 6.9 seconds

In terms of energy consumption, our scheme costs the least energy both for the groups
with ten nodes and fifty nodes. Harn’s and Chien’s schemes consume almost the
same energy if the group is with ten nodes. Our scheme consumes 0.014 joules of
energy, whereas other schemes consume 0.05 joules. If the number of group nodes
increases, Harn’s scheme consumes the most energy to complete group authentication.

For groups with fifty nodes, Chien’s scheme consumes 0.37 joules and Harn’s scheme
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consumes 1.1 joules. The nodes consume only 0.062 joules in our proposed method

for the group authentication if the group is with fifty nodes.
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Figure 2.3 : Energy Consumption of one IoT Node in a group with 10 IoT Nodes.

In respect to algorithmic details, IoT nodes exploit modulo exponential operations for
group authentication in Harn’s algorithm. The operations consume too much time and
energy, which can be observed in Figure 2.3 and Figure 2.4. If the number of 10T nodes
increases, one IoT node consumes more time and energy. Chien’s algorithm yields
better results than Harn’s algorithm. This is observed since the nodes only compute
one elliptic curve multiplication operation and m — 1 modulo multiplication and inverse
operations (m is the number of group nodes). The difference between our algorithm
and Chien’s algorithm is that [oT nodes compute only one elliptic curve multiplication
operation for group authentication. As seen in Figure 2.3 and Figure 2.4, our proposed

method consumes less time and energy than Chien’s scheme.

2.6.6 Comparison of 5G AKA and proposed group authentication scheme

The total authentication time is analyzed in the earlier section while defining the details
of UE authentication in 5G NR AKA. The time is 33ms to authenticate one UE by an
authentication server in the core network. In this section, a time breakdown of the

proposed group authentication scheme is provided.

The centralized group authentication scheme demands one elliptic curve multiplication
for each group member, one elliptic curve addition for each private key, and one elliptic
curve multiplication to verify the group members. According to the results in [34,

35], one elliptic curve multiplication is required 612ms, on elliptic curve addition is
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Figure 2.4 : Energy Consumption of one IoT Node in a group with 50 IoT Nodes.

125mus, and total authentication in the proposed scheme is 1337m+612us (m denotes
the number of group members). If the group has 10 members, 5G AKA requires 330ms

to authenticate all the group, while 14ms is enough for the proposed scheme.

2.7 Conclusion and Discussion

This chapter summarizes the authentication solutions for resource-limited devices such
as [oT. Traditional one-to-one authentication schemes have always one claimer and one
verifier. The claimer shares a predetermined value with the verifier according to the

decided protocol and the verifier approves the shared value.

Table 2.4 : Time analysis for the proposed group authentication scheme.

Operation Entity Time
Elliptic Curve Multiplication Each Group Member 612m us
Public Key Share with GM Each Group Member 600m us
Elliptic Curve Addition for Each Private Key GM 125m us
Elliptic Curve Multiplication GM 612 us
Total Authentication Time Total (1337m+612) us

The traditional authentication schemes work appropriately in a centralized server-client
infrastructure. If the number of end devices is more than a server can handle, the
scalability and latency issues may take place. The authentication of each IoT device
one by one is resource and time-consuming for a central authority. The many-to-many

authentication solutions such as group authentication are promising schemes for future

authentication requirements.
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Symmetric key encryption is preferred more than public-key encryption for
resource-limited devices due to the energy-consuming computations. The main issue
for symmetric key encryption is that each party in the communication must know
or agree on a key that is exploited to encrypt and decrypt the messages. Most
of the traditional authentication solutions merely deal with the phase to verify the
claimer. However, a key agreement phase is required in an authentication solution
for the encryption of further communication between parties. Key agreement for the
scenarios with several distributed 10T devices is a challenge for the researchers. Group
authentication which can generate a group key that is known only by group members

is a promising lightweight authentication solution for crowded groups.

In this thesis, the time breakdown of 5G NR AKA and proposed group authentication
method are presented by a review of each step and transmission in the scheme.
According to the time complexity, the group authentication scheme provides a more
reasonable time than 5G AKA, and when the number of members in the group increase,

the time differences between methods are more significant.

Another outcome of this chapter is the comparison of the group authentication
solutions in the literature. The time and energy use of Harn’s, Chien’s, and proposed
schemes are compared by utilizing the omnet++ simulation environment. The
proposed group authentication solution provides more reasonable time complexity than

Harn’s scheme and less energy usage than Chien’s scheme.

UE authentication in 5G AKA has several stages to confirm the end device and agree
on the security keys between g-Nb and UE. The UEs may be mobile and switch from
one g-Nb to another. It is not feasible to repeat the 5G AKA as explained in this chapter
for each handover. Particularly in dense areas, the g-Nb is too busy delivering service
to the UEs. The handover schemes between g-Nbs should be secure and time-saving.
By exploiting the group authentication solution in this chapter, a group-based handover
scheme is proposed in the next chapter. In addition, the current 5G handover solution
does not have an authentication step between the g-Nbs since the connection between
g-Nbs is not open to the outside world. However, the use of aerial devices as BS
creates a wireless channel between terrestrial and aerial BSs. An authentication scheme
is proposed in the next chapter based on the group authentication method in this

chapter.
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3. CAPACITY INJECTION AND GROUP HANDOVER

3.1 Introduction

In this chapter, the details about the handover solutions in LTE and 5G NR are
presented. The reconstruction of the security keys from a single key by the servers
in the core network, g-Nb, and UE is explained at the beginning of the chapter. In
addition, there exists a section to describe the process for the sharing and creating

security keys concerning the handover in 5G NR.

This chapter describes the scenarios requiring a capacity injection for the terrestrial
BSs. The reason for the necessity of the authentication between the terrestrial BS and
the aerial BS is explained in the chapter. Authentication and handover schemes are

proposed based on the group authentication solution in the first chapter.

Simulations are conducted for the 5G NR handover scheme and proposed handover
solution in the wireless simulation omnet++ environment. In addition, the comparisons
concerning the time and the number of the communications in the proposed scheme
and 5G NR solution are given. The chapter is concluded with a summary of the

comparison results of the proposed scheme.

A substantial surge in the number of user equipments (UE) utilizing mobile services
is expected in the near future. As the number of UEs connected to a terrestrial base
station (BS) increases, the quality of service (QoS) per user tends to reduce. It is highly
probable that the BS will even be out of service, and therefore, UEs will not be able
to access to their mobile services. The current solution for such situations is applying
to capacity injection, such as a mobile BS [50]. The service provider deploys mobile

BSs in a crowded area, which eventually increases the mobile network’s average QoS.

A radio access node on-board of unmanned aerial vehicle (UXNB) is a radio access
node providing service to the UEs deployed on an unmanned aerial vehicle (UAV)

according to 3GPP TS 22-125 [51]. The UxNB can connect to the core network
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as terrestrial base station, which is next generation NodeB (gNB) in 5G new radio
(NR). The research community already has an interest in UXNB in order to enhance
the mobile network coverage. The UxNB can be exploited in several scenarios, such as
emergencies, and high-density areas. UxNB can be deployed to an area without terrain

constraints [52].

Providing uninterrupted service to many different types of UEs is one of the main focus
areas of 6G research activities [53]. The traffic requirements expected from mobile
networks may vary depending on the usage scenario. Mobile networks will need to be
reinforced towards scenarios such as unforeseen natural disasters, traffic congestion,

high-density concerts, or football games.

Public safety communication systems are indispensable for rescue teams in case of
disasters. However, this infrastructure is also affected by a disaster [54]. In order to
ensure the continuity of communication, current mobile network infrastructure should
be rearranged in accordance of such situations. Thanks to their assets and deployment
advantages, UxNB is the main candidate to close these gaps in the current mobile
networks. UxNBs can be exploited in high demand situations or public safety and
disaster management operations. The main advantage of UxNB is the deployment
capability to any area without an operating pilot. For high-density areas, a better QoS

can be provided by UxNBs via capacity injection [55].

In the 5G handover, the security key for each UE is shared from the serving BS to the
target BS. If two BSs are terrestrial, the media between them is a wired channel. The
speed of sharing information may take nano seconds, which is acceptable. However,
if one of the BS is aerial BS, the channel will be a wireless channel and the speed of

transmission should be taken into consideration.

The interruptions for the services provided by a terrestrial base station can be faced in
some circumstances. Consider a football game where there is a steady increase in the
number of users in a particular area (stadium) in a specific period (90 min.). During the
game, only one terrestrial BS may provide service to all UEs. It will be more beneficial
to use UxNB to increase the BS’s capacity, as shown in Figure 3.1. The security aspect
of the capacity injection with UXNB is the trust between UxNB and terrestrial BS.

Before transferring data to UxNB, the terrestrial BS should authenticate the UxNB.
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After the confirmation of identity for the UXNB, a key agreement between BSs should
be performed to prevent the eavesdroppers to capture the traffic. The symmetric key

encryption may be preferred to encrypt the traffic once a key is agreed upon.

While capacity injection is the first issue in such dense deployment scenarios, the
handover among the overlay cells after capacity injection is the second issue. The
use of several BSs within a particular area will result in overlay cells. Terrestrial BS
providing service to all UEs in the stadium will delegate some UEs to UxNB to reduce

the traffic load. In the meantime, there will be many handover operations.

In the currently used LTE [56], and 5G standards [26], these handover operations
should be done sequentially, i.e. one by one. Yet, due to the limitations of the UxNBs
such as weight and battery life, their flying time will be a maximum of one hour [52].
Considering that a football game 1s at least 90 minutes, a new UxNB will take over
from ex-UxNB at least once. This will cause an increase in the number of handover
operations to be performed. UEs should be transferred from terrestrial to UXNB not

individually but as a group in order to make this handover process more efficiently.

3.2 UAVs in 3GPP

According to 3GPP TS 22-261 [57], it is predicted that UAVs are going to be used in
several applications by governments and commercial sectors. Latency and reliability
will be one of the first concerns for the next generation 6G networks. UAVs will need

more certain location information and security against theft and fraud.

An unmanned aerial system consists of UAVs and UAV controller [58]. The data
traffic between these two components must be well-protected. Next generation
mobile network providing service to the UAVs must be resistant to spoofing and

non-repudation attacks.

Identification, tracking, and authorization of UAV and controllers are controlled by
a central system, which is the Unmanned Aerial System Traffic Management (UTM)
[58]. UTM stores all identity and meta information of UAVs and UAV controllers.
The authentication and authorization of UAVs in the area have taken place by the

information sharing procedures between UTM and mobile core network, especially
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access and mobility management function (AMF). It is clear that including of UAVs to

the mobile network introduces a higher computational burden for the AMF.

CORE NETWORK

TERRESTRIAL BASE STATIO

A

Mutual Authghtication |,| Mutual Alhentication

"~

Figure 3.1 : An examplary use case for capacity injection and group handover.

The use of UxNB to increase the coverage area is specified in 3GPP standards. A
UxNB can connect to 5G core network as a terrestrial BS via wireless backhaul
link [52]. A UxNB can be used in various scenarios such as emergencies, temporary
coverage for UEs, hots-spot events, due to their fast deployment and broad coverage
capabilities [52]. UxNBs should be authenticated by the core network before operating
as a BS. One of the requirements for using a BS on UAV is to keep the energy usage at

the lowest level because UAV has limited power.
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The use of UAVs alone is limited due to their airborne time and energy constraints. For
example, using a single drone in delivery services results in waiting for that vehicle to
come back to the base. For this reason, UAV's should be used as a swarm. The essential
requirement for a swarm of UAVs is group management [52]. Group management
requires group authentication and secure communication inside a group, as given in

the following sections.

3.3 Handover Management in Long Term Evolution

There are two types of handover scenario in long term evolution (LTE) based on
the existing of the mobility management entity (MME) change [59]. Inter-BS with
intra-MME 1is described in this section step by step. The user equipment (UE)
disconnects from serving BS (s-BS) and connects to the target (#-BS) without changing

MME.

The handover steps are shown in Figure 3.2 and also listed below.

1. The UE measurement procedure is configured by the s-BS.
2. The UE sends a measurement report (MR) to the s-BS.
3. According to the report, the s-BS makes a handover decision.
4. The s-BS sends a handover request to the the #-BS.
5. The #-BS sends an acknowledgment to the s-BS according to its resources.
6. The 7-BS informs the UE for handover with necessary information.
7. The UE attaches to the target cell.
8. The #-BS sends uplink allocation and timing information to the UE.
9. The t-BS informs the MME for UE cell change.

10. MME informs the serving gateway (SGW) for UE.

11. SGW updates the path for UE.

12. MME informs the ¢-BS for path update.
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Figure 3.2 : Handover in LTE and 5G NR.

13. The #-BS informs the s-BS for the completion of the handover.

3.4 Handover Management in 5G New Radio

The handover procedure for 5G NR is almost the same with LTE with little changes.
Access and mobility management function (AMF) executes the duties of MME, while

the user plane function (UPF) is the same as SGW.
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The handover steps are listed as:

1.

2.

10.

1.

12.

13.

The UE measurement procedure is configured by the s-BS.

The UE sends MR to the s-BS.

. According to the report, the s-BS makes a handover decision.

The s-BS sends a handover request to the 7-BS.

. The t-BS sends an acknowledgment to the s-BS according to its resources.

The s-BS sends a handover command to the UE.

. The UE attaches to the target cell.

The #-BS sends uplink allocation and timing information to the UE.
The #-BS informs the AMF for UE cell change.

AMF informs UPF for UE.

UPF updates the path for UE.

AMF informs the 7-BS for path update.

The #-BS informs the s-BS for the completion of the handover.

3.5 Key Hierarchy and Key Exchange for Handover in SG NR

It is crucial to understand the key generation process in SG NR in order to explain the
key exchange between the base stations in the handover phase. The key generation
steps are depicted in Figure 3.3. In the second chapter, it is presented that the UDM
computes an encryption key (CK) and integrity key (IK) from 128 bit long term key
and a random value. In addition, the UDM generates a security key Ks,sr for AuSF
by computing HMACSHA256 key derivation function. The key is the concatenation

of CK and IK and the message is the concatenation of the serving name and sequence

number for the HMACSHA?256 algorithm.

The Kjy,sr 1s shared with AuSF to derive other keys from it [26, 60]. The AuSF

generates a security key Ksgar for the security anchor function (SEAF) by computing
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Figure 3.3 : Key Generation in 5G NR.

HMACSHAZ256 key derivation function. The key is the K4,sr and the message is the
serving network for the HMACSHA?256 algorithm.

The Kspar is shared with SEAF to derive other keys from it. The SEAF generates a
security key Ky for the AMF by computing HMACSHA256 key derivation function.
The key is the Ksgar and the message is the concatenation of predetermined network
access identifier and ABBA parameter for the HMACSHA256 algorithm. These

parameters to derive the K43/ are known by SEAF and UE.

The Ky is shared with AMF to derive other keys from it. The UE may generate the
security keys CK, IK, Ka,sr, Ksgar, Kayr since the UE has random value and 128
bit long term key. The following step for the key hierarchy is to derive the encryption
and integrity keys between AMF and UE in order to build a secure channel. The AMF
and UE generate encryption and integrity key by computing a HMACSHA256 key
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derivation function whose key is the K4p/r and input is algorithm type distinguisher.

The algorithm type distinguisher is different to generate encryption and integrity keys.

The security key for gNb K,y,, is generated by UE and AMF. The key is the Kayr
and the input is the access type distinguisher for the HMACSHA256 key derivation
function. The K,y is shared with gNb. The gNb and UE generate encryption and
integrity key by computing a HMACSHA256 key derivation function whose key is
the K¢y, and input is algorithm type distinguisher. The algorithm type distinguisher
is different to generate encryption and integrity keys. The key derivation process is

achieved for 5G NR and the UE has a secure channel with gNb.

Once the handover decision is taken by the s-BS, -BS and UE don’t perform the same
key derivation steps from the beginning. The s-BS computes the next BS key value
Kgnp:« by using Koyp as a key and the target physical cell id of #-BS as input for
HMACSHAZ256 key derivation function. The new integrity and encryption keys for
secure communication between UE and the 7-BS are derived from Kgyp,. The UE also
can compute Kgyp., since the UE has Kyp and the target physical cell id of 7-BS.
Then, the UE can compute the new encryption keys and message authentication codes

(MAC) for further communications with #-BS.

3.6 An Authentication and Handover Scheme for Capacity Injection

An UxNB, which is responsible for capacity injection, should be authenticated by
the closest terrestrial BS in order to assume the emerging UxNB is legitimate. After
succeeding authentication, the handover of UEs, which are in the range of UxNB, must
be fulfilled from terrestrial to UxNB. Before authentication of UxNB, we assume that
terrestrial BS with UEs in certain range formed a group and a group authentication was
carried out as in the second chapter. Consequently, the terrestrial BS has a polynomisl
p(x), which is private and only known by the terrestrial BS, and UDM. The UDM
must have a table which stores the identity of terrestrial BSs with their corresponding
private function. In addition, after a successful group authentication, each UE in the
range of terrestrial BS has a private value p(x;) and public values (x;, p(x;)P). The
i is the identity of UE, and P is the generator in the elliptic group, which is used to

keep p(x;) private by powering operation in the elliptic curve group. The UDM stores
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the private values of UEs in the database as well. To authenticate the new emerging

UxNB, the work sequence at below should be followed.

3.6.1 Authentication of emerging UxNB for capacity injection and group

handover

The drone control station assigns private key p(xy.wp) and public key pairs
(xuxnB, P(xuxns)P) which did not designate any other UE to the UXNB by coordination
with UDM. Once UxNB is the range of terrestrial BS, UxNB transmit xy,vp and
p(xyxnp)P pairs to terrestrial BS. Afterward, terrestrial BS verifies the pairs by using
the private polynomial p(x). Finally, if the UxNB is legitimate, p(x) is shared with
UxNB. Both terrestrial BS and UxNB have the private key p(xy.wg) of UXNB. By
a symmetric key encryption method, the polynomial p(x) can be encrypted and sent

securely to the UxNB by terrestrial BS.

After accomplishing of authentication of UxNB, BSs can communicate with each
other confidently by a symmetric key encryption. After successful authentication of
UxNB, group handover can be performed anytime needed. UEs send their public
values (xyxvg, p(xuxng)P) to UXNB and UxNB confirms UEs. The work sequence

for group handover should be followed, as detailed below:

Each UE sends its public value (x;, p(x;)P) to the UxXNB. UxNB performs addition
operation for each p(x;) and p(x;)P separately. At the end of the additional
computation, the total p(x;) value is multiplied by the generator P. If the result is
equal to the total p(x;)P value, all UEs are valid. Otherwise, the UEs are verified one
by one. After successful control, UxNB begins to provide service for UEs. All requests
from UE to UxNB are going to be encrypted by the private key p(x;) of UE, and also

x; value should be appended to all data.

3.6.2 Computational and communication complexity

The proposed scheme consists of two stages. In the first stage, the UxNB
authentication stage, UxNB sends the public key pair (xyxvg,p(xuwwg)P) to the
terrestrial BS in the first transmission. In the second transmission, the terrestrial BS
sends acknowledgment to the UxNB for each UxNB. Therefore the communication

complexity of the first stage is proportional to the number of emerging UxNB (x). The
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terrestrial BS performs one powering operation in the elliptic curve group (p(xyxvg)P)

for each UXNB in order to compare the value sent by UXNB.

Table 3.1 : Computational and Communication Complexity.

Stage Computational Communication
Complexity Complexity

UxNB Authentication x ECP 2x

Group Handover vyA,yECA,1ECP 1y

In the second stage, the group handover stage, UE sends its public key pair (x;, p(x;)P)
to the UxNB. Communication complexity is proportional to the number of UEs
(y). UxNB performs one addition operation (TotalX + p(x;)) and one elliptic curve
addition operation (TotalPoint + p(x;)P) for each UE, and one powering operation in

the elliptic curve group to compare the end result as reported in Table 3.1.

3.6.3 Comparison of LTE and proposed handover solutions

The main objectives in this section are to show the importance of capacity injection for
QoS and compare the handover time and the number of control packet transmissions
in group handover. The Simu5G [61] library built on top of the Omnet++ package
version 5.5.1 and INET framework are used to simulate handover operations. The
most complex LTE scenarios can be simulated in SimuLTE in accordance with the
3GPP Release 16 [56]. The simulation framework exploits the layer base structured
environment, and the handover process is accomplished mostly by the physical layer.
Further, the X, link between BSs and protocols are well-designed and implemented by

SimuLTE.

The main difference between the proposed scheme and LTE handover solution is
that there is no data sharing between BSs in proposed scheme . Therefore, the X,
interface parameters should be taken into consideration carefully while performing
simulation. Ethernet connection is used for the X, interface in SimuL'TE simulation
environment. Ethernet connection capacity is selected as 10 Gbps for the simulations.
With this connection capacity, data transfer between base stations is completed in
100 ns. Different configuration settings can be seen in Table 3.2. Other simulation

parameters are selected as default parameters provided by SimuLTE.
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Table 3.2 : Data Transfer Time between BSs.

X, Ethernet Type Data Transfer Time

10 Gbps 100 ns
1 Gbps 522 ns
100 Mbps 14170 ns
10 Mbps 57250 ns

In the simulations, there are two BSs, core network and the UEs whose number can be
changed to figure out handover time and the number of transmissions. UEs are placed
at a point between BSs where the handover operation will begin in order to figure out
the actual handover time. In the ready-made LTE handover simulations on SimuLTE,
the UE sends the handover begining warning to the s-BS and the s-BS sends the UE
information to the 7-BS. The #-BS responds with acknowledgment. After the #-BS
informs the core network about path switching, the handover process is completed.
In the presented scheme, the UE starts the handover process with the #-BS. The t-BS
informs the core network and s-BS after authentication control. The distance between
the BSs is the same for both environments, and the transmission power for BSs and UEs
are left at the SimuLTE default values. The time for the UE to initiate the handover
operation with the 7-BS and the #-BS to inform the core network is the same for both
simulations. Data transfer time between BSs is the main difference between the two

simulations.

According to the simulated scenario, a terrestrial BS provides service to UEs inside a
high capacity football stadium. Due to the excessive number of UEs, the BS cannot
provide the desired QoS. More than one UxNB is sent to the zone throughout the game
for capacity injection. According to the scenario, it is necessary to authenticate UxNBs

and to handover UEs from terrestrial BS to the nearest UxNB.

In parallel with the technological advancements in mobile networks, the peak data rates
of downlink and uplink increase. While the average downlink value provided today in
LTE technology is 100 megabits per second (Mbps), the uplink value has been 50
Mbps [62]. A BS that encounters a request above this uplink and downlink threshold
values will start dropping packets. As a result, there will be a decrease in the QoS

values, which are determined by the service provider.
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Figure 3.4 : Base station throughput per UE.

It is expected that the number of [oT devices connected to the network will reach
60 billion in 2022 [63]. The increase in the number of end devices will also cause
increase in the number of groups. Therefore, high-density areas will be encountered
more frequently. In high-density areas, such as stadiums, the downlink value will
typically be high. In the simulations, it is simulated that UEs request service to watch
a video simultaneously. According to the simulations implemented by SimuLTE, as
the number of UEs increases, the required downlink value also increases, as shown in
Figure 3.4. For example, the request created by 100 UEs at the same time creates an
downlink value of 110 Mbps for the BS. Only 100 UEs can consume all the downlink

limit for one terrestrial BS if they all watch video simultaneously.

As can be seen, it is not possible to provide service with only one BS in crowded
environments. The use of UxNB emerges as a promising solution. Another question
at this point is how many UxNBs on average can be sufficient to cover a stadium.
According to the study [64], the downlink value for UxNB is 160 Mbps, a typical
flight height of 150 m. The solution will need one UxNB for approximately 10 UE.
Using too much UxNBs will cause several handover processes. Therefore, a group

handover is a promising solution for presented scenario.

The latency is one of the main issues in the handover schemes. If the latency is high
in the communications, the quality of service dedicated by providers will be low. The

time used up in the handover process, and the number of control packet transmissions
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Figure 3.5 : The comparison of handover time.

between UEs and BS bring along the latency for handover. Recall that in presented
scenario several UEs in a football stadium will switch their access network from a
terrestrial BS to an UxNB. The pre-designed scheme in SimuLTE, in accordance with
standards are exploited to simulate the LTE handover scheme. Some of the codes are
reconfigured in the LTE scheme in order to attain statistical information about total

handover time and the number of control packet transmissions created by BS and UEs.

As given in Figure 3.5, the total handover time is increasing in the LTE scheme
when the number of UEs surges. The s-BS should send user-related data for each
UE to the 7-BS according to the standards. Hence, the communication between BSs
is proportional to the number of UEs, as in Figure 3.6. Each UE is linked with
the core network to update handover parameters, and six transmissions from UE to
the core network is a fixed value in both standards and proposed scheme. The most

energy-consuming transmissions occurs between BSs.

As seen in Figure 3.5, the number of UEs is not affecting the total handover time of
proposed handover solution. Because a group handover scheme is performed by the
t-BS. The t-BS collects public values of UEs and compares the received values with
values produced by the private function. The number of control packet transmissions
for proposed scheme is in Figure 3.6. The control packet transmissions per UE is
still six as in standards. Because the UE must update handover parameters with the

core network. The advantage of proposed scheme on the LTE is the communication
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between BSs being zero. The 7-BS can handle authentication of UEs by confirming

their public keys without the requirement of communication with the s-BS.
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Figure 3.6 : Total number of control packet transmissions.

Both in TS 36.300 [56] and proposed scheme, the number of control packet
transmissions for path switching per UE is six. The reason behind that is the UE
contacts with the core network six times to transfer the new connection parameters for

the ¢-BS.

In release-16 [56], the s-BS sends the connection information for related UE to the
t-BS. Each connection between the s-BS and the #-BS has an acknowledgment message
to endorse the receiving of the data. At the end of the handover process, the #-BS
informs the s-BS for completing the handover. Hence, the total number of control

packet transmissions by the s-BS or the #-BS is twice the number of UEs.

In proposed scheme, the communication between the s-BS and the #-BS is not
performed. The #-BS gets the secret p(x) function, which the key factor for the
confirmation, when the #-BS becomes active. The s-BS (terrestrial) authenticates the
t-BS (UxNB) when the -BS become active at the football stadium. Once authentication
is confirmed, the s-BS shares the secret function with the #-BS. In the handover process,
the #-BS performs the confirmation by using the private function. The relevant UE
sends the public keys (x;, p(x;)P) to the #-BS. The #-BS performs addition for each x;
value and elliptic curve addition for each p(x;)P value. Once all the UEs in the group

send public values, the -BS compares the total x; and total p(x;)P.
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The total handover time for LTE and proposed scheme is compared, the surge of the
number of UEs does not change the total handover time in proposed scheme. However,
the handover time is proportional to the number of UEs in standards. The reason
for that is the communication between the s-BS and the #-BS getting increased if the

number of UEs is too much.

According to the simulation results, the time for one control packet transmission
between BSs is approximately 100 nanoseconds. The s-BS sends one packet to
the #-BS for indicating information and receives one packet from the 7-BS for the
acknowledgment. The total time to send one UE data from the s-BS to the #-BS is
200 nanoseconds. 0.05 seconds is the standard time for both proposed scheme and
LTE standard. This time slot is required to start the handover process by UE and to
update the core network about cell change. The reason for the change in handover
time in LTE is data sharing between BSs. The data sharing process for one UE is 200
nanoseconds, it is 0.2 milliseconds for 1000 UEs, and this value increases linearly as

the number of UEs increases, as shown in Figure 3.5.

3.6.4 Time analysis of 5G NR and proposed UxNB authentication solutions

The time analysis for the algorithmic operations and data transmissions both in 5G NR
and proposed UxNB authentication solutions is presented in this subsection. The time
to authenticate a UE with the 5G NR authentication solution is 33 ms as described in

the second chapter.

Table 3.3 : Time Analysis for The Proposed UxNB Authentication Scheme.

Operation Entity Time
Public Key Sharing with Terrestrial BS UxNB 600 us
Elliptic Curve Multiplication Terrestrial BS || 612 us
Symmetric Key Encryption Terrestrial BS || 161 us
Encrypted Secret Polynomial Sharing with UxNB || Terrestrial BS || 600 us
Symmetric Key Encryption UxNB 161 us

Total Handover Time Total 2.2 ms

In the proposed scheme, the UxNB consumes one transmission to transfer the public
key to the terrestrial BS. The terrestrial BS computes one elliptic curve multiplication
to verify the public key. If the key is valid, the terrestrial BS consumes one symmetric

key encryption to encrypt the secret polynomial. The encrypted polynomial is sent to
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the UXNB. The UxNB performs decryption to complete the authentication. In total,
2.2 ms is required for the authentication of UxNB as seen in Table 3.3, which is a more

reasonable time than 5G NR.

3.6.5 Time analysis of SG NR and proposed handover solutions

The time analysis for the algorithmic operations and data transmissions both in 5G NR
and proposed handover solutions is presented in this subsection. The s-BS computes
one HMACSHAZ256 key derivation function to generate the new security key. The
new security key is shipped to the #-BS and the #-BS sends back an acknowledgment
message. The 7-BS and UE compute the encryption and integrity keys to set a secure
communication channel between them. Two key derivation functions are needed to
create new keys. In total, three HMACSHA256 and two transmissions between BSs,
whose time complexiy is a total of (202m) us (m denotes the number of UEs), is

needed to complete handover for 5G NR as shown in Table 3.4.

Table 3.4 : Time Analysis for The 5G NR Handover Scheme.

Operation Entity Time
Security Key Derivation Function s-BS 67m Us
Security Key Sharing s-BS 0.1m us
Acknowledgment Response t-BS 0.1m us

Encryption Key Derivation Function || #-BS, UE 67m us
Integrity Key Derivation Function || #-BS, UE 67m us
Total Handover Time Total (202m) us

The #-BS computes one elliptic curve addition for each public key of UE and at the end
of obtaining all public keys, one elliptic curve multiplication operation is required to
compare the result for the handover. In total, (125m + 612) us is needed to complete

the handover as seen in Table 3.5.

Table 3.5 : Time Analysis for The Proposed Group Handover Scheme.

Operation Entity Time
Elliptic Curve Addition Operation t-BS 125m us
Elliptic Curve Multiplication Operation || #-BS 612 us
Total Handover Time Total || (125m+612) us

When the results are compared, the 5G NR handover solution provides more

reasonable time complexity than the proposed scheme as long as the number of UEs
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requesting handover is less than 7. Once the number of UEs reaches 7, the proposed

scheme begins to provide better time complexity.

3.7 Conclusion and Discussion

The limitations of using one terrestrial BS in an extremely-dense area are examined
in the chapter. The QoS requirements may not be met by the service provider to the
customers due to the considerable requests. The use of UxNB for the capacity injection

is a solution for the cellular networks to decrease the burden on the terrestrial BS.

The consumption of bandwidth of a terrestrial BS in a dense area is simulated in this
chapter. Approximately, one hundred UEs may devour all the bandwidth provided by
BS if the UEs request to download a video from the internet. Each UxNB raises the
bandwidth proportionally. The link between two terrestrial BS is currently using a
wired channel, which has better transmission time than wireless channel. However,
the link between a terrestrial BS and UxNB will be wireless and the transmission of
security keys will take more time. A handover solution is presented in this chapter
without sharing the security keys between BSs. Although capacity injection via
UxNBs provides a promising solution to increase the bandwidth of a terrestrial BS,
the handover between terrestrial BS and UxNB or between new and ex-UxNB may

cost latency if the handover solution in 5G NR is used.

The main cause for the latency in 5G NR is the security key sharing for each UE
between terrestrial BS and UxNB. The UxNB and UEs perform group authentication
in the proposed handover method to eliminate the data sharing phase. Therefore, the
handover time for 5G NR is increasing if the number of UEs requesting for handover
is rising. The group authentication solution in the second chapter is utilized to present
an authentication scheme between terrestrial and aerial BSs and a group handover
method from terrestrial to aerial BS in this chapter. The next chapter contains also
authentication and handover solutions based on the group authentication scheme in the

second chapter. The schemes are used to cover security issues in drone swarms.
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4. AUTHENTICATION AND HANDOVER FOR DRONE SWARMS

4.1 Introduction

The fourth chapter mainly concentrates on the authentication and handover necessities
of the drone swarms. The requirements are given in the chapter with sample scenarios

in order to describe the authentication and handover sufficiently.

The two-step UAV authentication in 5G NR is presented in detail before describing
the proposed schemes. For each authentication and handover requirement, a novel
group-based solution is proposed in the chapter. The 5G NR authentication and
proposed authentication solution are simulated with the omnet++ to compare the
authentication time. The chapter continues with the time analysis of the schemes.

Overall results from the chapter and simulation are given in the conclusion section.

The use of drones for daily activities began with military purposes and now they are
everywhere from border security to cargo delivery or visual shows. The more surface
of the use of drones increases, the more intensity of the tasks becomes high. The tasks

with limited time and a larger area can not be carried out with a single drone.

The drone swarms are the new solutions for completing the dense tasks. A group of
drones may perform the tasks in a short period. In this chapter, the drone swarms are
presented from the security point of view. The security aspects of the drone swarms

are aligned under titles of five requirements.

The first requirement is the authentication of the drones requesting to join the swarm
as shown in Figure 4.1. The number of a drone swarm may change according to the
duration of the task. If the duration is more than the flying time of a drone, the drone
reaching the end of the airtime should turn back to the base. Instead of the leaving
drone, the new drones are sent to the swarm by the drone control station. The security
issue at this point is the trust between the drones in the swarm and the new drone. The

intruders may send an illegitimate drone to the swarm. The drone swarm may request
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Figure 4.1 : Authentication and Handover Scenarios for Drone Swarms.

authentication from the core network as explained in the second chapter for each drone
joining the swarm. However, this solution costs time and resource for the swarms with
limited time and resources. A lightweight authentication solution should be provided

to the swarm.

The second security issue is the confidentiality of the messages between the drones
in the swarm. The messages may contain sensitive information and be shared with
the other drones in plaintext form. Due to the wireless nature of the channel between
drones, the channel is vulnerable to sniffing attacks. The data within the swarm should
be in ciphertext form. The encryption methods, which are symmetric and public-key

encryption, change according to the structure of the key. Public key encryption is
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not the preferred one for resource-limited devices. Therefore, a key between parties
should be agreed upon in order to encrypt and decrypt the messages. The best
authentication solutions are the ones that establish a security key between parties after
the authentication. A security group key should be agreed upon between the new

drones and drones in the swarm after the authentication.

Another authentication requirement for the drone swarms is the authentication between
the parties after the merger of two drone swarms. It is possible to combine two swarms
to perform more intensive tasks. The issues are the scalability and the number of the
permutation to complete the authentication process. If the primary authentication in
5G NR is used for each drone, the communications between parties and computations
may be too much to complete the tasks. An authentication solution which save time

and resources should be used for the merger of the two swarms.

Due to the mobility nature of the drones, the handover from one terrestrial BS to
another is not inevitable for the drone swarms. The speed and scalability are the
reasons not to use handover solution explained in the third chapter. A group of drones
change their positions in a short time period. Sharing security keys between BSs and
complete the steps required for the handover for each drone may not be possible. A
new handover solution should be proposed for the drone swarms to overcome this

issues.

The last security requirement for the drone swarms is the situation that the BS is also a
UxNB. In some tasks especially rescue or disaster missions, the BS providing service
for the drones may be a UxNB. Two handovers should be taken into consideration.
The first one is the same handover issue for the terrestrial BSs. The second issue is the

replacement of UxXNB with a new one.

4.2 Challenges of Drone Swarms

Drone swarms have numerous advantages over a single drone. The first of these
advantages is the reliability of the data transmitted to the ground control station.
Instead of data from a single drone’s sensor, the aggregation of data from more than
one drone will provide more accurate results. Another reason to employ drone swarms

is the network benefits. During a mission with a single drone, if the drone is stuck in
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a dead zone the connection between the drone and the control station will be lost. In
a drone swarm structure, neighbor drones can deliver a network connection to the lost

drone.

In addition to much innumerable usefulness, drone swarms also contain many
challenges. The most significant issue among these challenges is drone authentication.
Drones will frequently communicate with other drones in the swarm and ground
control station. New drones will join the swarm and some drones will leave the
swarm and return to the base [65]. Each of these phases requires independent identity
verification. Security in drone swarms encompasses not only single drone security but
also entire swarm security. While designing security solutions, it will not be practical

to build solutions for only a single drone.

Another security challenge is the detection of fake drones in the swarm. In a dense
swarm environment using a wireless channel, intrusion detection will be hard. The
drones in the swarm will discover the intruders, not a central authority. Consequently,
it will be essential to invent a distributed intrusion detection system to be employed
by drone swarms. Group authentication scheme can contribute to the security of the

entire swarm.

4.3 UAV Authentication in 3GPP

3GPP TR 33.854 study on security aspects of unmanned aerial system (UAS) [66] is
the main document dealing with the security issues of UAVs. The key security issues
for UAS are mentioned at the preliminary of the document and the corresponding

solutions are given in the next section.

Authentication and authorization of the vehicles are the first security issue for the 3GPP
Release-17. Two identification numbers are assigned to a UAV by the unmanned aerial
system (UAS) service provider and the 3GPP core network. The civil aviation authority
level identification number provides the ease of remote identification of a UAV in
the air. UAVs utilize the 3GPP identification number when the services provided
by the core network are accessed. The authentication of UAVs to provide 3GPP
network services is accomplished with two phases. The usual new user equipment

(UE) authentication process is performed between UAV and core network in the first
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Figure 4.2 : UAV Authentication.

phase as shown in Figure 4.2. Once the UAV is authenticated by the core network, the
UAV control station sends a challenge to the UAV to perform a second authentication.
The end-to-end authentication solution between UAV and control station is not covered
by the 3GPP standard. The solution is peculiar to the UAS service provider. The steps

fo the authentication of a UAV are:
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10.

11.

12.

13.

. The UAV computes the subscription concealed identifier (SUCI) by encrypting the

subscription permanent identifier (SUPI) with the base station (BS) public key.

The UAV sends the SUCI to BS.

. The BS decrypts the SUCI and sends the SUPI to authentication server function

(AuSF).

The AuSF shares the SUCI with unified data management (UDM).

. The UDM generates a random value (RAND) and computes expected response

(XRES) with SUCI and RAND.

. The UDM sends back to AuSF the RAND and XRES.

The AuSF extracts the random value and shares it with the UAV.

. The UAV computes XRES and sends it back to the AuSF.

If the AuSF confirms the identity of the UAV, UAS ID is requested from the UAV.
The UAV sends the UAS ID to AuSF.

The AuSF sends the ID to the control station.

The control station and UAV perform a second authentication.

After control station confirmation, the AuSF directs the BS to begin to provide

3GPP service to the UAV.

4.4 UAV Attacks

UAVs possess distinct use-cases spread from public safety operations to logistics.

Commercial companies exploit the UAVs in agriculture, visual shows, and smart

homes. Although the use-cases and technology of UAVs are developed, the security is

not at the expected status.

Two UAVs are utilized for an assassination attempt on the President of Venezuela in

2018. The UAVs were loaded with explosives and guns. The event is an instance of

the use of UAVs for terrorism purposes. The next terrorist action is the use of 10 UAVs

to target oil facilities in Saudi Arabia. The UAVs initiated several fires in the facilities
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and the country shut down all their refineries, which cause the increase in oil prices
all around the world. Without appropriate security preventions, the UAVs hold a huge

amount of use-cases for the attacks.

There exist several types of attacks on UAVs. The jamming attacks contain the aim to
interrupt the communication between the ground control station and UAV [67]. The
attack is achieved by raising the noise in the UAV receiver. The attackers may assault
the UAVs physically to seize the device. Once the device is captured, the forensics on
the UAV may be performed to obtain security keys and to be utilized for the other type
of attacks. Wireless communication between the ground control station and UAV is
vulnerable to de-authentication attacks. The powerful signals are sent to the UAV to
lock the connection to the ground control station in order to establish a new channel

between the UAV and attacker.

Maldrone and SkyJack are two software malware to control UAVs by attackers. The
researchers conducted reverse engineering on the Parrot AR drone software in order
to build the malware Maldrone. Maldrone interrupts the traffic between the ground
station and the UAV and injects the malicious codes into the communication to create
a backdoor to the UAV. The control commands can be transmitted to the UAV by using

the backdoor.

Denial of service attacks can be conducted via a wireless channel to force the UAV to
land. A Parrot UAV is tested by sending fake connection requests as a ground control
station. After 1000 requests, the UAV closed and began to land. A buffer overflow
attack is executed by transmitting a large amount of data to the UAV. Again, the attack
was successful and the Parrot UAV crashed. A reverse engineering attack is performed
to find vulnerabilities in the Digi XBee 868LP radio frequency module for UAVs. The
researcher discovered an API interface to inject commands to the UAV. In addition, the

module includes a broadcast response that contains addresses of the UAV.

UAVs can be utilized as a fake access point or base station [68]. The access point
controlled by an attacker can be mounted on the drones and sent to a public area. The
service set identifier (SSID) name of the real access point is replicated by the fake
access point. The real access point is neutralized by transmitting jamming signals

to it, as well. The victim computers or smartphones begin to have service from a
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fake access point. The attacker can monitor the entire traffic and capture the personal
and security information from the wireless traffic. Actually, fake drones can control

neighbor drones in the same way.

4.5 Group Authentication and Handover Solutions for Drone Swarm

Proposed solutions for the authentication of a new drone joining to the swarm, the
merger of two drone swarms, group handover method for the terrestrial BS handover,
and aerial BS handover and the organization of the drone swarm are explained in detail

in the section.

4.5.1 Organization of drone swarms

The drone swarm is divided into three types of drones as shown in Figure 4.3 not
to make busy entire drones for the authentication and handover process. The group
authentication and handover solutions in the previous chapters depend on the threshold
value. A sub-group with members up to the threshold value may perform group

authentication. Therefore, the drone swarm is divided into three types.

The first sub-group is the guard drones which are responsible for tracking the drones
joining and leaving the swarm. The guard drones authenticate the new drones
approaching the swarm in the air with the proposed group authentication solution.
The network drones are the ones that perform all kinds of work about networking.
The connectivity with the 3GPP network and handover operations are executed by the
network drones. The last group is the service drones which perform the real services

for the drone swarm.

4.5.2 Authentication of new drones by drone swarm

Each drone in the swarm has the group key to encrypt the messages before transmitting
them to the other drones. The guard drones should authenticate the new parties willing
to be part of the swarm and share the group key with the new party. The guard drones
blocks the new drone in the air as shown in Figure 4.4 before the service drones and

follows the steps below for authentication:

e The control station assign a private key (p(xney)) and public key pairs

(Xnew, P(Xnew)P) to the new drone.
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Figure 4.3 : Types of Drones in the Swarm.

The keys are shared with the new drone and the new drone is sent to the drone

swarm.
The new drone shares the public key pairs with guard drones.
The guard drones perform group authentication as in second chapter.

If the authentication is valid, the pre-defined guard drone perform the key agreement

step as in second chapter with the new drone.
The group key is encrypted by the agreed key and sent to the new drone.

If the authentication is not valid, the new drone is forced to leave the area by guard

drones.
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Figure 4.4 : New Drone Authentication.

4.5.3 The merger of two drone swarms

The two different drone swarms have different polynomials and keys. Each group

performed group authentication as explained in the second chapter. Let us suppose the

polynomial for the first swarm is f(x) and for the second swarm is g(x). Each parties
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in the first swarm has one unique private key f(x;) and public keys (x;, f(x;)P). The

private key for the second swarm is g(x;) and public key is g(x;)P.
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> !

0

| Generate Keys from
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Figure 4.5 : The Merger of Two Drone Swarms.

The merger of the swarms requires one group authentication operation. Let us suppose
the threshold value is three. Three drones are enough to perform group authentication.
Therefore, one guard drone from the first swarm and two guard drones from the second
swarm may form a group to authenticate each other at the same time. The guard drones

follow the steps in Figure 4.5.

e The guard drone from first swarm requests a new unique private key g(x;) and
corresponding public key (x;,g(x;)P) for the second swarm by sending the request

to the 3GPP network.

e The authentication server in core network generate the keys from secret polynomial

g(x) for second swarm.
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e The private and public keys are shared with the guard drone.

e The guard drone only shares the public key with the guard drones in the second

swarm.

e Due to the fact that the threshold value is three, the guard drones may perform group

authentication in the second swarm.

o [f the group autehntication is valid, one guard drone from first swarm and one guard

drone from second swarm may generate an encryption key by using their private

keys g(xi),8(x;).

e Once the encryption key is generated, the group key for the second swarm can be

encrypted and shared with the guard drone from first swarm.

e The guard drone from first swarm may decrypt the group key and encrypt it again

with the group key of first swarm.

e After encryption, the guard drone sends the new group key as broadcast message to

the other group members.

e Once each group member obtains the new group key, two drone swarm may begin

to communicate securely.

4.5.4 Terrestrial BS handover

The territory in which a drone swarm exists may change very speedily as shown in
Figure 4.6. The movement of numerous drones taking service from one BS to the
other area causes the handover loading on the s-BS and t-BS. In our proposed method,
the network drones are responsible for the handover process. The number of network
drones depends on the threshold value in second chapter. In order to perform the
group authentication as in second chapter, the number of group members must be
equal or greater than the threshold value. The network drones and BS create a group
and perform group authentication. Therefore, the number of network drones must be
one missing from the threshold value. The network drones and t-BS follow the steps

below:

e The network drones share their public key pairs with the t-BS.
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Figure 4.6 : Group Handover for Terrestrial BS.
e The t-BS performs the group authentication as in second chapter.

e If the authentication is valid, the t-BS begins to proivde service to the requests

coming from drone swarm.

4.5.5 Aerial BS handover

The connectivity to the core network from the drone swarm may be provided not only
by terrestrial BS but also by aerial BS as shown in Figure 4.7. Serving aerial BS may be
altered by a new aerial BS due to the limitations of the UAV. Rather than authentication

of each drone in the swarm by new aerial BS, a group authentication between network
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Figure 4.7 : Group Handover for Aerial BS.

drones and aerial BS can solve the scalability issues in the handover process. The steps

for the group handover are mentioned at below:

e The new aerial BS shares its public key pairs (xX,e8s, P(Xnewss)P) with the network

drones.

e The network drones perform group authentication and verify the new aerial BS.

In order to get numerical results to compare the group-based authentication of a new

drone joining to the swarm with the UAV authentication scheme in [66], both solutions

are simulated in omnetpp [61].
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4.6 Numerical Results

The total number of communication between UAV and authentication servers in the
3GPP network is eight to begin to provide service after authentication. It is observed
from the simulation results that one communication from the UAV to servers costs 10

ms. The time for the authentication of one drone by the authentication servers is 80

ms.
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Figure 4.8 : The Authentication Time for New Drone.

The presented authentication scheme requires one data sharing over the wireless
channel from the new drone to guard drones and one elliptic curve powering operation
to verify the new drone. 600 s is the time observed from the simulation needed to send
data over a wireless channel and 612 s is the time for the elliptic curve operation [35].
The number of the guard drones which should verify the new drone is determined with
the threshold value . One guard drone requires 1.2 ms to verify the new drone and
total time for the authentication is 1.2¢ ms. Figure 4.8 shows that if the threshold value
selected for the polynomial is less than 70, the presented authentication scheme for the

new drone reduces the authentication time.

After comparing the results for the new drone authentication, the handover scenario
for the drone swarm is simulated in omnetpp. According to the measurement reports
from UE, serving-BS decides the handover. If a handover decision is taken, the
serving-BS shares the relevant security keys with target-BS. After the data-sharing
phase between BSs, the UE de-attaches from serving-BS and attaches to the target-BS.
These handover steps as mentioned in 3GPP Rel-17 are simulated in omnetpp to
observe the time for the handover in 5G NR. According to the simulation results, the

total time for handover operations in 5G NR is 50 ms as explained in third chapter.

The network drones in the swarm and target-BS perform a group authentication to
complete the handover for the drone swarm. The total time for authentication, which

is 1.2¢ ms, depends on the predetermined threshold value. If the threshold value is less
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than 40, the proposed handover solution costs less time than the 5G NR as shown in

Figure 4.9.

4.7 Conclusion and Discussion

In this chapter of the thesis, the security issues for the drone swarms are analyzed
and the authentication and handover solutions based on many-to-many authentication
are presented for the five security requirements of the drone swarms. The separating
of the responsibilities of drones decreases the interruptions for the service provided
by drone swarm. The service drones are not busy with the security and network
issues.The authentication of drones with group authentication and handover as a group

via network drones reduce time and resource usage.

The authentication of a single drone by 3GPP UAV authentication solution requires
two phases, which are the initial phase with the core network and the next phase with
the drone control station. There are four transmissions between the core network and
UAYV, while four transmissions are conducted between the drone control station and
UAV. The cryptographic operations are also accomplished by the UAV, drone control
station, and core network. It is not scalable and also is time-consuming to authenticate
each drone in a swarm with 3GPP solutions. In addition, there is not a key to be
used after the authentication to create a secure channel between the new drone and the
other drones in the swarm. The authentication solution in this chapter provides more
reasonable time and communication complexity than 3GPP standards and a group key
for establishing a secure channel for the swarm. Also, the group authentication solution
to merge two drone swarms decreases the number of communication between swarms

and the core network.

The 5G NR handover solution has a stage to transfer the security keys from serving-BS

to the target-BS. The necessity of key sharing between BSs for the handover is a
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challenge for the drone swarms. The mobility nature of drones and their speeds require
a time-saving handover scheme. In the proposed group handover scheme, just network
drones are engaged with the handover operation. The service and guard drones resume
their tasks. The network drones conduct group authentication with the target-BS,

which eliminates the security key transmitting step.
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5. CONCLUSIONS AND RECOMMENDATIONS

This thesis in general focuses on the authentication and handover requirements of the
next-generation networks. The main objective of the thesis is to propose solutions
consuming less time, resources, and communication than the 5G authentication and
handover schemes. A flexible and lightweight group authentication scheme, which
can be used in devices with limited resources such as IoT and UAVs, is presented in

the thesis.

The UE and UAV authentication solutions in 5G NR are simulated in omnet++ to
figure out the total time and number of the transmissions between the UE and the 3GPP
network. In addition, the solution for the UE handover from serving-BS to a new BS

is simulated and the results for time and communication complexities are obtained.

The 5G NR solution for the authentication of a UE requires three data transfers, eight
key derivation functions, and public-key encryption and decryption operations. The
time for the cryptographic operations and transmissions to complete the authentication
is 33 ms. Furthermore, the handover procedure in 5G NR requires two transmissions
between BSs and three key derivation functions. The total time for the handover is 202

us according to the steps in 5G NR standards.

The obtained time results are reasonable for normal environments such as
smartphone communication. However, the next-generation networks need time and
resource-saving, lightweight authentication, and handover solutions due to their
numerical density. If the 5G NR authentication and handover solutions are used for
the crowded technologies, the service providing base stations or authentication servers

may be encountered scalability issues.

In this thesis, authentication and handover operations are performed as a group
to propose solutions for problems in the one-to-one authentication methods. The
proposed group authentication and handover solution provide more reasonable time

and communication complexity according to the simulation results and time analysis.
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When the number of UEs requesting authentication and handover increases, the
difference in the authentication time for the group between 5G NR and the proposed

solutions rises.

The number of transmissions between UEs and the authentication server consumes
more time than the time required for the computations in the key derivation functions.
In addition, sharing the security key for each UE in the 5G NR handover scheme
increases communications. The group authentication and handover solutions in this
thesis decreases the number of communication and computation cost for cryptographic

operations.

5.1 Recommendation for Future Works

This thesis generally focuses on the authentication and handover concerns in IoT
and low-altitude domains of the non-terrestrial networks. As future work, the
authentication and handover necessities for the space and high-altitude domains of
the non-terrestrial network may be investigated and group-based solutions can be
suggested. In addition, the scenarios in which the high and low altitude domains of the
non-terrestrial network are utilized concurrently should be taken into consideration.
The aerial devices are going to be both service providers and service consumers in the
next-generation networks. A drone in the service consumer role may switch the service
from low altitude BS to high-altitude BS. There may be requirements for mutual
authentication between low and high-altitude BSs. The handover and authentication

requirements should be studied for the hybrid scenarios in future works.

The implementation of the 3GPP standard solutions and proposed authentication
and handover schemes is conducted with the omnet++ environment. Although the
simulation of the schemes is coded as explained in the documentation, it is more
satisfactory to perform real-life experiments. Therefore, the proposed schemes may
be implemented with real IoT devices and UAVs in order to have more satisfactory

results in the future.

The distributed nature of devices is going to extend with 6G and the communication
between machine to machine will boost. The rouge devices inside a group of legitimate

devices are going to interrupt, eavesdrop, and steal essential information easier if
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security preventions are not taken into consideration. Authentication and handover
schemes should deal with the distributed character of the next-generation devices
without a central authority. Lightweight encryption schemes should be utilized to
ensure confidentiality for the communication between the devices. Each authentication

solution should construct a key between the parties for further communications.

Quantum computing and blockchain are going to be essential parts of the 6G cellular
network. The cryptography solutions based on problems, which are hard to solve,
will be in-danger since quantum computing is going to solve the problems. The
authentication solutions for both a UE and a UAV contain traditional cryptography,
which will not be used in the future [69]. Quantum cryptography and blockchain

should be more included in the authentication and handover schemes for 6G.
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