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ABSTRACT

PRIVACY-PRESERVING COMPUTATION AND
ROBUST WATERMARKING TECHNIQUES FOR
HEALTHCARE DATA

Sinem Sav
M.S. in Computer Engineering
Advisor: Erman Ayday
July 2018

Health and genomic data is sensitive in terms of carrying private information
about individuals. Omne can infer inherited/genetic disorders, their occurrence
probabilities, information about race, and kinship by analyzing an individual’s
genomic data. Furthermore, health data which is mostly collected by hospitals
or other health institutions carries private information about individuals includ-
ing the diseases they have at present or indicators of future diseases/disorders.
While protecting such data, it is important to show that its utility is preserved
and maximized since the data is used in researches. Regarding these facts, homo-
morphic encryption-based scheme (using Paillier cryptosystem) for the protection
of health data and a novel watermarking scheme based on belief propagation al-
gorithm for the genomic data is proposed in this work. Homomorphic encryption
is used for the health data to show the ability of performing mathematical oper-
ations on the encrypted data without decrypting it with a real-life use-case. We
show its practicality with the correctness and performance results. In the second
part of this thesis, a watermarking scheme for genomic data is proposed to over-
come the liability issues due to unauthorized sharing by service providers (SPs).
Robust-watermarking techniques ensure the detection of malicious parties with a
high probability and we show the probabilistic limits of this detection with differ-
ent experimental setups and evaluation metrics. Lastly, this scheme guarantees
the following with a high probability: (i) the utility is preserved, (ii) it is robust
against single or colluding SP attacks, and (iii) watermark addition is compatible
with the nature of the data as the proposed method considers auxiliary informa-
tion that a malicious SP may use in order to remove/modify watermarked points
before leaking the data.

Keywords: Watermarking, privacy, homomorphic encryption, genomic data.
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OZET

SAGLIK VERILERI IQIN GIZLILIGI KORUYAN
HESAPLAMA VE GUCLU FILIGRAN TEKNIKLERI

Sinem Sav
Bilgisayar Miithendisligi, Yiiksek Lisans
Tez Danigmani: Erman Ayday
Temmuz 2018

Saglik ve genetik veriler bireylerin kisisel bilgilerini tagimasi acisindan ¢ok has-
sas verilerdir. Genetik verilerden kalitsal/genetik hastalik veya bunlarin olugma
olasihigina dair bilgi, irk veya akrabalik iligkilerine dair c¢ikarim yapilabilir.
Bunun yam sira, ¢cogunlukla hastaneler veya diger saglik kuruluslar: tarafindan
toplanan saglik verileri de bireylerin su anda veya gelecekteki hastaliklarina
dair gosterge olabilir. Bu tarz verileri korurken, veriler aragtirmalarda kul-
lanildigr i¢in verinin yararhligini (utility) korumak gok 6nemlidir. Tim bunlar
gbz ontinde bulundurarak, bu caligmada saglik verilerinin korunmasi icin Pail-
lier Cryptosystem kullanilarak homomorfik sgifreleme ve genetik veri igin yeni
bir filigran gemasi(watermarking scheme) kullamilmasim éneriyoruz. Homomor-
fik sifreleme ile saglik verileri iizerinde yapilabilecek matematiksel iglemlerin,
sifrelenmis veri tizerinde, sgifreyi bozmaksizin yapilabilecegini gercek hayattan
bir senaryo ile gosteriyoruz. Bu tezin ikinci kisminda, genetik verilerin yetkisiz
servis saglayicilar1 tarafindan paylagilmasini engellemek igin filigran semas1 kul-
laniyoruz. Giglii filigran semasi teknigi, kasith sahislarin yiiksek olasilikla tespit
edilmesini saglhiyor ve bu tespitin olasiliksal limitlerini farkli deney diizenekleri
kullanarak gosteriyoruz. Son olarak, bu sema sunlar yiiksek olasilikla garanti
ediyor: (i) verinin yararhligi korunur, (ii) bir veya birden ¢ok servis saglayici
tarafindan saldirilara karsi dayaniklidir, ve (iii) o6nerilen gema, kasith servis
saglayicilarinin veriyi sizdirmadan 6nce filigranh noktalar: degigtirmek /kaldirmak
i¢cin kullanacagi yardimci bilgileri kullanarak filigrani verinin yapisi ile uyumlu
hale getirir.

Anahtar sozcikler: Filigran, mahremiyet, homomorfik sifreleme, genetik veri.
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Chapter 1

Introduction

This thesis introduces privacy preserving, secure schemes for the protection of
healthcare and genomic data. The first scheme that is applied on health data
is the homomorphic encryption and the second is novel watermarking technique

based on belief propagation algorithm.

Health data and genomic data is sensitive in terms of carrying private in-
formation about individuals. One can infer inherited/genetic disorders or their
occurence probabilities, information about race, and kinship by analysing an indi-
vidual’s genomic data. Similarly, healthcare data mostly collected by hospitals or
other health institutions also carries private information about individuals includ-

ing the diseases they have at present, or indicators of future disorders/diseases.

While collecting and analysing the genomic or health data, protecting individu-
als’ privacy remains as a big issue. Hospitals and research centers need healthcare
data for diagnosis, better treatment, improving treatment effectiveness, health
care management, drug discovery. These institutions also need genomic data
for disease susceptibility researches, control-case group analysis, and population
statistics. Making the database public is one extreme example of leaking private
information about patients. However, even making the database private within

the hospital or medical center does not solve the privacy problem as one of the



people having access to database within the center can sell the information to
a third party, or can be just curious which implies semi-honest model for the
problem. Therefore, it is important to anonymize medical databases to prevent
leakage before publishing the database. But, anonymization comes with its flaws
including linkage attacks. It is both theoretically and practically shown that
de-anonymization is possible via linkage attacks where some attributes from one
database is matched with the other even when personal information is hidden
(even with having one attribute common and unique in two databases) [1]. One
of the famous linkage attacks by Sweeney was on voter list and medical database
aiming de-anonymization of the medical database [2]. Thus, the main aim of this
work is to allow parties to perform statistical operations on the medical database
which is kept encrypted and operations are carried out without decryption with
the help of homomorphic methods. The application of the homomorphic en-
cryption on health databases is carried out together with Havelsan Inc. and it
constituted the first part of this thesis.

In the second part of this thesis, we tried to address liability issues that arises
from unauthorized sharing of genomic data. For this, we proposed the use of
watermarking. Watermarking is a well-known technique generally used for mul-
timedia data. It is used for detecting the malicious parties that leak the data
without consent [3]. This technique includes selecting some pixels and changing
their values to create a pattern before sharing the data so that in case of a leak-
age, data owner can detect which service provider leaked the data according to

associated watermarking patterns.

As far as genomic data is concerned, we still need a robust way of watermarking
for the same purpose with multimedia sharing; to detect the malicious service
providers (SPs) in case of a leakage. As genomic data reveals sensitive information
about individuals; it is very important to ensure the privacy of the individuals
sharing their sequential data with the SPs. Further, it is important to preserve
utility of the data. For example, as genomic data is generally used for population
genetics or detecting anomalies/disease susceptibility of individuals, the utility
of the data is very important and any proposed technique for genomic privacy

should preserve the utility at its highest level. In Chapter 4, we indicate the
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reasons why traditional watermarking techniques for multimedia data cannot
be trivially adopted for genomic data as well as the main contributions of the

proposed scheme, and explain the details of the proposed method.

The rest of this thesis is organized as follows: We give the related work on
both security and privacy of healthcare and genomic data, digital watermarking
as well as the literature given for using watermarking in genomic data in the
next section. Chapter 3 gives the details of homomorphic encryption project
conducted with Havelsan Inc., Chapter 4 gives details of proposed watermarking

method for sequential data. We give the conclusion in Chapter 5.



Chapter 2

Related Work

2.1 Security and Privacy of Healtcare and Ge-

nomic Data

Recently, many researchers in the field of security and privacy put effort in dis-
covering privacy-preserving techniques for health data or more generally for any
kind of biological data carrying sensitive information about individuals including
genomic data, or health/disease information. Some of the methods adopted for
preserving privacy in medical data includes anonymization of collection of medical
reports using k-anonymity, l-diversity, or t-closeness [4] [5] [2][6]. Other methods
include de-identify, perturb, swap, recode, anonymize, or even simulate raw data
before conducting data mining or publishing [7] [8]. However, all these methods
decrease the utility of the data as stated in [6] and it is important to achieve
maximum utility as health is a sensitive field which requires correctness. In ad-
dition, it is shown that they provide limited privacy protection and the proposed

techniques are prone to inference attacks.

Ayday et al. [9] conducted a study of privacy preservation techniques for disease
susceptibility evaluation which is a similar work to this work as the operations

and value of the information is similar. This method relies on obfuscation method
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where they divide the output domain into evenly partitioned sections and outputs
one section instead of the exact value in that partition. It is clear that these type

of operations may reduce the utility of the data to a great extent.

Research on genomic data also reveals valuable information including drug
discovery, disease susceptibility researches, control-case group analysis, and pop-
ulation statistics. However, genomic data also carries very sensitive information
about individuals such as race, kinship, genetic disorders etc. Thus, security and
privacy of genomic data has gained significance over the last few years. Several
attacks have been proposed showing vulnerability of genomic data and counter-
measures are proposed. Firstly, it has been shown that standard anonymization
techniques cannot be used on genomic data since inference attacks still successful
in these types of databases [10][11]. Also, Humbert et al. showed that the kin
genomic privacy of an individual is threatened by his/her relatives sharing their
genomic data[12]. Several protection mechanisms against these types of attacks
have been proposed. One of them is to use cryptographic solutions to process ge-
nomic data [13][14][15]. Baldi et al. and Ayday et al. proposed techniques for the
privacy-preserving use of genomic data using crypthographic techniques such as
homomorphic encryption, Private Set Intersection (PSI), Private Set Intersection
Cardinality (PSI-CA), and Authorized Private Set Intersection (APSI) [16][17].
Furthermore, Karvelas et al. proposed the use of oblivious RAM to access ge-
nomic data[18]. Huang et al. proposed an information theoretical scheme for the

storage of genomic data [19].

As also stated in the review of Aldeen et al. on privacy preserving data miningv
(PPDM) techniques [20], there are numerous other methods to preserve privacy
including homomorphic encryption strategies. All methods come with their pros
and cons but, it is important to consider the problem/application domain and
the threat model to choose the most appropriate technique [21]. Last but not
least, homomorphic encryption scheme is adopted in numerous works such as
[22] on genomic, clinical, and environmental data or [23] to perform scientific
investigations on integrated genomic data which are similar to the application
domain of this project, and in which privacy is preserved while maintaining the

utility by letting the specific statistical operations on the encrypted data. Thus,

5



based on the problem statement which is given in Chapter 3, homomorphic en-
cryption seems as the most appropriate solution where the medical databases are
concerned. It is different from existing works as it does not decrease the utility
of the data when statistics tests are concerned. Our difference from the exist-
ing work is that we show the practicality of homomorphic encryption applied on

health data with a real-life use-case conducted with the industry.

2.2 Digital Watermarking

Digital watermarking is inserting a message or pattern to a digital signal such as
image, song, or video [24]. Tt is closely related to steganography but the purpose of
watermarking and steganography is different. The purpose of watermarking is to
embed a code or pattern into the signal so that detection of the malicious parties
is possible in case of a leakage/sharing without consent. However, steganography

is the act of hiding an information or message that is not related to actual signal.

Digital watermarks are generally used for copy protection. Bloom et al. and
Maes et al. proposed a system to protect copyrights on multimedia content in
digital video disk (DVD) [25][26]. In these works, watermarking is used to en-
code copy information and behaves as a counter when the copy is made. If the
counter reaches (by decrements in each copy) to a predefined limit, the system
ensures that the hardware cannot create further copies. Memon and Wong pro-
posed a buyer-seller watermarking protocol that uses watermark to detect illegal
copy by inserting unique watermark pattern to seller copy before giving it to the
buyer [27]. In image watermarking, frequently used methods are modifying the
pixel values, using signal transforms such as wavelet [28] or Fourier transforms
[29]. However, these are not directly applicable to sequential data because of the

characteristics of the data that are explained in the previous section.

One of the most well-known fields that watermarking is applied is audio sig-
nals. Substitution of the least significant bit (LSB) for steganography [30] or

adding echo [31] (compatible with the audio using the same characteristics) are



notable time-domain watermarking techniques used in audio watermarking. In
[30], authors propose hiding a message in the LSB of audio signal and although it
is proposed for steganography, they highlight its importance for privacy and copy
protection. However, changing the LSB and hiding message is easily detectable.
The results show that changing up to three LSB is not detectable but after that
point signal changes and it becomes detectable. Authors also showed that for
successfully embedding a message, the samples of the host message should be at
least eight times the number of bits in secret message. This limits the application
of the method and as it aims steganography at first hand, it is not easily appli-
cable to cases where privacy and robustness against detection is aimed. LSB is
also used for image watermarking by substituting the least significant bit of the
pixels [32][33]. The method proposed in [33] employs the genetic algorithm but
it is computationally costly. Later, Chang et al. proposed the use of dynamic
programming for LSB-substitution in images [32]. However, the main focus of
the paper is getting low computational time and better quality than the former
paper. Although, they get better quality images while hiding message in LSB
of images and lower computational time, they did not perform any attacks on
the proposed method to show the robustness against detection. Another way of
adding watermark to audio is using quantization [34][35]. Note that none of these
methods are directly applicable to sequential data since data characteristic is not
necessarily same as the audio signal or image; meaning there is no high range of

values or additions may not be possible when the data is labeled.

Inserting watermark into text documents is another field that watermarking
scheme is used [36][37]. As the redundancy in multimedia data ease the water-
marking (since it is hard to differentiate watermark by human eye), watermark-
ing text document is completely different task. Such systems generally insert
the watermark into the text in two ways: (i) using line-shift algorithm which
moves a line upward or downward/left or right, and (ii) using word-shift algo-
rithm which moves the words and expands the spaces between them. Another
technique for watermarking text document by Atallah et al. proposes the use
of natural language watermarking scheme [38][39]. They proposed watermarking

natural language text by using watermark bit string in the syntactic structure of



some of the sentences. In the proposed scheme, the watermark is not damageable
when text is translated into another natural language. Similarly, Topkara et al.
proposed a method based on features of the sentences and orthogonality between

them to watermark sentences[40].

Aforementioned text watermarking works are different from our work in a way
that they do not guarantee security against collusion attacks: meaning that more
than one malicious parties collude and may detect the watermarked data points,
spaces in texts or pixel values. In addition, the format can be changed in the

watermarked text; meaning one can remove all unnecessary spaces easily.

Boneh and Shaw proposed a general fingerprinting for digital data that is
secure against collusion attacks [41]. To guarantee the security against collusion
attacks, they provide a lower bound for the length of the fingerprint(l) as [ >=
1/2(c — 3)log(1/ce) for construction of a fingerprinting scheme that is c-secure
with € code. Scheme that is c-secure with € code is defined as the probability
of detecting a user from a coalition (colluding) c users is at least (1 —€). Thus,
the application of this scheme where the number of malicious parties is too high

becomes harder. Also, they do not consider the utility loss of the data.

2.3 Watermarking Genomic Data

More similar to our work, literature for watermarking genomic data shows
that the work so far aims unauthorized use of genetically artificial organisms
with dummy strands or genetically modified organisms (GMOs) protected by
patents[42][43]. Liss et al. describe a method for embedding messages (water-
marks) within open reading frames of synthetic genes by translating messages
into a binary string, and representing in the reading frame by synonymous codon
choice to this string [43]. If the genetic data is considered as codons, utility
preservation will be less of a problem when the watermark is applied. However,

this scheme is not directly applicable to any sequential data as the it considers



genetic data in particular and employs the codon regions. In addition, stenogra-
phy’s aim is different than watermarking. Therefore, only a small portion of data
requires changing for the message to be hidden. If we apply the same procedure
for watermarking sequential data directly, security against collusion attacks will
decrease. Small proportion of change means very small area to compare multiple
samples. It will result with instant detection of watermark and its whereabouts.
As the data turns into multimedia using the above method, watermarks are still

vulnerable to insertion and deletion attacks.

Iftikhar et al. proposes a distortion-free genetic data watermarking method for
the database and embedding a watermark string into a feature selected according
to their mutual information [44]. However, they do not consider any collusion at-
tacks and the method is applicable to whole dataset since it is based on features.
Thus, in a scenario where the user herself wants to protect single data before shar-
ing, the method is not simply applicable. Boujdad et al. proposes composition
of watermarking with encryption, fragmentation, and client-side computations
[45] for the privacy of shared genetic data which makes more complex model for

computation and usage compared to our method.

In this work, different from all previous works, we propose a novel watermark-
ing technique that addresses the liability issues in case of an unauthorized sharing
of genomic data, which is extendable to any sequential data. Differently from the
watermarking techniques used for genomic data, our proposed scheme that is

applied on genomic data in Chapter 4 does the following;:

e We apply watermarks directly to SNPs meaning, single data points, ex-
plained in the use case section, not only genes or codons. Thus, it is ex-

tendable to any use for sequential data.

e We consider correlation attacks, family attacks, and collusion attacks all
together. The attacker model employs all auxiliary information to re-

move/modify watermarked data points.

e Utility is also considered and optimized during watermarking with the use

of utility factor nodes in belief propagation algorithm.
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Chapter 3

Privacy-Preserving Medical

Databases

3.1 Problem Definition

One of the applications of data mining and data analysis is in the field of health-
care. Valuable information and statistics are gathered from this type of data
by researchers, or even by hospital staff. However, medical databases carry pri-
vate information about individuals. Thus, protecting the data and ensuring a
secure environment while preserving the utility of the data is important in this
field. For this purpose, homomorphic encryption which allows performing basic

computations on the encrypted data without decryption is proposed in this work.

Mining health data or performing statistics on this data results in valuable in-
formation including diagnosis, better treatment, treatment effectiveness, health
care management, and drug discovery [6]. Therefore, database keeping medical
data is generally shared with many parties including researchers, doctors, hospi-
tal staff for accounting, registration or recording purposes, or even with public

sometimes.
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Figure 3.1: Overview of the system and threat models.

3.1.1 System Model

We consider a system between a hospital, a research center, and a storage unit
whose access can be outsources to third party (i.e. companies that ensure the
security). The data flow and the parties of our system model is shown in Figure
3.1. The authorized person from the hospital sends the data to the storage unit
and research center has a direct access to this unit for the research purposes.
However, this system poses a threat for individuals when there is a curious party

that may leak the private information of a patient.

3.1.2 Threat Model

As mentioned, medical data has a valuable information for researchers, and insti-
tution. However, it carries sensitive information and in this work, it is assumed
that the parties that are willing to conduct statistical tests on the data for re-
search or aforementioned purposes, and parties in the storage unit or hospital are
semi-trusted or semi-honest where a curious party can leak the underlying infor-

mation as the definition of the semi-honest protocol implies that the corrupted
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parties follow the protocol specification but they are curious, having passive ad-
versarial power. Thus, it is important to protect the privacy of patients while
preserving the utility of the data. As the application domain is medical data, the
threat model becomes having any curious party having access to the content of the
database either in research center or any department other than the authorized
ones (probably doctors). Figure 3.1 shows the high-level threat model. Because
of this threat model, keeping the sensitive data all encrypted in the database
and giving only the results of statistics tests seems as one appropriate solution.
Thus, privacy-preserving scheme; namely, homomorphic encryption, is proposed

throughout this chapter similar to the work described in [22].

3.2 Proposed Solution

In this section, we briefly give the preliminaries that we facilitate the discussion,

and the details of the proposed solution for the threat model given in Figure 3.1

3.2.1 Preliminaries

In this section, we briefly introduce homomorphic encryption, and Paillier Cryp-

tosystem.

3.2.1.1 Homomorphic Encryption

Application of homomorphic encryption to medical databases is the main aim of
this work as it allows basic operations to be carried on ciphertext without decryp-
tion and when decrypted, it matches exactly the result of the operation. There are
two types of homomorphic encryption: (i) Fully homomorphic encryption where
it allows the full required functionality, and (ii) Somewhat homomorphic encryp-

tion allowing limited evaluation. In this work, we used one of the variants which
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is Paillier cryptosystem and this cryptosystem supports following operations on

encrypted data:

o Addition operation: The multiplication of two ciphertext that is encrypted
using Paillier cryptosystem gives the encrypted version of the addition of

corresponding plaintexts.

o Multiplication with a constant operation: The k-th power of ciphertext that
is encrypted using Paillier cryptosystem gives the encrypted version of the

multiplication of the plaintext with the constant k.

In this work, we also use subtraction which is extended from aforementioned
operations; meaning that the pre-condition of subtraction is the first number is
always bigger than second (since there is no representation of negative values) and
the number is subtracted from the former one is multiplied by -1 using modInverse

and then addition operation is used.

3.2.1.2 Paillier Cryptosystem

Paillier Cryptosystem which is a public-key cryptosystem enables the basic opera-
tions on encrypted data without revealing the actual values to the client [46]. As it
is an algorithm exactly for the main purpose of this project, it will be adopted and
the following representation which is the modified Paillier cryptosystem in [22]

shows how the encryption/decryption protocol works.

Key Generation: Public-key for this problem is represented as (n,g,h =
g*) where the strong key is the factorization of n = zy which will be used for
encryption purpose. z and y are two large primes and the weak secret key is
ze[l,n?/2], and g of the order (2 —1)(y—1)/2. By selecting a random a such that
a € Z,, g computation of g becomes g = —2a?" Then, encryption and decryption

steps become as follows:

Encryption: Let [m] denote the encrypted version of a message m. To encrypt
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the message m € Z,, we first select a random r € [1,n/4] and generate the

ciphertext pair (C1,Cy) as:

C) = ¢g" mod n” and  Cy = h"(1+mn) mod n? (3.1)

Decryption: The decryption of message [m| computed as:

m = ACy/CY where, (3.2)

Au = (u — 1) mod n?/n for all,

u€{u<n®|lu=1modn}

Apart from key generation, encryption, and decryption schemes that are defined
above, proxy re-encryption is also possible as defined in [22] with modified Paillier

cryptosystem as below:

Proxy re-encryption: Proxy re-encryption allows one party to change the
encrypted ciphertext without seeing the content of it and another party can de-
crypt it with a private key [47]. If we randomly split the secret key in two shares
x1 and 22, such that = x1 + x2;then, an encrypted message (Cy,Cs) can be
partially decrypted to a ciphertext pair (C7, C%) using 21 and exploiting following
equations:

Ci=C and O = Cy/C7* mod n? (3.3)

Then, (C7,C%) can be decrypted using z, with the decryption function given in
formula (2) to recover the original message. This type of protocol can be adopted
to medical database privacy problem in the future easily in case of involvement
of a third party (i.e.patient involvement). For now, as it is allowed for client to
decrypt the message using private key, usage of proxy re-encryption remains in

the background.

3.2.2 Method

Figure 3.2 shows the proposed solution, regarding the threat and system models

explained in Section 3.1.1 and 3.1.2, in high-level. We propose the following
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solution for basic statistics tests on the encrypted medical data. Below, a few
scenarios where a statistic test that is required for the institution is represented.
These scenarios represent different processing of the encrypted data, from simple

to complex ones. In our data model:

e All results coming from blood tests and including any health status are

encrypted.

e Demographic information of the individuals including age, gender, nation,

or their name/surname are not encrypted.

STORAGE UNIT
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E ted data :
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(>
Query
e

Figure 3.2: High-level Representation of the Solution

3.2.2.1 Simple Queries

1. The number of patients having HIV+ status

The Server: Has the encrypted version of the HIV+ column where plaintext

0 indicates HIV- and 1 indicates HIV+. Say [my], [ms], ..., [m,] represent the
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encryption of my, ms, ..., m, which are the HIV column values.Then, the server

computes
E(m) = [mq] * [ma] * ... x [m,,] where,

m becomes m = my + mg + .. + m,, in plaintext by the definition of Paillier

cryptosystem.

The Client: The client gets encrypted [m| and recovers the number of patients

having HIV+ by decrypting it.
2. The average LDL cholesterol of the female patients

The Server: Has the encrypted version of the raw medical data. Say
[ma], [ma], ..., [mn] represent the encryption of my,may,...,m, which are the
columns representing LDL cholesterol level of the female patients (gender is not

encrypted). The server computes
E(m) = [mq] % [ms] * ... x [m,,] where,

m becomes m = my + mg + .. + m,, in plaintext by the definition of Paillier

cryptosystem.

Let [t] denote the encryption of total number of patients with the given con-
dition. Then, the server sends [m| and [t] to the client as there is no known way

that provides division operation on ciphertext in Paillier cryptosystem.

The Client: The client gets encrypted [m] and [t] and recovers the average
by decrypting them using the private key to get plain m and t. Then, applies

division operation to get the desired average.

3.2.2.2 More Advanced Queries

Above schemes are examples of the simplest statistics tests; but, other types of

solutions are needed for more complex ones. For example, the queries including
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comparisons. For those tests like ”"The ratio of the patients having LDL choles-
terol <100 mg/dL to all the patients.”, one can implement a new protocol that
allows comparison of the numbers as expressed in [48] or other solutions that are

described below for the simplicity.
1. The number of the patients having LDL cholesterol >100 mg/dL

The Server: Has the encrypted version of the raw medical data. Say
[ma], [ma], ..., [mn] represent the encryption of mj,my,...,m, which are the
columns representing LDL cholesterol level similar to mentioned test. However,
in this case, we have one additional column showing if LDL is above or below a
threshold (100 in this case). Thus, this column is again binary and multiplication
over that column will give the addition of the number of patients having LDL
>100 mg/dL.

The Client: The client gets encrypted sum [m] and recovers the query result

by decrypting it.

Possible Problems: This type of solution solves the single problem; where
we have a fixed threshold. If one would like to query "number of patients having
LDL >50 mg/dL” with this scenario, the scheme is need to be changed and

comparison protocol will be needed.
2. The number of the patients having HIV- status

The problem in this case is that as the pre-proposed scheme has 0 or 1 in one
column indicating HIV status, summing over that column will only give total
number of HIV+ patients. Thus, we need to encode the HIV status as [01] or

[10] and encrypt each bit seperately in seperate columns. Thus,

The Server: Has the encrypted version of HIV status in two columns; namely
HIV_NEG and HIV_POS columns holding binary values. Say [my], [ma], ..., [my]
represent the encryption of my,ms,...,m, which are the columns representing
HIV_NEG and [k1], [k2], ..., [kn] represent the encryption of kq, ko, ..., k,, which are

the columns representing HIV_POS. Then, server simply computes the sum over
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either HIV_NEG or HIV_POS depending on the query; namely, HIV_NEG in this
query.

The Client: The client gets encrypted sum [m] and recovers the query result

by decrypting it.

Possible Problems: This type of solution increases the space complexity as
we add new column. The problem becomes bigger if we consider that we will have
tens of similar laboratory results. Therefore, we can implement below alternative
instead of column addition; but, encoding scheme is implemented for this project

for simplicity (as the number of columns is not too large).
Alternative Solution:

The Server: Has the encrypted version of the HIV+ column where plaintext 0
indicates HIV- and 1 indicates HIV+ similar to described scheme under Example

Queries. Then, to get the number of HIV- patients, the server computes

n

[HIV-] = (] *[-1])~" (3.4)

i=1
where [z;] represents the encrypted column value and [—1] represents encryption
of -1. With this scheme, as the multiplication will give addition and power will
give multiplication with a constant in plain domain, Os will be converted to 1 and

1s will be converted to Os.

The Client: The client gets encrypted sum [HIV-] and recovers the query
result by decrypting it.

3. The number of the patients having HIV+ and coronary heart
disease(CHD)

Assuming both HIV and CHD columns hold encrypted binary values 0 indicat-
ing negative and 1 indicating positive values, the problem becomes finding rows
where both HIV and CHD columns are 1. To get those rows, we can multiply
each row value and if the multiplication is 1, it means the patient has both HIV

and CHD. Thus, the reduced problem is to perform multiplication in the cipher
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Figure 3.3: Multiplication operation with user involvement

domain. Figure 3.3 shows the described protocol for multiplication. The solution

with the user involvement:

The Server: Chooses two random values r; and 75, and computes [z][r;] and
[y][r2] where x and y represents HIV and CHD column values respectively. This
multiplication gives addition as [z + r;] and [y + r2] and server sends it to the

client.

The Client: The client decrypts [z + r1] and [y 4 73] using private key and
performs multiplication operation on plain domain (As r; and ry are only known
by server, client cannot infer z and y values. By multiplication, client has xy +

xre + yry + rire and sends it to server.

The Server: As the server knows r; and 79, it can compute xro, yry, and 717
and by subtracting from the value obtained from the client (using aforementioned

subtraction protocol), server can find multiplication of x and y.
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Possible Problems: Performing this kind of operation for each row with the
user involvement can be costly in terms of time. Efficiency of the protocols will

be given in the evaluation section.

3.3 Evaluation

3.3.1 Dataset

As the project was an ongoing project with the HAVELSAN Inc., the tests will
be done on the generated data similar to real (collected from HAVELSAN Inc.),
partial dataset gathered from the organization. It consists of 5 necessary tables
for the example statistics of top priority with the sensitive data to be encrypted
using mentioned scheme. Starting from these tables and implementing the most
general and necessary operations on this dataset, more complex operations are

handled using the mentioned scheme.

3.3.2 Hardware/Software Tools

In this project, we used Oracle Database 12c Release as database and imple-
mented the protocols in Java. For the evaluation of this scheme, we used the
computer having the following specifications: Intel Core i7 6700HQ 2.60GHz
x64, 16GB 1 TB HDD + 128GB SSD.

3.3.3 Correctness of the Method

To see the correctness of the method, experiments on both encrypted and unen-
crypted data are performed. The purpose is to see if the results on encrypted
data match the ones gathered from unencrypted data. The results show that the

proposed method and protocols work with 100% correctness and the results are

20



exactly same as the results of unencrypted data.

3.3.4 Computational Complexity

size/time(sec) Unencrypted Table Encrypted Table
Table Size(#rows) | Binary Column | Non-Binary Column | Binary Column | Non-Binary Column
100 0.012s 0.011s 0.007s 0.122s
1000 0.072s 0.015s 0.245s 0.120s
10000 0.132s 0.138s 1.658s 2.242s
40000 0.292s 0.224s 3.262s 10.325s
100000 11.024s 11.025s 22.132s 32.128s
Table 3.1: Performance Evaluation of Paillier Cryptosystem

To see the computational complexity, we performed different tests with differ-

ent table sizes for both encrypted and unencrypted data. First results showed

that the time is increasing too much with the increasing data size. However, as

the expectation looking at the protocols is linear time complexity, we thought

that it could be something related to computer or database. Thus, the exper-

iments are conducted by taking data chunks of size 1000 from database.

3.1

shows the performance results binary column and non-binary column operations.

These tests are ”the number of patients having HIV+ status” and ”the average

LDL cholesterol of the female patients” respectively. The key size used in these

experiments is 1024 and we took the average of 20 experiments.
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Chapter 4

Watermarking For Sharing

Genomic Data

The adoption of watermarking prevents unauthorized sharing of genomic data
by the SPs as mentioned in the introduction of this thesis. In such a case, the
data owner (or a third party) can associate the source of the leakage to the
corresponding SP (or SPs) by looking at watermarking patterns. Watermarking
is already commonly used to prevent illegal copies of multimedia data. The main

contributions of the proposed work are summarized as follows:

e The proposed method uses the auxiliary information that SPs may use
to detect the watermarked positions before unauthorized sharing. This
technique considers all auxiliary information before inserting watermark.
The proposed scheme minimizes the probability of the identifiability of the
watermark by a single SP. Set of SPs can detect the watermarked positions
only by colluding their data and we show that even in that case, we identify

the set of colluding SPs with high probability.

e While providing these robustness guarantees, the proposed algorithm also
minimizes the utility loss in the genomic data by using utility factor nodes

in the belief propagation algorithm.
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e We evaluate our method with different attack models and show that the
set of malicious SPs can be detected with high probability in different sce-
narios(removing or modifying data points). We also show the relationship
between the probabilistic limits of this detection, watermark length, and

the number of shared data.

e We also showed the application of the proposed method on genomic data
and use of auxiliary information in watermarking. These information are
MAF values of single-nucleotide polymorphism (SNPs), inherent correla-

tions and genomic information of family members.

4.1 Problem Definition

Here, we first give why traditional watermarking techniques for multimedia can-
not be trivially used for sequential data. Further, we describe the data model,
system model, threat model, and objective of our system. Frequently used sym-

bols and notations are presented in Table 4.1.

4.1.1 Differences Between Watermarking Digital and Se-

quential Data

It is very different watermarking sequential data and multimedia data for the

following challenges:

e Noise Tolerance/Identifiability: As human eye cannot differentiate the
watermark in multimedia data easily, this type of data is noise tolerant.
Any well-known watermarking schemes explained in the related work and
used for multimedia data (such as [27][28]]29][30][31][32][36][37]) takes the
advantage of the high range of values and redundancy in the data. How-
ever, it is not necessarily the case for sequential data where data may have

low range of values; even only 3-4 values which is the case for genomic
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data. This fact makes the watermark easily detectable and simple modi-
fication /perturbation/addition techniques do not apply to sequential data

for this reason.

Correlations: There may be inherent correlations in the sequential data.
For example, because of the linkage disequilibrium (see Section 3.2.1) there
are important correlations within the genomic data. Thus, inserting water-
mark to one position may imply that some data points having correlation
with that point should be modified accordingly. Otherwise, malicious SPs
can easily detect watermarked points by looking at the correlations and re-
move them before sharing. Some multimedia data such as images or videos
have correlations too. However, even there are correlations in the data,
watermarking can be easily implemented without affecting the correlations
by adding information and taking the advantage of redundancy in the data
(i.e Oh et al. proposes echo addition to audio signals [31]). Adding infor-
mation is not easily applicable to sequential data if the data is labeled and
redundancy is low(i.e. genomic data, as the SNP ids are unique, adding
more SNPs with different ids is easily detectable). Thus, one need to mod-

ify /perturb existing values without affecting the correlations.

Utility: Another challenge for watermarking sequential data is the identi-
fiability of the watermark which have an impact on the utility of the data.
Thus, utility/privacy trade-off is an important concern while watermark-
ing sequential data. Because of the aforementioned characteristics of the
multimedia data (redundancy), watermarking does not affect the utility of
the data too much. However, watermarking sequential data where the data
have few states (low range of values) may affect the utility too much. For
example, changing a single-nucleotide value in a genomic data have a di-
rect impact on the study using that data. Utility is very important for
sequential data since it is used for research purposes with all its details
such as genomic or location data. Thus, one should be very careful while

watermarking this type of data not to affect utility too much.

Existence of Auxiliary Information: The use of watermarking is for the

protection of the data and detection of malicious parties in case of leakage.
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Thus, the aim of malicious party is to find the watermark pattern to remove
or modify it before sharing. While doing this, the use of auxiliary infor-
mation may help identifying the watermarked points. Auxilary information
that can be used in the multimedia data is very limited (i.e. investigat-
ing the frequency) and generally depends on the perception of the human
eye. However, in the sequential data, there may be too much information
that an attacker may use. Taking the genomic data for example, malicious
parties may look at the population statistics (frequencies of nucleotides),
familial genomic information, phenotypes and correlations. Thus, proposed
watermarking technique should consider all these auxiliary information and

optimize the watermark pattern before sharing.

Considering the facts that are mentioned above we propose a novel watermark-
ing technique for sequential data where robustness against attacks and utility is
preserved with a high probability. The adoption of watermarking prevents unau-
thorized sharing of sequential data by the SPs. In such a case, the data owner
(or a third party) can associate the source of the leakage to the corresponding SP

(or SPs) by looking at watermarking patterns.

4.1.2 Data Model

Our data model consists of SNP values having the states 0,1 or 2. Data is
abbreviated as x1, s, ...,xqy where x; shows the value of the data point. The
length of the data is d and w is used to show the watermark length that is the
number of points that will be watermarked at the end of the algorithm. For the

remaining notations, please refer to Table 4.1.

4.1.3 System Model

In our proposed system, data owner (Alice) shares personal sequential data with

multiple service providers as shown in Figure 4.1. Before sharing, she uses unique

25



X1, T, ..., g | Set of data points
Y1, Y2, .-, Y, | Possible values (states) of data points
d Length of the data
w Watermark length
h Number of total sharing of the data
Zn Watermark pattern when data is shared with A" SP
Wh Set of data points shared with A" SP

Table 4.1: Frequently Used Symbols and Notations

watermark patterns to ensure that in case of a leakage, malicious SPs can be
detected with a high probability. Note that the shared data with each SP is
different from each other and from the original data. As the data is changed,
the utility decreases and we propose use of utility nodes in belief propagation

algorithm to ensure that utility loss is minimized.

Attack Models

Single-SP Attack

M B N detect watermarked data points Remove/Modify detected
4

watermarked points

v v
SPy Auxiliary Information ....01020022....

-

- SP, Collusion Attack (malicious SPs collude their data)
P ....0102p02/0}...
W3 0101002
LNy X3

" Leaked Data (S)

©....01020012....

0}

....0102002

\ 4 K
N\ Wh detect watermarked data points

Remove/Modify detected watermarked points

Identify malicious SP(s) by using z, W, Z;, where k € {1, 2, ..., h}

Figure 4.1: Overview of the system and attack models
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4.1.4 Threat Model

In the threat model, the goal of the attacker is to share the data without being
detected by the owner of the data. For this, we introduce different attack models
where attacker tries to find watermarked points and remove/modify them before
sharing.

Single SP Attack: In this attack, one malicious SP tries to find watermarked
points to minimize the probability of detection before sharing. For this purpose,
s/he uses the auxiliary information (such as correlations, MAFs and familial in-
formation in genomic data). For each point s/he finds the probability of observing
each state; meaning probability of z; =y, for ye{y1,yo, ..., y.}. If the probability
of having the shared value is lower than the probability of having different value,
it indicates that this point may be watermarked. We assume that malicious SP
knows the watermark length and select w points having lowest probability of
shared value as ”"watermarked points”.

Collusion Attack: Set of SPs that receive the same data portion from the same
data owner with different watermark patterns may collude their data to identify
the watermarked points. Note that the portion of shared data with different SPs
may differ in real life; we assume it is the same in our scenario for construction
of a stronger model. In this a scenario, when the SPs vertically align their data
points, they will observe some data points with different states. Such data points
will definitely be watermarked data points. Then, SPs may also use auxiliary

information to detect further watermarked points.

After finding identified watermarked data points by single SP or collusion

attack, SPs choose one the following ways:

Remove all identified points and share the data.

Remove fraction (r percent) of these identified points and share the data.

e Remove r percent and modify (add noise) remaining p percent of these

identified points.

Modify w x b points where bel, 2, ..., 15.
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Aforementioned attack models are further explained in the use case with real

data and auxiliary information that can be used in section 4.3.

4.1.5 Objective (Detection of Malicious SP(s))

The objective of the model is finding the source of leakage. After the leakage,
Alice observes the leaked data; finds removed points and compares with the real
data to find noisy points. Note that modified points may share the same state
with the real data and in this case, Alice cannot differentiate the watermark
pattern for that data point. After finding the noise and removed data, Alice
chooses the SPs having the pattern for those points and mark them as malicious
SPs. As the watermark pattern is unique for each SP, if Alice can identify the
noisy point for sure, she can easily detect which SP has that data point in its
watermark pattern. i.e. If Alice shares her genomic data with 4 SPs (SP;, SP,,
SPs, SPy), watermark length is 1 and x;, x;, z, z,,, are watermarked respectively.
(First SP receives data where only z; is watermarked, second SP receives data
where only z; is watermarked etc.) If one malicious SP from the set (SP;, SP,
S P, SP;) modifies x,, by following one of the attacks explained in Section 4.1.4

before sharing, two interpretations are possible:

e Modified z,, has the same state with the real data — Alice cannot make

any inference.

e Modified z,, has different state than the real data — Alice marks SP, as
malicious as the watermark is unique. That is, all other SPs have real state
for x,, and no other SP can have this modified value. In this case, Alice’s
decision could be true positive (TP) or false positive (FP) depending on
attacker. If SP, is the source of leakage, the decision is TP. However, SP,

could fix the value of x;, and modify x,, which causes a FP decision.
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4.2 Proposed Solution

Here, we first give the preliminaries that will facilitate the proposed solution.

Then, we give the details of the proposed method.

4.2.1 Preliminaries

In this section, we introduce the belief propagation algorithm, and some genomics

concepts.

4.2.1.1 Belief Propagation

Belief propagation is based on a message-passing strategy for performing efficient
inference on high dimensional data on graphical models such as factor graphs or
Bayesian networks [49]. It is typically used to compute marginal distributions
of unknown variables. Belief propagation is widely used since computation of
marginal distributions may require summing large number of terms; making the
process computationally hard and complex. In a factor graph, there are two types
of nodes: (i) Factor Nodes, and (ii) Variable Nodes which are explained in Section
4.2.2.

4.2.1.2 Genomics

Here, we briefly introduce some genomics concepts including single nucleotide
polymorphism, reproduction, and linkage disequilibrium which are used through-
out the use-case and evaluation sections.

Single Nucleotide Polymorphism (SNP): SNP is major contributor of hu-
man genetic variation where single nucleotide having A, T, G, or C values differs
between members of the population. SNPs form 80% of of all known polymor-

phisms [50]. There are usually two different nucleotides which are called alleles
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observed at a given SNP position: (i) the major allele which is the most fre-
quently observed nucleotide in the population, and (ii) the minor allele which is
the rare nucleotide, generally causing difference in the phenotype. In this work,
for a specific SNP position, we represent the major allele as B, and the minor
allele as b (where both B and b are in A, T, G, C). In addition, for simplicity of

calculations we use the following notation:

e homozygous-major genotype (BB) denoted as 0.
e heterozygous genotype (Bb) denoted as 1.

e homozygous-minor genotype (bb) denoted as 2.

Reproduction: The Law of Segregation which is the first law of Mendel,
states that two alleles for each trait segregates during meiosis and child indepen-
dently gets one allele from mother and the second from the father. According to
this law, each allele inherited with the probability 0.5 from mother and father.
General inheritance probabilities for the child is given in Table 4.2. Each table
entry shows probability of observing phenotypes BB, Bb, and bb respectively.
We use this model in showing application of the proposed scheme on genomic

data and related attack models.

Father Genotype (F)
BB Bb bb
BB | (1,0,0) | (0.5,0.5,0) (0,1,0)
Mother Genotype(M) | Bb | (0.5,0.5,0) | (0.25,0.5,0.25) | (0,0.5,0.5)
bb | (0,1,0) (0,0.5,0.5) (0,0,1)

Table 4.2: Mendelian inheritance probabilities of a child given the genotypes of
the parents. Each table entry shows probability of observing phenotypes BB, Bb,
and bb respectively.

Linkage Disequilibrium (LD): Linkage disequilibrium [51] is the notion of
having non-random association between any pair of SNPs due to recombination,
natural selection, genetic drift, and mutation. Because of LD correlation, if there
is a high correlation between a pair of SNPs, inferring the state of one SNP, given

the state of the correlated one is possible (with high probability). This concept
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forces the consideration of LD correlated SNPs and their values in genomic privacy
researches since the attacker could use this information to infer the values of the
SNPs. We calculated the LD values on our dataset based on the correlation
between each pair of SNPs and each pair of values. Let F(SNFP;) represent the
frequency of observing the of SNP; in the population. Using this, P(SNP;) is
calculated as:

0, if F(SNP,_1)=0

P(SNF;) =
F(SNP)/F(SNP,_,), if F(SNP,_;)> 0.

(4.1)

4.2.2 Method

Our proposed solution employs belief propagation algorithm to consider all aux-
iliary information, optimize utility, and maximize the detection of malicious SPs.
Belief propagation algorithm is a well-known message passing algorithm for com-
puting the marginal distributions since it provides efficient inference from high
dimensional data. Dimensions represent the relationship between variable and
factor nodes. The algorithm is based on exchanging messages between nodes it-
eratively. The main idea is to represent probability distribution of variable nodes
by factorization into products of local functions in factor nodes. As discussed, the
reason that we use belief propagation algorithm over naive factorization is that
this problem may require summing large number of terms for the computation
of marginal distributions. Thus, to reduce the computation, we represented the

problem as a factor graph.

4.2.3 Nodes and Messages

In this section, we briefly explain the variable nodes, factor nodes, and messages

between them. We also give the general rules of belief propagation algorithm.
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4.2.3.1 Variable Nodes

Decision nodes (variable nodes) represent the unknown variables (data points),
and in each variable node we decide on the probability of watermarking that
point. That is, for each node we have the marginal probability distribution of
states y1, 4o, ...,y.. Each variable node x; represent the marginal probability dis-
tributions of i unknown variable. The message p? ,, from variable node z; to
factor node k denotes the probability of z; = y, for ye{y1, y2, ..., y. } at v iteration
of message passing algorithm. Note that in our algorithm, the probability distri-
butions show the probability of watermarking that point. To be more precise, at
the end of message passing algorithm, we sort all probability values, we check if
the highest probability states are different from real value of the data, and if so,
we watermark that point with the highest probability state. For example, if the
variable node x; has 3 states, namely vy, yo, y3 and the algorithm terminates with
P(z; =11) = 0.6, P(z; = y2) = 0.2, P(x; = y3) = 0.2, we watermark that point
as y; as it has the highest probability (in case where the real value is different

from y;, meaning either yo or y3).

4.2.3.2 Factor Nodes

These nodes represent the functions of factorized joint probability distribution of
variable nodes. One example of factor nodes could be correlation nodes that shows
the correlation between variable nodes. Thus, the variable node z; is connected
to correlation node c¢;;, together with variable node z if there is a correlation
between nodes x; and x;. The message pf ., from factor node ¢, to variable
node zj, denotes P(xy = y), for ye{y1,ys,...,y.} given the correlation value and
the probability that x; = y, for ye{y1, v, ..., y.} at v iteration of message passing
algorithm.

Detailed explanation of the nodes and messages is given in Section 4.3 through
an application of the algorithm. General rules of belief propagation algorithm are

as follows:

32



fi f; fs fi

91

Figure 4.2: Factor graph representation with 3 types of factor nodes: f;, ¢; j, and
g;. Variable nodes are denoted as x;.

e The algorithm starts in variable node with initial probability distribution.

e The algorithm iteratively exchanges messages between the connected nodes
for updating the probability distributions of the targeted unknown variable

nodes at each iteration, until convergence.

e At each iteration, variable nodes generate the factor node messages by
multiplying all incoming messages from the neighbours except the receiver

neighbour.

e At each iteration, factor nodes generate the messages by using local func-

tions and send it to necessary variable nodes.
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e At the end of each iteration, marginal probability distribution of each vari-

able node is updated by multiplying all incoming messages from neighbours.

e The algorithm is terminated when beliefs on the variable nodes converges

or after fixed number of iterations.

General factor graph representation of the algorithm is given in Figure 4.2.
This graph has 3 types of factor nodes connected to corresponding variable nodes
denoted as x;. Fach factor node may represent a different type of relationship

about the variable nodes depending on the application.

4.3 Use Case: Genomic Data

In this section, we briefly introduce a real-life application of the proposed scheme
using genomic data. As our dataset is composed of SNP values as 0, 1,2, the
variable nodes show the marginal distributions of the these SNP values. We used
3 types of factor nodes: (i) Familial Nodes (g nodes), (ii) Attack and Utility
(fy) Nodes, and (iii) Correlation Nodes (c nodes). Messages between nodes and

connections are briefly explained below.

4.3.1 Messages

Below the notation for messages between factor graph nodes are given:
u?,, : Message from variable node z; to factor node k at the v iteration.

v . Message from familial node g; to variable node k at the v'* iteration.

i—k

Y., Message from f, factor node i to variable node k at the v iteration.
A, : Message from correlation factor node c¢; to variable node k at the v
iteration.
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4.3.2 Variable Nodes

In this application, variable nodes are used for selecting SNPs to be watermarked
and the state of this watermark. Each variable node (decision node) z; represents
the marginal probability distributions of the SN P; with states {0,1,2}. Tt cal-
culates the multiplication of the probability values from neighbors and sends it
to the connected attack and utility factor nodes (f,) and correlation nodes (¢; ;)
following the belief propagation rules. The message p} ., P(x; = y) from variable
node i to factor node k indicates that P(x; = y) at v'" iteration where ye{0,1,2}.
Initially, the P(z} = y) = 0.33 for every ye{0, 1,2} since the probability of wa-
termarking that data point as 0,1, or 2 is equally likely at the start. Note that
the variable nodes do not send any message to familial nodes since the infor-
mation coming from familial node does not change and does not depend on the
marginal distributions of the SNPs as discussed in Section 4.3.3. Below function

is representation of the message from variable node i to correlation factor node

g:

v 1 v
MHgP(xi =y) =7 X ﬁz—ip( = y|m;, f;)x

5;}%1P(95z‘ =y)x (4.2)
H NP (i = y)
k=1,k#g

where Z is the normalization constant as the sum of probability distributions for

each SNP should be 1.

4.3.3 Familial Factor Nodes

Familial factor nodes g; calculates the message 87, P(z; = y|my, f;) for ye{0, 1,2}
using the probabilities given in Table 4.2 and sends it to variable node x; where
m; and f; indicates the i SNP values of mother and father. To give an example,
if mother has 0 and the father has 0 for the corresponding SNP, P(z; = 0|m; =
0, fi = 0) = 1. Note that the messages of familial nodes are computed beforehand,

as it does not recieve any message in iterations.
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4.3.4 Attack and Utility Factor Nodes

These nodes are indicated as f; nodes since they are grouped together according
to similar MAF values. The variable nodes between some MAF threshold is
connected to one f, node as indicated in Figure 4.3. The term utility is used
to ensure that the data points that are modified in watermarking are the less
informative points in general, meaning the points that have higher MAF values.
These nodes are responsible for maximizing the utility by multiplying the overall
probability of the state with the corresponding MAF values and minimizing the
success probability of attacker which is defined as the probability of detection of a
watermark point by collusion attacks. The intuition behind this calculation (see
Equation 4.5) is the integrating the MAF values of the SNPs to the algorithm. If
the MAF value is low, it means that the SNP is informative and we would like to
favor uninformative ones since watermarking them does not decrease the utility

too much.

MAF, < MAF(x;), MAF(x;), MAF (x3) < MAF, ||MAF, < MAF (x,), MAF (xs)< MAF;
MAFpqup1 ~ (MAF; + MAF,)/2 MAFyqup2 ~ (MAF, + MAF3)/2

)

fgl ng

Figure 4.3: Representation of variable nodes connected to f, nodes. Each node
receives and sends message. Only one message from each message type is shown
for simplicity.
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The following notation will facilitate the discussion on these nodes.

e v, ; indicates the frequency of state y in the population for the SN P;.

° nzl indicates the number of occurrences of state y in the previous h sharings
for SNP,.

) ngjz indicates the number of occurrences of states other than y in the pre-

vious h sharings for SN P;.

The probability of having SN P, = y is proportional to MAF value of the SNP.

That is, having the original value of the SNP in h sharing is calculated as:

where M AF; is MAF value of the i SNP. Similarly, having a value different than

the original value of the SNP in h sharing is calculated as:

Pz #y) = (1 — MAF,)™: (4.4)

The reason behind this is optimizing the utility according to MAF and the
intuition behind this is the collusion attacks. Note that n}; + nZZ = h in all
cases. As the attacker knows that we maximize the utility based on the proposed
algorithm, s/he can conclude that the data is watermarked proportional to the
MAF values; as indicated in Equation 4.3 and 4.4. n’;l and ”Zz for ye{0,1,2}
values are found by the malicious attackers by colluding their data.

Based on the intuition that is explained above, these nodes computes P(x; =
y|A&U), where A and U stands for ”Attack” and ”Utility” respectively. This
function is defined as:

P(; = y|A&U) = vy; X (MAFp0u,)" %

(4.5)
nh :
(1 = MAFup)" v

Above formula guarantees the aforementioned higher utility and lower attack

probabilities together. As f, is responsible for more than one SNP, it calculates
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the above probability for using average MAF value in the group indicated as
MAF,, ., and calculates this for the real values of the SNPs as we would like
to minimize the success of the attacker in collusion attacks that is finding the
real value of the SNP. Lastly, we also have multiplication with the frequency of
real value of the data point to ensure that it is closer to real life case. With
this, the points having 0 frequency for some states is never watermarked as that
state because it is very easy to detect the watermark in these points. To give
an example, if data point z; is shared with 6 SPs as 0,0,1,2,1,0 respectively,
there are following possibilities: (i) The data has real value 0 and watermarked 3
times, (ii) The data has real value 1 and watermarked 4 times, or (iii) The data
has real value 2 and watermarked 5 times. Assuming the real value is 0, n}ylZ =3
and ";z = 3 in this case. As the SNPs having lower MAF values (rare SNPs) are
more informative, we would like to watermark these points with least probability
through multiplying with (1 — M AFgroup)"z!i.

4.3.5 Correlation Factor Nodes:

We use LD correlations in the genomic data to ensure that the algorithm is secure
against correlation attacks; that is a malicious SP cannot make an inference about
watermarked points by looking at the correlations, with a high probability. These
correlations are computed for each pair of SNPs in the dataset beforehand and
threshold 7 is used as a cutoff points (If the pair of SNPs have correlation value
higher than 7, they are counted as correlated SNPs). The correlation value may
differ based on the state of each data point and correlation between the data
points is typically asymmetric. These nodes are responsible for maintaining the

correlations within the data and we have one correlation node for each pair of

correlated SNPs. Message from " correlation node to j™ variable node, \Y Ly 18
defined as:
NPy =y) = s % e Plrs = 1) y,te{0,1,2}. (4.6)

where z; is the neighbour variable node and ~,; denotes the correlation value of

having the value y for SN P; given that the value of SN P; is t. Figure 4.4 shows
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a representation of connections between variable and correlation nodes. In this
figure, if the probability of having 0 at x; is 0.4 and the correlation of the z; to
x5 for values (0,1) is 0.6, Ac, ,—4, indicates P(xp = 1|z; = 0) = 0.4 % 0.6 = 0.24

Figure 4.4: Representation of variable nodes connected to correlation nodes. Each
node receives and sends message. Only one message from each message type is
shown for simplicity.

At the end of the belief propagation algorithm, the probability distributions
that are different from real value of the SNPs are sorted and top w points having
highest probability distribution are watermarked with corresponding states. Note
that the watermark pattern for each sharing is unique. Thus, in each watermark-
ing step, we check all previous sharings and if the watermark pattern matches
with one of the previous sharings, we adjust the pattern by flipping probabili-
ties of the data points that have same pattern in previous sharing with the next
highest state or point. The number of data points that are flipped depends on
the output of the algorithm and our selection of a parameter denoted as m. The
output of the algorithm changes according to attack probabilities computed in
the f, nodes. Thus, it may give the same watermark pattern for some points
depending on the number of sharings. The parameter m shows the number of
data points that is desired to have different pattern in the next sharing. When
m = w the whole pattern of watermark is changed in the next sharing, that is
no data points is watermarked with the same state twice. If the output of the

belief propagation algorithm gives n points having the same watermark pattern
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with previous sharing and m > w —n; then we flip the first m — (w —n) points to
change the pattern where w —n shows the number of watermarked points having
different patterns in the previous sharings. We make sure that the pattern is not
same with any of the previous patterns by repeating this flipping process for each

sharing until it has a unique pattern.

4.4 Evaluation

As mentioned, we implemented the proposed scheme on genomic data. In this
section, we first provide the details of data model, experimental setup, and eval-
uation metrics that is used in evaluation of the proposed scheme. Then, we give

the results (utility and robustness) of different experiments.

4.4.1 Data Model and Experimental Setup

We worked on a SNP data of 99 individuals from 1000 Genomes Project [52].
In the obtained dataset, each individual has 7690 SNP values meaning that we
have a 99 by 7690 matrix showing the SNP values denoted by 0 (homozygous-
major genotype), 1 (heterozygous genotype), or 2 (homozygous-minor genotype).
MAF values and LD-correlations calculated on this dataset. We specified the
correlated pairs of SNPs based on a correlation threshold specified as n = 0.9
for our experiments. As our proposed method has familial nodes; selecting 2
individuals from this dataset, we generated a family by inferring the child’s SNP
values based on the work proposed in [53]. After this process, we took genomes
of 20 family composed of father, mother, and child, conducted all experiments on
these 20 family and take the average of precision, recall, and entropy values. The
process of synthetic family generation does not change the result of the application
since it also uses the Mendelian probabilities given in Table 4.2. Thus, the result
of synthetic family generation is compatible with the information that we employ

in the algorithm and attacks.
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In addition, to show the affect of auxiliary information and factor nodes used in
belief propagation algorithm, we conducted every experiment with and without
familial nodes and performed all of the aforementioned attacks using familial

auxiliary information.

4.4.2 FEvaluation Metrics

For the evaluation, we calculated precision, recall, and entropy values based on
the predicted set of SPs. In the experiments, we selected random set of mali-
cious SPs for the collusion attacks, and random SP for single SP attack. We
tried to detect malicious set based on watermark patterns. For detection, Alice
compares her data with the leaked data and finds the data points that differs or
removed. By looking at the watermark patterns for each SP, Alice decides the
source of leakage. Thus, any SP with partial watermark pattern matching the
removed/modified data point is added to set of malicious SPs. Based on this
prediction, we calculated the uncertainty of Alice about the source of leakage

(entropy). Let SP, be the source of leakage We quantify the uncertainty of
Alice by computing the entropy as H = — Z P(SPy, = SP)log P(SP, = SP)

assuming Alice knows the number of Colludmg SPs.

Let TP, FP, FN, and TN denote the number of true positives, false positives,

false negatives, and true negatives in the predicted set respectively.Precision, re-

TP TP TP4+TN

call, and accuracy values are computed as 75255, 7p1 N TPIFPLFNTTN

respec-

tively.

4.4.3 Results

We evaluated the proposed scheme under attacks that are explained in Section
4.1.4. The robustness of the method is evaluated against collusion (+auxiliary
information) and modification attacks. For all experiments we set h = 20 meaning

the data is shared 20 times and give the results for 2,4, 6, ..., 18 colluding malicious
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SPs for simplicity. In these experiments, we make the following assumptions
which provides the maximum amount of information to the malicious SPs and

stronger attack models:

Watermark length w is known by malicious SPs.

Alice shares the same data portion with all SPs.

Malicious SPs have access to all population statistics including LD correla-

tion values, MAF values, and frequencies of all states for all SNPs.

Malicious SPs have the familial information (All SNPs of mother and fa-
ther).

In addition, in all results where malicious SP adds noise to watermarked posi-
tion, we assume that s/he modifies to point compatibly with the overall frequency
in the population. To give an example if SN P; has frequencies 0.8, 0.1, 0.1 for

states 0, 1,2 respectively SPs mark this watermarked point as 0 to be realistic.

4.4.3.1 Single SP Attack

In this attack, one SP tries to find set of watermarked points using the auxiliary
information coming from family, correlations, and MAF values. The attacker

does the following for finding and modifying/removing watermarked positions:

e Using the mother and father genomic information and Mendelian inheri-
tance probabilities, the attacker finds the probability distribution for each

e Checks the LD correlations.

e Detects watermarked points based on these probabilities. For example, if
both mother and father has 0 for SNP x;, the probability of having P(z; =
1) = 0 and if the watermarked point has 1, the attacker marks that point
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as watermarked rigorously. Similarly, if the correlation values indicate high
correlation such as P(x; = 1|z; = 1) = 0.98 and the shared data indicates

x; = 1 and x; = 2, attacker marks z; as watermarked.

e Based on probability distributions, attacker chooses top w points and re-
moves or modifies them compatible with the familial information and fre-

quencies in the population.

e As the attacker knows watermark length w, if s/he could not find w points
compatible with familial or correlation information, the remaining points
are selected based on highest MAF as the attacker knows watermarking
algorithm and the algorithm will favor the lower MAF points as they are

more informative.

e When the malicious SPs remove r percent of the watermarked points and
modify p percent, we assume that it selects top r percent having the highest

MAF value to remove, and remaining p percent to modify.

The accuracy in detection of source of leakage when single SP shares the data
is 100% with 0 entropy in both cases (with and without familial node usage
in belief propagation algorithm) where malicious SP removes some portion of
the detected watermarked points. The reason is that at least small portion of
watermark pattern remains in the shared data when the watermark length is at
least 10 (0.01% of the data as used in all experiments). However, modifying too
much points decreases the precision and it also decreases the utility of the data
too much. The reason that modification drops the precision whereas removing
does not affect it too much is selected scheme for the attack. As the attacker
modifies data points using highest frequencies in the population, the detection
becomes harder. Figure 4.5 shows the precision results as the attacker increases
the number of modified points; that is, decreases the utility (by increasing data
loss). Here, by utility we imply the data loss, that is we assume all points are
equally informative. As the data size is 1000, when 15w points modified for
w = 40, the utility drops to 40% (assuming all SNPs have equal importance)
since 600 points modified out of 1000 points. Note that there is a significant

drop in the precision where w = 30 or w = 40. This is because the number of
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added noise also significantly increases in these cases. It is expected that when
attacker decreases the utility too much by increasing the number of noisy points,
the detection of malicious SP becomes harder. For all experiments given in Figure
4.5, recall value was always 1 since we successfully detected the malicious SP in
all predicted sets but we suspected other SPs too, causing predicted set to become

larger and precision to drop.

Precision vs. Data Loss (Proportional to Number of Noisy Points)

e o o o ®—w =20
° —Q—w = 30| -
== w = 40

0.9

0.8

0.7

0.6

05

Precision

0.4 r

03[

0.2

01f

O 1
Oow 1w 2w 3w 4w 5w 6w 7w 8w 9w 10w 11w 12w 13w 14w 15w
Number of Noisy Points

Figure 4.5: Precision vs. Data Loss results, x-axis shows the number of noise
added points by the attacker as proportional to watermark length(w); data loss
is proportional to number of noisy points.

4.4.3.2 Collusion Attacks

In these attacks, as described in Section 4.1.4, number of malicious SPs collude

and vertically align their data. The points that differ in positions are marked as
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Figure 4.6: Precision, Recall, and Entropy results when malicious set of SPs re-
move 33% of watermarked points and familial nodes are used in belief propagation
algorithm.
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Figure 4.7: Precision,Recall, and Entropy results when malicious set of SPs re-
move 50% of watermarked points and modify remaining 50%. 4.7a, 4.7c, 4.7e
shows the results when familial nodes are excluded from belief propagation algo-
rithm and 4.7b, 4.7d, 4.7f shows the results when familial nodes included.
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watermarked points. As the watermark pattern is unique for all SPs, when they
collude the mazimum number of points found as watermarked is (hzw) where h
is the number of SPs that are colluding, w is the watermark length. When the
number of points found from collusion attack is less than (hzxw), SPs try to find
additional watermarked points based on auxiliary information similar to single
SP attack. When set of malicious SPs remove all found watermarked points and
do not use any modification on the data points, the accuracy is still 100%. The
results for one extreme case where malicious SPs remove only small portion (33%

of watermarked points) is given in Figure 4.6.

Figure 4.7 shows the precision, recall, and entropy results of collusion attacks
where the malicious set of SPs remove 50% of detected watermarked points and
modify(add noise) to remaining 50%. The left column shows the results without

use of familial nodes and the right column shows the results with familial nodes.

As it can be seen in Figure 4.7, the familial nodes increased the success of Alice
in detection of the source of leakage dramatically as this auxiliary information is
considered in belief propagation algorithm with family factor nodes. We also tried
removing all watermarked points, modifying all watermarked points, and with
different r and p values (0.25, 0.33, 0.5, 0.6, 0.7 and 0.75). As the trend of the
graphs are similar, they are not included. However, in case of using familial factor
nodes detection of source of leakage is always 100% accurate when malicious SPs
remove all watermarked points, and remove 80% and modify 20% cases. After this
point, if attacker increases the number of points that are modified and decrease
number of removed points, the precision drops slightly since modification is very
compatible with population statistics and familial information. In the worst case,
the minimum precision value found was 0.61 where all watermarked points are

modified by attacker.
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4.5 Discussion

In this section, we discuss the given results, potential applications, and future

directions.

Results: As it can be seen in previous section, the results are better in the
use of auxiliary information in belief propagation algorithm. In the cases where
adversarial model removes all or some fraction of watermarked points, the pre-
cision results are still very high as even small portion of remaining watermark
pattern allows Alice to find source of leakage with the highest certainty. When
some portion of watermarked points are modified; however, precision or recall
values start to fall. The reason for that is noisy points may indicate some other

watermark pattern or the real value in the original data.

Another thing to mention about result graphs is that the small peaks in some
points. An example for this is the small increase in point where 0.03 of the data
is shared (see Figure 4.6b and 4.6¢). The reason behind this is increasing water-
mark length sometimes reveals better information about watermarked points to
adversary. As the watermark pattern is unique for each SP and it depends on
MAF, familial information, and correlations; increasing watermark length after
this point indicates more points fall into next MAF window (factor nodes that
are grouped together). The watermarked points with highest MAF when 0.03 of
data is watermarked mostly in the same window; meaning adversary can infer
them better and added noise hides the true pattern correctly. One solution for
that is increasing number of f; nodes and adjusting the average MAF value (thus

the multiplier of local function).

Usability: We propose a scheme for detection of malicious SPs sharing the
data without consent by minimizing the utility loss. This scheme could be out-
sourced for the potential use. It is also extendable to any sequential data with

auxiliary information to be used in belief propagation algorithm.

Future Directions: For the privacy of genomic data, we included limited
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number of factor nodes; meaning limited auxiliary information. However, adver-
sary model could use additional information such as phenotype of the individual.
Thus, the method could be extended and phenotype factor nodes could be used.
Further, integrating differential privacy concept [54] and making the watermarks

naturally act like noise could be investigated in the future.
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Chapter 5

Conclusion

In this work, we tried to address the protection of health and genomic data.
We have proposed the use of homomorphic encryption for allowing secure and
privacy preserving operations on health data. The results show that with a little
computational burden, the use of homomorphic encryption is practical in real-
life. For the future, more complex queries may require the use of new protocols.
We used Paillier cryptosystem for this work and the correctness of the algorithm
matched the ground truth which is taken as the result of computed queries on

unencrypted data.

We have also proposed a novel watermarking scheme based on belief propaga-
tion algorithm to mitigate the liability issues arising from unauthorized sharings.
The proposed system tries to minimize utility loss and it is applicable to any
sequential data with a little range of data values and existing auxiliary informa-
tion. The results of different attacks showed that the data owner can identify
the source of leakage with high probability. We believe that the proposed scheme

may serve as deterrence for malicious parties.
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Figure A.1: Precision, Recall, and Entropy results when malicious set of SPs
remove 50% of watermarked points. A.la, A.lc, A.le shows the results when
familial nodes are excluded from belief propagation algorithm and A.1b, A.1d,
A.1f shows the results when familial nodes included.
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Figure A.2: Precision, Recall, and Entropy results when malicious set of SPs
remove 60% of watermarked points. A.2a, A.2¢, A.2e shows the results when
familial nodes are excluded from belief propagation algorithm and A.2b, A.2d,
A .2f shows the results when familial nodes included.
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Figure A.3: Precision, Recall, and Entropy results when malicious set of SPs
remove 70% of watermarked points. A.3a, A.3c¢, A.3e shows the results when
familial nodes are excluded from belief propagation algorithm and A.3b, A.3d,
A.3f shows the results when familial nodes included.
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Figure A.4: Precision,Recall, and Entropy results when malicious set of SPs
remove 75% of watermarked points and modify remaining 25%. A.4a, A.4c,
A 4e shows the results when familial nodes are excluded from belief propagation
algorithm and A.4b, A.4d, A.4f shows the results when familial nodes included.
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(b) Precision with familial nodes
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(d) Recall with familial nodes

r = 0.25 of wmed points removed, p = 0.75 of wmed points modified
1 T T T T T T T

0. esrris
- - o e
e S SETATIR TN  CHCPIo

0.015 0.02 0025 003 0035 004 0.045
Fraction of data points that are watermarked

0
0.01 0.05

(f) Entropy with familial nodes

Figure A.5: Precision,Recall, and Entropy results when malicious set of SPs
remove 25% of watermarked points and modify remaining 75%. A.5a, A.5c,
A.5e shows the results when familial nodes are excluded from belief propagation
algorithm and A.5b, A.5d, A.5f shows the results when familial nodes included.
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