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ABSTRACT

Doctor of Philosophy Thesis

CODING THEORY ON SPECIAL CASES OF THE GENERALIZED m-STEP
FIBONACCI SEQUENCE

Vedat iIRGE

Zonguldak Biilent Ecevit University
Graduate School of Natural and Applied Sciences

Department of Mathematics

Thesis Advisor: Prof. Dr. Yiiksel SOYKAN
January 2024, 197 pages

In this thesis, we created new encoding and decoding algorithms for special cases of the
generalized m-step Fibonacci sequence. We also presented applications for each algorithm and
analyzed the security strength and complexity of the algorithms. This thesis consists of 16

chapters.

In the first chapter of the thesis, we presented some definitions and theorems of the basic

mathematical tools we use in cryptography.

In chapter 2, we reminded generalized m-step Fibonacci numbers and some of their special

cases.

In chapter 3, we presented a brief history of cryptology and some basic definitions and

information about cryptology.



ABSTRACT (continued)

In chapter 4, we investigated some properties of Woodall number

In chapter 5, we created a new encoding and decoding algorithm using Fibonacci Q -matrix and

R -matrix.

In chapter 6, we developed a new coding theory on Padovan matrices by examining the Padovan

numbers.

In chapter 7, we established a new encryption and decryption algorithm using third order

Jacobsthal matrices and the EIGamal technique.

In chapter 8, We obtained a public key cryptosystem using an n-variable linear Diophantine
equations-based key exchange technique and Affine-Hill encryption with A -step Pell numbers.

We also performed a security strength and complexity analysis of the resulting system.

In chapter 9, we obtained a public-key cryptosystem using the EIGamal technique and Affine-
Hill encryption with A -step Jacobsthal numbers. We also performed a security strength and

complexity analysis of the system.

In chapter 10, we created a new encryption and decryption algorithm using solutions of n-

variable linear Diophantine equations and third order Pell matrices.

In chapter 11, we have introduced a new public key cryptosystem using n-variable linear
Diophantine equations and key exchange based on the relationship between linear operators

and 3— primes circulant matrices and Affine-Hill cryptography. We also performed a security

strength and complexity analysis of the proposed system.

In chapter 12, first, we created a new key exchange algorithm using inner product and
orthogonality, and then we developed a new encryption system using this key exchange
algorithm, inner product, self-adjoint operators, and generalized m-step Fibonacci numbers.

We examined the developed system in terms of security strength and complexity analysis.



ABSTRACT (continued)

In chapter 13, we developed a new cryptosystem using the public key technigue obtained using
inner product and orthogonality, inner product, self-adjoint operators, and generalized m -step
Jacobsthal numbers. We examined the developed system in terms of security strength and

complexity analysis.

In chapter 14, first, we found polynomials with rational coefficients that convert Woodall
numbers to Woodall numbers. Next, we constructed a key exchange algorithm between first-
order polynomials and linear Diophantine equations with n-variables that converts Woodall
numbers to Woodall numbers. Finally, we created a new encoding and decoding algorithm
using the key exchange algorithm, inner product, adjoint operators, Woodall matrices, and
elliptic curves. We evaluated the algorithm in terms of security strength and complexity

analysis.

In chapter 15, we introduced a new encryption and decryption algorithm using the eigenvalues
and eigenvectors of the balancing matrices and, moreover, the Jordan canonical form. We

performed a security analysis of the algorithm presented.

In chapter 16, we first created a symmetric encryption algorithm by making linear
transformations from R* to R?, Fibonacci numbers, and transitioning from the standard base

of R? to a base we have determined. Later, we developed an asymmetric encryption algorithm
by complicating this algorithm a little more and adding a key exchange algorithm. Complexity

analysis of the developed algorithm was performed.

Keywords: Fibonacci number sequence, Algorithm, Coding, Decoding, Circulant matrix, Inner

product, Linear operator, Elliptic curve, Eigenvalue, Eigenvector

Science Code: 403.03.01






OZET

Doktora Tezi

GENELLESTIRILMIS m-BASAMAKLI FIBONACCI DiZiSININ OZEL
DURUMLARI UZERINDE KODLAMA TEORISi

Vedat iRGE

Zonguldak Biilent Ecevit Universitesi
Fen Bilimleri Enstitiisii

Matematik Anabilim Dal

Tez Damismam: Prof. Dr. Yiiksel SOYKAN
Ocak 2024, 197 sayfa

Bu tezde genellestirilmis m-basamakli Fibonacci dizisinin 6zel durumlari {izerinde yeni
kodlama ve kod ¢ozme algoritmalari olusturulmustur. Ayrica her algoritma igin uygulamalar
sunulmus ve algoritmalarin giivenlik giigliiliigii ve komplekslik analizi yapilmistir. Bu tez 16

boliimden olusmaktadir.

Tezin ilk boliimiinde kriptografi i¢inde kullandigimiz temel matematiksel araglara ait bazi

tanim ve teoremler sunulmustur.

Ikinci boliimde, genellestirilmis m -basamak Fibonacci sayilari ve onlarin bazi 6zel durumlari

hatirlatilmistir.

Ucgiincii béliimde, kriptolojinin kisa tarihi ve kriptoloji hakkinda bazi temel tanim ve bilgiler

sunulmustur.
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OZET (devam ediyor)

Dordiincii boliimde, Woodall sayilarinin baz1 6zellikleri incelenmistir.

Besinci boliimde, Fibonacci Q -matris ve R -matris kullanilarak yeni bir kodlama ve kod ¢6zme

algoritmasi olusturulmustur.

Altinc1 boliimde, Padovan sayilar1 incelenerek Padovan matrisleri {izerinde yeni bir kodlama

teorisi gelistirilmistir.

Yedinci bdliimde, ti¢iincii dereceden Jacobsthal matrisleri ve ElGamal teknigi kullanilarak yeni

bir sifreleme ve sifre ¢dzme algoritmasi ortaya konulmustur.

Sekizinci boliimde, n -degiskenli lineer Diophantine denklemleri tabanli anahtar degisimi ve A
-basamak Pell sayilari ile Affine-Hill sifreleme kullanilarak bir agik anahtar kriptosistemi elde

edilmistir. Ayrica elde edilen sistemin giivenlik giicliiliigii ve komplekslik analizi yapilmistir.

Dokuzuncu bdlimde, ElGamal teknigi ve A-basamak Jacobsthal sayilari ile Affine-Hill
sifreleme kullanilarak bir agik anahtar kriptosistemi elde edilmistir. Ayrica elde edilen sistemin

giivenlik giicliiliigii ve komplekslik analizi yapilmistir.

Onuncu boliimde, n-degiskenli lineer Diophantine denklemlerinin ¢dziimleri ve {giincl
dereceden Pell matrisleri kullanilarak yeni bir sifreleme ve sifre ¢6zme algoritmasi

olusturulmustur.

Onbirinci boliimde, n-degiskenli lineer Diophantine denklemleri ve lineer operatorler

arasindaki iligkiye dayali anahtar degisimi ve 3— primes circulant matrisleri ile Affine-Hill

sifreleme kullanilarak yeni bir agik anahtar kriptosistemi ortaya konulmustur. Ayrica ortaya

konulan sistemin giivenlik giicliiliigii ve komplekslik analizi yapilmistir.

Onikinci béliimde, ilk olarak i¢ ¢arpim ve ortogonallik kullanilarak yeni bir anahtar degisim

algoritmasi olusturulmus ve sonra bu anahtar degisim algoritmasi, i¢ ¢arpim, self adjoint
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OZET (devam ediyor)

operatorler ve genellestirilmis m -basamakli Fibonacci sayilar1 kullanilarak yeni bir kriptolama
sistemi gelistirilmistir. Gelistirilen sistem giivenlik gii¢liliigi ve komplekslik analizi

bakimindan incelenmistir.

Oniiglincii boliimde, i¢ ¢arpim ve ortogonallik kullanilarak olusturulan acik anahtar teknigi, ic
carpim, self adjoint operatorler ve  genellestirilmis M -basamakli Jacobsthal sayilari
kullanilarak yeni bir kriptosistem gelistirilmistir. Gelistirilen sistemin giivenlik glicliiliigii ve

komplekslik analizi bakimindan incelemesi yapilmustir.

Ondordiincii boliimde, ilk olarak Woodall sayilarini Woodall sayilarina doniistliren rasyonel
katsayili polinomlar bulunmustur. Sonra Woodall sayilarint Woodall sayilarina doniistiiren
birinci dereceden polinomlar ve n-degiskenli lineer Diophantine denklemleri arasinda bir
anahtar degisim algoritmasi olusturulmustur. Son olarak anahtar degisim algoritmasi, i¢ ¢arpim,
adjoint operatorler, Woodall matrisleri ve eliptik egriler kullanilarak yeni bir kodlama ve kod
¢ozme algoritmasi olusturulmustur. Olusturulan algoritma giivenlik giicliiliigii ve komplekslik

analizi bakimindan degerlendirilmistir.

Onbesinci boliimde, balancing matrislerinin 6zdegerleri ve 6zvektorleri, dahasi Jordan kanonik
formu kullanilarak yeni bir sifreleme ve sifre ¢ozme algoritmasi ortaya konulmustur. Ortaya

konulan algoritmanin giivenlik analizi yapilmistir.

Onaltinc1 boliimde, ilk olarak R® den R? ye Fibonacci sayilarma lineer doniisiimler

uygulayarak ve R? nin standart tabanindan belirledigimiz bir tabana gegis yaparak simetrik bir
sifreleme algoritmasi elde edilmistir. Daha sonra bu algoritma biraz daha karmasiklastirilip bir
anahtar degisim algoritmas1 eklenerek asimetrik bir sifreleme algoritmasi gelistirilmistir.

Gelistirilen algoritmanin komplekslik analizi yapilmistir.

Anahtar Kelimeler: Fibonacci say1 dizisi, Algoritma, Kodlama, Kod ¢6zme, Circulant matris,

I¢ carpim, Lineer operator, Eliptik egri, Ozdeger, Ozvektor

Bilim Kodu: 403.03.01
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CHAPTER 1

BASIC MATHEMATICAL TOOLS IN CRYPTOGRAPHY

Mathematical operations have an important place in modern crypto systems. The struc-
ture and analysis of these cryptosystems are made possible by mathematical tools. In this
chapter, some basic definitions and theorems that will be used in the following chapters

will be given. We will use [1-12] studies for this.

1.1 NUMBER THEORY

One of the most important used in cryptography is number theory. In this section,

preliminary information about number theory and used in cryptography will be given.

1.1.1 Divisibility

Definition 1.1 [1] Let a and b be integers, with b equal to non-zero. If there is an integer
¢ such that a = be, we say that b divides a or that a is divisible by b. To show that b

divides a, we write bla. We write b1 a if b does not divide a.

Example 1.1 We have 7|56, since 56 = 7 x 8. On the other hand, 23 t 862, since
862 = 23 x 37 + 11, so 862 is not an exact multiple of 23.

Proposition 1.1 [2] Assume that a, b, and ¢ are integers. If alb and b|c, then alc.

Proposition 1.2 [2] Let a,b, ¢ integers. If a|b and alc, then a|(mb+ nc) for all integers
m and n.
1.1.2 Prime Numbers and Factorization

The prime numbers are possibly the most important object of study in number theory,

and they will be crucial in cryptography as well. Let us review them.



Definition 1.2 [1] An integer p > 2 is said to be prime if its only positive factors are 1
and p itself.

Remark 1.1 We do not consider 1 as prime. Although some mathematicians have put
1 in the list of primes in the past, no one does so now. This is because mathematicians
wish to claim that there is only one way to factor an integer into a product of primes.
We would have an infinite number of methods to factor an integer into primes if 1 were
a prime. For instance, if we were to factor 15, we would have 15 =3 x5 =3 x5 x 1 =

3xox1x1.
Lemma 1.3 [2] Every integer greater than 1 is either prime or is divisible by a prime.
Theorem 1.4 [2] There are infinitely many prime numbers.

Theorem 1.5 [1] (Fundamental Theorem of Arithmetic) Every positive integer n can be

written as the product of prime numbers
n=p; Xp2 X:: XPr.

(The p; ’s can repeat.) Furthermore, this product representation is unique up to changing

the order of the factors.

Theorem 1.6 [1] (Euclid’s Lemma) An integer p > 2 is prime if and only if whenever

a and b are integers such that p divides a X b, then p divides at least one of a and b.
Definition 1.3 [1] An integer n > 2 which is not prime is said to be composite.
Proposition 1.7 [2] If n is composite, then n has a prime factor p < \/n.

1.1.3 Division Algorithm and Greatest Common Divisor

Theorem 1.8 [3/ For any integer a and any integer b # 0, there exist unique integers q

and r such that
a=bg+r, 0<r<|b,

where a is called the dividend, q the quotient, and r the remainder. If bt a, then r satisfies

the stronger inequalities 0 < r < |b].



Definition 1.4 [1] A common divisor of two integers a and b is a positive integer d that
divides both of them. The greatest common divisor of a and b is, as its name suggests,
the largest positive integer d such that d|a and d|b. The greatest common divisor of a and

b is denoted gcd(a,b). It can also be represented as the greatest common divisor (a,b).
Remark 1.2 [2] Ifa and b are both 0, then (a,b) is not defined. If a # 0, then (a,0) = |al.
Definition 1.5 [2] Two integers a and b are said to be relatively prime if (a,b) = 1.
Proposition 1.9 [2/ If a and b are integers with d = (a,b), then (5, g) =1.

Proposition 1.10 Let a and b be two integers, at least one of which is non-zero. Then

(a,b) = (b,a).

Proposition 1.11 [2/ Let a and b be two integers, at least one of which is non-zero. If

m is a positive integer, then (ma, mb) = m.(a,b).

Euclidean Algorithm: [2] Let a and b be non-negative integers and assume that b # 0.
By repeatedly applying the division algorithm,

a = bQ1+T’1, 0§’I“1<b

b = T1qs + T2, OST2<T1

rr = raqz+1s3, 0 <13 <1y
Th—2 = Th—1Gr+ 7, 01 <7
Th—1 = TrQr+1 + 0rgpq

is obtained. The last non-zero remainder, namely r, equals (a, b).

Theorem 1.12 [3] Let a and b be integers, at least one of which is non-zero. Then there

exist integers x and y such that
d = (a,b) = ax + by.

Corollary 1.1 /3] Let a and b be integers, at least one of which is non-zero. If (a,b) =1,

then there exist integers x and y such that

1 =ax + by.



Example 1.2 Let’s find (385,66) with the Euclidean algorithm.

385 = 66.5+ 55
66 = 55.1+11

95 = 11.5+0.

We get (385,66) = 11. Now let’s write d = 11 as the linear sum of the numbers 385 and
66.

11 = 66-—55
11 = 66— (385 — 6.66)
11 = —1.385+ 6.66.

We have 11 = —1.385 + 6.66.
The following theorem is a consequence of the Euclidean algorithm.

Theorem 1.13 [2/ Let a and b be two integers, at least one of which is non-zero. For

any integers x and y, (a,b) = (a,ax + by) = (b, azx + by).

Theorem 1.14 [2] Let n > 2 and ay,as, . . ., a, an be integers (at least one of them must
be non-zero). Then there exist integers 1, xa, ..., x, such that
(ay,a9,...,a,) = a1x1 + QT3 + -+ + + ApTy.

Corollary 1.2 [2] If d is the common divisor of a and b, then d divides (a,b).
Lemma 1.15 [2] If a,b, c are integers such that (a,c) = (b,c) =1 then (ab,c) = 1.
Lemma 1.16 [2] Let a,b, ¢ be integers with a # 0 and (a,b) = 1. If a\bc then a\c.

Lemma 1.17 [2] Let a,b, ¢ be integers with a # 0, b # 0 and (a,b) = 1. If a\c and b\c
then ab\c.

Theorem 1.18 [2] Assume that a,b and c are integers where at least one of a,b is non-
zero. Then the equation ax + by = ¢ has a solution if and only if (a,b)\c. If it has one
solution, then it has an infinite number. If (zo,vo) is any particular solution, then all
solutions are of the form

— 40 (a’b>7 y_yﬂ (a,b)7

where t s an integer.



1.1.4 Modular Arithmetic

The set of numbers we know, such as the set of integers, or the set of real numbers,
is infinite. However, almost all cryptographic algorithms are based on arithmetic with
a finite number of elements. The way to do this is with modular arithmetic, the basic

definitions and theorems of which will be given below.

Definition 1.6 [4] Let a and b be integers and m a positive integer. We say that “a is

congruent to b modulo m”, denoted by

a = b(modm)

if m is a divisor of a — b, or equivalently, if m|(a — b). Similarly, we write
a # b(mod m)

if a is not congruent (or incongruent) to b modulo m, or equivalently, if m t (a —b).
Clearly, for a = b(modm) (a # b(modm)), we can write a = km + b (a # km +b) for

some integer k. The integer m s called the modulus.
Clearly,

a=bmodm) < mlla—b) < a=km+b, k€Z
and

a# bmodm) < m1(a—b) < a#km+b, keZ.

Proposition 1.19 [2/ If a is an integer and m is a positive integer, then there is a unique
integer r with 0 < r < m — 1 so that a = r(modm). This integer r is called the least

non-negative residue of a mod m.

Theorem 1.20 [/ Let a, b, and m are integers with m > 0. a = b(modm) if and only

if the remainders obtained by dividing a and b by m are equal.

Proposition 1.21 [}/ Ifa, b, ¢, d, p, ¢ and m are integers with m > 0, then the following

18 true.

a) a = a(modm).



b) a = b(modm) = b= a(modm).

c) If a =b(modm) and b = c¢(modm), then a = c¢(modm).

d) a =b(modm) = a+p = b+ p(modm).

e) a =b(modm) = a.p = b.p(modm).

f) If a = b(modm) and ¢ = d(modm), then a + ¢ = b+ d(modm).

g) If a = b(modm) and ¢ = d(modm), then a — ¢ = b — d(modm).

h) If a = b(modm) and ¢ = d(modm), then a.c = b.d(modm).

1) If a = b(modm) and ¢ = d(modm), then p.a + q.c = p.b+ q.d(modm).
Proposition 1.22 [2] If a = b(mod m), then a™ = b™(mod m) for any positive integer n.

It’s worth noting that Proposition 1.21 says nothing about division in congruences. That
is, expression a.p = b.p(modm) = a = b(modm) is not always true. For example,

6.7 = 6.3(mod 24). However 7 # 3(mod 24).

Proposition 1.23 [2] If a.c = b.c(modm) and (¢, m) = d, then

a = b(mod(m/d))

and

a=0b+ (m/d).k(modm) with 0 <k <d— 1.

Corollary 1.3 [2/ If a.c = b.c(modm) and (¢,m) = 1, then a = b(modm).

Proposition 1.24 [2] Let a, b, and m are integers with m > 0. If a = b(modm), then
(a,n) = (b,n).

Proposition 1.25 [2] Let a, b, and m are integers with m > 0. Then a.b = 1(modm)

for some integer b if and only if (a,m) = 1.

If such an integer b exists, then we say that b is the (multiplicative) inverse of a modulo

m.



Proposition 1.26 [2/ If p is a prime and a.b = 0(mod p), then a = 0(modp) or b =
0(mod p).

Let us give below a consequence of proposition 1.26.
Corollary 1.4 [2] Let p be prime. The congruence
2 = 1(mod p)

has only the solutions x = £1(mod p).

1.1.5 Linear Modular Arithmetic

There is an important relationship between linear modular arithmetic and equations.
In fact, the linear congruence ax = b(modm) is equivalent to the linear Diophantine

equation ax — my = b. That is,

ar = b(modm) = ax — my = b.

Theorem 1.27 [4] Let (a,m) = d. If d1 b, then the linear congruence

ax = b(mod n)

has no solution.

Theorem 1.28 [2] Let m be a positive integer and let a # 0. The congruence
ax = b(mod m)

has a solution if and only if d = (m,a) is a divisor of b. If d|b, then there are exactly d
solutions that are distinct modm. In this case, if xg is a solution, the solutions modm

are

x=xo+ (m/d).k for 0 <k <d.

The solution xy can be taken to be any integer satisfying
(a/d).xg = (b/d)(modm/d).

Corollary 1.5 [2] If (a,m) = 1, the congruence ax = b(modm) has exactly one solution

mod m.



Theorem 1.29 [2] If m and n are relatively prime, then the system of congruences
r = a(modm) and x = b(mod n)
has a unique solution mod mn.

Theorem 1.30 [2/ (Chinese Remainder Theorem) Assume that my, ma, ..., m, are pos-
itive integers that are pairwise relatively prime (that is, (m;, m;) =1 if i # j). Then the

system of congruences

xr = aj(modmy)
r = az(modmsy)
r = a,(modm,)

has a unique solution mod myms ... m,.

Example 1.3

x = 1(mod?2)
xr = 2(mod3)
x = 1(modT7).

mimomg = 2.3.7 = 42. We get
r=%2=21r"21=1(mod2), r;' =1
ro=%2=14,r;".14=1(mod3), ry;' = 2.

rg=%2=6,r;.6=1(mod7), r;' = 6.

-1 -1 -1
T =a1.71.77 " + Qa2.79.79 " + a3.13.73 .

r=121.142.14.2+1.6.6 = 113 = 29(mod 42).

1.1.6 Fermat, Euler and Wilson

This subsection presents the Fermat, Euler, and Wilson theorems, which are based on

modular arithmetic in number theory.

Theorem 1.31 /3] (Fermat’s Little Theorem) Let a be a positive integer and (a,p) = 1.

If p is prime, then

a’~! = 1(mod p).



Corollary 1.6 [2] Let p be prime and let b # 0(mod p). If x = y(modp — 1), then
b* = bY(mod p).

Definition 1.7 [2] Let n be integer with n > 0. Define the Euler ¢-function ¢(n) to be

the number of integers j with 1 < j <n such that (j,n) = 1.
Proposition 1.32 [2/ Let m,n be positive integers. If (m,n) =1 then
¢(mn) = ¢(m).¢(n).

Example 1.4 Let’s evaluate ¢(35).

#(35) = B(5)¢(7) = 4.6 = 24.

Proposition 1.33 [2] If p is a prime and k > 1, then ¢(p*) = p* — pF~L.

Theorem 1.34 [2] Let n = p{'py?...pe with distinct primes p; and with exponents
1 2 T

a; > 1. Then

o(n) = 11" — p) = n 101 -

1
i=1 p|n p

),

where the second product is over the primes dividing n.

Example 1.5 Let’s evaluate ¢(35).

»(35) = 35.(1—=)(1—2)

Theorem 1.35 [5] (Euler’s Theorem) Let n be a positive integer and let b be an integer
with (b,n) = 1. Then

v*™ = 1(modn).
Theorem 1.36 [2] (Wilson’s Theorem) Let p be prime. Then

(p—1)!=—1(modp).



Theorem 1.37 [2] Let n > 2 be an integer. Then n is prime if and only if (n — 1)! =
—1(modn).

The theorem above yields a primality test.
Example 1.6 Let n =4. Then
(n—1)! =3l =6 = 2(mod4),

which implies that 4 is not prime.

1.1.7 Order and Primitive Roots

This subsection presents the fundamental definitions and theorems concerning order and

primitive roots.

Definition 1.8 [2] Let n > 0 integer and let (a,n) = 1. The order of a modn, denoted

ord,(a), is the smallest positive integer m such that
a™ = 1(modn).
Example 1.7

ordy; (1)

ordi1(2)

ord;1(4) = ordy;1(9) =5,
ordy;(10)
There is always a prime of m > 1 such that ¢™ = 1(modn). Because Euler’s theorem
tells us this. For this, the order exists and is less than or equal to ¢(n).

In the following theorem, we present several important features of the order of an integer

a modulo n.
Theorem 1.38 [3] Let n be a positive integer, (a,n) =1, and r = ord,(a). Then
a) a™ = 1(modn) < r|lm, where m is a positive integer.

b) rl¢(n).
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c) For nonnegative integers s and t, a® = a'(modn) if and only if s = t(modn).

3

d) No two of the integers a,a?, a,...,a" are congruent modulo r.

e) If m is a positive integer, then the order of a™ modulo n is ﬁ

£) The order of a™ modulo n is r if and only if (m,r) = 1.

Definition 1.9 [3] Let n be a positive integer and a an integer such that (a,n) = 1. If
the order of an integer a modulo n is ¢(n), that is, order (a,n) = ¢(n), then a is called

a primitive root of n.

Example 1.8 Let’s determine whether or not 3 is a primitive root of 17. Note that
(3,17) = 1. Now observe that 3'® = 1(mod17). ordy7(3) = 16. Because 16 is the
smallest positive integer such that 3'® = 1(mod 17). Note also that ¢(17) = 16. That is,
ordi7(3) = ¢(17) = 16. Therefore 3 is a primitive root of 17.

Example 1.9 Let’s determine whether or not 13 is a primitive root of 17. Note that
(3,17) = 1, ordi7(13) = 4 and ¢(17) = 16. That is, ordi7(13) # ¢(17). Therefore, 13 is

not a primitive root of 17.

Example 1.10 5 is a primitive root of 23, because 5*?3) = 52 = 1(mod23). Since
the positive divisors of 22 are 1,2,11,22, it is sufficient to examine 5',5%,5 and 522.
5! = 5(mod 23), 5% = 2(mod 23), 5!'' = 22(mod 23). Hence the rank of 5 according to
(mod 23) is 22.

Example 1.11 3 is a primitive oot of 7, because 3°") = 3% = 1(mod 7). Since the
positive divisors of 6 are 1,2,3,6, it is sufficient to examine 3',32,3% and 3°. Note that
3! = 3(mod 7), 32 = 2(mod 7), 3% = 6(mod 7). Hence the rank of 3 according to (mod 7)

15 6.

Theorem 1.39 /3] If n has a primitive root, then there are ¢p(¢(n)) (incongruent) prim-

itive roots modulo n.

Corollary 1.7 [3] If p is a prime number, then there ezist p(p — 1) (incongruent) prim-

itive roots modulo p.

11



Theorem 1.40 [3/ (Primitive Roots as Residue System) Suppose (a,n) = 1. If a is a

3

primitive root modulo n, then the set of integers {a,a?,a®, ...,a®™} is a reduced system

of residues modulo n.

Example 1.12 Let n = 14. Then there are ¢(p(14)) = 2 primitive roots of 14, namely,
3,5. Now let a = 3 such that (a,n) = (3,14) = 1. Then

{a,a%, a3, ....a®™} = {3,3% 3% 3% 3% 3 mod14

{3,9,13,11,5,1}
— {1,3,5,9,11,13}

which forms a reduced system of residues modulo 14.We can of course choose a = 5.

(5,14) = 1. Then we have
{a,a%,a®, ..., a®™} = {5,5% 5% 5% 5° 5} mod14
= {5,11,13,9,3,1}
= {1,3,5,9,11,13}
which again forms a reduced system of residues modulo 14.
Theorem 1.41 [3] An integer n > 1 has a primitive root modulo n if and only if
n=2,4,p% or 2p°,
where p is an odd prime and « s a positive integer.

Corollary 1.8 [3] If n = 2% with a > 3, orn = 2%p" ---p* with « > 2 or k > 2, then

there are no primitive roots modulo n.

Theorem 1.42 [3] If a is a primitive root modulo n, then a® = a¥(modn) if and only if
v = y(mod 6(n)).

Proposition 1.43 [2/ Let a be a primitive root for the odd prime p. Then

a®? Y2 = _1(mod p).

Proposition 1.44 [2] Let p be a prime and let h # 0(modp). The following are equiva-

lent:

a) a is a primitive root for p.

b) For each prime | dividing p — 1,

aP~ Y/t £ 1(mod p).

12



1.1.8 Linear Diophantine Equations

An equation of the form
a1r1+ -+ a,r, = b, (1.1)

where a1, as, ..., a,, b are fixed integers and x1, x», . . ., ,, are unknowns in integers, is called
a linear Diophantine equation. We assume that n > 2 and that coefficients a4, ao, ..., a,,
are all different from zero.

Let us give the following theorem for n = 2.

Theorem 1.45 [6] Let a, b, ¢ be integers, a and b nonzero. Consider the linear Diophan-

tine equation
ax + by = c. (1.2)
a) The equation 1.2 is solvable in integers if and only if (a,b)|c.

b) If (x,y) = (x0,40) is a particular solution to 1.2, then every integer solution is of the

form

b a
- bty =yy— ——t 1.
X Zo (CL7 b) Y Yo <a7 b) ) ( 3)

where t 1s an integer.

c) Ifc=(a,b) and|a| or |b| is different from 1, then a particular solution (x,y) = (xq, yo)

to 1.3 can be found such that |zo| < |b| and |yo| < |al.

Theorem 1.46 [6]/ The equation 1.1 is solvable if and only if (ay,as,...,a,)|b. In case
of solvability, one can choose n — 1 solutions such that each solution is an integer linear

combination of those n — 1 solutions.

Theorem 1.47 [7] Given integers ay,as, ..., an, n > 2 we have
(a1,a9,...,a,) = (a1, a9, ..., an_9, (an_1,a,)).

Example 1.13 Solve the equation

2z 4+ 3y + 5z = 6.
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Working modulo 5 we have 2z 4+ 3y = 1(mod 5), and hence
204+ 3y=1+5m, m € Z.

A solution to this equation is * = —1 4+ 4m, y = 1 — m. Applying 1.3, we obtain
r=—14+4m+3t,y=1—m —2t, t € Z, and substituting back into the original equation

yields z =1 —m. Hence all solutions are

(x,y,2) = (—14+4m +3t,1 —m —2t,1 —m), m,t € Z.

1.1.9 Elliptic Curves

This subsection presents basic information about elliptic curves. Elliptic curves have ap-
plications in various fields, including number theory, cryptography, and algebraic geom-
etry.

One notable feature of elliptic curves is their group structure, which is utilized in elliptic
curve cryptography (ECC). ECC has become a crucial component in modern crypto-

graphic systems due to its efficiency and strong security properties.

Definition 1.10 /8] An elliptic curve E over a field K is defined by an equation
E:y’ + awy + azy = 2° + ax® + as + a6 (1.4)

where a1, as, a3, a4, a6 € K and A # 0, where A s the discriminant of E and is defined

as follows:

A = —dids — 8d; — 27d2 + 9dydyds
dy = a3+ 4ay

di = 2a4+ aqas

de = ag + 4ag

ds = a%aﬁ + dasag — a1a3aq + a2a§ — ai.

If L is any extension field of K, then the set of L-rational points on FE is
E(L)={(z,y) € L x L : y* + a1wy + asy — 2° — a2 — agr — ag = 0} U {0}
where 0o is the point at infinity.

14



We shall employ elliptic curves of the y?> = 2% + az + b form in this research, where

a,b € K. The discriminant of this curve is A = —16(4a® + 270%).

Group law for E/K : y? = 23 + ax + b, char(K) # 2,3

Identity: P4 oo = oo + P = P for all P € E(K).

Negatives: If P = (z,y) € E(K), then (z,y) + (z, —y) = oco. The point (z, —y) is
denoted by —P and is called the negative of P; note that —P is indeed a point in
E(K). Also, —oco = oc.

Point addition: Let P = (z1,y1) € E(K) and @ = (z2,92) € E(K), where P = +Q.
Then P+ Q = (x3,y3), where
Y2 — Y12

)" — 21 — o9 and y3 = (y2_y1)(:z:1—x3)—y1.
To — I1 To — T1

I3 =

Point doubling: Let P = (x1,1:1) € E(K), where P = —P. Then 2P = (z3,y3),

where

373 +a., 373 +a
— 2x7 and y3 = L
2y1 ) ' 2= 2y,

z3 = ( )1 —x3) — Y1

Example 1.14 /8] (Elliptic curve over the prime field Fyy) Let p = 29, a = 4, and

b =20, and consider the elliptic curve

E:y?=a%+42+20

defined over Fyg. Note that A = —16(4a®+27b?) = —176896 # 0(mod29), so E is indeed

an elliptic curve. The points in E(Fy) are the following:

(0,

(0,22

(1,

(1,24

0o (2,6) (4,19) (8,10) (13,23) (16,2) (19,16) (27,2)
7) (2,23) (5,7 (8,19) (14,6) (16,27) (20,3) (27,27)

) (3,1) (5,22) (10,4) (14,23) (17,10) (20,26)
5) (3,28) (6,12) (10,25) (15,2) (17,19) (24,7)
) (4,10) (6,17) (13,6) (15,27) (19,13) (24,22)

2)
27)
(

Ezxamples of elliptic curve addition are (5,22) + (16,27) = (13,6), and 2(5,22) = (14,6).
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1.2 FUNCTIONAL ANALYSIS

In this section, we will give some essential concepts of linear algebra and functional

analysis.

Definition 1.11 [9/Let V' be a non-empty set. If the

+:(zy) »z+y

function defined from V x V toV for all x,y € V and a € F and the
(o, ) — o

function defined from F xV to V satisfy the following axioms, the set V' is called a vector
space over .

For any o, 8 € F and any z,y,z € V,
a) r+y=y+r, v+ Wy+z2)=@+y +z
b) there exists a unique 0 € V' (independent of x) such that x + 0 = z;

c) there ezists a unique —x € V' such that © + (—z) = 0;

d) 1 = 2, a(fz) = (aB)a;
e) a(r+y) =ar+ ay, (o + f)r = ax + Pz.

If F = R (respectively, F = C) then V is a real (respectively, complex) vector space.
Elements of F are called scalars, while elements of V' are called vectors. The operation

x + y is called vector addition, while the operation ax is called scalar multiplication.

Definition 1.12 [9] Let V' be a vector space, let v = {vy,...,vx} CV , k> 1, be a finite

set and A C 'V be an arbitrary non-empty set.

a) A linear combination of the elements of v is any vector of the form

k
T=o + g = >, v €V,
=1

for any set of scalars aq, . .., ay.
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b) v is linearly independent if the following implication holds:

a1+ =0=>a,=...=q, =0.

c) A is linearly independent if every finite subset of A is linearly independent. If A is

not linearly independent then it is linearly dependent.

d) The span of A (denoted SpA) is the set of all linear combinations of all finite subsets
of A. This set is a linear subspace of V. Equivalently, SpA is the intersection of the
set of all linear subspaces of V' which contain A. Thus, SpA is the smallest linear

subspace of V' containing A.

k
SpA={z=> au;:keN, aq,...,ap €F, vy,...,up € A}.
i=1

Definition 1.13 [9] Let V., W be vector spaces over the same scalar field F. A function
T :V — W is called a linear transformation (or mapping) if, for all o, p € F and
r,yeV,

T(ax + Py) = oT'(z) + 5T(y).

Equivalent to this, for all o, B € F and x,y € V', if it satisfies the property
T(x+y)=T(x)+T(y), T(ax) = aT(z),

T is called a linear transformation.

The set of all linear transformations 7" : V' — W will be denoted by L(V, W).

Lemma 1.48 [9] Let V, W, X be vector spaces and T € L(V,W), S € L(W,X). Then
the composition ST = ST € L(V, X).

Definition 1.14 [9] Let X and Y be normed linear spaces and T : X — 'Y be a linear

transformation. T is said to be bounded if there exists a positive real number k such that
[T ()|} < k|l
forallz € X.
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Let X and Y be normed linear spaces. The set of all continuous linear transformations
from X to Y is denoted by B(X,Y). If X and Y are normed linear spaces then B(X,Y’) C
L(X,Y).

Theorem 1.49 [9] Let X be a finite-dimensional normed space, Y be any normed linear

space and T : X —'Y be a linear transformation. Then T is continuous.

Definition 1.15 [9] Let X, Y be normed linear spaces. An operator T € B(X,Y) is
said to be invertible if there exists S € B(Y, X) such that ST = Ix, T'S = Iy, in which

case S is the inverse of T and is denoted by T—!.

Lemma 1.50 [9] If X, Y, Z are normed linear spaces and Ty, € B(X,Y), Ty € B(Y, Z)

are invertible, then:

a) T~ is linear, that is, the inverse of a linear operator is also linear.
b) (T Ht=T.

c) T\T has an inverse and (TyTy)~' = T, 'T .

Definition 1.16 [9] Let X be a real vector space. An inner product on X is a function

(.,.): X x X — R such that for all z,y,z € X and o, € R,
a) (z,z) >0;

b) (z,x) =0 if and only if x = 0;

c) (ax + By, z) = a(z, 2) + B(y, 2);

d) (z,y) = (y, ).

Definition 1.17 [9] Let X be a complex vector space. An inner product on X is a

function (.,.) : X x X — C such that for all z,y,z € X, o, € C,
a) (z,z) € R and (z,z) > 0;

b) (xz,z) =0 if and only if x = 0;
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c) (ax+ By, z) = alx,z) + By, 2);

d) (z,y) = (y,2).

Definition 1.18 [9] A real or complez vector space X with an inner product (.,.) is called

an inner product space.

Definition 1.19 /9] Let X be an inner product space. The vectors x,y € X are said to
be orthogonal if (z,y) = 0.

Definition 1.20 [9] An inner product space which is complete with respect to the metric

associated with the norm induced by the inner product is called a Hilbert space.

Theorem 1.51 [9] Every finite-dimensional inner product space is a Hilbert space.

Theorem 1.52 [9] Let H and K be complex Hilbert spaces and T € B(H,K). There
exists a unique operator T* € B(IC,’H) such that

(Tw,y) = (x,T"y)
for allx € H and all y € K.

Definition 1.21 [9] If H and K are complex Hilbert spaces andT € B(H, K) the operator
T constructed in Theorem 1.52 is called the adjoint of T

Definition 1.22 [9] If A = [a; ;| € M, (F) then the matrix [a;;] is called the adjoint of
A and is denoted by A*.

Definition 1.23 [9/

a) If H is a complex Hilbert space and T' € B(H) then T is normal if
TT =T1"T.

b) If A is a square matriz then A is normal if
AAT = AA.

Definition 1.24 [9/
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a) If H is a complex Hilbert space and T € B(H) then T is self-adjoint if T = T*.

b) If A is a square matriz then A is self-adjoint if A = A*.

3 —
Example 1.15 The matrix A = is self-adjoint.
i 5
3 —i
A* = = A.
i b

Lemma 1.53 [9/ Let H be a complex Hilbert space and T' € B(H). Then TT* and T*T

are self-adjoint.

Definition 1.25 [10] Let A be any square matriz. A scalar X is called an eigenvalue of
A if there exists a monzero (column) vector v such that Av = \v. Any vector satisfying

this relation is called an eigenvector of A belonging to the eigenvalue .

We note that each scalar multiple kv of an eigenvector v belonging to A is also such an

eigenvector, because
A(kv) = k(Av) = k(M) = A(kv).

Theorem 1.54 [10] An n-square matriz A is similar to a diagonal matriz D if and only
if A has n linearly independent eigenvectors. In this case, the diagonal elements of D are
the corresponding eigenvalues and D = P~YAP, where P is the matriz whose columns

are the etgenvectors.

Suppose a matrix A can be diagonalized as above, say D = P~ AP, where D is diagonal.

Then A has the extremely useful diagonal factorization:
PDP™! = A

Theorem 1.55 [10] Suppose vy, vs, ..., v, are nonzero eigenvectors of a matriz A belong-

ing to distinct eigenvalues Ay, Ao, ..., A\,. Then vy, vy, ..., v, are linearly independent.

For an n x n-type matrix A to be diagonalizable, a sufficient condition is that it has n
different eigenvalues. It may be the case that A is not diagonalizable. Such a situation
arises when A has repeated eigenvalues, and therefore there are no n linearly independent

eigenvectors. In such cases, we will use the Jordan Canonical Form.
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Definition 1.26 [11] (A-Jordan block) For A € C, m € N, define

A100 - 00
0AX10--00
JoAN)=100 X1 -+ 00 | €Chp-
C o
0000 -~ 0 X

This is a \-Jordan block of order n.

5 1 0
71

Example 1.16 J;(\) = (), Jo(7) = s B(B)=10 5 1
0 7

0 0 5

Let’s start with some fundamental Jordan block information. First, we will present some

significant results.

A1 0 1 A 1
Notice that 0 N 1 0 = 0 =A| 0 [, that is, A\ is an eigenvalue of
0 0 X 0 0 0

J3(A) with eigenvector the standard basis vector e;.

Theorem 1.56 [11] Consider a general Jordan block J,(\);

a) J,(\) is an upper triangular matriz.

b) det(J,(\)) = A"

c) Jn(\) is invertibles X # 0.

d) X is the only eigenvalue of J,(\) and the standard basis vector ey spans the eigenspace

E\(Jn(N))..

e) dim(Ex(J,()\)) = 1.

f) The characteristic polynomial of J,(\) is Xy, (x) = (x — A)".
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)\k )\k—l k )\k—2
1 2
0 )\k k )\k*l
g) Ju(N)F = 1 for k € N.
0 0 N\
0 0 0 coe 2R

Theorem 1.57 [12] (Jordan canonical form theorem) Every n X n-type matriz A is sim-

ilar to a Jordan form given by the formula

J 0 .- 0 0
0 J --- 0 0
J=diag(Jy, Joy.. ., Je) =1 0 0 o or ... ,1<r<n,
Jr—1 0
0 0 0o J

nxXn

N1 0 0 0 0
0 N 1 0 0 0
JoA)=1 0 0 N 1 00 |,i=12,...,m,
1
00 00 - 0 N

each Js, is a s; X s; type matrixz, > s; =n and also > dim(E), (Js, (\))) =7 .
i=1

The number of Jordan blocks corresponding to one eigenvalue A is called the geometric
multiplicity of A\, and this number, in turn, equals the number of linearly independent
eigenvectors corresponding to A. The algebraic multiplicity of an eigenvalue A is the
number of times it is repeated. If the algebraic multiplicity of A is 1 (i.e., A is not
repeated), then we refer to A as simple. If the geometric multiplicity of A is equal to its
algebraic multiplicity (i.e., only 1 x 1 Jordan blocks correspond to A), then it is called

semisimple.
Remark 1.3 [12] Since P"'AP = J, then
AP =PJ. (1.5)
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Let P = (&,,&,,...,&,). Equating the first s; columns of both sides in formula (1.5), we

obtain
Afl = )\1517 e 7A€7, = )\151 +€i—17 Z = 2,3, e, 87, (16)

Clearly, &, is the only eigenvector of A in the Jordan chain &,,&,,...,&§, . The other
vectors £y,&3, ..., &,, are called generalized eigenvectors of A, and they may be obtained

by using the difference equation
(A — )\1]—)52 — €Z717 Z - 2, 3, ceey S]_.

Repeating this process for the remainder of the Jordan blocks, one may find the generalized

eigenvectors corresponding to the m — th Jordan block using the difference equation
(A - )\mI)gml = Smiflv L= 27 3a o5 Sm-
Thus, the P matrix is obtained.

Remark 1.4 We can find J without finding P. The eigenvalues of A are the diagonal
elements of J, and how much 1 will be written in the upper triangle is found by subtracting

the number of linearly independent eigenvectors from the size of the matrix.

We will now present the matrices of linear transformations and the change of basis.
Let T be a linear operator (transformation) from a vector space V' into itself, and suppose
S = {uy,ug,...,u,} is a basis of V. Now T'(uy),T (usg),...,T(u,) are vectors in V', and

so each is a linear combination of the vectors in the basis S; say,

T(Ul) = QiU + a1pUg + - -+ + AUy
T(UQ) = Qa91U1 + aA92U9 + -+ A2, Up
T(up) = Gpius + Gpa + -+ 4 Appliy.

Definition 1.27 [10] The transpose of the above matrixz of coefficients, denoted by [Ts,
is called the matrixz representation of T' relative to the basis S, or simply the matrixz of T

in the basis S. (The subscript S may be omitted if the basis S is understood.)

aix Qg1 -+ Qpl

A1z Q22 -+ Ap2
T]s =

Aip  G2n " App
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Definition 1.28 [10] Let S = {uy,us,...,u,} be a basis of a vector space V', and let
S" = {vy,v,...,0,} be another basis. (For reference, we will call S the “old” basis and
S’ the “new” basis.) Because S is a basis, each vector in the “new” basis S can be written

uniquely as a linear combination of the vectors in S; say,

V1 = Q11U + A1oUg + -+ a1pUy
Vg = (A91U1 + A9oUsg + « -+ 4+ A9pUny,
Up = Qp1Ul + Qpals + -+ + Qpply.

Let P be the transpose of the above matrix of coefficients; that is, let P = [p;;], where
pij = aji. Then P is called the change-of-basis matriz (or transition matriz) from the

“old” basis S to the “new” basis S .

Theorem 1.58 [10] Let P be the change-of-basis matriz from a basis S to a basis S’ in

a vector space V. Then, for any linear operator T on V,

T)g = P[T]sP.
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CHAPTER 2
SOME FUNDAMENTAL DEFINITIONS AND RESULTS

Let us introduce some basic definitions and some theorems that we need throughout the

thesis. We will use the information in [13] in the following section.

2.1 GENERALIZED m-STEP FIBONACCI NUMBERS

Several generalizations of Fibonacci numbers and identities have been studied by math-
ematicians over the years. For m > 2, the generalized m-step Fibonacci numbers (or
the generalized m-step Fibonacci sequence), {V,(Vo, Vi, Va, ..., Vin_1;71, 72, ooy ") b

(or shortly {V,,}n>m), (n > m), is defined by the m-order linear recurrence relation

‘/n - Z riVn—i = Tlvn—l + T2Vn—2 + T3Vn—3 + ...+ Tm—lv —(m—1) =k van—m (2]—)

=1

with m initial terms
% = (o, ‘/1 = (1, ‘/2 = Co, ..., Vm—l = Cm—1,

where r;, 1 < 7 < m, are all real numbers and ¢;, 0 < ¢ < m — 1, are all real or
complex numbers. Such a sequence is also called the generalized Fibonacci m-sequence,
or generalized m-nacci sequence, or the m-generalized Fibonacci sequence.

The sequences {V, },>m can be extended to negative subscripts by defining

T'm—1 ™ 1
an == Vi(nfl) - V*(TLf?) - Vf(n*3) e T _V*(”*(mfl)) + T._Vf(n*m)

'm—2 "m—3

forn =m —2,m — 1,m,m + 1.... Therefore, recurrence (2.1) holds for all integer n.
For m > 2, the m-step Fibonacci numbers, U,, (n > m), is defined by the m-order linear

recurrence relation

Un = Z Unfi =Unp-1+ Umf2 + Um73 + ...+ Unfm (22)
=1
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with m initial terms

U.=0 , -m+2<k<0
U =1, k=m '

(2.3)

Some of the well known members of this m-step Fibonacci numbers include Fibonacci
numbers F, (m = 2, U = F), Tribonacci numbers 7,, (m = 3, U = T'), Tetranacci
numbers M,, (m =4, U = M) and Pentanacci numbers P, (m =5, U = P). Here r; = 1
for all 1 <7 < m. See Table 2.1 for some values of these numbers.

Table 2.1 The first few sequences of m-step Fibonacci numbers.

m Name n -6 -5 -4 -3 -2 -1 012 3 45 6 7 8 9
2 Fibonacei F, -8 5 -3 2 -1 1 0 1 1 2 3 5 8 13 21 34
3 Tribonacci 1, —3 2 0 -1 1 0O 01 1 2 4 7 13 24 44 81
4 Tetranacci M, 0 0 -1 1 0 0 01 1 2 4 8 15 29 56 108
D  Pentanacei P, 0 =1 1 0 0 0 01 1 2 4 8 16 31 61 120

Like the m-step Fibonacci numbers, m-step Lucas numbers are defined by the same the
m-order recurrence relations (2.2) but with different initial terms, namely the m-step
Lucas numbers, W,, , is defined by the m-order linear recurrence relation
m
W, = Z Wi =Wn1+Wha + Wm73 + o+ Woim (24)
i=1
with the m initial terms
Wey=—-1, —m+1<k< -1
Wk =m k=0

(2.5)

Some of the well known members of this m-step Fibonacci numbers include Lucas numbers
L, (m =2, W = L), Tribonacci-Lucas numbers K, (m = 3, W = K), Tetranacci-Lucas
numbers R, (m =4, V = n) and Pentanacci-Lucas numbers @, (m =5, W = Q). Here
r; =1 for all 1 <4 <m. See Table 2.2 for some values of these numbers.

Table 2.2 The first few sequences of m-step Lucas numbers.

m Name n -4 -3 -2 -1 012 3 4 5 6 7 8 9

2 Lucas L, 7 -4 3 -1 21 3 4 7 11 18 29 47 76
3 Tribonacci-Lucas K, -5 o5 -1 -1 3 1 3 7 11 21 39 71 131 241
4 Tetranacci-Lucas R, 7 -1 -1 -1 4 1 3 7 15 26 51 99 191 367
5  Penmtanacci-Lucas @, —1 —1 —-1 -1 5 1 3 7 15 31 57 113 223 439




Next we consider the case r; = 1 for all 1 <¢ <m — 1 and r,, = 2. For m > 2, m-step
(order) Jacobsthal numbers, {J™ (J&™, g™ gm0 101, 1,2) basm (or shortly

7m17a>7

{Jn (m)}n>m) (n > m), is defined by the m-order linear recurrence relation
Jm = Z rJ™) 4 20m (2.6)
with m 1n1t1al terms

J™ =0and J™ =1fori=1,2,...,m— 1.

For the mth order Jacobsthal-Lucas numbers qum) we use the same recursion (2.6) with
initial conditions ji( ™ = ]l ) for i = 0,1,2,. — 1 and jéz) = 2, jfz) = 1. See Table
2.3 and Table 2.4 for mth order Jacobsthal numbers and mth order Jacobsthal-Lucas
numbers, respectively.

Table 2.3 The first few sequences of mth order Jacobsthal numbers.

m Name n -3 -2 -1 012345 6 7 8 9
2 second order Jacobsthal S 2 —1 1 0 1 1 3 5 11 21 43 8 171
3 thirdorder Jacobsthal YY) 1 10 0 1 1 2 5 9 18 37 73 146
4 fouth order Jacobsthal  Jy0 2 L1 9 1 1 1 3 7 13 25 51 103
5 ffthorderJacobsthal ) L0 -1 0 1 1 1 1 4 9 17 33 65

Table 2.4 The first few sequences of mth order Jacobsthal-Lucas numbers.

m Name n -3 -2 -1 01 2 3 4 5 6 7
2 second order Jacobsthal-Lucas qu) —% 4—51 —% 2 1 5 7 17 31 65 127
3 third order JacobsthalLucas  jo) 1 —1 1 2 1 5 10 17 37 74 145

i 2 1 5 10 20 37 77 154

4 fourth order Jacobsthal-Lucas ]n —%
TN 1 2 1 5 10 20 40 77 157
For more details about generalized m-step Fibonacci numbers we refer to, for example,

= N
—_

5 fifth order Jacobsthal-Lucas In 1

the works in [14-16], among others. Now, we consider the cases m = 2,3,4,5 of the
generalized m-step Fibonacci numbers separately.
Horadam sequence (generalized Fibonacci sequence) {V,,(Vo, V1;7, 5) }n>o (or shortly {V, }n>0)

is defined as follows:
Vi, =1rV_1+ sV, o, Vo=co,Vi=c1, n>2 (2.7)

where Vj, V; are arbitrary reel or complex numbers and r, s are real numbers. The se-

quence {V,,},>0 can be extended to negative subscripts by defining

r 1
Vi =—Vouety + —Vou-
V=1 T Vo)
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forn =1,2,3,... when s # 0. Therefore, recurrence (2.7) holds for all integer n. See Table
2.5 for a few members of Horadam sequences.

Table 2.5 A few members of Horadam sequences.

Sequences (Numbers) Notation
Fibonacci {F.} ={V.(0,1;1,1)}
Lucas {L,} ={Vh(2,1;1,1)}
Pell {P.} ={V,(0,1;2,1)}
Pell-Lucas {Qn}=1{Va(2,2;2,1)}
second order Jacobsthal {/n} ={Va(0,1;1,2)}
second order Jacobsthal-Lucas {n} =1{Va(2,1;1,2)}

The first few values of the sequences with non-negative indices are shown below (see Table
2.6).

Table 2.6 A few values of Horadam sequences with non-negative and negative indices
n -7 -6 -5 -4 -3 -2 -1012 3 4 5 6 7

F, 13 -8 5 -3 2 -1 1 011 2 3 5 8 13
L, -29 18 -1 7 -4 3 -1 213 4 7 11 18 29
P, 169 -7 29 -12 5 -2 1 0 1 2 5 12 29 70 169
Q. —478 198 —82 34 -14 6 -2 2 2 6 14 34 82 198 478
Jo o -2 2 - 2 -2 12 011 3 5 11 21 43
o —ia B I3 1 2 1 5 7 17 31 65 127

The generalized Tribonacci sequence {V,,(Vy, V1, Va; 7, s,t) bn>o (or shortly {V,,},>0) is de-

fined as follows:
Vn = TVn_l + Svn—Q + tVn—?n ‘/E] = Co, ‘/l = (1, ‘/2 =C, N 2 3 (28)

where Vj, V1, V5 are arbitrary reel or complexs numbers and r, s, ¢ are real numbers. The

sequence {V, },>o can be extended to negative subscripts by defining
Vo =-2V "V ey AV
-n — ; —(n-1) P —(n—2) / —(n-3)

for n =1,2,3, ... when ¢ # 0. Therefore, recurrence (2.8) holds for all integer n.

In literature, for example, the following names and notations (see Table 2.7) are used for

the special case of r, s,t and initial values.

28



Table 2.7 A few members of generalized Tribonacci sequences.

Sequences (Numbers) Notation

Tribonacci {T,,} ={V,.(0,1,1;1,1,1)}
Tribonacci-Lucas {K,} =1{V,(3,1,3;1,1,1)}
Padovan (Cordonnier) {P.} ={V,(1,1,1;0,1,1)}
Pell-Padovan {R.} ={V.(1,1,1;0,2,1)}
Jacobsthal-Padovan {JP,} ={V,(1,1,1;0,1,2)}
Perrin {@Qn} =1{Vn(3,0,2;0,1,1)}
Pell-Perrin {pQn} ={V,(3,0,2;0,2,1)}
Jacobsthal-Perrin {JQn} = {V.(3,0,2;0,1,2)}
Padovan-Perrin {Sn} ={Vn(0,0,1;0,1,1)}
Narayana {N,,} ={V,,(0,1,1;1,0,1)}

third order Jacobsthal {Jn} ={V.(0,1,1;1,1,2)}
third order Jacobsthal-Lucas {jn} ={Va(2,1,5;1,1,2)}

The first few values of the sequences with non-negative and negative indices are shown

below (see Table 2.8).

Table 2.8 A few values of generalized Tribonacci sequences.

n -7 -6 -5 -4 -3 -2 -1012 3 4 5 6 7
7, 1 -3 2 0 -1 1 0 0 1 1 2 4 7 13 24
K, -1 1 -1 -5 5 -1 -1 313 7 11 21 39 71
P, 1 -1 1 0 0 1 0 111 2 2 3 4 5
R, -4 25 -15 9 -5 3 -1 111 3 3 7 9 17
Jp, -& -5 <+ -+ : 3 0 111 3 3 5 9 11
Q -1 -2 4 -3 2 1 -1302 3 2 5 5 7
pQ, -9 59 —36 22 -13 8 -4 3 0 2 3 4 8 11 20
JQ, - 2 o -2 4 § -3 302 6 2 10 14 14
S -2 2 -1 0 1 -1 1 001 0 1 1 1 2
N, -2 1 1 -1 0 1 0 0111 2 3 4 6
Jo % % % —: -3 3 0 011 2 5 9 18 37
jn & = =2 4+ 1 -1 1 2 1 5 10 17 37 74 145

The generalized Tetranacci sequence {V,,(Vy, V1, Va, Va; 1, s, t,u) }n>o (or shortly {V,},>0)
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is defined as follows:
Vi=rVoa+sVio+tVus+uV,y, Wo=c,Vi=c,Va=cy, ,Va=0c3, n>4(29)

where Vg, V1, V5, V3 are arbitrary reel or complex numbers and r, s, t, u are real numbers.

The sequence {V,,},>0 can be extended to negative subscripts by defining
t s r 1

Vo=V o1y — Voo — =V_(u- —V_(n—
V) T V) T Ve ned) TV (ne)

for n =1,2,3, ... when u # 0. Therefore, recurrence (2.9) holds for all integer n.
In literature, for example, the following names and notations (see Table 2.9) are used for
the special case of 7, s,t,u and initial values.

Table 2.9 A few members of generalized Tetranacci sequences.

Sequences (Numbers) Notation
Tetranacci {M,} ={V,(0,1,1,2;1,1,1,1)}
Tetranacci-Lucas {R,} ={V,(4,1,3,7;1,1,1,1)}
fourth order Jacobsthal {Jn} ={V,(0,1,1,1;1,1,1,2)}
fourth order Jacobsthal-Lucas {n} ={V0(2,1,5,10;1,1,1,2)}

The first few values of the sequences with non-negative and negative indices are shown
below (see Table 2.10).

Table 2.10 A few values of generalized Tetranacci sequences.

n -7 -6 -5 -4 -3 -2 -1 012 3 4 5 6 7 8

M, 2 0O 0O -1 1 0 0 011 2 4 8 15 29 56
R, -1 -1 -6 7T -1 -1 -1 4 1 3 7 15 26 51 99 191

J, & 2 -2 -3 011 1 3 7 13 25 51
w -2 £ I I 2 2 1 5 10 20 37 77 154 308

The generalized Pentanacci sequence {V,,(Vo, Vi, Va, V3, Vs 7, s, ¢, u,v) }r>0 (or shortly {V;, }r>0)

N[—= =

is defined as follows:
Vn = T‘Vn_l + SVn_Q + tVn_g + UVn_4 + UVn_5, (210)

%2007‘/1:01"/22627 ‘/32637‘/4:647 7125

where Vg, V1, Vs, V3, V), are arbitrary reel or complex numbers and r, s, ¢, v are real num-

bers. The sequence {V},},>0 can be extended to negative subscripts by defining

U t S r
Vop=—— —n+1 — _V—n+2 - _V—n+3 — —Vopta + _V—n+5
v v v v v
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for n =1,2,3,... when u # 0. Therefore, recurrence (2.10) holds for all integer n.
In literature, for example, the following names and notations (see Table 2.11) are used
for the special case of 7, s,t,u,v and initial values.

Table 2.11 A few members of generalized Pentanacci sequences.

Sequences (Numbers) Notation
Pentanacci {P,} ={V,(0,1,1,2,4;1,1,1,1,1)}
Pentanacci-Lucas {Qn} ={V,(5,1,3,7,15;1,1,1,1,1)}
fifth order Jacobsthal {Jn} ={V,(0,1,1,1,1;1,1,1,1,2)}
fiftth order Jacobsthal-Lucas {jn} =1{Va(2,1,5,10,20;1,1,1,1,2)}

The first few values of the sequences with non-negative and negative indices are shown
below (see Table 2.12).

Table 2.12 A few values of generalized Pentanacci sequences.

n -8 -7 -6 -5 -4 -3 -2 -1 0 1 2 4 5 6 7 8

3
2 4 8 16 31 61
7

P, 0O 0 0O -1 1 0 0 0 01 1
Q. -1 -1 -7 9 -1 -1 -1 -1 5 1 3 15 31 57 113 223
b S -5 - -3 5 3 0 -1011 1 1 4 9 17 33
ge & BB B 1117 9 1 5 10 20 40 77 157 314

2.2 SPECIAL CASES OF THE GENERALIZED m-STEP FIBONACCI SE-
QUENCE

In this section, we will give some basic information about special cases of the generalized
m-step Fibonacci sequence.
2.2.1 Fibonacci and Lucas Numbers

We will use the information in [17] in the subsection.

Fibonacci and Lucas numbers are defined by

Fn+l = Fn+Fn—17 ’I’LE]_, FOZO, F1:1

Ln-‘,—l = Lpn+Lp1,n2>1, Lo=2, L1 =1

respectively. Also, The Fibonacci (Q-matrix and the R-matrix are defined as follws:

11 1 2
Q= and R =
10 2 -1
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n.th power of the Fibonacci ()-matrix has the following form:

Fn+1 Fn
Fn Fn—l

Q"=

Using the Fibonacci (Q-matrix and the R-matrix, it was obtained the matrix R, of the

following form:

1 2 F, F, L, L,
R, = RQ" = i — 1
2 —1 F, F,, L, Ln

2.2.2 m-Step Fibonacci Numbers

In this section, we will give information from [18].

The m-step Fibonacci sequence is given by the m** order recurrence relation:
Fn+m: n+m—1+Fn+m—2+---+Fn+l+Fn7 nZO; m€Z+ (211>

with initial values F; =0, F,,,_ 1 =1for+=0,1,2,...,m — 2.

The corresponding multinacci F',,, matrix of order m, given by

Lamiy™. .. el
10 ... 00
Fn = 01 0 0
00 ... 10
mxXm
E., Fona+...+F Fopai+...+F ... F,
Foiv Food...4Fy  Foot... +F ... Fo
Fy F1+---+F17(m72) F1—|—...—|—F1,(m,3) F
F Fo+...+ FO_(m_g) Fo+...+ FO_(m_g) . F e
It can be easily seen that
Fn+m—1 Fn+m—2+- o+ Fy Fn+m—2+- St Fn+1 LR Fn+m—2
Fn+m—2 Fn+m—3+~~~+Fn—1 Fn+nz—3+~--+Fn F77,+m—3
Fo=| : : S (212)
Fn+1 F7L+---+Fn—(m—2) F7L+---+Fn—(m—3) Fn
F, Fn_1+...+F(n,1),<m,2) Fn_1+...+F(n,1),<m,3) Fn_1 s

is by the mathematical induction method.
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Also note that

F—n+m—1 F—n+m—2 +.. .+ F_p F—n+m—2 +...+ F—n+1 ce F—n+m—2
F—n+m—2 F—n+m—3 ++Fn—1 F—n+m—3+-~-+Fn F—n+m—3
-n__
F "= : :
Fopnt1 F_n +"'+F77L7(77L72) F_n +---+F7n7(m73) F_n
F_n Fona+...+Fn-1)-(m-2 Fornat+...+F n_1)-(m-3 --- F_pna

mXxXm

2.2.3 Padovan Numbers

We will use the information in [19] in the subsection.

The Padovan numbers P, are defined by the recurrence relation
Pos=PFP1+PF, P=1P=1P=1.

The sequences {Pn}nzov can be extended to negative subscripts by defining
P_,=—=P_(n_1)+ P_(n_3).

The characteristic equation associated with Padovan sequences is 2® — 2 — 1 = 0 with

roots «,  and vy in which

1 23 15, 1 23 15
N =228 o 1.32471795724
a=G+Ve) TG 108

is called plastic number (or plastic ratio or plastic constant or silver number) and

1. Pn+1
1m

n—-0o00 Pn

= Q.

The plastic number is used in art and architecture. Moreover Padovan numbers P, and

plastic number « play a very important role in the construction of Padovan coding theory.

2.2.4 Third Order Jacobsthal Numbers

The third order Jacobsthal sequence [16] is the sequence of integers J, defined by the

initial Jy =0, J; = 1, Jo = 1 and the recurrence relation
Jn - Jn—l + Jn—2 + 2Jn—37 n Z 3.

The third order Jacobsthal numbers have the J matrix, where

1 1 2
J=110 0 and det(J) = 2.
010
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Note that

Jn+1 Jn + 2Jn—1 2=]n
J” = Jn Jn—l + 2Jn—2 2Jn—1
Jn—l Jn—2 + 2Jn—3 2Jn—2

2.2.5 Jacobsthal Numbers and A-Step Jacobsthal Numbers

The Jacobsthal sequence [16] is the sequence of the integers .J,, defined by the initial
Jo =0, J; =1 and the recurrence relation
Jn = Jp1+ 2J,_o, for n > 2.

The Jacobsthal numbers have the

1 2 1 2 o1 2J,
J2 pu— ; Jg p— p—
1 0 1 0 Jn 2Jn71
det(J3) = (=2)" = (—-1)"2".
Also, we have
Jn—l J"
(J721>71 _ (J2)fn A _J,%—{]nﬂJnH Jy%_infljn#»l _ J_n'H 2J_" 7
2J3—2J:_1Jn+1 T 27220 1Jni1 Int1 Jon 200
—1)"+J,
J., = %,(n:O,l,Z,...).

The A-step Jacobsthal sequence [16] is given by the A order recurrence relation:
Jn-i—)\ = ']n-i-/\—l + Jn+)\—2 +...+ Jn+l + 2Jn7 n = 07 A€ Z* (213)

with initial values Jo =0, J; =1fort=1,2,..., A — 1.

The corresponding J ) matrix of order A, given by

11 1 2
10 00
Jy = 01 00
00 ... 10
AXA
Jy o1+ ...+ 24 1+ ...+ 20, 2051
1 Dot + 20 ot ... +2); 2J\_2
Jo S+ o+ 2 i) S+ 2003 2J1
Ji J0+...+2J0_(/\_2) J0+...+2J0_()\_3) 2Jy
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Also, we obtain

Jn+k—3 +...+2Jp1
Jngr—a+ ...+ 2Jp 2

Jn+k—2

Jn+>\73

(Ja)"=

In Jn—1 +...+2J(n,1),(/\,2) In—
In—2+ ...+ 2J(n_2)-(x-3)

In—1 Jn—2+...+2J2)_(r-2)

Jngr—a+ ... +2Jp1

Jn+k—3 +...+2J,

1+ +2J-1)—(r-3)

det(J/\) = 2_<_1)>‘71 _— det(JW;) — 2n<_1>(/\71)n

and

Jopgr—3+...+2J_pn_1
Jopgr—a+ . +2J 2

J_na—2
J_n+xr-3
(JA) "=
Jon  Jenei e+ 20 1) (ri2)
Jonot Jen—z 4 420 n gy (r2)

Jopgr—z+...+2J 4
Jomgr—a+ ... +2Jp

Jon—1+.. +2Jn1)-(a-3)
Jon—2+...+2J_n_2)_(r-3)

2Jn+>\—3
2Jn+>\74

Lemma 2.1 Let p is prime and J is generalized Jacobsthal matrix, then

det(J)(mod p) = det(J (mod p)).

: (2.14)
2J7H+A73
2']7714»)\74

2J—n—1

2J—n—2
(2.15)
(2.16)

Proof. It can be easily seen using the matrix, determinant, and modular arithmetic

properties. [J

2.2.6 Third Order Pell Numbers

The third order Pell sequence [20] is the sequence of integers P, defined by the initial

Py=0, P, =1, P, =2 and the recurrence

Pnzzpn—1+Pn—2+Pn—3an23-

relation

The third order Pell numbers have the P matrix, where

2 11
P=]|100 and det(P) = 1.
01 0

It can be easily seen that is by mathematical induction.

PnJrl Pn"—Pnfl Pn
P = Pn Pn—1+Pn—2 Pn—l
Pn—l Pn—2 + Pn—3 Pn—2

is by mathematical induction.
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2.2.7 Pell Numbers and \-Step Pell Numbers

The Pell sequence [21] is the sequence of the integers P, defined by the initial Py = 0,

P; = 1 and the recurrence relation
Pn:2pn_1+Pn_2,P0:0,P1:1 fornZQ.

The Pell numbers have the

n

2 1 2 1 Poi1 P
P2 - 7P£L = = 9
10 10 P, P,
det(Py) = (—=1)"=(-1)"
Also, we have
Pp_1 P,
_ n P4 —-P_,
(P = (Py= | Tl BEEARe ) - 4 :
= — e -P., P_,_
PZ—Pp—1Pni1 PZ—Pn—1Pni1 n n-l

P, = (-1)""P, (n=0,1,2,...).
The A-step Pell sequence [21] is given by the A" order recurrence relation:
Pn-‘r)\:2Pn+>\—1+Pn+>\—2+---+Pn+l+Pm HZO, /\€Z+ (217>

with initial values , for 1 — A <n <0

. , ifi=1-—n

P! =
0 , otherwise

, where P! is the nth term of the ith generalized order-\ Pell sequence.

The corresponding multinacci P, matrix of order A, given by

21 ... 11
10 ... 00
P, =1]101..00
0 0 . 10
AXA
P, Pi+..+P  Pi+..+P ... P
Pry Piot.. 4Py  Piot..+P ... Py,
P, Pl—i—...—l—Pl,()\,g) Pl—l—...—{—Pl,(,\,g) ... P
P PO+...+PO_()\_2) P0+..-+P0_()\_3) ... B

AXA
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Pria-1 Pojgrx—2+...+ Py Poiax—2+ ...+ Pota v Pugao

}%+A—2 Poyx—3+...+Poa f%+A—3+*-“+f% s F%+A—3
(Pa)"=| : : SR o (218)
Py Pn+~-+Pn_(A_2) Pn+~~-+Pn_(A_3) P,
Py Po1+...+Pu_1)-(a-2) Pn-1+...+Pp_1)-(x-3) --- Paa N
det(Py) = (—1)* = det(J?}) = (—1)A-Dn
and
FLn+A—1 PLn+A—2+W~v+’FLn FLn+A—2+W--+‘FLn+1 ce an+A—2
P77L+A72 P77L+)\73 +...+P_pa P77L+)\73 +...+ Py s P77L+>\73
(Py)™" = : : '
P_ni1 Pn+...+P i _(r-2 P_n+. ...+ P i _(r-3) P_y
P_y Popa+...+Pn1y-a-2) P-n-1+...+P_pn_1)-(x-3) --- P-n-1 Axa
(2.19)
Lemma 2.2 Let p is prime and P is generalized Pell matriz, then
det(P)(mod p) = det(P(modp)). (2.20)

Proof. It can be easily seen using the matrix, determinant, and modular arithmetic

properties. [J

2.2.8 3-Primes Numbers and Circulant Matrices

In this section we will give information from [20, 22-23].

The generalized (r, s,t) sequence (or generalized Tribonacci sequence orgeneralized 3-step

Fibonacci sequence)

{W,(Wo, W1, Wasr, s, t) bnso

(or shortly {W,, },>0) is defined as follows:

Wop=1Wy_14+ sWy_o+tW,_3, Wo=a, Wy =bWy=c¢, n>3 (2.21)

where Wy, Wy, Wy are arbitrary complex (or real) numbers and 7, s, ¢ are real numbers.
In this paper we consider the case r = 2,s = 3,t = 5 and in this case we write V,, = W,,.

A 3 — primes sequence {G,},>0 = {Gn(Go,G1,G2)} ., is defined by the third-order

n>0

recurrence relations
Gy =2G,1 + 3Gh_o+5G_3 (2.22)
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with the initial values Gy = 0,G, =1, Gy = 2.
Let n > 2 be an integer. An n x n matrix C' = (¢;j) € M,x,(C) is called a circulant

matrix if it is of the form

Co C1 Cy +r Cp—2 Cp-1

Cn—1 Co C1 -+ Cp-3 Cp-2
C=| cia coo1 0+ Cpa Cos

C1 C2 C3 -+ Ch1 O

nxn

i.e.

Ci—i 5 J =21
Cij = -

Cntj—i J <t

and the circulant matrix C is denoted by C = Circ(cy, ¢y, ..., ¢,—1). Circulant matrix was

first proposed by Davis in [24].

Definition 2.1 A, nxn circulant matriz with generalized (v, s,t) (generalized Tribonacci)

numbers entries is defined by

Wo Wi Wy oo Wyo Wil

anl WU Wl e an?; an2

C,(W) = Wipo Wipy Wo -0 Wiy Wiys
Wy W, Wy - W,y Wy

nxn

= Ci TC(W(), Wl, ceey Wn—l)-

2.2.9 Balancing Numbers

Behera and Panda [25] defined balancing numbers n as solutions of the diophantine

equation
1424+ (n—1)=n+1)+n+2)+ -+ (n+7r),

for some natural number 7, called the balancer corresponding to n. The nth balancing

number is denoted by B,. In fact, B,, satisfy the second order linear recurrence relation
B, =6B,_1 — B,_a, By = 0, B, =1.
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The @-matrix was first studied by Charles H. King [26] in 1960. The Q-matrix is given

as
Qp = . (2.23)
Theorem 2.3 [27] Let Qp be the balancing Q-matriz given in (2.23). Then for every

positive integer n

Bn+l _Bn
Bn _anl

where B,, is the nth balancing number.

The importance of number sequences in cryptography is increasing day by day. Many
authors have studied on the use of number sequences in cryptology in recent years, see

for example, [17, 28-41].
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CHAPTER 3

INTRODUCTION TO CRYPTOGRAPHY

Coding and secret encryption have been used by governments, armies, and private indi-
viduals since ancient times. Until recently, it was used in limited fields such as military,
espionage, business, and commerce. Afterwards, the development of the banking sector,
credit card information, contracts, and sending important information in medicine and
different fields over open communication channels forced cryptography to develop and
caused this discipline to develop new techniques. Some of these developments are: The
increased capacity of computers and computing has allowed for more complex cryptosys-
tems that cannot be done manually and can be done on the computer. As cryptoanalysis
was developed by computers, more complex systems were produced. With the discov-
ery of the public key technique, the security of public communication channels has been
increased. Recent developments in the field of cryptology have made it an important
discipline in both mathematics and computer science and engineering. In mathematics,
cryptology is applied in different sub-fields such as algebra, number theory, graph theory,
algebraic geometry, probability, and statistics. Analysis of cryptographic security has led
to the use of theoretical computer science and complexity theory in particular. Because
an important aspect of encryption protocols is their security. That is the ability to with-
stand attacks. Since modern cryptography is done on a computer, cryptographic security
uses on computer science and complexity theory.

In this chapter, we will present a brief history of cryptography and some basic information

about cryptography in [1, 42- 48].

3.1 A BRIEF HISTORY OF CRYPTOGRAPHY

Cryptography and encryption have a long history. Until recently, cryptography was
mainly concerned with message privacy. It was primarily used in military and espionage

situations. Later, this field expanded to different cryptographic techniques such as digital
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signatures and message authentication.

The Bible also uses what is called the Atabash code in the book of Jeremiah. Kabbalists
and Kabbalah believe that each letter of the Bible also represents a number and is a code

from heaven. They have developed different ways to decipher it.

Julius Caesar used to send encrypted messages in military situations. This method he
developed was called the Caesar code. This is a swipe password. That is, each letter
is shifted to the right by a certain amount. The Caesar code resurfaced and was used

during the years of the American Civil War.

FEncoded messages produced by most historical methods reveal statistical data about plain
text. This data often helps crack the codes. In the ninth century, the Arab mathematician
Al-Kindi developed frequency analysis and made basic classical ciphers almost easily

crackable.

During the Middle Ages, political intrigues led to the development of ciphers, and the
employment of codes and codebooks became common in diplomacy. In the 1470s, Leon
Alberti devised a strategy to avoid statistical analysis. This is a multi-alphabet cipher,
which encrypts different parts of the message using different alphabets. This is an illus-
tration of a polyalphabetic coding. A century later, this strategy was mistakenly referred
to Vigenere. J. Trithemius and G. B. Belasso worked extensively on polyalphabetic codes

in the 16th century.

Another way to prevent statistical attacks is to use spaces or nonsense letters in the
message. Mary, Queen of Scots, used a random cipher containing meaningless symbols.
But unfortunately, their messages were decrypted, and the outcome was not good for the

queen.

Before computers, various physical devices began to be used for cryptography. The most
famous of these was the Enigma device, developed by the German army during the Second
World War. It was a machine built on a polyalphabetic system. It was cracked by Polish
cryptographers. For this reason, a more difficult system was established, but later British
cryptographers led by Alan Turing broke it as well.

With the development of computers, more complex encryption systems have been de-
veloped. In addition, cryptanalysis, that is, the ability to break cryptosystems, has
developed thanks to computers. In 1976, Diffie and Hellman developed the first key ex-

change protocol. This allowed the transmission of confidential data over open air routes.
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Later, Rivest, Adelman, and Shamir developed the RSA key exchange algorithm. Both
Diffie-Hellman and RSA require very large key spaces. It is suggested to apply Diffie-
Hellman to other commutative groups in order to reduce the key space size. For this
reason, algebraic geometry is included in cryptography. In 1985, Neil Koblitz and Victor
Miller independently used elliptic curves on finite fields and their corresponding groups
in cryptography. This method provided faster encryption and created smaller key gaps.
As cryptography applications became widespread and evolved, it was felt that there
should be an encryption standard. In 1976, the Data Encryption Standard (DES) was
adopted as the symmetric key encryption standard. DES is what is called a block ci-
pher. DES is now insecure for many applications. There were successful attacks in 1999.
Thereupon, a competition was held for a secure system, and the system developed by
Rijmen and Daemen won the competition. This method is called the Rijndael cipher.
In 2001, the United States National Institute of Standards and Technology adopted a
standardization of the Rijndael cipher, called the Advanced Encryption Standard (AES),
for symmetric key encryption.

In recent years, the ideas of quantum algorithms have prompted researchers to work on
public key methods using non-commutative groups. With the development of quantum
computers, quantum cryptography will develop further.

I will introduce basic information and citations relating to cryptography.

3.2 BASIC TERMINOLOGY

e An algorithm is a finite sequence of well-defined, computer-implementable instruc-

tions in mathematics and computer science.

e In cryptography, the original unencrypted text is called plain text.

e The algorithm used to convert plain text to ciphertext is called cipher.

e Encoded or encrypted text is called cipher text.

e The art of encrypting a message with the appropriate algorithm and key is called

cryptography.
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e The study of the principles and methods of deciphering the ciphertext without
knowing the key or the algorithm is called cryptanalysis.

e Although cryptology is used synonymously with cryptography in some books, cryp-
tology is more comprehensive. That is, cryptology includes cryptography and crypt-

analysis.

e Encryption is an operation that transforms a generic message, M, into a cryp-

togram, C', applying a function, f:

e Decryption is an operation that returns the message in cleartext, M, from the

cryptogram, C', applying a function, g:

C —g(C) — M.

The f and g functions are inverses of each other. That is, the function f is injective.

e The information, usually some type of number, used with the algorithm to encrypt

or decrypt the message is called a key.

e The total number of possible keys that can be used is called the keyspace.

e Symmetric encryption uses only one shared key to both encrypt and decrypt the

message.

o Asymmetric encryption implements more parameters to generate a public key (to

encrypt the message) and just one private key to decrypt the message.

Now that we understand the main concepts of cryptography, we can explain the difference

between private and public keys.
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3.3 PRIVATE AND PUBLIC KEYS

3.3.1 Private Key

For thousands of years, cryptography has been used to provide confidential communica-
tion between trusted parties. Usually, two people, X and Y, agree on a particular secret
key. Then X can send a secret message to Y (or if Y sends a message to X). Keys are
used to convert the original message (often called plain text) into an encrypted form that
is incomprehensible to those who do not have the key. This is known as encryption, and
encrypted messages are known as ciphertext. Once Y has the ciphertext, it can use the
key to convert the ciphertext back to plain text. This is the decryption method. An
encryption system generates a comprehensive key specification and describes how it is
used to encrypt and decrypt data. Throughout history, several cryptographic systems of
increasing complexity have been utilized for a variety of purposes. Covert communication
between political leaders, military activities, and other applications are notable. How-
ever, as applications such as the internet and e-commerce have evolved, numerous new
and diverse applications have emerged. Encryption of passwords, credit card numbers,
email, papers, files, and digital media are examples of such instances.

Also, keep in mind that, in addition to data transferred from one party to another,
encryption techniques are also commonly used to protect stored data. For example, users
can use laptops, external hard drives, clouds, databases, and more. You may want to
encrypt your stored data.

Security concerns must be addressed in the design and implementation of cryptographic
systems. Traditionally, threat encryption entails listening in on enemy threats that cap-
ture the ciphertext and attempt to decipher it. Nothing can be done if the other person
holds the key. So the most essential security issue is an adversary that lacks the key
and attempts to crack the ciphertext. The method used by a competitor to "crack" a
cryptosystem is known as cryptanalysis. Attempting to guess the key is the most obvious
sort, of cryptanalysis. An exhaustive key lookup attack occurs when an attacker attempts
to decode the ciphertext using all available keys in sequence. If an adversary uses the
proper key, the plaintext will be found; but, if a different key is used, the "decrypted"
ciphertext may be nonsensical. As a result, identifying a large number of viable keys is

the first stage in building a safe cryptographic system. Inadequate keys make it impossi-

45



ble to test against an adversary in a fair length of time. The encryption model described
above is referred to as secret key encryption. This shows that X and Y are both aware
of the secret key. As a result, the key is a "secret" known to both parties. This key is
used to encrypt plain text as well as decrypt ciphertext. As a result, the encryption and

decryption functions are inverses of one another.

3.3.2 Public Key

Diffie and Hellman introduced the idea of public key encryption in the 1970s. They
reasoned that it would be feasible to create an encryption system with two distinct keys.
The public key is used to encrypt the plaintext, while the private key is used to decode the

" while the private key is only known

ciphertext. The public key is known to "everyone,'
to one person (i.e., the recipient of the encrypted message). As a result, with public-key
cryptosystems, anybody can encrypt a message, for example, send it to Bob and only Y
can decrypt it. The first and most famous example of a public-key encryption system is
the RSA encryption system, invented by Rivest, Shamir, and Adleman.

Public key encryption eliminates the need for two parties to agree on a pre-shared
secret key. However, a method must be developed for the secure distribution of public

keys. However, this is not necessarily a trivial goal. The main issue is the accuracy or

authenticity of the so-called public keys.

3.4 CLASSICAL CRYPTOGRAPHY

3.4.1 Some Cryptosystems

The primary goal of cryptography is to allow two persons, commonly referred to as Alice
and Bob, to communicate via an insecure channel in such a way that others cannot
understand what they are saying. A telephone line or a computer network can serve as
this channel. Alice uses a predefined key to encrypt the plaintext and sends the resultant
ciphertext across the channel. Bob can decipher the ciphertext and recreate the plaintext
by knowing the encryption key.

Now, based on these ideas, let’s give the definition of a cryptosystem using mathematical

notation.
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Definition 3.1 A cryptosystem is called a five-tuple (M,C, K, E, D) that satisfies the

following conditions.

a) M is a finite set of possible plaintexts.
b) C is a finite set of possible ciphertexts.
c) K, the keyspace, is a finite set of possible keys.

d) For each k € K, there is an encryption rule e, € E and a corresponding decryption

rule dp, € D. FEach e, : M — C and dy : C — M are functions

such that di(ex(z)) = x for every plaintext element x € M.
It is obvious that each encryption function e, must be an injective function (i.e., one-to-

one), as decryption would not be possible otherwise.

Shift Cipher

Let M = C = K = 7. For 0 < k < 25, define
ex(r) = (v + k) mod 26

and

dp(y) = (y — k) mod 26, =,y € Zag.

It is defined over Zsg since there are 26 letters in the English alphabet, though it could
be defined over Z,, for any modulus m. It is easy to see that the Shift Cipher forms a

cryptosystem as defined above.

Substitution Cipher

Let M = C = Zyg. K consists of all possible permutations of the 26 symbols 0,1, 2, ..., 25.

For each permutation 7 € K, define

1

where 77" is the inverse permutation to .
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The Hill Cipher

The encryption system devised by Hill replaces n consecutive plaintext letters with n
ciphertext letters. We utilize the matrix representations M for plaintext, K for key

matrix and C for ciphertext (encrypted matrix), where M, K, and C' are given as:

Kll K12 T Kln
K21 K22 e K2n

M:(Ml,...,Mm),K: . . ) . andC’:(C’l,...,C’m) (31)
Knl Kn2 T Knn

where M/s and C]s are block matrix of size 1 x n. The Hill cipher encryption-decryption

technique is defined as follows:
e(M) : C; = M; K (mod p) (3.2)
d(C) : M; = C;K ' (mod p) (3.3)

, where p is prime and ged(det(K),p) = 1.

The Affine Cipher

The Affine Cipher is a type of substitution cipher that is described as
ex(z) : y = (ax 4 b)(mod 26) (3.4)

di(y) : z = a ' (y — b)(mod 26) (3.5)

, where a,b,x,y € Zas and ged(a, 26) = 1, which confirms the existence of a™'.

The Affine-Hill Cipher

The Affine-Hill Cipher is a polygraphic block cipher that builds on the Hill Cipher concept

outlined before. Its encryption-decryption method is as follows:
e(M): C; = (M;K + B)(mod p) (3.6)

d(C) : M; = (C; — B)K '(mod p) (3.7)

, where M;, C; and B are 1 X n matrices, K is n X n key matrix, p is prime greater than

the number of different characters used in plaintext.
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Stream Ciphers

So far, in the cryptosystems we’ve looked at, successive plaintext items are encrypted
with the same key, K. To put it another way, the ciphertext string y is obtained as

follows:

y = y1y2 oo e — eK(‘Z.l)eK(:CQ) oo,

This type of cryptosystem is frequently referred to as a block cipher.
A different method is to employ what are known as stream ciphers. The main concept is
to create a keystream z = z125---, and use it to encrypt a plaintext string x = x5 - - -

according to the rule
y — y1y2 . = 621 ((El)ez2($2) e,

3.4.2 Public Key Cryptography and Discrete Logarithms

The topic of this subsection is public-key cryptosystems based on the Discrete Logarithm
issue. The Discrete Logarithm issue lies at the heart of several encryption systems. The
first and most well-known of them is the ElGamal Cryptosystem.

The ElGamal cryptosystem is based on the discrete logarithm problem. In order to
explain this problem, we first consider the case of a finite multiplicative group (G, .). For

an element o € G having order n, define
(o) ={a":0<i<n-—1}.

It is obvious that (a) is a subgroup of G and that («) is cyclic of order n. The subgroup
(o) is called the subgroup generated by «. We define a general version of the Discrete

Logarithm problem in a subgroup («) of a group (G, .).

Problem 3.1 (Discrete Logarithm) A multiplicative group (G,.), an element « € G
having order n, and an element 3 € («). Find the unique integer a, 0 < a < n — 1, such

that
o = g.
We will denote this integer a by log,, B; it is called the discrete logarithm of [3.
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The ElGamal Cryptosystem

1. p is prime.

2. D is a private key, where 1 < D < ¢(p).

3. Select a primitive root of p, say a.

4. Assign Ey = a and Ey = EP(mod p).

5. Make (p, E1, E2) as public key and keep D as secret key.

Suppose entity Vedat and Mehmet want to exchange keys. Vedat produces signature k
using the public key (p, E1, E2) mentioned above by computing & = Ef(mod p), where e
is a random integer with 1 < e < ¢(p), and secret key A = ES(mod p). Mehmet’s public
key makes it possible for Vedat to encrypt messages using their secret key and send them
(k,C).

Mehmet recovers secret key by utilizing their secret key D as follows after getting (k, C)
from Vedat:

A= kP = (B))” = (EP)" = (Ey)‘(modp).

As a result, Mehmet successfully locates the secret key and uses it to decrypt the cipher-

text C' and obtain the original plaintext P.

Big O Notation

When we do a computation, we want it to be as quick as feasible, or at least as fast as

possible. To discuss (roughly) what it implies, we’ll need to use big O notation.

Definition 3.2 Let f(x) and g(z) be two functions, we say that f(x) = O(g(x)) if there

is some constant C' > 0, which does not depend on x, so that | f(z)| < C'lg(z)| for all x.

Remark 3.1 There is a slight subtlety here: what does for all x mean? It could mean
for all x € R, but we will use it slightly more weakly to mean for all sufficiently large x,

i.e., there is some A so that |f(z)| < C'|g(z)| for all z > A.
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Example 3.1 If f(z) = a* + T2® — 52 + 3z + 12, then f(x) = O(z*). More generally,
if f(x) is a polynomial of the form az™+ lower order terms, then f(x) = O(z™). We also
have that f(z) = O(z" ™) or O(z"?), Typically, we’ll be looking for a big O that’s near

to the best we can do.
Example 3.2 For x — 0, sin2x = O(x). Because for Vo € R, |sin2x| < 2 |x|.

When using big O notation for g(z), there are a number of functions that we like to
employ. O(z?), O(x3), O(log(z)), O(2%) are commonly used. Another notation we will
use is O(2?7). ¢ is typically used in mathematics to denote a very small positive number.
So f(x) = O(x*T¢) means that for any r > 2, f(x) = O(z"), but it might not be the
case that f(z) = O(x?). This often indicates that f(x) is about z? times a function that

contains logarithms.

Example 3.3 For any b,c > 1, logyz = O(log.x), and vice versa. To see this, note

log,. x

that log, x = Tog 5’

so log, x and log,. x differ only by a multiplicative constant, which is

exactly the sort of thing that big O notation measures.

Example 3.4 For any ¢ > 0, logz = O(z°). Thus, while logx as x — oo, it gets there

very slowly.

Running Times of Algorithms

When discussing the running time of algorithms, we will usually utilize big O notation:
how long does it take to run a program to do something?

Suppose that instead of having a program that takes in a number and outputs another
number, we have a program that takes in some string of characters and outputs another
string of characters. How do we measure the size of the input now? The natural answer
is that we measure the length of the input string.

So, if we measure the running time of an algorithm involving an input string in terms of
the length of the string, perhaps we should do that for an algorithm involving an input
number: we measure it in terms of the number of digits in the number.

In this thesis, we will give the time complexity for matrices without going into too much

detail.
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Computers are required to do many Matrix Multiplications at a time, and hence it is
desirable to find algorithms to reduce the number of steps required to multiply two
matrices together. Until 1968, we had only the Trivial Algorithm to multiply matrices

together. This is as follows:

Algorithm 3.1 If we have two n X n matrices, n € N, A and B, with entries in a field
K, such that

aip aig b1 bio

A= an axn - and B = | by by

then
[AB]pq = Zl apibiq
where multiplication is defined as in the field K.

We see that this algorithm requires 2n® — n? operations in K to multiply two n x n

2

matrices, of which n® are multiplications and n® — n? are additions.

Definition 3.3 The exponent of matrixz multiplication over a field K is defined as
w(K) = inf{e € R : Mg(n) = O(n°)}.

We see from the trivial algorithm that w(K) has an upper limit of 3. Since the output
must include n? entries, the total number of matrix multiplication operations must be
less than this, so hence w(K) € [2,3]. In 1968, Strassen demonstrated via a recursive

method that w(K) < log, 7, see [49].
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CHAPTER 4

GENERALIZED WOODALL NUMBERS: AN INVESTIGATION OF
PROPERTIES OF WOODALL AND CULLEN NUMBERS VIA THEIR
THIRD ORDER LINEAR RECURRENCE RELATIONS

In this chapter, we will give definitions, theorems and properties related to Woodall
numbers. Our work which is given in this chapter is original. This chapter was published
as the journal, see [50].

The Woodall numbers {R,}, sometimes called Riesel numbers, and also called Cullen

numbers of the second kind, are numbers of the form
R,=nx2"—1.

The first few Woodall numbers are:

1,7,23,63,159, 383, 895, 2047, 4607, 10239, 22527, 49151, 106495, 229375, 491519, 1048575, . . .

(sequence A003261 in the OEIS [51]). Woodall numbers were first studied by Allan J. C.
Cunningham and H. J. Woodall in [52] in 1917, inspired by James Cullen’s earlier study
of the similarly-defined Cullen numbers.

The Cullen numbers {C,,} are numbers of the form

C,=nx2"+1.

The first few Cullen numbers are:

1,3,9,25,65,161, 385,897, 2049, 4609, 10241, 22529, 49153, 106497, 229377,491521, ...

(sequence A002064 in the OEIS).
Woodall and Cullen sequences have been studied by many authors and more detail can
be found in the extensive literature dedicated to these sequences, see for example, [52-62]

and references therein.
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Note that {R,} and {C,} hold the following relations:

Rn = 4Rn—1 - 4Rn—2 - ]-7
Cn - 4Cn_1 - 4Cn_2 —|— ].

Note also that the sequences {R,} and {C,} satisfy the following third order linear

recurrences:
Rn = 5Rn,1 - SRH,Q + 4Rn,3, RO - —1, Rl == 1, R2 = 7, (41)
Cp = 5Ch_1—8C,_o+4C,_5, Co=1,01=3,Cy=09. (4.2)

The purpose of this study is to generalize and investigate these interesting sequence of
numbers (i.e., Woodall, Cullen numbers) via their third order linear recurrence relations
(4.1) and (4.2). First, we recall some properties of generalized Tribonacci numbers.

The generalized (7, s, t) sequence (or generalized Tribonacci sequence or generalized 3-step

Fibonacci sequence)

{W,(Wo, Wy, Wa;r, s, t) buso

(or shortly {W,, },>0) is defined as follows:

W, =rW,_1+ sW,_g +tW,_3, Wo=a,W,=bWy=c¢, n>3 (4.3)

where Wy, Wy, Wy are arbitrary complex (or real) numbers and r, s, ¢ are real numbers.
This sequence has been studied by many authors, see for example [22,63-75].

The sequence {W,, },>0 can be extended to negative subscripts by defining
S r 1
W_, = _ZW—(n—l) — ;W—(n—2) + ZW—(n—?))

for n =1,2,3,... when ¢ # 0. Therefore, recurrence (4.3) holds for all integer n.
As {W,} is a third-order recurrence sequence (difference equation), it’s characteristic

equation is
2} —ra® —sx—t=0 (4.4)

whose roots are

a = a(r,s,t)zg—kA—i—B,
B = Blrs,t)=5+wA+w’B,
Y= 7(7“,8,25):%4—&)214—}-003,
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™ rs \/—1/3 s rs ot \/—1/3
— (it ivA) B (il VA
(27+6+2+ > ’ (27+6+2 ) ’

°t s t s 1 —1+iv3
A = A(sgy— b st 8 _—L+iv3

v — exp(27i/3).
27 108 " 6 27 a1 ¥ 2 exp(2mi/3)

Note that we have the following identities
at+f+y =

aftay+py = —s,

afy = t.

In the case of two distinct roots, i.e., « = 3 # -, Binet’s formula can be given as follows:

Theorem 4.1 (Two Distinct Roots Case: o = [ # 7) Binet’s formula of generalized

Fibonacct numbers is

Wn = (Al + AQTl) X o + Ag’}/n

where
4 - Wy + 2aW; — y(2a — v) Wy

1 — )

(@ —7)*

4 — Wy — (a + v)W1 + ayWy

2 — 9

aa—7)
W2 — 2OCW1 + OZ2W0
Az = 5 .
(a—7)

Next, we give the ordinary generating function »_ W, z™ of the sequence W,,.

n=0

Lemma 4.2 Suppose that fw, (x) = >, W,a™ is the ordinary generating function of
n=0

the generalized (r,s,t) sequence (the generalized Tribonacci sequence) {W,}n>o. Then,
&)

Wypa™ is given by

n=0
- Wo + (Wh — W, Wo — rWy — sWo)a?
S Wt = o+ Wh = riWo)a &+ Wa = Wi = sWo)z”, (4.5)
= 1—rx— sz —tx
Matrix formulation of W,, can be given as
Wiio r s t Wy
Wn+1 - 1 00 W1 . (46)
Wy 010 Wo
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For matrix formulation (4.6), see [76]. In fact, Kalman gave the formula in the following

form
W, 010 ' Wo
Weir | =1 0 01 Wi
Wiao r s t W

Now, we present Simson’s formula of generalized Tribonacci numbers.

Theorem 4.3 (Simson’s Formula of Generalized Tribonacci Numbers) For all in-

tegers n, we have

Wn+2 Wn+1 Wn W2 Wl WO
Wipr Wn Wi | = W Wy Wy |- (4.7)
Wn Wn— 1 Wn— 2 WO W_ 1 W_ 2

Proof. For a proof, see Soykan [13]. [J

Next, we consider two special cases of the generalized (r, s, t) sequence {W,,} which we call
them (r,s,t) and Lucas (7, s,t) sequences. (r,s,t) sequence {G,},>0 and Lucas (r,s,t)
sequence {H, },>o are defined, respectively, by the third-order recurrence relations

Gn+3 = TGn+2 + SGn—H + th, G() = 0, G1 = 1, GQ =T, (48)

Hy,.s = rHy,9+sH, 1 +tH, — Hy=3,H, =r Hy=2s+7r" (4.9)

The sequences {G,, }n>0 and {H, },>0 can be extended to negative subscripts by defining

s r 1
Gop=—2G_(n1) = 2G_(n2) + ~G_(n_3),
y G- = 3 b (o) T G (n3)
5 r 1
H.,=——H (1y—~H w2+ -H _(u-
y -1 = TH-2) + o (no3)

for n = 1,2,3, ... respectively. Therefore, recurrences (4.8)-(4.9) hold for all integers n.
In the case of two distinct roots, i.e., « = 3 # =, for all integers n, Binet’s formula of
(r,s,t) and Lucas (r, s, t) numbers (using initial conditions in (4.8)-(4.9)) can be expressed

as follows:

Theorem 4.4 (Two Distinct Roots Case: o« = [ # «y) For all integers n, Binet’s

formula of (r,s,t) and Lucas (r,s,t) numbers are

— 1 Y
G, = ( + n)xa”—i——’y”,
(a—7)? (@=7) (a—7)°
H, = 2a"+~",

respectively.
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Lemma 4.2 gives the following results as particular examples (generating functions of

(r,s,t) and Lucas (7, s,t) numbers).

Corollary 4.1 Generating functions of (r,s,t) and Lucas (r, s,t) numbers are

x
Gpa" =

Z " 1 —rx—sx?—tz%’
n=0
i H o 3 —2rx — sx?

" = :

" 1 —rz— sz?—ta?

n=0
respectively.

The following theorem shows that the generalized Tribonacci sequence W,, at negative

indices can be expressed by the sequence itself at positive indices.
Theorem 4.5 Forn € Z, we have

-n 1 2
W_n =t (Wzn - Han —f- §(Hn T Hgn)Wo)

Proof. For the proof, see Soykan [77, Theorem 2.]. [
Now, we present a basic relation between { H,} and {W,,} which can be used to write H,

in terms of W,,.

Lemma 4.6 The following equality is true:

(W3 + (t + rs)W2 + 2WE + (r? — s)WiWy — 20W W3 — sWoW3 + rtWiWy + (s +
rt)WoW2E 4 2stWEW, + (rs — 3t WoWiWa)H,, = (3WE + (r2 — s)W2 + rtWg — 4rW Wy —
2sWoWy + (rs — 3O)WoW1) Wi + (=2rW2 + 3tW32 — 2sW Wy — 3tWoWs + 3rsWE +
25tWE + 2r2 Wi Wy + 28*WoWy + rsWoWa + 2rtWoW1 )Wy iq + (—sW3 + (s* + rt)WE +
SPWE + (rs — 3t) Wi Wa + 2rtWoWs + 4stWoWh)W,,.

Proof. It is given in Soykan [22]. OJ

Using Theorem 4.5, we have the following corollary, see Soykan [77, Corollary 6].
Corollary 4.2 Forn € Z, we have

(a) G_, = tn%((%t — 8)G? + tGan + $Gpi2Gr — (3t +18)G,1Gh).

(b) H_y = 5 (H2 — Hy,).

A
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Note that G_,, and H_,, can be given as follows by using Gy = 0 and Hy = 3 in Theorem
4.5,

1
G—n = t_n(G2n - HnGn + §(H721 - HQn)GO) = t_n(GQn - HnGn)a

1 1
H—n == tin(H2n - Han + é(HE - H2n)HO> = ﬁ(Hz - H2n)7

respectively.

4.1 GENERALIZED WOODALL SEQUENCE

In this section, we consider the case r = 5, s = —8,t = 4. A generalized Woodall sequence

{Watnso = {W,(Wo, Wi, Wa) }i>0 is defined by the third-order recurrence relations
Wi = 5Woy — 8Wp_o + AW, (4.10)

with the initial values Wy = ¢o, W7 = ¢1, W5 = ¢ not all being zero.

The sequence {W,, },>0 can be extended to negative subscripts by defining

5 1
W_n=2W_1)— W_(n2 + 1

W_n
1 (n-3)

for n = 1,2,3, .... Therefore, recurrence (4.10) holds for all integer n.
Theorem 4.1 can be used to obtain Binet formula of generalized Woodall numbers. Binet
formula of generalized Woodall numbers can be given as

(two distinct roots case: a = 3 # )

Wn = (Al + Agn) x a” —+ Ag’yn

where
Wy 4+ 2aW; — v(2a0 — )Wy
Al - 2 )
(=)
4 — Wy — (a + )Wy + ayWy
2 — 9
a(a—7)
W2 — 2OCW1 + 052W0
Ay = o Wo
(=)

Here, o, # and ~ are the roots of the cubic equation
=522 +8r—4=(z—27(x—1)=0.
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Moreover

o} B =2,

y 1.

So,

Wn = (Al + A2n> x 2™ + Ag

where

Al - —W2 + 4W1 - 3W07
Wy — 3W7 + 2W,

A2 = )

2

Az = Wy —4W; 4 4W,,

ie.,

W, = (=W + 4W7 — 3Wy) +

Wy — 3W1 + 2W,

2

n) x 2™ —+ (WQ — 4W1 + 4WO)

(4.11)

The first few generalized Woodall numbers with positive subscript and negative subscript

are given in the following Table 4.1.

Table 4.1 A few generalized Woodall numbers

n W, W_,

0 Wo Wo

1 4% L (8Wo — 5W; + Wh)

2 W, (11Wy — 9W; + 2Ws)

3 4Wo — 8W + 5, L (52W, — 4TW; + 11W5)

4 20Wy — 36W, + 17W, (57TWy — 54W, + 13W5)

5 68Wo — 116W; + 49W, a1 (240W, — 233W; 4 57W5)

6 196W, — 3247 + 129T, (247TW, — 243W; + 60TV5)

7 516Wy — 8361, + 321W, s (1004Wo — 995W; + 247W5)

8 1284 Wy — 2052W; + 769W5 5= (1013Wo — 1008W7 + 251W5)

9 3076Wy — 4868W; + 1793 W, T (4072Wo — 4061W; + 1013W5)
10 7172W, — 11268W; + 4097, o7 (4083Wo — 4077W; + 1018W5)
11 16388W, — 25604W; + 9217Ws 1= (16356Wy — 16343W; + 4083W>)
12 36868W, — 57348W; + 20481W, - (16369W, — 16362W; + 408915
13 81924W, — 126980W; + 45057W, o2 (65504W, — 65489W; + 163691>)




Now, we define four special cases of the sequence {W,}. Modified Woodall sequence

{Gn}n>0 , modified Cullen sequence {H,},>0, Woodall sequence {R,} and Cullen se-

quence {C,,} are defined, respectively, by the third-order recurrence relations
Gn - 5Gn,1 - 8Gn,2 + 4Gn,3, Go == 0, Gl - 1, G2 - 5,
H, = 5H,1—8H, o+ 4Hn—37 Hy = 37 H, = 57 Hy = 97

R, = 5R,_1—8R,_2+4R,_3, Ry=—-1,Ri =1,Ry =T,

S

Cn - 5Cn,1 - SCn,Q + 4Cn,3, C[) = 1, Cl - 3, CQ = 9

(
(
(
(

12

N
—_

'oN
—

15

)
3)
4)

)

The sequences {G,}n>0, {Hn}n>0, {Rn}n>0 and {C,},>0 can be extended to negative

subscripts by defining

5) 1

Gon = 2G-(-1) = 1G-@-2) + G-@-9),
5 1

H_, = 2H (1) — ZHf(nf2) Sl ZH—(n—s),
5 1

R, = 2R_(,-1)— ZR—(n—Q) + ZR—(n—?))?
) 1

C_, = 20C_(—1) — ZC—(n—z) + 1 (n=3);

for n = 1,2, 3, ... respectively. Therefore, recurrences (4.12)-(4.15) hold for all integer n.

Next, we present the first few values of the modified Woodall, modified Cullen, Woodall

and Cullen numbers with positive and negative subscripts:

Table 4.2 The first few values of the special third-order numbers with positive and negative

subscripts.
n 0 1 2 3 4 5 6 7 8 9 10 11 12
G, O 1 5 17 49 129 321 769 1793 4097 9217 20481 45057
e o L 1 1 13 5 15 247 251 1013 509 4083
—n 4 2 16 16 64 16 256 256 1024 512 4096
H, 3 5 9 17 33 65 129 257 513 1025 2049 4097 8193
H o 3 5 9 1T 3 65 129 257 513 1025 2049
-n 2 4 8 16 32 64 128 256 512 1024 2048
R, -1 1 7 23 63 159 383 895 2047 4607 10239 22527 49151
R 3 3 _ 1 _5 _3 _3 13 33 521 517 205 _ 1027
—n 2 2 8 4 32 32 128 32 512 512 2048 1024
Ch 1 3 9 256 65 161 385 897 2049 4609 10241 22529 49153
8. 115 3 20 20 120 31 503 507 2037 1021
—n 2 2 8 4 32 32 128 32 512 512 2048 1024

G, H,, R, and C, are the sequences A000337, A000051 (and A048578), A003261 and

A002064 in [51], respectively. Note that {H,, } satisfies the following second order linear
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recurrence:

H,=3H, 1—2H, 5, Hy=3,H =5

and satisfies the following first order non-linear recurrence:
H,=2H, 1—1, Hy=3.

For all integers n, modified Woodall, modified Cullen, Woodall and Cullen numbers (using
initial conditions in (4.11)) can be expressed using Binet’s formulas as

G, = (n—1)2"+1

H, = 2" 41

R, = nx2"-1

S

C, = nx2"+1

respectively.

(0.9]
Next, we give the ordinary generating function »_ W, z™ of the sequence W,,.
n=0

Lemma 4.7 Suppose that fw, (x) = > Wya™ is the ordinary generating function of the
n=0

generalized Woodall sequence {W,}n>0. Then, > Wyx™ is given by

n=0

f: W = Wo + (Wl - 5W0)$ + (WQ —5Wi + 8Wg)$2
— S 1 — 52 + 82 — 4a3 '

Proof. Take r =5,s5s = —8,t = 4 in Lemma 4.2. [

The previous lemma gives the following results as particular examples.

Corollary 4.3 Generated functions of modified Woodall, modified Cullen, Woodall and

Cullen numbers are

T

Gn "= 5
% . 1 — 5z + 822 — 423
> 3 — 10z + 822
ZHnm” - 374‘2 - 37
—~ 1 —5x+ 8x% —4x
> —1+ 62 — 622
ZR"xn = o & )
— 1 — 5z + 822 — 423
> 1 — 2z + 222

Cn "= )
HZ:; . 1 — 5z + 822 — 423
respectively.
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4.2 SIMSON FORMULAS

There is a well-known Simson Identity (formula) for Fibonacci sequence { F}, }, namely,
FuFoy — F2 = (—1)"

which was derived first by R. Simson in 1753 and it is now called as Cassini Identity
(formula) as well. This can be written in the form

Fn+1 Fn
Fn anl

— (—1)".

The following theorem gives generalization of this result to the generalized Woodall se-

quence {W,, },>o.

Theorem 4.8 (Simson Formula of Generalized Woodall Numbers) For all inte-
gers n, we have
Wite Wit Wy
Wir Wy Wiy | = =22 (Wa — 4AW; + 4AWo) (Wa — 3W; + 2Wp)*.
W, Wue Wi
Proof. Take r =5,s = —8,¢t = 4 in Theorem 4.3. [

The previous theorem gives the following results as particular examples.

Corollary 4.4 For all integers n, Simson formula of modified Woodall, modified Cullen,
Woodall and Cullen numbers are given as
Gn+2 Gn+1 Gn
G(n+l Gn anl = _22n727
Gn anl Gn72
Hn+2 Hn+1 Hn
Hn+1 Hn Hn—l = 07
Hn Hn—l Hn—2

Rpso Rosi  Ra
Roi1i R, Rn,.,| = 227
R, Rui Rus
Cniz Cnyr Gy
Cpsr Cp Coy | = =272
Co Cuy Coy
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respectively.

4.3 SOME IDENTITIES

In this section, we obtain some identities of generalized Woodall, modified Woodall,

modified Cullen, Woodall and Cullen numbers. First, we can give a few basic relations

between {W,,} and {G,}.
Lemma 4.9 The following equalities are true:

(a) 16W, = (52Wo — 4TWy + 11W5)Ga + (199W; — 216Wy — ATW2)Glurs + 4(5TW, —
5AW; + 13W5) G

(b) 4W, = (11Wy — W, + 2W3)Grups + (A0W) — 4TWy — OWa)Ga + (52Wy — 4TW, +
11W3) Gy

(c) AW, = (8Wo—B5W1+W2)Ghupa+(25W1 —36Wo— 5Wa) Gy 1 +4(11Wo — IW; +2W5) G-
(d) W,, = WoGpi1 + (—5Wo + W1)G,, + (8Wo — W1 + Wa) G, 1.
(E) Wn = WlGn + (—5W1 + Wg)Gn,1 -+ 4WOGn,2.

(£) 4(4Wy — AWy + Wa) (2Wo — 3W1 + Wi)2G, = (8W2 — Wy Wa — AW Wy + W2 Wi g +
(—36W2 — 5W2 + 20WoWy — AW, Wa + 25W W)W g + 4(AWE + 16W2 + 22 —
16WoW, + 5Wo W — LI, Wa)Wiyio.

(8) (4Wy — AW, + W) (2Wo — 3W; + Wa)2Gy = (W2 — WoWa)Wiys + (AW2 — SWW, +
SWoWa — WiWa)Wiso + (SW2 + W2 — AWW, — 5, Wa) Wiy

(h) (AW — AW, + W) (2Wy — 3W; + W5)2G = (AW + 5W2 — 8WoWy — Wi Wa) Wiso +
(W2 — AW, W, + 8WoWa — 5W W) Wiy + A(W2 — Wy W)W

(1) (AWo— AW +Wa) (2Wo —3W1 +W2)2 G,y = (20W2 +25W2 + W2 — 44 W W + 8 W Wy —
10W, Wo) W1 +A(—8W2+ 16Wo Wy — WaWo — IW2 + 2Wo W1 )W, + 4(AW2E +5W2 —
SWoWy — Wi Wa) W,y

63



G) (AW, — AWy + W) (2Wo — 3W) + Wa)2G,, = (68W2 + 89W2 + 5W2 — 156W, Wy +
36WoWa — 420, Wa)W,, + 4(—36W2 + 8OW, Wy — 16WoWs — 45W2 + 19W, W, —
W)W,y + 4(20W2 + 25W2 + W2 — 4dW, W, + 8WoWs — 10W,Wa) W, _s.

Proof. Note that all the identities hold for all integers n. We prove (a). To show (a),

writing
Wn:ax Gn—i—4"'b>< GTL+3+CX Gn+2
and solving the system of equations

WO = CLXG4—|-b><Gg—|-C><G2
W1 = CLXG5+bXG4+C><G3
W2 = CLXG6+b><G5+CXG4

we find that a = $5(52Wy — 47TWy + 11W,),b = —3(216Wy — 199W; + 47Ws), ¢ =
1(57Wy — 54W; + 13W,). The other equalities can be proved similarly. ]
Note that all the identities in the above Lemma can be proved by induction as well.

Next, we present a few basic relations between {W, } and {H,}.

Lemma 4.10 The following equalities are true:

(a) 2(2W, — 3W, + Wa) (AW, — AW, + Wa) H, = (8Wo — 10W; + 3Wa)Wipa + (36W —
28Ty — 11Wa)Wias + 2(12W — 16W, + 5Wa) Wi

(b) (2Wy — 3Wy + Wa)(AWy — AWy + Wa)H, = (6Wo — TWy + 2Wa)Wiys + (241 —
20Wo — TWa)Wiia + 2(8Wo — 10W; + 3Wa) W, 1.

(C) (2W0 — 3W1 + WQ)(4W0 — 4W1 + WQ)Hn = (10W0 — 11W1 + 3W2)Wn+2 + 2(18W1 —
16Wy — 5Wo) W1 + 4(6Wo — TW, + 2Wa)W,.

(d) (2Wo — 3W, + W) (AW — AW, + W) H,, = (18Wy — 19W; + 5Wa) Wiy + 4(15W; —
14W, — 4Wo)W,, + 4(10Wy — 11W; + 3Wa)W,,_;.

(E) (2W0 — 3W1 + WQ)(4W0 — 4W1 + Wg)Hn = (34W0 — 35W1 + 9W2)Wn + 4(27W1 —
26Wo — TWa) W1 + 4(18Wp — 19W; + 5Wa)Wi_s.
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Now, we give a few basic relations between {W,,} and {R,}.

Lemma 4.11 The following equalities are true:

(a) 8W, = (42W; — 39Wy — 11W3) Rpsq + (151Wy — 161W; + 42W3) R, s + (151W]
144Wy — 39W3) Ryya.

(b) 8W,, = (49W; — 44Wy — 13Ws)Rpss + (168Wy — 185W; + 49Ws) Rpss + 4(42W
39T, — 11Ws) Ry

(C) ZWn = (15W1 — 13W0 — 4W2)Rn+2 + (49W0 — 56W1 + 15W2>Rn+1 -+ (49W1 — 44W0
13Wa)R,..

(d) 2W, = (19W; — 16Wy — 5Wa) Rpyy + (60Wy — TIW, + 19W5) R, + 4(15W; — 13W,
AW3) Ry 1.

(e) W, = (12W; — 10Wy — 3Wa) R, + 2(19Wy — 23W; + 6Wa) R,_1 + 2(19W; — 16W,
5Ws) R

(£) 2(4Wy — AW, + Wa)(2Wy — 3W; + W))2R,, = (—12W2 + 36WW; — 13W, W,
26W2 + 18W, Wy — 3W2) Wi + (52W2 + 108W2 + 12W2 — 152Wo Wi + 53 W, Wy

T3WLWo) W5+ (—48W2 + 1A0W Wy — A8WoWa — 100W2 + 6TW, Wa — LIWZ) W, 1.

(g) 2<4WO — 4W1 + WQ)(2W0 — 3W1 + Wg)QRn - (—8W02 + 28WOW1 — 12W0W2
220W2 + 1TWy W — 3W2) Wi 5 + (A8WE + 108W2 + 13W2 — 148WoWy + 56Wo Wy

TTWLW2) Wy a4 4(— 12WE + 36Wo Wy — 13Wo Wy — 26W2 + 18W Wy — 3W2) W1

(h) (4W0 - 4W1 -+ WQ)(2W0 - 3W1 + WQ)an == (4W02 - le - W22 - 4WOW1 - 2WOW2
AWL W) Woig + 2(4W2 4 18W2 + 3WZ — 20Wo Wy 4+ 11WWy — 16WWo) Wiy
2(—8W2 + 28W Wy — 12Wo Wy — 22W2 + 1TW, Wy — 3W2)W,.

_|_
+

(1) (AW, — AWy + Wo)(2Wy — 3W, + Wh)2R, = (28W2 + 31W2 + W2 — 60W, W, +
12WoWy — 12W W) Wiy + 2(—24W2 + 44WW, — AWWy — 18W2 + W W, +

W2)W, + A(AW2 — W2 — W2 — AWW; — 2WoWy + AW, o)W,y
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G) (AW, — AWy + Wa)(2Wy — 3W7 + Wa)?R,, = (92W2 + 119W2 + TW2 — 212W, Wy +
52WoWa — 58W Wa) W, + 4(—52W2 + 116W, W, — 26WoWa — 632 + 281, W, —
W)W, _1 + 4(28W2 + 31W2 + W2 — 60Wo Wy + 12WoWs — 120, Wa) W, _s.

Next, we present a few basic relations between {W,,} and {C,}.

Lemma 4.12 The following equalities are true:

(a) 8W,, = (25Wo—22W1 +5W5)Chyiq + (95Wy — 105Wo — 22Wa ) Crg + (112Wo — 105W; +
25W3) .

(b) 8W,, = (20Wy — 15W; + 3W3)Cyrss + (TIW; — 88Wo — 15Ws)Clys0 + 4(25Wo — 22W; +
5W2)On+]_.

(c) 2W, = (3Wy — W1)Crusa + (8W7 — 15Wy — Wa)Chsy + (20Wy — 15W; + 3W3)Cly.
(d) 2Wn = (3W1 = Wg)CnJrl aF (3W2 =3 7W1 - 4WO)Cn + 4(3Wg - Wl)Cnfl.
(e) Wn = (4W1 — 2W0 — WQ)Cn -+ 2(3W0 — 7W1 + QWQ)Cnfl -+ 2(3W1 — Wg)Cn,Q.

(£) 2(4Wo— AW, +Wa) (2Wo — 3W +W2)2C,, = (AW +10W2+ W2 — 12Wo Wy +3 W Wa —
6y Wa)Wiia + (—12W2 + 40Wo Wy — 11WoWa — 36W2 + 23W1 W — AW2)Wiis +
(16W2 + 44W2 + 5W2 — 52WoWy + 16WoWa — 20W, Wo) W, .

(8) 2(4Wo— AW, +Wo)(2Wo —3W, +Wo)2C,, = (8WE+14W 2+ W2 —20W Wy +4W W —
TWiWo) Wiz + (—16W2 + 44Wo Wy — 8WWo — 36W2 4+ 19W Wy — SWH W, 1o +
4(AWE +10W2 + W3 — 12WoWy + 3WoWo — 6W Wo) W, 41.

(h) (AWo— AW, +Wa) (2Wo— 3Wy + W3)2C, = (12W2+1TW 2+ W2 — 28 W, W +6W, Wo —
SWiWa)Wiis + 2(—12W2 + 28W, W, — 5WoWs — 18W2 + W Wa — W2) Wiy +
2(8W2 + 1AW + W2 — 20WoW, + AWy Wa — TW, Wa)W,,.

() (AW, — AWy + Wa)(2Wo — 3W; + W)2C,, = (36W2 + 49W2 + 3W2 — 84W, W, +
20WoWa — 24W1 Wa) Wiyt + 2(—40W2 + 92W, Wy — 20WoWy — 5AW2 + 25W, W, —
SW2)W,, + 4(12W2 + 17TW2 + W2 — 28Wo Wy + 6WoWa — SW, W)Wy
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G) (AW, — AW, + Wa)(2Wy — 3W5 + Wi)2C, = (100W2 + 137W2 + 9W2 — 236W, W, +
60WoWa — TOW,Wa) W, + 4(—60W2 + 140WoWy — 34WWo — 81IW2 + 40W, W, —
SW2)W,_y + 4(36W2 + 49W2 + 3W2 — 84W, W, + 20Wo W — 24W, W)W, _s.

Now, we give a few basic relations between {G,} and {H,}.

Lemma 4.13 The following equalities are true:

4H, = 5G4 —19G, 43 + 18G4,
OH, = 3G.s— 111Gz + 10G, 1,
H, = 2Gun.o— TGy +6G,,
H, = 3Gni1—10G, + 8Gy 1,

H, = 5G, —16G,_1 +12G,,_,.

Next, we present a few basic relations between {G,,} and {R,}.

Lemma 4.14 The following equalities are true:

8G, = —13R,4+49R, 5 —44R, o,
2G, = —4R,y3+ 15R, o — 13R,.1,
2G,, = —bSR,2+19R, 1 — 16R,,
G, = —3R,41+12R, —10R,,_4,
G, = —3R,+14R, 1 —12R, o,
and
8R, = —11G,14+43G, 13 — 40G 49,
2R, = —3Gu43+12G, 0 — 11G) 41,
2R, = —3G,2+13G, 1 —12G,,
R, = -G +6G, —6G, 1,

Rn - Gn + 2Gn_1 - 4Gn—2-

Now, we give a few basic relations between {G, } and {C,}.
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Lemma 4.15 The following equalities are true:

8G, = 3Cpis— 15C, 3+ 20C,.0,

2G, = —Chis+3Cuis,
Gn = —Cpy1 + 4On - 2071717
Gn = _On + 6Cn—l - 4071—27
and

8C, = B5Ghia—21Ghis 424G s,
20, = Gugz — 4G40 + 5G40,
2, = Gy — 3G + 4G,

C, = Gni1—2G,+2G, 4,

C, = 3G,—-6G,_1+4G, .

Next, we present a few basic relations between {H,} and {R,}.

Lemma 4.16 The following equalities are true:

AH, = —3Rnis+13Rn.s — 14R0 .0,
2Hn = _Rn+3 + 5Rn+2 - 6Rn+1a
Hn — Rn+1 - 2RTL7

Hn - 3Rn - 8Rn,1 -+ 4Rn,2.
Now, we give a few basic relations between {H, } and {C,}.

Lemma 4.17 The following equalities are true:

AH, = 50,14 —19C, 5 + 18C, o,
2H, = 3Chi5—11Cni0+ 10C, 1,
H, = 2Cpis—TChi1+6Cy,
H, = 3Cpi1 —10C, + 8C,_1,

H, = 5C,—16C,_1+ 12C, _,.
Next, we present a few basic relations between {R,} and {C,,}.
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Lemma 4.18 The following equalities are true:

4R, = —6C,14+23C, 43 — 210,42,
4R, = —TC,13+27C, 19 —24C, 41,
R, = —-2C,:2+8C,41 — 7C,,
R, = —-2C,41 +9C, —8C,_1,
R, = —-C,+8C,_1—8C,_a,
and
4C, = —6R,14+23R,13 —21R, 0,
4C, = —TR,13+27TR, 10 —24R, 1,
Cn = —2R,.2+8R,1—TR,,
C, = —2R,11+9R, —8R, 1,
C, = —R,+8R,_1—8R, 5.

4.4 ON THE RECURRENCE PROPERTIES OF GENERALIZED WOODALL
SEQUENCE

Taking » = 5,5 = —8,t = 4 in Theorem 4.5, we obtain the following Proposition.

Proposition 4.19 For n € 7, generalized triangular numbers (the case r = 5,s =

—8,t = 4) have the following identity:

1
W_, = 4in<W2n - H,W, + 5([—[2 - HZ”)WO>

where
H :((10W0 — 11W1 + 3Wa)Whta — 2(16Wo — 18W7 + 5Wa) W11 + 4(6Wy — TW1 + 2Wa)Wy,) (4 16)
n (2Wo — 3W1 + Wa)(dWo — AW1 + W) ’

Note that if we take r = 5,5 = —8,¢ = 4 in Lemma 4.6 (or using Lemma 4.10 (c)) we get
(4.16).

From the above Proposition and Corollary 4.2, we have the following corollary which
gives the connection between the special cases of generalized triangular sequence at the
positive index and the negative index: for modified Woodall, modified Cullen, Woodall
and Cullen numbers: take W,, = G,, with Go = 0,G; = 1,Gy = 5, take W,, = H,, with
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Hy=3 Hy=5H, =9, W, =R, with Ry = —1,Ry = 1,Ry, = 7 and W,, = C,, with
Co=1,C1 =3,y =9, respectively. Note that in this case H,, = H,,.

Corollary 4.5 For n € Z, we have the following recurrence relations:

(a) Modified Woodall sequence:

G_p = 47(—6G2 + Gan — 2Gn12Gy + TGri1Gy).

(b) Modified Cullen sequence:

Ho, =272 (H? — Hy,) .

(c) Woodall sequence:

R, =27"""Y=R2, | + Ropy1 + 2R, 11 Ry).
(d) Cullen sequence:

C_, = 272" N4CE , +49C2 | 4 24C7 — 20y 49 + TCopi1 — 40y, — 28C,11Chia

£200,Clris — T0C,Crsr).

4.5 SUM FORMULAS

The following Theorem presents some formulas of of generalized Woodall numbers num-

bers with indices in arithmetic progression.

Theorem 4.20 For all integers m and j, we have the following sum formula:

- 1
S Wiy = -
— 2(2m —1)

where

T = ((j +mn — 2)2™H2m40 _ (j 4 m 4+ mn — 2)27 M4 4 (m — j 4 2)27H 4 (j — 2)27 +
2(n 4+ 1)(2™ — 1)®)Wy + (= (35 + 3mn — 8)2mn+2m+i 4 (35 + 3m + 3mn — 8)2mnTmHi 4
(35 — 3m — 8)2mH — (35 — 8)27 — 8(n 4 1)(2™ — 1)2)Wy + 2((j + mn — 3)2m"T2m+i — (5 +
m +mn — 3)2m T 4 (m— j 4+ 3)2™ + (5 — 3)27 + 4(n + 1)(2™ — 1)?)W,.
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Proof. Use the Binet’s formula of generalized Woodall numbers, i.e.,

Wy — 3W1 + 2,

W, 5

The following proposition presents some formulas of generalized Woodall numbers num-

bers with positive subscripts.

Proposition 4.21 Forn > 0, we have the following formulas:
(@) Dio Wi = ((n—3)2"+n+3)Wo—((3n—11)2"+4n+11)W;+((n—4)2" ! +4n+9) W,

(b) >po Wae = 5(((3n — 4)22"2 4+ 9n + 16) W, — 12((3n — 5)22" + 3n + 5) Wy + ((6n —
11)22"2 4+ 36m + 53)Wy).

(€) Yoo Warsr = L(((6n — 5)227+2 4 9n + 20)Wa — 3((6n — 7)22"2 + 12n + 25)W; +
4((3n — 4)22"*2 + 9n + 16)Wp).

Proof. Take m =1, =0; m = 2,5 =0 and m = 2,j = 1, respectively, in Theorem 4.20.
OJ

From Theorem 4.20, we have the following corollary.

Corollary 4.6 For all integers m and j, we have the following sum formulas:

(@) ko Gmrsj = Gy (U + mn = 12720 — (4 m 4 mn — 12775 + (0 +
122 — (n+1)2" — (j—m —1)2"7 + (j = 1)2 + n + 1).

(0) Yho Huktj = gy 2™ + (n+ 1)27 — 274 —n — 1),

(€) s Bunks = ggye (j + mn)27 23 — (4 m - mn)27™ 7 — (4 1)227 +

(n+ 1)2m+ 4 (m — j)2mH 4 215 —n —1).

(d) ZZ:O ka+j = (Q'rn+1)2<<j + mn)an—i—Zm-i-j _ (] +m + mn)an—‘rm-i-j + (n + 1)22m _
(n+1)2"t 4+ (m — §)2™H + 275+ n + 1).

From the last Proposition 4.21 (or using Corollary 4.6), we have the following corollary
which gives sum formulas of modified Woodall numbers (take W,, = G,, with Gy = 0,G; =
1, Gg - 5)
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Corollary 4.7 For n > 0 we have the following formulas:
(@) Y gGr=(Mn—-2)2"" +n+4.

(b) 4o Gar = 5((6n —5)22"+2 + 9 + 20).

(€) Yop_oGors1 = §((3n — 1)22"T 4 9n + 25).

Taking W,, = H,, with Hy = 3, H; = 5, Hy = 9 in the last Proposition 4.21 (or using
Corollary 4.6), we have the following corollary which presents sum formulas of modified

Cullen numbers.

Corollary 4.8 For n > 0 we have the following formulas:
(a) Yp oHy=2""24n-1.

(b) > o Hou = %(22%3 +3n+1).

(€) Yopeo Haryr = (22" +3n - 1).

From the last Proposition 4.21 (or using Corollary 4.6), we have the following corollary
which gives sum formulas of Woodall numbers (take W,, = R, with Ry = —1,R; =
1, R2 — 7)

Corollary 4.9 Forn > 0 we have the following formulas:
() koo B = (n = 12" = 1).

(b) > o Rox = 5((3n — 1)22"+3 — 9n — 1).

(c) YohoRok1 = é((6n +1)22%3 —9n + 1).

Taking W, = C, with Cy = 1,C = 3,C5 = 9 in the last Proposition, we have the

following corollary which presents sum formulas of Cullen numbers.

Corollary 4.10 For n > 0 we have the following formulas:
(@) > oCh=(n—-1)2"" +n+3.

(b) > i o Co = +((3n — 1)22"*3 + 9n 4 17).

(€) Sh_pCorp1 = £((6n + 1)227+3 4 9n 4 19).
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4.6 MATRICES RELATED WITH GENERALIZED WOODALL NUMBERS

We define the square matrix A of order 3 as:

5 —8 4
A=11 0 0
0 1 0

such that det A = 4. From (4.10) we have

Wit 1 0 0 W, (4.17)
0 1 0 |
and from ( (or using (4.17) and induction) we have
Wit 1 0 0 W
0 1 0 Wo

If we take W = G in (4.17) we have
n+1 1 0 0 Gn
0 1 0 G

We also define

G —8Gn +4G, 1 4G,
Bn = Gn —8Gn71 + 4Gn72 4Gn,1
Gn—l _8Gn—2 + 4Gn—3 4Gn—2

and

Wy —SW, +4W, ,  4W,
Co=| W, —8W,1+4W, o 4W,,
anl _8Wn72 + 4Wn73 4Wn72

Theorem 4.22 For all integer m,n > 0, we have
(a) B, =A"
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(b) C1A" = A"C,
(¢) Chsm = CpByy = BpCl.

Proof. Take r =5,s = —8,t = 4 in Soykan [22, Theorem 5.1.]. [

Some properties of matrix A" can be given as
A" =B5A" —8A"MT 44473

and

AT = AT A™ = A A"

and

det(A™) = 4"

for all integer m and n.

Corollary 4.11 For all integers n, we have the following formulas for the modified
Woodall, Woodall and Cullen numbers.

(a) Modified Woodall Numbers.

n

-8
0
1

4 Goii  —8G, +4G, 4G,
0 = Gn —8Gn71 + 4Gn72 4Gn71
0 Gn—l _8Gn—2 + 4Gn—3 4Gn—2

A =

S = WD

2"t +1 4x2"—=6x2"n—4 4x2"n -4 x2"+4
= 2"n —2"+1 Hx2"=3x2"n—-4 2x2"n—-4x2"+4

lonp —9n 41 272 3o g 2"n — 3 x 2" + 4

(b) Woodall Numbers.

| [ OBnrat 19Russ ~16Rats 2Rnia — 92Rnss + T6R, 4(=5Rni2 + 19Rn 41 — 16Ry,)
A" =5 | —5Rat2+19Ru1 —16Rn  24Ryi1 — 92Rn +T6Ru1  4(~5Rnt1+19Rn — 16Ra—1)
~5Rn41+19Ry — 16Rn—1  24Rn — 92Rn—1 + 76Ry—2  4(—5Rn + 19R,—1 — 16Rp_2)

(c) Cullen Numbers.

—Cha +4C1 — 2C,  6Chsy — 26C, +16C,_1  4(—Chsy + 4C, — 2C,_1)
A" = _On+1 + 4On — QCn_l GCn — 260n_1 + 160n_2 4(—On + 4On_1 — QOn_Q)
O+ 4C, 1 — 205 6Cn_ — 2603 +16Cs 5 4(—Chy + 4C,_o — 2C,_3)
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Proof.
(a) It is given in Theorem 4.22 (a).

(b) Note that, from Lemma 4.14, we have
2Gn == —5Rn+2 + 19Rn+1 - 16Rn

Using the last equation and (a), we get required result.

(c) Note that, from Lemma 4.15, we have

Gn = —Ch1 + 4Cn - 207171-

Using the last equation and (a), we get required result. O

Theorem 4.23 For all integers m,n, we have

Wiiem = WiGnir + W, 1(=8G,, +4G,,_1) + 4W,, G, (4.18)
= WnGerl + (_8Wn71 + 4Wn72) Gm 3 4I/anlC*mel

Proof. Take r =5,s = —8,t = 4 in Soykan [22, Theorem 5.2.]. [J
By Lemma 4.9, we know that

(4Wo — AWy + Wo) (2Wo — 3W1 + Wo)2G,, = (AWG + 5WE — 8WoWi — WiWo) Wi is
+(W3 — 4aWoWy 4 8W oWy — 5W W) Wi1
+4(WE — WoWo)W,,.

50 (4.18) can be written in the following form

(4Wo — AW + W) (2Wo — 3W1 + Wa)* Wit

= W,((4W§ + 5W7 — SWoWy — WiWo) W3
+(W3 — 4WoWy 4 8WoWy — 5W Wo ) Wi + 4(WE — WoWo)Wi1)
+ (—8Wpo1 + AW, o) (AWE 4 5WE — 8WoWy — WiWo)Wio
+(WE — AW Wy 4 8WoWy — 5W W)W + 4(W2E — WoWo)Woy)
+AW,, 1 (AW + 5WE — 8WoWy — WiWo)Wyia
+ (W3 — AWWy + 8W Wy — 5Wy W)W, + 4(W2 — WoWa)Wi_y).
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Corollary 4.12 For all integers m,n, we have

Grim = GpGi1+ Go1(—8Gm + 4G 1) + 4Gy _2G,

Hyvwm = H,Gp1+ Hy1(—8G,, + 4G, 1) + 4H, _2G,p,

Rpim = RuGui1+ Ry 1(—8G, 4+ 4G 1) 4+ 4Rp_2Gon,
<_

)
On+m = C’nC¥m+1 + Cn—l 8Gm + 4Gm—1) + 4Cn—2Gm7

and
2Rm+n - —5Ran+3 -+ (19Rn + 40Rn,1 - QORn,Q) Rm+2

4 4(—4Ry, — 43Rt + 19R,_5)Ryns1 + 4(51R01 — 16Ry_2) R — 64R, 1 Ron_1,
2Om+n = _Oncm—‘r?) + (3071 + 8On—1 r— 4071—2)0771—1—2

+4(=7Cy_1 4+ 3C,_2)Cri1 + 12C, 1 C,,.
Taking m = n in the last corollary we obtain the following identities:
G2n - 4G72171 + (Gn+1 . 8Gn—1 + 4Gn—2)Gn7
H2n = HnGnJrl —4 (2Hn71 - an2) Gn + 4Hn71Gn717

R2n = RnGn—H —4 (2Rn—l - Rn—Z) Gn + 4Rn—lGn—17
O2n = CnGn+1 —4 (2071—1 - Cn—2) Gn + 4On—1Gn—1a

and

2R2n = —5Ran+3 -+ (19Rn + 40Rn,1 - QORn,Q) Rn+2
+4(—4R, —43R,,—1 + 19R,_2) Ry 11
+4(51R,—1 — 16R,_9) R, — 64R, 1 R, _1,

205, = —CoChis+ (3C, +8Cy_1 — 4C,_3)Chio

+4(=7Cy—1 4+ 3C,,_2)Chiq + 120, 1 C,,.
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CHAPTER 5

CRYPTOGRAPHY USING FIBONACCI AND LUCAS NUMBERS

In this chapter we introduce a new coding/decoding algorithm using Fibonacci Q-matrix
and R-matrix. We put our message in a matrix of even size adding point between two
words and zero end of the message until we obtain the size of the message matrix is
even. Dividing the message square matrix S of size 2m into the block matrices, named
B; (1 <i < m?) of size 2 x 2, from left to right, we construct a new coding method.

The symbols of our coding method:

o bii big B = €i1 €2 0= 11 7
bi,3 bi,4 €3 €i4 10
Qn _ Fn+1 Fn _ g1 g2 ’ R— 1 2
F, F, Q3 Qa4 2 —1 |
1 2 '
rr
and Rn,p _ ‘ q1 42 _ 1 T2
2 -1 43 qa T3 Ty

The number of the block matrices B; is denoted by s. According to s, we choose the

numbers which are n and p as follows:

S , s<4
H s H +1 , s>4 ,
3 , s<4
the first prime number bigger than [|§H +1 , s>4
Using the chosen n and p, we write the following character table according to mod 45.
This table can be extended according to the used characters in the message matrix. Lower

cases can be added to this table. The order of the characters doesn’t matter. We can

order the characters as we want.
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A B C D E F G H
n+p n+p+1 n+p+2 n+p+3 n+p+4 n+p+5 n+p+6 n+p+7

I J K L M N O P
n+p+8 n+p+9 n+p+10 n+p+11 n+p+12 n+p+13 n+p+14 n+p+15

Q R S T U \Y W X
n+p+16 n+p+17 n+p+18 n+p+19 n+p+20 n+p+21 n+p+22 n+p+23

Y Z 0 1 2 3 4 5
n+p+24 n+p+25 n+p+26 n+p+27 n+p+28 n+p+29 n+p+30 n+p+31

6 7 8 9 . , ! ?
n+p+32 n+p+33 n+p+34 n+p+35 n+p+36 n+p+37 n+p+38 n+p+39

- + X S =

n+p+40 n+p+41 n+p+42 n+p+43 n+p+44

Coding Algorithm

Step 1. Divide the matrix S into blocks B; (1 < i < m?).
Step 2. Choose n and p.

Step 3. Determine b, ; (1 < j <4).

Step 4. Compute det(B;) = d;

Step 5. Construct V' = [b; , d;]ref2,3,43-

Step 6. Transmit (n,p, V).

Decoding Algorithm

Step 1. Compute R, .

Step 2. Determine 1 (1 < k < 4).

Step 3. Compute 71b;3 + r3bis — €;3 (1 <1 < m?).

Step 4. Compute r2b; 3 + 74b; 4 — €;.4.

Step 5. Solve 5 X (—1)"*? x d; = €; 4(r17; + 73bi2) — €;3(rax; + 74b; 2).
Step 6. Substitute for x; = b;;

Step 7. Construct B;.

Step 8. Construct S.

Step 9. End of algorithm.

Example 5.1 Let us consider the message matrixz for the message text "CODING AL-
GORITHM”
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(c oD I

N G A
S:

L G O R

I T H M ot
Coding Algorithm
Step 1.

C O D I L G O R
B1: 732: ;Bg: ;B4:

N G . A I T H M

Step 2. Since s =4 > 4, we calculate n = H%H +1=3,p=5.

¢c O D I N G . A

10 22 11 16 21 14 44 8

L G O R I T H M

19 14 22 25 16 27 15 20
Step 3. We have the elements of the blocks B; (1 <1i < 4) as follows:
bt =10 byp=22 bg=21 by=14

boy =11 byp =16 bys =44 byy=8

byt =19 bsp =14 bys =16 byy =27

by =22 bys=25 bys=15 byy =20
Step 4. We calculate the det(B;) = d;.

dy = —322
dy = —616
ds = 289
dy = 65

Step 5. Now we obtain the following matriz V :

22 21 14 —-322 ]
16 44 8 —616
14 16 27 289
25 15 20 65

22 21 14 -322
16 44 8 —616
Step 6. Transmit (3,5, ).
14 16 27 289

25 15 20 65
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Decoding Algorithm

Step 1.
- _5 -
1 2 F, F3
R3s =
2 —1 F; F
o5 -
1 2 3 2
2 —1 2 1
175 100
100 75

Step 2. r; = 175, ro = 100, 73 = 100, ry = 75.
Step 3. 1103 +1r3bia — €3

175.21 +100.14 = 5075 = €1 3

175.44 4 100.8 = 8500 = ez 3

175.16 + 100.27 = 5500 = e3 3

175.15 4 100.20 = 4625 = ey 3

Step 4. r2bi3 +1r4bigs — €4

100.21 4 75.14 = 3150 = €14

100.44 + 75.8 = 5000 = eg 4

100.16 4 75.27 = 3625 = e34

100.15 + 75.20 = 3000 = e4 4

Step 5. We calculate the elements x;.

5P x (=1)"*P x d; = e; 4(r1w; + r3bia) — €;3(rax; + 14bi2)

55 x (—1)® x (—322) = 3150(175.21 + 100.22) — 5075(100.21 + 75.22) = 2, = 10
55 x (—1) x (—616) = 5000(175.25 + 100.16) — 8500(100.25 + 75.16) = 25 = 11
55 x (—1)® x (289) = 3625(175.2:5 + 100.14) — 5500(100.2:5 + 75.14) = x5 = 19
55 x (—1)8 x (65) = 3000(175.24 -+ 100.25) — 4625(100.74 + 75.25) = x4 = 22

T, = 6171 = 10, To = b271 = 11, I3 = b371 = 19, Ty = b471 = 22.

Step 7. We construct the block matrices B;:

10 22 11 16 19 14 22 25
1= y D2 — , D3 = y D4 —
21 14 44 8 16 27 15 20

80



Step 8. We obtain the message matriz S':

Step 9. End of algorithm.

10
21
19
16

22
14
14
27

11
44
22
15

16
8
25
20

~ N~ 2 Q
H Q Q@ O

D

= %o~
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CHAPTER 6

PADOVAN MATRICES IN CODING THEORY

In this chapter, we investigate Padovan numbers P, (n > 0). Also we develop a new

coding theory on Padovan matrices.

Introducing the square matrix A of order 3 as:

011 P, P P
A=1100]|=| Py P, Py (6.1)
010 Ps Py, Py

such that det A = 1.

The inverse of A is as:

01 0
A7l = 00 1 (6.2)
10 —1

P.P4— PP, P2 —PP, PP.,—P, P,
= PE3—P_2P_4 P_1P_4—P_2P_3 PEQ—P_l.P_g
P2, — PP, PpP,—P.P, P —PP,

such that det A=! = 1.

Also
1 10 P P P,

A2 - 011 - P_1 PO P_Q (63)
1 00 Py Py P
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such that det A2 = 1 and

0 0 1
A7 = 1 0 -1
11 1

PP 3—P P, P —-PPsy PP,—PP,
= PEQ—P_lp_g POP_3—P_1P_2 le—PQP_Q
P, -pP, PP,-PP, P!-PP,

such that det A=2 = 1.

Theorem 6.1

Pn—2 Pn—l Pn—3 0 1 1
A= | P,y P,y P,y | where A=| 1 0 0
Pos Pz Pos 010

Proof. The proof can be given by mathematical induction. [

Theorem 6.2

Pn—QPn—5 - Pn—3P'rL—4 Pn—lpn—5 - szg Pn—l-Pn—4 - Pn—QPn—3
Ain = Pn—SPn—5 - P3_4 Pn—QPn—S - Pn—3Pn—4 Pn—ZPn—4 - P2

n—3

PanPnf4 - P2_ Pn71Pn74 - PanPanS Pnflpnfi% - P2_
n—3 n—2

011
where A = 1 00

010

Proof. The proof can be given by mathematical induction. [

6.1 SOME PROPERTIES OF A® MATRIX

(1) An:An72+An73.
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Poa Po1 Pus Pos+Pos Pos+tPiy Pos+Pis
Pos Poa Puy = Pios+Pi¢ Poat+Pis Poet+Pyr (6.5)
P,y P,3 P, Po¢+P,7 Pos+PFP,¢ P74+ PFP,s
P4 P,3 P,; P, 5 P4 P,
= P,s Py P, |+ | Pi¢ Pis Po_r
P,¢ P,5 P,+ P, 7 P, P,3
= A"?4 A"

(2) ATA™ = Am A" = A"Fm (=0, £1, £2,£3...).
(3) det A™ = 1.

6.2 PADOVAN CODING/DECODING METHOD

In this section, we define a new coding theory called Padovan coding theory. Let us
represent the initial message in the form of the square matrix M of order 3. We take the
Padovan matrix A™ of order 3 as a coding matrix and its inverse matrix A~" as a decoding
matrix for any value of n. We name the transformation M x A" = E as Padovan coding,
the transformation £ x A™" = M as Padovan decoding and define F as code matrix.
Determinant of The Code Matrix F

E=MxA"

det E = det(M x A™) = det M x det A" = det M x 1 = det M. (6.6)

Example of Padovan Coding/Decoding Method
Let us represent the initial message in form of square matrix of order 3 as
my; Mo Mg
M=1 my ms mg |- (6.7)
my Mg Mg
Let us assume that all elements of the matrix are nonnegative integer i.e., m; > 0 (i =
1,2,...,9). Let us now select for any value of n, the Padovan matrix as the coding matrix.

We simply write for n = 8.

Ps P Ps 45 3
A= p PP |=]|3142]. (6.8)
P, P P 2 3 2
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The inverse of A% is given by

PyPs— PyPs  P:— P3P, P,P; — PsPy
AT = P2 — PyP; PyPs— PPs P2 — PP
P2—P,Ps PP,—P,P; P}— PP

2 -1 =2
= -2 2 1
1 -2 1
Mx A% =F (6.9)
mi My Mg 4 5 3 e ey €3
my My Mg 3 4 2 - €4 €5 E€Eg
mr; Mg Mg 2 3 2 e; eg €g
€1 = 4m1 + 3m2 + 2m3 , €9 = 5m1 + 4m2 + 3m3 , €3 = 3m1 + 2m2 + 2m3
eg =4dmy+3ms+2mg , e5=5my+4dms+3mg , eg = 3my + 2ms + 2mg
er =4dmy +3mg +2mg , eg=95m7+4dmg+3mg , eg = 3my + 2mg + 2my.
Solving these we have,
my =2e; —2ey+e3 , Mg =26 —e; —2e3 , M3 =ey— 2e; +e3
m4:264—2€5—|—66 5 m5:265—64—266 s m6:€5—264+€6
my =2e; —2eg+e9 , mg=2eg—er—2e , Mg=eg— 2e;+ eg.

Then the code matrix F is sent to a channel. The decoding of the code message E given

by (6.9) is performed by the following manner,

ExA?® = M

€1 €9 €3 2 -1 -2 261 — 262 + €3 262 — €1 — 263 €y — 261 + €3
€4 €5 €g -2 2 1 = 2e4 — 265 +eg 2e5 —eq — 265 e5 — 2e4 + €5
er eg €9 1 -2 1 2e7 — 2eg +eg 2eg —e; —2e9 eg — 2e7 + eg

mi; Mg M3

- myg My Mg

mrz Mg My
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6.2.1 Relations Among The Code Matrix Elements

In this subsection, we develop the relations among the code matrix elements. We write

the code matrix F and the initial message M as:

myp Mgz Mg P, o P,y Po3
E = MxA"=] my ms me Pos Pu2 Pna
m7 Mg My Poy Pos Py
€1 €9 €3
- €4 €5 €Eg
€7 €3 €9
We choose n in such a manner that e; > 0 for i =1,2,3,...,9.
-1
€1 €2 €3 P,y P, P,3
M = ExA™= €4 €5 Ep Pn—3 Pn—2 Pn—4
€7 €3 €9 Py Pi3 Pis
€1 €9 €3
= €4 €5 €Eg
€7 €8 €9

F%fZFZAB _'F%73F%44 f271f2f5 _'Ff_g F%flfzfA _'F%fQszS
X P, 3P, 5 — P2, P, 2P, 5 — P, 3P, 4 P, 2P, 4— P2,
P, 2P, 4— P2, Py 1Py — P, 2P, 3 P, 1P, 53— P2,

my Mo M3
- myqg Mg Mg
my Mg Mg

Also,

det A" = P, sP? , — 2P, 4P, 3P, 4+ P> 4 — Py, 1P, 5P, 3+ P, P>, (6.10)

det A" = P, o(Py 5Py 2— Py 3P, 4)+ Py 1(=P, 5P, 3+ P> )+ P, 3(P2 3 — P, 2P, 4)
=1

Since m; >0 (i = 1,2,...,9), we have

my = e3 (Py_oPya — Pa_g) + €3 (PosPos— Po_y) +e1(PraPys — Py3Pyyg) >0

87



(6.11)

my = €1 (Pn—1Pn—5 - P3_3) +e3(Poo1Ppy — Py aPy_3) +e2 (Po—oPys — P_3Py4) >0

(6.12)

m3 = €3 (Poo1Pos — P1_y) + €3 (PyoPra — P2_3) + €1 (Poo1Pra — PooPy3) > 0

(6.13)

ma = e (Po—oPoa — P2 3) +e5 (PusPos — P2_,) + s (PooPy5 — Po3Py4) >0

(6.14)

ms = €4 (Pn—lpn—s - Ps_g) +e6 (Poo1Ppg — Po2Py_3) +e5 (Po—2Py5 — P3P, 4) >0

(6.15)

me = € (Poo1Paz — P7_3) + €5 (PuoPoa — P?_3) + s (Poo1Pya — PosPy3) > 0

(6.16)

my = €9 (Po—oPoa — P2 3) +es (PusPos — P?_,) + e (PooPu5 — Po3Py_4) >0

(6.17)

mg = e (Pn—lpn—s - P3_3) +e9 (Poo1Ppy — PyaPy_3) +eg (Po—2Pys — P_3Py4) >0

(6.18)

mg = €g (Po_1Pa3 — P2_5) +es (PyuoPra — P2_3) + 7 (Poo1Pya — PooPy3) > 0

(6.19)
From (6.11), we have
e3Pn 9P, 4+ e3Py 3P, 5+ e1P, 9Py 5> e3P s+ eP? ,+e1Py 3Py 4 (6.20)
From (6.12), we have
e1Py 1Py 5+ e3Py 1P, 4+ e3P, 9Py 5> e1P? s+ e3Py 2Py 5+ ePy 3P,y (6.21)
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From (6.22), we have

e3Py 1Py3+ el 2Py g+ e1Py 1Py > e3Py + P2 s+ e Py oPys. (6.22)

Dividing both sides by e; P, _3P,_4 (> 0) of (6.20), e;P2_; (> 0) of (6.21) and e, P, 2P, _3
(> 0) of (6.22), we have

€3 €2

G_(Pn—2Pn—4 - P3_3) Z 6_(P3_4 - Pn—SPn—S) + (Pn—SPn—4 - Pn—QPn—5) (623)

1 1

e e

e_S(Pn—ZPn—B - Pn—lpn—4) S G_Z(Pn—ZPn—E) - Pn—3Pn—4) + (Pn—lpn—f) - P,f_g) (624)
1 1

e e

—(PuiaPocs = Pip) = =(Piy = PasPaa) + (PacaPacs — Paca Paca) (6.25)
1 1

Let a = (Pn—2Pn—4 = Pﬁfs,)a b= (Pn—2Pn—3 - Pn_an_4), ¢ = (Pn_an_g - Pﬁfz)-
Now 33 = 27 cases arise for a >=< 0, b >=< 0, ¢ >=< 0.

Case 1. When a > 0, b > 0, ¢ > 0. Then from (6.23), we have

€3 €2 P,f,4 — P, 3P, 5 P, 3P, 4— P, 2P, 5
= h = = 6.26
el = U where el(Pn—QPn—ll_Pg_g)_’_ P, 2P, 4— P?, (6.26)
From (6.24), we have

P, 5P, 5 — P, 3P,_ P, P, s— P2
& <y, where y = %( 2 n? 3-nd 2~ n-8 (6.27)
€1 er P oPn 35— P, 1P,y P, 9P, 35— P, 1P, 4
From (6.25), we have
€3 €2 Pg—?, - Pn—3Pn—4 Pn72pn73 - Pnflpnfél
S, where » — 2 . 6.28
€1 = & whee s el(PnflpnfB_Pr%_g)—{— P, 1P,_3— P2, ( )
From (6.26) and (6.27), we have
€1 . P9 P,3 P4 .
_ > .10). 2
o mm{Pnl, P, Png} ,using (6.10) (6.29)
From (6.27) and (6.28), we have
€1 Po_o P,_3 Ph_4 .
— < 6.10). 6.30

From (6.29) and (6.30), we have

P, P,_3 P,_ P, P,_3s P,_
min n 27 n 37 n—4 S ﬂ S max n 2, n 3’ n—4 . (631)
Pn—l Pn—Z Pn—3 Pn—l -Pn—2 Pn—3

Similarly, we have

. | Par P Pos < Poy Poo Py_3
min — max
Pn—37pn—4jpn—5 - o Pn—37Pn—47Pn—5
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. P,o P35 P4 < €1 < P, o P,_3 P4
min — < max .
7 ’ - Pn—37Pn—47Pn—5

Case 2. When a =0, b > 0, ¢ > 0. From (6.23), we have

€1 {PnQ Pn73 Pn74

— > min
Pnfljpan’Pnfi%

, since a = 0.
€2

From (6.24) and (6.25), we have

€1 { Pn—2 Pn—3 Pn—4

— < max , ,
€9 P, P,y P,3

} ,using (6.10) and a = 0.

From (6.32) and (6.33), we have

. | Paa Phs Ph_4 < P,y P,_3 P4
min — < max )
P, 1 P, 2 P, 3 ey P, 1 P, P,3

Case 2. When a < 0, b < 0, ¢ <0, then from

2
€3 < €2 Py 4— P3Py s
— < v, where v = —=(

Pn73pn74 3 Pn72pnf5
€1 er ProPy 4 — Pr%—?; '

Pn—2Pn—4_P7—% 3

) +

From (6.24), we have

€2 Pn—2Pn—5 F Pn—3Pn—4 Pn—lpn—S ™ P5_3

% >y, where y — 22

€1 €1 PanPnfB - Pn71Pn74 Pnf2Pn73 - Pn71Pn74.

From (6.25), we have

2
€3 €2 P—3_Pn73pn74
— >z, where z = = (="

Pn—QPn—?) - Pn—lpn—4
e er Po1Pn_3— P7372 .

) * Pn—lpn—3 - Pr%fQ

From (6.35) and (6.36), we have

ﬂ<maX{Pn—2 Pn—3 Pn—4
ey P,y P,s P,_3

} , using (6.10).

From (6.36) and (6.37), we have

{PnQ Pnf?) Pnf4

€1 .
— > min

€2

i 6.10).
Pnljan’PnS},uSng( )

From (6.38) and (6.39), we have

. P, P35 P4 < €1 < ma P,o P,3 P4
min — X .
Pnfl,Pan’Pnf?) - Pnfl’Pn72’Pn73

Similarly, we have

. | Par Py Pos P R Poy Poo Py_3
min — max
Pn—37pn—4jpn—5 - o Pn—37Pn—47Pn—5
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and

min{Pn—Q Pn—?) Pn—4}§2§maX{Pn—2 -Pn—3 Pn—4}‘

Pnf?;, Pnf4’ Pnf5

€3

Similarly it can be proved for the rest cases.

Hence, we have

Pn73’ Pn74’ Pn75

. P, o P35 P4 < €1 < P, o P,3 P4
min — < max
Py 1 P,y P, s) = e ™ Py 1" Pyo’ Py_3
P,1 P,y P,_ P, P,_s P,_
min L 2, 3t < e < max 1, 2, 3 (6.41)
P, 3 Py P,s €3 P,_3 P,y P,5
_ o e P, P,s P,_
min B 2,P 3,P & gﬁgmax 2, 2 2t (6.42)
Pnf?) Pnf4 Pnf'f) €3 Pn73 Pnf4 Pnf5

Therefore, for large value of n we arrive at

€1 1
(&) 047

Similarly, we have

€2

€3

eq 1 es

€5 Q€

and

€7 1 €g
—N -, — X«
€ a €9

€3

~a? and 2 ~ a, where o = 1.32471795724. (6.43)

(6.44)

(6.45)

Remark 6.1 The relationships between the code matrix elements can also be given as

follows:
E = MxA"=
€1 €2
= €4 €5
€7 €3
. €1 .
lim — = lim

. €2
lim —
n—oo €3

lim —
n—oo €3

myp Mg Mg P2 P,
myg My Mg Pn—3 Pn—2
m; ms Mg P,y P,_3

€3

€6

€9

myPp_o +maelPy_3 +msP,_4

n—oco M1 Pp_1 +maPy_o +m3P,_3

= lim

miP,_1 +maP,y_o +m3P,_3

n—o0 M1 Py_g +maPy_y +m3b_s

= lim

myPp_o +maPy_3 +m3P,_4

n—00 My Py_g +maPy_y +m3b,_s
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Similarly, we have

.eq 1L e . e

lim —=—, lim = =a%?and lim —=a
n—ao0 65 « n—~o0 66 n—-o0 66
and

. e 1 eg .er

lim - ==, lim — =a? and lim — =a.
n—-oo 68 o n—-oo 69 n—oo 69

6.2.2 FError Detection and Correction

If we have single error in the code matrix F, it is clear that there are nine variants of

single error in the code matrix £:

T €z €3 €1 T2 €3 €1 €2 I3
(1) €4 €5 €5 ) (2) €4 €5 €5 , (3) €4 €5 €p 3

€7 €3 €9 €7 €3 €9 €7 €8 €9

€1 €2 €3 €1 €2 €3 €1 €2 €3
4) | 24 e5 e |+ (B) | ex x5 es |+ (6) | ex e5 w6

€y €g €9 €7 €eg €g €y eg €9

€1 €2 €3 €1 €2 €3 €1 €2 €3
(7) €4 €5 €5 5 (8) €4 €5 €5 ) (9) €4 €5 €g 3

Tr €3 €9 €7 Tg €9 €7 €3 Ty

where 1,29, 3,14, T5, Tg, T7, Tg, Tg are possible destroyed elements. For checking the

hypotheses (1) — (9), we write the following algebraic equations based on relations (6.6):

x1(ese9 — eges) + ea(eger — eqeg) + e3(eges — eser) = det P, (6.46)
e1(eseg — egeg) + Ta(eger — eqeq) + e3(eges — eser) = det P, (6.47)
e1(eseg — egeg) + ea(eger — eqeq) + x3(eqes — exer) = det P, (6.48)
x4(ezes — exeg) + e5(e1e9 — ezer) + eg(eser — e1es) = det P, (6.49)
eq(eszes — exeg) + w5(e1e9 — ezer) + eg(eger — e1eg) = det P, (6.50)
eq(eses — exe9) + es(e1eg — ezer) + xg(eger — ereg) = det P, (6.51)
x7(egeq — ezes) + eg(esey — er1e6) + eg(eres — egey) = det P, (6.52)
er(eges — eses) + wg(eseq — ereg) + eg(eres — esey) = det P, (6.53)
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er(eseq — eses) + eg(eses — e166) + To(ere5 — eaey) = detP. (6.54)
It follows from (15.1)-(6.54) nine variants of calculations of possible single errors:

. detP — 62(6667 — 6469) — 63(6468 — 6567)

. , (6.55)
€5€9 — €6€8
o detP — e1(ese9 — eges) — e3(eaes — eser) (6.56)
2 €gC7 — €4€9 ’ .
o detP — e1(ese9 — eges) — ealeser — eaey) (6.57)
3 €4€8 — €5€7 ’ .
e detP — e5(e1eg — e3er) — egleaer — eres) (6.58)
4 €3€g — €2€9g ’ .
o delP — eq(ezes — eze9) — egleaer — eres) (6.59)
5 €169 — €367 ’ .
. delP — eq(ezes — e2e9) — es(ereg — eer) (6.60)
6 €2€7 — €163 ’ .
o detP — eg(ezeq — e166) — eg(e1e5 — €264) (6.61)
7 €9€g — €365 ’ .
e detP — e7(eges — €3€5) — eg(e1e5 — e264) (6.62)
8 €364 — €164 ’ .
e detP — e7(egeg — ezes) — eg(eses — e166) (6.63)
9 €165 — €2€4 . .

The formulas (6.55)-(6.63) give nine possible variants of single error but we have to choose
the correct variant only among the cases of the integer solutions x1, xs, 3, T4, T5, Tg, T7, Ts, To;
which satisfies relations (6.43), (6.44) and (6.45). If the calculations by the formulas
(6.55)-(6.63) do not give an integer result, we have to conclude that our hypothesis about
single error is incorrect or we have more than single error in the checking element det P.
For the latter case, we use the approximate equalities (6.43), (6.44) and (6.45) for checking

a correctness of the code matrix E.

By analogy, we check all hypotheses of double errors in the code matrix E. As example,

let us consider the following case of double errors in the code matrix £

T Yy e

es €5 e |- (6.64)

€7 €8 €9
Using relation (6.6), we write the algebraic equation for matrix (6.64)
x(eseq — eges) + yl(eger — ege9) = es(eser — eqeg) + det P. (6.65)
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According to relation (6.43) there is the following relation between x and y:
. 6.66
Ty (6.66)

Equation (6.65) is “Diophantine”. As the “Diophantine” equation (6.65) has many solu-

tions, we have to choose such solutions x,y, which satisfy relation (6.66).

It is clear that there are = 36 variants of double errors in the code matrix F and
2
by using similar approach we correct all double errors in the code matrix £. Hence there
are
9 9 9 9
+ + ot + =511
1 2 8 9

cases of errors in the code matrix FE.

Similarly, we show by using this approach that there is a possibility to correct all possible
triple-fold, four-fold, . . . , eight-fold errors in the code matrix FE.

Hence the possibility to correct eight cases of this method is g% = 0,9980 = 99,80%

since the nine-fold error of the code matrix is not correctable.
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CHAPTER 7

AN APPLICATION OF THIRD ORDER JACOBSTHAL NUMBERS TO
CRYPTOGRAPHY

Today, many different encryptions have been developed for information security. Shift
and Affine encryption, Hill encryption, RSA, ElGamal are some of them, see [78].
Private key and public key have an important place in cryptosystems. Because cryp-
tosystems have been attempted to be strengthened with key exchange algorithms based
on private and public keys, and significant research has been conducted in this field. El-
Gamal technique is one of them. T. ElGamal introduced a key exchange technique based
on private and public keys in 1984. This technique is closely related to the Deffie-Hellman
technique [78,79].

In this chapter, we propose a new encryption-decryption algorithm using the third order
Jacobsthal J matrix and ElGamal technique, the algorithm depends on dividing the
message matrix into the block matrices each is of size 3 x 3. We use different numbered
alphabet for each message, so we get a more reliable encryption method. The alphabet

is determined by the number of block matrices of the message matrix and &£ number.

7.1 KEY EXCHANGE ALGORITHM (ELGAMAL TECHNIQUE)

Let us remind you again of the ElGamal technique, which will be used in the algorithm

we will create in this section.

1. pis prime.

2. D is a private key, where 1 < D < ¢(p).

3. Select a primitive root of p, say a.

4. Assign B = a and Ey = EP(mod p).
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5. Make (p, E1, E2) as public key and keep D as secret key.

Let’s say that Bob and Alice wish to exchange keys. Alice produces signature &k using
the public key (p, E1, E2) mentioned above by computing & = E{(mod p), where ¢ is a
random integer with 1 < e < ¢(p), and secret key A = ES(modp). As a result, Alice
can send an encrypted message (k,C) using their secret key A if she has access to Bob’s

public key .

Bob discovers the secret key after getting (k, C') from Alice by using their secret key D

as follows:
A=k = (E)P = (EP)" = (E2)*(mod p).

As a result, Bob successfully finds the secret key \ and uses it to decrypt the ciphertext
C and obtain the original plaintext P.

7.2 THE ENCRYPTION AND DECRYPTION ALGORITHMS

At first, we put our message in a matrix M of size 3m x 3m leaving space between two

words. Dividing the message square matrix M of size 3m x 3m into the matrices, named

B; of size 3 x 3. (1 <i<m?)

bzl sz bé €il eé eé jl jQ jg
io7i pi C— i i A . . .
B; = b4 b5 b6 y By = €4 €5 €4 ;I = Ja J5 Je
bl7 bls bé 6i7 Gé 6% j7 jg jg

Encryption Algorithm

The number of the block matrices is denoted by s. According to s and k, we choose the

number n as follows. Suppose that [|k/s|] = v,
5, y<l

n =
y o y>1

We will use the following table according to (mod 41)
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A B C D E F G H 1

n n+1l n+2 n+3 n+4 n+d n+6 n+7 n+8
J K L M N O P Q R
n+9 n+10 n+11 n+12 n+13 n+14 n+15 n+16 n+17
S T U V W X Y A 0

n+18 n+19 n+20 n+21 n+22 n+23 n+24 n+25 n+26
1 2 3 4 5 6 7 8 9

n+27 n4+28 n+29 n+30 n+31 n+32 n+33 n+34 n+35
! ?

Y

n+36 n+37 n+38 n+39 n+40

1. Choose n

[\)

. Determine b;'- (1<5<9)

w

. Compute det(B;) = d;
4. Construct C' = [bz, di]ke{l,2,3,5,677,8,9}
5. Transmit (k,n,C')

Decryption Algorithm

—_

. Compute A
2. Compute J

3. Compute
by A gsby = ef jibh + jab + jsby = eb j1bh 4 jabl + jabh = €4
Jabi + jebs = €} jaby + jsbi + jebg = ek jabs + Jsbi + Jeby = e
Jrbi + job% = € by + jsbs + jobs = e jirbj + jsbg + Joby = e

4. Solve 2*.d; = (€} +jox;)(eked —ebel) + (el + jsx;) (ehek —ebed) + (eh+ jsx;) (ehel —ekel)
5. Substitute for x; = b

6. Construct B;
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7. Construct M

Example 7.1 (Public key calculation) Consider p = 41 and Bob’s private key is D = 23.
Bob choose primitive root of p, say a = 17. Bob assign E1 = a = 17 and compute Fy =
EP(mod p) = 173(mod 41) = 7. Thus, Bob’s public key pk(p, E1, Es) is pk(41,17,7) and
secret key is D = 23.

For encryption, choose e = 18 such that 1 < e < ¢(p). Calculating signature k = ES =
178 (mod 41) = 20.

Example 7.2 Consider the message ”"HELLO BOB CODING DECODING ALGORITHM.”

H E L L O

B O B c O

D I N G D
M =

E C O D I N

G A L G O

R I T H M
Encryption

m=2ands=4

H FE L L O
By = B O B |,B= ¢ O |,
D I N G D
E C O D I N
Bsy = G A |,Bi=| L G O
R I T H M
1. [|20/4]]=5=n=5
12 9 16 16 19 0 9 7 19
2. By = 6 19 6 |, Ba = 0 7 19 |, By = 11 0 5 |, By =
8§ 13 18 11 0 8 22 13 24
8 13 18
16 11 19
12 17 1
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3. dy = 1444, dy = 4867, ds = 1054, dy = 2780

129 16 19 6 & 13 18 1444
16 19 0 7 19 11 0 8 4867
9 7 19 0 5 22 13 24 1054
§ 13 18 11 19 12 17 1 2780

12 9 16 19 6 8 13 18 1444
16 19 0 7 19 11 0 8 4867

5. (20,5, )
9 7 19 0 5 22 13 24 1054

§ 13 18 11 19 12 17 1 2780

Decryption

1. A=kP =20%(mod41) =5

18 19 18
2. =1 9 9 10
5 4 4

3. For B
el =360 e} =TH7 ei="726
e; =188 el =382 el =378
ex =92 el =173 e} =176
4. 20.dy = (e + Jamn)(ezeg — egex) + (e + Jsw1) (ezes — eze5) + (er + Jsz1) (ez65 — €3e5)
32.1444 = (360 4 191).1838 + (188 + 921).(—7634) + (92 + 4x,).8814

—x1==06

129 16
6. By = 6 19 6
8 13 18

The same process steps are done for the Bs, B3, By.
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7.

M=

129
6 19
8 13
9 7
11 0
22 13

16

11

16
12

19

13
11
17

19

18
19
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CHAPTER 8

CRYPTOGRAPHY USING M-STEP PELL NUMBERS WITH
AFFINE-HILL CIPHER

Today, the widespread use of computers and the emergence of the internet have neces-
sitated the sending of financial and other sensitive information through public channels.
This has initiated an intensive development of mathematical cryptography, both sym-
metric and public key. In sophisticated cryptosystems, the public and private keys are
crucial. Important research on the public key and the private key have been undertaken
in order to eliminate insecure situations. One of them is its application to linear Diophan-
tine equations. Lin Chang and Lie presented Diophantine equation-based cryptography
in 1995. Hary Yosh suggested cryptography based on nonlinear Diophantine equations
and specific operators whose security is dependent on the difficulty of finding a solution
to the equation in [80]. An application of linear Diophantine equations to cryptography
was given in [7] by Kameswari, P. A.; and et al. For more information, see [81, 82].
Furthermore, the Hill cipher [78, 83, 84| is one of the important encryption methods
developed by mathematician Lester Hill in 1929, see [85-88] for Hill’s Cipher.

Remark 8.1 In this study, we will take the smallest positive integer with respect to

(mod 41) of any given number. For example x(mod41l) = 2. Because

6452 = 19(mod 41)
194 41n

645
= n=3,r=2.

xz

In this chapter, we develop a public key cryptosystem using key exchange based on n-

variable linear Diophantine equations and the Affine-Hill Cipher with A-step Pell numbers.
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8.1 KEY EXCHANGE ALGORITHM [7] (SOLUTION OF LINEAR DIO-
PHANTINE EQUATIONS WITH »n-VARIABLES TECHNIQUE)

1. Sender generates public key.

e A linear Diophantine equation g(x1, zs, ..., x,) is considered by the sender.

e The sender generates the operator on the Diophantine equation given as for
T; = Tip,.q1(9) = (9 + pi)qi, where p;, ¢; parameters and p; € R, ¢; > 0 Vi =
1,2,...,m.

e The sender generates the public key by taking key as T'="T,, 0T}, 10---01]

and computes T'(g) as

T(g) - Tme_l 'Tl(g(xbx?w"axn))
= (((g(z1, 9,y T0) + 1)1 +P2)G2 - -« + P )Gm

= h(l’l,fﬂg, e ,[L’n>.

e The sender makes the Diophantine equations h(xy, zs, . .., z,) and g(z1, T2, ..., T,)

public.

2. Recipient generates public key and private key.

e A linear Diophantine equation f(z1,xs,...,2Z,) = a1x1+asxe+ ...+ apz, = b
in n variables for n > 2 such that ged(ayq, as, ..., a,) divides b is considered by
the sender.

e The recipient selects a random solution (a1, as, ..., a;,) of the linear Diophan-
tine equation f(x1,za,...,2,) = 121 + a2 + ... + a,x, = b.

e The recipient on receiving the public key Diophantine equations evaluates
h(z1, 29, ..., x,) and g(x1, xa, . . ., x,) evaluates h(aq, ag, ..., ) =k, g(ag, as, . ..

A

e The recipient keeps the evaluated value A\ as secret key and makes u public

key.

3. The sender recovers the secret key.
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e The sender recovers the secret key A\ from public key k by applying the inverse

of operators T; where for T; we have Ti_1 = T[;:qi] with T, [Zi’ o] = (h)qi — ;.

e The sender from T} ' the inverse of T} recovers A from k by

(TnoTpao-oT) Hu)=T 0Ty o 0T o TN

4. The secret key A\ evaluated by both sender and receiver is used as the key for key

exchange.
8.2 ALGORITHMS

Encryption Algorithm:

1. X chooses Diophantine equation g and generates h

2. X recovers the secret key A

3. Key Matrix: P — K, where P% is multinacci matrix of order A x A
4. Encryption: Enc(M) : C; = (M;K + B)(mod p)

5. Transmit (k,C) to Y.

Decryption Algorithm:
Y, after receiving (k, C).

1. Key Matrix: P — K

2. Decryption: Dec(C) : M; = (C; — B)K~!(mod p)

Note that B is an (1 x \) row vector called shifting vector.
Suppose X wants to send message to Y. After calculating key matrix K he will encrypt

plaintext M with K using proposed algorithm above.
A B C D F F GH I J K L M N

0 1 2 3 4 5 6 7 8 9 10 11 12 13
O P QR STUVWXY Z 0 1
14 15 16 17 18 19 20 21 22 23 24 25 26 27
2 3 4 5 6 7 8 9 . ., 1 72

28 29 30 31 32 33 34 35 36 37 38 39 40
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Example 8.1 (Public key calculation) X chooses a linear Diophantine equation g(x1, xa, x3,24) =
1+ T2 + 3+ x4 — 1 and constructs the public key h(wy,x2, 3, 14) using the operators
Ty =T, Ta =T 43, T3 =T[5
h(xy, o, x3,24) = Tz30Ts0Ti(g(x1,x9,23,24))
= TzoTyoTi(v1+ 2o+ 23+ 74— 1)
= T307T5(2x + 229 + 223 + 224)
= T3((2x1 + 229 + 223 + 224 — 4).3)
= T3(6x1 + 629 + 623 + 624 — 12)

= 61’1 + 61’2 + 61’3 + 6134 —17.

X makes
T+ To+x3+x4—1
—6x1 4+ 629 + 63 + 624 — 17
public.
Y considers the linear Diophantine equation f(x1,xs,r3,%4) = T1 + 319 — 223 + T4 — 3
picks a solution (aq, g, ag, ) = (1,1,1,1) and keeps it private.
Y evaluates
(o, g, as,aq) = 7
glag, as, a3, 0q4) = 3.
Y keeps A = g(a, ae, a3, ) = 3 as secret key, makes k = h(aq, ag, ag, ) = 7 as public
key.
X recovers secrete key A from the private key h(ay, as, as, ag) by applying
(Tz30To0Ty) H(k) = Ty oTy oTyH(7)
=TT (L +)
= T/t oTy1(12)

12
= T (5 +4)
3
= T7'(8)
8
= ——1
2
= 3
= A
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Example 8.2 (Encryption-Decryption) Suppose plaintext M is SECRET, and shifting
vector B is (25,13,17).

Solution 8.1 For encryption, signature k = 7 and secret key X = 3 construct the key
matriz K = P% = PY using A\ = 3rd order generalized Pell matriz. Generalized Pell

sequence for A = 3 is given by

Index ... =3 -2 -1 0123 4 5 6 7 8
Pell numbers ... =1 1 0 01 2 5 13 33 84 214 545

we have

P P+ P P 545 298 214
G, = P7 P6+P5 P6 = 214 117 84 s

P B+P B 84 46 33
12 11 9

K(mod4l) = 9 35 2
2 5 33

The plaintext M = SECRET is divided into blocks each of size A\ and obtain numerical
values

Mi=(SEC)=(18 4 2)and My=(RET)=(17 4 19).

Encryption: C = (MK + B)(mod 41).

Then we get
12 11 9

Ci=(MK+B)=[(18 4 2)| 9 35 2 [+(25 13 17 )](mod4l)
2 5 33

E<281 361 253)(mod41)

=(35 33 7)~(97H),

and
12 11 9

Co=(M;K+B)=[(17 4 19)]| 9 35 2 +(25 13 17 )](mod41)
2 5 33

= ( 303 435 805 ) (mod 41)
=(16 25 26 ) ~ (@ Z 0). Cipher-text C = (C1Cy) = (9THQZO0) and hence M :
SECRET — C :9THQZ0. X send this cipher-text C' to'Y along with her signature k.
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Decryption: Receiving ciphertext C' along with signature k, Y will calculate decryption

key K=t = JF = J;7 where A = 3. Then we obtain

1145 _ 159 _ 293
10292 5146 10292
K '(mod41) = —-203 189 57 (mod 41)
10292 5146 10292
_ .2 _ 19 321
10292 5146 10292
38 10 35
= 35 9 16
16 3 34
and
12 11 9 38 10 35 985 246 902 1 00
9 35 2 | x| 3 9 16 =] 1599 411 943 | =] 0 1 0 | (mod41).
2 5 33 16 3 34 779 164 1272 0 01
Decryption takes place as P; = (C; — B)K ' (mod 41).
Then
38 10 35
My=(Ci—B)K'=[(3 33 7)—(25 13 17)]| 35 9 16 [ (mod4l)
16 3 34
E(920 250 330>(mod41)z(18 4 2)~(SECQ),
and
38 10 35
My =(C;—B)K'=[(16 25 26)—(25 13 17)]| 35 9 16 | (mod4l)
16 3 34

= (222 45 183 ) (mod41)= (17 4 19)~(RET).
Thus, Y recovered the plaintext SEC RET sent by X successfully.

8.3 COMPLEXITY ANALYSIS AND STRENGTH

Because it requires performing matrix multiplications of a (A X A\) matrix P into k times
and inverse computations for the invader, obtaining key matrices K = P’; or K1 = P;k
is quite challenging. However, the computations for matrix multiplication and finding its
inverse are made easier since the key matrices for X and Y can be easily created from the
terms of the A-th order generalized Pell sequence.

Security Strength and Analysis
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Example 8.3 To create all conceivable matrices is one approach for an adversary (let’s
say X) to defeat our suggested method using a brute force attack [18]. Since we are working
with J,(where p > 26 must be a prime number), X must examine the ]0A2 matrices.

If p = 41 and N\ = 30, then X need to check p*° = 4139 = 4190 matrices, which is
equivalent to 3.2023660177 x 10451,

However, we are aware that

GLA(J)] = (0" = (P =) (0 =) (" - 1) (8.1)

determines the order of the General Linear group GLy, which consists of all invertible
matrices with order over A\x X over P,. Thus, forp =41 and A = 30 we get |G L3o(Py1)| =
(4130 — 4129)(4130 — 41%8) _ (41%° — 411)(41% — 1) = 3.1223551 x 101451,

Therefore, it is extremely difficult to reconstruct the key matrixz in both circumstances.
The strength of the system using the suggested key matrixz P’f\ over Py is demonstrated

in the list below.

Ak IGLA(P)| = (p* =p* ) = %) ... (0 =) — 1)
1 P} = |GLy(Py)| = 40
X 2 P} = |GLy(Py)| = 40
k PY = |GL,(Py)| = 40
1 P} = |GLy(Py)| = 2.7552 x 108
) 2 P} = |GLy(Py)| = 2.7552 x 106
k P = |GLy(Py)| = 2.7552 x 109
1 P} = |GLs(Py)| = 3.19202373 504 x 10
] 2 P2 = |GL3(Py)| = 3.19202373 504 x 10

k Pl = |GL3(Py)| = 3.19202373504 x 104

Ak P =|GLy(Py)| = (41" — 41271 (41N — 41772) (417 — 411 (417 — 1)
It is clear from the table above that making prime p too large makes it nearly unbreakable.

Additionally, we noticed that it is independent of k and that if the size of the key matriz
is increased for a fived p, then |GL\(P,)| — oo. Therefore, it is impractical to breach

a system wvia a brute-force assault if the key space is huge. The adversary might then
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attempt to analyze the ciphertext by running various statistical tests on it.

Complexity Analysis

The amount of computing power required to crack an encryption technique determines
how strong it is. An algorithm’s time complexity is a measure of how long it takes to ex-
ecute, see [49]. Big O notation is typically used to indicate an algorithm’s computational
complexity. It is commonly known that when multiplying matrices, the complexity in the
worst case is O(n?), which makes large-scale matrix multiplications more time-consuming.
However, this temporal complexity is reduced to O(n) in the case of generalized Pell ma-

trices, see (2.18).
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CHAPTER 9

CRYPTOSYSTEM USING ELGAMAL TECHNIQUE AND THE
AFFINE-HILL CIPHER WITH )M-STEP JACOBSTHAL NUMBERS

The use of different number sequences in this area makes it difficult to solve the generated
cryptography. For this reason, we have applied different number sequences to cryptogra-
phy. In this chapter, we develop a public key cryptosystem using ElGamal technique and
the Affine-Hill cipher with A-step Jacobsthal numbers.

9.1 KEY EXCHANGE ALGORITHM (ELGAMAL TECHNIQUE)

1. p is prime.

2. D is a private key, where 1 < D < ¢(p).
3. Select a primitive root of p, say a.

4. Assign By = a and Ey = EP(mod p).

5. Make (p, E1, Es) as public key and keep D as secret key.

Suppose entity Vedat and Mehmet want to exchange keys. Vedat produces signature k
using the public key (p, E1, E2) mentioned above by computing & = Ef(mod p), where e
is a random integer with 1 < e < ¢(p), and secret key A = ES(mod p). Mehmet’s public
key makes it possible for Vedat to encrypt messages using their secret key and send them
(k,C).

Mehmet recovers secret key by utilizing their secret key D as follows after getting (k, C)
from Vedat:

A= kP = (B)” = (EP)" = (Ey)‘(modp).

As a result, Mehmet successfully locates the secret key and uses it to decrypt the cipher-

text C' and obtain the original plaintext P.
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9.2 ALGORITHMS

Encryption Algorithm:

1. Vedat selects the secret number e so that it is 1 < e < ¢(p)

2. Signature: E¢(modp) — k

3. Secret key: ES(modp) — A

4. Key Matrix: J% — K, where J¥ is matrix of order A x A

5. Encryption: Enc(P) : C; = (P,K + B)(mod p)

6. Transmit (k,C') to Mehmet.

Decryption Algorithm:

Mehmet, after receiving (k, C).

1. Secret key: kP(modp) — A, (D is Mehmet’s secret key.)

2. Key Matrix: J§ — K

3. Decryption: Dec(C): P, = (C; — B)K~!(mod p)

It should be noted that B is a (1 x \) row vector known as a shifting vector.

Assume Vedat wishes to communicate with Mehmet. He will encrypt plaintext P with

K using the proposed algorithm above after calculating key matrix K.

A
0
O
14
2
28

B
1
P
15
3
29

C
2
Q
16
4
30

D
3
R
17
)
31

E
4
S
18
6
32

F
5
T
19
7
33

G H I J K
6 7 8 9 10
v v w X Y
20 21 22 23 24
8§ 9 . ., |
34 35 36 37 38
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11
A
25
?

39

M N
12 13
0 1
26 27
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Example 9.1 (Public key calculation) Let’s p = 41 and Mehmet’s private key is D = 25.
Further Mehmet choose primitive root of p, say o = 35.

(primitive roots of p = {6,7,11,12,13,15,17,19, 22,24, 26, 28,29, 30, 34,35} ).

Mehmet assign By = a = 35 and compute By = EP(modp) = 35?°(mod41) = 27.
Mehmet’s public key pk(p, E1, Es) is pk(41,35,27) and secret key is D = 25.

Example 9.2 (Encryption-Decryption) Suppose plaintext P is CODING, public key is
pk(41,35,27) and shifting vector B is (29,11, 19).

Solution 9.1 For encryption, choose e = 19 such that 1 < e < ¢(p). Calculating
signature k = Ef{ = 35%(mod41) = 7 and secret key A = ES = 27"%(mod 41) = 3
construct the key matrix K = J ’f\ = J% using \ = 3rd order generalized Jacobsthal

matrix. Generalized Jacobsthal sequence for A = 3 is given by

Index . =3 -2 -1 012345 6 7 8
Jacobsthal numbers ... —}1 % 0 01 125 9 18 37 73
we have
Js Jr+2Jsg 2J7 73 73 T4
K = Jr Je+2J5 2Js | = | 37 36 36
Jo Js+2Jy 2J5 18 19 18
32 32 33
K(mod41l) = 37 36 36
18 19 18

The plaintext P = CODING is divided into blocks each of size A and obtain numerical

values
P =(COD)=(2 14 3)and ,=(ING)=(8 13 6 ).
Encryption: C = (PK + B)(mod41)

¢, = (PK+ B)
32 32 33

(2 14 3)| 37 36 36 | +(29 11 19 )](mod41)
18 19 18

( 665 636 643 )(mod4l)
(9 21 28)~(J92),

111



and

Cy, = (PK+ B)
32 32 33

(8 13 6)| 37 36 36 | +(29 11 19 )](mod4l)
18 19 18

= (874 849 859 )(mod4l)
(13 29 39 )~ (N3?).

Cipher-text C' = (C1Cs) = (J92N3?) and hence P : CODING — C : J92N3?. Vedat
encrypts this message C' and transmits it to Mehmet with her signature k.

Decryption: Mehmet will determine the decryption key K=' = J ;\k =J 57 after receiving
the ciphertext C' and the signature k, where X = kP(mod41) = 7(mod41) = 3 is

obtained using the secret key D. So we get

12 17 12
29 29 29
K '(mod41) = -2 -5 (mod 41)
55 32 _ 32
87 87 87
1 2 1
= 21 21 22 |,
11 10 10
and
32 32 33 1 2 1 1067 1066 1066 1 00
37 36 36 21 21 22 | =1 1189 1190 1189 [ =] 0 1 0 | (mod4l).
18 19 18 11 10 10 615 615 616 00 1

Decryption takes place as P; = (C; — B)K*(mod 41). Then we have

P = (0, —BK™
1 2 1
= [(9 21 28)—(29 11 19)]| 21 21 22 | (mod4l)
11 10 10

(289 260 290)(mod41)
(2 14 3)~(COD),
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and

P, = (Cy—-BK™

1 2 1
= [(13 29 39)—(29 11 19)]| 21 21 22 | (mod4l)
11 10 10

= (582 546 580)(m0d41)
= (8 13 6 )~ (ING).

Mehmet was able to successfully obtain the plaintext CODING that Vedat had sent.

9.3 COMPLEXITY ANALYSIS AND STRENGTH

It is extremely difficult to obtain key matrices K = J ’f\ or K'=J ;k because it requires
matrix multiplications of a (Ax A) matrix J in to k times and calculations of its inverse for
the intruder. However, for Vedat and Mehmet, it is quite simple to construct key matrices
from the terms of the A th order generalized Jacobsthal sequence, which simplifies matrix
multiplication and inverse calculations.

Security Strength and Analysis

Example 9.3 To create all conceivable matrices is one approach for an adversary (let’s
say X) to defeat our suggested method using a brute force attack [18]. Since we are working
with J,(where p > 26 must be a prime number), X must examine the p’\2 matrices.

Ifp = 41 and N\ = 30, then X need to check p*° = 4139 = 4190 matrices, which is
equivalent to 3.2023660177 x 10! (too large).

However, we are aware that

(GLA(J)] = (0" = ) =) (0" =) (" - 1) (9-1)

determines the order of the General Linear group GLy, which consists of all invertible
matrices with order over Ax X over J,. Thus, for p =41 and A\ = 30 we get |G Lso(Js1)| =
(4130 — 4129)(413° — 4128) ... (4139 — 411)(413° — 1) = 3.1223551 x 10451,

Therefore, it is extremely difficult to reconstruct the key matriz in both circumstances.
The strength of the system using the suggested key matriz J5 over Jy, is demonstrated in

the list below.
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Ak |GLA(J,)| = (0 = p* 1) (p* = 2) ... (p* = ") (p* — 1)

1 J1 = |GLy(Jy)| = 40
X 2 J? = |GLy(Jg)| = 40

k J]f: ‘GLl(J41>| =40

1 JY = |GLy(Ju)| = 2.7552 x 10°
) 2 J5 = |GLy(Jy)| = 2.7552 x 10°

k Jb = |GLy(Jy)| = 2.7552 x 106

1 J3 = |GLs(J4)| = 3.19202373504 x 10™
; 2 J3 = |GLs(Jy)| = 3.19202373504 x 10™

k Jb = |GLs(J4)| = 3.19202373 504 x 10

Nk TV =|GLA(Ja)| = (410 — 411 (417 — 4122) L (41 — 41 (412 — 1)
It is clear from the table above that making prime p too large makes it nearly unbreakable.

Additionally, we noticed that it is independent of k and that if the size of the key matriz
is increased for a fized p, then |GL\(J,)| — oo. Therefore, it is impractical to breach
a system via a brute-force assault if the key space is huge. The adversary might then

attempt to analyze the ciphertext by running various statistical tests on it.

Complexity Analysis

The amount of computing power required to crack an encryption technique determines
how strong it is. An algorithm’s time complexity is a measure of how long it takes to ex-
ecute, see [49]. Big O notation is typically used to indicate an algorithm’s computational
complexity. It is commonly known that when multiplying matrices, the complexity in the
worst case is O(n?), which makes large-scale matrix multiplications more time-consuming.
However, this temporal complexity is reduced to O(n) in the case of generalized Jacob-

sthal matrices, see (2.14).
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CHAPTER 10

ON THE ROLE OF THE THIRD ORDER PELL NUMBERS AND
LINEAR DIOPHANTINE EQUATIONS IN CRYPTOGRAPHY

In this chapter, we propose a new encryption-decryption algorithm using solutions of
linear Diophantine equations with n—variables and the third order Pell P matrix, the
algorithm depends on dividing the message matrix into the block matrices each is of size
3 x 3. We use different numbered alphabet for each message, so we get a more reliable
encryption method. The alphabet is determined by the number of block matrices of the

message matrix and the number u that we use in the public key algorithm.

10.1 KEY EXCHANGE ALGORITHM [7] (SOLUTION OF LINEAR DIO-
PHANTINE EQUATIONS WITH n-VARIABLES TECHNIQUE)

1. Sender generates public key.

e A linear Diophantine equation g(x1, za, ..., x,) is considered by the sender.

e The sender generates the operator on the Diophantine equation given as for
T; = Tip,.01(9) = (g9 + pi)qi, where p;, q; parameters and p; > 0, ¢; > 0 Vi =

1,2,...,m.

e The sender generates the public key by taking key as T'="T,,0T,,_10---0T1}

and computes T'(g) as

T(g) = Tm'Tm/_l"” -T1<g(l’1,$27...,xn))
= (((9(x1,22,. .., 2n) +P1)@1 +D2)@2 - - - + Pm)Gm

= h(l’l,l'g, e ,$n>.

e The sender makes the Diophantine equations h(xy, z, . .., z,) and g(z1, T2, ..., T,)

public.
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2. Recipient generates public key and private key.

e A linear Diophantine equation f(z1,xa,...,2T,) = @121+ asxa+ ...+ anT, = b
in n variables for n > 2 such that ged(ay, as, . .., a,) divides b is considered by
the sender.

e The recipient selects a random solution (o, v, . .., a,) of the linear Diophan-
tine equation f(z1,z9,...,%,) = 121 + a2 + ... + apx, = b.

e The recipient on receiving the public key Diophantine equations evaluates
h(zy,x2,...,x,) and g(x1, To, . . ., x,) evaluates h(aq, g, ..., an) = u, g(ag, qe, ..., ap) =

.

e The recipient keeps the evaluated value v as secret key and makes u public

key.
3. The sender recovers the secret key.

e The sender recovers the secret key v from public key u by applying the inverse

of operators T; where for T; we have T, ' = T[;ilqi] with T[’;Z oy — (h)q—ll — ;.

e Sender from 7, ' the inverse of T recovers v from u by
(ToTy_10---0T) Hu) =T oTyto...oT 1 oT

4. The secret key v evaluated by both sender and receiver is used as the key for key

exchange.
10.2 THE ENCRYPTION AND DECRYPTION ALGORITHMS

First, we put our message in a matrix M of size 3m x 3m leaving space between two
words. Divide the square M message matrix of the size 3m in the matrices, named B; of

the size 3 x 3. (1 <i < m?)

by by by €1

€9 6% P1 P2 P3
Bi=| v b i | .Ei=| ¢ e e [P =] ps p5 pe
beo by bl eh el € pr Ps Do

Encryption Algorithm
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The number of the block matrices is denoted by s. According to s and u, we choose the

number n as follows. Let’s accept [|% + 1H =,

2 y <2

Y

y—3 , y>2'

We will use the following table according to (mod41)

A B C D E F G H I
n n+l1l n+2 n+3 n+4 n+5 n+6 n+7 n+8
J K L M N (@) P Q R
n+9 n+10 n+11 n+12 n+13 n+14 n+15 n+16 n+17
S T U Vv w X Y A 0

n+18 n+19 n+20 n+21 n+22 n+23 n+24 n+25 n+26
1 2 3 4 5! 6 7 8 9

n+27 n+28 n+29 n+30 n+31 n+32 n+33 n+34 n+35
! ?

Y

n+36 n+37 n+38 n+39 n+40

1. Choose n.
2. Determine b; (1<5<9).

3. Compute det(B;) = d;.

4. Construct C' = [b, di]ke{1,2,3.4,6,7.8,9}-
5. Transmit (u,n,C).
Decryption Algorithm
1. Compute v.
2. Compute P".

3. Compute
by + pably + psbi = ef  pibh + psby = e pibh + pabs + psby = e,
p4bi1 + p5b2 —l—pgb’} = 62 p4b§ —l—pgbé = 6?—) 44[)% +p5bé + pﬁbg = 6%,
prby + psby + poby = €7 prby + pobl = e prby + psbi + pobly = €5
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4. Solve 1*.d; = — (e} + pox;) (elel — ebel) + (e + psx;) (el el — ehel) — (el + psw;) (el el —

esel).
5. Substitute for z; = bL.
6. Construct B;.

7. Construct M.

Example 10.1 (Public key calculation) The sender considers a linear Diophantine equa-

tion (1,29, 3) = 511 — 3wa + 3 + 1. Let Ty = Tjp 1y, 1o = T3 4)

h(x1,29,23) = Tyo0Ti(g(x1, 72, 13))
= TyoTy(bxy —3xe+ 23+ 1)
= Tiga. 1121521 — 322 + 23+ 1)
= Tq((521 — 3wa + 23+ 1+ 2).1)
= T34 (521 — 3z + 23+ 3)
= ((bwq —3z2+ax3+3)+3)4

Sender makes

5$1—3I2+£L'3+1
2021 — 1229 + 423 + 24

public.
The recipient consider the linear Diophantine equation f(x1,xe,x3) = 221 +3w9+4x35—10.

Let (ay, g, a3) = (2,2,0) and keeps it private. Recipient evaluates
h(Oél, g, Oég) = 202-122+4+4.0+24

= 40
gla,az,a3) = 52—-32+0+1

= 5.

The recipient keeps v = 5 as secret key and makes u = 40 as public key. The sender

recovers secret key v.
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Example 10.2 Consider the message "OPERATORS CODING DECODING ALGO-
RITHM.”

O P F R A T

O R S c O

D I N G D
M pr—

EFE C O D I N

G A L G O

R I T H M
Encryption

We get the following calculations.

m=2ands=4

O P FE R A T
By = O R S |,B= ¢ O |,
D I N G D
E C O D I N
B = G Al,Bsi=| L G O
R I T H M

L[2+1]=11=y=n=11-3=38.

22 23 12 25 8 27 12 10 22
2. By = | 22 25 26 |, Bz = 3 10 22 |, Bs= | 14 3 8 |, Bs =
11 16 21 14 3 11 25 16 27
11 16 21
19 14 22
15 20 4

3. dy = =726, dy = —237, d3 = 934, dy = 3410.

22 23 12 22 26 11 16 21 —726
25 8 2v 3 22 14 3 11 =237
12 10 22 14 8 25 16 27 934

11 16 21 19 22 15 20 4 3410
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22 23 12 22 26 11 16 21 —726
25 8 27 3 22 14 3 11 —237
5. (40,8,
12 10 22 14 8 25 16 27 934

11 16 21 19 22 15 20 4 3410

Decryption

We have the following calculations.

(TyoTh) Hu) = Til o Tt (40)

[2,1] [3,4]
n 7}5,11](40-1—3)
= Tpy(7)
1
= (7.- =2
(77-2)
= 5
= .
84 46 33
2.P"=1 33 18 13
13 7 5

3. For B;
el = 3223 el =2460 el = 2897,
ey = 1265 et =967 ej = 1137,
ex =495 el =379 e} =443.
4 dy = —(e3+pamr)(€aeg — €eger) + (65 +psw) (e1eg — ezez) — (eg + psaa) (ere5 — ezel)
—726 = (2460 + 461).(—2420) + (967 + 18x1).(—6226) + (379 + 7x1).(—154)

= 11 = 25.
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6.

7

By =

The same process steps are done for the Bs, B3, By.

By =

M:

22 23 12
22 25 26
11 16 21

25 8

3

10

14 3

22
22
11
12
14
25

23
25
16
10
3
16

27

22
11

12
26
21
22
8
27

;B3:

25

14
11
19
15

8 27
10 22
3 11
16 21
14 22
20 4

12 10
14 3
25 16

121

22
3
27

I Q&3 O O O

;B4

Q ~ = v
N x» O =2 W M
na B ST o B

=

21
22







CHAPTER 11

AN APPLICATION TO CODING THEORY USING 3 - PRIMES
CIRCULANT MATRICES WITH AFFINE-HILL CIPHER

There are two types of cryptosystems, the symmetric key cryptosystem using a single key
in both encryption and decryption, and the asymmetric key cryptosystem using different
keys. The asymmetric key cryptosystem includes the public key and the private key. The
public key and private key are critical in advanced cryptosystems. Important studies
on the public key and the private key have been conducted in order to reduce insecure
situations. Application to linear Diophantine equations is one of them. In this chapter, we
develop a public key cryptosystem using key exchange based on the relationship between
n-variable linear Diophantine equations and linear operators and the Affine-Hill cipher

with 3-primes circulant matrices.

Remark 11.1 In this study, we will take the smallest positive integer with respect to

(mod 41) of any given number. For example 2 (mod 41) = 2. Because 645z = 19(mod 41)

645
_ 19+4In
645
= n=3,r=2.

X

11.1 KEY EXCHANGE ALGORITHM BASED ON THE RELATIONSHIP
BETWEEN n-VARIABLE LINEAR DIOPHANTINE EQUATIONS AND
LINEAR MAPPINGS

In this section, we will construct a key exchange algorithm based on the relationship
between linear diophantine equations with n-variables and linear mappings.

Generating the public key by the message sender;

1. The message sender creates the linear Diophantine equation g(xq, s, ..., ;) and
the linear mapping 7" given as T}, = Tjn, n,(9) = (1 +my)g +ny, by thinking about

it, where my, n; are parameters and m; > 0, np > 0. Vk =1,2,...,s.

123



2. Public key h(z1,z2, ..., ;) is generated as

ToTo...oT(g) = h(xzy,za,...,75).
—_——

s — times

3. After the sender creates the h and g equations, they are sent to the person who will

receive the message.

Generating the public key and private key by the person receiving the message

1. The receiver creates a linear Diophantine equation f(z1, 2, ..., 2;) = a121+ g2 +
...+ ajz; = b in n-variables for n > 2 such that gcd(aq,as,...,a;) divides b
and selects a random solution (v, o, ..., ;) of the linear Diophantine equation
f(x1,29,...,25) = a121 + aox2 + ... + a;x; = b.

2. The receiver calculates the expressions h(ay, as, ..., a;) = wand g(a, o, ..., o)) =
v according to the h(xi,zs,...,2;) and g(z1,2,...,2z;) public key Diophantine
equations.

3. The receiver of the message makes u the public key and v the private key.

Resolution of the private key by the sender.

1. The sender decrypts the private key v from the public key u by applying the inverse

of the T linear mapping, where 7! = 1+%7Lk (h — ng).

2. Solve v from u with the expression (ToTo...0T) Y (u) =T 1oT to...0oT t(u).

Key exchange

1. v secret key calculated by both sender and receiver can be used as key for key

exchange.
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11.2 A NEW ALGORITHM USING 3 — PRIMES CIRCULANT MATRI-

Algorithms

CES WITH AFFINE-HILL CIPHER

Encryption Algorithm:

1. X chooses Diophantine equation g and generates h

2. X recovers the secret key v

Key Matrix: C,(W) — K, where C,(W) is 3 — primes circulant matrice of order

v

X v

Encryption: Enc(M) : C; = (M;K + B)(mod p)

Transmit (C) to Y.

Decryption Algorithm:

Y, after receiving (C).

1. Key Matrix: C, (W) — K

2. Decryption: Dec(C) : M; = (C; — B)K~(mod p)

Note that B is an (1 x v) row vector called shifting vector. Also B = (Wy, Wy +
Wi, ... . Wo+ Wi+ 4+ W,_4).

Suppose that X wants to send a message to Y. After calculating key matrix K, he will

encrypt plaintext M with K using the proposed algorithm above.

e}

14

28

15

29

(]

16

30

17

31

18

32

ot

19

33

G H I J K
6 7 8 9 10
v v w X Y
20 21 22 23 24
8 9 . ., |

34 35 36 37 38
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25

39

M N
12 13
0 1
26 27
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Example 11.1 The sender (X) g(x1,x2,x3) = 3x1 + 622 + 223 — 4 take the linear Dio-
phantine equation and let Ty = Tjo5), To = T3 7.

h(z1, 22, w3) = Tyo0Ti(g(w1,72,73))
= T2 o) Tl(?)l‘l + 6I2 + 2273 - 4)
= T2<9I1 + 18[E2 + 6ZE3 - 7)

= 36x1 + 229 + 2423 — 21.

g(x1, T2, 3) = 321 + 629 + 225 — 4
h(xy, xg, x3) = 3621 + T2x9 + 2423 — 21

system is created.

The receiver (Y) considers the linear Diophantine equation f(xy, s, x3) = 221 — 315 +

x3 + 2 and its solution (aq, s, a3) = (0,1,1).

h(ai,as,a3) = T5=u

glag, e, 3) = 4=w.

The receiver (Y') makes v the private key and u the public key.

The sender (X) solves v from w.

(TQ @) Tl)_l(h(()él, Qg, 043)) = Tl_l ©) T2_1(h(Oél, 9, ag))

= Ty 0Ty '(75)

— 155 7)
= T7'(17)

= = 17—-5
BT

So v public secret key can be used as key for key exchange.

Example 11.2 (Encryption-Decryption) Suppose that plaintext M is TEACHER.

Solution 11.1 For encryption, secret key v = 4 construct the key matriz K = C4(W)
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using v = 4th order 3 — primes circulant matriz.

K =CyW) =

— N g O
[ =
[
S =N

B:(O 1 3 10)

The plaintext M = TEACHER. is divided into blocks each of size v and obtain numerical
values

M, = (TEAC) = ( 19 4 0 2> and My = (HER.) = ( 7 4 17 36 )
Encryption: C = (MK + B)(mod 41)

C; = (MK + B)(mod41)

0127
70 1 2

= [(19 4 0 2) +(0 1 3 10 )](mod41)
2 70 1
1 270

= (30 24 59 151)(mod41)

= (30 24 18 28 )~ (4YS2).

The Cy password corresponding to the My block plaintext is (4Y S2).

Cy = (MK + B)(mod41)

1 2
1
0
7

(7 4 17 36) +(0 1 3 10 >](mod41)

N 3 O
S = NN

0
7
2
1
(98 100 273 84 ) (mod41)
= (16 35 27 2)~(Q910).

The Cy password corresponding to the My block plaintext is (Q91C).
Cipher-text C = (C1C%) = (4Y S2Q91C) and hence M : TEACHER. — C': 4Y S2Q91C.
X send this cipher-text C to'Y .
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Decryption: Receiving ciphertext C, Y will calculate decryption key K—1 =

where v = 4.

K~*(mod 41)

It is seen that

= N O
[N s

124
246
164
246

o o o =
o O = O

~N OO =N

246
124
246
164

o = O O

= IS R

_ o O O

-1 17 S
24 120 120 120
1 _1 17 1
20 T2 10 T | (6440
L - 1 17
120 120 24 120
17 B N &
120 120 120 2
29 8 27 14
14 29 8 27
27 14 29 8
8§ 27 14 29
29 8 27 14
14 29 8 27
(mod 41)
27 14 29 8
8§ 27 14 29
164 246
246 164
(mod 41)
124 246
246 124

Decryption takes place as P; = (C; — B)K 1 (mod 41)

M,

(C; — B)K '(mod 41)

29 8 27 14
14 29 8 27

(30 24 18 28 )—(0 1 3 10)]

27 14 29 8
8§ 27 14 29

(1741 1603 1681 1683 ) (mod41)
(19 4 0 2)~(TEAC).
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The M plaintext corresponding to the Cy password is (TEAC).

My, = (Cy— B)K *(mod41)
29 8 27 14
14 29 8 27
= [(16 35 27 2)—(0 1 3 10)] (mod 41)
27 14 29 8

8 27 14 29

(1524 1234 1288 1102 ) (mod41)
— (7 417 36 ) ~ (HER).

The My plaintext corresponding to the Cy password is (HER.).
Thus, Y recovered the plaintext TEACHER. sent by X successfully.

Let’s increase the number of operators to three in the next example and make it a lit-
tle more difficult. Thus, the precaution taken against those who want to intercept the

message will be increased.

Example 11.3 The sender (X) g(x1, x2, 23, x4) = 201 — o+ 3x3+4x4— 1 take the linear
Diophantine equation and let Ty = T35, To = T}y 4 and Tz = Tjpq).

h(xy, mo, 23, 24) = T30Ty0Ti(g(x1,22,73,74))
= T30T50T(201 — x9 + 323 + 44 — 1)
= T30T5(8xy — 4xe + 1225 + 1624 — 2)
= T3(16x; — 8z + 24x3 + 32x4)
= 48w — 24wy + T2x3 + 9624 + 6.
g(x1, X9, k3, 24) = 221 — X9 + 3wz + 4wy — 1
h(z1, 9, r3,x4) = 4811 — 2479 + 7223 + 9674 + 6
system is created.

The receiver (Y') considers the linear Diophantine equation f(xy,za,x3,x4) = 421+ 5wy —

Txs + 2x4 — 6 and its solution (aq, g, as, ay) = (2,1,1,0).

h(oq, g, a3, ) = 150 =u

9(04170427043,%;) = 5 =u.
The receiver (Y) makes v the private key and u the public key.
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The sender (X) solves v from w.

(T3 o T2 o Tl)_l(h(ala G2, (g, 044)) = Tl_l o T2_1 o T3_1<h<041, G2, (g, Oé4))

= T, oTyt o Ty H(150)
o 1
= T110T2 1(m(150—6))
= Ty'oT,'(48)
1
= Ty (—=(48 -4
CH s - 1)
= T7(22)
1
= ——(22-2
+3( )

1
= 5

= v

So v public secret key can be used as key for key exchange.
Example 11.4 (Encryption-Decryption) Suppose that plaintext M is CRY PTOLOGY .

Solution 11.2 For encryption, secret key v = 5 construct the key matrix K = Cs(W)

using v = 5th order 3 — primes circulant matriz.

0 1 2 7 25
25 0 1 2 7
K=CsW)=| 7 25 0 1 2
2 7 25 0 1
1 2 7 250

B:(O 1 3 10 35>

The plaintext M = CRY PTOLOGY s divided into blocks each of size v and obtain

numerical values

M; = (CRYPT) = ( 2 17 24 15 19) and

Mg_(OLOGY)_(M 11 14 6 24).
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Encryption: C = (MK + B)(mod 41)

C; = (MK + B)(mod41)

0O 1 2 7 25
2 0 1 2 7
[(2 17 24 15 19) 792 0 1 2 +(01310 35)}(mod41)
2 7 25 0 1
1 2 7 25 0

= (27 8 40 24 21)~(1I YV).

The C1 password corresponding to the My block plaintext is (1I Y'V).

Cy = (MyK + B)(mod41)

o 1 2 7
20 1 2 7
z[<14 1 14624) 7% 0 1 2 +(01310 35)}(mod41)
2 7 25 0
1 2 7 25 0

= (40 4 32 6 4)~(4GGE)-

The Cy password corresponding to the My block plaintext is ( 46GE).

Cipher-text C = (C1Cy) = (11 YV 46GFE) and hence M : CRY PITOLOGY — C' :
11 YV 46GE. X send this cipher-text C to'Y .

Decryption: Receiving ciphertext C, Y will calculate decryption key K~ = C3 (W),
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where v = b.

K '(mod41)

109449 390036 6296 6619 809
0780925 9780925 9780 925 9780 925 9780 925

809 109449 390036 6296 6619
9780925 9780925 9780925 9780 925 9780 925
6619 809 109 449 390036 6296

T 0780925 9780925 9780925 9780925 9780925 (mod41)
6296 6619 809 109449 390036
9780 925 9780 925 9780925 9780925 9780925
390036 6296 6619 809 109449
9780 925 9780925 9780925 9780 925 9780 925

24 21 38 38 36

36 24 21 38 38

38 36 24 21 38

38 38 36 24 21

21 38 38 36 24

It can easily be seen that

o 1 2 7 25 24 21 38 38 36

25 0 1 2 7 36 24 21 38 38

7 25 0 1 2 38 36 24 21 38 (mod41)

2 7 25 0 1 38 38 36 24 21

1 2 7 25 0 21 38 38 36 24

903 1312 1271 1148 861

861 903 1312 1271 1148

1148 861 903 1312 1271 | (mod4l)

1271 1148 861 903 1312

1312 1271 1148 861 903

1 00 0O

01 00O

001 00O

00010

00 001
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Decryption takes place as P; = (C; — B)K ' (mod 41)

M1 = (Cl — B)Kﬁl(m0d41)

(27 8 40 24 21)—(0 13 10 35)]

= (2 17 24 15 19)~(CRYPT)~

24
36
38
38
21

21
24
36
38
38

The M; plaintext corresponding to the Cy password is (CRY PT).

My, = (Cy— B)K '(mod41)

24
36
= [(40 4 32 6 4)—<0 13 10 35>] 38
38
21

— (14 11 146 24 )~ (OLOGY).

21
24
36
38
38

38
21
24
36
38

38
21
24
36
38

38
38
21
24
36

The Cy password corresponding to the My block plaintext is (OLOGY').
Thus, Y recovered the plaintext CRY PTOLOGY sent by X successfully.

38
38
21
24
36

36
38
38
21
24

11.3 COMPLEXITY ANALYSIS AND SECURITY STRENGTH

36
38
38
21
24

(mod 41)

(mod 41)

To compute the common secret key either v or the 2s parameters my,n, for all £ =

1,2,...,s in key exchange algorithm and to abtain key matrices K and calculations of

MK + B and (C' — B)K™! are very difficult. However for X and Y it is quite easy to

construct key matrices from v-th order 3 — primes circulant matrix.

One of the most common attacks in the context of security strength analysis is the Brute

force attack [18, 84].

In Example (11.2) , p = 41 and v = 4, then intruder need to check 41'® matrices, which

is equivalent to 6.3 759030914 653 054 346 432 641 x 10%.

However, we know that

IGL, (W) = (@™ —p" )" —p™ %) ...(p" = p")(p" - 1)

(11.1)



gives the order of the General Linear group G L,,, which consists of all invertible matrices

of order m x m over W,. Our key matrices are invertible. We get

|GLy(Ky)| = (41* —41%)(41* — 41%)(41* — 411)(41* — 1)

6.2166 004473116 48937984 x 10%°.

In Example (11.4) , p = 41 and v = 5, then intruder need to check 41% matrices, which
is equivalent to 2.0 873 554 875923 477 449 109 855 954 682 643 681 001 x 10%°.

Our key matrices are invertible. We get

|GLs(Ky)| = (41° —41%)(41° — 41%)(41° — 41%)(41° — 41')(41° — 1)

2.0 352 026 622 286 237 622 737 800 936 665 088 x 10*° .

It is obvious that by making prime p too large, it becomes nearly unbreakable. Also, if
we increase the size of key matrix for fixed p, then |GL,,(W,)| — oo, i.e. it depends on
v and p. The difficulty in obtaining the key matrices is highlighted by this. Furthermore,
the method’s difficulty makes cracking the password difficult.
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CHAPTER 12

A NEW APPLICATION TO CRYPTOLOGY USING GENERALIZED
FIBONACCI MATRICES, INNER PRODUCT AND SELF-ADJOINT
OPERATOR

Recent developments in the field of cryptology have made it an important discipline in
both mathematics and computer science and engineering. In mathematics, cryptology
is applied in different sub-fields such as algebra, number theory, graph theory, algebraic
geometry, probability, and statistics. Analysis of cryptographic security has led to the
use of theoretical computer science and complexity theory in particular. Because an
important aspect of encryption protocols is their security. That is the ability to withstand
attacks. Since modern cryptography is done on a computer, cryptographic security uses
on computer science and complexity theory. For more information on complexity theory,
see [89)].

Most coding algorithms use modular arithmetic. Because in this way, it provides the
transformation of the n-letter. This shows that cryptography is closely related to number
theory. For this see [78,90,91]. For example, Hill-Affine encryption is used a lot with
modular arithmetic [78,83-88|.

Using the same ideas in Diffie-Hellman and RSA, algebraic geometry began to be used
in cryptography to reduce the key space size. Elliptic curves over finite fields and their
related groups were suggested as potential cryptographic building blocks by Neil Koblitz
[92] in 1985. The majority of the time, these techniques have produced quicker encryption
and fewer key gaps than conventional RSA techniques. They have been highly effective.
Therefore, significant studies has been done on the application of elliptic curves to cryp-

tology after 1985, see for more information [8,78,93].

In 1995, Lin Chang and Lie proposed the application of Diophantine equations in cryp-
tography. Afterwards, Hary Yosh did cryptography studies on nonlinear Diophantine

equations. For studies in this area, see [7,80-82].
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In this chapter, we presented a study on the application of functional analysis to cryp-
tography. First, we created a new public key system, that is, a key exchange algorithm,
using the inner product and orthogonality. Then, we propose a new cryptography by us-
ing the inner product, self adjoint operators, and generalized m-step Fibonacci numbers

and combining them with the key exchange algorithm we have introduced.

12.1 A NEW KEY EXCHANGE ALGORITHM CREATED BETWEEN
INNER PRODUCT AND ORTHOGONALITY

1. The sender considers an inner product f(u) = (a,u) = ajuy + asus + ... + apuy,,

where a,u € R"

The sender generates the operator on the inner product equation given as for T; =

Tl a) = ¢if + di, where ¢;, d; parameters and ¢; >0, d; € R, Vi =1,2,...,7.

The sender generates the public key such that

T(f)=TyoTya0-oTi(f) = g

The sender makes the f and ¢ public.
2. The recipient generates a public key and a secret key. Firstly, the recipient creates
b vector.

The recipient selects an arbitrary vector v such that (b,v) = 0, i.e. b and v orthog-

onal.

The recipient keeps f(v) = m as the secret key and makes g(v) = n the public key.

3. The sender recovers the secret key m from public key n by applying the inverse of
(g)—d;

Cq

operators T;, where for T;, we have T, * =T, (;1 &) =

The sender from T} !, the inverse of T}, recovers m from n by

(noﬂilo...oTl)il:T]T]'OT2710"'OT74_1.

4. The secret key m evaluated by both sender and receiver is used as the key for key

exchange.
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12.2 ALGORITHMS

Encryption Algorithm:

1. X considers inner product f and generates g.

2. X recovers the secret key m.

3. X creates F';, — K matrix, where F'; is the multinacci matrix of order m x m.

4. X calculates (F)* — K*, where (F )* is an adjoint matrix of F,.

5. If m is odd, the key matrix is K K* = Ky, if m is even, the key matrix is K*K = Ko.

6. Encryption: Enc(M) : C; < (K 2M;, E,)(mod 41); where C; is ciphertext, C; € R,

M; is plaintext and it is m X 1 column vector and E,, = (F,, Fri1, ..., Frim—1)-
(
first row |, i = 1(modm)
second row , i = 2(modm)
Mi -
m-th , = 0(modm)

7. Transmit (C; E,) to Y.

Decryption Algorithm:

Y, after receiving (C; E,,).

1. If m is odd, the key matrix is K K* = Ky, if m is even, the key matrix is K*K = K,.

2. Decryption: Dec(C) : M; < (M;, K] ,E,)(mod 41) = (M;, K, 2 E,,)(mod 41), where

K, o is self-adjoint. Y recovers m; from c;, where m; is the component of M;

Suppose X wants to send message to Y. After calculating key matrix K he will encrypt

plaintext M with K using proposed algorithm above.
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Example 12.1 (Public key calculation) X choosesa = (2,1, —5,3) andu = (uy, us, us, uy).
So f(U) = (a, U) = 2'11/1 + Ug — 5U3 + 3U4. Let T1 = T(Q’g), T2 = T(3’5), T3 = T(L_g)

g(u) = TzoTy0Ti(f(u))
= T30Ty0T1(2u; + uy — bus + 3uy)
= Ty 0 Ty(4uy + 2uy — 10ug + 6uy + 3)
= T3(12u; + 6uy — 30ug + 18uy + 14)

= 12U1 ais 6U2 — 3OU3 + 1SU4 + 11.

X makes

f(u) = 2uy + ug — bug + 3uy
g(u) = 12uy + 6uy — 30uz + 18uy + 11

public.

Y considers b = (1,3, —6, 1) and selects an arbitrary vector v such that (b,v) = 0.
((17 3a _67 1)a (Ula VU2, U3, '04)) = 0.

Letv=1(2,1,1,1).

b A

Y evaluates

glv) = 29
flv)y = 3.

Y keeps m = f(v) = 3 as secret key, makes n = g(v) =29 as public key.
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X recovers secrete key m from the private key g(v) by applying

(Ts0ThoTy) M (n) = Tyl oTytoTy1(29)
= Ty'oTy1(29 + 3)
= T;'oT;1(32)

(32 — 5)

( )

Il
’ﬂ

|
©’ﬂ

Il
w

Example 12.2 (Encryption-Decryption) Suppose plaintext M is CODE.

For encryption, public key n = 29 and secret key m = 3. m is odd.

Fy, Fso+ Fyy Fig 15902591 13346834 8646064
K=F =\ Fy Fa+ Fos Foo | = | 8646064 7256527 4700770
Fyy Fog+ Fyr Fig 4700770 3945294 2555757
Key matrix
15902591 13346834 8646064 15902591 8646064 4700770
K, = KK*=| 8646064 7256527 4700770 13346834 7256527 3945294
4700770 3945294 2555757 8646064 4700770 2555757

505 784801028933 274989639106 622 149 508 845 384 714
= 274989639106622 149508 845386725 81286316536108 | (mod41)
149508 845384714 81286316536108 44194477 182385

11 8 9
= 8§ 11 22
9 22 6

The plaintext M = CODE is divided by each character to form a separate block and

obtain numerical values
My=(C)=(200), My=(0)=(0140), M3 = (D) =(003), My =(E) =(400)
Eyg = (Fhg, F3o, F31).
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Now let’s find the C' codes corresponding to the plaintext M.

11 8 9 2
Co= (| 8 11 22 0 ,(4700770 8646064 15902591))(mod41)
9 22 6 0

= (( 22 16 18 > , < 4700770 8646064 15902591 ))(mod41)

= (( 22 16 18),(38 25 3))(mod41)
— (836 + 400 + 54)(mod 41)

= 19~ (T).

According to the M, plaintext, Cy is encoded as (T).

11 8 9 0
C, = (| 8 11 22 14 ,(4700770 8646064 15902591))(m0d41)
9 22 6 0

= (( 112 154 308 ) , ( 4700770 8646064 15902591 >)(mod41)

= (( 30 31 21),(38 25 3))(mod41)
— (1140 + 775 + 63)(mod 41)

= 10 ~ (K).

According to the My plaintext, Cy is encoded as (K).

11 8 9 0
Cs = (| 8 11 22 0 ,(4700770 8646064 15902591))(mod41)
9 22 6 3

— (( 27 66 18),(38 25 3))(mod41)

= (( 27 25 18),(38 25 3))(mod41)
— (1026 + 625 + 54)(mod 41)

= 24~ (V).
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According to the Ms plaintext, C3 is encoded as (Y).

11 8 9 4
Cy = (| 8 11 22 0 ,(4700770 8646064 15902591 ))(mod41)
9 22 6 0

= (3 82 36 ). (38 25 3))(modd1)
= (114 + 800 + 108) mod 41

— 38~ ().

According to the My plaintext, Cy is encoded as (D). Then we get C' = (C1C2C3Cy) = (T
K Y.

Transmit (T K'Y 15 Eg).

Decryption: 'Y, after receiving (T K Y !; Eag). Now let’s solve the codes using the self

adjoint and inner product properties.

(MZ', KTQE,L)(mod 41) = (Ml, KLQEn) (mod 4].)

11 8 9 38
((m1 0 0), 8 11 22 25 |)(mod41) = 19
9 22 6 3
((m1 0 0),(645 645 910))(m0d41) ~ 19
19
my = %(modéﬂ)
The plaintext of My corresponding to the Cy code is (C).
11 8 9 38
((0 my 0), 8 11 22 925 [)(mod41) = 10
9 22 6 3
((0 Mo O>,(645 645 910))(m0d41) = 10
10
= — 41
Mo 645(mod )
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The plaintext of My corresponding to the Cy code is (O).

11 8 9 38
((0 0 m3), 8 11 22 25 |)(mod4l) = 24
9 22 6 3
((0 0 m3>,<645 645 910))(m0d41) = 24
24
ms = %(modlll)

The plaintext of M3 corresponding to the Cs code is (D).

11 8 9 38
((m4 0 0), 8 11 22 25 |)(mod41) = 38
9 22 6 3
((m4 0 0),(645 645 910))(m0d4l) = 38
38
my = %(modlﬂ)

The plaintext of My corresponding to the Cy code is (E). Thus Y recovered the plaintext
CODE sent by X succesfully.

12.3 COMPLEXITY ANALYSIS

To compute the common secret key either n or the 2j parameters ¢;, d; forallt =1,2,...,j
in key exchange algorithm and to obtain key matrices K; = K K*, K, = K*K and calcu-
lations of their adjoints are very difficult. Because they involve matrix multiplications of
a (m x m) matrix F,, in to n times. However for X and Y it is quite easy to construct
key matrices from the terms of m-th order generalized Fibonacci sequence, which reduces

the calculations of matrix multiplication as well as that of obtaining its adjoint.

12.4 SECURITY STRENGTH AND ANALYSIS

In the context of security strength analysis one of the most popular attack is Brute force

attack [18, 84].
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To create all conceivable matrices is one method for an adversary (let’s say Z) to defeat
our suggested method using a brute force attack. Since, we are studying on F, (p > 26
be a prime), Z need to check pm2 matrices.

In example 12.2 , p = 41 and m = 3, then Z need to check 41° matrices, which is
equivalent to 3,27 381934393961 x 104

But we are aware that

(GLn(Fp)| = (™ —p" )™ =" %) (0™ =)™ — 1) (12.1)

determines the order of the General Linear group GL,,, which consists of all invertible

matrices of order m x m over F),. Our key matrices are invertible and we have

|GL3(Fy)| = (41° —41%)(41° — 41%)(41° — 1)

= 3.19202373504 x 10"
It is clear that making prime p too large is almost unbreakable. Also, if we increase the
size of key matrix for fixed p, then |GL,,(F,)| — oo, i.e. it depends on m and p. The

difficulty in obtaining the key matrices is highlighted by this. Furthermore, the method’s
difficulty makes cracking the password difficult.
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CHAPTER 13

A NEW APPLICATION TO CRYPTOLOGY USING GENERALIZED
JACOBSTHAL MATRICES, INNER PRODUCT AND SELF-ADJOINT
OPERATOR

This chapter has been accepted by the journal and is now in the printing stage. We
discussed a study on the use of functional analysis in cryptography in this chapter. First,
utilizing the inner product and orthogonality, we developed a new public key system, or
key exchange method. Then, using our newly developed key exchange method in con-
junction with the inner product, self adjoint operators, and generalized m-step Jacobsthal

numbers, we suggest a new cryptography.

13.1 KEY EXCHANGE ALGORITHM CREATED BETWEEN INNER PROD-
UCT AND ORTHOGONALITY

1. The sender considers an inner product f(u) = (a,u) = aju; + agug + ... + ayuy,,

where a,u € R"

The sender generates the operator on the inner product equation given as for T; =

Tic, 4y = cif + di, where ¢;, d; parameters and ¢; > 0, d; € R, Vi =1,2,...,j.

The sender generates the public key such that

T(f)=TjoTyr0---0 Ty(f) = g.

The sender makes the f and ¢ public.

2. The recipient generates a public key and a secret key. Firstly, The recipient creates

b vector.

The recipient selects an arbitrary vector v such that (b,v) = 0, i.e. b and v orthog-

onal.
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The recipient keeps f(v) = m as the secret key and makes g(v) = n the public key.

3. The sender recovers the secret key m from public key n by applying the inverse of

operators T;, where for T;, we have T, * =T, (;1 &) = (g)=di

Cq

The sender from T} !, the inverse of Tj, recovers m from n by

(T]OT]flooTl)il :TlilOT2ilo“'07—.‘j_1.
4. The secret key m evaluated by both sender and receiver is used for key exchange.
13.2 ALGORITHMS

Encryption Algorithm:

1. X considers inner product f and generates g.

2. X recovers the secret key m.

3. X creates J,, — K matrix, where J is the multinacci matrix of order m x m.
4. X calculates (J)* — K*, where (J )* is an adjoint matrix of J .

5. If m is odd, the key matrix is K K* = Ky, if m is even, the key matrix is K*K = Ko.

6. Encryption: Enc(M) : C; < (Ky2M;, E,)(mod 41); where C; is ciphertext, C; € R,

M; is plaintext and it is m x 1 column vector and E, = (Ju, Jot1, -5 Jnsm—1)s
where
( first row |, i = 1(modm)
M, — second row | i = 2(modm)
m-th , 1= 0(modm)

\

7. Transmit (C; E,) to Y.

Decryption Algorithm:

Y, after receiving (C; E,).
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1. If m is odd, the key matrix is K K* = Ky, if m is even, the key matrix is K*K = K.

2. Decryption: Dec(C) : M; + (M;, K] ,E,)(mod41) = (M;,K; o E,)(mod 41), where

K, o is self-adjoint. Y recovers m; from c;, where m; is the component of M;

Suppose X wants to send a message to Y. After calculating key matrix K he will encrypt

plaintext M with K using the proposed algorithm above.

A B C D FEF F GH I J K L M N
o 1 2 3 4 5 6 7 8 9 10 11 12 13
o P QQ R ST UV W XY Z 0 1
14 15 16 17 18 19 20 21 22 23 24 25 26 27
2 3 4 5 6 7 8 9 . b7

Y

28 29 30 31 32 33 34 35 36 37 38 39 40
Example 13.1 (Public key calculation) X chooses a = (2,—3,1,—4,3) and u = (uy, us, ug, g, Us).
So f(u) = (a,u) = 2uy — 3ug + uz — 4uy + 3us. Let Ty = T(1 1y, To = T(2,—a), T5 = T(a,—7)
g(u) = T30T30Ti(f(u))
= T30T50T1(2u; — 3us + uz — 4uy + 3us)
= T30T5(2u; — 3ug + uz — 4ug + 3us + 1)
= T3(4uy — 6ug + 2usz — 8uy + 6us — 2)
= 16u; — 24uy + 8us — 32uy + 24us — 15.
X makes
f(u) = 2uy — 3ug + usz — duy + 3us
g(u) = 16u; — 24us + 8uz — 32uy + 24us — 15
public.

Y considers b = (2,3,—7,2,—1) and selects an arbitrary vector v such that (b,v) = 0.
((27 37 _77 2a 0)7 (Ula V3, U3, Uy, US)) = 0.

Let v=(2,1,1,0,1).

Y evaluates
glv) = 25
fw) = 5.
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Y keeps m = f(v) =5 as a secret key, makes n = g(v) = 25 as a public key.

X recovers secrete key m from the private key g(v) by applying

(T30Ty0Ty) Hn) =

= Tfl OT271(

= Ty oTy'(8)

8+4

= T7i(——
= TI'(4)
6—1

1
= 5

= m

Tl o Tyt o Tyt (25)
25+ 7

)

Example 13.2 (Encryption-Decryption) Suppose plaintext M is KEY .

For encryption, public key n = 25 and secret key m = 5. m 1is odd. We get

T

Jos
Jor
— Jog
Jas
Joa

Jor + Jag + Jos + 2J24
Jog + Jos + Jog + 223
Jos + Jag + Joz + 229
Jog + Jog + Jog + 2Jx
Jag + Jog + Jo1 + 2Jy

Joz + Jog + 205
Jog + Jos + 2.J24
Jos + Jag + 223
Joa + Jaz + 220
Joz + Jaz + 221

17318417 17318416 17318415 17318417 17318418

8659209 8659208 8659207 8659206
= 4329604 4329605 4329604 4329603
2164801 2164803 2164804 2164803
1082401 1082400 1082402 1082403
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Jor + 29
Jog + 225
Jos + 2J2
Jog + 2J23
Jaz + 252

8659208
4329602
2164802
1082402

2Ja7
2J2
2Js5
2J54
2J23




Key matrix

17318417 17318416 17318415 17318417 17318418
8659209 8659208 8659207 8659206 8659208
Ky = KK*= 4329604 4329605 4329604 4329603 4329602
2164801 2164803 2164804 2164803 2164802
1082401 1082400 1082402 1082403 1082402

17318417 8659209 4329604 2164801 1082401
17318416 8659208 4329605 2164803 1082400
X | 17318415 8659207 4329604 2164804 1082402 | (mod4l)
17318417 8659206 4329603 2164803 1082403
17318418 8659208 4329602 2164802 1082402

30 17 8 7 11
17 7 15 13 16
= 8 15 29 7 25
7T 13 7 39 22
11 16 25 22 18

The plaintext M = KEY is divided by each character to form a separate block and obtain

numerical values
My=(K)=(100000), M\y=(E)=(04000), Ms=(Y)=(002400)

and

Ey = (Jos, Jag, Jor, Jos, Jag)
= (2164801 4329604 8659209 17318417 34636833>(m0d41)

2(1491733>-
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Now let’s find the C' codes corresponding to the plaintext M.

Ch

30 17 8 7 11
17 7 15 13 16
8 15 29 7 25
7T 13 7 39 22
11 16 25 22 18

1~ (B).

o o o O

,<1 49 17 33 ))(mod41)

(13 6 39 29 28),( 1 4 9 17 33 ))(modd1)
(13 + 24 + 351 + 493 + 924)(mod 41)

According to the My plaintext, Cy is encoded as (B).

Cy

30 17 8 7 11
17 7 15 13 16
8 15 29 7 25
7T 13 7 39 22
11 16 25 22 18

26 ~ (0).

o O O s~ O

(14 9 17 33 ))(mod41)

((27 28 19 11 23),(1 4 9 17 33 ))(mod41)
(27 + 112 + 171 + 187 + 759)(mod 41)

According to the My plaintext, Cy is encoded as (0).

Cs

30 17 8 7 11
17 7 15 13 16
8§ 15 29 7 25
7T 13 7 39 22
11 16 25 22 18

7~ (H).

0
0
24
0
0

(14 9 17 33 ))(mod41)

((28 32 40 4 26),(1 4 9 17 33 ))(mod41)
(28 + 128 + 360 + 68 + 858)(mod 41)

According to the My plaintext, C3 is encoded as (H). C = (C1CC3) = (B 0 H ).
Transmit (B 0 H ; Ess).
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Decryption: Y, after receiving (B 0 H ; Eas).

(MZ', KTQEn)(mOd 41) = (Mz’ KLQEn) (HlOd 4].)

((m1 000 0),

The plaintext of My corresponding to the Cy code is (K).

((o my 0 0 0),

The plaintext of My corresponding to the Co code is (E).

((o 0 ms 0 0),

30 17 8 7

17 7

8
7

11 16

((ml 0 00 0),(37 27

15 13
15 29 7
13 7 39
25 22

30 17 8 7

17 7

8
7

15 13
15 29 7
13 7 39

11 16 25 22

((o my 0 0 0>,<37 27 2 35 38))(mod41)

30 17 8 7

17 7

8
7

15 13
15 29 7
13 7 39

11 16 25 22

((o 0 mg 0 0),(37 27 2 35 38))(mod41)

11
16
25
22
18

11
16
25
22
18

11
16
25
22
18
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17
33

2 35 38))(mod41)

my

my

(
1
4
9
17
33

(
1
4
9
17
33

)(mod 41) =

37

1
(mod 41)

= 10 ~ (K).

)(mod 41)

ma

mo

)(mod 41)

ms

ms

26

26

26
— 41
27(mod )

4~ (E).

—(mod 41)

24 ~ (Y).



The plaintext of Ms corresponding to the C3 code is (Y). Thus Y recovered the plaintext
KFEY sent by X successfully.

13.3 COMPLEXITY ANALYSIS

To compute the common secret key either n or the 25 parameters ¢;, d; foralli =1,2,...,j
in key exchange algorithm and to abtain key matrices K; = K K*, Ky = K*K and calcu-
lations of their adjoints are very difficult. Because they involve matrix multiplications of
a (m x m) matrix J,, in to n times. However for X and Y it is quite easy to construct key
matrices from the terms of m-th order generalized Jacobsthal sequence, which reduces

the calculations of matrix multiplication as well as that of obtaining its adjoint.
13.4 SECURITY STRENGTH AND ANALYSIS

In the context of security strength analysis, one of the most popular attacks is the Brute
force attack [18, 84].

To create all conceivable matrices is one method for an adversary (let’s say Z) to defeat
our suggested method using a brute force attack. Since we are studying on F, (p > 26
be a prime), Z needs to check me matrices.

In Example (13.2) , p = 41 and m = 5, then Z needs to check 41?° matrices, equivalent
to 2,0873554 875923 477 449 109 855 954 682 643 681 001 x 10%°.

But we are aware that

GLu(Fp)| = (™ —p" )™ =" %) (0™ =)™ — 1) (13.1)

determines the order of the General Linear group GL,,, which consists of all invertible

matrices of order m x m over J,. Our key matrices are invertible, and we have
|GLs(J1)| = (41° — 41%)(41° — 41%)(41° — 412)(41° — 41)(41° — 1)

= 2,0352026 622286 237 622 737 800 936 665 088 x 10%°.
It is clear that making prime p too large is almost unbreakable. Also, we observed that
it does not depend on n, and if we increase the size of the key matrix for fixed p, then
|G Ly, (J,)] — o0, i.e. it depends on m and p. This presents the difficulty of obtaining

the key matrices. In addition, the difficulty of the method also makes it difficult to crack

the password.
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CHAPTER 14

A NEW CODING THEORY USING WOODALL NUMBERS, INNER
PRODUCT, ADJOINT OPERATOR AND ELLIPTIC CURVES

Elliptic curves have also been extensively used in cryptology in recent years. The reason
for the increasing interest in elliptic curves is that they use a smaller key size compared to
other key exchange algorithms such as RSA and ElGamal. In other words, elliptic curve
cryptography reduces the processing steps. Significant work has been done in elliptic
curve cryptography, see [1,5,78,92,94,95].

In this chapter, we found polynomials with rational coefficients that convert Woodall
numbers to Woodall numbers. We then construct a key exchange algorithm between
linear Diophantine equations and polynomials that converts first-order Woodall numbers
to Woodall numbers. Finally, we created a new cryptosystem with Woodall matrices and

elliptic curves using the inner product and adjoint operators.

14.1 POLYNOMIALS WITH RATIONAL COEFFICIENTS MAPPING FROM
WOODALL NUMBERS TO WOODALL NUMBERS

In this section, we will find polynomials with rational coefficients that convert Woodall
numbers to Woodall numbers. First, let’s give all first-order polynomials with rational

coefficients mapping from Woodall numbers to Woodall numbers.

Theorem 14.1 All first-order polynomials with rational coefficients mapping from Woodall

numbers to Woodall numbers are of the form

Piz) = Lomg v Dom 1,
m m

where n,m € Z* andn —m =r, € Z.

Proof. We want to find a polynomial P;(x) = a1z + ag such that P;(m.2™ —1) =n.2" —1

and n,m € Z*, a1, aq € Q.
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Note that
P(m2"—-1)=n2"-1= P (m2™ —-1)+1=n2".
Let Q(z) = Pi(z — 1) + 1. Here, we get Q(m.2™) = n.2". Then, we have

Q) = Pz—1)+1
= am(r—1)+a+1

= ar—a;+ag+1,
and for r = m.2™,
Q(m.2™) =n2" =aym—a; +ag+1=m'27"Q(m.2™) = M gn-m _ a; +
m

If we take m large enough, so for m — oo we get m—127"Q(m.2™) — aj.

m127"Q(m.2™) = D gn-m _ ﬁ2”, where n —m = ry.
m m

So a; = 2", Also

(ag—a; +1)m 2™ = 0=a —a;+1=0

n
= &0:&1—1:—2“—1.
m

If a; and ay are substituted in the P; polynomial, we get the expression

Pi(z) = %Q”.x v %2” 1.0

Now we will give form of all second-order polynomials with rational coefficients mapping

from Woodall numbers to Woodall numbers.

Theorem 14.2 All second-order polynomials with rational coefficients mapping from

Woodall numbers to Woodall numbers are of the form

Py(z) = —2m2a 4 —ortl gy Lo g

m?2 m m

where n,m € Z" and n — 2m = ry € Z.

Proof. We want to find a polynomial P»(z) = agz? + a1 + ag such that Py(m.2™ —1) =

n.2" —1 and n,m € Z*, as,a1,a9 € Q.
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Note that
Py(m.2™ —1)=n2"—1= P(m2™ —1)+1=n2".
Let Q(z) = Py(z — 1) + 1. Here, we get Q(m.2™) = n.2". Then, we obtain
Q(z) = ag(r -1+ a(z—1)+ag+1
= a2’ + (a1 — 2a2)x + ay — a; + ag + 1,
and for x = m.2™,
Q(m.2™) = n.2" = ay(m.2"™)* + (a1 — 2a3)m.2"™ + ag — a; +ag + 1
= m 2272 Q(m.2") = %2”_2’“ = as+ (a1 — 2a2)m ™" .27" + (ay — ay + ag + 1)m 227",
If we take m large enough, so for m — oo we get m=2272mQ(m.2™) — ay. So

n _
1y = 2271 2m

n
= —2", where n — 2m = r,.
m

m

Also

(a1 = 2a5)m ™" 27" + (a3 — ar + ap + 1)m 272" =0

a1 —2as = Oanday—a;+ag+1=0
a1 = 2a = 2272 = —_grat
m

=
n

= ap=—52"7 — 1.
m

If as,a; and ag are substituted in the P, polynomial, we get the expression

Py(z) = %2%52 + %27“2“.3: + %2’“2 ~1.0

We will generalize the above polynomials in the following theorem.

Theorem 14.3 All kth-order polynomials with rational coefficients mapping from Woodall

numbers to Woodall numbers are of the form

Pk:(x) = (O) ﬁ?rk.$k + <1) WZTk.xk_l + (2) ﬁQrk-xk_Q 4.

k n n
— Q" g — 2 — ]
* (k - 1) mee * mk

,2where n,m,k € Z* andn — km =r;, € Z.
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Proof. We want to find a polynomial Py (z) = apz® + ap_12571 + ap_o2" 2 + -+ + ag2? +
a1x + ag such that Py(m.2™ —1) =n.2" — 1 and n,m € Z*, ag, ax_1,ax_o2,...,a9 € Q.

Note that
P, (m.2™ —1)=n2"—-1= P(m.2™ —1)+1=n.2".
Let Q(x) = Py(x — 1) + 1. Here, we get Q(m.2™) = n.2". Then, we have

Qlx) = ak(x—l)k—l—ak_l(x—1)k_1+---—|—a2(:17—1)2—|—a1(a7—1)—|—a0+1

=)= (o (B () (e
N e (i [ () s () [V
—I—ak_2[<k A Q)Ik—z B (k g 2);&—3 . (’Z y Z) (—1)F2] + ..
+a2[((2)>g;2 — G)x + 1]+ ai(z —1) +ao+ 1.

If the @ polynomial is rearranged, the following expression is reached.

Qz) = (lg) arx® 4 [— (]1{) ap -+ (k 6 1) ap_a]a* !
B 1 £ i
+[- (g) ay + (kz ; 1> 4y — (k: I 2) - (k E 3) RN

+lag —ay + ag —ag + - + (—1)*ay, + 1].

For z = m.2™,

—k o—km m o n n—km

k E—1
= Qg + [— (1>ak + ( 0 )ak_l]m_l,Q_m
k E—1 k—2
+[(2)&k — ( 1 )ak_l + ( 0 )ak_g}m_z.Q_Qm
k E—1 k—2 k—3
+[— (3) ap + ( 9 )akl — ( 1 >Gk2 + < 0 )akg]m3.23m + -

+lap — a1 +ay —az + - + (=1)Fay + 1Jm~F.277m,
If we take m large enough, so for m — co we get m=*.27¥mQ(m.2™) — a;. So

n . _ n
—2" km — 2™, where n — km = .
m

m

ap =
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Also

k k-1 K\ n o,
— 1 a + a1 = 0=a_1 = 1 %2

=}

ag—ay+as —as+ -+ (=DFap +1 = 0:>a0:%2““—1.
m

If ap,ap_1,ar_o, ..., aq are substituted in the P, polynomial, we get the expression

k\ n E\ n _ E\ n _, 3
rta) = (o )mezeat (3) e (o) g e
k n n
AL, s, LS W
+(/€ — 1) mk T mk

14.2 KEY EXCHANGE ALGORITHM BASED ON THE RELATIONSHIP
BETWEEN ;-VARIABLE LINEAR DIOPHANTINE EQUATIONS AND
POLYNOMIALS WITH RATIONAL COEFFICIENTS MAPPING FROM
WOODALL NUMBERS TO WOODALL NUMBERS

In this section we will construct a key exchange algorithm based on the relationship
between linear diophantine equations with j-variables and all first-order polynomials with
rational coefficients mapping from Woodall numbers to Woodall numbers.

Key exchange algorithm will be given with the following steps.

1. Public key generation by the sender.

e The sender considers the linear diophantine equation g(z1, 2, ..., 2;) and the
operator T" given as T'(g) = 22".g + 22" — 1, where n,m € Z* and n — m =
r € Z.
e Generates public key h(xy,xs,...,x;) as
ToTo...oT(g) = h(xy,xa,...,7;).
—_—
s — times

e The sender generates the open diophantine equations of h and g.
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2. Public key and private key generation by the recipient.

e The receiver creates a linear Diophantine equation f(zi,s,...,2;) = a1z1 +
as®y + ...+ ajx; = b in j-variables for j > 2 such that ged(aq, aq, ..., a;) di-
vides b and selects a random solution (aq, @, . .., a;) of the linear Diophantine

equation f(x1,22,...,%;) = a11 + as®s + ... + ajz; = b.

e The receiver calculates the expressions h(ay, s, ..., a;) =uand g(og, ag, ..., a;) =
v according to the h(zy,zo,...,2;) and g(z1, 29, ...,2;) public key Diophan-

tine equations.

e The receiver makes v the private key and u the public key.
3. Resolution of the private key by the sender.

e The sender decrypts the private key v from the public key u by applying the

inverse of the T" operator, where 77" = 227"(h — £2" + 1).

e Solve v from u with the expression (ToTo...oT) (u) = T T to...0T  (u).
4. Key exchange

e v secret key calculated by both sender and receiver can be used as key for key

exchange.

14.3 ENCRYPTION AND DECRYPTION

Encryption

1. X considers g and generates h.
2. X recovers the secret key v.
3. X creates W3 — K matrix, where W3 is Woodall matrix of order 3 x 3.

4. Encryption: Enc(M) : C; < (KM;, E)(mod 43); where C; is ciphertext, C; € R,

M; is plaintext and it is 3 x 1 column vector and F = (R31,, R31y+1, R31012)-
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first row |, i = 1(mod3)
, 1 =2(mod3)
, i =0(mod3)

d. M; = ¢ second row

third row

6. Transmit (C; E) to Y.

Decryption
Y, after receiving (C; E).

1. Y calculates (W3)* — K*, where (W3)* is adjoint matrix of Wi,.

2. Decryption: Dec(C') : M; < (M;, K*E)(mod43). Y recovers m; from c;, where m;

is the component of M;

Suppose X wants to send message to Y. After calculating key matrix K he will encrypt
plaintext M with K using proposed algorithm above.

Let’s consider the elliptic curve
y? = 2 + 5z + 29(mod 43).

|E(Fy3)(5,29)| = 43, where |.| denotes order of E(Fy3)(5,29).

The points of this elliptic curve are as follows:

(1,11)  (1,32)  (2,2) (2,41) (6,19) (6,24) (10,2) (10,41) (12,21)
(12,22) (18,19) (18,24) (19,19) (19,24) (21,8) (21,35) (23,20) (23,23)
(24,16) (24,27) (25,16) (25,27) (27,14) (27,29) (29,15) (29,28) (31,2)
(31,41) (33,21) (33,22) (35,6) (35,37) (36,9) (36,34) (37,16) (37,27)
(39, 17) (39 26) (41 21) (41 22) (42,18) (42,25) o0

Let’s create the characters table as follows.

(1,11) (25, 16) (21,8) (29, 28) (35, 6) (12,22) (10, 41) (37,27) (12,21)

A B c D E F G H I

(39,17) (42,18) (18, 19) (31,41) (19, 19) (41,21) (6,19) (2,41) (23,23)

J K L M N o) P Q R

(18, 24) (36,9) (10,2) (31,2) (27, 29) (6,24) (29, 15) (2,2) (33,21)

s T U v w X Y z 0

(19, 24) (25,27) (21, 35) (1,32) (39, 26) (23,20) (37,16) (24, 16) (42,25)

1 2 3 4 5 6 7 8 9

(24, 27) (36,34) (27,14) (41,22) (33,22) (35,37) o0

? - + ; *
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The characters table can be decreased or increased by changing the numbers a, b and p.

Example 14.1 The sender g(x1, z2,x3) = 3x1 — bxe + x3 — 4 take the linear Diophantine
equation and let m =1, n=3,5s=2. Son—m=r=2and T = 3.22g+ 322 -1 =
12g + 11.

h(xy,x9,23) = ToT(g(xy,22,73))
= ToT(3xy —bry+x3 —4)
= T(361; — 602y + 1225 — 37)
= 432z, — 7202 + 14425 — 433.
g(x1,T9,3) = 321 — by + x5 — 4
h(xy, g, x3) = 43221 — 72029 + 14423 — 433
system 1s created.

The receiver considers the linear Diophantine equation f(x1,xs,x3) = 4x1 —3w9+223—17

and its solution (aq, ag, as) = (5,1,0).
h(ay,ag,a3) = 1007 = u
glar, a9,a3) = 6=v.

The receiver makes v the private key and u the public key.

The sender solves v from u.

(ToT) Y h(ay, as,as)) = T roT  (h(ay,as,a3))

= T 'oT1(1007)

= T‘l(%.2‘2(1007 —3.224+1))
T-1(83)
%.2‘2(83 —3.22+1)
6

= v

So v public secret key can be used as key for key exchange.

Example 14.2 (Encryption-Decryption) Suppose plaintext M is M ATH.
For encryption, public key u = 1007 and secret key v = 6.
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—5Rg + 19Rg — 16 R7 24Rg — 92R7 + 7T6R¢ 4(—5Rs + 19R7 — 16Rs)
—5Rg + 19R7 — 16Rg  24R7 — 92Rg + T6R5 4(—5R7 + 19Rg — 16R5) | (mod43)
—5R7 + 19R¢ — 16Rs 24R¢ — 92Rs5 + 76R4  4(—5Re¢ + 19R5 — 16R4)

K = Wji=

38 12 37
= 20 24 0
0 20 24

The plaintext M = M ATH is divided each character to form a separate block and obtain

numerical values

My = (M) =((31,41)00), My = (A) = (0 (1,11) 0),
M; = (T)=(00(36,9)), My = (H) = ((37,27) 0 0).

According to step 5 in Encryption, E becomes as follows.

E = (R?)—H)a R3+U+17 R3+’U+2) = (R97 R107 Rll)
— (4607, 10239, 22527) mod 43

= <6, 9, 38)-

Now let’s find the C' codes corresponding to the plaintext M.

38 12 37 (31,41)
C; = (| 20 24 0 0 ,(6538))
0 20 24 0

= ((38.(31,41) 20.(31,41) 0.(31,41)),(6 5 38 ))

- (((6,24) (25, 16) oo>,<6 5 38 ))
= 6.(6,24) + 5.(25,16) + 38.00

= (37,27) + (33,21) + 00

— (29,28) + 00

= (29,28) ~ (D)
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According to the My plaintext, Cy is encoded as (D).

0 20 24 0
12.(1,11) 24.(1,11) 20.(1,11)),(6 5 38 ))

(18,19) (42,18) 624)) <6 5 38))

38 12 37 0
Cy = 20 24 0 (1,11) ,(6538>)
6.(18,19) + 5.(42, 18) + 38.(6, 24)

10

=
= (6,24) + (10,2)

,2) + (37,27) + (10,2)

— (25,16) ~ (B)

According to the My plaintext, Cy is encoded as (B).

38 12 37 0
Cy = 20 24 0 0 ,(6538))

0 20 24 (36,9)

37.(36,9) 0.(36,9) 24.(36,9)),(6 5 38 ))

(e
_ (4121 0 2915)) (65 38))
6.(41,21) + oo + 38.(29, 15)

= (2,2) + 00+ (42,25)

— (2,2) + (42,25)

— (10,2) ~ (1)
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According to the Mj plaintext, Cs is encoded as (U).

20 24 0 0 ,<6538))

38 12 37 (37,27)
0 20 24 0

38.(37,27) 20.(37,27) 0.(37,27) ),(6 5 38 ))

(m
— (3926 1924)00),(6538))
6.(39,26) + 5.(19, 24) 4 38.00

= (18,19) + (12,22) + oo

= (24,27) 4+

= (24,27) ~ (.)

According to the My plaintext, Cy is encoded as (.). As a result, our message is encoded

as C = (C102C3Cy) = (D B U .). Transmit (D B U . E).

Decryption: Y, after receiving (D B U .; F).

38 12 37 38 20 0
K=120 24 0 |= K= 12 24 20 |,wheremy,my,mg,my € E(Fy3)(5,29).
0 20 24 37 0 24

Now let’s solve the codes using the adjoint and inner product properties.

38 20 0 6
((m1 0 0), 12 24 20 5 |)mod43 = (29,28)
37 0 24 38

(<m1 0 0),(27 6 16)) = (29,28)

27m1 = (29,28)
mi = (31,41) ~ (M)

5=mod 43 = 8, my = 8.(29,28) = (31,41).
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The plaintext of My corresponding to the Cy code is (M).

38 20 O 6

((0 ms 0), 12 24 20 5 |)mod43
37 0 24 38

(( 0 ms ()) ,( 27 6 16 ))

6.mo

me

Lmod 43 = 36, my = 36.(25,16) = (1,11).

The plaintext of My corresponding to the Cy code 1is

38 20 0 6

(0 0wm), 12 24 20 5 |)mod43
37 0 24 38

(<007m>,(m 616)

16.m3

ms3

L mod 43 = 35, ms = 35.(10,2) = (36,9).

= (25,16)

= (25,16)

= (25,16)
= (L11) ~ ()

(4).

= (10,2)

= (10,2)
= (10,2)
= (36,9) ~ (T)

The plaintext of M3 corresponding to the Cs code is (T).

38 20 0 6

((Wu()O), 12 24 20 5 |)mod43
37 0 24 38

(< my 0 ()) ,( 27 6 16 ))

27.my

My

my = 8.(24,27) = (37,27).

= (24,27

= (24,27)
= (24,27)
= (37,27) ~ (H)

The plaintext of My corresponding to the Cy code is (H).

Thus Y recovered the plaintext MATH sent by X succesfully.
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14.4 COMPLEXITY ANALYSIS

It is very difficult to compute the common secret key, either v or the parameters m, n in
the key exchange algorithm, and to obtain key matrices K and its adjoint, because they
require v matrix multiplications of a (3 x 3) matrix W3. However, for X and Y, it is
quite easy to construct 3-rd order key matrices from the terms of the Woodall sequence,
and this reduces the calculations of matrix multiplication as well as those of obtaining
its adjoint. Also, using elliptic curves when creating the character table makes the work
more complicated. Because different character tables can be created using different elliptic

curves.
14.5 SECURITY STRENGTH AND ANALYSIS

One of the most common attacks in the area of security strength testing is the Brute
force attack [18, 84].

To create all conceivable matrices is one method for an adversary (let’s say Z) to defeat
our suggested method using a brute force attack. Since, we are studying on F, (p > 26
be a prime), Z need to check pm2 matrices.

In Example (14.2), p = 43 and m = 3, then Z need to check 43° matrices, which is
equivalent to 5,02592 611936 843 x 104

But we are aware that

GLn(Fp)| = (0™ =™ )™ = p" 7). (0" = ") (@™ — 1) (14.1)
determines the order of the General Linear group GL,,, which consists of all invertible
matrices of order m x m over F,. Our key matrices are invertible and we obtain
|GL3(Wy3)| = (43° —43%)(43% — 43")(43% — 1)
= 4,90632743395872 x 10™.

Probability of finding the key matrix for p = 43 is 2.0382 x 107!, It is obvious that
if prime p is made too big, it is practically indestructible. Additionally, we noticed that
it is independent of v and that if we increase the key matrix’s size for a fixed p, then
|GL3(W,)| — o0, i.e. it depends on p. This presents the difficulty of obtaining the

key matrices. In addition, the difficulty of the method also makes it difficult to crack the

password.
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CHAPTER 15

A NEW CODING ALGORITHM WITH EIGENVALUES AND
EIGENVECTORS OF BALANCING MATRICES

In this chapter, we created a new coding and decoding algorithm using the eigenvalues and
eigenvectors of the balancing matrices, as well as the Jordan canonical form. For detailed
information the Jordan canonical form and on matrix eigenvalues and eigenvectors, see

[10, 12, 96].

15.1 CODING WITH EIGENVALUES AND EIGENVECTORS OF BAL-
ANCING @Q-MATRICES

Since the matrices we will use are 2 x 2, we will divide our M message into blocks of 4
characters. If there are less than 4 characters in the blocks created, we will put point at
the end of the block until we complete it with 4 characters.

Algorithms

Encryption Algorithm:

1. Create message blocks.

2. Determine the number n.

3. Construct a matrix of M; message blocks.

4. Create the K = )y key matrix, where ()p Balancing matrix.

5. Calculate K M; = A, matrices.

6. Find the eigenvalues of the A; matrices and determine an eigenvector corresponding

to these eigenvalues.
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a) Create encrypted message

CZ. _ /\1 U1

Ay U
2 2 2x3

if matrix A; can be diagonalized, where \; and \; are the eigenvalues, v; and

v are the eigenvectors corresponding to these eigenvalues, respectively.

b) If matrix A; is not diagonalizable, find the matrices P; and J; using the Jordan

canonical form, where P! A; P, = J;. Create encrypted message

Cl' = [le Pi]2><4 :

7. Transmit (n,C), where C' is obtained by combining C;’s.

Decryption Algorithm:

(n,C), after reaching the person who will decrypt it.

1. a) If C; is of the 2 x 3 matrix type, then construct matrices P; and D, (diagonal

matrix) and determine matrix A;.

b) If C; is of the 2 x 4 matrix type, then construct matrices P; and J; and determine

matrix A;.

2. Calculate matrix M; = K1 A;.

3. Create the M message, where M is obtained by combining M;’s.

Suppose that X wants to send a message to Y. After calculating key matrix K, he
will encrypt plaintext M with K using the proposed algorithm above. Let’s create the
characters table as follows, where n is the number of blocks of the encrypted message to

be sent.
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A B C D E F G H 1 J

n+4 n+11 n+19 n n+46 n+26 n+42 n+31 n+15 n+1
K L M N O P Q R S T
n+5 n+28 n+12 n+37 n+20 n+35 n+3 n+16 n+29 n+8
U Vv w X Y A 0 1 2
n+13 n+24 n+4+2 n+17 n+44 n+41 n+21 n+38 n+32 n+14
3 4 5 6 7 8 9 ) , ?

n+9 n+22 n+43 n+40 n+36 n+45 n+25 n+33 n+18 n+7
! ; + — X = =
n+30 n+39 n+10 n+23 n+34 n+27 n+6

Example 15.1 Let the plaintext be M = (MATHEMATICS.).
Encryption
First, let’s create the message blocks. My = (MATH), My = (EMAT), M3 = (ICS.).

Since the number of blocks is 3, n = 3. Message block matrices are

M A 15 7
T H 11 34
E M 49 15
M2 = = >
A T 7 11
I C 18 22
M3 = =
S . 32 36

Now let’s create the K key matrix.

3
6 —1 204 =35

1 0 35 -6

Let’s find the C' code corresponding the plaintext M. We get

204 —-35 15 7 2675 238
KM, = = = A;.
35 —6 11 34 459 41

The eigenvalues of the matriz Ay are \y = 1358 — 31/204 859, Ao = 31/204 859 + 1358. If
189 — 1.1/204859

153 ~ 153
1

the eigenvector corresponding to \ is taken, and the eigenvector
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1 439
153V 204 859 + 55

1

corresponding to o is taken, the plaintext My is encrypted as

1358 — 3v/204859 122 — [1.4/204859 1
31204859 + 1358 151v/204859 + 135 1

For M,, we have

204 —35 49 15 9751 2675
35 -6 7 11 1673 459

The eigenvalues of the matriz Ay are Ay = v/26 060 591+5105, Ay = 5105—+/26 060 591. If
-1/26 060 591 + 4646

the eigenvector corresponding to Ay is taken, and the eigen-
1
4646
163 — ﬁ 26 060 591 . ' » »
vector corresponding to o is taken, the plaintext My is en-
1
crypted as

V26060591 + 5105 —=1/26 060591 + 18 1

4646
5105 — /26060591 4646 _ _L_ /56060591 1

For Ms, we obtain

204 =35 18 22 2552 3228
35 -6 32 36 438 554

The eigenvalues of the matriz Az are A\ = 1553 — 3v/267 985, Ay = 3v/267 985 + 1553. If

, % — E 267985 . . ,
the eigenvector corresponding to \y is taken, and the eigenvector
1
1 333
16 V267985 + 4=

corresponding to o is taken, the plaintext M3 is encrypted as
1

. 1553 — 3v/267985 23 — 1.\/267085 1
3 =
3v/267985 + 1553  11:1/267985 + 32 1

As a result, message M is sent as (3,C), where C = (C1C5Cs).

Decryption
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After obtaining the (3,C) cipher, Y simply creates the

439 1.,/9204859 -L1-4/204859 + 432

P = 153 ~ 153 153 153
1 1
153 /o041 QF0 439 /501 <0
P1—1 _ _4095718 204859 409718 204 859 + %
o31/204859  22-1/204859 (1451/204 859 — 1)
and
1358 — 34/204 859 0
1 p—
0 3v204 859 + 1358
matrices. Using the P1, P!, and D, matrices, we obtain
P1D1Pf1
‘1% — ﬁ\/ 204 859 5 —11/204 859 + ‘llgg 1358 — 3+/204 859 0
= X
1 1 0 3v/204 859 4+ 1358
— o2 -+/204 859 T =1/204859 + 3
Tooe=V/204859  22-1/204 859 (351/204 859 — 122)
2675 238
459 41
= A.
-1
. o 204 —35 —6 35
The inverse of the K key matriz is K= = = . We get
35 —6 —35 204
1 -6 35 2675 238 15 7
KA = = = M.
—35 204 459 41 11 34
15 7
11 34

As a result, we get the plaintext My = (M ATH), corresponding to the Cy cipher.
Let’s find the plaintext My corresponding to Cs.

4646 4646
1673 63 V26060591 + {62 1673 — ﬁ 26 060 591
1 1

Pl = o3 1/26 060 591 1 283 /96060 591
T 52 }(2513182 v 26060591 52 13?182 v 6060 591 (1673 v 26060 591 + Allgig)
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and

V26 060 591 + 5105 0
2 pu—
0 5105 — /26 060 591

matrices are created. Using the Py, Py, and Dy matrices, we obtain

PyDy Pyt
4646 4646
_ 1673 163 V26060591 + J=2 155 — ﬁ 26 060 591
1 1
V26 060 591 4 5105 0
X
0 5105 — /26 060 591
i 1673 /26060 591 1 2823 /26060591
—57ia1 15z V26060591 5595155 v/26 060 591 (5575v/26 060 591 + §573)
9751 2675
1673 459
- AQ.
. —6 35 9751 2675 49 15
—35 204 1673 459 7 11
~1
_ . . 204 —35 —6 35 _ S
is obtained by using the K1 = = matrix, which is the
35 —6 —35 204

inverse of the K matriz. Consequently,

49 15

= M, = (EMAT).
7 11

[N}
Il

Let’s find the plaintext Mjz corresponding to Cs.

Py = e — g V267985 135V/267 985 + 12
1 1
Pl o= ~ 57 955 V/ 267 985 51/ 267 985 + §
=
267985 267985 267985 267985 (146 267985 — %)

and
D 1553 — 3v/267985 0

3:

0 3v/267985 + 1553
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matrices are created. Using the Ps, P; 1 and D3 matrices, we have

PsDs Pyt
333 _ =V267985  12v/267985 + 333 1553 — 31/267 985 0
= X
1 1 0 3v/267 985 + 1553
73 333 1
| e V267985 =338 \/267985 + 1
s /267985 S \/267 985 (1i:1/267 985 — 233)
2552 3228
438 554
= Ag.
. -1 2 118 138 18 22
K 'A; = = = M,
2 -3 68 80 32 36
—1
_ , , 204 —35 —6 35 _ o
is obtained by using the K1 = —= matrix, which is the
35 —6 —35 204

inverse of the K matriz. Consequently,

18 22
32 36

= My = (ICS.).

w
I

If My, My, M3 are combined, the encrypted message is successfully decrypted. So, Y gets
message M = (MATHEMATICS.).

Example 15.2 Let the plaintext be M = (JKI;QA = .).
Encryption
First, let’s create the message blocks. My = (JKI;) and My = (QA <+ .). Since the

number of blocks is 2, n = 2. Message block matrices are

J K 3 7
Ml pu— p— y
I 17 41
A 5 6
S 29 35

Now let’s create the K key matrix.

2
6 —1 35 —6

1 0 6 -1
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Let’s find the C' code corresponding the plaintext M. We have

35 —6 3 7 3 -1
KM, = = = A;.
6 —1 17 41 1 1
Let be the eigenvector corresponding to the eigenvalue A\ = 2. Ay matrix cannot
1
be diagonalized. So let’s use the Jordan canonical form. We get
3 —1 5 10 o7 a1 — Qg 1
11 0 1 s a1 — @ 1

= a1 —ag=1.

If we take ag = 0, then oy = 1, and we have
Pl = ’ Pfl =

Using the Py, P[*, and A, matrices, we obtain

) 0 1 3 -1 11 2 1
P AP = =4 = J.
1451 11 10 0 2

The plaintext My is encrypted as

2111
0210

For M,, we have

35 —6 5 6 10
KM, = = = A,.
6 —1 29 35 11

0
Let be the eigenvector corresponding to the eigenvalue A\ = 1. Ay matriz cannot

1
be diagonalized. So let’s use the Jordan canonical form. We get

10 10 o 0 0

11 01 o o 1
= a3 = 1.
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Using the Py, Py ', and Ay matrices, we get

B —2 1 10 01 11
Pyl APy = = = J.
1 0 11 12 01

The plaintext My is encrypted as

1101
011 2

V)
I

Transmit (2, C1Cs).
Decryption
After obtaining the (2,C1Cs) cipher, we simply calculates

B 11
PP = = = A;.

Then using the K~! matrice, we obtain

=1

35 —6 3 —1 3 7
Ml = =
6 -1 1 1 17 41
3 7
Consequently, M, = = M, = (JKI;).
17 41

Let’s find the plaintext My corresponding to Cy. We get

X 01 11 —2 1 10
Py o Pyt = = = A,.

Then using the K—* matrice, we have

-1

35 —6 10 5 6
M2 - e
6 —1 11 29 35
5 6 ‘
Consequently, M, = = My, = (QA = .). If My and My are combined,
29 35

the encrypted message is successfully decrypted and we get message M = MM, =
(JKI; QA + ).
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15.2 SECURITY STRENGTH AND ANALYSIS

One of the most common attacks in the area of security strength testing is the Brute
force attack [18, 84].

To create all conceivable matrices is one method for an adversary (let’s say Z) to defeat
our suggested method using a brute force attack. Since, we are studying on F, (p > 26
be a prime), Z need to check pm2 matrices.

In Example (15.1), p = 47 and m = 2, then Z need to check 47 = 4879 681 matrices,
which is equivalent to 4, 879681 x 10°.

But we are aware that

GLu(F) = (0™ =p" )™ = p"72) . (0" = ") (™ — 1). (15.1)

determines the order of the General Linear group GL,,, which consists of all invertible

matrices of order m x m over Fj,. Our key matrices are invertible and we obtain

|GLy(Ky7)| = (47% —47Y)(47° = 1)

4,773696 x 10°.

Probability of finding the key matrix for p = 47 is 2.0948 x 10~7. It is obvious that
if prime p is made too big, it is practically indestructible. Additionally, we noticed that
it is independent of n and that if we increase the key matrix’s size for a fixed p, then
|G Ly(K,)| — o0, i.e. it depends on p.

In addition, it is difficult to find the eigenvalues of the A matrices formed by transforming
the message blocks with the key matrix K and then find the eigenvectors corresponding
to these eigenvalues. Moreover, the fact that each eigenvalue corresponds to more than
one eigenvector means endless trials. That is, the probability of finding the right vectors
approaches zero. On the other hand, if A matrices are not diagonalizable, the Jordan
Canonical form will be used. This provides a separate difficulty in calculations, see

Example (15.2). This makes it difficult or even nearly impossible to crack the password.
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CHAPTER 16

A NEW CODING ALGORITHM USING FIBONACCI NUMBERS,
LINEAR MAPPINGS, AND CHANGE OF BASIS

In this chapter, we will first create a symmetric encryption algorithm by making linear
transformations from R? to R?, Fibonacci numbers, and transitioning from the standard
base of R? to a base we have determined. Later, we will complicate this algorithm a little

more and add a key exchange algorithm to create an asymmetric encryption algorithm.

16.1 CODING ALGORITHM USING FIBONACCI NUMBERS, LINEAR
MAPPINGS, AND CHANGE OF BASIS

Since we will use linear mappings R? — R?, we will divide our M message into 4-character
blocks. If there is a block with less than 4 characters, we will leave a space at the end of
the block until we complete it to 4 characters.

Algorithms

Encryption Algorithm

1. Create message blocks.
2. Determine the number n.
3. Determine the values corresponding to the characters in the M; message blocks.

4. Place the values in the message blocks such that they are the coefficients of the
linear mapping M; : R? — R2.

5. Construct the £ = {(1,0), (0, 1)} standard base and the S = {(F,, 11, F}.), (Fy, F_1)}

base.

6. Find the base change matrix P from F to S and P~! matrix.
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7. Calculate matrix [M;]g based on base E.

8. Calculate matrix [M;]s = P~'[M;]gP, where [M;]s is the matrix with respect to
the base S.

9. Construct the encrypted message C;(x,y) so that the inputs of the [M;]s matrix

are the coefficients of the C; : R> — R? linear mapping.

10. Transmit [n, C], where C' is obtained by combining C;’s.

Decryption Algorithm

[n, C], after reaching the person who will decrypt it.

1. Build [M;]s using C;(z, y).

2. Construct the base change matrix P and its inverse P~

3. Calculate matrix [M;]gp = P[M;]sP".

4. Create the M, : R? — R? linear mapping and the M; block.

5. Create the M message, where M is obtained by combining M;’s.

Suppose that X wants to send a message to Y. Let’s create the characters table as follows,

where n is the number of blocks of the encrypted message to be sent.

A
n?+4
K
n®+5
U
n?+13
3
n?+9
|

n? + 30

B
n?+ 11
L
n? + 28
v
n? + 24
4
n? + 22

n? + 39

C
n?+19
M
n?+12
w
n?+ 2
5
n? + 43
+
n? + 10

D

TL2

N

n? + 37

n?+ 17

n? 4+ 40

n? + 23

E
n? + 46
O
n? + 20
Y
n? + 44
7
n? + 36
X

n?+ 34
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F
n? + 26
P
n?+ 35
Z
n? + 41
8
n? + 45

n? + 27

G
n? + 42
Q
n?+3

n? + 21
9
n?+ 25

H
n? + 31
R
n? + 16
0
n? + 38

n? + 33

I
n?+15

n?+ 29

n? + 32

n?+ 18

J
n?+1
T
n?+ 8

n?+ 14

n?+7



Example 16.1 Let the plaintext be M = (EXAMPLE.).

Encryption

First, let’s create the message blocks. M, = (EXAM), My = (PLE.). Since the
number of blocks is 2, n = 2. The values corresponding to the message blocks are
M, = (50,21,8,16), My = (39,32,50,37). Now let’s determine the C ciphertext cor-
responding to M.

Let’s find C first. The linear mapping My (x,y) representing the My block is Mi(x,y) =
(50x + 21y, 8x + 16y). Since n = 2, we have bases

E={(1,0),(0,1)} and S = {(Fs, F2), (F2, F1)} = {(2,1), (1, 1)} .

We get

P—

as the base change matrix from E to S. We obtain the following calculations

1 1 -1 50 21
P~ = ’ [Ml]E:
-1 2 8 16
and
1 -1 50 21 2 1 89 47
[MI]S: =
-1 2 8 16 11 —57 23

As a result, M is encoded as Cy(z,y) = (89 + 47y, =57z — 23y).
Let’s find the Cy encrypted message corresponding to My. The linear mapping Ms(z,y)
representing the Ms block is My(x,y) = (392 + 32y, 50z + 37y). We have

2 1 L 1 -1 39 32
P = , P = ’ [MQ]E = ’
11 -1 2 50 37
and
1 -1 39 32 2 1 —27 -16
[MQ]S — —
-1 2 50 37 11 164 103

M, is encoded as Cy(z,y) = (—27x — 16y, 164z + 103y).
89x + 47Ty, =57z — 23y

39z + 32y, 50x + 37y

Transmit [2,
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Decryption
Let’s find My by decoding the Cy code. We obtain the following calculations

2 1 89 47 1 -1 50 21
= = [ 1]E
11 —57 =23 -1 2 8 16
and
My (z,y) = (50z + 21y, 8z + 16y).
So our plaintext is resolved as M; = (50,21,8,16) = (EXAM).
Let’s find My by decoding the Cy code. We get
2 1 =27 —16 1 -1 39 32
11 164 103 -1 2 50 37
and

Msy(x,y) = (392 + 32y, 50z + 37y).

So our plaintext is resolved as My = (39,32,50,37) = (PLE.). Consequently, our message
is M = MMy, = (EXAMPLE.).

16.2 KEY EXCHANGE ALGORITHM CREATED BETWEEN INNER PROD-
UCT AND ORTHOGONALITY

1. The sender considers an inner product f(u) = (a,u) = aju; + agus + ... + apy,,

where a,u € R"

The sender generates the operator on the inner product equation given as for T; =

Tl a) = ¢if +d;, where ¢;, d; parameters and ¢; >0, d; € R, Vi =1,2,...,7.

The sender generates the public key such that
T(f)=T;oTj10---0Ti(f) =g
The sender makes the f and ¢ public.

2. The recipient generates public key and secret key. Firstly, the recipient creates b

vector.
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The recipient selects an arbitrary vector v such that (b,v) = 0, i.e. b and v orthog-

onal.

The recipient keeps f(v) = m as secret key and makes g(v) = k public key.

3. The sender recovers the secret key m from public key k by applying the inverse of

(g9)—d; )

Cq

operators T;, where for T; we have T, ! = T(;l &) =

The sender from T} ' the inverse of T} recovers m from k by

(7}07}_10...07"1)_1:Tl_loTQ_lo"'OTjj_l.

4. The secret key m evaluated by both sender and receiver is used as the key for key

exchange.
16.3 A NEW ALGORITHM USING KEY EXCHANGE

Algorithms
Encryption Algorithm

1. Create message blocks.
2. Determine the number n.
3. Determine the values corresponding to the characters in the M; message blocks.

4. Place the values in the message blocks such that they are the coefficients of the

linear mapping M; : R? — R2.
5. Consider inner product f and generate g.
6. Recover the secret key m.
7. Create £ = {(Fp41, Fy), (Fo, Foo1)} and S = {(Fpi1, Fin), (Eny Fr1) } bases.
8. Find the base change matrix P from F to S and P! matrix.

9. Calculate matrix [M;]r based on base E.
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10. Calculate matrix [M;]s = P~'[M;]gP, where [M;]s is the matrix with respect to
the base S.

11. Construct the encrypted message C;(z,y) so that the inputs of the [M;]s matrix

are the coefficients of the C; : R> — R? linear mapping.
12. Transmit [n, C], where C' is obtained by combining C;’s.

Decryption Algorithm
[n, C|], after reaching the person who will decrypt it.

1. Build [M;]s using C;(z,y).

2. Construct the base change matrix P and its inverse P~

3. Calculate matrix [M;]g = P[M;]sP".

4. Create the M; : R? — R? linear mapping and the M; block.

5. Create the M message, where M is obtained by combining M;’s.

Example 16.2 (Public key calculation) X chooses a = (1,2,3,—5) and u = (uq, ug, us, uyg).
So f(u) = (a,u) = uy + 2uy + 3uz — Sug. Let Ty = T(13), To = Tio,—ay, Ts = T(1,—9)
g(u) = TzoTy0Ti(f(u))

= Ty0Ty 0T (uy + 2ug + 3uz — Huy)

= T30Ts(us + 2us + 3uz — buy + 3)

= T3(2u; + 4us + 6uz — 10uy + 2)

= 2’&1 + 4UQ + 6’U3 — 10’U4

X makes

f(u) =u + 2U2 + 3U3 - 5U4
g(u) = 2uy + 4ug + 6uz — 10uy

public.

Y considers b = (2,4, —5,1) and selects an arbitrary vector v such that (b,v) = 0.
((27 47 _57 1)a (Ula V2, Vs, U4)) = 0.

182



Letv = (1,2,2,0).

Y evaluates

glv) = 22

flv) = 11.

Y keeps m = f(v) = 11 as secret key, makes k = g(v) = 22 as public key.
X recovers secret key m from the private key g(v) by applying

(TsoTyo 1) M(k) = Ty'oTy'oTy'(22)
= T7'oTy1(22+2)

= T7loT,1(24)
24 + 4
Y
= T7'(14)
14 —3

1
= 11

o

= m.

Example 16.3 Let the plaintext be M = (KEY EXCHANGE).

Encryption

Let’s create the message blocks. My = (KEY ), My = (EXCH), My = (ANGE). Since
the number of blocks is 3, n = 3. The values corresponding to the message blocks are
My, = (14,45,53,30), My = (55,26,28,40), M3 = (13,46,51,55). Now let’s determine
the C' ciphertext corresponding to M.

Let’s find C first. The linear mapping My (x,y) representing the My block is Mi(x,y) =
(14x + 45y, 53z + 30y). Since m = 11 and n = 3, we have bases

= {(F4,F3), (Fs,Fz)}, S = {(Flz,Fll), (F117F10)},
E = {(3,2), (2, 1)}, S = {(144, 89), (89,55)}.

We find

34 21
21 13
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the base change matriz from E to S, by writing

(144,89) = 34(3,2) +21(2,1)

(89,55) = 21(3,2)+13(2,1),

which is a linear combination of the vectors in E for each vector in S. We have

The matriz with respect to the base E of the linear mapping My (z,y) is

306 199
—393 —262

[Ml]E =

We obtained the matriz [M;], by calculations of

Mi(3,2) = (132,219) = 306(3,2) — 393(2, 1),

M(2,1) = (73,136) = 199(3,2) — 262(2, 1).
Using the P, P~' and [M],, matrices, we get

13 =21 306 199 34 21

[Ml]s =
—-21 34 —393 —262 21 13
585723 362 008

—947619 —-585679

M, is encoded as Cy(z,y) = (585 723z 4 362 008y, —947 6192 — 585 679y).
Let’s find the Cy encrypted message corresponding to My. The linear mapping Ms(z,y)
representing the My block is My(x,y) = (55x + 26y, 28x + 40y). The matriz with respect

to the base E of the linear mapping Ms(x,y) is

111 56
—58 —16

[MQ]E =

We obtained the matriz [Ms], by calculations of

My(3,2) = (217,164) = 111(3,2) — 58(2,1),

My(2,1) = (136,96) = 56(3,2) — 16(2,1).
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Using the P, P~" and [Ms)], matrices, we obtain

13 =21 111 56 34 21
—-21 34 —-58 —16 21 13

[MQ]S =

112818 69713

—182422 —112723
M, is encoded as Cy(x,y) = (112818x + 69 713y, —182422x — 112 723y).
Now let’s find the Cs encrypted message corresponding to Ms. The linear mapping
Ms(x,y) representing the Ms block is Ms(x,y) = (13x + 46y, 51z + 55y). The matrix
with respect to the base E of the linear mapping Ms(x,y) is

395 242
—527 =327

[M3]E —

We obtained the matriz [Ms], by calculations of

M;5(3,2) = (131,263) = 395(3,2) — 527(2,1),

M;5(2,1) = (72,157) = 242(3,2) — 327(2,1).

Using the P, P~' and [Ms)],, matrices, we calculate the following

13 =21 395 242 34 21
—21 34 —527 =327 21 13

[Mi%]s =

761141 470411
—1231442 —761073

Mj3 is encoded as Cs(z,y) = (761 141x 4+ 470411y, —1231 4422 — 761073y). As a result,

message M 1is sent as

5857237 + 362 008y, —947 619z — 585 679y
3, 112818z + 69713y, —1824227x — 112723y |].
761 1417 + 470 411y, —1231 4422 — 761 073y

Decryption
Let’s find My by decoding the Cy code. Using the P, P~' and [M]g matrices, we get

34 21 585723 362 008 13 =21 306 199
21 13 —947619 —585679 —-21 34 —393 —262
= [Ml]E :
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Since the matriz [M] is the matriz with respect to base E of the linear mapping M (x,y),

we have the following:

Mi(3,2) = 306(3,2) — 393(2,1) = (132,219),

Mi(2,1) = 199(3,2) — 262(2,1) = (73,136).
Using these equalities, we get

3My(1,0) + 2M,(0,1) = (132,219),

OMi(1,0) + My(0,1) = (73,136),
and
My(1,0) = (14,53), My(0,1) = (45,30).
If the linear mapping Mi(x,y) is written as
M (z,y) = M;(1,0) + yM;(0,1),
we get
M (z,y) = x(14,53) + y(45,30) = (14 + 45y, 53z + 30y).

The plaintext corresponding to the Cy encrypted message would be My = (14,45, 53,30) =
(KEY ).
Let’s find My by decoding the Cy code. Using the P, P~' and [Ma]g matrices, we obtain

34 21 112818 69 713 13 21 111 56
21 13 —182422 —112723 —21 34 —H8 —16
= [M2]E

Since the matriz [Ms] is the matriz with respect to base E of the linear mapping Ms(x,y),

we have the following:

My(3,2) = 111(3,2) — 58(2,1) = (217,164),

M5(2,1) = 56(3,2) —16(2,1) = (136, 96).
Using these equalities, we get

3My(1,0) + 2My(0,1) = (217,164),

2Ms(1,0) + Ms(0,1) = (136, 96),
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and

My(1,0) = (55,28), M(0,1) = (26, 40).

If the linear mapping Ms(x,y) is written as

My(z,y) = xMs(1,0) + yM(0,1),

we obtain

My(z,y) = 2(55,28) + y(26,40) = (552 + 26y, 28z + 40y).

The plaintext corresponding to the Cy encrypted message would be My = (55,26, 28, 40) =
(EXCH).
Let’s find M by decoding the Cs code. Using the P, P~' and [Ms]q matrices, we get

34 21 761141 470411 13 21 395 242
21 13 —1231442 —761073 —21 34 —5H27 =327
= [M3]E :

Since the matriz [Ms], is the matriz with respect to base E of the linear mapping Ms(x,y),

we have the following:

M3(3,2) = 395(3,2) —527(2,1) = (131,263),
M3(2,1) = 242(3,2) — 327(2,1) = (72,157).

Using these equalities, we obtain

3M;(1,0) + 2M5(0,1) = (131,263),

OMy(1,0) + Ma(0,1) = (72,157),
and
My(1,0) = (13,51), M;(0,1) = (46,55).
If the linear mapping Ms(x,y) is written as
Ms(z,y) = xM3(1,0) + yM;(0, 1),
we have
M;s(x,y) = x(13,51) + y(46,55) = (13z + 46y, 51z + 55y).
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The plaintext corresponding to the C3 encrypted message would be My = (13,46,51,55) =
(ANGE).
As a result, if My, My, and Ms are combined, the C' encrypted message is decoded as

M MyM; = (KEY EXCHANGE).

16.4 COMPLEXITY ANALYSIS

In the first algorithm we created, n shows the number of blocks. The S base and P
matrix are obtained according to the n number. That is, as the number n changes, the
base S and matrix P, as well as the table of characters, change. As a result of this, the
encrypted linear transformation differs according to every n number.

In the second algorithm we created, a key exchange algorithm created using inner product
and orthogonality was included, making our first algorithm even more complex. The ¢;
and d; parameters in the T linear transform in the key exchange algorithm allow us to
define as many 7' linear transforms as we want. In this algorithm, £ and S bases differ
according to the number of n blocks and the m variable we will obtain according to the
key exchange algorithm. Therefore, the transition matrix from F to S also changes in P.
As a result, the encrypted linear transformation also changes according to every n and
m numbers.

In addition to these, the difficulty of the calculations we use in the algorithms makes it
difficult or even impossible for the encrypted messages to be solved by the intervening

hackers.
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