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PhD. Thesis

SUMMARY

TOPOLOGY-AWARE FAST RE-ROUTE ALGORITHMS

FOR FAULT TOLERANT NETWORKING

Sel¢uk CEVHER

Karadeniz Technical University
The Graduate School of Natural and Applied Sciences
Computer Engineering Graduate Program
Advisor: Assoc. Prof. Mustafa ULUTAS
Co-Advisor: Dr. Ibrahim HOKELEK
2016, 109 Pages

Real-time services in communication networks require a fault tolerant data
transmission to support their stringent quality of service requirements. The Internet
Engineering Task Force has been working on standardizing IP Fast Re-Route (IPFRR)
technologies with a full failure coverage which provide seamless forwarding of IP packets
during network failures. Multi Topology Routing based IPFRR (MT-IPFRR) technologies
use virtual topologies (VTs) to compute alternate routing tables to recover from failures. In
this thesis, we compare the performances of the MT-IPFRR mechanisms, namely, Multiple
Routing Configurations (MRC) and Maximally Redundant Trees (MRT). The results show
that the alternate path lengths of the MRC are scalable with respect to the network size and
density as opposed to the case for the MRT. We also provide an elaborate topological
dependency analysis of the MRC. Using our automated topological analysis tool, we
discover a significant correlation between the performance of the MRC and the
heterogeneity level of a topology, namely, the tendency to have hub nodes, whose degree is
much higher than the rest of the network. Inspired by our topological analysis results, we
propose heuristic algorithms to reduce the number of VTs used by the MRC to decrease its
operational complexity. Finally, we propose a new MT-IPFRR technique leading to self-

recovering Software Defined Networks.

Keywords: IP fast re-route, Multi topology routing, Multiple routing configurations,
Topological analysis, Software defined networks
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Doktora Tezi

OZET

HATA TOLERANSLI HABERLESME iCIN TOPOLOJI FARKINDA HIZLI YENIDEN
YONLENDIRME ALGORITMALARI

Selguk CEVHER

Karadeniz Teknik Universitesi
Fen Bilimleri Enstitiisii
Bilgisayar Miihendisligi Anabilim Dali
. Danigsman: Dog. Dr. Mustafa UPUTAS
Ikinci Danigman: Dr. Ibrahim HOKELEK
2016, 109 Sayfa

Haberlesme aglarindaki gercek zamanli servisler, kati servis Kkalitesi
gereksinimlerinin karsilanabilmesi i¢in hata toleransli bir veri iletimini gerektirirler.
Internet Miihendisligi Gérev Giicii (Internet Engineering Task Force), ag hatalar1 siiresince
IP paketlerinin kesintisiz iletimini saglayan tam hata kapsamasina sahip IP Hizl1 Yeniden
Yonlendirme (IP Fast Re-Route - IPFRR) teknolojilerinin standartlagtirilmasi {izerinde
caligmaktadir. Coklu Topoloji Yonlendirmesi tabanli IPFRR (Multi Topology Routing
based IPFRR -MT-IPFRR) teknolojileri, arizalanmasi muhtemel olan ag bilesenlerinden
sakman alternatif yonlendirme tablolarinin hesaplanmasi i¢in sanal topolojiler (ST)
kullanirlar. Bu tezde, MT-IPFRR mekanizmalarindan olan Coklu Yonlendirme
Konfigiirasyonlarinin (Multiple Routing Configurations - MRC) ve Azami Fazlalik
Agaclarinin (Maximally Redundant Trees - MRT) performanslarini kiyaslamaktayiz.
Sonuglar, MRC ’ye ait alternatif giizergah uzunluklar1 agdaki diglim sayis1 ve link
yogunlugu arttik¢a sadece ¢ok az degisirken MRT’ye ait alternatif glizergah uzunluklarinin
Olgeklenebilir olmadigini gostermektedir. Bunun, IP aglardaki diiglimler arasindaki
erigilebilirligi iyilestirmek icin kullanilacak MT-IPFRR mekanizmasinin segimine
kilavuzluk edecek onemli bir 6l¢eklenebilirlik sonucu olduguna inanmaktayiz. Ayrica,
MRC ’nin ayrintili bir topolojik bagimlilik analizini sunmaktayiz. Otomatik topolojik
analiz aracimiz1 kullanarak, MRC ’nin performansi ile topolojik karakteristikler arasinda
onemli bir bagimliligin bulundugunu tespit etmekteyiz. MRC, bir ag topolojisinin igerdigi,
derecesi agdaki diger diiglimlerin derecelerinden ¢ok daha biiyiik olan merkezi (hub)

diigimlerin sayisinin  artmasi durumunda, tam alternatif glizergah kapsamasi
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saglayabilmesi i¢in daha fazla sayida ST olusturmaya ihtiya¢ duymaktadir. Topolojik
analiz sonuglarimizdan esinlenerek, MRC ’nin operasyonel karmasikliginin iyilestirilmesi
icin MRC ’nin kullandig1 ST sayisini1 azaltacak sezgisel algoritmalar 6nermekteyiz. Sayisal
deneylerimiz, sezgisel algoritmalarimizin, topolojik karakteristiklerin sistematik analizinin
etkinligini dogrulayarak, MRC ’nin performansimi belirgin bir sekilde iyilestirdigini
gostermektedir. Ayrica, kendi kendini onaran hata toleransli Yazilim Tabanli Aglarin
olusturulabilmesini hedefleyen yeni bir MT-IPFRR yontemi Onermekteyiz. Deneysel
sonuclarimiz, yaklagimimizin, tepkisel (reactive) onarim siirecine kiyasla hata onarim

stiresini dnemli dl¢lide azalttigini gostermektedir.

Anahtar Kelimeler: IP hizli yeniden yonlendirme, Coklu topoloji yonlendirmesi, Coklu
yonlendirme konfigiirasyonlari, Topolojik analiz, Yazilim tabanl

aglar
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1. INTRODUCTION

The availability of communication networks has become ieluwith the recent
deployments of next generation services such as Voice &v€MdIP), Internet Protocol
Television (IPTV), and mobile services. Internet Servicevitlers (ISPs) face new
challenges to meet Quality of Service (QoS) requirementshege real-time services
since IP networks may experience link and node failures. rtteioto seamlessly protect
real-time services in IP networks, IP Fast Re-Route (IPFRR)nt&olies, which provide
loop-free fast convergence, have been an active reseagahsarce the re-convergence of
the existing routing protocols is a slow process [1]. Theydient topological changes
in operational networks caused by network failures or nétwanning and maintenance
activities may have a significant impact on the performarfdbe networking algorithms.
Therefore, evaluating the IPFRR algorithms under varyingplagical conditions prior to
their deployments is crucial in designing robust networksich an elaborate topological
analysis becomes feasible if the tasks of generating diviengologies and analyzing the
impact of their characteristics on the network performaree be automated. Topological

analysis is also widely used for social [2, 3] and biologiwatworks [4, 5].

The Routing Area Working Group (RTGWG) of the Internet Engnege Task Force
(IETF) has been working on standardizing IPFRR technolo@ietend link-state routing
protocols by providing fast recovery from link/node faggr IETF RTGWG has already
standardized the IPFRR framework [6] and Loop Free Altes@t€A) [7]. The LFA
technology locally updates the routing tables at routersrevtthe failure is detected. Since
no explicit signaling among routers is needed and the LFAspae-computed, the fast
re-routing of real-time traffic can be achieved. ISPs aramda to deploy this technology
due to its simplicity and having no interoperability issudowever, the LFA technology
does not provide full alternate path coverage for singlefialures in operational networks.
Multiple Routing Configurations (MRC) [8] is a widely studied IRR technology that
has been proposed in the literature to provide full coverdgaximally Redundant Trees

(MRT) is another technique with full coverage which is cathg heavily investigated within



IETF [9-11]. Not-via [12] and multi-hop repair paths [13}X8e other technologies that

have been proposed in the literature.

Multi Topology Routing (MTR) uses virtual topologies (VTs) tonstruct alternate
routing tables, and has been standardized by IETF as eatexisi Open Shortest Path First
(OSPF) and Intermediate System to Intermediate SysternS{if:7, 18]. The flexibility of
having multiple routing tables allows not only to adopt éifént routing paths for different
classes of traffic, but also to evenly distribute the linkdean the network. This redundancy
in routing tables can also be used to achieve fast re-rouftvigis are constructed in such a
way that an anticipated failed component is not used to @mtraffic in at least one of the
VTs.

MTR based IPFRR (MT-IPFRR) is introduced in [19, 20] as a credditernative to
other recovery mechanisms since it is more suitable foficrahgineering applications, and
does not require the knowledge of whether the failed compidae link or node. MT-IPFRR
uses VTs to construct alternate routing tables to be usesttiver from anticipated failures.
Each VT has the same network graph as the physical topolaggas different link weights.
Certain links in VTs are assigned a very high weight to guasrhat each anticipated
failed component is not used to forward any transit traffiatiteast one of the VTs. Upon
the detection of each failure, the disrupted traffic can beouted towards its destination
according to a VT where the failed component is by-passed.-IRFRR introduces the
overhead of computing Shortest Path First (SPF) trees fdtipteuVTs, and maintaining
multiple forwarding states in routers [19—-22]. When the nandf VTs gets higher, the time
required to compute alternate routing tables, the lookiue for alternate next-hops, and

the amount of required Forwarding Information Base (FIB)agerincrease.

In MT-IPFRR, the VT construction procedure has to be standaddiBoth the MRC
and the MRT techniques can be used to construct VTs, and lwemeesponding alternate
routes. Once the VTs are constructed, fast re-routing véllréalized in the same way
to be defined by the IETF for both mechanisms. Fig. 1.1 showsxample physical
topology and 3 VTs on it. If one of the links in the physical wetk fails, MT-IPFRR
can immediately re-route the traffic initially going thrduthe failed link to an alternate path
using a pre-computed VT, in which the anticipated faile@dinepresented by a dashed line

are not used to carry any traffic. A router which detects aifaimarks the IP header of
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Figure 1.1. VTs computed for an example
physical topology
each re-routed packet with the identity of the newly ac&da¥' T. This identification enables
other routers on the alternate path to use the same VT foingpthe recovered traffic. If
the failure is permanent, the VT construction algorithmutide run again using the new
topology to calculate the new VTs. On the other hand, theaftected traffic continues to

be forwarded based on the SPF tree calculated by the unalgtigk state routing protocol.

The IPFRR functionality should be automated by implementimg IPFRR tasks
as extensions to the underlying link state routing protatwining at each node since
performing manual operations by a network administratoreither not tractable or
prohibitively expensive. This intelligence can also be lienpented using software agents
which use well-defined interfaces to interact with the negifprotocol. In a fully automated
MT-IPFRR mechanism, the tasks in Table 1.1 are performedcht made without a human
in the loop. Task 1 can be accomplished by using the link statabase of the underlying
routing protocol. Task 2 requires the development of h&ansethods which will allow all
the nodes in a network to construct identical VTs, and hemcempute consistent alternate
routes for any anticipated failure event. Such heuristithmds can be developed since all
the nodes have the same view of the physical network topdlugyks to the underlying link
state routing protocol. Task 3 implements the constructeslWithin a router by configuring

each network interface to belong to a subset of VTs. Tasksibailow the fast detection



of failures and the activation of the VT excluding the failsmmponent, respectively. The
VT activation can be performed by marking the IP header oheamuted packet with the
identity of the newly activated VT using a packet markinghtaque such as the DSCP
(Differentiated Services Code Point) field of IP header [8asK 6 enables the usage of
re-converged shortest alternate routes computed by therlyid) link state routing protocol.
If an IPFRR mechanism provides protection against all ndkvemmponent failures, the

automation of the steps listed in Table 1.1 leads to setivexing networks against failures.

Table 1.1. Tasks to be performed by MT-IPFRR without a humaherioop

Index | Task

1 Network topology is extracted

2 Consistent VTs and hence alternate routes are calculated

3 MTR configuration is performed

4 | Afastfailure detection process monitors the status oflink

When a failure event is detected, packets are marked to bafdeas
over a VT which exludes the failed link

Packet marking process is stopped when the underlyingnguti
protocol converges new routes after the failure event

7 The above steps are repeated for subsequent failures

The MRC constructs a configurable number of VTs which has toebearefully to
obtain full alternate path coverage [8]. The MRC randomlgeites through each node in the
physical topology, and constructs VTs in a round-robin i@sho prevent each node from
transiting any traffic in one of the VTs, which is calledde isolation Each VT constructed
by the MRC contains all the nodes in the topology, and shouddige a path among each
pair of its nodes. The VT requirement of the MRC is defined tdleectardinality of the set of
VTs that the MRC should construct to provide full failure crage. Note that the cardinality
of the set of VTs to be constructed is defined as the number sfdbéhfigured as input to
the MRC algorithm and should be sufficiently large to allow dosuccessful termination.

The number of VTs which must be constructed by MRC to succgssolate each node in



one of the VTs should be kept small since a higher number ofiN@reases the complexity
in terms of processing time and state requirements of regdr, 22]. If the operation of
the MRC can be enhanced to take the topological charactsristio consideration, its VT
requirement can be reduced since the VT requirement higibeidds on the structure of

network topologies [21].

Maximally Redundant Trees (MRT) relying on the redundané tcencept [23] is
another technique that has been investigated by the IETEL]9-Each router running the
MRT proactively calculates a special directed graph whasenally and reversely directed
versions are used by each router to compute two maximallynaaht trees rooted at each
possible destination in the network. Maximal redundancgrgrthese trees ensures that they
share a minimum number of common links and nodes. The MRT atespnly two VTs
by default to provide protection against single failurethéugh its operational complexity

is relatively low, its alternate path lengths are not sdal&bthe network size and density.

Software Defined Network (SDN) is a new paradigm in the nelimgrarea to make an
underlying communication network programmable by phybic®parating control and data
forwarding planes. In traditional networks, control andedalanes are closely tied together,
and it is more challenging to dynamically adapt the openatiof the network resources
for the changing needs. The SDN architecture maintains laagMew of the network by
abstracting the underlying infrastructure for a centealiznanagement. SDN provides a
more efficient usage of limited network resources by its dyisaeconfiguration capability

as the network conditions change.

The forwarding plane of SDN may experience link and nodeifag which should be
fast recovered to seamlessly support the real-time sexviB&RR can be performed in SDN
using two different approaches, nametystorationand protection[24]. In the restoration
approach, alternate routing tables are proactively coetpby the controller in advance of
the failure while the resources for the alternate paths lfoveaded upon the detection of the
failure. This approach requires the switches to contacttimroller to notify that it should
update the flow tables of all the switches along the affectgtdspwith the new flow entries.
On the other hand, in the protection approach, both the ctatipo of the alternate paths
and the allocation of the resources are performed in advahttee failure. As opposed to

the restoration case, the switches activate the alterradites pvithout the need to contact the



controller in case of a failure. Therefore, the protectippraach provides a faster failure
recovery. However, it requires more resources to prodygtiustall backup flow entries into

the flow tables of switches.

1.1. Research Objectives

In this thesis, we aim at reducing the operational complexiithe MRC algorithm in
terms of processing time and state requirements of routersducing its VT requirement.
We focus on improving the MRC since its alternate path lengthsscalable with respect to
the network size and density whereas it generally requi@e than two VTs to provide full
failure coverage. A reduction in the VT requirement of the MR(l reduce the overhead
of computing SPF trees for multiple VTs, and maintaining tipi¢ forwarding states in
routers [19-22]. This will allow us to balance the tradelnftween alternate path lengths
and number of VTs in MT-IPFRR. We also aim at developing a newlRHRR technique

for SDN which is a new paradigm in the networking area.

1.2. Contributions

In this thesis, we describe the operational principles ef MRC and the MRT on
example networks. We present the performance comparisdhese mechanisms using
synthetic network topologies with varying characterstice., number of nodes and average
number of neighbors). Through extensive analysis, we shaivthe alternate path lengths
achieved by the MRT are not scalable with respect to the n&tgiae and density whereas
the alternate path lengths of the MRC only slightly changeéhasetwork size and density
vary [25]. We believe that this is an important scalabilggult providing a guidance in the
selection of MT-IPFRR mechanism. We also perform experisianing realistic ISP level
topologies to investigate the impact of the network size @eakity on the performance of
the MRC. The numerical results showed that the VT requiremighedVIRC highly depends
on the structural properties of network topologies [21, 268 discover that the impact of
the topological properties other than network size anditdesisould be investigated since a
trend in the number of nodes in a topology as well as the deaait not always account for

the trend in the VT requirement of the MRC.



We developed an automated topological analysis tool toimkte performance
results for the MRC algorithm under varying topological citiots since the number of
VTs that should be constructed by the MRC highly depends orstifugture of network
topologies [27]. Our tool integrates Boston University Repreative Internet Topology
Generator (BRITE) [28] and Cytoscape’s Network Analyzer [28]d is used to generate
diverse network topologies, extract topological chanasties, and correlate the topological
characteristics with the performance of the MRC. We provide fibrmal definitions of
both the topology generation models and the topologicatatitaristics evaluated in our
experiments. The topological dependency of the MRC algworighelaborately investigated
to provide a reasoning why the MRC performs poorly in heteneges topologies which
tend to havehub nodes with a much higher degree than the other nodes. Ouiotppal
analysis experiments were performed using5DD topologies, which are generated by
selectively varying the parameters of the existing topplggneration models. Visual plots
are provided to demonstrate the structural properties efginerated topologies in terms
of heavily used network characterizing metrics includiregelnogeneity i), centralization
(©), and clustering coefficienCC). H of a network reflects the inclination of the topology
to have hub nodes, whose node degree is much higher thanghefrtne network. H
is defined asH = gy/Hg in [30] where gg and g are the standard deviation and the
mean of the node degree distributidn respectively, so that a network becomes more
heterogeneous if it has more hub nodes whose node degreecls mgher than the rest
of the network. C of a network is an indicator of the compactness of the netw@ik
of a node is a measure of the inter-connectivity of the nadesighbours. The MRC is
run in an automated fashion on the generated topologiest&nothe topological analysis
results which show that the distribution of node degreeséahagnificant impact on the
performance of the MRC. Inspired by the results of our top@alganalysis, we propose an
extension to the MRC which takes the node degree informatitmreiccount [27]. Numerical
experiments using both synthetic and real networks showdbhe heuristic significantly
reduces the complexity in terms of processing time and s&gairements of routers by
decreasing the number of VTs which should be constructecheyMRC. The analysis
results confirm the effectiveness of our systematic appraaperforming the topological
analysis of networking algorithms. We also provide grapgotitical proofs to show why

our extension improves the performance of the MRC especialigterogeneous networks.



In this thesis, we also propose two variants of the MRC, namdiyR@G-1 and
MMRC-2, which take the structural properties of the VTs intoagideration during their
construction to reduce the VT requirement of the MRC, and haedex@ease the operational
complexity in terms of processing time and state requirdmehrouters [31]. Extensive
simulations show that our proposed heuristics retain therrate path lengths within
acceptable limits. Our heuristics do not attempt to find thiea VTs with the optimum
cardinality, which is an NP (Nondeterministic Polynomiedmplete problem [19, 21].
Instead, we develop two variants of the MRC that more inteflity construct VTs to
increase their robustness against network partitioningifig the VT construction process,
MMRC-1 keeps the connectivity of the VTs as high as possiblediyguthe node degree
information, whereas mMMRC-2 reduces the heterogeneity levg¢he VTs. Using our
automated topology generation and analysis tool, our @xjeeit results have been obtained
on 3200 topologies with diverse structural properties. Mdoal results show that our
heuristics consistently require a smaller number of VTs ttee MRC for all experiments
using the synthetic topologies. mMRC-1 reduces the VT remere of the MRC up to
31.84% and performs better than mMMRC-2 as the heterogeneity ¢é\tbke topologies in
our experiments increases. On the other hand, mMRC-2 proaid@sprovement of up to
28.44% and achieves higher improvement percentages than mMRGHE deterogeneity
decreases. The alternate path lengths of mMMRC-1 and mMRC-2 Igrglighitly higher than
the alternate path lengths of the MRC.

We propose a new MT-IPFRR technique for SDN by defining all ks which
should be performed by the controller during the failureoxery process [32,33]. The
central architecture of SDN makes it an ideal platform tdoeMT-IPFRR since the central
computation of the VTs by the controller guarantees the istarscy among the alternate
routing tables. Our technique automates the tasks ingjuthi@ discovery of the underlying
physical topology, keeping track of the failures in the datme and the modification of the
flow tables of the switches to activate a primary path in nhsfa scenario or an alternate
path upon detection of a failure. Our implementation wgithe MRC algorithm to construct
VTs which provide protection against single link/node dadls in the data plane. Our
experimental results show that our approach consideraolyces the recovery time from

network failures compared to the reactive recovery in SDN.



The rest of this thesis is organized as follows. Chapter 2igesvour literature
review. Chapter 3 presents our evaluation of MT-IPFRR megchasi Chapter 4 provides
our automated topological analysis of the MRC. Chapter 5 inited our extension to
the MRC which takes the node degree information into acco@ftapter 6 presents our
topology-aware variants of the MRC. Chapter 7 describes oudnRFRR technique for
failure recovery in SDN. Chapter 8, Chapter 9, and Chapter 1Qiges our discussion,

conclusions, and recommendations, respectively.



2. LITERATURE REVIEW

2.1. Topology-Aware Networking

The influence of the topological characteristics on thegiest networking protocols
is investigated in [34]. The authors in [35] examine the effef network topologies on
overall network performance for satellite applicatioi®&][proposes node degree distribution
based metrics for analyzing the structure of network togie®. The structural properties of
network topologies have an impact on the convergence tirmgertdomain routing protocol
BGP [37] and on the performance of overlay routing [38]. Siamtioh results demonstrating
the impact of power-law topologies on the routing dynamias gresented in [39]. The
work presented in [40] investigates how the topology of avoet impacts the average
path length which is considered to be the main measure of ¢heank performance. It
also proposes a topology design algorithm to reduce thegequath length by introducing
high-degree central nodes to the topology. The impact ofdpelogical characteristics on
the performance of wireless mesh networks is studied inj4i¢h considers the topological
metrics including the number of nodes, the path length aedittk density. It uses data
mining to discover the relationships between the topoklgibaracteristics and the network
performance. The influence of the network topology on thalfgistreaming of high-quality
video is examined in [42] using actual ISP networks. The woild3] proposes the usage of
topological awareness for geographical routing in wirekensor networks which allows the
nodes to obtain the overall topology information. The peablof finding the best possible
topology which minimizes the overall power consumption @novides fault tolerance in
wireless ad hoc networks is studied in [44—-47] by adaptie€ljysting the network topology
to the current traffic conditions. The effect of the ring atat sopologies on the performance

of the in-vehicle network is analyzed in [48].

The evaluation of the IPFRR technologies requires expetimgion a large topology
pool with diverse characteristics [21]. Our work in this gleeautomates the topological
evaluation of the IPFRR algorithms, which allows the expentation on a large structurally

diverse topology pool. Performance evaluation resultaiobtl using a restricted topology
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pool may be misleading since the negative aspects of a nidtvgoralgorithm which

appear only under certain topological conditions may nostoelied. Since the previous
IPFRR evaluation studies do not benefit from such automatiay, either use a small-size
synthetic/real topology pool [21, 22] or a small set of ta@y generation models or only a

small set of parameter values for the topology generatiotatsd8, 9].

2.2. Network Resilience Through Multi Topology Routing

MTR has been standardized by IETF as extensions to OSPF a&d[13,18]. MTR
is used to provide QoS support in a tactical mobile network8j. It uses VTs to improve
the QoS and available capacity in different subsets of tlysipal topology by dynamically
blocking certain traffic in the network. The work presented50] provides an automation
tool to dynamically configure the link weights in VTs to batarthe traffic load across the
network. MTR is proposed to provide fault tolerance in irgatellite networks in [51].
An energy efficient network topology design is performed 52][which determines the
optimal VTs in order to minimize energy consumption in théewwek by powering off as
many unnecessary network elements as possible. It alsogesm fast re-route technique to
re-route the traffic previously being transmitted usingrtiast recently powered off network
element. A novel routing protocol for wireless networkstisgented in [53]. The proposed
routing algorithm relies on VTs to route the traffic based loe $ecurity preferences of the
nodes in the network. This provides each node with the freetdodecide the set of nodes

that it considers secure to participate in the data trarsaoms

MT-IPFRR constructs VTs to re-route the recovered trafficisecof link/node failures
on a detour path around the failed component. The work pteden [21] constructs VTs
in such a way that certain links of a topology are not isolate@ny VT to reduce the
VT requirement. However, their VT construction algorithntiieases the complexity of
the forwarding process in routers. The algorithm proposef22] aims to maximize the
number of isolated nodes per VT, which may reduce the numb¥&fTe. However, the
proposed approach requires a large number of iteratiortsjray not always succeed in
constructing VTs. The techniques proposed in [54, 55] aimedticing the alternate path
lengths of the MRC by including the isolated links in a VT extihg the actually failed one

in alternate paths as opposed to the case for the MRC which tdeonsider any isolated
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link for packet forwarding. However, they report that thepproaches increase the size
of alternate routing tables. The work in [56] proposes a Vhstnuction algorithm to
uniformly distribute the link loads in VTs. Their algorithselects certain special nodes
with a relatively higher node degree in a pre-processing, sdad attempts to isolate the
neighboring links of these special nodes in different VTsnash as possible to balance the
path diversity across the VTs. The work presented in [57@¢sedn MT-IPFRR to reduce the
power consumption for a green network while providing futhfection against link failures.
However, their evaluation considers only small-sized logies. An MT-IPFRR algorithm
is proposed in [58] to construct VTs which will provide atiate paths in case of large-scale
geographical events to reduce the amount of disruptionstiwark traffic. For this purpose,
the links, which are close to the geographical region afi@chost from the geographical
event, are assigned a very high weight in a VT so that theraterpaths avoid the affected
region. Similar to our heuristics in this thesis, [59] preps an algorithm to enhance the
MRC by prioritizing the isolation of the high-degree nodesowdver, our heuristics take
the topological characteristics of the VTs into accountraytheir constructions. In [60], an
upper bound determined by a special cycle existing in thearittopology is proposed for
the number of VTs required to provide full failure coveraged the quality of this bound is
evaluated. The implementation of the MRC using the MTR stahd&IETF is discussed
in [61] which favours the MRC as a promising candidate for gemning IPFRR.

In this thesis, we compare the MRC and the low-point versiorthef MRT. The
performance results show that the MRT'’s alternate pathtlhengignificantly increase with
respect to network size and density while the MRC generatdalsle alternate paths. The
performance of both the low-point and the SPF versions ofMIRT is compared with
Not-via in [62], and it is concluded that both versions of M&T generate significantly
longer alternate paths compared to the optimum SPF roufing.work in [63] proposes an
IPFRR scheme which combines the LFA and the MRT techniquesdiyatiempting to find
an LFA in case of a single failure, and using the MRT to detasthe alternate path if the
LFA does not exist. The problem of protecting the multicashmunications against single
link or node failures is considered in [64, 65]. It consteuadundant multicast trees in such
a way that, when a single link or node fails, every destimatiode is still connected to the

source node in at least one of the two trees.
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2.3. Failure Recovery in Software Defined Networks

In [24], the restoration and protection approaches for SBNstudied using example
networks, and an analytical model is introduced to caleuthe failure recovery time in
the restoration case. However, it does not provide a setivering framework to perform
IPFRR in SDN to recover from any network failure. The work ib]@nhances the LFA
with a loop detection mechanism, and discusses how thisneslaversion of the LFA can
be implemented in SDN without providing an actual implenaéioh. The work in [67]
proposes a protection scheme which attempts to reduce theery time by relying on
a faster failure detection. End-to-end and segment pioteechechanisms are analyzed
in [68] and [69], respectively. The work in [70] proposes anitaring method for SDN to
reduce the controller load caused by the alternate pathleiten. In [71], a runtime system
that automates the failure recovery in SDN is proposed witpooviding any experimental
results. When a failure is detected, a new controller is atgty to compute the alternate
paths. A congestion-aware failure recovery mechanism ybrith SDN consisting of both
traditional routers and SDN-enabled switches is proposddad] which activates multiple
alternate paths in case of a single link failure to reducepibst-recovery congestion and
balance the traffic load accross the network. The problemmaiépting the controller traffic
is addressed in [73-75] to ensure a reliable communicateiweden the data and control
planes. These approaches propose the placement of mutpteollers in control plane
which allows the switches to have at least one operatiomai@ction to one of the controllers
at all times. An algorithm to recover from the inter-domanklfailures is proposed in [76].
They suggest the usage of an SDN architecture to provide@adéisn path if one of the links
among the BGP routers fails. In [77], multipath routing isdise provide fault tolerance
against network failures in the SDN-based network of Goagdileeh connects its data center

accross the planet.



3. MULTI TOPOLOGY ROUTING BASED IPFRR MECHANISMS

In this chapter, we introduce the MT-IPFRR technologies, elgrthe MRC and the
MRT algorithms, describe their operational principlesngsexample networks, and present
a trade-off analysis of these two approaches. We implerdentemprehensive analysis tool
to evaluate the performances of the MRC and the MRT mechanising various network
topologies. Through extensive analysis, we show that tieerelte path lengths achieved by
the MRT are not scalable with respect to the network size andity while the alternate path
lengths of the MRC only slightly change as the network size @ebity vary. We believe
that this is an important scalability result providing adance in the selection of MT-IPFRR

mechanism to recover from the failures in IP networks.

The rest of the chapter is organized as follows. SectionsaBdlL 3.2 explain the
MRC and the MRT algorithms, respectively, and describe thparational principles on
example networks. In Section 3.3, we introduce our in-depidysis tool, and present the
performance comparisons of the MRC and the MRT using netvapélogies with varying

size and density.

3.1. Multiple Routing Configurations (MRC)

3.1.1. Overview

The MRC is a VT construction algorithm for MT-IPFRR which prdes full protection
against single link/node failures in 2-connected (2C) tog@s [8]. Each VT constructed
by the MRC has the same links and nodes as the physical topolslityough the links
in each VT initially have the same weights as in the physiopbtogy, the MRC modifies
the weights of certain links in each VT during its executignassigning them high values.
A link in a VT can take one of the three possible weigh{i$:the same weight as in the
physical topology(ii) a sufficiently large finite value callag, and(iii) infinity. A link with
a weight ofw; is calledrestrictedwhereas a link with a weight of infinity is calledolated
w; is intelligently selected so that a restricted link is usaty@o deliver traffic that is either

sourced at or destined for the attached node [8]. On the bdret, an isolated link does not
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carry any traffic at all. To isolate a node, one of its attadimdd is assigned the weight of
W, and all the remaining links take a weight larger than or etua;. An isolated node
can not be used to forward any transit traffic in the VT. Theo$eton-isolated nodes/links
and non-restricted links in a VT is called thackboneof the VT, which is used to forward

transit traffic. VTs constructed by the MRC satisfy the follog/properties [8]:

e (P1)Each link/node in the physical topology is isolated in elache of the VTs.
e (P2) The backbone of each VT is connected.

e (P3)Each isolated node in a VT is connected to the backbone vizaat bne restricted
link.

The MRC maintains &, queue, which contains all the nodes of the topology in an
arbitrary order. The order defined I8, in which the nodes are attempted to be isolated
in VTs, is called thenode isolation ordeiin this thesis. The MRC attempts to isolate the
topmost element d, in a VT as long as its removal with its attached links does adtifoon
the backbone of the VT. The topmost member is removed f@grance it becomes isolated
in a VT. If a node can not be isolated in a VT, it is attemptededdwlated in a next VT in
a round-robin fashion. If a node can not be isolated in anytkWd MRC fails to construct
the set of VTs. To isolate a noadn aV Ty, all (x,y) links are traversed, wheserepresents
a neighbour ok. The weight of &Xx,y) link in V Ty is set to infinity if (i) there exists & Ty
wherey is isolated, andii) the weight of the linkx,y) isw; in VT, and(iii) the nodex has a
link with a finite weight other thaiix,y) in VTy. It is also set to an infinite weight (f) there
does not exist & Ty, wherey is isolated, andii) the nodex has a link with a finite weight

other than(x,y) in V Tx. Otherwise, the weight of thgx,y) link is set tow,.

The number of VTs to be constructed by the MRC should be cordthas an input to
the algorithm. The MRC successfully terminates only if thenber of VTs is configured to
be sufficiently large. In the case that the MRC fails, it shdugdre-configured to construct
a higher number of VTs to force its successful terminatiohe minimum VT requirement
(minVT)of the MRC can be defined as follows:
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Definition. minVT > 2 is an integer such thati : 2 <i < minV T, the MRC fails to
construct a set of VTs with the cardinalitybut the MRC succeeds to construct a set of VTs

with the cardinalityminV T.

minV T is dependant on the structural properties of the physigalltgy, and should
be kept as small as possible to reduce both the consumptiooutér resources and the
computational overhead of MT-IPFRR to calculate the alterfawarding tables [22]. Note
that the set of VTs with the cardinalitpinV T satisfiesP1, P2, andP3.

3.1.2. Example Operation

Assuming that the number of VTs is configured to be 3, the VTstwiction
procedure of the MRC is explained using the example topologh @ nodes and 14
links shown in Fig. 3.1. Note that each VT initially contaia$§ the links and nodes
of the topology, and the initial node isolation order is ramdy chosen to beQ, =
{R9,R8,R1,R2,R3,R4,R7,R5,R6}. The set of isolated nodes for ea¢Hi; is denoted by
li (1 <i < 3)which are initially empty.

VT, VT, VT,
R8 R8 R8

R1 RZ SO Rz - R2 a3
3745 7% U7
L7 <L <7

R4 R9 R4 R9 R4 R9

Q, = {R9, R8, R1, R2, R3, R4, R7, R5, R6}

Figure 3.1. Initial structures of VTs

Fig. 3.2 shows how the link weights of the physical topologymodified by the MRC
to isolateR9, R6 andR3. The non-isolated nodes and links are denoted by the bladé&sn
and the bold lines while the isolated nodes, isolated antlice=sd links are indicated by
the dotted circles, dotted and dashed lines, respectividig topmost elemeni9, of Q,

attempts to be isolated first \iT;. In steps 1 and 2, the weights of the link89, R4) and
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VT,

R8

R1

R7

R4 o R9
I, = {R9} 1, = {R6} I; = {R3}

Q, = {R6, R8, R1, R2, R3, R4, R7,R5} Q.= {R3, R8, R1, R2, R4, R7, R5} Q,={R2, R8, R1, R4, R7, R5}

. Normal Node Isolated Node

mmmmm Normal Link =====* Isolated Link === Restricted Link

Figure 3.2. Structures of VTs aft®9, R6 andR3 become isolated

(R9,R6) are set to be infinity andy, respectively. The order in which the neighboring links
of a node become isolated or restricted is also arbitrarpenMRC, which is indicated by
the consecutive numbers within the black circles over thiesli Note thatR9, R6) is made
restricted in step 2 since its isolation would caB®eo become inaccessible to other nodes.
The MRC attempts to isolate the next nodeQnusing a VT different from the one where
the previous node was isolated. The aim of such an isolasida balance the number of
isolated nodes across VTs since such balancing may keefii¢heade path lengths within
acceptable limits. Following the isolationi@9, the MRC modifie€), since it must prioritize
the isolation ofR6 to guarantee the isolation GR9, R6), which has been made restricted in
the previous step, even thou§b is located at the bottom @,. Hence,R6 attempts to be
isolated next iV T, and(R6, R9) is traversed first. In step 3, the weight (@6, R9) is set

to infinity since a link should be isolated in the same iterats either of its end points [8].
(R6,R9) can receive a weight of infinity since the other linksRf, namely(R6, R5) and
(R6,R3), have the finite weights as in the physical topology at thistpd he links(R6, R5)
and (R6,R3) become isolated and restricted in steps 4 and 5, respeactiR8lis similarly

isolated inV T3 through the steps 6 and 7.

Fig. 3.3 illustrates how the nodé®, R8, andR1 become isolated IN Ty, VT, and
VT3, respectively, whereas Fig. 3.4 shows the isolations ohttesR4, R7, andR5. After



I, ={R9, R2} l, = {R6, R8} I, = {R3, R1}

Q,= {R8, R1, R4, R7, R5} Q.= {R1, R4, R7, R5} Q,={R4, R7, R5}

Figure 3.3. Structures of VTs aft&2, R8 andR1 become isolated

I, ={R9, R2, R4} l, = {R6, R8, R7} l; = {R3, R1, R5}
Q,={R7, RS} Q= {R5} Q=9

Figure 3.4. Structures of VTs aft®4, R7 andR5 become isolated

27 stepsQn becomes empty, and, hence, the algorithm successfullyrtates. Each VT
ultimately has an equal number of isolated nodes, namely8.black nodes and bold lines
in Fig. 3.4 constitute the backbone of each VT. Note that @acle/link is isolated in exactly
one VT. For example, the linkR2, R7) is isolated inV Ty while it is restricted and normal
in VT, andV T3, respectively. Each backbone in VTs forms a connected grapth each
isolated node in a VT is connected to backbone via a redrlotk, which allows it to reach
every other node in the same VT. For example, the isolate@ R2dis connected to the

backbone oV T; via the restricted linkR2, R8).
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As an example of the application of the MRC to the IPFRR, if thk (iR4, R5) fails,
VT, is used to recover from this failure since the liffR4,R5) is isolated inV T;. In this
case, the restricted linlR4, R7) is the only link which can be used as the first or the last hop
to deliver the traffic sourced &4 and destined to any other node, or the traffic sourced at
any other node and destinedRd, respectively, whereas the links on the backbone Bf
constitute the interior hops. If the failure R4, R5) is detected to be permanent, the VTs

are re-constructed using the updated topology.

3.2. Maximally Redundant Trees (MRT)

3.2.1. Overview

The MRT provides full coverage against single network fatufor all topologies
including non-2-connected (N2C) ones as long as the faillwesdnot partition the
network [9]. Each router running MRT proactively calcukafgairs of identically rooted
maximally redundant trees, calledd andblue, rooted in each possible destination in the
network. Maximal redundancy among these two trees enshia¢$hte two paths in red and
blue trees from the same node to the identical root share ammam number of common
links and nodes. Upon the detection of a local failure, thecaéd traffic starts to be routed
over whichever of the pre-determined red or blue trees eedihe failed link. On the other
hand, non-affected traffic continues to be forwarded barsddeshortest path tree calculated

by the underlying link state routing protocol.

Fig. 3.5b and Fig. 3.5¢c demonstrate the red and blue treeshvene rooted aR1 of
an example 2C topology shown in Fig. 3.5a, respectivelys fiassible to find two disjoint
paths from any node t&1 since the topology is 2C. For exampk utilizes the paths
R5— R3—R1 andR5— R4 — R2— R1 to reachR1 in red and blue trees, respectively.R5
detects the failure of the linkR5, R3), it starts to forward the affected traffic towarB4&
using the blue tree which excludes the failed link. Note thatMRT calculates red and blue

trees rooted aR2, R3, R4, andRS5 as well even though they are not shown in Fig. 3.5.

The MRT relies on building a GADAG (Generalized Almost Dirett Acyclic Graph),
which is composed of either a single ADAG (Almost Directedyélec Graph) or multiple
ADAGs in case of 2C and N2C topologies, respectively [9]. EEADAG has a special
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R1 R1 (root) R1 (root)
R2 R3 R2 R3 R2 R3
R4 R5 R4 R5 R4 R5
(a) 2-connected topology (b) Red tree (c) Blue tree

Figure 3.5. Red and blue trees calculated for an exampledgpol

node calledglobal root which should be known to all nodes in the network prior to the
execution of the MRT algorithm. Otherwise, GADAGs compubgdeach node would be
different causing inconsistencies among the red and blugngtables in the network. On
the other hand, each ADAG has a special node cadledl root, which is the same as the
global root in case of 2C topologies. The local root of an AD#&G N2C topology is the
articulation point which is closest to the GADAG'’s globabtsuch that traffic sourced at the
nodes within an ADAG should pass through the ADAG'’s localttmoreach destinations in
other ADAGs. The calculation dbw-point valueswhich requires the execution of the DFS
(Depth First Search) algorithm first, is a way of detectingicatation points in a network.
An algorithm based on low-point value calculation is pragabsn [9] for determining the

local root of an ADAG.

While forming an ADAG, an initial loop which starts and endstla¢ local root is
selected. Afterwards, this partial ADAG is incrementabkyemnded by adding special directed
paths of nodes calleghr. The important point in deciding the direction of the linksan ear
is to create no loops other than the ones containing the tocal These loops which start
and end at the local root are needed by the MRT to constructédiandant alternate routes
for a nodex to reach the local-root by following the directed paths freto the local-root

and from the local-root ta.

3.2.2. Example Operation

We use the topology with 4 articulation points shown in Figh ® demonstrate that
the MRT is capable of operating even on N2C topologies. Iwshihne DFS and low-point

numbers as well as the low-point inheritance relation amttregnodes. Each node is
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(12,11)
Figure 3.6. DFS and low-point numbers for an example N2Clagpo

labelled with a 2-tuplga,b) wherea andb stand for the DFS and low-point numbers,
respectively. The global root (node 0) is shaded, and doekawe any low-point number.
For example, the fact that the nodes 8 and 9 have 6 as its law-pomber means that
the traffic sourced at these nodes and destined to the nodes203, 4 or 5 should pass
through the node 6. A directed dashed line from a nvde y means thay inherits its
low-point number fromx. For example, the node 3 inherits its low-point number from
the node 0. By exploiting the low-point inheritance relati® between the nodes in
the example topology, the MRT algorithm determines the 8asd—2—3—0, 2—-4—2,
4—5—4, 5-6—5, 6+7—+8—+9—-10-11-6, and 11+12—11 in the shown order.

Figure 3.7. GADAG computed for the N2C topology in Fig. 3.6

Fig. 3.7 shows the GADAG calculated for the topology in Fig, 3vhich is composed

of 6 ADAGs. The local roots are symbolized with a small dashiede while the large
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Figure 3.8. Modified ADAG and BFS trees for red/blue routingj¢s

dashed ovals indicate the individual ADAGs. The articalatpoint in an ADAG, which is
closest to the global root, is the local root of that ADAG. Egample, ADAG 2 contains the

nodes 2 and 4, and its local root is the node 2.

In the MRT, each node in the network firstly computes the negstio the destinations
in its own ADAG. For this purpose, each node splits its ownalomot r into two
nodes, namely™ andr~, such thatr™ andr~ have only incoming and outgoing links,
respectively [9]. Afterwards, based on the normally ancrsely directed versions of this
modified ADAG, it computes two BFS (Breadth First Search) tremsnely red and blue
trees, which are used to calculate the redundant paths tdaancdestination. For example,
the node 10 in Fig. 3.7 constructs the BFS trees in Fig. 3.8bFRiqd3.8c based on the
modified ADAG shown in Fig. 3.8a. The calculated BFS trees #lieed to create the blue
and red routing tables [9]. As depicted in Fig. 3.8b, the nbdeuses the node 11 as the
next-hop to the destinations 0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 11,1&nd the blue tree while it uses

the node 9 as the next-hop in the red tree.

3.3. Experimental Results

In this section, we provide our comparison results for the M&@ the MRT using
randomly generated topologies. We also present the pesfzenresults of the MRC using

realistic ISP-level topologies.
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3.3.1. Performance Comparison of the MRC and the MRT

To compare the performances of the MRC and the MRT, we dewlope

comprehensive analysis tool which has the following capss:

¢ Running both the MRC and the MRT consecutively on topologighk warying size and
density which are randomly generated by the BRITE tool [28gishe Waxman model

e Comparing the performances of the MRC and the MRT against teemeerged OSPF

in terms of alternate path lengths

e Computing thesuccess rat¢SR of the MRC, namely, the percentage of topologies for

which the MRC can successfully construct the configured nurobeéTs

The MRC software from Simula Research Laboratevw(v.simula.npwas integrated
into our analysis tool which processes the MRC output, narttehVTs, to compute the
alternate paths in case of network failures. The MRT alporitpresented in [9] was
implemented within our analysis tool. The correctness of ART implementation was
verified such that the red and blue trees generated by ountatah the trees calculated for
the sample topologies given in [9]. We also implemented ipsahich automates the task of
evaluating the performances of the MRC and the MRT over vanmiworks with 50, 100,
150, 200, 250, and 300 nodes, where initial link weights atdsunity. For each network
size, we generated 50 random graphs. The alternate patinsenigthe MRC with different
number of VTs, namely, 3, 5, and 7, were compared againsitémmate path lengths of the
MRT. Note that there is no version of the MRT algorithm whidHizes more than 2 VTs.
We report two separate comparison results corresponditigeteparse and dense versions
of each network size, which were generated by settingrtiparameter (i.e., the number of
links per new node) in BRITE topology generator tool to 2 andr3He sparse and the dense

topologies, respectively.

We provide three different sets of results for the MRC and tHeTMas shown in
Table 3.1a, 3.1b, and 3.1c where the number of nodes in adgpahe network density,
and the success rate of the MRC are denotedh,byn, and SR respectively. RAPLyrc
andRAPLyrT represent the alternate path lengths of the MRC and the MRiivelto the
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re-converged OSPF, and can be formulatedTasPL/T APLospr) * 100 whereT APL and
TAPLospr stand for the total lengths of all the alternate paths aehidy the MRC/MRT,
and OSPF, respectively. Please note that the total lengih thfe alternate paths computed
by OSPF correspond to 100%. The results show that the MRC ntaalways successfully
terminate due to an insufficient number of VTs. In the casasttie MRC fails to compute
the VTs (e.g.,n = 250, m= 2 in Table 3.1a), the results for the MRT are deliberately
not reported even though, by the nature of the algorithm MR is always capable of
determining alternate paths for any network topology ag the failure does not partition
the network. In other cases, each link in the network is deslequentially, and the alternate

paths to recover from the failure are computed for each oMRE, the MRT, and OSPF.

Table 3.1a presents the comparison results for the MRC witii8and the MRT. No
result is reported for the sparse topologies= 2) with 250 and 300 nodes since 3 VTs are
not sufficient for the MRC to isolate all the nodes in these kogies. When the number
of VTs is 3 and the number of nodes is 250 or 300, the numberotdtesd nodes per VT
increases. In such a case, it is likely that the MRC'’s isolatiba node in a VT partitions
its backbone. However, as the network density increases 8), SRof the MRC improves
because a higher path diversity of a dense network redueelkéiihood of partitioning
the backbone. Fig. 3.9 shows tiaRfor the sparse networks significantly decrease as the
network size grows. For exampl8Rfor the sparse networks with 50 nodes is 44% while
it becomes 0O for both 250 and 300 nodes. On the other MaRdor the dense networks
were higher than 90% for all cases. Table 3.1a also demdtestthbat the alternate path
lengths of the MRT significantly increase as the network aimdensity grow. For example,
RAPLyrT = 52539% for the dense networks with 300 nodes is more than 5 timesgtay
than the shortest one (i.e., 100%) utilized by the re-caye@OSPF. We also observed that
the alternate path lengths of the MRT for the dense netwakk$aager than in the case of

the sparse networks while the contrary is true for the MRC.

Table 3.1b reports the comparison results for the MRC with S ¥id the MRT. The
performance results of the MRT presented in Table 3.1b anéagito the ones reported in
Table 3.1a. However, compared to the results in Table 3akaalternate path lengths of the
MRC are significantly reduced. For example, the MRC with 5 VTsdmeRAPLof 116.24%
in case of the sparse networks with 50 nodes while the MRC with 8adopts arRAPLof
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Table 3.1. Comparison results for the MRC and the MRT

n m RAPLMRC SR | RAPLuyrT
g0 | 2| 129.05 | 44 | 227.50
3| 12255 | 100| 256.56
100 2| 13212 | 24 | 281.70
3| 123.94 | 100| 324.32
150 2| 12998 | 8 | 329.65
3| 12475 | 92 | 389.71
o0 2| 13364 | 2 | 329.06
3| 12432 | 94 | 427.83
250 |2 ' 9 _
3| 124.32 | 100| 472.72
300 2 ' 0 _
3| 12479 | 90 | 525.39

(&) MRC with 3 VTs versus MRT

n m RAPLMRC SR | RAPLurT
50 2| 116.24 | 100| 230.23
3| 115.17 | 100| 249.63

100 2| 11598 | 98 283.70
3| 11499 | 100| 325.80

150 2| 116.43 | 100| 317.94
3| 115.03 | 100| 381.77

200 2| 116.26 | 100| 355.38
3| 115.03 | 100| 422.17

250 2| 116.23 | 98 384.58
3| 115.00 | 100| 467.61

300 2| 116.22 | 98 414.67
3| 11490 |100| 512.40

(b) MRC with 5 VTs versus MRT

n m | RAPLyrc | SR | RAPLyrT
50 2| 111.80 | 100| 224.35
3| 11297 | 100| 252.25

100 2| 11235 | 100| 281.27
3| 11224 | 100| 327.92

150 2| 11245 | 100| 330.51
3| 112.25 | 100| 385.63

200 2| 111.79 | 100| 357.06
3| 111.88 | 100| 434.36

250 2| 11191 | 100| 394.67
3| 11193 | 100| 487.38

300 2| 111.69 | 100| 409.94
3| 111.76 | 100| 515.39

(c) MRC with 7 VTs versus MRT
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Figure 3.9. Success rates of the MRC for the construction o8 V

129.05% for the same network size and density. Note 8fain Table 3.1b are higher than

98% for all network sizes and densities.

Table 3.1c reports the comparison results for the MRC with % Vhd the MRT.
Compared to the results shown in Table 3.1b, the alternatelpagths of the MRC are
slightly reduced. For example, the MRC with 7 VTs hadRPLof 11224% in case of the
dense topologies with 100 nodes while the MRC with 5 VTs useRARLof 114.99% for
the same topologies. The MRC with 7 VTs yieldedSRof 100% for all network sizes and

densities.

Fig. 3.10 shows the increase in tRAPLvalues for both the MRC with 7 VTs and the
MRT with respect to the network size, namaly As shown in the figure, there is a linear
increase in thdRAPL of the MRT. The difference between tiRAPL values of the MRT
for the denseri= 3) and the sparsen= 2) topologies gets higher whemincreases. For
example, for the topologies with 300 nodB#\PLis 40994% whem€m = 2 whereafR APLis
51539% wherm = 3. Hence, the difference between them becomes38%— 409.94%=
10545%. On the other hand, the difference betweenRA&L values of the MRT for the
topologies with 50 nodes is only 225%— 224.35% = 27.9%.

3.3.2. Performance Evaluation of the MRC Using Realistic ISP dpologies

We extended our analysis tool explained in Section 3.3.btopute the minimum VT

requirement of the MRC, namelyinV T, by successively configuring an increasing number
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Figure 3.10. Comparison of the alternate path lengths of tR€NMnd
the MRT

of VTs starting from 2 until the first successful terminatiohthe MRC. In this section,
we evaluate the alternate path lengths achieved by the MRCelisagvitsminV T using
realistic ISP-level topologies. We also rep&®Rof the MRC, namely the percentage of
topologies for which the MRC can successfully construct thefigured number of VTs,
when the number of VTs is varied from 2 to 8. Table 3.2 lists\hkies for the BRITE
parameters that we use in our experiments to generatetie&#iB-level topologies with 30
and 154 nodes [78]. These parameter values lead to the gjeneshthe topologies which
have a similar structure t&T&T (American Telephone and Telegraph Company) Bl
(Deutsches Forschungsnetz) ISP topologies. We randombrgted 70 topologies for each
type of ISP network in Table 3.2 containing links with a ungight. The name of each type
of ISP-level topology has the format tdpology _name:Xvhere X represents the average
number of links per node in the topology. As shown in Tablg &2 topology with the
highest density among all topologies with 154 node&Ti&T:3.33

Table 3.2. BRITE parameters used to generate realistic K {gpologies

Topology Name  Type Method AS#| Node#| Generation Model « B |m
DFN:4.24 Bottom up| Random pick| 17 30 GLP 042|062 3
AT&T:2.17 | Bottom up| Random pick| 31 154 GLP 0.15|0.15| 2
AT&T:3.33 | Bottom up| Random pick| 31 154 GLP 042|062 2
Other:2 AS Only — — 154 Waxman 0.15| 0.2 | 2
Other:3 AS Only — — 154 Waxman 0.15| 0.2 | 3
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Table 3.3 shows thRAPLvalues for the MRC when the number of VTs ranges from
2 to 8. As shown in the tabl&RAPL values for the MRC decrease as the number of VTs
increases. This is due to the fact that an increase in the auofb/Ts improves the path
diversity of each VT since each VT tends to have a smaller murobisolated nodes. We
also observe that an increase in the densithB&T topologies causes tHeAPLvalues to
decrease. For examplBAPLfor 4 VTs is equal to 1170% and 1069% for the sparse
and the dense versions AT&T topologies, respectivelyRAPL values forOther:3 are
11197% and 11111% in case of 7 and 8 VTs, respectively, which are larger tharones
for Other:2 topologies, namely 1173% and 110r7%. These results contradict with the
correlation betweeRAPLand network density observed fAT&T topologies. RAPLvalues
for DFN:4.24are larger than the ones fAT &T:3.33even thougbFN:4.24topologies have
the highest density. These results indicate that it is wedys possible to correlate tiRAPL
values of the MRC with the network density. As shown in TabB BAPLvalues for 2 and

3 VTs are not reported since the MRC fails to construct VTs @séhcases.

Table 3.3. RAPL values of the MRC for realistic ISP-level taygpés

Topology Name RAPL(2VT) | RAPL(3VT) | RAPL(4VT) | RAPL(5VT) | RAPL(6VT) | RAPL(7VT) | RAPL(8VT)
DFN:4.24 11507 11152 10979 10887 10866 10802 107.76
AT&T:2.17 - — 11170 10967 10823 10715 10675
AT&T:3.33 - — 10659 10528 10479 10424 10390
Other:2 — 13201 12072 11633 11357 11173 11077
Other:3 - 12418 117.96 11492 11310 11197 11111

Fig. 3.11a demonstrates the performance results fomihg T of the MRC using the
realistic ISP-level topologies. As shown in Fig. 3.11anV T is smaller for the most of
the DFN:4.24 topologies compared to other ISP-level networks suchniaV/ T is equal
to 2 for 60% of the topologies while it is equal to 3 for the rémirag 40%. Note that
the DFN:4.24topologies have the highest density in our experiments. d¥ew the results
depicted in Fig. 3.11a indicate that it is not always possiblcorrelate theninV T with the
network density. For examplepinV T is equal to 3, 4, or 5 in case @ther:2topologies
while it may be larger, namely, 6, 7, or 8, in caseAdi&T:3.33topologies which have a
higher network density. Fig. 3.11b shows tBBwhen the number of VTs ranges from 2
to 8. For example, th&Rvalues for the MRC vary as 36%, 74%, 95%, 95%, and 98%

when the number of VTs ranges from 4 to 9, respectively, ire @dAT&T:2.17 whereas
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Figure 3.11. Minimum VT requirement of the MRC and and its gssaates for realistic
ISP-level topologies
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the MRC fails when the number of VTs is configured to be 2 or 3. fEsailts depicted in
Fig. 3.11b expose an interesting behaviour of the MRC sudtitiedVIRC with 8 VTs does
not successfully terminate for certaliT &T:2.17topologies even though the largesinV T

is 7 for AT&T:2.17as shown in Fig. 3.11a.



4. AUTOMATED TOPOLOGICAL ANALYSIS OF MULTIPLE ROUTING
CONFIGURATIONS

Our work presented in Chapter 3 shows that the MRC providealsleahlternate paths
compared to the MRT when the network size and density inere&ur experiments in
Chapter 3 also reveal that thenV T of the MRC highly depends on the structural properties
of the network topologies. This implies that the performean€the MRC may differ even

for topologies with the same number of nodes and densities.

In this chapter, we systematically analyze the impact otdpelogical characteristics
on the performance of the MRC by developing an automated agpm! analysis tool
to generate diverse network topologies, extract topo@lgaharacteristics, and obtain
the performance results for the MRC algorithm. Our tool irdégs Boston University
Representative Internet Topology Generator (BRITE) [28] andosbape’s Network
Analyzer [29], and automates both the generation and asatysopologies with diverse
structural properties. The impact of the topological cherastics on the performance of the
MRC is elaborately investigated through extensive exparts® provide a reasoning why
the MRC performs poorly in heterogeneous topologies whiold te havehub nodes with
a much higher degree than the other nodes. We provide theafa@finitions of both the

topology generation models and the topological charastiesievaluated in our experiments.

Numerical experiments are performed using 6000 topologibgch are generated by
selectively varying the parameters of the existing topplggneration models. Visual plots
are provided to demonstrate the structural properties efgéinerated topologies in terms
of heavily used network characterizing metrics includiregenogeneity 1), centralization
(©), and clustering coefficienC). H of a network reflects the inclination of the topology
to have hub nodes, whose node degree is much higher thansthaf tee network.C of a
network is an indicator of the compactness of the netwB®.of a node is a measure of the
inter-connectivity of the nodes’s neighbours. The MRC is iruan automated fashion on
the generated topologies to obtain the topological amahgsiults which show that the node

degree distribution has a significant impact on the perfoceaf the MRC.
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The rest of the chapter is organized as follows. Section ¥plagns our systematic
approach for performing the topological dependency amalgé the MRC algorithm.

Section 4.2 provides our topological analysis results.

4.1. Topological Analysis of Multiple Routing Configurations

4.1.1. Our Workflow

Configure topology
generation models

Configuration files

\ 4
Generate topologies

BRITE

BRITE Topologies

(Instance 1) BRITE Topologies

(Instance 2)

topologies into
Cytoscape format
Cytoscape-compliant
Topologies

[ Convert BRITE ]

Compute MRC'’s
performance metrics

MRC

Perform topological
analysis

Results for minimum
VT requirement and
alternate path lengths

Cytoscape

Results for H, C and CC

[ Correlate results ]

Correlated
results

Figure 4.1. Workflow of our topological analysis

We develop our automation tool to perform the topologicalgsis of the MRC by
following the workflow shown in Fig. 4.1, which uses the Bostdmiversity Representative
Internet Topology Generator (BRITE) tool [28] to generatettpologies in our experiments

and the Cytoscape’s Network Analyzer [29] to evaluate theltogical characteristics. The
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configuration files of BRITE are created through an interfacelwbollects the values of the
configuration settings for the topology generation modelsch configuration file contains
key-valugoairs which are used to specify the name of the configuragtimg along with its
value to be used in the generation of the topologies [79]. cdmgiguration settings include
n (i.e., number of nodesin (i.e., number of links per node), the topology generatioeho
to be used along with its specific parameters, and the limbates such as bandwidth and

delay.

BRITE is executed to randomly generate a user-defined numbtpofogies in a
special format based on the configuration files. Each BRITEred topology contains
three sections listing information for the topology gemiera model used, the nodes and
the links [79]. The topologies in BRITE format are convertetbiytoscape-compliant
topologies [29] in parallel with the computation of the MRC&formance metrics including
minimum VT requirement and alternate path lengths. Cytassapetwork Analyzer
Is executed on each topology to compute the network chaizog metrics including
heterogeneity (H)centralization (C) andclustering coefficient (CC)inally, we correlate
the results for the minimum VT requirement and alternaté pextgths with the results for
H, C, andCC.

4.1.2. Topological Characteristics In Our Workflow

We compute the metrics &, C, andCC for the topologies in our experiments which
provide insight into how network density is distributed ptlee nodes in a topology. These
metrics can be efficiently computed by Cytoscape’s Networklyrer, and this efficient
computation is important for us since our topological asslyesults are obtained using an

extensive number of topologies.

H of a network reflects the inclination of the topology to haubnodes, whose degree
is much higher than the rest of the network, so that a netwecdoimes more heterogeneous

if it has more hub noded is defined in [30] as:

H = 04/ 14 (4.1
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where gy and pgq are the standard deviation and the mean of the node degree
distributiond, respectively. For the topology in Fig. 4.2, the degree efribdesR1 through
R7 is 3 whereas the degreeR8 is 7. Henceyyq is equal ta3+3+3+3+3+3+3+7)/8=
3.5. The variance of the degrees is computed t¢7e (3 — 3.5)2 + (7 —3.5)?) /8 = 1.750.
Then, oy becomesy/1.750 = 1.322. Finally, theH value for the topology is the ratio
1.322/3.5=0.377.

R2
@

Figure 4.2. An example topology to
analyze the topological
characteristics

C of a network is an indicator of the compactness of the netywshlere a node located
at a minimum distance from all other nodes is considered tin&denost central [30, 80IC

is defined in [30] as:

N dmax
N n—2(n—1 )

(4.2)

wheren, dnax and o represent the number of nodes in the topology, the largett no

degree and the network density, respectivélin Eq.4.2is defined in [30] as:

5= " (4.3

where g4 is the mean of the node degree distributohn For example, thé of the
topology in Fig. 4.2 is /7 = 0.5, wherepy = 3.5. Sincedmaxis equal to the degree &8,
namely 7, theC value is computed a8/6) x (7/7—0.5) = 0.666 using Eq4.2
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CC of a nodeu is a measure of the inter-connectivity ok neighbours, and is
computed as the ratiqy/w, where @, is the number of actual links interconnectio
neighbors whilew, is the number of all links interconnectings neighbors if the topology
were fully connectedCC of a network topology is the average of t6€ values of all nodes,

and is defined in [81] as:

CC= w (4.4

whereV is the set of all nodes in the topology. For example, the nurabthe links
interconnecting the neighbors BB in Fig. 4.2, which corresponds to the the length of the
outer cycle, is 7. On the other hand, if the topology was fabiynected, the number of the
links interconnectingr8’s neighbors would be  7/2 = 21. ThereforeCC of R8 is equal to
7/21=0.333. TheCC values for the remaining nodes are equivalent, name¢Bi-20.666.
Since theCC value for the entire topology is the average of @@ values for all nodes, the

CC value for the network becomé&g x 0.666+ 0.333) /8 = 0.624.

4.1.3. Topology Generation Models In Our Workflow

Our workflow adopts all the existing router-level topologgngration models
provided by BRITE, and selectively configures them to createvorks with different
topological characteristics. These models incldexman 28], Barabasi-Albert (BA]82],
Barabasi-Albert2 (BA2)83], andGeneralized Linear Preference (GLFB¥]. BA, BA2, and
GLP models rely on the conceptpieferential connectivityhich is widely used to generate
power-law topologies. Preferential connectivity reflettts inclination of a new node to
interconnect with an existing node with the highest degrgend the topology construction
process. It is underlined in [85, 86] that the degree digtrdms of the routers on Internet

exhibit power-law characteristics.

The models used in our workflow define the interconnectionsregmodes according

to certain probability functions which are defined as fokow

e Waxman:This model uses a probability function, which is mainly lthea the randomly
determined physical distances among the nodes to be cr¢ateecide if there exists a

link between each node pair. Its probability function is dedi in [28] as:
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Pixy)=ae PBY) o<a,p<1 (4.5

wherex andy are the nodes to be interconnected,and 8 are the model-specific
parametersD is the physical distance betwegmndy, andL is the maximum distance

between any two nodes.

BA: This model interconnects a new nodéo an existing nodeg using the following

probability function which is defined in [28] as:

d
P _ O 4.6
(%,y) S oy G (4.9

wheredy andV denote the degree of the nogland the set of the nodes already added to
the topology, respectively. The denominator in Edis the sum of the degrees of all the

nodes inv.

BA2: This model expands an initially created core topology blezitadding new links
with the probability ofp (0 < p < 1), or rewiring the existing nodes with the probability
of g (0 < g< 1-p), or adding new nodes with the probability of1p — q in each
iteration. It decides the end-poigtof a newly added link originating from an existing
nodex using the following probability function which gives smealpreferance to the high

degree nodes compared to Bo6 [83]:

dy+1

Plxy) = Suev(du+1)

(4.7

GLP: Similar to BA and BA2 models, this model expands a core togpplay adding new
links with the probability ofp (0 < p < 1) or by adding new nodes with the probability
of 1 — p in each iteration. However, GLP utilizes a generalized phility function

originally defined in [84]:

4B
PN =5 () 48
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wheref < 1 is a model specific parameter. 8sgrows, the probability of a new link to
connect to higher degree nodes also increases4.Bis reduced to Ec4.6and Eq4.7

for B =0 andf = —1, respectively.

4.2. Experimental Results

Waxman, BA, BA2, and GLP models are utilized to generateltapes with varying
H, C, andCC values to evaluate the topological dependency of the MRC. Wergb the
following trends in structural properties of the topolagia our experiments(i) When the
number of nodesn) varies from 100 to 300, the generated topologies exhiluiteiasing
trend inH and decreasing trends @ and CC, respectively(ii) When the number of links
per node i) varies from 2 to 4, the generated topologies exhibit destngetrend inH and
increasing trends i€ and CC, respectively(iii) When the parametgs in the GLP model

varies from 01 to 0.6, the generated topologies exhibit increasing trendd meirics.

Table 4.1. Parameters used to generate our topology pool

Model | Fixed Model Parameters | Varying Model Parameters
. B n— 100,200,300
Waxman a=0.15,3=02 m—2.3.4
n — 100,200,300
BA B m— 23,4
p=0.001,q=0 n— 100,200,300
BA2 m— 2, 3,4
B B n— 100,200,300
p=01m=2 q— 0,0.05,0.1,0.15
p=02,B=06 n— 100,200,300
GLP m—234
B B n — 100 200 300
p=02m=2 B —0.1,0.2,0.4,0.6

Table 4.1 shows the different parameter settings used byojp@ogy generation
models in our experiments. In each model, certain parasater systematically varied to
observe how the structures of the various topologies atffiegperformance of the MRC. The
constant values used in Table 4.1 lead to the generatiorpofdgies which better expose
the trends in the MRC s performance. For example, in Waxmadah® different subsets

of topologies are created using the constant valugs @nd 02 for a and 3, respectively,
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since 9 different pairs of values are used foandm. Since we generate 100 topologies
using each pair of values, the total number of generateddgjes becomes 9 100= 900
for Waxman. The pairs of values for varying parameters andaily determined for other
topology generation models. The total number of topologeed in all of our experiments
is 6000, which is the sum of 900 for Waxman, 900 for BA, 2100 B&2 and 2100 for
GLP. We report the averageinV T of the MRC @veninvT), the average values &f, C and
CC (avey, ave: andave-c, respectively), and the number of the MRC'’s partitioning blase

failures Epar).

aveninyT IS defined as:

9
aAVeninvT = < z f(|) X |> /(100 —= NNgc) (4.9)

| =2

wherel varies from 2 to 9 representing the range for theV Ts observed in our
experiments, the functiof(l) returns the number of topologies for which the minimum VT
requirement of the MRC is equal t9 andNy2c denotes the number of non-2-connected
(N2C) topologies. The denominator is chosen to be -20Q>c since each experimented
topology pool contains 100 topologies, and N2C topologies excluded from the

computation since the MRC can not be executed on such togslogi

avey, aves andavec are reported for each topology pool with 100 topologies,chvhi

are generated as specified in Table 4.1, and are computed as:

avex = ( > Xﬂ) /(100—N2C) (4.10
T ¢N2C

whereX represents$i, C, or CC while T, and Xy, are therth topology (1< r < 100)
and the heterogeneity, centralization or clustering Eweéll,, respectively. N2C topologies

are excluded from the computation.

FauiN2C is defined to be the number of the cases where the MRC fails tstrem
a certain number of VTs for the topolody ¢ N2C since there exists a node T whose
isolation disconnects the backbone of each VT. Note thatfJ.#NC < (minv T— 1) for

T;. For example, ifninV T =5, the MRC fails to construct 2, 3 and 4 VTs, aRfi"*C gets
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N invT
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n=100 ‘ ‘ n=200 ‘ ‘ n=300 ‘

Figure 4.3. Analysis oaveyiny T of the MRC with respect ta (BA:
m=2 GLP: m=2, p=0.2, 3=0.6 BA2: m=2, p=0.1, g=0
Waxman: m=2, a=0.15, 3=0.2)
equal to 3 if all these failures are due to partitioning. WgoréFp,, for each topology pool

with 100 topologies, which is defined as:

100

Fpar= § FafN% (4.10)

par Z par :
r=1

WhererTészc denotes the number of partitioning based failureslfaf N2C.

Fig. 4.3 shows the results favenvt when the number of nodes in a network
topology ) varies from 100 to 300. The model-specific constant pararsef each model
are listed within the parentheses in the caption of the fighiseshown in Fig. 4.3, apart from
Waxman topologiesaveniny T increases aa gets higher. For examplaveninyt becomes
4.63, 568 and 614 for GLP topologies fon = 100, n = 200, andn = 300, respectively.
For Waxman topologiesveniny T increases when changes from 100 to 200, but decreases

whenn changes from 200 to 300.

Fig. 4.4a, Fig. 4.4b, and Fig. 4.4c report the results dve4, ave:, and avec,
respectively, which are calculated for the same topologeed in Fig. 4.3. Apart from
the Waxman topologies, wham becomes higherave:, and ave-c decrease whil@avey
increases. For example, for the GLP modelgy, ave:, andavec are 115, 028, and

0.27 for n=100 while they are 50, 020, and 017 for n=300, respectively. Note that the
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(b) Centralization

(c) Clustering Coefficient

Figure 4.4. Analysis of the topological characteristichwespect tan (BA:
m=2 GLP: m=2, p=0.2, 3=0.6 BA2: m=2, p=0.1, g=0 Waxman:
m=2, a=0.15, 3=0.2)
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Figure 4.5. Analysis o&veniny T of the MRC with respect ton (BA:

n=300GLP: n=300, p=0.2, 3=0.6 BA2: n=300, p=0.001,

g=0 Waxman: n=300,a=0.15, 3=0.2)
order among the magnitudes afey, ave:, and avec reported for different models is
the same regardless ofsuch thatve,gLp) > ave(ar) > avega) > ave waxman Where
X € {H,C,CC}. For instance, as shown in Fig. 4.4a, the order ammrgy values when
n=300 is 150 (GLP) > 1.22 (BA2) > 1.12 (BA) > 0.60 (Waxman. Note that, fom=300,
theavey value for the Waxman topologies is 40% of #ngy value for the GLP topologies,
which indicates that the structures of any two topologids wWie same number of nodes and

link densities may be significantly different.

Fig. 4.5 shows the results faveniny T when the number of links per node) varies
from 2 to 4. As shown in Fig. 4.5, for all topology generationdels,aveniny T decreases as
mincreases. For examplayeniny T becomes 44, 360, and 302 for the GLP topologies for
m= 2, m= 3, andm = 4, respectively. Fig. 4.6a, Fig. 4.6b, and Fig. 4.6¢c regwetresults
for avey, ave:, andave-c, respectively, which are calculated for the same topokgeed
in Fig. 4.5. For each model, excluding thee-c value for the GLP model, wham becomes
higher,ave: andave-c increase whileavey decreases. For example, for the GLP model,
avey becomes b2, 127, and 113 for the GLP topologies fom = 2, m= 3, andm = 4,

respectively.

Table 4.2 shows the results faveniny T, avey, ave: andavec with respect tg@ in

the GLP model fom=300. As shown in the tablgveayi,/ T increases ag increases. It
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Figure 4.6. Analysis of the topological characteristicghwespect tan (BA:
n=300GLP: n=300, p=0.2, 3=0.6 BA2: n=300, p=0.001,9=0
Waxman: n=300,a=0.15, 3=0.2)
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becomes %4, 558, 562, and 806 for GLP topologies wheff =0.1, 3 = 0.2, 3 = 0.4, and

B = 0.6, respectively. A becomes highegvey, ave: andave-c simultaneously increase.
For exampleavey becomes B4, 137, 144, and 151 for GLP topologies whep = 0.1,

B =02, 3=04, andB = 0.6, respectively. We also performed other experiments using
BA2 and Waxman models. When the paramejér.e. the probability of rewiring) of the
BA2 model is varied, the results favani, T do not exhibit any apparent trend. In Waxman
model, we observed that both the heavy-tailed and randora patement schemes yield
similar results. The results in Fig. 4.4, Fig. 4.6, and TabRshow that there is an important
correlation betweemveninyt andavey. The MRC requires a higher number of VTs to
successfully isolate each node in one of the VTs when a nkttemology becomes more

heterogeneous (i.eaygy increases).

Table 4.2. Topological analysis af/eniny T Of the
MRC with respect t@3 parameter of GLP
for n=300

B=01|p=02|B5=04| =06

aveninvt | 5.54 5.58 5.62 6.06
avey 1.34 1.37 144 151
aves 0.17 0.17 0.19 0.20
avec 0.12 0.13 0.15 0.17

Fig. 4.7 demonstrates the example distributions for therbgeneity and the minimum
VT requirement over 50 topologies per each of Waxman and GlbBets forn = 300
andm = 2. Note that the Waxman topologies are the least heterogsenghile the GLP
topologies are the most heterogeneous in our experimenig. 4Ha shows that GLP
topologies have significantly higheéf values compared to Waxman topologies such hat
ranges from 375 to 1671 for the GLP while it ranges from®43 to 0647 for the Waxman.
Fig. 4.7b depicts that theinV T values for the GLP topologies are mostly higher than the
minV T for the Waxman such thahinV T is equal to 4 or 5 for only 14 topologies out of
50 in case of GLP, and for all the topologies in case of WaxmamV T values for the
remaining GLP topologies range from 6 to 9. These resulteate that the heterogeneity
level of a topology is an important factor which influerrménV T. However, there might

be other structural properties as well which affeshV T as shown in Fig. 4.7b such that
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minV T is the same, that is, 4, for the 38th Waxman and GLP topolagiea though their

correspondingd values are significantly different, namely6@9 and 1450, respectively.

Table 4.3 shows that partitioning based failures constitabre than 99% of all failures
of the MRC for all topology generation models as indicatedhimithe parentheses. Note that
Fpar is minimum (230) for Waxman topologies, which are the leaelogeneous ones in
our experimentsavey = 0.60), while it is maximum (331) for GLP topologies, which are
the most heterogeneous onesdy; = 1.38). These results indicate that the MRC suffers
mostly from the partitioning based failures as the hetemedg of topologies gets higher.
An increase inFpgr increases the minimum VT requirement. Inspired by the atado in

this section, we propose a new heuristic in the followingiseenhancing the MRC.

Table 4.3. Comparison of partitioning
based failures of the MRO/(=

200,m=2)
Model | #All Failures| Fpar | avey
Waxman 231 230 | 0.60
BA 318 317 | 1.08
BA2 301 299 | 1.16

GLP 332 331 | 1.38




5. MULTIPLE ROUTING CONFIGURATIONS WITH NON-RANDOM
NODE ISOLATION

In Chapter 4, we discovered a significant correlation betwikerperformance of the
MRC and the topological characteristics through an extersnalysis using our automated
topological analysis tool. The MRC needs to construct a highienber of VTs to provide
full alternate path coverage if a network topology tends @égdme more heterogeneous,
namely, having more hub nodes whose node degree is muchrliudoe the rest of the
network. When the number of VTs gets higher, the time requicedompute alternate
routing tables, the look-up time for alternate next-hopsd dhe amount of required
Forwarding Information Base (FIB) storage increase [19-2®¢ show in Chapter 4 that
the major cause for the correlation between thi@V T and the heterogeneity level of a
network topology is the failures of the MRC due to the padhing of the VT backbones.
Therefore, theninV T of the MRC can be reduced if VT backbones which are more robust

against partitioning can be constructed.

In this chapter, inspired by the results of the topologicahlgsis experiments in
Chapter 4, we propose an extension to the MRC which takes the adeglee information
into account. We provide proofs to show why our extensionroves the performance of
the MRC especially in heterogeneous networks. We show thrextensive experiments
using both synthetic and real networks that our extensignifstantly reduces theninV T
of the MRC, and, hence, decreases the complexity in terms oépsing time and the state
requirements of routers. The analysis results confirm tfectfeness of our systematic

approach in performing the topological analysis of netwaglalgorithms.

The rest of this chapter is organized as follows. SectiopEegents our analysis of the
impact of the node isolation order, nam&}y, on the performance of the MRC. Section 5.2

explains our extension to the MRC. Section 5.3 provides ouex@ntal results.

5.1. Analysis of the Impact of Node Isolation Order

The MRC fails to construct a set of VTs if a node cannot be isdlah any VT. In

this case, it should be re-configured to use a higher numb®Tef which increases its
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minVT. The MRC cannot isolate a nodein aV T for two reasons [8]:(i) The isolation

of a neighboring link(u,v) in VT causes all the neighboring links ofto become isolated

in VT, and(ii) the removal ofu along with its neighboring links disconnects the backbone
of VT;. The former case occurs if all the neighboring linksuoéxcept(u,v) have infinite
weights inVT;, andv is already isolated in & Tj, where(u,v) has the weight ofv,. We
show in Chapter 4 that the latter case is the main reason fan#jerity of the failures of
the MRC especially in highly heterogenous topologies. Tioeee the emergence of this
type of failure may be prevented if VTs with more robust bamids against partitioning can
be constructed, which will in turn reduce thenV T. This task can be accomplished if the
nodes are intelligently arranged within tQg as opposed to the arbitrary arrangement of the
Qn by the MRC. The casg@i) may appear more frequently in heterogenous topologiegif th
hub nodes are located towards the bottom of@QheThe isolation of these hub nodes in later
iterations may more likely disconnects the VT backbonesesthis may lead to topologies

that are no longer 2-connected.

5.1.1. Example Operations Showing the Impact o,

For the sake of clarification, the failed operation of the MRGconstruct 2 VTS is
explained using an example topology with 8 nodes and 14 lghksvn in Fig. 5.1a. The
Qn is assumed to béR1,R2, R3,R4,R5,R6,R7,R8) where R8 is located at the bottom.
This example topology is selected since the degree of thegfH throughR7 is 3 while
the degree oR8 is significantly higher than 3, namely 7, representing asangle for a
heterogeneous topology. The order, in which the neighbdiitks of a node are made
isolated or restricted, is also arbitrary in the MRC, whichndicated by the consecutive
numbers within the black circles over the links. In stepsrbuigh 20,R1, R2, R3, R4, R5,
R6, andR7 are successfully isolatedViT;, VT, VT, VT, VT, VT, andV Ty, respectively.
Note that, as nodes get isolated in the VTs, the connectfidach VT backbone decreases,
and R8 tends to play a more important role to keep each VT backboneerted. The
attempt to isolat&8 fails in bothvV T; andV T> since its isolation partitions each VT backbone
as indicated by the exclamation marks. The disconnectioallofT backbones causes
the MRC to fail to construct 2 VTs. In this case, the MRC shoulddeonfigured for 3
VTs to increase the likelihood of a successful terminatibig. 5.1b shows the successful
operation of the MRC to construct 2 VTs for the same physigablkagy where the MRC
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R6 ® ks re @ R5

(b) Successful operatio®, = (R8,R1,R2, R3, R4, R5, R6, R7)

Figure 5.1. Impact of th®, on the successful termination of the MRC
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usesQn = (R8,R1,R2,R3, R4, R5,R6, R7). Note that, as opposed to tlg in Fig. 5.1a, this
Qn places the hub node8 at the top of the queue, and hence, prioritizes its isalatio
steps 1 through 288, R1, R2, R3, R4, R5, R6, andR7 are successfully isolated\AT;, V Ty,
VT, VL, VT, VT, VT, andV Ty, respectively.R8 is successfully isolated M T; in this
case since no node has been isolatedTpyet, and hence, the connectivity of its backbone
is maximum. Note thaR4, R5, R6, andR7 are isolated iV T, since the isolation of any
of these nodes iN T; partitions its backbone. These example operations of the g/
that the minimum VT requirement of the MRC significantly degieon the placement of the
nodes in theQ,. Our experiments indicate that@,, which prioritizes the isolation of the
high-degree nodes, more likely allows the MRC to successtalhstruct a fewer number of

VTs.

5.1.2. Graph Theoretical Analysis

We analyze the impact of the arrangement of the nodes iQtlen VT partitioning in
heterogeneous networks using the topoldgghown in Fig. 5.2 assuming that the number
of nodes on the outer cycl@ ] is sufficiently large. The hub nod& of T is connected
to every other node while the non-hub nodés; ( 1 <i < A}) form a cycle. T possesses
the property that each node on the outer cycle has a degreeegfaBdless oA whereas
Up has a degree of. Note thatT is homogeneous fok = 3. With an increase ii, the
degree ollp increases without changing the degreedfL <i < A), which results in a more

heterogeneous topology.

Proposition 1: For A > 3 and the number of VTs configured to be 2, the MRC

successfully constructs VTs if and onlyud is isolated in a VT within the first four iterations.

Proving the Proposition 1 requires proving both theéProposition 1.1 and the

Proposition 1.2

Proposition 1.1:For A > 3 and the number of VTs configured to be 2, the MRC fails

to construct VTs ifug is not isolated in a VT within the first four iterations.

Proof 1.1: Let us assume thak, uj, ux, andu (i # j #k# Il and 1<i, j,k,|1 <A) be
four successive nodes on the outer cycle, and randomly selected to be isolated\viiy

in the first iteration.u; is successfully isolated i T; since its removal does not partition
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Figure 5.2. An example highly
heterogeneous topology

the backbone o¥ T;, which is initially 2-connected. Assuming the lir{ki,u;) becomes
restricted in the first iteratiorjy;, uj) must be isolated along witly in the following iteration
as explained in Section 3.1y is successfully isolated M T, for the same reason specified
for uj. The structures 0¥ T; andV T, after the first two iterations are depicted in Fig. 5.3a
where the nodes and links which are not part of the backboreeglantified by the gray
color. Note that the backbones of batii; andV T, are still 2-connected at the end of the

first two iterations so that they do not contain any articalapoint.

Assuming the linku;, uc) becomes restricted in the second iteratian, ux) should be
isolated along withug in V Ty in the third iteration. Note that the isolation @f causesy to
become an articulation point in the backbon&/@i. The link (uk,u;) supposedly becomes
restricted in the third iteration so thatis isolated iV T, in the fourth iteration, which causes
Up to become an articulation point in the backbon® @3 as well. The structures dT; and
VT, after the first four iterations are shown in Fig. 5.2l.is an articulation point in both
VTs at this stage as indicated by the exclamation marks,lertte, the MRC is guaranteed
to fail at a later iteration while attempting to isolatgsince its isolation will disconneat;

andug from the rest of the backbones of bty andV Ty, respectively. [ |

Proposition 1.2: For A > 3 and the number of VTs configured to be 2, the MRC

successfully constructs VTslu is isolated in a VT within the first four iterations.
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(b) Structures of the backbones after four iterations

Figure 5.3. The structures of the backbone¥ @f andV T, after two and four
iterations
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(a) Case 1

u

(b) Case 2

(c) Case 3

(d) Case 4

Figure 5.4. Four possible cases for the isolationgpf
within the first four iterations
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Proof 1.2: Let us assume thaf, uj, anduy (i # j # kand 1<i,j,k < A) be three
successive nodes on the outer cycle. Fig. 5.4 demonsttadsur possible cases for the
structures of VT backbones following the isolation wf within the first four iterations.
Fig. 5.4a, Fig. 5.4b, Fig. 5.4c, and Fig. 5.4d show the raspgecaseq1) u is located
at the top of the),, so that it is isolated iV Ty in the first iteration(2) u andug are isolated
in VT andV T, in the first and second iterations, respectivéy,u, uj, andug are isolated
inV Ty, VT, andV Ty in the first, second and third iterations, respectiv@y,u, uj, Uk, and
Ug are isolated ivTy, VT, VT1, andV T, in the first, second, third and fourth iterations,

respectively.

Note that, in case@), (3) and(4), u; is isolated in the first iteration since it is located at
the top of theQ,,, and the node to isolate in the next iteration is determisati@node which
Is the end-point of the link which is made restricted in therent iteration. For example,
Uo is isolated in the second iteration in cg&@ since the link(u;j, Up) is made restricted in
the first iteration. In all cases shown in Fig. 5.4, theretexasVT whose backbone contains
the hub nodely so that each node of the backbone other tlgpan reach the other nodes
by usingug as the next hop. Therefore, the isolation of any nodgher thanuy does not
affect the existing paths among the pairs of nodes, andghénguaranteed not to partition
the backbone since the backbone remains connected aftesothgon ofu. For example,
the backbone o¥ T, shown in Fig. 5.4a containg, and, hence, all the nodes on the outer
cycle can reach the other nodes uia This ensures that any node on the outer cycle can be

isolated inV T, without partitioning the backbone dfT>. [ |

The neighborhood of each hub node in a heterogeneous nelhasrk structure which
resembles the topolodly and contains one or more hub nodes suctpa®\ Q, prioritizing
the isolation of high-degree nodes allows the MRC to sucagsfonstruct a fewer number
of VTs compared to &, which lacks such a prioritization. Note that isolating th&h
nodes in a heterogeneous network in earlier iterationsvallmr constructing VTs which
are more robust against network partitioning similar to¢hses shown in Fig. 5.4. 1f@,
which does not locate the high-degree nodes towards the thp queue is employed by the
MRC, the earlier node isolations may result in VT backboneseh®st of the paths passes
through the high-degree nodes, which are more probablé fmagitioned by the subsequent

isolations of these high-degree nodes. This is especiaigyif the pre-configured number
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of VTs is not sufficiently large. In such a case, the MRC sho@ddsconfigured to use a
higher number of VTs which will reduce the likelihood of a Vaidkbone to get partitioned
since each VT backbone will be more connected due to a redugeder of isolated nodes
per VT.

5.2. Enhanced MRC Algorithm

5.2.1. Problem Statement

The problem of constructing a set of VTs with the optimum azabity (kopt), Which
satisfies the propertieB1, P2, and P3 described in Section 3.1.1 can be formalized as

follows:

Definition. Given a graptG = (V,E) whereV andE are the sets of nodes and links,
respectively, compute sets of nodewhere 2<i < kqpt that satisfy the constrain{g G is
still connected when all the nodes in ainyalong with their neighboring links are removed

from G, (ii) U:(i”ltli =V, and(iii) kopt is optimum.

In an MT-IPFRR technique, there is generally a trade-off leetwthe number of VTs
and the alternate path lengths. Therefore, the constructia set of VTs with the cardinality
Kopt Minimizes the processing time and state requirements abtiters while it significantly

increases the alternate path lengths.

Our heuristics in this study improve the applicability oEtMRC to the MT-IPFRR
by significantly reducing theninV T while keeping its advantage in terms of alternate path
lengths. Similar to the MRC, our heuristics do not attempt tostauct a set of VTs with
the cardinalitykopt, which is NP-complete, and has similarities with the MinnmGet Cover
problem [87].

5.2.2. Algorithm

Algorithm 1 describes the operation of our enhanced MRC dlyar (MRCpes4)
whereG = (V,E) (V: set of verticesE: set of edges) anklrepresent the network topology
graph and the number of VTs to be constructed, respectiddy/Ts are initially the same
as the network topology (line 13ortNodes§) function arranges the nodes\inin descending

order according to their degrees, and the ordered nodessignad to th&€), such that the
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topmost element of th€, contains the highest-degree node (line 2). The loop between
the lines 6-16 iterates through the nodes of @heto isolate them in VTs in a round-robin
fashion.top() function returns the topmost node, and then removes it fieQ}, (line 7).
sortLinkg) function arranges the neighboring links wfnamelyE(u), in ascending order
according to the degree of the remote end-points, and trezextdinks are assigned £,

such tha1AE(u)[1] contains the link to the lowest-degree neighbor (line 8hd&on 1 shows

the operation osortLinkg) whereN(l) andD(v) denote the remote end-point of the lihk
and the degree of the noderespectively.isolateNodé) isolates nodes in VTs using the
same rules as the MRC, and continues to make each neighbarknigdlated starting from
AE(U)[l] as long aau has at least one non-isolated neighboring link (line 10)eré&fore,
sinceisolateNod¢) avoids makingi inaccessible in a VT by isolating all of its neighboring
links, the last member oAg ) (the link whose remote end-point has the largest degree) is
more likely made restricted. Since the isolation of the renemd-point of a restricted link is
prioritized in the next iteration if it is not isolated in aMf yet [8], (MRCpes+) more likely
continues its execution with the isolation of the highesti@e neighbor. This way, the nodes
are isolated according to their locations in Rgas much as possible. Otherwise, the actual
node isolation order would more frequently deviate fromahder specified by th®,. If a

node can not be isolated in any VT, the MRC fails (line 14).

Algorithm 1 MRCpes+
1: Vi« VTh+ ..V« G=(V,E) #
Initialize all VTs
2: Qn <« sortNodes(V)
3:
4: index<« 1
5. success— FALSE
6: while Qn # 0 do
7 u<top(Qn)
8: Ag(y) <—sortLi nks(E(u))
9: while success== FALSE A index< kdo
10: success—i sol at eNode( Ag(y), VTindex)
11: index++
12: end while
13: if success== FALSEthen
14: return FAILURE
15: end if
16: end while
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Function 1sort Li nks( E(u))

1 AE(U) — E(U)
2: for a«1, |Ag()| do

3: for b« 1, |Ag|—ado

4: Vp N(AE(U)[b])

5: Vp+1 ¢ N<AE(U) [b—l— 1])

6: if D(Vp) > D(Vp11) then

7 swap(Ag (b, Agwlb-+1))

8: end if

9: end for

10: end for

11: return Agy) #D(N(Ae[1])) < D(N(Ag[2])) < ... < D(N(Ag[|E(U)[]))

5.2.3. Complexity and Convergency Analysis

The worst case running time of the MRC algorithm is boundZi{kA|V ||E|) where
A represents the maximum node degree [8]. The MREdoes not increase this upper
bound since its operations with the asymptotically domimarerhead are inherited from the
MRC. The additional overhead of the Mi3gs- results fromsortNode$) andsortLinkg)
functions, which are bound bg(|V [?) and &(A?), respectively. SinceortLinks) is called
for each node, the total additional complexity of the MRG is bound by (|V|A?). The
upper boundZ (kA|V||E|) of the MRC algorithm asymptotically dominateX |V |A?) since
bothA andk is bound byjV|.

Upon detection of a failure in the MT-IPFRR, a router activates VT that does
not use the failed component to forward any traffic, and meqymates the VTs using the
updated topology. Therefore, the frequency of the re-caatimn of the VTs depends on
the frequency of network failures. In a network where thestinmterval between successive
failures is short, it is critical to complete the constroatiof the new VTs within this time
interval. Since our complexity analysis shows that our istiagrdoes not increase the upper
bound of the MRC, the overhead of our heuristic will be simitattte MRC while it reduces

the number of VTs needed for full coverage of network fasure

It is shown in [8] that the MRC terminates successfully for @gonnected topology
as long ak is sufficiently large (X k < |V|). Supposed thdtis set to|V|, the MRC creates

|V| virtual topologies by isolating each node in a differentuad topology. Since the VTs
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Table 5.1. Different topology pools used in our experiments

;gglol ooy Subsets Fixed Model Parameters
Py Gh2100 Chz00 Chesoo m=2
P, GBA,,GBA, GEA, n= 300
P i 100 Cros00 Cotgoo p=02p=06m=2
P GCLP, GCLE GELh p=0.2,3 =0.6,n=300
P Grdoo Chos00 Chegoo p=001,9=0m=2
Ps GBA2, GBA%, GBA2, p=0.001,q=0,n= 300
P, GlamanGranGYama" | a =0.15,8=0.2,m=2
P Gpvaxman glVaxmangivaxman| o — (.15, 8 = 0.2, n = 300

initially have the same 2-connected structure as the palysipology, each VT backbone
is guaranteed to remain connected by the isolation of aesingte. Since the MRfas+
differs from the MRC only in that it iterates through the noaéshe topology as well as
the neighboring links of the currently processed node ineadatermined order rather than

arbitrarily, the MRC’s convergence analysis also applief¢oMRGoes+

5.3. Experimental Results

5.3.1. Experimental Setup

We used our automated topology generation and analysigitootiuced in Chapter 4
that integrates BRITE [28] and Cytoscape’s Network Analyz8i {2 perform experiments
on eight different topology pools that were generated byadour different topology
generation models as shown in Table 5.1. In Chapter 4, we rpeefb the topological
analysis of the MRC for 6000 topologies that were generatéggus diverse range of
parameter values for topology generation models. Howawegbserved that only the fixed
parameter values listed in Table 5.1 led the generationpmitgy pools P; throughPs) with
a wide range of heterogeneity levels that clearly exposedraltin the VT requirement of

the MRC with respect to network size)(@nd network densityn).

Each topology pooR, (1 <i < 8) is the union of subse), or Gi\_;. Each subset
G, or Gh_; forming aR contains 100 topologies, wheke= {100, 200,300}, j € {2,3,4},

andM € {BA, GLP, BA2, Waxman represent the value far (the number of nodes in a
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topology),m(the approximate number of links per node), and the topodmeration model,
respectively. All the topologies in each sub@}}fzk or GM:]- were randomly generated
by using the same topology generation molteland the samé or j value forn or m,
respectively. The reason folPato contain multipleGM , or GM_ j subsets wheneor mtakes
different values was to observe the effects of network simbdensity on the performance
of our algorithms. The parameters specific to topology gai@r models including, g, a
andp [28] were set to the constant values given in Table 5.1. Fampte,P, is formed by
three subsets such thag= GC% |J GELE | GEL, and,p, B andn parameters of the GLP
model are assigned) 0.6 and 300, respectively, to generate each of these subsete S

the cardinality of each subsﬁsr"{':k| or |GM_.| is equal to 100, the number of topologies

il
in a PR is equal to the number of subsets contained in Bhatultiplied by 100. Therefore,
the total number of topologies used in our experiments wa&®24 he experiments were
also performed using eight different real network topadsgihat were heavily used in the
literature. We believe that experimenting on such a largabear of topologies ensures that
the performance improvement of our heuristics is validdteda wide range of network

deployment scenarios, and hence increases their appiligéii real deployments.

To compute theninV T for a topology, the number of VTs, which is an input to our
algorithm, was varied starting from 2 until the algorithncesessfully terminated for the
first time. For each subset with 100 topologiesgninyT Was calculated using E4.9 in
Section 4.2 wheréchanged from 2 to 9 reflecting the range for theV T observed in our
experiments, and the functidiil ) returned the number of topologies(B‘,Y':k or G'V'm:j subset

that required VTs.

We also reporRAPL for our experiments defined in Section 3.3.1. Alternate path
lengths for a topology were computed by failing each neigimgolink of each node, and
calculating the resulting alternate paths for the affediestinations on the VT excluding the
failed link. For each subseRAPLfor the optimum SPF routing was equal to 100%. We
compute the average heterogeneity leesig)) of eachGM_ j or Gr“{':k subset constituting a

R using Eq4.10in Section 4.2.

In addition toaveninvT, RAPL andavey, improvement percentage (IF reported
in our experiments. This metric represents the performampeovement achieved by our

heuristics compared to the MRC in terms of tménV T. IP is calculated as 100 100x
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aveniny/aveliRC_ whereaveaniny T andave’RC_ represent thaveniny T values for for our

heuristics and the MRC, respectively.

5.3.2. Evaluation of Minimum VT Requirement

Table 5.2a presents tla@eaniny T values for the MRC and the MR{gs+along with the
corresponding improvement percentagé®) using the topologies whenmeis varied from
100 to 300. IP values specify the amount of the reductions in #vey;,/ 1 of the MRC.
Theaveniny T values of the MR@es+ are also compared to the other variations of the MRC,
namely the MRG@Ges and the MRGpspes Which we developed for our experiments. The
MRCpes arranges the nodes in a topology in descending order acgptditheir degrees
like the MRGoes+ However, unlike the MREes+ it does not arrange the neighbouring links
of the currently processed node in ascending order acagptdithe degrees of the remote
end-points. The MRghspes differs from the MRGes and the MRG@es+ in that it never
deviates from the initially determined node isolation arddnile selecting the next node
to isolate. We implemented the MRgzpes by significantly modifying the MRC’s node

isolation logic.

As shown in Table 5.2aP values monotonically increase up t0.28% asn gets
higher excluding the Waxman topologies, namly which are the least heterogeneous in
our experiments. Note that the reduction in &es,iny T at these rates means a significant
reduction both in the size of the forwarding tables of rasit@nd in the computation time
of alternate routing tables. Since a network generally bexsomore heterogeneous when
increases, these results indicate that the MRECperforms better when the heterogeneity
increases. For example, tlaveaninyt values of the MRC for the GLP topologies vary
as 463, 568, and 614 for GC7,,, GEL5,, andGCLE,, respectively, while th@veniny T
values of the MR@es+ for the same topologies change a813 431, and 462, which result
in the correspondingP values of 1775%, 2421%, and 248%. The comparison results
for the MRGes+ the MRGyes, and the MRGpspes Show that the MR@Ges:+ yields slightly
largeraveminy T Values than the other two variations only B8F2,,, GE4%,, andGSLE
For example, the MRghspes achieves arP value of 2540 for GELE ) which is slightly
larger than that of the MRges+, Namely 2468. These results indicate that the structure of

topologies determines the amount of reductions inrttiieV T so that the other variations
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with respect t; (m= 2)

Subsets InP
Pool | Algorithm GM 100 GM 00 GM .00

avanryt | IP | avewnyt | IP | avannvr | IP

MRC 461 — 5.18 — 557 —

P MRCpes+ 377 |1822| 4.09 |2104| 418 |2495
MRCpes 382 |1713| 405 |[2181| 420 |2459
MRCapspes| 390 |1540| 412 |2046| 4.27 |2333

MRC 4.63 — 5.68 — 6.14 —
MRCpes+ 381 |17.75| 431 |[2421| 462 |2468

Fs MRCpes 3.94 14.75 4.31 2421 4.68 2379
MRCapspes 3.87 16.39 4.35 2343 4.58 25.40

MRC 4.53 — 5.01 — 5.39 —
MRCpes+ 371 1810 3.96 20.95 4.17 22.63

P MRCpes 371 |1810| 401 [1996| 422 |2170
MRCapspes| 3.58 |2097| 4.06 |1896| 419 |2226

MRC 4.01 - 4.31 — 4.27 —
MRCpes+ 335 |1645| 355 |1763| 373 |1264

Fr MRCpes 3.54 11.72 3.79 12.06 3.90 8.66
MRCapspes| 365 | 897 | 386 |1044| 401 | 6.08

(a) Average Minimum VT Requirement
Subsets InP
Pool | Algorithm GM 0o GM 0o GM .00
OZ‘LL‘UL UZ‘LL‘UL UZ‘LL‘UL
MRC 0.42| 448|473 | 057 | 5.02 | 533 | 0.53| 542|571
P, MRCpes+ | 0.36| 3.65| 3.88| 0.26 | 3.98 | 4.19| 0.18 | 4.09 | 4.26
MRCpes | 0.31| 3.70| 393|0.20| 395|414 | 0.22| 410 | 4.29
MRCapspes | 0.35| 3.78 | 401 | 0.16 | 4.03 | 4.20| 0.19 | 4.18 | 4.35
MRC 059|446 480| 0.80|550|587|092|594 | 6.34
MRCpes+ | 0.28 ] 3.69| 392|032 |4.19| 443|041 | 449 | 4.76
Fs MRCpes | 0.17| 3.85| 404 | 0.41 | 417 | 444 | 0.35| 455 | 4.80
MRChapspes | 0.26 | 3.75| 3.98 | 0.38 | 4.22 | 448 | 0.40 | 4.45| 4.71
MRC 0.43| 4.39| 466 | 0.41| 488 | 5.13| 0.54 | 5.24 | 5.53
MRCpes+ | 0.20| 3.61| 3.80| 0.22 | 3.86 | 4.05| 0.18 | 4.08 | 4.25
R MRCpes | 0.30| 359|382|0.21|391|410|0.23|4.12|4.31
MRCapspes | 0.26 | 3.47 | 3.68 | 0.19 | 3.97 | 414 | 0.25 | 4.08 | 4.29
MRC 0.21|1391]410|0.23|421|440|0.19|4.18| 4.35
MRCpes+ | 0.25] 325|344 | 025| 345|364 | 0.21| 3.63| 3.82
Fr MRCpes | 0.27 | 3.43 | 364 | 0.18| 3.70 | 3.87 | 0.09 | 3.84 | 3.95
MRCapspes | 0.25| 3.55| 3.74 | 0.16 | 3.78 | 3.93 | 0.09 | 3.95 | 4.06
(b) Confidence Intervals
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of the MRC may also achieve high® values for certain topologies depending on their

structures.

Table 5.2b presents the varianae?) of eachminV T distribution used to compute
aveninvT and the confidence intervals faveninyt with 95% confidence using the same
topologies in Table 5.2d.L. andU L correspond to the lower and upper limits of a confidence
interval, respectivelyLL andUL of a confidence intervalLL,UL) for a certainaveniny T
are calculated aaveninyt — Ur and aveninyt + Uy, whereU, = taA/100— Nyzc, t is
the appropriate percentage point for Studetvhstribution with 100- Nyoc — 1 degrees
of freedom [88],0 is the standard deviation of thainV T distribution and 106- Ny2c
represents the number of the experimented topologies. &3utts show that the upper limit
of each confidence interval reported for the MRG: is always smaller than the lower limit
of the corresponding confidence interval for the MRC, whichidates that the MREes+
requires a smalleminVT than the MRC with 95% confidence with respectrto For
example, foiGSLE, ., the confidence intervals for the MRC and the MRG are(5.94,6.34)
and (4.49,4.76), respectively. The upper limit of each confidence interval foth the
MRCpesand the MRGpspesis also always smaller than the lower limit of the correspogd
confidence interval for the MRC. However, the upper limits togde variations are closer

to the lower limits for the MRC compared to the MB&G+ excludingGEA, ., GE~2,,, and

GLP
Gn:300'

Table 5.3a listaaveninyt as well as the correspondin@ values with respect tm
for the MRC, the MR@es+ the MRGyes, and the MRGpspes The results show that the
aveniny T values for the MRG@Ges+ are smaller than thaveninyT of the MRC in all cases,
andIP values for the MR@Ges+ monotonically decrease asincreases, excluding Waxman
topologies, namelfs. Note that the heterogeneity level of a topology decreasthg@spect
to m. For exampleaveaminy T values of the MRC for the GLP topologies vary a4 360,
and 302 for GE-P, GELR, andGELY, respectively, whileaveniny T values of the MR@es+
for the same topologies change aé2} 303, and 273, which result in the corresponding
IP values of 2468%, 1580%, and %0%. The comparison results for the MBG+, the
MRCpes, and the MRGpspes Show that the MR&yspesYields higherlP values than both
the MRGpes+ and the MRGes for both GELP and GELZ while it performs worse for both

GlvaxmangndG\V&manpy increasing th@veminy T of the MRC. For example, the MR{spes
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with respect tan (n = 300)

Pool

Algorithm

Subsets InP

M
c':‘m=2

M
Gm=3

M
Gm=4

aveniny T \ IP

aVeminy T \ 1P

aveninvt | IP

MRC

5.57 —

3.35 -

3.01 -

M RCDes+

4.18 24.95

3.04 9.25

2.77 7.97

MRCDeS

4.20 2459

3.01 10.14

2.86 4.98

MRCAbsDes

4.27 23.33

3.09 7.76

2.94 2.32

Ps

MRC

6.14 —

3.60 -

3.02 —

MRCpes+

4.62 24.68

3.03 1580

2.73 9.50

MRCpes

4.68 | 2379

3.03 1580

2.79 7.39

IV|RCAbsDes

4.58 25.40

3.01 16.45

2.73 9.50

MRC

5.30

3.38

3.02

IV|RCDes+

412 | 22.26

3.04 10.05

2.85 5.62

MRCpes

4.20 20.75

3.03 1035

2.80 7.28

MRCAbsDes

4.17 21.32

3.05 9.76

292 331

MRC

4.27 —

3.08 -

2.83 —

MRCpes+

3.73 12.64

3.01 227

2.63 7.06

MRCpes

3.90 8.66

3.02 1.94

2.64 6.71

IVlRCAbsDes

4.01 6.08

3.14 —-1.94

2.94 —3.88

(a) Average Minimum VT Requirement

Pool

Subsets InP

Algorithm

M
Gn‘hZ

M
Gm:3

GM

m=4

OZ‘LL‘UL

UZ‘LL‘UL

UZ‘LL‘UL

MRC

0.53| 542|571

0.22 | 325|344

0.05| 296 | 3.05

MRCpes+

0.18| 4.09| 4.26

0.03 | 3.00| 3.07

0.17 | 2.68 | 2.85

MRCpes

022 ] 410 4.29

0.01|2.99| 3.02

012|279 2.92

M RCAbsDes

0.19 | 4.18| 4.35

0.08 | 3.03 | 3.14

0.05| 2.89| 2.98

MRC

092|594 | 6.34

0.35| 3.47 | 3.73

0.12 | 2.94 | 3.09

Py

MRCpes+

041|449 4.76

0.03 | 2.99 | 3.07

019 | 2.64| 2.82

M RCDes

0.35| 455 4.80

0.03 | 2.99 | 3.07

016 | 2.71| 2.88

M RCAbsDes

0.40| 445|471

0.01| 2.98 | 3.03

0.19| 2.64 | 2.82

MRC

051 |5.15| 544

0.31| 3.26 | 3.49

0.06 | 2.97 | 3.06

Ps

MRCpes+

0.20| 402 | 421

0.03 | 3.00| 3.07

012 | 2.77 | 2.92

M RCDeS

024|410 4.29

0.02 | 2.99 | 3.06

018 | 2.71| 2.88

M RC:AbsDes

0.18 | 4.08 | 4.25

0.04 | 3.00 | 3.09

0.09 | 2.85| 2.98

MRC

0.19 | 418 | 4.35

0.07 | 3.02 | 3.13

0.14 | 2.75| 2.90

MRCpes+

0.21| 3.63| 3.82

0.01|2.99| 3.02

0.23] 253|272

M RCDes

0.09 | 3.84| 3.95

0.01| 299 | 3.04

023 ] 254|273

M RCAbsDes

0.09 | 3.95| 4.06

0.12 | 3.07 | 3.20

0.09 | 2.87 | 3.00

(b) Confidence Intervals
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increases thaveyinyt by 3.88% for G‘A]Vjﬁma”as indicated by the negatiy® value. On
the other hand, the MR yields higherlP values forGEA,, GBA% and GBA2. These
results show that the structural properties of topologiey imave varying impacts on the

performance of different variations of the MRC.

Table 5.3b presents the variance ofthi@V T values and the corresponding confidence
intervals with 95% confidence, which are computed using &éneestopologies in Table 5.3a.
Table 5.3b shows that the upper limit of each confidencevateeported for the MRGes+
Is mostly smaller than the lower limit of the correspondiegftdence interval for the MRC.

This resultindicates that the MRfgs+ mostly requires a smalleninV T with 95% confidence

BA

m~2, the confidence intervals for the

in our experiments with respectita For example, foc
MRC and the MR@es+ are(5.42,5.71) and (4.09,4.26), respectively. Similarly, the upper
limit of each confidence interval for both the MB& and the MRGpspesiS mostly smaller

than the lower limit of the corresponding confidence inteofahe MRC.

We also performed numerical experiments to evaluate th@mam VT requirement
for the MRC, the MR@es+, the MRGyes, and the MRGpspesusing real network topologies.
Table 5.4 shows theninVT values for the real network topologies where Geant and
COST239 are used from [21] while the other topologies are @ised topology-z0o0.0rg.
A single node is removed from Xspedius, Bandcon and Ans to rieta 2-connected since
single failures can be fully protected only in 2-connectgablogies. As shown in Table 5.4,
in 7 out of 8 topologies, namely Geant, ATT North America, BTrtloAmerica, Xspedius,
Bandcon, Abilene and Ans, at least one of our MRC variationgezied a smalleminV T
compared to the MRC. For example, tmnV T values for the MR@es+ the MRGyes, and
the MRGapspesVary as 2, 3, and 3, respectively, for ATT North America white minv T
for the MRC is 4. The performance improvement achieved by tiRChs+ is significant
particularly in ATT North America and BT North America sindegeduced theninV T from
4 to 2 and from 6 to 4, respectively. Note that ATT North Amarand BT North America
have the highest heterogeneity levels in our experimeasiety 0502 and (667. These
results indicate that isolating the nodes of a topology mr@gg from the highest-degree
node mostly provides a reduction in thenV T for real networks even though the amount of

reduction may vary depending on the topological structure.
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Table 5.4. Evaluation of minimum VT requirement using restWworks

‘ Network ‘ V| ‘ |E| ‘ H ‘ C ‘ CC ‘ MRC ‘ MRCDes+‘ MRCDeS‘ MRCapsDes
Geant 19| 30 | 0.474| 0.301| 0.063 5 4 4 4
ATT North America| 25 | 56 | 0.502 | 0.250 | 0.556| 4 2 3 3
BT North America | 36 | 76 | 0.567 | 0.175| 0.323 6 4 4 4
Xspedius 33| 48| 0.400| 0.136 | 0.022 5 5 4 5
Bandcon 20| 27 | 0.372| 0.135| 0.093 6 6 4 4
Abilene 11| 14 | 0.196| 0.056 | 0.152 5 5 5 4
Ans 17 | 24 | 0.278| 0.083| 0.255 5 5 4 4
COST239 11 | 26 | 0.130| 0.156 | 0.439 2 2 2 2
40 ]
35 f ——MRC
] +—+—MRC (Des
30 - ~=MRC{DesH
525 i \
20 -
B
10 k } |
YW Ll oo
1 10 19 28 37 46 55 &4 73 8 91 100
Ieration

Figure 5.5. Iteration distribution for the node degrees

We analyze the operations of the MRC and the MR& using an example 100-node
GLP topology to demonstrate the impact of node isolatioeooth a successful termination.
Fig. 5.5 shows the degree distributions of the isolated sdalethe MRC and the MRges+
when they are both configured to construct 3 VTs. Since thiatisa of 21st node by
the MRC patrtitions all VTs, and, hence, the MRC fails, the degiestribution of the
MRC for the remaining isolations can not be provided. On theohand, the MREes+
successfully constructs the VTs. As shown in Fig. 5.5, thgree distribution for the
MRCpes+ €xhibits a decreasing trend while the distribution for thR® fluctuates since
the MRGyes+ pre-processes the nodes and links to isolate the nodes @erttiag order
according to their degrees, but the MRC’s selection of nodeshgrary. Note that the
MRCpes+deviates from the descending order on 33rd, 40th, and 5&ratibns by selecting

a node to isolate whose degree does not conform to the desgearder.
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5.3.3. Evaluation of Partitioning Based Failures

Table 5.5 presents tHg,r values for different variations of the MRC using the GLP
topologies withn = 200 andm = 2. As shown in the table, the partitioning based failures
of the MRC are reduced from 331 to 208, 203, and 211 by the MR{Cthe MRGyesand
the MRGapspes respectively. Note that the number of all failures for thRGhes+ and the
MRCpes are equal even though the MB& provides the largest amount of reduction in
Fpar. The MRGypspesperforms worse than both the Mi3gs+and the MR@es by providing
a largerFpar of 211. These results indicate that ordering the nodes ip@agy according
to their degrees prior to the construction of VTs signifibareduces the partitioning based
failures of the MRC.

Table 5.5. Comparison of the number
of partitioning based
failures for the GLP
topologies ( = 200,

m=2)
Algorithm | #All Failures | Fpar
MRC 332 331
MRCpes+ 208 208
MRCpes 208 203
MRCapspDes 212 211

5.3.4. Evaluation of Alternate Path Lengths

Table 5.6 shows the relative alternate path leng®&RL) of the MRC or the MR@Ges+
with respect tan andm, which are computed using the GLP topologies. The altenpaiie
lengths are reported relative to the re-converged optimi ®uting. As shown in the
table, both the MRC and the MRfgs+ achieves alternate path lengths, which are close to
the optimum SPF routing, namely 100%. For example, the M&Cachieves thdRAPL
values of 10836%, 10718%, and 10671% for GC¥,,, GELE , andGCLE , respectively,
while the MRC achieves thRAPLvalues of 1092%, 10705%, and 108!0% for the same
topologies. These results indicate that the Mg significantly reduces the minimum VT

requirement of the MRC at no cost of increasing its alternath fengths.
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Table 5.6. Alternate path lengths for the GLP
topologies

Algorithm | G55160 | Grzp00 | Grsz00

MRC 10902 | 107.05 | 10640
MRCpes+ | 10836 | 107.18 | 10671

(a) With respect tm

Algorithm | G- | G5 | Gy
MRC 10640 | 11173 | 11446
MRCpes+ | 10671 | 10992 | 11011

(b) With respect tan



6. TOPOLOGY-AWARE MULTIPLE ROUTING CONFIGURATIONS

In Chapter 5, we proposed a new heuristic algorithm enhanitiagMRC which
constructs VTs whose backbones are more robust againstigmang. This task was
accomplished by arranging the nodesJnaccording to the node degree information. VTs
with robust backbones can also be constructed by intelligeelecting the VT to isolate
a node as opposed to the case as in the MRC where the nodeslatedisn VTs in a

round-robin fashion.

In this chapter, we propose two variants of the MRC, namely mMR@dlmMRC-2,
which take the structural properties of the VTs into consitlen during their construction
to reduce theminVT. Extensive simulations show that our proposed heurisgtain
the alternate path lengths within acceptable limits. Simib our heuristic proposed in
Chapter 5, our heuristics do not attempt to find the set of VB thie optimum cardinality,
which is an NP-complete problem [19,21]. Instead, we dgvelm variants of the MRC that
more intelligently construct VTs to increase their robess against network partitioning.
During the VT construction process, mMMRC-1 keeps the convigctf the VTs as high as
possible by using the node degree information, whereas mMRgiites the heterogeneity
level of the VTs. Using our automated topology generatiahamalysis tool, our experiment
results have been obtained on 3200 topologies with divérsetsral properties. Numerical
results show that our heuristics consistently require dlemaumber of VTs than the MRC
for all experiments using the synthetic topologies. mMMRC-duces the VT requirement
of the MRC up to 3184% and performs better than mMRC-2 as the heterogeneity level
of the topologies in our experiments increases. On the dthed, mMMRC-2 provides an
improvement of up to 284% and achieves higher improvement percentages than mMRC-1
as the heterogeneity decreases. The alternate path lesfgthlsIRC-1 and mMMRC-2 are
only slightly higher than the alternate path lengths of tre®/

The rest of this chapter is organized as follows. Sectiondédcribes our proposed

variants of the MRC. Section 6.2 reports the experimentaltesu
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6.1. Topology-Aware MRC Algorithms

Table 6.1. Notation

Graph of the physical topology{ set of nodes,

G=(V.E) E: set of links)
k Pre-configured number of VTs to be constructed
Ay Array of ordered nodes
E(u) Set of neighboring links of node
Ae ) Array of ordered neighboring links of node
Ayt Array of ordered VTs
D(u) Degree of nodel
N(u) Set of neighboring nodes of node
oneiF) | renmmamodoteas
B(VT) Backbone oW T
Dew) () I_Degre_e of nodel (excluding restricted and isolated
i links) in B(V T) _ _
SOV | o e

In this section, we propose our variants of the MRC, namely mMMR@d. mMRC-2.
Our variants employ &, queue whose members are arranged in descending orderiagcord
to their degrees. The notation shown in Table 6.1 is used soritee the operations of
mMRC-1 and mMRC-2.

6.1.1. mMRC-1

6.1.1.1. Description

Algorithm 1 describes the operation of mMRC-1 wh&e= (V,E) andk represent
the network topology and the number of VTs, respectively.l VATs are initially the
same as the network topology (line 1), and these VTs arerassitp the arraydy T (line
2). sortNodes) function arranges the nodesVhin descending order according to their
degrees, and the ordered nodes are assigned tQthso that the top element of the
Qn contains the highest-degree node (line 3). If there are tgumledegree nodes, the

node whose neighbor with the maximum degree among all thghhers has a higher
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Algorithm 1 mMRC-1's VT construction
1V VTh+ ..V G=(V,E) #
Initialize all VTs
2: AVT[]-] VT ... AVT[k] +— VT
3: Qn+ sort Nodes(V)

4:

5. for eachu e Q, do

6: index+ 1

7 success— FALSE

8: Ag(y) <—sort Li nks(E(u))
9: Ayt <sort VTsV1( AyT,u)

10: while success== FALSE A index<=k do

11: success—i sol at eNode(u, Agy), Avt[index)
12: index++

13: end while

14: if success== FALSEthen

15: return FAILURE
16: end if
17: end for

number of links than the neighbors of the other node, precede other node in the
ordering. Fig. 6.1a shows an example degree assignmeniviorequal-degree nodes
u; and uz whereD(u;) = D(u) = 3. The neighborhoods af; and up are defined by
N(u1) = {v1,v2,v3} andN(uy) = {wy,wo, w3}, respectively.vs has the maximum degree
in N(up), namely,Dmax(N(u1)) = D(v3) = 6, while w; has the maximum degree M(u,),
namely,DmaxN(uz)) = D(w1) = 4. SinceD(v3) > D(wy), uj is placed at a position closer
to the top of the&Q,, with respect towv;. Therefore, the isolation af; is prioritized since the
loop between lines 5-17 iterates through each noatethe Q, beginning from the topmost
node. sortLinkg) function arranges the neighboring links of each nagdeamelyE(u), in
ascending order according to the degree of the remote entspolhe ordered links are
assigned tdAg(,) so thatAg,[1] contains the link to the lowest degree neighbor (line 8).
When there are two link&u, vp) and(u, vy, 1) whosev, andvy,, 1 end-points have the same
degree(u, vy 1) precedesu, Vp) in Ag(y) if Vi 1's maximum neighbor degree is smaller than
the maximum neighbor degree @f. Fig. 6.1b demonstrates an example scenario where
the end-points;, andvy 1 of two neighboring links of the currently isolated nodénave
equal degrees, that iB(vy) = D(w,1) = 4. The neighborhoods of, andvy, 1 excluding

u are defined byN(vp) = {wi,wo,w3} andN(vp,1) = {71, 2,23}, respectively.w; has the

maximum degree iiN(vp), namelyDmax{N(vp)) = D(wy) = 5. On the other hand; has the
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(b) Equal-degree end-points of two neighboring links

Figure 6.1. Tie breaking mechanisms of MMRC-1 and mMRC-2

maximum degree itN(Vp 1), namely,DmaxN(Vpt+1)) = D(z2) = 4. SinceD(w;) > D(2z),
the link (u,vp) is placed at the position with the higher indextof 1, namely Ag ) [b+ 1],

whereas the linku, v, 1) is located inAg ) [b].

Function 1 definesortV TsVL() that arrangeg\ 1 in ascending order according to
the number of links of the currently isolated noden the backbone of each VT, namely,
Dg(vT)(u) (line 9). mMMRC-1 successively attempts to isolatie VTs starting fromAy t[1]
(line 11) until it successfully isolatas isolateNod€) function uses the same node isolation
rules as the MRC described in Section 3.1 except that it ésrdtrough the neighboring
links of u starting fromAg ;) [1] to assign the weight of infinity to as many links as possible
while this iteration is random in the MRC. Therefore, for thample scenario in Fig. 6.1b,
isolateNod€) sets the weight of the linku, v, 1) to infinity with a higher probability. It is
more likely thatisolateNod¢€) assignsw; to the link(u,v,), and hence, mMMRC-1 continues

its execution with the isolation of, in the next step, which has a relatively higher-degree
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Function 1sort VTsV1( AyT,U)

1: for a<— 1, |AyT| do
2. forb« 1, |AyT|—ado

3 It Dea,rib) (U) > Da(ayribr-y)(U) then

5 swap( Avt[b], Ayt[b+1])

5 end if

6 end for

7: end for

8: return Ayt # Dga, (1)) (U) < Dp(ayr[2)) (U) < ... < Dg(a,[ig) (U)

neighbor. Note that mMMRC-1 with these features will less fesgly diverge from the
initial node isolation order specified by t@,. isolateNod¢) returnsFALSE if one of
the following three conditions holdi) u is a neighbor of the previously isolated nogend
Aytlindey is the same as the VT whevas isolated(ii) the link (v,u) has the weighty; in

AytlindeX [8], and(iii) the isolation ofu disconnect8(Ay t[index).

The structures of 3 VTs constructed by mMRC-1 are given in Fig. for an
example topology with 6 nodes and 9 links. The steps of mMMRC-f@jeioerate these
VTs are shown in Table 6.2, where the currently isolated ngdidne degree ofi in the
backbone of each VTDgyt)(u)), the selected VT to isolate, and the success status
of the isolation ofu in the selected VT (i.e.T for True, F for False) are listed for each
iteration. Initially, the highest-degree nodRél has the same degree in each backbone
(D) (R4) = Dgy,)(R4) = Dgv ;) (R4) = 4) so thav Ty is randomly selected to isolate
R4 as indicated by the bold font in the first row of Table 6.2. éibtat the link(R4,R3) is
assigned the weighw; in VT; as shown by the dashed lines in Fig. 6.2 since this link has
the lowest precedence R4’s link isolation order. The next node3 in the node isolation
order is also attempted to be isolated; sinceDgyT,)(R3) = 3 is minimum in step
2. The isolation ofR3 in VT; fails because the linkR4,R3) is already restricted iV Ty,
and thereforeR3 andR4 cannot be isolated in the same VT. In this ca&& is randomly
selected to isolat®3 sinceDgy1,)(R3) = Dy 1) (R3) = 4. After 9 iterations, all VTs are
successfully generated. As shown in the table, the nodatisnlorder utilized by mMRC-1
is Qn = (R4,R3,R2,R5,R6,R1), and the nodes in this order are successfully isolat&Tin
VT, VT3, VT, VT; andV Ty, respectively. The resulting VTs computed by mMRC-1 are
shown in Fig. 6.2 where the sets of isolated nodedare{R1, R4, R5, R6}, I = {R3}, and

I3 = {R2} for VTy, VT, andV T3, respectively. Note that each isolated node has at least one
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I, ={R1, R4, R5, R6} l, ={R3} l; = {R2}

Figure 6.2. Example VTs constructed by mMRC-1

Table 6.2. Operation of MMRC-1 on an example network

’ Step‘ Node u‘ Dgvy)(U) ‘ Dg(v 1) (U) ‘ Dg(v 1) (U) ‘ VT ‘ SucceséT

1 R4 4 4 4 VT T
2 R3 3 4 4 VT F
3 R3 3 4 4 VT, T
4 R2 2 2 3 VT F
5 R2 2 2 3 VT F
6 R2 2 2 3 VT3 T
7 R5 2 2 3 VT T
8 R6 1 1 2 VT T
9 R1 1 2 1 VT T

restricted link (dashed line), which connects the isolatede to the VT backbone, and each

VT satisfies the propertid?l, P2, andP3in Section 3.1.

6.1.1.2. Convergence

It is shown in [8] that the MRC terminates successfully for @ngonnected topologies
as long ax is sufficiently large (X k < |V|). Supposed thadtis set to|V|, the MRC creates
|V| virtual topologies by isolating each node in a differentua topology. Since the VTs
initially have the same 2-connected structure as the palyipology, each VT backbone is

guaranteed to remain connected by the isolation of a sirgde.n

MMRC-1 sorts VTs prior to the isolation of each node. Dependmthe VT ordering,

two different cases may occur assuming |V|:
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e Case l:If each VT appears as the topmost elem@apt[1] in Algorithm 1 for only once
during the iterations of the loop between lines 7-17, mMRC-érafes the same as the
MRC by successfully isolating each node in a different VT.Ualsa case, on any iteration
of the loop, the number of VTs, which contain only non-isethhodes, and hence, have
the same 2-connected structure as the physical topologygual to the number of the

remaining nodes in th@,,, which are not isolated in any VT yet.

e Case 2:If a VT, which already contains an isolated node is re-logateAy 1[1], and
is re-used for the isolation of another nodea fewer number of VTs is sufficient
for mMMRC-1 to successfully isolate all nodes. During the iierss of the loop in
Algorithm 1 following the isolation o, the number of VTs that contain only non-isolated
nodes, and have the same 2-connected structure as theghgpialogy, is higher than
the number of the remaining non-isolated nodes in@Qhaince there exists at least one

VT that is used to isolate multiple nodes.

Proposition: mMRC-1 always successfully terminates for any 2-connectpdlogy

whenk is selected to be sufficiently large.

Proof: mMRC-1 extends the MRC by intelligently selectifg the initial node
isolation order indicated by th@, in Algorithm 1; (ii) the order in which neighboring links
of the currently isolated node are iterated through;@ndhe order in which VTs are chosen
to isolate a certain nod€i) and(ii) together determine the actual order in which the nodes
are isolated in the VTs. Assumitg= |V|, mMMRC-1 always succeeds no matter which node
isolation order is used since the number of VTs with a 2-cotetebackbone is always at
least equal to the number of the non-isolated nodes iQfes indicated b ase landCase
2. Similarly, fork = |V|, regardless of the VT order choseniii) , theindexin Algorithm 1
will be incremented until the current node is successfablated in a VTCase landCase

2 guarantee that such a VT exists. [ |

6.1.1.3. Complexity

The worst case running time of the MRC algorithm is boundifkA|V ||E|) whereA
represents the maximum node degree [8]. mMMRC-1 does not sethis upper bound since
its operations with the asymptotically dominant overheadimherited from the MRC. The
additional overhead of mMMRC-1 results frosnrtNodes), sortLinkg) andsortV TsVL()
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functions, which are bound bg(|V|?), (A?) and &'(k?), respectively. SincsortLinks)
and sortVTsVA() are called for each node, the total additional complexitymflRC-1
is bound by &(|V|(A% 4 k?)). The upper boundZ(KA|V||E|) of the MRC algorithm
asymptotically dominateg (|V |(A% +k?)) since both andk are bound byV/|.

6.1.2. mMRC-2

6.1.2.1. Description

Function 2sor t VTsV2( AyT,U)

1: for a« 1, |AyT| do
2: for b%l, |AVT]—ado

3 if AH(B(AvT[b])\u) < AH(B(AyT[b+1])\u) then

4: swap(Avt[b], Avt[b+1])

5 end if

6 end for

7: end for

8: return Ayt #AH(B(AvT[1))\u) > ... > AH(B(AvT[K])\u)

MMRC-2 has the same main loop as MMRC-1 described in Algorithmhe dnly
difference is that mMMRC-2 uses the heterogeneity metric titkeVTs. Function 2 defines
sortV Ts\2() that arrange#w T in descending order according to the amount of anticipated
reductions in their heterogeneity levelSH for a backbond; is computed by subtracting
the heterogeneity level d@; after nodeu is isolated from the current heterogeneity level of
Bi. Note thatAH can take positive or negative values so that a posiiidevalue means a
reduction in the heterogeneity level whiteAH corresponds to an increase.ultannot be

isolated in a selected VT, mMMRC-2 moves to the VT with the nexjdatAH value.

The steps of mMMRC-2 to construct the VTs for the same topologlidgn 6.2 are
demonstrated in Table 6.3, where thid value computed for each backboBgin the case
thatu is isolated inB; is given for each iteration. Since all the VTs initially hadentical
structures, the removal of the highest-degree mtiigom each backbone results in the same
AH value such that\H(B(VT)\R4) = AH(B(VT:)\R4) = AH(B(VT3)\R4) = —0.044.
Note that theAH value is negative for each backbone meaning that the rerod®R4l causes
the heterogeneity level of each backbone to increase. BecadUAH values are equal,

VT, is randomly selected to isolaf4. The next node in node isolation order, namely
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Table 6.3. Operation of mMMRC-2 on an example network

\ Step‘ Node u‘ AH(B(VTy)\u) \ AH(B(VT)\u) \ AH(B(VT3)\u) \ VT \ Succeséf
1 R4 —0.044 —0.044 —0.044 VT T
2 R3 0.316 —0.044 —0.044 VT F
3 R3 0.316 —0.044 —0.044 VT, T
4 R2 —0.261 —0.017 —0.061 VT, F
5 R2 —0.261 —0.017 —0.061 VT3 T
6 R5 —0.017 —0.261 0.000 VT3 T
7 R6 —0.017 —0.037 —0.020 VT T
8 R1 —0.020 —0.017 —0.020 VT, T

Figure 6.3. Example VTs constructed by mMRC-2

I, = {R4, R6}

I, = {R1, R3}

I, = {R2, R5}
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R3, is also attempted to be isolated\iil; since AH (B(V T1)\R3) = 0.316 is maximum
among all VTs in step 2. The isolation 88 in VT; fails for the same reasons explained
for mMMRC-1. In this casey T, is randomly selected to isolaR8 sinceAH (B(V T2)\R3) =
AH (B(V T3)\R3) = —0.044. After 8 iterations, the resulting VTs are shown in Fi§.\8here
the sets of isolated nodes die= {R4,R6}, 12 = {R1,R3}, andlz = {R2,R5} for VT, V Ty,
andV T3, respectively. As shown in the table, the node isolatioreordilized by mMRC-2

is the same as mMMRC-1, but the order of VTs used to isolate thesnisddifferent from
MMRC-1, thatisV Ty, VT,, VT3, VT3, VT, andV To. Note that each VT in Fig. 6.3 satisfies
the propertie$1, P2, andP3in Section 3.1.

6.1.2.2. Convergence and Complexity

Since mMMRC-2 differs from mMRC-1 only in its methodology to soffs/which
is implemented bysortV Ts\2() function, the same convergency analysis performed for

MMRC-1 in Section 6.1.1.2 applies to mMMRC-2.

The algorithm for mMRC-2 has the same structure as mMRC-1 exdept t
implementation ofsortV Ts\2(), which arranges the VTs in descending order according
to the heterogeneity metric, namely, the ratio of the stethdigviation ¢y) of the node
degree distribution to its mean node degreg)( The computation of botloy and Ly
for a VT requires iterating through each node in the VT alonthvis neighboring links.
Therefore, the computation of the heterogeneity for a VTasrud by&'(A|V|). Since this
computation is repeated for each VT, the total overheadtnegdrom the computation of
the heterogeneity for all VTs is bound lay(kA|V|). mMMRC-2 does not increase the upper
bound of the MRC since the MRC'’s upper bousidkA|V||E|) asymptotically dominates
O KAV ).

6.2. Experimental Results

We evaluate the performance of our heuristics in terms oir thenimum VT
requirement hinVT) and alternate path lengths by using a large number of n&twor
topologies with diverse properties. We report the averageravement percentages for

minV T, the heterogeneity levels of topologies, the correlatietwleen heterogeneity and
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minV T, and alternate path lengths. Extensive simulation reshitsv that our heuristics

significantly reduceninV T while the alternate path lengths are only slightly incréase

6.2.1. Evaluation of Minimum VT Requirement

Table 6.4a listsaveninyt for mMMRC-1, mMRC-2, and the MRC along with the
corresponding improvement percentagé® (vith respect to the parameter. The results
show that our algorithms require significantly sma#egy,;, 1 values compared to the MRC
for all cases. For example, when executed®naveniny T values of the MRC foGE,fz’,
GCLR andGELF, vary as 614, 360 and 302, respectively. For the same subsets, mMMRC-1
and mMRC-2 provide smalleaveyinyt Values such as.48, 300, 259 and 439, 303,
2.62, respectively, which result in 334%, 1677%, 1408% and 2&84%, 1580%, 1302%
as correspondingP values. We believe that these improvements significantiyce the
operational cost of the MRC, and hence, make it more suitablé&S@pplication to the
IPFRR. Note that, for the GLP model, mMRC-1 provides the higheswhile mMRC-2
performs notably better in the Waxman model that shows thatperformance of our

heuristics closely depends on the structures of networdloges.

Table 6.4b presents the varianag?) of the minV T values used to calculate each
aveninv T and the corresponding confidence intervals with 95% condiel#imat are computed
using the same topology pools in Table 6.4&4.andUL correspond to the lower and upper
limits of a confidence interval, respectivelylL. andUL of a confidence intervalLL,UL)
for a certainaveyinyT are calculated asaveninyt — Ur and aveninvt + Ur, WhereU, =
to A/100— Nnzc, t is the appropriate percentage point for Studerdstribution with 100-
Nnoc — 1 degrees of freedom [88¢; is the standard deviation of tlmeinV T distribution and
100— Nn2c represents the number of the experimented topologies.e &b shows that
the upper limit of each confidence interval reported for mMRiS-@ways smaller than the
lower limit of the corresponding confidence interval for M&C. This result indicates that
MMRC-2 requires a smalleninV T than the MRC with 95% confidence with respecirtéor
all of the randomly generated topologies in our experimelfts example, fOG,CTtZ subset
of P4, the confidence intervals for mMMRC-2 and the MRC @&&9,4.49) and(5.94,6.34),

respectively. Similarly, MMRC-1 yields confidence intervalsose upper limits are smaller

. . . W
than the corresponding lower limit of the MRC for the topolgmols other thaiG;2,m"
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Table 6.4. Average minimum VT requirement and its confidentarvals with
95% confidence for topology pools with varying

Subsets IniP
Pool | Algorithm GM, GM . GM ,

aveninvt | IP | aveninvt | IP | aveninvt | IP
MRC 5.57 — 3.35 — 3.01 —
P | mMRC-1 4.06 27.10 3.00 1044 2.71 9.96
MMRC-2 4.08 26.75 3.01 10.14 2.69 10.63
MRC 6.14 — 3.60 — 3.02 —
P+ | mMRC-1 4.18 31.84 3.00 16.77 2.59 14.08
mMMRC-2 4.39 28.44 3.03 15.80 2.62 13.02
MRC 5.30 — 3.38 — 3.02 —
Ps | mMRC-1 4.00 24.52 3.00 11.24 2.77 8.27
mMRC-2 4.01 24.33 3.00 1124 2.68 1125
MRC 4.27 — 3.08 — 2.83 —
B | MMRC-1 391 8.43 3.00 2.59 2.68 5.30
MMRC-2 3.52 17.56 2.98 3.24 221 21.90

(a) aveninvT andIP values

Subsets IniP

Pool | Algorithm GM_, GM , GM ,

o2 | LL |UL | ¢ | LL | UL | 0% | LL | UL
MRC 0.53|542|571]022|325|344|0.05| 296 | 3.05
P | mMRC-1|0.07 | 4.00|4.11|0.00| 3.00| 3.00| 0.20 | 2.61 | 2.80
MMRC-2 | 0.17 | 3.99 | 416 | 0.01 | 299 | 3.02 | 0.21 | 259 | 2.78
MRC 0.92|594|634|035|347|373|0.12|294| 3.09
P4 | mMRC-1 | 0.17 | 4.09 | 427 | 0.00 | 3.00 | 3.00 | 0.24 | 2.49 | 2.69
MMRC-2 | 0.24 | 429 | 449 | 0.03| 299 | 3.07| 0.23 | 252 | 2.72
MRC 0.51|515|544|031|326|349|0.06| 297 | 3.06
Ps | MMRC-1| 0.06| 395|404 | 0.00| 3.00| 3.00| 0.17 | 2.68 | 2.85
mMRC-2 | 0.17 | 3.92 | 409 | 0.00| 3.00 | 3.00| 0.21 | 258 | 2.77
MRC 0.19]418| 435|007 |3.02|313|0.14| 275| 290
P | MMRC-1| 010|384 |397|0.00|300|300|021|258]| 277
MMRC-2 | 0.25| 3.42 | 3.61| 0.01| 295| 3.00| 0.16 | 212 | 2.29

(b) o2 and confidence intervals
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Figure 6.4.minV T distribution forGSLY subset of,

Fig. 6.4 shows theninV T distribution for the MRC and our heuristics usi@p-5
subset of;. Note that naninV T value is reported for 9 non-2-connected (N2C) topologies
in GSLP indexed by 25, 44, 47, 51, 56, 59, 74, 90, and 97 since neitigeMRC nor our
heuristics can create VTs for N2C topologies. Out of 91 2remted topologies, mMMRC-1
requires 3, 4, and 5 VTs for 1, 72, and 18 topologies, resgdygti On the other hand,
MMRC-2 requires 4 and 5 VTs for 55 and 36 topologies, respdgtiey. 6.4 demonstrates
that our heuristics never requirenainV T larger than 5 while the MRC results minV T
values up to 9. For 81 out of 91 2-connected topologies, b&iR@-1 and MMRC-2 require
a smalleminV T than the MRC. For example, both of our heuristics require aifsigntly
smallerminV T of 4 while the MRC requires minV T of 9 for the same topology indexed by
52. For the remaining 10 topologies, either MMRC-1 or mMRC-2 iregta smalleminV T

than the MRC, or our heuristics require the samaV T as the MRC.

The correlation between the heterogeneity levels of nétwimpologies and
improvement percentages is shown in Fig. 6.5. The valuesvef for G"":2 and sz4
subsetsNl € Vi = {BA, GLP, BA2, Waxman) are presented in Fig. 6.5a while the values
of IP for the same subsets are shown in Fig. 6.8 and GSL subsets ofP, have
the highest heterogeneity among the subsets mwith 2 andm = 4, respectively. On the
other hand,GY&Manand GY&XManof Py have the lowest heterogeneity levels. Fig. 6.5b
demonstrates that, among &' , andGM_, subsets, mMMRC-1 provides its maximum and
minimum improvements on the subsets of GLP and Waxman madsigectively (i.e., the
most and the least heterogeneous subsets). These reslidtstenthat mMRC-1 achieves

higher improvement percentages as the heterogeneitydéeehetwork increases. On the
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Figure 6.5. The correlation betweaxgy andIP values

other hand, similar to mMMRC-1, among &M , subsets, mMRC-2 has its highest and
lowestIP values on the subsets generated by the GLP and Waxman madglsctively. In
the case oGM_, subsets, MMRC-2 provides its maximum improvemen®8ii.e., the least
heterogeneous subset) while tikefor mMMRC-1 is the lowest o8. Note that this topology
subset is the least heterogeneous one in average. A posspénation for this behaviour
is that, for less heterogeneous network topologies, tledii@od of network partitioning of
VTs by the successive node isolations will be smaller if orefgrs to firstly isolate a node

that keeps the heterogeneity levels of VTs as low as possible

Table 6.5a presents tlaeninyt for MMRC-1, mMRC-2, and the MRC along with
the correspondingP values using the topology pools whamas varied from 100 to 300.

In these experiments, GLP and Waxman models (Pg.and ) yield the highest and
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Table 6.5. Average minimum VT requirement and its confidentazvals with
95% confidence for topology pools with varying

Subsets IniP
Pool | Algorithm GM 100 GM 00 GM 200

aveninvt | IP | aveninvt | IP | aveninvt | IP
MRC 4.61 — 5.18 — 5.57 —
PL | mMRC-1 3.59 2212 3.92 24.32 4.06 27.10
MMRC-2 3.59 2212 3.97 2335| 4.08 26.75
MRC 4.63 — 5.68 — 6.14 —
P; | mMMRC-1 3.65 21.03 3.98 2988 | 4.18 3184
mMMRC-2 3.74 19.12 4.08 28.12 4.39 28.44
MRC 4.53 — 5.01 — 5.39 —
B | mMMRC-1 3.58 20.97 3.82 23.75 3.98 26.15
mMRC-2 354 |2185 3.87 22.75 3.99 25.97
MRC 4.01 — 4.31 — 4.27 —
P; | mMRC-1 351 12.46 3.63 15.77 3.91 8.43
MMRC-2 3.19 20.44 3.39 21.34 3.52 17.56

(a) aveninvT andIP values

Subsets IniP
Pool | Algorithm GM 100 GM 0o GM 200
o2 | LL |UL | ¢ | LL | UL | 0% | LL | UL
MRC 042 | 448 | 4.73 | 057 |5.02| 533|053 | 542|571
P. | mMRC-1|0.24| 349|368 | 0.19| 3.83|4.00| 0.07 | 400 | 4.11
MMRC-2 | 0.30 | 3.48 | 3.69 | 0.27 | 3.86 | 4.07 | 0.17 | 3.99 | 4.16
MRC 059|446 |480|0.80| 550|587 092|594 6.34
P; | mMRC-1|0.22|355|376|0.14 | 390 | 4.06 | 0.17 | 4.09 | 4.27
MMRC-2 | 0.24 | 3.63 | 3.85| 0.30 | 3.97 | 4.20| 0.24 | 4.29 | 4.49
MRC 043|439 466|041 | 488| 513|054 | 524|553
B | MMRC-1| 026|347 |368|0.22|372|391|0.10| 391 | 4.04
MMRC-2 | 0.29 | 3.43 | 3.64 | 0.23| 3.77 | 3.96 | 0.15 | 3.91 | 4.06
MRC 0.21]391|410|023|4.21|440|0.19| 418 | 4.35
P, | MMRC-1|025|341|360|0.23|353|372|0.10| 3.84| 3.97
MMRC-2 | 0.15| 3.11 | 3.26 | 0.24 | 3.29 | 3.48 | 0.25| 3.42 | 3.61

(b) o2 and confidence intervals
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lowest heterogeneity levels, respectively, similar todhse in Fig. 6.5a. mMMRC-1 performs
significantly better than mMRC-2 on the most heterogenouslaggopool Ps while the
performance of MMRC-2 is much higher on the least heterogente@ology pooP;. For
example, theaveninyt values of the MRC foPs vary as 463, 568, and 614 while the
aveninvyT values of mMRC-1 for the same pool change 8853398, and 418 that result
in the correspondingP values of 2103%, 2988%, and 3184%. We show in [89] that a
network becomes more heterogeneous whiregreases. Since our heuristics perform better
when the heterogeneity increases, we believe that redticeginV T by these ratios is an
important scalability result especially for networks waHarge number of nodes. On the
other hand, thaveniny T values of the MRC or? vary as 401, 431, and 427 while the
aveninyT vValues of mMMRC-2 are .39, 339, and 352, which result in the corresponding
IP values of 2044%, 2134%, and 156%. Note that, orG'&MaN MMRC-2 provides
an|P value of 1756%, which is more than two times higher than mMRC4Psvalue of
8.43%. These results show that the performance of our hexgristosely depends on the
heterogeneity level of network topologies so that mMRC-1 mles higher improvement
percentages as the heterogeneity level of networks inese@sile mMMRC-2 performs better

than mMMRC-1 in the least heterogeneous networks.

Table 6.5b presents the varianc@?) of eachminV T distribution and confidence
intervals for eaclavenin 1 with 95% confidence using the same topology pools in Table.6.5
The upper limit of each confidence interval reported for ceuristics is always smaller than
the lower limit of the corresponding confidence interval iee MRC, which indicates that
our heuristics requires a smali@inV T than the MRC with 95% confidence with respect to
n. For example, foGELY ) of Ps, the confidence intervals for mMRC-1, mMRC-2, and the

MRC are(3.90,4.06), (3.97,4.20), and(5.50,5.87), respectively.

Table 6.6 shows theinV T of mMMRC-1, mMRC-2 and the MRC for real networks,
which are from sndlib.zib.de (Nobel), [90] (Labnet03), abggy-zoo.org (Rediris, AGIS,
InternetMCI), and simula.no (COST239, SprintUS). Similaf62], a minimum number of
nodes, namely 1, 9 and 1, are removed from Rediris, AGIS, aedietMCI, respectively, to
make them 2-connected since only 2-connected networksroardp full coverage against
single failures. Our heuristics provide a smakeinV T in 5 networks while they perform

as efficient as the MRC for the remaining 2 networks. For examipbth mMRC-1 and
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Table 6.6. The comparison of minimum VT requirement usirad re

networks

MV T T miAvT T minvT

Network | V|| [El | H | vrc-1)| (mMRC-2) | (MRC)
Nobel | 28 | 41 | 0.288 4 4 5
[abnet03 | 20 | 53 | 0.422 > 3 3
Rediris | 18 | 30 | 0.608 3 3 4
AGIS | 16 | 21 | 0.353 5 5 6
InternetMCI| 18 | 32 | 0.452 4 3 4
COST239 | 11| 26 | 0.130 2 2 2
SprintUS | 32 | 64 | 0.556 4 4 4

MMRC-2 provide aninV T of 3 in Rediris whileminV T for the MRC is 4, which corresponds
to anlP of 25%. The correlation between theandminV T values for real networks indicates
that using thed metric to reduceminV T works for 4 network topologies. However, while
the H value for SprintUS is relatively high, there is no improvermér minV T in case of

MMRC-2. This result indicates that there may be other methiask to better measure the

robustness of the VTs against partitioning.

6.2.2. Effect of Isolation Order On Heterogeneity

We analyzed the operation of MMRC-2 on an example 300-nodéogpam G/Ya;man
subset oP; to demonstrate the impact of isolation order on the heter@gelevels of VTs.
Fig. 6.6a shows the degree distributions of the isolatecesaddr MMRC-2 and the MRC
when they are both configured to construct 2 VTs. Since the MREsgup constructing
the configured number of VTs after the isolation of the 269kley we cannot provide
the degree distribution of the MRC for the remaining isolagio As shown in Fig. 6.6a,
the degree distribution for mMMRC-2 exhibits a decreasingdrehile the distribution for
the MRC fluctuates since mMMRC-2 pre-processes the nodes argdttirckrrange them in
descending order according to the node degrees, but the MBIE&i®n of nodes and links
is arbitrary. Fig. 6.6b shows the heterogeneity distrdmsiof the VTs being constructed by
MMRC-2 and the MRC up to the 270th node. The MRC cannot isolatetius in any VT
because its isolation results in partitioning both VTs. Tik&erogeneity levels of the VTs are
initially the same for MMRC-2 and the MRC, namelyp87. Successive isolations of nodes

cause the heterogeneity distributions of both VTs to exfibiincreasing trend in the MRC



84

32 —MVIRG2
27 ) —MRC
§22
17
g 12 = V(T . )
8 | iy AU
2 T T T T T
1 51 101 151 201 251
_-'
Node Isolation Order
(a) Degree distributions of the isolated nodes
0,75
— - VTL: mMRG2 B
0.7 " — v mMRG2 ey
0,65 | ===VTL:MRC s
06 || oo VT2: MRC . _.“,..-"'
an=y q—.r""'" ......
055 % \—a
05
0,45 -
0,4 T T T T T
1 51 101 151 201 251
—>
Node Isolation Order

(b) Heterogeneity distributions of VTs

Figure 6.6. Distributions of isolated node degrees andrbgéneity of VTs



85

up to the isolation of the 270th node. On the other hand, therbgeneity distributions
of MMRC-2 for both VTs never exceed318. The possible reason for the success of
MMRC-2 in building 2 VTs is that the probability of partitiorgrthe VTs is smaller since
MMRC-2 keeps the heterogeneity levels of the VTs within certiamits. Although the
heterogeneity level of a topology may not always accuratedijcate the probability of
partitioning, our experiment results demonstrate thatogieneity might be a good indicator

for the partitioning probability of VTs, especially in Waxam topologies.

6.2.3. Evaluation of Alternate Path Lengths

Table 6.7 presents the values RAPLof MMRC-1, mMRC-2, the MRC, and the MRT
(low-point version), that is defined in Section 5.3.1, ugimgtopology pooP;. RAPLvalues
for the MRGyes, the variant of the MRC that arranges the nodes in@hen descending
order according to their degrees, but selects VTs in a raaboh fashion as in the MRC,
are also reported. Table 6.7 shows that both mMRC-1 and mMRCrifisantly reduce
the minimum VT requirement of the MRC at the expense of onlghsly increasing the
alternate path lengths. THRAPL values reported for mMMRC-1 are higher than R&PL
values for mMRC-2 for all subsets since mMRC-1 achieves a highen P; (Table ??).
Note that, in general, thRAPLvalues increase aninV T decreases. ThRAPLvalues for
the MRGpes also decrease with respectripand are very close to tHRAPL values of the
MRC. TheRAPLvalues for the MRC are the lowest since all the variants of tR&vnostly
achieve a smalleminV T than the MRC. Th&APLvalues for the MRT are the highest since
it uses only two VTs, which are constructed using a procedifferent from the MRC.
These results show that all variants of the MRC generate lsdeaddternate paths close to
the optimum SPF routing whereas the MRT'’s alternate patitihsndo not scale well with

respect to the network size.

Table 6.7. RAPL values computed usiRg

’ Subset‘ mMMRC-1 mMRC-Z‘ MRCDeS‘ MRC ‘ MRT ‘

GCPY,| 11229 | 10987 | 10902 | 10902 | 22530
GeY,,| 11080 | 10901 | 107.65 | 107.05| 24918
GCY¥,| 11006 | 10809 | 10683 | 10640 | 28421




7. MULTI TOPOLOGY ROUTING BASED IPFRR FOR SOFTWARE
DEFINED NETWORKS

In the previous chapters, we studied the inner workings oflFHRR approaches, and
focused on the MRC since it generates scalable alternate paitinrespect to network size
and density. We investigated the topological dynamicsrzkttie performance of the MRC.
Inspired by our topological analysis results, we introdLiogir topology-aware heuristics
which reduce the number of VTs used by the MRC, and, hence, akeits operational

complexity.

In this chapter, we propose a new MT-IPFRR technique for SDfdgbrecover from
the network failures in the data plane by defining all the $agkich should be performed
by the controller during the failure recovery process. Tét@l architecture of SDN makes
it an ideal platform to deploy MT-IPFRR since the central camagion of the VTs by the
controller guarantees the consistency among the altermatiag tables. Our technique relies
on the restoration approach where the alternate routingsaive pro-actively computed by
the controller in advance of the failure while the resoufoethe alternate paths are allocated
upon the detection of the failure [24]. Our technique uiizhe MRC algorithm to construct
VTs which provide protection against single link/nodedeads in the data plane, and can be
used to build a self-recovering SDN from the network faituréOur experimental results
show that our approach considerably reduces the recowegyftom the failures compared
to the reactive recovery in SDN. Note that the topologicalperties of the VTs used for
the failure recovery do not have an impact on the recoverg.timhhis fact is the reason
why we chose the MRC algorithm to construct the VTs for our expents rather than
using its variants proposed in this thesis since the veisidhe MRC in use does not make
any difference in terms of recovery time. The rest of thisptbais organized as follows.
Section 7.1 describes the fundamental concepts of SDNioBetP introduces the workflow

for the application of MT-IPFRR to SDN. Section 7.3 provides experimental results.
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7.1. Software Defined Networks

SDN physically separates the control plane of a commumicatietwork from the
forwarding plane as opposed to the traditional networks revhgoth the control and
forwarding functions are built into each forwarding devic&herefore, the deployment
of new protocols and applications in traditional networgddifficult since it requires to
become familiar with the interfaces provided by each fodiay device. The centralized

management capability offered by SDN makes the underlyatgyork easily programmabile.

A typical SDN architecture has three planes, nametiata, control, and
application [91]. The data plane consists of hardware devices such dsh®sithat are
physically connected to form the network topology. Eacht@wincorporates a flow table
which contains the rules regarding how the packets of inngnfiows should be treated.
Each flow rule has the formatHeader, Statistics, Actionsxhere Header defines the
flow to match the flow ruleStatisticskeep the number of the packets that match the flow
rule, andActionsdefine how the matching packet should be processed by therfdivg
device. When a packet arrives at a switch, the packet is cadpegainst the entries in
the flow table. If one of the flow entries matches with the headé¢he incoming packet,
the action of the corresponding entry is performed. If ther@o match, the packet is
forwarded to the controller located at the control planeahwill decide a routing path
for the incoming packet, and add new entries into the flowembF the switches to activate
this path. The control plane contains tbentroller software which is responsible for the
management of the switches in the data plane. The hardwareedein the data plane
communicate with the control plane using a communicatiteriace such as the OpenFlow
protocol which was standardized by the Open Networking Batian [92]. The controller
periodically communicates with the devices in the data @kanmaintain the network state
information such as the network topology and traffic stagstit also communicates with the
application plane to provide services to applications Wiplay a key role in this architecture

by providing network management and security functions.
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Figure 7.1. SDN architecture incorporating MT-IPFRR

7.2. Architecture for MT-IPFRR in SDN

Fig. 7.1 shows the SDN architecture which incorporates aARFARR module which
is responsible for the failure recovery in addition to thdedeination of the primary
routes for the flows. The module constructs a pre-configutedber of VTs based on the
physical topology in the data plane. It interacts with thatoaller via the API (Application
Programming Interface) functions provided by the congérolb perform the tasks including
the discovery of the underlying physical topology, keeptragk of the failures in the data
plane and the modification of the flow tables of the switcheadiivate a primary path in
no-failure scenario or an alternate path upon detectionfaflare. The controller in turn
interacts with the switches in the data plane via OpenFlostgool [92]. Note that the
MT-IPFRR module is not responsible for the detection of thlerfas, but relies on the failure
notifications received from the controller which are getetdased on the underlying failure
detection mechanisms such as Loss of Signal (LOS) or Bidegi Forwarding Detection
(BFD) [24].
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Figure 7.2. State machine to perform MT-IPFRR in SDN

Table 7.1. States versus actions

State| Index| Action

1 The new link is stored in a topology database

S 2 Primary routing tables are computed

3 | VTs and alternate routing tables are compuged

(a) Actions performed during network initialization

State| Index| Action
The primary route for the new flow is computed,
1 | and then activated in the data plane by updating

the flow tables
The flow information along with its primary

2 route is stored in a data structure to track the
active flows in the data plane

(b) Actions performed upon the detection of a new flow

State| Index | Action

1 The VT which isolates the failed component

determined
> The active flows which are disrupted by the

failure are determined
The alternate routes for the disrupted flows are

computed and then activated in the data plane

4 | The primary routing tables are re-computed
The VTs and the alternate routing tables are
5 re-computed based on the physical topology
without the failed component

is

>

(c) Actions performed upon the detection of a failure
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Fig. 7.2 depicts the state machine for the MT-IPFRR moduleign .1 while the
actions performed in each state are listed in Table 7.1 wtlexeorder of execution is
indicated by the indices. Note that the actions specifiedabld 7.1 perform the failure
recovery in SDN using the restoration method. Our modulép®s its tasks by processing
the OpenFlow messages from the switches inclughagket _inandport_status STARTIs
the initial state which makes a transitionSgif a port_statugqg message, which corresponds
to aport_statusmessage for a link addition, is received. During the netwoitialization,
upon the receipt of eacport_statuggg message, some preliminary tasks are carried out
in § as listed in Table 7.1a. Both the VTs along with the routingestare repeatedly
computed each time a new link is added to the topology, not famlonce at the end of the
topology discovery process. This is due to the fact thatetlieno way to decide the end
of the discovery process until the figsacket_inmessage arrives. Note that MT-IPFRR can
successfully construct the VTs only if the underlying taapt is 2-connected [8]. When
a new traffic flow is detected via @acket_inmessage, a transition fro& to S; is made.
As specified in Table 7.1b, the route to transmit the new flowdsided inS; based on
the primary routing table, which was already compute&gn If the new flow is an ARP
(Address Resolution Protocol) request, no primary routebeacomputed for the flow since
the network address of the destination is not known at tlagest Therefore, in such a
case, the ARP request is flooded to the entire network. Uporettept of aport_statuge,
message which corresponds tp@t_statusmessage for a link deletion, a transition from
S to S is made. As listed in Table 7.1c, the alternate paths for tkeupted flows are
determined, and the primary and alternate routing tabksesacomputed each time a failure

is detected irs,. A transition back t&; is made when a new flow is detected.

MT-IPFRR using the restoration method is explained usingtdpelogy in Fig. 7.3
whose corresponding VTs are illustrated in Fig. 7.4. Thenpry path from$; to &
is selected to be the shortest one, nan@h§,-S;, by the controller which inserts the
corresponding flow entries int&, 4 and Sy to activate the primary path. After the link
(S, S) fails, the controller calculates the recovery p&thSs;-Ss-S-S7 usingV Tz shown in

Fig. 7.4 since the linkKSy, S;) is isolated invV T3. The controller activates this recovery path
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Figure 7.5. Experimental setup

by deleting the flow entries of the failed primary pathSn &4 andS;, and adding the new

entries into the flow tables of the switches on the recovetiy.pa

7.3. Experimental Results

We implemented the MT-IPFRR module presented in Fig. 7.1 kwiias all the
functionalities in Table 7.1. The module uses the MRC alfarito construct the VTs. In
this section, we analyze the performance of MT-IPFRR foufairecovery in SDN using the
SprintUS topology with 32 switches and 64 links as the deaag@l Both the MRC software
and the SprintUS topology were obtained from the Simula Rebkdaaboratory web site
(http://simula.n.

Fig. 7.5 demonstrates our experimental setup where the platee containing the
SprintUS topology was created within the Mininet networkuggior [93] on a computer
with Intel i5 processor running at2 GHz and 4 GB main memory. Each switch in the data

plane is connected to the Floodlight controlléttp://www.projectfloodlight.org running
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Figure 7.6. Traffic captured at the controller during théuf@ recovery process

external to Mininet, through an out-of-band control link.adh link in the data plane is
assumed to have unit weight. A UDP (User Datagram Protocalffid flow betweenHa
andHg computers, which are connected to the switches 0 and 3lectagy, was created
through theiperf tool. The flow has a bandwidth of 10 Mbit/s and is composed oPUD
datagrams each of which is 1470 bytes long. The primary roltiee flow is indicated by
the red arrows in Fig. 7.5. We evaluate the failure recovieng {Q) in the case that one of
the links on the primary route failxQ is defined to be the time that it takes to activate an
alternate path in the data plane which does not use the f@aleghonent. The recovery time
for a failure is computed using the formula= p — y wherep is the capture time of the first
datagram received iy following the emergence of the failure whijas the capture time of
the last datagram received By prior to the failure Wiresharktool is run onHg to determine
the capture times of the received datagrams. In our expatsnee used OpenFlow 1.1 and
OpenvSwitch 2.0.2, and relied on the default failure deeamnechanism employed by the
OpenvSwitch 2.0.2. Note that the failures in the data plareur experiments are triggered

through the commands that Mininet provides.

Fig. 7.6 shows the amount of traffic exchanged between thedkght controller and
the switches during the transmission of the UDP flow in Fi&, Which was captured on
the controller via Wireshark. The only messages sent aneivestt by the controller up
to the 176th second of the emulation aeeho_requesand echo_replywhich verify the
liveness of the switches [94]. From7bth to 301st secondpacket outand packet_in
messages containing the LLDP (Link Layer Discovery Projoframes [95], which are
used to discover the links in the data plane, are exchangatebgontroller with a peak

for packet_ouimessages at.18th second. Since a UDP flow is initiated betwé¢nand
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Hg at 301st second, aacket_inmessage from the switch 0, to whiély is connected, is
received by the controller at this point. This message @ositan ARP query for the network
address oHg, which is in turn flooded to the entire network vipacket oumessage. Up to
3.03rd second, the controller keeps receivpagket_inmessages with the ARP queries for
Hg which are then flooded to the entire network. AD&h second, thpacket_inmessage
containing the first UDP datagram of the flow is received bydbetroller. The primary
route is activated in the data plane ¥iaw_modmessages up to.@th second. Note that
the MT-IPFRR module successfully completes the computaifoall the VTs along with
the primary and alternate routing tables prior to the atitwaof the primary route. No
messages other thacho_requesindecho_replyare exchanged between the controller and
switches up to 705th second when the linf0,2) is failed in Mininet environment. This
failure triggers goort_statusnmessage to be sent to the controller. Up ft4th second, the
entries regarding the disrupted flow are deleted from thdlthetables of the switches on
the primary route, and the alternate route determined basdde VTs is activated on the

data plane by installing the new flow entries to the switches.

Table 7.2. Performance comparison of MT-IPFRR with the
reactive recovery

Failed IPFRR Reactive Recovery
Link Q(ms)| #LD | APL | Q(ms) | #LD | APL
(0,2) | 44877 | 36 7 1101733 84 6
(2,23) | 32967 | 25 8 63.745 | 50 6
(23,24) | 37.193| 30 7 84.350 | 69 6
(24,30) | 41055 | 27 8 52810 | 43 6
(30,7) | 51311 41 8 63402 | 51 6
(7,31) | 35947 | 26 7 64.423 | 53 6

Table 7.2 shows the comparison results, namglthe number of lost datagrams (#LD)
and the alternate path lengthRL), for MT-IPFRR and the reactive recovery in the case that
one of the links on the primary route depicted in Fig. 7.5sfdl for MT-IPFRR is reported
for the restoration case. Note that MT-IPFRR determines lieenate path based on the
alternate routing table which is computed prior to the ddaifure using the Shortest Path
First (SPF) tree of the VT which isolates the failed link. @e bther hand, for the reactive

recoveryQ is reported for the case in which both the alternate routibies and the alternate
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paths are reactively computed upon the detection of theréalbased on the SPF tree of the
physical topology which excludes the failed link. Table gtdws that MT-IPFRR achieves
a smaller recovery time for each failure scenario compaoeithé reactive recovery. For
example, for the failure of the linl0, 2), Q varies as 4877 ms and 10¥33 ms for IPFRR
and the reactive recovery, respectively, while #LD varge8@&and 84. Table 7.2 also shows
that theAPL values are slightly higher in the case of MT-IPFRR, which is tluéhe fact
that the path diversity of the virtual topologies used byRRFis smaller compared to the
reactive case. For example, tABLis 7 in the case of IPFRR while it is 6 for the other case.
These results show that MT-IPFRR significantly reduces tieréarecovery time compared

to the reactive recovery.



8. DISCUSSION

In this thesis, we used a large number of topologies withrde/structural properties
to analyze the performance of the MRC under varying topoldgionditions. We evaluated
topological metrics other than the network sizg é&nd density i) since it has been
discovered in Section 3 thatand m can not always be correlated with the minimum VT
requirement. We chose BRITE as our topology generation towesit is widely used
by the networking community to randomly generate topoleda the experiments. Our
performance evaluation in this thesis is comprehensiveesime used all the topology
generation models supported by BRITE, namely, Waxman, BA, B2 GLP. We used
the Cytoscape’s Network Analyzer in combination with BRITE talyze the topological
dependency of the MRC, and showed that the topologies in o@rements are structurally
diverse such that they exhibited trend$dnC, andCC. In addition to our experiments using
the synthetic topologies, we also performed experimentseahnetworks which provided
similar results to the ones for the synthetic topologies of BRIThe experimental results
showed that our topology-aware algorithms reduce the mimnVT requirement of the

MRC for the real network deployments.

Cytoscape’s Network Analyzer can also be used to evaluateploéogy characterizing
metrics other tharH, C, and CC which may also be correlated with the minimum VT
requirement. Such an evaluation may inspire the developwfeother algorithms which
further reduces the minimum VT requirement by relying oreotiopological metrics. In the
case that Waxman, BA, BA2, and GLP models do not yield stratijudiverse topologies
in terms of the topological metric to be evaluated, otheotogy generation models in the

literature may need to be used to generate topologies vatretjuested topological diversity.

We believe that, taking the large structural diversity aé topologies used in our
experiments into consideration, choosing a topologicalrimavith a low computational
overhead which measures the robustness of the VT backbog&isst partitioning
sufficiently well under all circumstances is a complex issu&herefore, designing a
topology-aware algorithm to reduce the minimum VT requieainunder all topological

conditions is a challenging task. Our experimental ressitigw that an MRC variation
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may achieve the highest reduction in the minimum VT requéein a certain topology
while the same variation may perform worse than the otheratrans in another
topology. If a topology-aware algorithm considers mudipppology characterizing metrics
in combination, it may perform more efficiently under varyitopological conditions.
However, the computation of these metrics should be fasigimto satisfy the operational

needs of a real network deployment.

When the number of VTs in MT-IPFRR gets higher, the processmg aind state
requirements of routers increase [19—-22]. The amount afatezhs in the number of VTs
reported in Section 5 and Section 6 leads to the reductiofistime time required to compute
alternate routing tables, aifii) the amount of required FIB storage. In MT-IPFRR, alternate
routing tables are computed by constructing the VTs and toeiesponding SPF trees when
the network is initialized, and this computation is repdagach time a network failure is
detected. Therefore, a reduction in the number of VTs leadsréduction ir(i) that speeds
up the preparation of the alternate next hops for the atiegbfailures in a topology. This
is an important result which helps maintaining QoS in a nektweohere the time interval
between successive failures is short. For example, regabs minimum VT requirement
of the MRC from 5 to 4 for a topology such as Geant in Table 5.dd¢a 20% improvement
in the SPF computation time for the VTs. The number of altermext-hops that needs to
be stored in FIB decreases as well when the number of VTs fotmFRR is reduced. The
numerical experiments show that our heuristics red{geby around 30% compared to the
conventional MRC. This is a significant result to speed up thigatmn of the alternate next
hops, which decreases the reaction time to the failures eMa@r, this reduction decreases

the cost of having a large FIB.

The trend in our numerical results indicates that the im@noent percentages of our
heuristics may get higher as the number of nodgsncreases. Fig. 6.5 in Section 6.2.1
shows that both mMRC-1 and mMRC-2 provide highBrvalues as the heterogeneity
level of the networks increases. Since we observed in [88 texcluding the Waxman
topologies, the heterogeneity level of networks in our expents increases agets higher,
our heuristics provide a scalable solution. The selecteiwben mMMRC-1 and mMRC-2 in
a real network deployment can be made according to the lyseedty level of the network

which is the main reason for the performance difference eetwthese heuristics.
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We suggest that our automated analysis tool in Section 4eaiséd offline to provide
guidance to the network operator for the selection betwediR@-1 and mMMRC-2 in a real
network deployment. The selection process can also be dwitgmated by running both
heuristics and selecting the one that provides a fewer nub@Ts. However, it takes
longer time to run both heuristics to determine their VT liegments for a given topology,
which delays the preparation of alternate routing tablesd¢over from the network failures,
and hence, increases the reaction time to the failures.oddth the mechanism to make a
selection between mMRC-1 and mMRC-2 is not within the scope afttiesis, we plan
to investigate the tradeoff between these offline and autedrselection approaches in our

future work.

Even though mMRC-1 and mMRC-2 are likely to lead to the consonadf a fewer
number of VTs for a topology compared to the conventional MR@an not guarantee
that the fewest number of VTs will be constructed since actiele to guarantee the fewest
number of VTs requires a generic threshold for the hetereigelevel to be defined. This is
not possible since the heterogeneity is not a metric whicreuall circumstances represent

the robustness of the VTs against partitioning sufficievwyi.



9. CONCLUSIONS

In this thesis, we first describe the operational princigiethe MRC and the MRT
algorithms using example networks. Both mechanisms prepotenVTs for MT-IPFRR
which can be effectively used to provide full protectioniagasingle network failures. The
MRC requires the number of VTs to be calculated as an inpustalgorithm whereas the
MRT always yields only two VTs. We performed experimentsngsiandomly generated
topologies to evaluate the alternate path lengths. Thenalie path lengths achieved by
the MRC relative to the OSPF’s converged paths ranged from6%d.10 13364% while
the alternate path lengths of the MRT varied between.Z% and 5239%. These
performance results showed that the MRC with a configurabieben of VTs provides
scalable alternate paths whereas the MRT’s alternate @agjtHs significantly increase with
respect to network size and density. We also investigatedalternate path lengths and
the minimum number of VTs required by the MRC for a completéufai protection using
realistic ISP-level topologies. We observed that an irsea network density usually leads
to areduction in the alternate path lengths. We also diseouvbat the topological properties
other than network size and density which may affect the mmn VT requirement should
be investigated since the trends in the number of nodes ipadgy as well as the density

can not always be correlated with the trends in the minimunr&guirement.

We implemented an automated topology generation and as&igsework to analyze
the impact of varying topological conditions on the perfamoe of the MRC. We generated
11,500 topologies with diverse clustering, heterogeneitg, @ntralization levels by varying
the parameters of various topology generation models dioiu BA, GLP, BA2, and
Waxman. The numerical results showed that, when the numbeodes in a topology
gets higher, the generated topologies become more heterageavhereas the increase in
network density leads to less heterogenous networks. ghrextensive experiments, we
demonstrated that, if a network becomes more heterogeneuyscértain nodes have much
higher number of neighbors than the other nodes), the MRCresqa higher number of
VTs to provide full alternate path coverage. We believe thatframework will significantly

contribute not only to the evaluation of IPFRR mechanisms dlab to the network
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planning and management studies requiring the usage adugtopologies with diverse
characteristics. Inspired by the correlation between tiemum VT requirement and the
heterogeneity, we proposed a new heuristic algorithm enhgrihe MRC which takes the
node degree information into account. Numerical experisishowed that our heuristic
significantly reduces the complexity in terms of procesdinge and state requirements of
routers by decreasing the number of VTs which should be oaeted by the MRC. The
analysis results confirmed the effectiveness of our sydterapproach in performing the

topological analysis of networking algorithms.

We proposed two topology-aware algorithms which take therbgeneity and the
link density information into consideration to decrease tiperational complexity of the
MRC by reducing its minimum VT requirement. We performed agtee experiments on
3200 topologies with diverse structural properties shgwirat our algorithms significantly
reduce the minimum VT requirement. The results showed tiattternate path lengths
are kept within acceptable limits. mMMRC-1 reduces the VT negment of the MRC up to
31.84%, and achieves higher improvement percentages than mM&dHe heterogeneity
level of the networks increases. On the other hand, mMRC-2pes better than mMMRC-1
when the heterogeneity decreases, and provides an impeowewh up to 2844%. Our
heuristics provided a smaller number of VTs in 5 out of 7 redorks while they performed
as efficient as the MRC for the remaining networks. Numerieallts also showed that
there may be other metrics for certain topologies to betteasure the robustness of the
VTs against partitioning. The alternate path lengths ofleeuristics are very close to the
optimum SPF routing while they are slightly higher than theraate path lengths of the
MRC.

We also defined the workflow to perform the MT-IPFRR in SDN. Wepased a
new MT-IPFRR technique, which was implemented as a restoratiethod, for the failure
recovery in SDN. Our approach provided alternate pathsse o&single link/node failures
in the data plane. Our experimental results showed thatmproach considerably reduces
the time to recover from network failures in the SprintUSdimgy by up to 55% compared
to the reactive recovery in SDN. These results indicatetitteaMT-IPFRR is a promising

approach to construct fault tolerant SDN. In our future wosle plan to implement our
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approach as a protection method, and compare its perfoemasalts with the restoration

based implementation.



10. RECOMMENDATIONS

The future work may concentrate on investigating the impéttte topological metrics
other thanH, C, andCC on the performance of the MRC. This requires the generation of
a topology pool with the requested topological diversity fioee experiments which may
neccesitate the usage of the topology generation modeds thitan Waxman, BA, BA2, and
GLP. A topology-aware algorithm considering only a singdedlogical metric to reduce
the minimum VT requirement may yield satisfactory resuttsicertain topology while it
may perform poorly in another topology. Therefore, a togglaware algorithm combining
multiple topological metrics can be designed to improveaverall performance. However,
the computation of these metrics should be fast enough igfysttte operational needs of a
real network deployment. Finally, MT-IPFRR can be impleneerds a protection method to

further reduce the failure recovery time in SDN.
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