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ABSTRACT

ONE: ADAPTIVE ONE-TO-N ERROR RECOVERY IN WIRELESS
SENSOR NETWORKS

This study describes an adaptive error recovery mechanism for sink-to-sensors reli-
able data dissemination in multi hop wireless sensor networks. The proposed error recovery
mechanism (ONE) modifies the negative acknowledgement (NACK) based Selective Reject
(SR) retransmission scheme to be used for one-to-n type single-hop transmission in a cross-
layered manner. The mechanism is analytically modeled and further extended to multi-hop

topologies.

The data buffer to be transmitted is indexed with send and receive pointers by using bit
arrays and a dynamic window is introduced on it. ONE provides a multi-hop mass data trans-
mission with 100% reliability in one-to-n type of communications by successfully utilizing

the parameters of the window and efficiently managing the data buffer.

It has been shown that the adaptive behavior of the scheme enables optimization of
some system parameters that affect the total number of packets sent time to complete in a
reliable session. This optimization resulted in a significant improvement in terms of time to
complete the bulk transmission in the whole network. The cost of this improvement, which
is an increase in the total number of packets sent, has also been kept at the minimum possible

level.

The analysis of the proposed scheme is given and the effect of hop-count, node density
and loss ratio parameters on the overall performance are shown. Finally, the improvements

have been compared with some representative studies in the literature.



OZET

ONE: KABLOSUZ ALGILAYICIA GLARDA 1'DEN N'YE
UYARLANIR HATAD UZELT IM |

Bu calisma coklu atlamali kablosuz algilayiglarda ¢ikis dguminden algilayicilara
giivenilir veri dayilimi icin uyarlanir bir hataidzeltme mekanizmasini agiklamakta@neri-
len hata dizeltme mekanizmasi (ONE), olumsuz alinti tabanl bir tekrar iletim sistemi olan
Selective Reject (SR)'i tek atlamali 1'den n’ye tip iletimde kullaniimaere capraz kat-
manl bicimde uyarlar. Mekanizmadgimsel olarak modellenmis ve sonra ¢ok atlamal

topolojilere genisletilmistir.

lletilecek olan ara bellek, @nderme ve alma isaretcileriyle bit dizilimi kullanilarak
isaretlenmis véizerinde dinamik bir pencere tanimlanmistir. ONE, pencerenin basaril para-
metre kullanimi ve verimli veri ara bellelopetimi kullanilarak 1’'den n'ye tipi iletisiminde

kitle veri transferini yizde yiz gavenilirlik ile saglar.

Sistemin uyarlanir davranisinirijgenilir bir oturumdaki toplam @nderilen paket sayi-
sini ve tamamlanmaisesini etkileyen bazi sistem parametrelerinin eniyilenmesijiasij!
goste-rilmistir. Bu eniyileme,itm & icerisindeki toptan iletimin tamamlanméaresi acgisin-
dan kayda dger bir gelismeyle sonuclanmistir. Toplararglerilen paket sayisindaki artis

olan bu gelismenin maliyeti deiimkiin olan en alt seviyede tutulmustur.

Onerilen sistemin@ziimlemesi verilmis ve hoplama sayisigiim yajunluju ve kayip
orani parametrelerinintiin basariniuizerindeki etkisi §sterilmistir. Son olarak, elde edilen

gelismeler literdirdeki baziornek calismalarla karsilastiriimistir.
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1. INTRODUCTION

A wireless sensor network (WSN) is the network of small autonomous devices with
sensors attached on to gather the environmental data. These devices have low capacity
processing power with very limited resources. WSNs typically consist of hundreds or thou-
sands of these devices that form networks to perform a specific application. Their applica-
tions help collecting the environmental information mostly in where humans cannot reach or
exist all the time. The gathered data are processed within the network and transferred to the
sink nodes, which are usually more powerful than the sensor nodes, for evaluation at where
the network interfaces with the human control. The WSN nodes usually run on batteries
which limit their lifetime and power constraints. The applications and the algorithms that
run on those nodes must meet energy constraints to maintain the network lifetime as long as

possible.

In wireless sensor networks, the radio hardware on the nodes is known as a big battery-
killer. Hence, energy efficient algorithms are developed and they tend to decrease the number
of retransmissions required for communication. Especially for the algorithms which require
bulk data to be transmitted at once, such as code propagation, hop-by-hop error recovery pro-
tocols are beneficial [7]. Due to the lack of transport layer in WSNs, the existing code propa-
gation studies introduce their own solutions (discussed in Chapter 3.2) to the error recovery,
though they are not generic. There have been some studies to design energy conserving vari-
ants of the classical Go-Back-N sliding window protocols for wireless communication [1].
These studies indicate the trade-off between energy, delay and throughput. However, since
they mainly target one-to-one wireless links and do not have an adaptive nature for one-to-n
communication links; they are not suitable for resource poor networks like WSNs. In WSNSs,
negative acknowledgemerfidACKSs) are used for loss indication rather thescknowledge-
mentgACKSs) to decrease the energy spent for radio communication [7]. As cross layer data
buffers are useful for resource optimization, Selective Reject(SR) retransmission scheme is
a better choice than Go-Back-N as suggested in [3]. Additionally, in multi hop topolo-
gies where the transmission has a recursive behavior, the size of send/receive windows at

intermediate nodes have an effect on the overall performance.



In the scope of this study, an adaptive cross-layer scheme is proposed that exploits
channel characteristics of the network to optimize the total number of packets sent in a ses-
sion and the data transfer time by carefully setting the send/receive window size parame-
ters. Like in SR, a window in the segment is defined which is being transmitted. However,
the functionality of the window is modified, so that it is enabled after the first packet loss.
Therefore, in the proposed scheme the sender does not necessarily wait until all the buffer
is transmitted. Instead, it determines where to start retransmission by using the receivers’s
window parametell. Receiver utilizes another window parameteto determine when to
initiate the send session in its own neighborhood. These windows allow the application to

access the data buffer earlier than it is fully received.

In this study, first the effect of window size is analyzed when the purpose is one-to-one
and one-to-n single hop reliable data transmission. Then the analysis is extended to multi
hop transmission. The results have revealed that network window parameters set on the
send/receive data buffers can be adjusted to satisfy either delay requirements of time-critical
application sessions or energy requirements of energy-critical application sessions at the cost

of one another.

The structure of this thesis is as follows: WSN characteristics and technologies are
discussed in Chapter 2. Chapter 3 gives an overview to the related transport layer studies and
some code propagation algorithms are summarized in order to have a better understanding
for the need for sink-to-sensor error recovery in wireless sensor networks. In Chapter 4 the
proposed scheme is explained in detail. Chapter 5 contains the analysis of the proposed
model followed by simulation results in Chapter 6. The conclusion and the future work is

stated in Chapter 7.



2. WIRELESS SENSOR NETWORKS

Typically, the wireless sensor networks consist of many sensor nodes, which can be
in scales of hundreds or thousands, and one or more sink nodes, which are generally more
powerful. WSNs are composed of very low power and low capacity devices and they com-
municate and cooperate together as well as with other devices, such as actuators, in order to
accomplish a specific task. For example, thinking of a forest fire detection system, there must
be hundreds of wireless sensor nodes, distributed all around the area and they are expected
to sense the environmental parameters continuously and send the compilation of those pa-
rameters to some higher level via sink nodes. On detection of an event, like fire, the sensor
network must be capable of activating the actuators, such as fire extinguishers, and informing

the control center immediately.

2.1. WSN Characteristics

There are several key components that are integrated in a typical wireless sensor net-

work device as described in [14]:

Low-power embedded processor:The computational tasks on a WSN device include the
processing of both locally sensed information as well as information communicated by
other sensor. At present, primarily due to economic constraints, the embedded proces-
sors are often significantly constrained in terms of computational power (e.g., many
of the devices used currently in research and development have only an eight-bit 16-
MHz processors). Due to constraints of such processors, devices typically run special-
ized component-based embedded operating systems, such as TinyOS [21]. However, it
should be kept in mind that a sensor network may be heterogeneous and include at least
some nodes with significantly greater computational power. Moreover, given Moore’s
law [22], future WSN devices may possess extremely powerful embedded processors.
They will also incorporate advanced low-power design techniques, such as efficient
sleep modes and dynamic voltage scaling to provide significant energy savings.

Memory/Storage: Storage in the form of random access and read-only memory includes



both program memory (from which instructions are executed by the processor), and
data memory (for storing raw and processed sensor measurements and other local in-
formation). The quantities of memory and storage on board of a WSN device are often
limited primarily by economic considerations and are also likely to improve over time.

Radio transceiver: WSN devices include a low-rate, short-range wireless radio (10-100
kbps,< 100m). While currently quite limited in capability too, these radios are likely
to improve in sophistication over time - including improvements in cost, spectral effi-
ciency, tunability and immunity to noise, fading, and interference. Radio communica-
tion is often the most power-intensive operation in a WSN device, and hence the radio
must incorporate energy-efficient sleep and wake-up modes.

Sensors: Due to bandwidth and power constraints, WSN devices primarily support only
low-data-rate sensing. Many applications call for multi-modal sensing, so each device
may have several sensors on board. The specific sensors used are highly dependent
on the application; for example, they may include temperature sensors, light sensors,
humidity sensors, pressure sensors, accelerometers, magnetometers, chemical sensors,
acoustic sensors, or even low-resolution imagers.

Geopositioning system:In many WSN applications, it is important for all sensor mea-
surements to be location stamped. The simplest way to obtain positioning is to pre-
configure sensor locations at deployment, but this may only be feasible in limited de-
ployments. Particularly for outdoor operations, when the network is deployed in an ad
hoc manner, such information is most easily obtained via satellite-based GPS. How-
ever even in such applications, only a fraction of the nodes may be equipped with GPS
capability, due to environmental and economic constraints. In this case, other nodes
must obtain their locations indirectly through network localization algorithms.

Power source: For flexible deployment, the WSN device is likely to be battery powered
(e.g. using LIMH AA batteries). While some of the nodes may be wired to a continu-
ous power source in some applications, and energy harvesting techniques may provide
a degree of energy renewal in some cases, the finite battery energy is likely to be the

most critical resource bottleneck in most WSN applications.

Depending on the application, WSN devices can be networked together in a number

of ways. In basic data-gathering applications, for instance, there is a node referred to as the



sinkto which all data fronmsourcesensor nodes are directed. The simplest logical topology

for communication of gathered data is a single-hop star topology, where all nodes send their
data directly to the sink. In networks with lower transmission power settings or where nodes
are deployed over a large area, a multi-hop tree structure may be used for data-gathering.
In this case, some nodes may act both as sources themselves, as well as routers for other

sources.

One interesting characteristic of wireless sensor networks is that they often allow for
the possibility of in-network processing. Intermediate nodes along the path do not act merely
as packet forwarders, but may also examine and process the content of the packets going
through them. This is often done for the purpose of data compression or for signal processing

to improve the quality of the collected information.

2.2. WSN Platforms

The wireless sensor network nodes, which are sometimes called motes, are manu-
factured by several producers in various capacities and functionalities. In this section, an

overview of the most commonly used sensor network platforms is given.

2.2.1. MICA Platform

Mica motes of Crossbow Inc. [19] are one of the widest used platforms. There are
several different types of motes available to use in different applications. Most popular one
at the moment is MicaZ platform. Also, this company provides Mica2, Mica2dot and Mica

motes.

e Mica2
The Mica2 motes (see Figure 2.1) appear in three models according to their RF fre-
quency band: the MPR400 (915 MHz), MPR410 (433 MHz), and MPR420 (315
MHz). The motes use the Chipcon CC1000, FSK modulated radio. All models uti-
lize an Atmegal28L micro-controller and a frequency tunable radio with extended

range. The MPR4x0 and MPR5x0 radios are compatible and can communicate with



each other. (The x =0, 1, or 2 depending on the model / frequency band.)

Figure 2.1. Photo of a Mica2 (MPR4x0) without an antenna.

e MicaZz
The MicaZ(model MPR2400) (see Figure 2.2) is the latest generation of motes from
Crossbow Technology. The MPR2400 (2400 MHz to 2483.5 MHz band) uses the
Chipcon CC2420, IEEE 802.15.4 compliant, ZigBee ready radio frequency transceiver
integrated with an AtMegal28L micro-controller. The same Mica2, 51 pin I/O connec-
tor, and serial flash memory is used; all Mica2 application software and sensor boards

are compatible with the MPR2400.

Figure 2.2. Photo of the MPR2400 MicaZ with standard antenna.

e Mica2dot
The Mica2dot (see Figure 2.3) is a mote designed for applications where physical size
is important. In Figure 2.3, a photo of the Mica2dot is shown next to a US quarter from
the top side and the bottom side. Typically the Mica2dot has a 3 V coin-cell battery

holder attached to the bottom-side, which is not included to the figure. Like the Mica2,



these are available in three models according to the frequency of the RF transceiver:
the MPR500 (915 MHz), MPR510 (433 MHz), and MPR520 (315 MHz). The motes
use the Chipcon CC1000 FSK-modulated radio. All models utilize an ATMegal28L
micro-controller and a frequency tunable radio with extended range. The Mica2dot
mote has an on-board thermistor (Panasonic ERT-J1VR103J) which is a surface mount

component.

Atmel® ATMega128

(a) Top-side

Chipcon® CC1000
(b) Bottom-side

Figure 2.3. Photos of the Mica2dot shown next to a US quarter.

e Mica
The Mica mote is a discontinued platform. It was the second generation mote module
used in many ground breaking research and development efforts. It included an Atmel

ATMegal28L. It used an amplitude shift keying radio the TR1000 by RF Monolithics,

Inc.

2.2.2. Tmote Platform

Tmote platform, formerly called Telos, is produced by Moteiv Corporation [20]. Tmotes
have embedded sensors on and they use Texas Instruments CPUs. Currently there are two

types of Tmotes: Tmote Sky and Tmote mini.

e Tmote Sky
Tmote Sky (see Figure 2.4) is an ultra low power wireless module for use in sen-
sor networks, monitoring applications, and rapid application prototyping. Tmote Sky
leverages industry standards like USB and IEEE 802.15.4 to interoperate seamlessly

with other devices. By using industry standards, integrating humidity, temperature,



and light sensors, and providing flexible interconnection with peripherals, Tmote Sky
enables a wide range of mesh network applications. Tmote Sky is a drop-in replace-
ment for Moteivs successful Telos design. Tmote Sky includes increased performance,
functionality, and expansion. Tmote Sky is part of a line of modules featuring on-board
sensors to increase robustness while decreasing cost and package size.
Its features are:

— 250kbps 2.4GHz IEEE 802.15.4 Chipcon Wireless Transceiver

— 8MHz Texas Instruments MSP430 microcontroller (10k RAM, 48k Flash)

— Integrated ADC, DAC, Supply Voltage Supervisor, and DMA Controller

— Integrated onboard antenna with 50m range indoors / 125m range outdoors

— Integrated Humidity, Temperature, and Light sensors

— Ultra low current consumption

— Fast wakeup from sleep(6.S)

— Programming and data collection via USB

— 16-pin expansion support and optional SMA antenna connector

Figure 2.4. Front and Back of the Tmote Sky module

e Tmote Mini

Tmote Mini builds on the success of the Tmote Sky platform, and sets a new standard
for flexibility, extensibility, and cost-effectiveness. The Tmote Mini combines a Texas
Instruments MSP430 microcontroller with a TI/Chipcon CC2420 low-power radio in
an industry-standard miniSDIO form factor. The Tmote Mini forms the "mote core”

of a WSN solution, putting all the required hardware and software together in a sin-
gle one square inch package. This modular approach allows developers, OEMs, and
system integrators to concentrate on their application needs rather than WSN platform

development.



The Tmote Mini comes in two configurations; the standard configuration has -25 to
0dBm of RF output, and the Tmote Mini Plus has an integrated power amplifier for
a +20 dBm RF boost. Both versions are in the miniSDIO form factor, with the Mini
Plus slightly longer than the standard configuration. Moreover, Tmote Mini offers
multiple interfaces for UART, SPI, 12C, 1-wire as well as 8 ADC signal inputs and 2
DAC output channels. Either version can have an antenna connected through the ex-

posed leads, or via a convenient U.FL connector for use with off-the-shelf components.

The Tmote Mini is functionally equivalent to Moteiv’'s Tmote Sky platform. All Tmote
Sky code runs without modifications on the Tmote Mini module. Tmote Mini has the

same features with the Tmote Sky platform.

2.2.3. BTNode Platform

The BTnode (see Figure 2.5) is an autonomous wireless communication and comput-
ing platform based on a Bluetooth radio and a microcontroller. It serves as a demonstration
platform for research in mobile and ad-hoc connected networks (MANETS) and distributed
sensor networks. It contains both the low-power radio that is the same as used on the Berke-
ley Mica2 motes and a Bluetooth radio. Both radios can be operated simultaneously or be
independently powered off completely when not in use, considerably reducing the idle power

consumption of the device.

Figure 2.5. BTNode Rev.3

Its features are:
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e Microcontroller: Atmel ATmega 128L (8 MHz @ 8 MIPS)

e Memories: 64+180 Kbyte RAM, 128 Kbyte FLASH ROM, 4 Kbyte EEPROM
e Bluetooth subsystem: Zeevo ZV4002, supporting AFH/SFH

e Scatternets with max. 4 Piconets/7 Slaves, BT v1.2 compatible

e Low-power radio: Chipcon CC1000 operating in ISM band 433-915 MHz

e External Interfaces: ISP, UART, SPI, I12C, GPIO, ADC, Timer, 4 LEDs

e Standard C Programming, TinyOS compatible

2.2.4. EYES Platform

EyeslFXv2 is a sensor node (see Figure 2.6) developed by Infineon for the Energy-
efficient self-organizing and collaborative wireless sensor networks project EYES. Infineon
has combined EYES baseband hardware with a number of optimized peripheral sets to create
a series of chips aimed at specific automotive, industrial and consumer applications. Infineon
has recently released a new version of the Eyes node, the EyesiFXv2.1. The components of
this new board are almost the same of the older v2.0. Two leds have been added to show
the radio activity. The two node versions have the same radio unit, so they can communi-
cate without problems. Also the compiled binary images should work properly on both the

platforms.

EYES nodes are equipped with an ultra-low power MSP430F1611 microcontroller by
Texas Instruments, with 10 kB onchip RAM and 48 kB flash/ROM. Additionally, there is a
4Mb Atmel serial EPROM connect via the SPI bus.

2.2.5. Imote2 Platform

The Imote2 is an advanced wireless sensor node platform. It is built around the low
power PXA271 XScale processor and integrates an 802.15.4 radio (CC2420) with a built-in
2.4GHz antenna. The Imote2 is a modular stackable platform and can be expanded with
extension boards to customize the system to a specific application. Through the extension
board connectors sensor boards can provide specific analog or digital interfaces. A battery

board is provided to supply system power, or it can be powered via the integrated USB
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alt. battery
conneot tor

RX-LED

4

mspd30re11 serl
f

al data
lash

Figure 2.6. EyesIFXv2

interface. It is distinguished from the other nodes by being a relatively powerful platform

and having the ability to run embedded Linux on.

Its features are:

PXA271 XScale Processor at 13416MHz
Wireless MMX DSP Coprocessor

256kB SRAM, 32MB FLASH, 32MB SDRAM
Integrated 802.15.4 Radio

Multi-color Status Indicator LED

Integrated 2.4GHz Antenna, Optional External SMA Connector

e USB Client With On-board mini-B

¢ Rich set of Standard 1/0: 3XxUART, 2xSPI, 12C, SDIO, GPIOs

e Application Specific I/0: 12S, AC97, Camera Chip Interface, JTAG



Figure 2.7. Imote2

12
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3. BACKGROUND AND RELATED WORK

There are a few number of studies exist for reliable data dissemination in data centric
networks. Most of them exist as a part of task specific studies, like in [5] and they are
not generic. Many error recovery algorithms are developed for reliable event delivery from
sensor-to-sink. In these delivery schemes, end-to-end reliability may not be very critical due
to the sheer amount of correlated data flows and an event in the field can be tracked with a

certain accuracy at the sink.

This study has been motivated by the basics of Selective Reject ARQ mechanism,
which is explained in the next section. It is followed by representative studies on code
propagation, which requires high reliability in sink-to-sensors type of bulk data transmission.

Later, most significant examples of error recovery in WSNs are explained.

3.1. Selective Reject ARQ Mechanism

Selective Reject (SR) ARQ is a significant study for a one-to-one communication sce-
nario. It is based on retransmission of the frames that are indicated by an SREJ (NACK) or
which time out while successfully received frames are acknowledged with an RR (receive
ready / ACK) packet. Figure 3.1 illustrates the SR ARQ in the transmission between nodes
A and B.

SR ARQ is a more efficient mechanism compare to go-back-N, since it tries to mini-
mize the amount of retransmissions. On the other hand, the receiver must contain storage to
save post-SREJ frames until the frame in error is retransmitted, and contain logic for rein-
serting the frame in the proper sequence and also the transmitter must contain some logic to

be able to send frames out of sequence.
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Figure 3.1. Selective Reject ARQ behavior

3.2. Code Propagation in wireless sensor networks

Code propagation is a typical example of a sink-to-sensors type of transmission. It
requires a bulk of data to be transmitted at once with the need of 100% end-to-end reliability.
Also, a code propagation algorithm must be energy-efficient and fast, since the primary task
of the network must be kept continuous. The need for propagating the code arises from the
fact that the sensor network nodes are not physically reachable for most of the time. The
code running on the nodes can be buggy, or an update may be required. More extremely, the
task of the network or the need to the network can change and deploying a new network of

wireless sensors may not be feasible.

The lack of an applicable transport layer in wireless sensor networks forced the re-
searchers develop their own solutions in their code propagation algorithms. Unfortunately,
these solutions are very specific to the algorithms that they belong to. Hence, they are not
generic and other algorithms cannot benefit from these solutions. In the following sections,

some representative code propagation algorithms are summarized.

The easiest way of propagating a code is using the flooding approach. However, the
cost of flooding is extremely high in comparison to the cost of any average application run-

ning within the network. Therefore, more intelligent and less costly algorithms have been
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designed. The major algorithms, discussed in the following sections)dirckle, which

is only a version advertisement algorithit)Deluge, an improvement over Trickle and is
currently available for using with the latest versions of Tiny@$jMOAP, a Mica2 spe-

cific code propagation and update mechanism which aims to decrease the cost by decreasing
the number of retransmissions and increase the reliability; and lag§NP, which has a
smarter method for decreasing the number of code sources within the network and hence

decreases the number of total transmitted packets.

3.2.1. Trickle

Trickle [23] is a version advertisement algorithm, which uses a polite gossip technique.
In this technique, nodes periodically broadcast a summary of the code they have. But if those
nodes hear a summary, which is identical to theirs, they stay quite. Upon hearing an older
summary than they currently have, they start to broadcast the update. Trickle prevents the
network to be flooded with packets, hence each node hears a small trickle of the packets, just

enough to keep them up-to-date.

3.2.2. Deluge

Deluge [24] is a data dissemination protocol which aims to propagate large amounts
of data in a multicast approach. It provides the data as fix-sized objects to the network and
distributes that data in an epidemic manner. Deluge uses the advantage of the three-stage
(advertise-request-data) handshaking method and is very similar to SPIN-RL [26] which
supplies reliability in lossy-network models by making nodes to request data many times
if some are detected as lost in broadcast networks. It can actually be considered as an im-
provement over Trickle [23], with using a similar technique as SPIN does, but with adding a
metadata suppression system. Deluge mainly differs from Trickle by providing support for

dissemination of large data.

Every node, running Deluge on, has a version number, which is incremented with each
update that it admits. The nodes compare their version numbers with their neighbors when

they hear an advertisement. Basically, a node stays silent if it hears an advertisement with the
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same version number, accepts the update if it hears a greater version number, or advertises
its own code if it hears a lower version number. The code itself is divided into pages and
pages are divided into a fixed number of packets. The transmission is based upon page
sending. In other words, a node can be sending or receiving packets from only one page at
atime. The protocol is based on continuous version advertisements of the code image and it

is NACK-based. The basic communication cycle is:

e Advertisements, containing the version number and a bit vector to indicate the com-
plete pages that the advertiser node has, are broadcasted periodically. A non-constant
delay is used between those advertisements in order to efficient use of the energy and
the bandwidth. If the node is in a state of updating, the advertisements are made faster.

¢ If a node decides on the need for update, depending on the advertisements made, it
first determines the lowest version numbered page it requires. Then it starts listening
the advertisements to see if someone is offering that page.

e Upon choosing an advertiser for that required page, it sends a request, indicating the
needed page and packets, to that particular node.

e When an advertiser receives a request, it waits for a while to allow selection of which
page and which packets of that page to send.

e After that waiting period, the advertiser broadcasts the chosen packets.

e When a node completes reception of the packets of a page, it broadcasts the advertise-

ment of that completed page before requesting other packets that it needs.

This algorithm does not require keeping a neighborhood table and it is easy to imple-
ment. The protocol is defined to be NACK-based, but there is no explicit NACK messages
for indication of failure. Instead, the sender starts advertising the same page after the comple-
tion of the update session. If the receiver did not receive all the packets successfully, it will
re-request the necessary packets from the advertiser. This mechanism does the same effect
as the usual NACK system. This approach results in a less stateful process. To decrease the
contention in the network, the nodes prefer to select the same advertiser which is in the same
neighborhood with other requesting nodes. If a node does not select an advertiser, the other
old versioned nodes will not select that node as a sender, either. Another issue that increases

contention is running this protocol in the highest packet transmit rate. Since high data rates
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increase the probability of collisions and recovering from collision situation is costly, Deluge

prefers not to transmit its packets at the highest rate.

3.2.3. MOAP

MOAP [25] is a code distribution protocol which is specifically developed to run on
Mica2 motes. It claims that a simple windowed retransmission scheme has better effects
on energy and memory constraints in embedded systems. When compared to flooding us-
ing mechanisms, MOAP leads to a 60% to 90% reduction in retransmissions. It separately
focuses on the three areas of code propagation mechanism; dissemination protocol, retrans-
mission system and storage management of the code segments. For dissemination of the
code, MOAP uses the Ripple [25] dissemination protocol and hence it achieves the reduc-
tion of the transmissions. Its repair mechanism is powered by a sliding window scheme
and retransmissions are preferred to be unicasted in order to suppress the duplication of the

messages.

MOAP states the problem in three parts. First, it focuses on dissemination of the code.

The protocol extends a single-hop mechanism to a multi-hop system, in a recursive manner.
The data is propagated in a so called neighborhood-by-neighborhood behavior. Within each
neighborhood, a subset of the nodes is selected as sources; while the others are eventually
happen to be receivers. Any receiver completes its update, becomes a source for its own
neighborhoods which are not in the range of the initial source. Once a node becomes source,
it publishes its new code and the other nodes, which will to receive that code, subscribe to
that source. If no node subscribes itself to that source, that means there is another source
within that neighborhood and the new source node stays silent. So, this technique results in
one-hop away source nodes to appear in the neighborhoods, and hence the losses of packets
dramatically decrease. This mechanism is called Ripple. Ripple guarantees that if there is a
transmission of the code, the source is one-hop away from the receiver. But, this approach
has a disadvantage. Due to the fact that; any node has to have the complete image to become a
source, required time to completion of the update of the whole network seriously increases.
However, the requirement of the completion of the entire image can be tolerated, but this

obviously results in additional complexity.
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The next issue that MOAP focuses on is the reliability mechanism. A sender would
need to keep state information for all the receivers, if it was responsible for the success of
the delivery. Since it will be too costly to make the sender to be responsible for reliability,
the receivers are expected to maintain the reliability mechanism by keeping the state of its
sender, which is just a single node. When a receiver detects that it did not received correctly
and fully what it had to receive, it sends a NACK. Since all of the nodes are expected to
have the same code image at the end, the missing packets are expected to be found one
hop away also. Once the need for retransmission is decided, the nodes will need to make a
request. If those requests for repairs are broadcasted, many nodes will reply and contention
will significantly increase. Hence, a specific node must be chosen and a unicast request
should be sent. But if that node fails, repairing may become impossible. To prevent this

inconsistency, a source discovery mechanism can be used.

The last issue is segment management. The received segments must be placed, so
that a reconstruction can be possible after a complete code dissemination. The essence of
the segment management comes up with the need for determining the weather a segment is
present or not. Otherwise, requests for retransmissions or handling retransmission requests
will not be possible. To prevent high consumption of either the memory or the energy by
keeping a presence bitmap for the whole image, a sliding window mechanism is preferred.
At any point, the receiver will know if it has successfully received the packets of a specific
segment window. With this mechanism, nodes will accept and store the packets up to the
size of that window. However, the sent segments must fall inside of that window in order to
be accepted. A random segment is not allowed and it will be ignored. This method prevents
making extra memory 1/O. But, out-of-order packet replacements cannot be handled in this

approach.

3.2.4. MNP

MNP [5] proposes a greedy sender selection algorithm. Its purpose is to select only
one node as the sender of the code in a neighborhood. It is greedy, because it tries to select
the most efficient node as the one. Additionally, it uses pipelining for data propagation. And

for energy constraints, MNP puts the nodes in sleep mode if they are not interested in the
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propagated code.

The main property of MNP is its sender selection algorithm. After receiving the whole
code image, nodes become a source. The algorithm starts with keeping a request counter and
it is incremented by one, whenever a new nodes requests code. There are two types of mes-
sages to be used for sender selection: Advertisement and download request type messages.
For the source node functionality, advertisement messages are used both for announcing the
new versions of code, and for detecting which sources have fewer requesters than others. The
advertisements are sent with the request counter value. Upon receiving an advertisement of
the newer code, nodes broadcast a download request, along with indicating the received re-
guest counter and the advertiser. Those nodes, which need to be updated, send requests to
all advertising nodes. This system will let a source to be aware of how many requesters
does another source in that same neighborhood have. So, the sources will determine which
of them will send the code first. If a source hears another source transmitting the code, it
resets its request counter, recalculates its requesters and switches to sleep state for a while.
When a source completes the code transmission, it also sleeps for a while and lets the others
to transmit the new code. This method helps the fair distribution of the workload within
the network. The sleep state period is proportional to the size of the code image and lasts
for almost the time required to transmit the complete image. When it wakes up, it resets its

counters and starts advertising the code again.

In the requester part of the algorithm, a pipeline mechanism shows up. Pipelining is
a desirable method, when the amount of the data being sent is very large. As usual, the
whole image is divided into several segments. And each segment consists of a fixed number
of packets. Segments have their own increasing segment id. And the nodes will receive
the segments sequentially. These segments ids are also indicated in the advertisement and
download request messages. If the advertisement made is for a segment that a potential
receiver node doesn't have, those receivers send a download request including that segment
id in the message. If a node receives a further segment id than it expects, it makes a request
for the segment that it needs in order. If a sender receives a request for a previous segment
than it advertises at that moment, it starts advertising that lower numbered segment, even

if it was not directly targeted by the request message. The decision of advertising the next
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segment is controlled by timeouts.

Whenever a node decides to be a sender, it broadcasts a start download message. The
nodes will alter to download state, upon hearing that download message with the expected
segment id. The received packets are stored in the EEPROM. Simultaneously, it keeps the
track of the missing packets. At the time, a sender sends an end download message, the
download session ends. The receiver then starts advertising that segment, which it has just
received. In the download state, if the timeout expires without any packets received by the

sender, the receiver concludes that the sender died and switches to the fail state.

MNP assigns a unique id for each packet. Since all segments are fixed sized, a bitmap
(it is called missingVector here) is used for loss detection by the receivers. In the beginning
of the transmission of a segment, all of the bits of the missingVector are setto 1. On reception
of a packet, the corresponding bit in the vector is set to 0. The arriving order of the packets
is not important in this approach. Any packet can be retrieved from any node. Senders
have a forwardVector to keep the list of the packets which a requester needs. The requesters
put their missingVector into the request packet. The sender then marks its forwardVector
according to that missingVector sent. After completion of the transmission of a segment,
the sender sends a query message to its receivers. The receivers then return the list of their

missing packets.

3.3. Transport Layer in Wireless Sensor Networks

Reliability in delivery is a key issue in all kind of networks. For years, many solu-
tions have been developed to satisfy reliability requirements. However, most of them are
not applicable to the low-capacity wireless sensor nodes because of their own constraints
such as speed and energy issues. The protocols to fulfill the requirements of such networks
must be fast enough to keep the main task working continuously while keeping the energy

consumption at the minimum possible level. A good discussion in this topic is given in [15].

A wireless sensor network is an event driven paradigm that relies on the collective ef-

fort of numerous sensor nodes. This collaborative nature brings several advantages over tra-
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ditional sensing including greater accuracy, larger coverage area and extraction of localized
features. The realization of these potential gains, however, directly depends on the efficient
reliable communication between the wireless sensor network entities, i.e., the sensor nodes

and the sink.

To accomplish this, in addition to robust modulation and media access, link error con-
trol and fault tolerant routing, a reliable transport mechanism is imperative. The functionali-
ties and design of a suitable transport solution for the wireless sensor networks are the main

issues in this study.

The need for transport layer in the wireless sensor networks is pointed out in the liter-

ature [16, 17]. In general, the main objectives of the transport layer are;

i) to bridge application and network layers by application multiplexing and demultiplex-
ing;

i) to provide data delivery service between the sensor and the sink with an error control
mechanism tailored according to the specific reliability requirement of the application
layer; and

iii) to regulate the amount of traffic injected to the network via flow and congestion control

mechanisms.

Although these objectives are still valid, the required transport layer functionalities to achieve
these objectives in the wireless sensor networks are subject to significant modifications in
order to accommodate unique characteristics of the wireless sensor network paradigm. The
energy, processing, and hardware limitations of the wireless sensor nodes bring further con-
straints on the transport layer protocol design. For example, the conventional end-to-end
retransmission-based error control and the window-based additive-increase multiplicative-
decrease congestion control mechanisms adopted by the vastlyrassgort Control Pro-

tocol (TCP) protocols may not be feasible for the wireless sensor network domain and hence,

may lead to the waste of scarce resources.

On the other hand, unlike the other conventional networking paradigms, the wireless
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sensor networks are deployed with a specific sensing application objective. For example,
sensor nodes can be used within a certain deployment scenario to perform continuous sens-
ing, event detection, event identification, location sensing, and local control of actuators for
a wide range of applications such as military, environment, health, space exploration, and

disaster relief.

The specific objective of a sensor network also influences the design requirements of
the transport layer protocols. For example, a sensor network deployed for different applica-

tions may require different reliability level as well as different congestion control approaches.

Consequently, the development of transport layer protocols is a challenging effort,
since the limitations of the sensor nodes and the specific application requirements primarily
determine the design principles of the transport layer protocols. With this respect, the main
objectives and the desired features of the transport layer protocols that can address the unique

requirements of the wireless sensor networks paradigm can be stated as follows:

¢ Reliable TransportBased on the application requirements, the extracted event features
should be reliably transferred to the sink. Similarly, the programming/retasking data
for sensor operation, command and queries should be reliably delivered to the target
sensor nodes to assure the proper functioning of the wireless sensor network.

e Congestion Control:Packet loss due to congestion can impair event detection at the
sink even when enough information is sent out by the sensors. Hence, congestion
control is an important component of the transport layer to achieve reliable event de-
tection. Furthermore, congestion control not only increases the network efficiency but
also helps conserving scarce sensor network resources.

¢ Self-configurationThe transport layer protocols must be adaptive to dynamic topolo-
gies caused by node mobility/failure/temporary power-down, spatial variation of events
and random node deployment.

e Energy AwarenessThe transport layer functionalities should be energy-aware, i.e.,
the error and congestion control objectives must be achieved with minimum possible
energy expenditure. For instance, if reliability levels at the sink are found to be in

excess of that required for the event detection, the sensor nodes can conserve energy
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by reducing the amount of information sent out or temporarily powering down.

¢ Biased Implementationthe algorithms must be designed such that they mainly run on
the sink with minimum functionalities required at sensor nodes. This helps conserving
limited sensor resources and shifts the burden to the powerful sink.

e Constrained Routing/Addressingdnlike protocols such as TCP, the transport layer
protocols for wireless sensor networks should not assume the existence of an end-to-
end global addressing. It is more likely to have attribute-based naming and data-centric

routing, which addresses different transport layer approaches.

Due to the application-oriented and collaborative nature of the wireless sensor net-
works, the main data flow takes place in foeward path where the sensor nodes transmit
their data to the sink. Theeverse pathon the other hand, carries the data originated from
the sink such as programming/retasking binaries, queries and commands to the sensor nodes.
Although the above objectives and the desired features are common for the transport layer
protocol, require different functionalities to handle the transport needs of the forward and

reverse paths.

For example, the correlated data flows in the forward path are loss-tolerant to the ex-
tent that event features are reliably communicated to the sink. However, data flows in the
reverse channel are mainly related to the operational communication such as dissemination
of the new operating system binaries, which usually requires 100% delivery. Therefore, a
reliability mechanism would not suffice to address the requirements of both forward and re-
verse paths. Hence the transport layer issues pertaining to these distinct cases are explained

in the following sections.
3.3.1. ESRT: Event-to-Sink Reliable Transport

ESRT [9] provides a sensor-to-sink reliability model and it focuses on reliable event
detection and event transfer. It is one of the first studies that appears in the context of sensor-

to-sink reliability.

The algorithms of ESRT are developed to run mostly on the sink, with less functionality
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required at resource constrained sensor nodes. If the sensor-to-sink reliability is lower than
required, ESRT adjusts the reporting frequency of sensor nodes aggressively in order to reach
the target reliability level faster. If the reliability is higher than required, then ESRT reduces
the reporting frequency in order to conserve energy while still keeping the reliability at a

high level.

The motivation behind ESRT is the applications where the sink is not interested in the
individual sensor nodes’ data, but the information within the event radius as illustrated in

Figure 3.2 .

Figure 3.2. Typical sensor network topology with event and sink.

ESRT aims to achieve reliable event detection with minimum energy expenditure and
congestion resolution. Its self-configuration feature helps achieving flexibility under dy-
namic topologies by self-adjusting the operating point. ESRT is energy-aware because it
conserves energy by reducing the nodes’ reporting rate if the reliability levels at the sink
are more that required. It also provides a congestion control by conservatively reducing the
reporting rate to reduce energy consumption. Individual node IDs are not required in ESRT
for operation. This is also in tune with the event-to-sink model rather than the traditional
end-to-end model. The algorithms of ESRT mainly run on the sink with minimum function-
alities required at sensor nodes. This is done to conserve limited sensor resources and shifts

the burden to the high-powered sink.

The transport problem in WSN is defined in ESRT as configuring the reportingfrate,

of sensor nodes so as to achieve the required event detection relidbildaythe sink with
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minimum resource utilization.

Let the desired reliability as laid down by the application be R. Hence, a normalized
measure of reliability i) = +, wherer is the initial reliability. Thereforey; denotes the
normalized reliability at the end of decision intervalESRT defines five characteristics in

reliability as below:

e (NC,LR): f < fmae @andn < 1 — e (No Congestion, Low Reliability)
e (NC,HR): f < fiae @andn > 1+ ¢ (No Congestion, High Reliability)
e (C,HR): f > finae @andn > 1 (Congestion, High Reliability)

e (C,LR): f > fnae @andn < 1 (Congestion, Low Reliability)

e (OOR): f < fiae @andl — e < n < 1 — € (Optimal Operating Region)

wheree is an application dependent protocol parameter gnd is the upper limit of
data injection for which the network is unable to handle more frequent injections because
of congestions. The sink derives a reliability indicatprat the end of decision interval
Coupled with a congestion detection mechanism (to deterrfiin,,.), this can help the

sink determine in which of the above regions the network currently resides.

The operation of ESRT is closely tied to the state of the network at the e of

decision intervalS;, where;

S; € {(NC,LR),(NC,HR), (C, HR), (C, LR), OOR}

The primary motive of ESRT is to achieve and maintain operation in 2Q&.
Hence, the aim is to configure the reporting frequelidp achieve the desired event de-
tection accuracy with minimum energy expenditure. To help accomplish this, ESRT uses a
congestion control mechanism that serves the dual purpose of reliable detection and energy

conservation.

The network can reside in any one of the five stafes Depending on the current

stateS;, ESRT calculates an updated reporting frequefacy, which is then broadcast to the
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sensor nodes. For exampleSife {(NC, LR), (C, LR)}, the observed reliability levels are
inadequate to detect the desired event features. In such a case, ESRT aggressively updates

the reporting frequency to reliably track the event as soon as possible.

This self-configuring nature of ESRT helps it adapt to dynamic topology and random
deployment. Also, in the case where the reliability levels exceed those for event detection, it

decreaseg in a controlled manner in order to conserve energy.

The algorithms of ESRT mainly run on the sink, with minimal functionality at the
sensor nodes. The sensor nodes only need to listen to the sink broadcast at the end of each
decision interval and update their reporting rates and they must deploy a simple local con-

gestion detection support mechanism.

ESRT identifies the current state from the reliability indicator); computed by the
sink for decision interval and from a congestion detection mechanism, using the decision

boundaries.

Depending on the current statg, and the values of; andn; , ESRT calculates the
updated reporting frequendy, ; and broadcasts to the sensor nodes. At the end of the next
decision interval, the sink derives a new reliability indicatQr, corresponding to the up-
dated reporting frequencf ; of sensor nodes. In conjunction with any congestion reports,
ESRT then determines the new network stgtg . This process is repeated until the optimal

operating region(state OOR) is reached.

State operations are explained below:

1. (NC,LR) (No Congestion, Low Reliability) : In this state, no congestion is experienced
and the achieved reliability is lower than that required,4.e< 1 — e and f < fmax.
In order to improve the reliability to acceptable levels, the sensor information must
be increased. To maintain the event-to-sink reliability, the reporting frequénsy
aggressively increased to attain the required reliability as soon as possible.

2. (NC,HR) (No Congestion, High Reliability) : In this state, the required reliability level
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is exceeded, and there is no congestion in the network,rn.ex 1 + ¢ and f <

fmaz- This is because sensor nodes report more frequently than required. Therefore
the reporting frequency should be reduced in order to conserve energy. Then, the
sink reduces reporting frequengyin a controlled manner so that the event-to-sink
reliability is always maintained.

3. (C,HR) (Congestion, High Reliability) : In this state, the reliability is higher than
required, and congestion is experienced, ex 1 andf > f + max. This is due to
the unique feature of WSN where required event detection reliability can be attained
even when some of the sensor data packets are lost. In this case ESRT decreases the
reporting frequency in order to avoid congestion and conserve energy in sensor nodes.
In this case also, this decrease should be performed carefully such that the event-to-
sink reliability is always maintained.

4. (C,LR) (Congestion, Low Reliability) : In this state the observed reliability is inade-
quate and congestion is experienced, ires 1 and f > f,.... S0, ESRT reduces
reporting frequency aggressively in order to bring the network to state OOR as soon as
possible.

5. OOR (Optimal Operating Region) : In this state, the network is operating within
tolerance of the optimal point, where the required reliability is attained with minimum
energy expenditure. Hence, the reporting frequency of sensor nodes is left unchanged

for the next decision interval.

’ Network State §;) Description ‘ ESRT Action ‘
(NC,LR) No Congestion, Low Reliability Multiplicative increasef
Achieve required reliability as soon as possible
(NC, HR) No Congestion, High Reliability Decreasef conservatively
Cautiously reduce energy consumption so as not compromise on reliability
(C,HR) Congestion, High Reliability Decreasef aggressively to state (NC,HR) to relieve congestion
Then follow action in (NC,HR)
(C.LR) Congestion, Low/equal Reliability Decreasef exponentially
Relieve congestion as soon as possible
OOR Optimal Operating Region f remains unchanged

Table 3.1. The summary of the ESRT protocol operation in each of the five states.
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3.3.2. RMST: Reliable Multi-Segment Transport

RMST [7] is a transport layer protocol to provide reliable multi-segment sensor-to-
sink event delivery and it is designed to provide reliability for Directed Diffusion [8], which
is a data-centric, data dissemination paradigm for WSNs. RMST is NACK-based and losses
are repaired hop-by-hop which are detected by the receivers. It benefits from diffusion rout-
ing, adding minimal additional control traffic. RMST guarantees delivery, even when multi-

ple hops exhibit very high error rates.

RMST was designed to run in conjunction with Directed Diffusion [12] which provides
multipoint-to-multipoint communication for sensor nets much like traditional multicasting
does so for wired nets. Sensitivity to energy conservation, data-centric routing, and the
limitation of traffic volume via in-network processing are examples of some motivations to

shape directed diffusion.

In diffusion, a sink subscribes to an interest that names a particular type and source
of data. The naming of data is accomplished via attribute-value pairs. For example, an in-
terest in counting how many people pass through a particular geographic region could be
injected into an arbitrary node in a sensor net (i.e. an access point). Sensor node applications
that have data available publish the fact, alerting the local diffusion code to look for match-
ing interests. The sensors whose publications match a given interest, and the collection of
sinks that expressed that interest, constitute a group that will eventually be connected by a

distribution tree.

Diffusion is built on a modular architecture that allows for great flexibility in adapting
diffusion to specific applications. There is a diffusion core that communicates directly to
the MAC layer below it and installable modules, called filters, above. Much like streams
modules that can be assembled to create a particular networking stack, filters are installed
via core diffusion to influence routing or add arbitrary application-specific behavior to a
sensor net. The basic directed diffusion algorithm is implemented in the gradient filter. The
gradient filter can be thought as a networking layer pushed on top of the MAC layer. Message

traffic arriving at the core is passed to the highest priority filter.
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The RMST protocol is implemented as a filter that could be attached to any diffusion
node on an as needed basis without recompilation of the diffusion core or Gradient filter.
Figure 3.3 demonstrates the relationship of RMST to a basic diffusion node. Two modes are

defined; caching and non-caching, which are configurable at run time.
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Figure 3.3. Layering of Diffusion with RMST filter.

Reliability in RMST refers to the eventual delivery to all subscribing sinks of any
and all fragments related to a unigue RMST entity. A uniqgue RMST entity is a data set
consisting of one or more fragments coming from the same source. Delivery order, which is
not guaranteed, is transparent to the clients of RMST. RMST does not include any real time

guarantees.

RMST addresses two distinct transport services that need to be added to diffusion:
effective management of the fragmentation and reassembly of units based on application
semantics, and guaranteed delivery. Although these requirements are orthogonal, many ap-

plications require both.

In RMST, receivers are responsible for detecting whether or not a fragment needs to
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be re-sent. The term "receiver’ here, does not necessarily mean sink. In the non-caching
mode, only sinks monitor the integrity of an RMST entity in terms of received fragments.
In caching mode, an RMST node collects fragments and is capable of initiating recovery for

missing fragments to the next node along the path toward the sensor.

There are two types of loss detected by a "receiver”. a "hole” in a sequence of frag-
ments, and a truncated sequence. When a hole in a sequence of fragments is detected, the
missing fragments should be specifically requested. This amounts to a selective-request
ARQ-based behavior. The truncation of a sequence is really a special case of a hole, sensed

by the receiver via a timeout geared to the expected receipt time of the next fragment.

When a node fails, the normal behavior of Diffusion is to reestablish a new set of
data gradients via an exploratory interest. To this extent sensor networks are self-repairing.
RMST benefits from the underlying diffusion behavior related to failed nodes. RMST can
rely on the mechanisms in diffusion that guarantee the eventual discovery of a path from

sensor-to-sink.

In caching mode, the caching of fragments along reinforced paths is used to limit power
loss due to end-to-end retransmission. In non-caching mode, the underlying MAC layer is

exploited to limit the transport layer overhead.

There is a single control message generated by RMST, the NACK, which must be
defined by an attribute. Loss detection is primarily timer driven in RMST. Where loss de-
tection occurs depends on whether a node is configured for caching or non-caching mode.
In non-caching mode, only sinks set timers to detect loss. In caching mode, each caching
node on the reinforced path from sensor-to-sink detects loss. The basic mechanism for loss
detection is a watchdog timer. A watchdog timer is instantiated for each new flow (RmstNo)
that is added to a caching nodes RMST database. The timer handler inspects the hole map
and sends a NACK for any holes that have aged for too long. Multiple hole numbers are

aggregated into a single NACK to conserve on control traffic.

Caching at the sinks makes delivery order unimportant, and allows for wide latitude



31

in the relationship between the watchdog timer interval and the sensor send rate. When the
watchdog interval is significantly slower than the send rate, the cache size must increase to
retain more incomplete sets of fragments. Setting the watchdog timer faster than the send

rate, minimizes the required cache size, but increases NACK traffic.

The only control message added to normal diffusion by RMST is the NACK. NACKs
are unicasted in the reverse direction along the reinforced path from sensor-to-sink. When
the RMST filter gets a cache hit for a NACKed fragment, it unicasts that fragment to the
requesting neighbor. When an RMST filter intercepts a NACK, and it cannot find the miss-
ing fragment in its local cache (or its not in caching mode), it forwards the NACK on the
reinforced path toward the sensor. In caching mode, the natural progression of traffic from
sensor-to-sink, causes holes to be sensed sooner upstream, thus making NACK forwarding

an unlikely event.

The reinforced paths that diffusion constructs for control and data are unidirectional,
from sensor to sink. RMST needs a back-channel in order to deliver NACKs to upstream
neighbors. RMST filters snoop at the last hops of reinforcement messages in order to con-
struct reverse reinforced paths (in a distributed fashion). The creation of the back-channel is
free of charge in that no additional transmissions or control data traffic are needed to create
it. There is a back-channel associated with every flow. The back-channel is maintained in

both caching and non-caching modes.

In the case of node failure a new reinforced path will be established by diffusion.
Some nodes that aren’t on the original reinforced path may later reside on it. The RMST
filter automatically adapts to any such changes by creating a new back-channel that mirrors
the new reinforced path. In caching mode, an RMST node that suddenly finds itself on
a reinforced path (mid-sequence) will begin caching from the first received fragment on.
NACKSs for earlier fragments will be forwarded on the back-channel toward the sensor. In
effect, the RMST filter will transfer responsibility for back-channel and caching maintenance

to the new reinforced path.

In caching mode, a node maintains a local cache of traffic in progress or recently trans-
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mitted. In non-caching mode, only the sensors and sinks maintain a cache. The cache is
indexed by the application specific flow id. Each cache entry has an associated fragment
map and hole map. The fragment map contains the actual cached data indexed by the frag-
ment Id. The hole map, used by the watchdog timer, is a list that contains missing or overdue
fragments for a particular flow. Hole map entries contain a fragment id, a timestamp in-
dicative of when a NACK for this fragment was sent, and a flag indicating whether or not a
NACK is outstanding. On receipt of a fragment a caching mode filter must identify missing

or late fragments and add them to the hole map.

3.3.3. PSFQ: Pump Slowly, Fetch Quickly

The main idea of PSFQ [6] is to distribute the data from a sensor node relatively slowly,
but letting the nodes that detect data loss to fetch for any missing segment from the interme-

diate neighbors very quickly.

PSFQ represents a simple approach with minimum requirements on the routing in-
frastructure (as opposed to IP multicast/unicast routing requirements), minimum signaling
thereby reducing the communication cost for data reliability, and responsive to high error

rates allowing successful operation under highly error-prone conditions.

The lost messages are detected when a higher sequence number than expected is re-
ceived at a node triggering the fetch operation. Such a system is equivalent to a negative

acknowledgement system. PSFQ is designed to achieve the following goals:

e to ensure that all data segments are delivered to all the intended receivers with mini-
mum support from the underlying transport infrastructure

e to minimize the number of transmissions for lost detection and recovery operations
with minimal signaling;

e to operate correctly even in an environment where the radio link quality is very poor;

¢ to provide loose delay bounds for data delivery to all the intended receivers.

PSFQ provides three functions: message relaying (pump operation), relay-initiated er-
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ror recovery (fetch operation) and selective status reporting (report operation). A user (sensor
node) injects messages into the network and intermediate nodes buffer and relay messages
with the proper schedule to achieve loose delay bounds. A relay node maintains a data cache
and uses cached information to detect data loss, initiating error recovery operations if nec-
essary. As in many negative acknowledgement systems, there is no way for the sensor node
to know when the receivers have received the data messages. First, the data segments must
be retained indefinitely at the sensor for possible retransmissions. Next, it is important for
the user to obtain statistics about the dissemination status (e.g., the percentage of nodes that
have obtained the complete execution image for a re-tasking application) in the network as a
basis for subsequent decision-making, (e.g., the correct time to switch over to the new task
in the case of re-tasking). Therefore, it is necessary to incorporate a feedback and reporting
mechanism into PSFQ that is flexible (i.e., adaptive to the environment) and scalable (i.e.,

minimize the overhead).

A number of concerns associated with the PSFQ model are related to the timer issues
that control the loose service properties, such as, statistical delay bounds. Important protocol

parameters include message pumping speed and loss recovery speed.

There are three main operations are defined in PSFQ; pump, fetch and report opera-

tions.

In the case where a specific node (instead of a whole group) needs to be addressed,
PSFQ can work on top of existing routing or data dissemination scheme, (e.g. directed
diffusion, DSDV [27], etc.), to achieve reliability. A user node uses TTL-based methods
to control the scope of its re-tasking operation; note that, since the term "sensor” in sensor
network usually denotes a sensor node which has sensed data to be sent, "user node” is used
in PSFQ to refer to a node which distributes the code segments to avoid confusion. To enable
local loss recovery and in-sequence data delivery, a data cache is created and maintained at

intermediate nodes.

An "inject message” is defined to associate with the pump operation in PSFQ. The

pump operation is important in controlling four performance factors associated with the
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example re-tasking application. First, the timely dissemination of code segments to all target
nodes used for re-tasking the sensor nodes. Second, to provide basic flow control so that the
re-tasking operation does not overwhelm the regular operations of the sensor network, (e.g.,
monitoring environmental conditions). Next, for densely deployed sensor networks in which
nodes are generally within transmission range of more than one neighboring node, avoiding
redundant messaging is needed to save power and to minimize contention/collision over the
wireless channel. Finally, it is wanted to localize loss, avoiding the propagation of loss events
to downstream nodes. This requires mechanisms to ensure in-sequence data forwarding at
intermediate nodes. The first two performance factors require proper scheduling for data
forwarding. A simple scheduling scheme is adopted, which uses two tifgrsandT,,,,.

for scheduling purposes.

A user node broadcasts a packet to its neighbors éigryuntil all the data fragments
has been sent out. Then, the neighbors that receive this packet will check their local data
caches discarding any duplicates. If message arrives for the first time, PSFQ will buffer the
packet and decrease the TTL field in the header by 1. If the TTL value is not zero and there
IS no gap in the sequence number, then PSFQ sets a schedule to forward the message. The
packet will be delayed for a random period betwé&ep, and7,,., and then relayed to its
neighbors that are one or more hops away from the sensor. In this specific reference case,
PSFQ simply rebroadcast the packet. The data cache has several potential uses, one of which
is loop prevention, i.e., if a received data message has a matching data cache entry then the
data message is silently dropped. A packet propagates outward from the sensor node up to
TTL hops away in this mode. The random delay before forwarding a message is necessary
to avoid collisions because RTS/CTS dialogues are inappropriate in broadcasting operations

when the timing of rebroadcasts among interfering nodes can be highly correlated.

A node goes intdetch mode once a sequence number gap in a file fragments is de-
tected. A fetch operation is the proactive act of requesting a retransmission from neighboring
nodes once loss is detected at a receiving node. PSFQ uses the concept of "loss aggregation”
whenever loss is detected; that is, it attempts to batch up all message losses in a single fetch

operation whenever possible.
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PSFQ aggregates loss such that the fetch operation deals with a "window” of lost pack-
ets instead of a single packet loss. Also, in a dense network where a node usually has more
than one neighbor, it is possible that each of its neighbors only obtains or retains part of the
missing segments in the loss window. PSFQ allows different segments of the loss window to
be recovered from different neighbors. In order to reduce redundant retransmissions of the
same segment, each neighbor waits for a random time before transmitting segments, (i.e.,
sets a retransmission timer to a random value, and sends the packet only when the timer goes
off). Other nodes that have the data and scheduled retransmissions will cancel their timers if
they hear the same "repair” (i.e., retransmission of a packet loss) from a neighboring node.
The retransmitted packets and the fetch control messages can also get lost. This will likely
cause multiple gaps in sequence number of messages received by a node after several such
failures. Aggregating multiple loss windows in the fetch operation increases the likelihood
of successful recovery in the sense that as long as one fetch control message is heard by one

neighbor all the missing segments could be resent by this neighbor.

NACK message associate with the fetch operation is defined as the control message
that requests a retransmission from neighboring nodes. The loss window represents a pair of
sequence numbers that denote the left and right edge of a loss window. When there is more
than one sequence number gap, each gap corresponds to a loss window and will be appended

into the NACK message.

In fetch mode, a node aggressively sends out NACK messages to its immediate neigh-
bors to request missing segments. If no reply is heard or only a partial set of missing seg-
ments are recovered within a periddthen the node will resend the NACK evéfy interval
(with slight randomization to avoid synchronization between neighbors) until all the missing
segments are recovered or the number of retries exceed a preset threshold thereby ending the
fetch operation. The first NACK is cancel (to keep the number of duplicates low) in the case
where a NACK for the same missing segments is overheard from another node before the
NACK is sent. In general, retransmissions in response to a NACK coming from other nodes

are not guaranteed to be overheard by the node that cancelled its first NACK.

Neighbors do not relay NACK messages unless the number of times the same NACK
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is heard exceeds a predefined threshold while the missing segments requested by the NACK
message are no longer retained in a nodes data cache. In this case, the NACK is relayed
once, which in effect broadens the NACK scope to one more hop to increase the chances of

recovery.

Each neighbor that receives a NACK message checks the loss window field. If the
missing segment is found in its data cache, the neighboring node schedules a reply event
(sending the missing segment) at a random time betweéh \ONeighbors will cancel this
event whenever a reply to the same NACK for the same segment (same file ID and sequence
number) is overheard. In the case where the loss window in a NACK message contains more
than one segment to be resent, or more than one loss window exists in the NACK message,
then neighboring nodes that are capable of recovering missing segments will schedule their
reply events such that packets are sent (in-sequence) at a speed that is not faster than once

every’,.

Nodes in fetch mode maintain their own loss windows to keep track of missing seg-
ments. When a fetching node receives a portion of a missing segment that only represents a
partial amount of its loss window, it needs to update its loss windows accordingly, possibly

splitting the loss window or creating new loss windows.

The fetch operation is a reactive loss recovery scheme in the sense that a loss is detected
only when a packet with higher sequence number is received. However, if the last segment
of afile is lost, there is no way for the receiving node to detect this loss since no packet with
higher sequence number will be sent. In addition, if the file to be injected into the network is
small (e.g., a script instead of binary code), it is not unusual to lose all subsequent segments
up to the last segment following bursty loss. In this case, the loss is also undetectable and
thus non-recoverable with such a reactive loss detection scheme. In order to cope with these
problems, PSFQ provides a proactive fetch operation such that a node can also enter fetch
mode proactively and send a NACK message for the next segment or the remaining segments
if the last segment has not been received and no new packet is delivered after a period of time
T,-.. When a proactive fetch operation is triggered, a node will manually create a loss event

and send out a NACK control message with the desired loss window. The detailed use and
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basic analysis of},,, is explained in [6].

PSFQgeport message and feedback mechanisms are addressed to minimize the num-
ber of messages used for feedback purposes. The report message is designed to travel from
the furthest target node back to the user on a hop-by-hop basis. Each node enroute toward
the user is capable of piggybacking their report message in an aggregated manner. Nodes can
add/append their own feedback information to the original report message sent by the most

distant target node as it propagates back toward the user that initially requested the report.

A node enters the report mode when it receives an inject data message with the report
bit set in the TTL field. The user node sets the report bit in the inject message whenever it
needs to know the latest status of the surrounding nodes. To reduce the number of report
messages and to avoid report implosion, only the last hop nodes will respond immediately
by initiating a report message sending it to its parent node at a random time between (0O,
A). Each node along the path toward the sensor node will piggyback their report message
by adding their own node ID and sequence number pair into the report, and then propagate
the aggregated report toward the user node. Each node will ignore the report if it found its
own ID in the report to avoid looping. Nodes that are not last hop nodes but are in report
mode will wait for a period of timeX;cport = Tae X TTL + A) sufficient to receive a
report message from a last hop node, enabling it to piggyback its state information. In this
case a node will create a new report message and send it prior to relaying the previously
received report that had no space remaining to piggybacking data. This ensures that other
nodes route toward the user node will use the newer report message rather than creating new
reports because they themselves receive the original report with no space for piggybacking

additional status.

3.4. Summary

In this chapter the basic functionality of the Selective Reject (SR) algorithm is ex-
plained, which is also the basic motivation of this study. It is an effective mechanism for
one-to-one type of communication however applying SR to a one-to-n type wireless com-

munication will be very costly. It is followed by the need and characteristics of the transport
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layer in WSNs. The code propagation examples are given in order to have a better under-
standing for the importance of reliable bulk data transmission. Later, state-of-the-art in the
transport layer reliability techniques in WSNs are given. Three significant studies have been
taken as representative studies; ESRT, RMST and PSFQ. ESRT provides an efficient mech-
anism in the data collection and event detection in wireless sensor networks. However, it
focuses on sensors-to-sink data delivery, which does not directly overlap with the scope of
this theses. RMST points that the use of NACK mechanism will significantly decrease the
cost of data transfer in wireless sensor networks but it aims on sensors-to-sink delivery, too.
PSFQ is a representative work for transport layer solutions in sink-to-sensors type of data
dissemination. It introduces an efficient and low cost solution to the problem. The drawback
of the PSFQ is its time requirements, which is too costly for the time-critical sensor network
applications. ONE attacks to the field for this need. A comparison of these algorithms are

given in Table 3.2 in terms of the metrics explained in Section 3.3.

Algorithm || Self cached/ Constrained sink-to-sensor/ | Speed

Configuration| non-cached Addressing| sensor-to-sink

ESRT || Yes non-cached No sensor-to-sink | High
RMST || No both Yes sensor-to-sink | Medium
PSFQ || No cached Yes sink-to-sensor | Low

Table 3.2. Comparison of ESRT, RMST and PSFQ in terms of transport layer constraints
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4. ONE: Adaptive One-to-N Error Recovery in Wireless Sensor Net-

works

The motivation behind the proposed protocol is to generalize the classical one-to-one
SR mechanism to one-to-n sensor topologies, with deriving a "request based” error recovery.
In the nature of wireless sensor networks, each node is associated with a role to keep the
continuous operation of the network. This role can either be associated to one specific node,
like a sink node, or many nodes collaborated together to fulfill a dedicated task, like detecting

an environmental phenomenon.

In an effective data propagation, the nodes must distinguish their roles until the 100 %
delivery is achieved. When the high level application has data to propagate into the network,
it calls the services of ONE from the transport protocol. ONE assigns the initiator of the
bulk transmission in a neighborhood as the sender, while others eventually are receivers.
Sender node keeps an application level buffer of gizevhich will be transmitted to all its
neighbors(receivers). Every node maintains two bit-arrays to keep track of the packets they

expect to receive, and intend to send. The state diagram of the algorithm is shown in Fig 4.1.

4.1. Sender Algorithm

Sender node initiates a session by sending the first available packet in its buffer and
ends the session when it goes into I@NE state. In the beginning of the transmission,
the sender enters TIRANSMITstate, and starts to send the data packets from its application
buffer until a request for the missing packets is made. Each packet contains the id of that ses-
sion, its sequence number in the buffer and the total size of the data buffer to be transmitted

to let the receivers allocate and maintain their data structures.

Sender does not wait for an acknowledgement for each single packet, the only cause to
resend a packet, is receiving a request (which is a NACK with receive index). On reception of
a request, it stops the transmission, switcheS@.LECTREQUEST State and broadcasts
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Figure 4.1. The state Diagram of the algorithm

a notification to the neighborhood. Upon reception of this notification, all other receivers,
send their requests for the missing packets to their sender node (See Section 4.2). Then the

sender combines all the requests it receives.

These request packets include the sender id and a bit-array of required packets (RPA).
Each receiver keeps a bit-array (RPA) to identify successfully received and lost packets. The
sender keeps another bit-array of to-be-sent packets (SPA) to determine the next packet to be

sent. Collecting requests into the sender’s SPA is illustrated in Figure 4.2.

During the transmission state, the RPA in the first received request packet is set as
the SPA. The latter request packets are bitwise OR’ed to the SPA. The requests are sent for
just once, unless a receive timeout fires. Sender will respond only to the requests, which

include its own id. Otherwise, the request packet will be discarded. The algorithm is shown
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REQUEST COLLECTION: (from 1-to-4 network)

Buffer index 1 2 3 4 5 6 7 8 9 10 11 12 - K-1 K
(receiver 1) RPA| O 1 0 0 1 0 0 0 0 1 1 1 L1 1
(receiver 2) RPA| O 0 0 0 1 1 0 0 0 1 1 1 o 1
(receiver 3) RPA| O 0 1 0 1 0 0 0 0 1 1 1 Ll 1
(receiver 4) RPA| O 0 0 0 1 0 0 1 0 1 1 1 Ll 1

+

sendenSPA [0 [1 1] 0] 1] 2] o] 1] o 1] 1 1 .1 [1]

Figure 4.2. Collecting requests
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Figure 4.3. Window management

function forward() {
while ( there are packets to send )
{ Dbroadcast (next packet);
sleep (Propagation_rate); }
broadcast(propagation_end_message);
}

event MessageReceive(packet) {
if (packet.type = request AND packet.target = SELF_ID)

{ State = COLLECT_REQUESTS;
collectOtherRequests(packet); } else { return; }
}
function collectOtherRequests(packet) {
sleep (collection_time);
Self.SPA |= packet.RPA;
State = RETRANSMIT; forward();

}

Figure 4.4. Sender Algorithm

The sender switches its stateRETRANSMITstate after collecting the requests from
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all its receivers. Among all the sent packets, requested (lost) ones are retransmitted in this
state, as illustrated in Figure 4.3. When retransmission ends, sender enters back to the
TRANSMITstate and the transmission continues from where it was interrupted. After the

retransmission state, if the sender receives another request packet that is sent to itself, the

above procedure is repeated.

After transmitting the last packet, sender broadcasts the request notification to the re-
ceivers and collects the requests to retransmit lost packets. After each notification broadcast,
the sender waits enough to collect the requests, replies to requests if any made and broadcasts
another notification. If no request arrives affetonsecutive notifications, it concludes that

all receivers have filled their receive buffers for that session and goeB{dINME state.

4.2. Receiver Algorithm

With the first data packet received from a new session, the node records its sender,
allocates its receive buffer and RPA by using the information in the data packet and places

the packet into its buffer. No extra session control mechanism is required.

Whenever a receiver node hears a packet of that session, it enters to the RECEIVE
state and stores the data in its buffer. The data packets need not to be arrived in the correct
order in order to be accepted. Any data packet, belonging to the current session, is accepted
no matter who broadcasts it. A receiver will not respond or react unless it receives an out-of-
order packet, or if it does not receive any packet until its receive timeout expires. The only
response that a receiver generates is requesting the missing packets, by sending a request

type packet.

When an out-of-order packet is received, receiver does not send a request immediately.
First, it stores the index of the last correct ordered packg}, (then it starts a timer and
waits for enough time to allow the sender to transmit W more packets. When this timer
fires, it switches its state tBEQUESTMISSINGand it sends a request packet, indicating
its sender id, session id and what does its RPA contain at that moment. Then the sender
switches its state t6OLLECTREQUESTState as described in Section 4.1. So; all the other
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receivers in the neighborhood get notified by the sender and they, too, send their requests.
To decrease the chance of collisions during these request transmissions, the nodes chose
themselves a random slot within the request collection time interval of the sender. Just like
the slotted Aloha protocol, nodes logically divide the time interval into slots, and transmit
their requests in the beginning of their randomly selected slots. These slots are calculated
using the packet transmission time. In Figure 4.5, the pseudocode for receiver algorithm is

given.

event MessageReceive(packet) {

if (packet.type = data)

{ State = RECEIVE;

Timer.cancel(); insertData (packet); }
else if (packet.type = END)
{ State = REQUEST_MISSING; request_missing(); }

b
function insertData (packet) {

buffer.insert(packet.order) = packet;

MarkRPA(packet.order);

if ( packet.order > Rec + W) {

State = REQUEST_MISSING;
} else if (! haveMissing() ) { State = DONE; }
else { Timer.start(); }

}
request_missing() {

unicast (sender, RPA);
h
event Timer.start () {

sleep (Receive_Interval);

}

Figure 4.5. Receiver Algorithm

In this schemelV’ corresponds to the transmission window of SR. The reason of walit-
ing some time, enough to sefld more packets, is to allow other nodes in the neighborhood
to lose some data, and let the sender to retransmit more number of common packets in one
retransmit state. Using a small@r value will increase the overhead of request packets,
but it will ensure that the early packet losses will be corrected sooner. Hendé,, tfaue
determines how many times the sender will go into the retransmission state. When

1, overhead of request packets will increase but the data buffer will be able to be used by
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the higher level application earlier. Using a gredémwill not change the total number of
retransmitted packets, but it will change the overhead causeeduests But in this case,

the buffer will be available to be used by the application much later.

Another reason for a receiver to make a retransmission request is firing of the receive
timer. If any of the receiver nodes does not receive any packet from its sender within a
certain time interval, it again sends a request packet to its sender. If it does not receive a
response from the sender afterequests, it concludes that the sender is dead and terminates

the session.

The receiver switches back to tRECEIVEstate whenever it receives a data packet
from its sender. If it has no missing packets left, it switches its stadEXNE state and stays

silent unless it is in hybrid mode.

4.2.1. Hybrid Mode

A receiver node goes into hybrid mode after it receives S packets correctly into its
buffer and it starts a new session for the further hop. In this mode, it continues to place
received data into its data buffer. Also, it begins to send the packets it has received so
far. This mechanism allows the nodes to start new sessions earlier and eventually time to

complete decreases for the whole topology.

In hybrid mode, the node will behave as both a sender and a receiver (ie. it can collect
requests while it is sending its own request to its sender). It will have two internal states and
both algorithms will run concurrently. In wireless sensors network devices, this concurrency
can easily be achieved by using task calls and by maintaining multiple timers. In this mode,

the nodes will keep both an RPA and an SPA and they will maintain them in parallel.
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5. ANALYTICAL MODEL

In this chapter, ONE is analyzed in terms of total number of packets sent in the network
and the completion time of all neighborhoods until all the nodes successfully receive all the

packets in the session.

The symbols that are used to represent equations are:

K — Data buffer size as number of packets.

n — The number of immediate receivers.

p — Packet loss probability

W — Number of packets which are expected to be transmitted /ftgracket is lost.
S — Number of packets required to receive before entering to hybrid mode

tq — Packet transmission interval (time)

t. — Request collection time

Each of K packets to be sent, has a probabitityf being lost. This loss comes from the
channel characteristics of the wireless medium an it is assumed to be constant and same for
each packet. As itis explained in Chapter 4, the only response that a receiver node generates
is a request (NACK), and is sent some while after the first packet loss encountered after the
beginning or a retransmission repeat. First packet loss on any receiver can be defined with
a random variablé, which comes from geometric distribution. The receiver which has lost
the k' packet, waits for sender to transmiift more packets to make a missing request. If

packet transmission takésime units, then this waiting time will b8 x ¢ time units.

The collisions are not taken into account for this methodology. Since data packet
transmission is one way in a neighborhood, the packets from sender to receiver nodes will
less likely to collide. Though, the request packets of receivers nodes can collide. If a collision
occurs in requests, the node of which packet is collided can either receive its required packets
during the sender’s retransmission, or it can send another requestaitéeamount of time.

This latency in the request does not effect the overall completion time since many requests
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are made within a session.

The model for the algorithm is created in terms of the total number of packets that the
sender transmits in a session. First, one-to-one single-hop analysis is stated. This analysis
show how do a sender and a receiver behave on the simplest scheme. Later, the analysis is

extended to one-to-n single-hop transmission case.

5.1. Single-hop One-to-One Analysis

Figure 5.1 illustrates how the receiver and the sender transmit their packets and respond

to them. % is the order of packet, which gets lost after 1 successful transmissions. This

Sender Receiver
( Packet 1
k packets Packet 2
snt | T—»
[}
Packet k :
O e .
r Packet k+1 X
Packet k+2
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sent Y |
Packet k+w :
L

Packet k

Packet k+a*
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T

Packet k+w+2

T
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Figure 5.1. One-to-One transmission (a* is the index of lost packets within w)

is the case o6Geometric Distribution The Expected valuef the random variablé is;
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Elk] = Zip(l —p) = ]19 (5.1)

Until the first request is made, at ledsfk| + W packets will be sent. And the channel
characteristics will apply on these packets, too. Of those packets, some of them are expected
to be lost. The number of lost packets is defined as a random vafiabid it is expected to

be:

E[L] = p(E[K] + W)

o)

=1+pW (5.2)

This is also the number of the packets that need to be retransmittiéthe sender switches

back to transmit state. If those were not lost, for the next retransmission, there would be

Ek|+W =-4+W
p
packets less to send. But+ pw packets will needed to be resent. The random variable
X; is defined as the successfully transmitted packejé/imepeat of transmit sate. In total,

remaining packets will b&l; less. Expected value of; is;

ElX,) = ((Z% + W) 1+ pW)) (5.3)

This value is calledy.

Each time a request is sent while the actual data is being transmitted, sender changes
behavior to collect requests and to resend missing data. So; consider this event can be con-

sidered to be periodic and endsmat" repeat. For each repeat , the number of remaining
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packets will be:

Repeat : K
Repeab : K-«

Repeat : K -2«

Repeatn : K—(m-1)a=0

To send allK” packetsyn repeats of retransmissions are requin@dcan be derived as:

K—(m—-1)a=0 then;

K
m=—+1

(6]

o +1

m =

(L+W)—(1+pW)

K

m = b 1 (5.4)

The request and notification packets causes an overligad éddition to the retrans-
mitted packetsO is bound to the number of retransmission repeats and the number of nodes
in the session. For receivers and one sendém — 1) x (n + 1) packets will be sent as
requests and notifications. And for all overhead packets, loss probabifityilifstill apply

due to the channel characteristics. Hence, expected value of overhead becomes:

E0]=1-p)x(m—1)x (n+1)

=(1-p)x <(1—p)}((1p+pW) +1—1> X (n+1)
~ Kp(n+1)
=W (5:5)

Here, there aren — 1 number of lost packet retransmissions are made because there
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are no packets lost in the'" repeat in order to complete the session.

Apart from those retransmitted packets, there are Ktipackets that need to be sent.
So, using (5.2) and (5.4) the random variabecan be defined as the total number of sent

packets and”[N| can be derived as follows:

E[N]=K+ (m—1) x E[L] + E[O]

Kp
(I=p)(A+pW

E[N]:K+< w)

)+1—1) ><(1+pW)+< L4 W

K Kp(n+1)
_(1—p)+ LW (5.6)

5.2. Single-hop One-to-n Analysis

The sender does not care about the number of the receivers. It only reacts on a request.
So, in a one-to-n neighborhood, all the receivers can be considered as a single major receiver,
which has a different probability of packet loss. The behavior of the algorithm in this case is
illustrated in Figure 5.2 To extend the above analysis to one-to-n transmission, the probability
of the very first packet which gets lost must be considered. Eachreteivers can lose a
packet with a probability op. Although a single trial is taken for sending one packet, the
probability of it's being lost for different receivers will be independent. So, the probability
of one packet to get lost when it is sentriaeceivers must be calculated. To consider a
packet as lost, having one node losing it is sufficient. The case of haviegstone node
that loses a packet is the complement case of having all nodes receive a packet successfully.
The probability of one packet to get successfully transmitted to all the nodes in the network

is (1 — p)"; hence the probability of having at least one node which loses that packet is:

pP=1-01-p" (5.7)

So,p’ is the probability of packet loss ione-to-nscheme.
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Figure 5.2. One-to-n transmission (a* is the index of lost packets within w)

In order to extend the one-to-one analysis to one-to-n, replactngy’ is sufficient.
A random variable N, is defined as the total number of sent packets, including iniial
packets. SoE[N'] is;

K Kp'(n+1)
(1-p) 14 p'W

E[N'] = (5.8)

5.3. Multi-hop One-to-n analysis

Most wireless sensor network applications are designed in multihop topologies and the
transmissions will travel several neighborhoods away from the sink. In Figure 5.3, sessions
are shown by, to s,. The dotted circles represent neighborhoods, which have a separate

session within and small circles represent the nodes. The dark grey node is the sink node
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Figure 5.3. Multi-hop one-to-n topology

which initiates the first session. Light gray nodes are the senders of their neighborhood
and the arrows show the direction of the data transmission. Notice, sessiand s; are
expected to occur simultaneously. Each session will have its own retransmission states and
they are less likely to intersect since the nodes chose the first data sending node as their
senders and direct their requests to that node only. In such a topology, the number of total

sent packets are independent for each session. That is, the sym-0k; ands,.

For simplicity, each session can be considered having the same number of reggivers(
with a constant packet loss rate jaf Since each packet transmission is independent from
another, for constant size of data buffer the same expected value of total sent packets will be
found. In such a multi-hop topology, the total number of sent packets (random vakidple

is given in Equation 5.9 whereis the number of sessions.

)y - K Kp'(n+1)
IV ZE Z((l—p’)Jr 1+ p'W ) 5.9)

=1

5.4. Time Analysis

To analyze time in a multi-hop network, the time to complete a session is calculated.

That is the time, when there are no receivers left in a neighborhood with missing packets in
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its data buffer.

Both packet receive and transmit delays are consideregtmse units and processing
of incoming packets in a wireless sensor device takes negligibly short time. The transmission
time is distinguished from the request collection time, which may take different time units.
The notification and request packets are transmitted within the sender’s request collection
interval, which is defined as. Since random variables are functions, the total number of
program packets can be defined by the functfp(¥<, 17') and number of retransmission
repeats byf,,(K, W). The time to transmit request and notification packets is not bound to
their quantity because they all transmitted at once within a request collection time period of

the sender. So, it is bound to the number of retransmission repeats, which is

K, W) —1=m—1 (5.10)

So, the random variabl€ is defined as the time to complete a one-to-n session. (de-

fined by Equation5.4).

T = fo(K,W)tg + (f (K, W) = 1)t. (5.11)
L OS O e
4o
Lo iO )
1ot

Figure 5.4. 1-hop neighborhood

In Figure 5.4, the gray colored node is the sender and the rest are receivers. The
circles and the arches represent connectivities. For this topology, the expected value of time
to complete is given in Equation 5.12, wheyeis the packet loss probability in one-to-n

scheme.
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=t (1 f{p’>> e ((1 +p’1}4(/])?;1 —p’)) 612

For multi-hop time analysis, the time to start forwarding (which is bound)tas
important. The random variablE is defined as the time to complete is the completion time
of the session in the last hop neighborhood, plus that session’s start time. In Figure 5.5,
the dark gray colored node is the sink node which initiates the first session. Light gray
colored nodes are the senders for next hops. The arrows coming out of nodes represent
further sessions. In this topology, the start time of the right-most neighborhood is the sum of
completion time of the last hop (which is Equation 5.11) and the previous two hops’ session

start times. This equation is given in Equation 5.13.

t=f(K W)x t

Bt B

|

t=0 t=F(SW)xt t=F(SW)xt

Figure 5.5. Timing diagram of 3-hop one-to-n transmission

T = £, (S, W) X ta+ (ful S, W) = 1) x £,
+ fp(s’ W) X tqg+ (fm(S7 W) - 1) X T
+ f(K, W) X tg+ (f (G W) — 1) X ¢, (5.13)
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The random variabl&” is defined as the completion time of the session in the furthermost
hop from the sink. Defining as the maximum hop number in a topology and using constant
S andWW values, the total time required to transmit a buffer completely can be generalized

as in Equation 5.14.

h—1

T = (fp(S, W) X ta+ (fm(S, W) = 1) x L)

=1

+ [o(K, W) X tg+ (f (K, W) — 1) X £, (5.14)

And hence, its expected value is;

s Sy
E[T) = t t
T ;(1—pfd+<1+pfw><1—pf> )
Ky

K
g 4 t.
FET A+ p W) (1 - p)

1—p

The following charts have been created by using&h&”| and £[1”] calculations with
varying buffer size and hop counts. In calculations, the following values are Hsed30,
W =40,n = 10, p = 0.3, t; = 20 andt,. = 20.
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25000 /
20000 /

== Packets

15000 ¢
(p=0.3,5=30,W=40)
10000

5000

Packets

40 50 60 70 80 90 100

K

Figure 5.6. Effect of buffer sizé() to total transmissions in 10-hop topology

Figure 5.6 shows how buffer size affects the algorithm in a 10-kop0t° + 1 nodes)
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topology. It affects the total number of sent packets directly proportional. The effect of
increasing number of neighborhood to the total number of transmissions is shown in Fig-
ure 5.7.

Total Packets Sent

40000
35000 L

30000 /
25000 /

20000

/ —&o— Packets

15000 / (p=0.3,5=30,W=40)
10000 /

5000 r g

Pakcets

1 2 3 4 5 6 7 8 9 10
Number of Hops

Figure 5.7. Effect of neighborhood-cousitfo total transmissions in 10-hop topology

Time To Complete
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20000
10000
0
40 50 60 70 80 90 100
K

Figure 5.8. Effect of buffer sizé() to time in 10-hop topology

Time to complete increases linearly as the buffer to be transmitted is increased as

shown in Figure 5.8.
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Figure 5.9. Effect of hop-countj to time in 10-hop topology

Figure 5.9 points to the strongest feature of ONE. As the number of hops increase
linearly, the time to complete increases too. However, the increase in time to complete is

much slower than that of hop-count.



57

6. SIMULATIONS AND EXPERIMENTS

In order to observe the behavior of ONE, first, a Monte Carlo simulation is developed.
This simulation is used to see how do the window parameters affect the performance of ONE
in a large scale 2-hop neighborhood. The observations taken from the Monte Carlo simula-
tion has helped to choose the b&standS values for given buffer size, and later they have
been used in OmNet++ tests. The OmNet++ simulator is used with Mobility Framework
Extension which supports wireless channel models [10]. The implemented OmNet++ simu-
lation has helped to observe the behavior of the algorithm under varying parameters and the

results have been compared with the performances of PSFQ and SRM [11].

6.1. Simulation Environment;: OmNet++

OMNeT++ is a discrete event simulation environment. Its primary application area is
the simulation of communication networks, but because of its generic and flexible architec-
ture, is successfully used in other areas like the simulation of complex IT systems, queueing

networks or hardware architectures as well.

OMNeT++ provides a component architecture for models. Components (modules)
are programmed in C++, then assembled into larger components and models using a high-
level language (NED). Reusability of models comes for free. OMNeT++ has extensive GUI
support, and due to its modular architecture, the simulation kernel (and models) can be em-

bedded easily into your applications.

Although OMNeT++ is not a network simulator itself, it is currently gaining wide-
spread popularity as a network simulation platform in the scientific community as well as in

industrial settings, and building up a large user community.
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6.1.1. Mobility Framework

The framework consists of an architecture for mobility support and dynamic connec-
tion management, a model of a mobile node in OMNeT++ and a specification of the internal
structure. Also, a library of standard modules for the lower layers of the ISO/OSI protocol
stack is provided. Mobility framework is suited for ad hoc networks as well as for access

point-based networks. The design of Mobility Framework suffices the following items:

e Usability: Even the most highly performing and flexible software will not be deployed
if the users struggle to put it to work. To keep the integration effort low, simple inter-
faces are created and a programming reference and design guide are provided. To en-
able rapid prototyping of higher layer protocols, standard modules for the lower layers
of the protocol stack and exemplary network models are also created. Doxygen [18] is
used for documentation of the code and design concepts and users are advised to do so
with own extensions to the framework.

e Extensibility: No matter how thorough the design and how voluminous the imple-
mentation, there will always be problems where the final user will need to adapt the
software to his own needs. Therefore, the Mobility Framework is designed so that
new submodules can be easily derived from existing ones or created from scratch and
integrated into the system just like the original ones.

e Performance and Scalability: Simulations of mobile networks often involve hun-
dreds of nodes (sensor networks for instance) and millions of events to complete. A
key design factor in the Mobility Framework is that execution time is reasonable and

memory requirements do not grow faster than the simulated network.

In Figure 6.1, a snapshot of an ad hoc network simulation using the mobility framework

is shown.
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Figure 6.1. Snapshot of an ad hoc network simulation using the mobility framework

6.2. Methodology

The notations that are used for protocol parameters are;

Buffer size )

Node density#) = Number of immediate receivers

Packet loss probabilityp]

Retransmission windowX’)

Sub-buffer size to start next hop sessio (

Using the simulations, the impact of various parameters in "time to complete” and
"total packets sent” a session i.e. sending the full buffer to all the nodes in a netwark of
nodes is studied. Later, the performanc®©ME has been compared with that of PSFQ and

SRM is compared in terms of "average delivery ratio”.



60

6.3. Experiments and Results

Before testing the proposed algorithm on OmNet++, a Monte Carlo simulation is im-
plemented to observe how window parametéis énd S) affect the performance of the
algorithm for their various values. Using this Monte Carlo simulation, first, a two-hop net-
work is built, where there is one sink and each node has 10 neighbors, which results in a
111 nodes network including the sink node. The topology diagram is shown in Figure 6.2.
The dark grey node is the sink and initiates the first session for 100 packets data. The light
grey nodes are the receivers of the first session and the senders of the second hop sessions.
All second hop sessions occur simultaneously. The simulation was run with setting the pro-
tocol parameters tp = 0.5, K = 100,n = 110 and the results obtained are shown in the

following graphs (Figure 6.3).

oo o' oo ‘0o i0'0}jo0iio0! | o' oo oo':,
100[00:{00;{{00; {00{{00ii00} {00;i00i{i00]
100} oo oo oo 100/i00/i00; | oo- oo oo;
100/i0 0/ 100/ 100/ 100100/ 100/ 00/ {00100/
o o o o o o o o 00 00 00 o o o o 0 ox’

Figure 6.2. The sample test topology of 111 Nodes in a two-hop 1-to-10 network

Since each packet transmission is an independent event, the total number of data pack-
ets transmitted cannot be changed in a session , and in the whole topology. However, by
defining theS and W parameters, the time to complete a multi-hop topology can change
with a cost of overhead (which is the packets that are sent during the request collection
state). The Figure 6.3 shows the behavior of the algorithm with vargimond W para-
meters. The Time chart of the figure shows that using a smélieith a smallll" can
decrease the time to complete, but it causes more overlfeand 1V parameters need to
be set experimentally by using the channel characteristics and the application requirements.

For a time-critic application, smalléi” must be set, while greaté¥” should be used for
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Figure 6.3. Effect of S and W over total sent packets and time to complete in a two hop

1-to-10 topology

energy-critic applications.

To understand the affect of channel characteristics on various topologies, the simula-
tion is carried to OmNet++ environment. For samplisgand IV are set toS = 30 and
W = 40 for the scalability tests (Figure 6.4). Different sizes of networks of 4, 16, 36, 64,
100 nodes with square grid topologies are constructed. For example, in 64 nodes topology,
nodes are located on an 8x8 grid and the horizontally or vertically furthermost node is 8 hops

away from the sink.

Figure 6.4 shows us that even when the number of nodes grows exponentially with
increasing hop count, the time-to-complete grows logarithmically which is very beneficial.
In these tests, the channel model of the simulation was used with the carrier Frequency of
868e+6 Hz, signal attenuation threshold of -110 dBm, path loss alpha of 3.5. The packets are
transmitted with 100 bps bitrate and each bit has a loss probability of 5e-3. The transmission

power is set to ImW which is typical to wireless sensor nodes. In the tests, nodes are placed
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Figure 6.4. Time to complete under various network sizes.

so that each node can transmit to just one other node horizontally or vertically in each way.

Figure 6.5 and Figure 6.6 show how ONE behaves on different grid topologies with
same network size. 6, 9, 12 and 18 hop grid topologies of 36 nodes are built. The results
show that ONE is topology resilient, i.e. increasing hop count only slightly increases total

transmissions and time to complete.

Sent
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6x6 4x9 3x12 2x18
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Figure 6.5. Total sent packets under various topologies of 36 nodes.

In order to see the scalability of ONE, single hop topologies of 16, 25, 36, 49, 64,

81 and 100 nodes were tried. The loss probability of the channel is set to 30%. The sink
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Figure 6.6. Time to complete under various topologies of 36 nodes.

nodes begun transmission of a 100 packets data buffer with 20ms intervals between each

transmission.The results are shown in Figures 6.7 and 6.8.
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Figure 6.7. Scalability of ONE in single-hop topologies in terms of time to complete.

Still, although the number of nodes exponentially increase, the time to complete in-
creases logarithmically with the increasing scales of node numbers. The trendline on the

graph shows the tendency of the results.

In terms of total number of packets sent within the network, ONE is still beneficial,

since it increases linearly.
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Figure 6.8. Scalability of ONE in single-hop topologies in terms of total packets sent.

To compare ONE with PSFQ and SRM, the same parameters in the simulation are set
and the same tests were performed with exactly the exact same topology of 13 nodes. In
Figure 6.9 the connectivity of the nodes in the topology is shown. The grey node (node
0) is the initiator of the transmission. The dashed circles represent sample transmission
ranges. The algorithm terminates then all 13 nodes receive the buffer completely. The data
buffer size is used 50 packets, as it was used in PSFQ. Differently, to be more realistic
about wireless sensor networks, those packets are broadcasted in 20ms intervals, while PSFQ
was experimented with 10ms intervals. That means, the injection speed of the packets is
twice slower than that of PSFQ. Although ONE completes much earlier than both PSFQ and
SRM, the simulation was run for 100 seconds, since it is the amount of time that those two
algorithms were run for. Figure 6.10 shows that by the end of the simulation, all nodes could

receive the packets with 100% success rate, while the others still have missing ones.

6.4. Summary

ONE defines two new parameters on buffer managem&randsS. In order see to how
do these parameters affect the transmission cost and the time to complete a session, a Monte
Carlo simulation is implemented. This simulation is run in a two-hop 1-to-10 (111 nodes)
topology. The results have shown that the time to complete can be reduced by setting these

parameters to very low values. However, the gain from time has revealed the cost of total
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Figure 6.9. 12 hop topology of 13 nodes
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Figure 6.10. Comparison with PSFQ and SRM algorithms under different packet error rates.

packets sent into the network. The increase in the transmissions is caused by the overhead
of the control packets (requests and notifications). The obtained results have also shown the
need to careful selection of these parameters will be very beneficial depending on the type

of the task of the sensor network, which can be either time-critical or energy-critical.



66

The results of the OmNet++ simulations have supported the results gained from the
Monte Carlo simulation, by indicating the similar behavior of the algorithm. The simula-
tions have shown the affect of the channel on the performance of ONE. For the last step,
ONE has been compared to PSFQ and SRM. PSFQ was chosen since it is a representative
work in the sink-to-sensors data transmission in WSNs. The results have revealed that ONE
performs significantly better than those algorithms in terms of time, which was measured as

the average delivery ratio.
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7. CONCLUSIONS AND FUTURE WORK

Wireless sensor networks typically consist of a large number of nodes cooperating
together and/or with other devices in order to accomplish a common task. The nodes within

these networks are typically very resource poor devices.

Such devices require careful programming in order to meet their resource constraints,
especially battery limitations. The algorithms running on them must be designed to perform

the operations as fast as possible while consuming the minimum level of energy.

In wireless sensor networks, nodes may often require reprogramming or retasking.
Both empirical studies and simulations show that, many of the data in a mass transmission
get lost due to channel characteristics. These losses are bound to the quality of the hardware
used on them. Since high cost and high capacity radio interfaces cannot be used on most of

them, this problem must be handled with the effective software protocols.

The proposed error recovery scheme provides reliable data transfer in low capable
wireless sensor networks. It uses the application level buffer directly by keeping bit arrays
to store send and receive position indexes which gives a cross-layer behavior and hence it is

very compatible with any type of high level application.

The performance of the scheme for one-to-n communication in single-hop and multi-
hop clusters have been examined in terms of time to complete, total packets sent and average
delivery ratio. Two new parameterS,andV, are introduced which effectively reduce the
time to complete the whole bulk transmission while keeping the total number of transmis-
sions as low as possible. These window parameters are meant to be set depending on the
channel characteristics and application requirements, hence ONE becomes an adaptive solu-
tion. The results of the experiments have revealed that a significant amount of decrease in
the time to complete in comparison to PSFQ and SRM is gained. It is also shown that ONE

is topology resilient and highly scalable.
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As for the future work, the algorithm will be improved in order to have a cooperation
among the receivers. The receiver algorithm will be modified so that they will detect the lost
packets of their neighbors by looking at their requests. If a receiver neighbor have received
that packet already, it will transmit that packet to that specific node. This improvement will
help distributing the energy consumption more fairly within the network. Also, since the
transmission will not be interrupted at the sender’s side, the algorithm will complete faster
than it is at the moment. The cooperation improvement in the algorithm will bring the need

of extending the analytical model.

In the analysis of the algorithm, the packet loss probabilijyirf the channel is con-
sidered to have the same affect in all neighborhoods and for all nodes. In real environments,
this consideration will not be very realistic. Different neighborhoods, and even different
nodes in a neighborhood will have different packet loss probability from one another node.
This fact rises up the need of self-configuration of the window paraméteesmd S. The
algorithm will be extended in order to let the nodes calculate their loss ratios, and they will
be able to chose their own window parameter values depending on the predefined network
task constraints (i.e. running a time-critical application). This improvement will also bring
the synchronization problem, which needs to be solved, since the requests are made using

theW parameter.
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