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A HARDWARE BASED GUNSHOT SOUND DETECTION SYSTEM
SUMMARY

With the development of semiconductor technology, embedded systems' capacity of
operations also increases day by day. In this way, small-sized devices are able to
perform complex works. As a result, people take advantage of embedded systems in a
wide variety of areas to enhance the life quality of living. As a result of technological
developments, the use of tools that assist law enforcement officers in crime detection
Is also increasing. Available gunshot detection systems mainly focuses on preventing
illegal hunting, decreasing crime rates in public space, and detecting gunshot direction
in battlefield areas. When the literature is examined, it is seen that machine learning
methods are used in the studies used in gunshot sound detection. However, the number
of hardware-based systems used in gunshot sound detection is quite a few and mostly

simple methods such as cross-correlation threshold, edge detection are implemented.

In this work, it is aimed to realize a gunshot sound detection system on hardware. In
this context, it is aimed to select the system that uses the advantages of machine
learning methods and is the most suitable for implementation on the hardware. When
the literature is examined, it has been observed that the mel coefficients, signal energy
and zero crossing properties perform well in determining the gunshot sound. For this
reason, the mentioned features were obtained from the audio signal and used in k-
nearest neighbors (k-NN) and support vector machines (SVM) classification
algorithms. An accuracy rate of 96.1538% was obtained with the k-NN classifier and
91.3462% with the SVM classifier. Within the framework of the results, k-NN

classifier was selected for hardware implementation.

Gunshot sounds were obtained from the Still North Media firearm sound effects
library, while other sounds such as bark, bird sounds, footsteps were collected from
online web pages. In the simulations, in order to obtain accuracy rates in classifying

gunshot sounds, 104 tests and 389 training sounds were selected to create the data set.

Implementation of the simulated system on the hardware was done using Matlab
Simulink System Generator application. The test dataset features were obtained by
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simulation and used in hardware implementation. The sound used for the test is given
to the system implemented on hardware, mel coefficients, energy and zero transition
properties are obtained and by using the k-NN classifier, it is determined which class
the sound belongs to. Since the same method is used with simulation, the accuracy

rates obtained in simulation are also valid for hardware implementation.
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DONANIM TABANLI SiLAH SESi TESPIT SISTEMi

OZET

Yariiletken teknolojisinin gelisimi ile beraber gdmulu sistemlerin islem yapabilme
kapasiteleri de artmaktadir. Boylece kigik boyutlu cihazlar, daha biiyiik ¢apta isler
yapilabilir hale gelmektedir. Insanlar yasam kalitelerini artirmak igin birgok farkli

alanda gomiilii sistemlerden faydalanmaktadirlar.

Teknolojik gelismelerin bir sonucu olarak sug tespitinde kolluk kuvvetlerine yardimci
olan araglarin kullanimi da artmaktadir. Mevcut silah sesi tespit sistemleri genel olarak
yasadig1 avlanma tespiti, kamusal alanda yasanan sug¢ oranlarini diisiirme ve savas
alanlarinda silah sesinin yoOniinii tespit etme amagl kullanilmaktadir. Literatir
incelendiginde silah sesi tespitinde kullanilan ¢alismalarin genelinde, makine
ogrenmesi yontemlerinin kullanildigi goriilmektedir. Ancak silah sesi tespitinde
kullanilan donanim tabanli sistemlerin sayisi oldukca azdir ve genellikle Garpaz

korelasyon ve kenar tespiti gibi basit yontemler icin kullanmaktadir.

Bu caligmada, silah sesi tespit sisteminin donanim iizerinde gerceklestirilmesi
hedeflenmektedir. Bu kapsamda, makine Ogrenmesi yoOntemlerinin avantajlarini
kullanan ve donanim iizerinde gerceklemeye en uygun sistemin seg¢ilmesi
amaglanmugtir. Literatiir incelendiginde mel katsayilari, sinyal enerjisi ve sifir gegisi
oOzelliklerinin silah sesini tespitinde iyi bir performans gosterdikleri gozlemlenmistir.
Bu sebeple, bahsedilen 6zellikler ses sinyalinden elde edilerek k-en yakin komsuluk
(k-NN) ve destek vektor makineleri (DVM) siniflandirma algortimalarinda
kullanilmustir. k-NN sinifilandiricist ile %96.1538, SVM simiflandiricisi ile %91.3462
dogruluk orani elde edilmistir. Sonugclar gergevesinde donanim ile gergekleme igin

k-NN siniflandiricist segilmistir.

Silah sesleri Still North Media atesli silah ses efektleri kitiiphanesinden elde
edilmistir, havlama, kus sesleri, ayak sesleri gibi diger sesler ise cevrimigi web
sayfalarindan toplanmistir. Simiilasyonlarda, atesli silah seslerini siiflandirmada
dogruluk oranlar1 elde etmek icin, veri setini olusturmak iizere 104 test ve 389 egitim

seti secilmistir.

XXiii



Benzetimi yapilan sistemin donanim iizerinde gergeklenmesi Matlab Simulink System
Generator uygulamasi kullanilarak yapilmistir. Siniflandirma  veritabanina ait
Ozellikler simulasyon ile elde edilerek, donanim gergeklemesinde de kullanilmastir.
Test i¢in kullanilan ses, donanim {izerinde kurulan sisteme verilerek mel katsayilari,
enerji ve sifir gegisi 6zellikleri elde edilir ve K-NN simiflandiricisi kullanilarak, sesin
hangi sinifa ait oldugu bulunur. Benzetim ile ayn1 yontem kullanildigi i¢in benzetimde

elde edilen dogruluk oranlar1 donanim gerceklemesi i¢in de gecerlidir.
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1. INTRODUCTION

With technological developments, smart systems have been increasing and machine
learning applications help human beings to make life easier. Numerous automated

systems are available, from the entertainment industry to healthcare services.

Technological developments in the last century have also affected the defense industry
in a way that countries with better defense technology are called “powerful countries”.
Automated defence systems such as gunfire incident detectors that detect the gun

sound and inform related people are used widely.

Detecting a gunshot fire location on battlefields can be significantly important to
prevent the counterattack. Also, in civilian life gunfire detectors can save lives and
assist law enforcement officers to locate offenders. According to researches, there have
been approximately 10,000 murders committed yearly in the USA with handguns [1].
Authorities can reduce murder rates using gunshot detection systems. In 2015, gunshot
detectors were set up in San Francisco. Therefore, homicide rates decreased by 34.6

percent in comparison to 2015 [2].

Moreover, gunshot sound detection systems are used in civilian applications. The
systems are widely impelented to prevent illegal hunting. Controlling illegal hunting
can be challenging due to big and rugged rainforests. Detectors warn officers about
illegal hunting and assist them to save animals. Morever, low power consumption and
high connect ability (GPRS, GPS, etc..) are the highest demands for systems which are
used in rainforests [3].

Besides, the ShotSpotter system is utilized to prevent fish bombing in Malaysia [4].

Field Programmable Gate Array (FPGA)s are widely used in military applications to

provide security and speed conditions.
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1.1 Literature Overview

1.1.1 Commercial systems

Gunshot detector and locator systems are commonly used by authorities to prevent

crime.

The most known commercial gunshot locator is ShotSpotter which aims to decrease
crime rates in the cities and on the campuses [5]. ShotSpotter co-uses multiple acoustic
sensors placed on several buildings to detect gunshot location. Time of arrival to

acoustic sensors are utilized to predict gunshot firing point.

Other commercial gunshot detectors and locators are Boomerang 111 and Boomerang
Warrior X were developed by Raytheon Technologies. Boomerang Il gunshot
locators are mounted on Army of USA vehicles to locate gun firing directions [6].
However, Boomerang |11 systems cannot be carried by soldiers because of their large
size and weight. To solve this mobility problem, Boomerang Warrior X has been
developed. According to Raytheon, Boomerang Warrior X provides the same features

with Boomerang I11 but extremely smaller and lighter than Boomerang 111 [7].

There is no available detailed information about the working mechanism of

commercial gunshot sound detection systems because of security reasons.

1.1.2 Gunshot sound detection methods

Since the beginning of World War 1, researchers have been trying to discover the

fastest and the most accurate way of gunshot sound detection.

In 2007, a scream and gunshot sound detection and localization system was proposed
by Valenzise G. et al. The system extracts 50 features which include zero-crossing
rate, 30 mel frequency cepstral coefficients (MFCCs) and the spectral slope from the
sound signal. Sounds were categorized using the gaussian mixture model (GMM)
classifier and a detection rate of %93 is achieved. In this classification, gunshot sounds
were taken from movies but scream and noise sounds were recorded [8]. However, the

size of the dataset was not specified in the paper.

"Shooter localization and weapon classification with soldier-wearable networked
sensors"” was proposed by Volgyesi P. et al. in 2007. The system uses zero-crossing

detection and rising and falling edge detection to identify muzzle blast and shockwave.
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Obtained accuracy rates for detecting the sound of different types of guns vary from
%23 to %100. The accuracy rates were achieved by using 196 gunshot sound signal

samples [9].

In addition, Ahmed T., Uppal M., and Muhammad A. suggested a new technique to
improve the efficiency and reliability of gunshot sound detection systems in 2013. The
system achieved %99.702 true positive rate by implementing linear predictive coding
(LPC) and cross-correlation with a linear SVM classifier. Researchers recorded 332

"gunshot” labeled and 102 "other" labeled sound signals to attain accuracy rates [10].

Besides, in 2015 Kiktova E. et al. designed a system to distinguish gun types using
gunshot sounds. Features such as MFCCs, spectral roll-off and zero-crossing rate were
obtained in this study. After that, a dimensionality reduction technique was
implemented using Min-Redundancy Max-Relevance Mutual Information Base
algorithm. As a result, accuracy rates between %80 and %89 were achieved for
different types of guns.This system is not suitable for hardware implementation due to
the lots of extracted features and the complex dimensionality reduction algorithm.
Researches obtained the sounds from the "Joint Database of Acoustic Events and
background sounds from Technical University of Kosice". 372 training and 43 testing
gunshot sounds were selected to create the dataset [11].

A hardware-based gun-shot sound detection system that takes advantage of the cross-
correlation method was suggested by Tobin J. D., in 2015. The gained accuracy rates
by using the system change from %40 to %93 for different types of guns. Gunshot
sounds were selected from The Free Firearm Sound Effect Library. 280 gunshot
sounds were used in order to obtain the accuracy rates. The system was realized on the
Xilinx Artix-7 XC7A100T FPGA board [12].

Also in 2015, Salazar-Garcia C. et al implemented Quadrature Mirror Third Order 1IR
Cauer Filters to obtain features. Besides, Hidden Markov Model (HMM) was realized
to classify data on Xilinx Artix XC7A100T-CSG324 [13]. However, the accuracy rates

and the used database were not specified in the paper.

Arslan Y. and Gildogan B. compared the accuracy rates using SVM and multilayer
perceptron classifiers in 2015. MFCCs were extracted from sound signals to supply
input to classifiers. As a result, this research proved that SVM demonstrates better

performance with a %94.7 true positive rate comparing to %92.6 true positive rate of
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multilayer perceptron classifier. Gunshot sounds were recorded using 25 microphones
in order to create dataset. Moreover, outsider signals such as traffic, train and plane

sounds were collected from online resources [14].

A microcontroller-based gunshot sound detection system that extracts LPC, energy
and correlation features from a sound signal obtained a %82 true positive rate in 2016.
Researchers recorded more than 50 samples for each category to create their own
database which consists of gunshot and animal sounds [3]. However, the true positive

rate of the system is lower than the true positive rates of the systems mentioned before.

In 2016, a method to weaken the impacts of reverberation was proposed by Shiekh A.
A., Tahir M., and Uppal M.. The system uses blind system identification and
deconvolution to weaken the impacts of reverberation. Features such as MFCC, LPC
and cross-correlation were extracted from sound signals and transmitted to the SVM
classifier. Researchers recorded 332 “gunshot labeled” sounds and 102 “outsider
labeled” sound signals which consist of claps, ticks, and human speech. As a result,

%99 true positive rate was achieved. [15].

Besides, a system that obtains LPC from the sound signal and implements random
forest classifier has proposed by Grama L. and Rusu C. in 2017. 1597 audio signals
which include gunshot, chainsaw, bird, human voice, and tractor sounds were recorded
to create the dataset. Therefore, the system obtained a %95,05 true positive rate for

gunshot sound classification [16].

Khamparia A. et al. attained a %85 accuracy rate using convolutional neural networks
in 2018. ESC-10 and ESC-50 sound databases which were created by Piczak K.J were
used to obtain the accuracy rate. ESC-10 sound library consists of 400 sound signals
which include firecracker, dog barking, rain, baby cry, sneezing, chainsaw and clock
sounds. ESC-50 sound library includes 2000 environmental sound signals from 50
categories [17]. On the other hand, the obtained accuracy rate is lower than comparing
to the systems which implement SVM as a classifier.

Galangque C. M. J. and Guimaldo S. A. introduced a new idea to classify and locate
sounds using artificial neural networks (ANN) in 2019. Two ANN classifiers were
implemented to classify ballistic shockwave and muzzle blast. Researchers created
their own database which includes 864 gunshot and 53 firecracker recordings. The

28



system achieved a %99 accuracy rate to differentiate M16 guns from ambient noise
and firecrackers[18].

1.2 Motivation of the Thesis

Nowadays, high processing capability and low power consumption are the essential
requirements of customer-centered electronic design. Existing gunshot sound
detection systems are generally run on an operating system. Nevertheless, satisfying
low power consumption and high processing capability requirements in this situation
is challenging to accomplish. It is also a desired feature to have the system portable.For

this purpose, a hardware-based gunshot sound detector was proposed.

In the thesis, the mathematical definitions of the utilized features and classifiers are

given in 2nd section.

Besides, the simulation details, achieved results and comparison with other studies that

are not realized on hardware is given in the 3rd section.

Furthermore, the hardware structure, hardware implementation details of the system
and comparison with the existing hardware-based gunshot sound detection systems are

given in the 4th section.
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2. SOUND PROCESSING

A sound signal consists of the sum of sinusoidal signals whose frequencies are between
20 and 20,000 Hz. A mechanical sound wave can be transformed into an electrical
signal using a microphone. Thereafter, appropriate analog or digital signal processing
methods are chosen to process the sound signal. Frequently, an analog signal is filtered
and then transformed into a digital signal. Thus, the digital signal can be processed
using various methods such as machine learning algorithms. Satisfactory accuracy
rates can be achieved in voice recognition applications by using machine learning
algorithms. Therefore, a machine learning algorithm was implemented in this study.

The implementation details are given in this section.

2.1 Features

Features allow researchers to discriminate the characteristics of the signals. Therefore,
combining more than one feature for classification may increase the obtained accuracy
rate. In this research, time and frequency domain features are co-used to achieve higher
accuracy rates.The mathematical definitions of the extracted features are given in

following sections.

2.1.1 Energy

As shown in Egn. 2.1, the energy sum of the sound signal is defined by the sum of

squares of the signal's magnitude [19].

E= Z_DO(IXI)2 (2.1)

2.1.2 Zero-crossing rate

The zero-crossing rate is defined by the number of zero transitions in a frame.
Furthermore, as described in equation 2.2 the zero-crossing rate is formulated as the

sum of the magnitude of the difference of the signs of successive points. The speech
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sound signals can be separated from background noise by checking zero-crossing rates.
The number of zero transitions decreases if there is a speech or meaningful sound in

the environment.
n—-1
ZC = Z 1sgn(x) = sgnCeis)| 2.2)
=

2.1.3 Mel frequency cepstral coefficients

Mel scale representation provides the non-linear human ear perception of the sound.
Satisfying accuracy rates are obtained using mel frequency cepstral coefficients in
speech recognition applications. Extracting steps of MFCCs are shown in Figure 2.1.

Moreover, the mathematical definition of the MFCCs is given below.

Sound Signal

l MFCC Block

Windowing

l

Fast Fourier Transform

I

Filtering

l

Logarithm

I

Discrete Cosine
Transform

Normalization

|

Coefficients

Figure 2.1 : Extracting steps of MFCCs
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2.1.3.1 Windowing input stream

Sound streams are separated into small parts using windowing methods before the
processing step. Different window lengths are chosen for different systems to meet the
application requirements. The sound signal stream is windowed with overlapping
windows to prevent data loss. A sample of overlapping windows is presented in Figure
2.2.

A '
A _ - _ .

Window

" NSNS NSNS\
/X ) X

N

overlap

Figure 2.2 : Overlapping window samples [20]
The window length of 1500 milliseconds was selected to get full characteristics of
gunshot sound signal.
2.1.3.2 Fast Fourier transform

The fast fourier transform of the windowed sound stream is taken to get the frequency
domain representation of the signal [19]. The discrete fourier transform is defined by
the Eqn. 2.3.

N-1
Fljw] = Z flnle~Uem (2.3)
n=0
2.1.3.3 Filtering

Triangular filters are implemented to transform frequency domain representation into

mel scale representation.

Triangular windows are defined by the formula (2.4) [21].
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Where, Fs defines the sampling frequency of the sound signal, N defines the sound

signal length, | defines the filter number and k defines a point on the I-th filter.

The magnitude factor which only depends on to band level is defined by the formula
2.5[21].

0.015 ,1<1 <14

a 2 2 25
! fc(l+1)—fc(l—1)’15SlS48 (2.5)

Center frequencies of the filters are defined by the formula 2.6 [21].

66. 661 1<l <14,

l é{
felll 1073.4(1.0711703)0-19 15 < | < 48 (2.6)

2.1.3.4 Logarithm

The human ear responds to the loudness of sound logarithmically. Therefore, the

logarithm of the filtered data is taken as shown in equation 2.7 [21].
N-1
log( ) Ix[kIh[K]) 27)
k=0

2.1.3.5 Discrete cosine transform

Overlapping triangular filters are preferred to prevent data loss in the filtering step. As
a result, repetitive information comes up in different MFCCs. Therefore, a discrete
cosine transform of the data is taken using the Eqn. 2.8 to remove repetitive data from
the sample [21].
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det (m)=Li, log( SR |x [k [k] Yeos(= (L = 2)) (2.8)

Where, m defines the MFCC coefficient number, | defines the filter number and k

defines a point on the filter.

2.1.3.6 Normalization

MFCCs are obtained by normalizing discrete cosine transform result using the Eqn.
2.9.

ccx(m) £ Bi(m)dct(m) (2.9)

Where the normalization factor B, is defined by the formula (2.10) [21].

\M, m=20
\/T/L, v . (2.10)

Where, L defines the total filter number and m defines the MFCC number.

Bl(m) 2

The Oth MFCC is generally ignored by researchers since it only includes information

about the signal energy [21].

In this study, sound signals are classified using a feature set including energy, zero-
crossing rate and 12 MFCCs. Besides, the features are divided by the highest feature
value that is extracted from the classification dataset. In this way, the feature values

are scaled to have a maximum value of 1 so they can have equal weight.

2.2 Classification Techniques of Sound

Various classification techniques are preferred by the researchers for sound
recognition applications. In existing studies, satisfactory accuracy rates were obtained
for gunshot sound detection using SVM and k-NN classifier. Hence, the obtained
accuracy rates using support vector machines (SVM) and k-nearest neighbors (k-NN)
classifiers were compared in this study. The mathematical background of k-NN and

SVM algorithms are specified following.
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2.2.1 Support vector machines

Support vector machines are supervised, non-probabilistic learning models that are
used for classification or regression. SVM classifier fits a hyperplane to separate
categories. The hyperplane parameters are calculated to separate classes with the
widest gap. The working mechanisms of linear and non-linear support vector machines

are explained in the following section.

2.2.1.1 Linear SVM

Linearly or non-linearly separable classes can be classified using a linear or non-linear
SVM classifier. To satisfy application requirements, soft or hard margin SVMs are

preferred.

Assume that two classes that are labeled as y; = —1 and y; =1 wanted to be

classified. In this case, linear soft margin SVM is defined by the formula (2.11) [22].

wl-x,—b=>0y;,=1

(2.12)
WT-xi—b<0yi =-1
Linear hard margin SVMs are defined by the formula (2.12) [22].
wlhx;—b>1—¢g y;=1,5 =20
(2.12)

wlh-x,—b<-1+¢ y,=—-1¢g =0

Where, ¢; defines the margin gap between classes, w” defines the normal vector to
the hyperplane, x; defines i, feature vector, y; defines the class label and b defines a

constant.

The linear soft margin SVM defines a hyperplane to separate classes in contrast to

linear hard margin SVM which defines two hyperplanes to separate classes.

The visual representation of soft and hard margin hyperplanes is shown in Figure 2.3.
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Figure 2.3 : Linear hard and soft margin SVM [23]

2

margin.
[lwl| g

Blue and yellow hyperplanes define a hard margin SVM classifier with a
Moreover, the red hyperplane identifies a soft margin SVM classifier. The noise
tolerance of soft margin SVM is higher than hard margin SVM.

2.2.1.2 Nonlinear SVM

In some cases, linear SVM is not sufficient to separate categories. In this case, the
kernel trick is applied to data to distinguish non-linearly separable classes. The kernel
trick transforms the feature space in a way that a linear hyperplane can separate the

categories. The visual representation of the kernel trick is given in Figure 2.4.

05

-0.5

Figure 2.4 : Nonlinear SVM [24]
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2.2.1.3 Loss function

To find the hyperplanes that maximize the margin ﬁ : @ must be minimized. “w”

and “b” values that maximize the margin are calculated. Calculated “w” and “b” values

define maximum margin hyperplane for classification.

2.2.2 K-Nearest neighbors (k-NN)

The k-nearest neighbors algorithm is a simple and efficient supervised machine
learning algorithm that is used for classification and regression. All training features
X, X5 e X, where X;) € R™ and the testing feature X € R™ should be given to
the k-NN classifier. Then, k-NN classifier calculates the norm n; = ||X; — X|| where
|I-]| describes a norm on R™. After that, the classifier sorts norms by ascending order

and the smallest “k” norms n4, n,, ..., n; are selected.

The test signal is labeled with the class label which is more in number among the

smallest “k” norms [25]. It is suggested that to choose “k” as an odd number.

In addition, classification time increases proportionally with the training dataset size

because the distances between the test sample and every training sample are calculated.

In Figure 2.5, the purple circle is desired to be classified using 3-nearest neighbors
algorithm. Since two green triangles and one red rectangle obtained as 3-nearest

neighbors of the purple circle, the circle is classified as a green triangle.

L] ~ A

A A
L

Figure 2.5 : kK-NN
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3. GUNSHOT SOUND CHARACTERISTICS

Gunshot sound signals consist of various acoustic components including muzzle blast
and ballistic shockwave. The muzzle blast comes up when heated and rapidly
expanding gases create an acoustic blast. Moreover, if the bullet exceeds the speed of
sound, a supersonic explosion occurs. As a result of the explosion, a ballistic
shockwave is formed [26]. An example of a gunshot sound signal is given in

Figure 3.1.
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Figure 3.1 : Gunshot sound signal characteristics [26]
3.1 Database

104 testing and 389 training sound signals were collected from online sources to create
dataset. Gunshot sound signals were taken from Still North Media firearm sound
effects library [27]. Because, this library is the only free gunshot library which includes

noise-free gunshot sounds . In addition, wind, footsteps, human voice, birds singing
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and dog barks sounds were collected from different online free sound sources. While
the used classification sound signals samples are specified in Table 3.1, testing sound

signals samples are given in Table 3.2.

Table 3.1 : Classification samples

Classification samples
Sound Number of the samples

Gunshot 236
Dog bark 23
Bird singing 36
Footsteps 18
Human voice 28
Metal 28
Environmental Noise 8
Wind 12

389

Table 3.2 : Testing samples

Testing samples
Sound Number of the samples

Gunshot

Barking

Bird singing
Footsteps

Human voice

Metal

Environmental Noise
Wind

w

RPlWoolob b~ wWN

o
N

3.2 Simulations

This section contains the simulation steps and results. The proposed system was
simulated using MATLAB to obtain accuracy rates and check whether the system is
appropriate for hardware implementation. A gunshot sound sample of "Ruger single
six" type was selected, which is shown in Figure 3.2, from the testing dataset to

demonstrate simulation steps. The explanation of the simulation steps is given below.
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Figure 3.2 : Gunshot sound signal
3.2.1 Energy

The first feature extracted from the sound signal is the sum of the signal energy.
As shown in Figure 3.3, the square of the sound signal is calculated to obtain the
energy of it. As shown in Figure 3.3, the calculated square of the sound signal is

used to obtain the energy of it.

0.9 T
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Figure 3.3 : Energy of the sound signal
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3.2.2 Zero-crossing rate

The second feature is the zero-crossing rate of the signal. There are three levels of
zero transitions which are 0,1 and 2 according to Egn. 2.2. As can be seen in Figure

3.4, the zero-crossing rate is lower where the signal has a higher amplitude.

08—
06 —
04 —

02—

Figure 3.4 : Zero cross of the sound signal

3.2.3 MFCC

Generally, 13 MFCCs are preferred by researchers in order to optimally adjust the
trade-off between accuracy rate and implementation complexity [28]. In this
research, 12 MFCCs are obtained from the sound signal to reduce computation

complexity. The extraction steps of the MFCCs are given below.

3.2.3.1 Fast fourier transform

MFCCs are obtained by transforming frequency domain representation of the signal
into Mel scale representation. In this study, sound signals are sampled using 48000-
hertz sampling frequency and 65536-point sound signals were chosen to get the full
characteristic of the gunshot sound signal. Since Xilinx FFT module creates 65536-
points output signal for 65536-points input signal, 65536-points frequency domain
representation is used to obtain MFCCs.
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Figure 3.5 : Frequency representation of the gunshot sound signal

As can be seen in Figure 3.5, the testing gunshot sound signal has a higher amplitude
in lower frequencies. Hence, lower frequency bands are more important to separate the

gunshot sound signals from the other sound signals.

The first 128-points of the frequency representation of the signal are utilized to obtain
Mel scale representation, since transforming 65536-point frequency domain

representation into the Mel scale requires too many hardware resources.

The first 128-points of the FFT is shown in Figure 3.6.
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Figure 3.6 : First 128 samples of fourier transfrom of gunshot sound
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3.

2.3.2 Filtering

The frequency response is filtered with 48 overlapping triangular windows that are

created using the Eqn. 2.4. Since 48-points provides a sufficient representation of the

signal and the calculation complexity is lower than the systems that implement more

filters, 48 filters were chosen for implementation. The designed filters are shown in
Figure 3.7.

10000

9000 —

|
15 20 25 30

Figure 3.7 : 48 triangular filters

As mentioned before, the MFCCs mimics the human ear sound perception behavior.

Since the human ear better distinguishes frequency changes at lower frequencies, the

filters become narrower at lower frequencies. The 48-point Mel scale representation

shown in Figure 3.8 is obtained by summing up the filter outputs.

Figure 3.8 :

20 25 30 35 40 45

Filtered frequency representation
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3.2.3.3 Logarithm

The logarithm of the filtered data is taken using the Eqn. 2.7. The logarithm output is

shown in Figure 3.9.

12 —

i / -
\ \IN \ \ \‘/I‘ “ \ A ~/ e
10 |- | \ “ | | ‘\ / l\ “ R 4
IR
AR
[ [ “ [ ‘\
i . | \I . |
| | | [
| | | L (. |
[ [
T CL L
| “ “ " |‘ | \‘ “ |
| | ‘ | | | ‘\ ‘ “
i CL
o
2 | ‘I | H I‘\‘ |
“ | ‘”‘ |l \|
I
o | [ L L | [ | | | | | J
Figure 3.9 : Logarithm of filter output
Since the human ear hears the loudness level in a logarithmic scale, the logarithm of
the filtered frequency representation is taken.
3.2.3.4 Discrete cosine transform
The discrete cosine transform of the logarithm output is taken using Eqn. 2.8. The
discrete cosine transform output for m=0 is shown in Figure 3.10.
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Figure 3.10 : Discrete cosine transform of the logarithm output
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The features extracted from “Ruger single six” type testing sound sample are shown

in Table 3.3.

Table 3.3 : Features obtained from simulation

Simulation Features
Feature Name Feature Value
Energy 0.0226
Zero-Crossing Rate 0.1107
MFCC 1 0.4714
MFCC 2 0.1001
MFCC 3 0.1796
MFCC5 0.3991
MFCC 5 0.6789
MFCC 6 0.2897
MFCC 7 0.7657
MFCC 8 0.7513
MFCC 9 0.6301
MFCC 10 0.5090
MFCC 11 0.7446
MFCC 12 0.8361

3.3 Classification

3.3.1 Visualization of Training Samples

In this part of the thesis, training features are visualized. The 14-dimensional features
space is visualized using seven 2-dimensional graphs. In the graphs, “gunshot” labeled
sound samples and “other” labeled sounds are shown with the symbols below.

: gun sample
% . other sample

The seven 2-dimensional graphs are explained below.
3.3.1.1 Energy and zero-crossing rate

Energy and zero-crossing rate features obtained from classification samples are shown
in Figure 3.11. As can be seen in the figure, the energy sums of the "gunshot" labeled
sounds are relatively higher than the "other" labeled sounds. Comparing to the zero-
crossing rate, the energy sum of the sound provides better performance for separating

classes.
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Figure 3.11 : Energy and zero cross features of classification dataset

As can be seen in Figure 3.12, not only MFCC 1 but also MFCC2 do not properly

distinguish “gunshot” labeled sound from “other” labeled sounds. However, the use of

MFCC1 and MFCC2 features together provides a better result for classification.

MFCC 2
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Figure 3.12 : MFCC 1 & MFCC 2 features of classification dataset
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3.3.1.3 MFCC 3 & MFCC 4

As shown in Figure 3.13,MFCC 3 provides better performance in terms of separation
classes by comparison with MFCC 4. However, the use of MFCC 3 & MFCC 4

coefficients together provides a better results in terms of accuracy.
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Figure 3.13 : MFCC 3 & MFCC 4 features of classification dataset
3.3.1.4 MFCC 5 & MFCC 6

As illustrated in Figure 3.14, MFCC 5, MFCC 6 and combination of them do not
provide satisfactory results for classification. Since data distribution is nonlinear, a

non-linear classification method can be used to increase the accuracy rate.
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Figure 3.14 : MFCC 5 & MFCC 6 features of classification dataset
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3.3.1.5 MFCC 7 & MFCC 8

MFCC 7 and MFCC 8
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Figure 3.15 : MFCC 7 & MFCC 8 features of classification dataset
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As can be seen in Figure 3.15, the "gunshot" labeled and "other" labeled samples are

overlapped. However, a non-I

inear classifier can be used to separate classes.

3.3.1.6 MFCC 9 & MFCC 10

MFCC 9 and MFCC 10
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Figure 3.16 : MFCC
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9 & MFCC 10 features of classification dataset
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As can be seen in Figure 3.16, "gunshot™ and "other" labeled samples can be classified

using MFCC 9 and MFCC 10

features and a non-linear classifier.
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3.3.1.7 MFCC 11 & MFCC 12

. MFCC 11 and MFCC 12
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Figure 3.17 : MFCC 11 & MFCC 12 features of classification dataset

As indicated in Figure 3.17, "gunshot" and "other" labeled sounds cannot be separated
using a linear classifier. However, a non-linear classifier can be utilized to classify
"gunshot" and "other" labeled sounds using MFCC 11 and MFCC 12 features.

As shown in the figures above, the features used do not give satisfactory results by
themselves to label gunshot sounds. However, using 14 features together to label
gunshot sounds significantly improves accuracy.

3.4 Test Results

The achieved accuracy rates using k-NN and SVM classifiers were compared for
choosing the most appropriate classifier for hardware implementation. The attained

accuracy rates using noiseless and white-noise added test samples are shown below.

3.4.1 k-NN and SVM Comparison

k-NN and SVM are commonly used in machine learning applications. Besides, SVM
classifier is preferred to identify gunshot sounds in a significant number of researches.
Hence, achieved accuracy rates using k-NN and SVM classifiers were compared for

selecting the appropriate classifier.
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Table 3.4 : k-NN accuracy rates table

Truth
0 Gun Other
< Gun 71 2
o Other 2 29
Accuracy | % 96.1538
Table 3.5 : SVM accuracy rates table
Truth
a Gun Other
3 Gun 68 4
Other 5 27
Accuracy | % 91.3462

As shown in Table 3.5 and Table 3.6, a higher accuracy rate was achieved using a k-
NN classifier. Also, it is easier to realize a k-NN classifier on FPGA compared to an
SVM classifier. For this reason, the k-NN classifier was chosen to implement the

system.

3.4.2 Testing data with white noise:

To analyze the behavior of the proposed system against the noise, white noise was
added to test samples and changes in accuracy rate were observed. The attained

accuracy rates are given in following section.
3.4.2.1 100dbm SNR white noise

Table 3.6 : Accuracy rates with 100dbm white noise

Truth
% Gun Other
5] Gun 72 2
Other 1 29
Accuracy | % 97.1154

If noise is added to the test samples, the accuracy rate is expected to decrease. Contrary
to expectations, As indicated in Table 3.6, an increase in accuracy rate was observed
in this case.To investigate this unexpected behavior, that specific "gunshot™" labeled
sample was observed. While classifying a noiseless sample, two "other" labeled
sounds and one "gunshot” labeled sound were obtained as the 3 closest neighbors.
However, there were more "gunshot” labeled samples in 10 nearest neighbors. The
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addition of the white noise changed the sample in a way that 3 nearest neighbors
consist of two "gunshot" labeled sounds and one "other" labeled sound.

3.4.2.2 80dbm SNR white noise

Table 3.7 : Accuracy rates with 80dbm white noise

Truth
2 Gun Other
L Gun 65 2
O Other 8 29
Accuracy | % 90.3846

As demonstrated in Table 3.7, adding 80 dBm white noise to testing samples were not
decrease the accuracy rates significantly. However, the false-negative rate increased
considerably.

3.4.2.3 50dbm SNR white noise

Table 3.8 : Accuracy results with 50dbm white noise

Truth
a Gun Other
3 Gun 41 1
Other 32 30
Accuracy | % 68.2692

As can be seen in Table 3.8, the addition of 50 dBm noise reduced the accuracy rate

and significantly increased the false negative rate.

Addition of the white noise decreases the accuracy rates since mostly frequency-

dependent features are used in this study.

3.5 Comparison with the other works in the literature

In this part of the thesis, the presented studies are compared with the studies not
performed on the hardware in the literature.

A scream and gunshot sound detection and localization system has been proposed by
Valenzise G. et al.. The number of extracted features is high for the system
implemented using limited resources. In addition, the %93 detection rate obtained is
lower than our study. However, since different training and test sets were used in this

study, it is not meaningful to compare with the detection rates in our study. In addition,
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this work uses gunshot sound effects taken from the movies for the classification
dataset [8]. But it is a known fact that they are artificial sounds.

In Ahmed T., Uppal M., and Muhammad A.’s work, the obtained accuracy rates using
LPC, MFCC, and cross-correlation features were compared to reach the system that
achieves the best performance. A %99.702 true positive rate was achieved using LPC
and cross-correlation features together with a linear SVM classifier. However,
%97.321 true positive rate was attained by using MFCCs and a linear SVM classifier
[10]. Although the sound database used is shared in the article, the link is currently
unavailable. Again, the comparison of true positive rates is not appropriate since the

same database is not used in our work.

Besides, MFCC, spectral roll-off, zero-crossing rate and many other features have
been obtained in "gun-type recognition from gunshot audio recordings”. In addition, a
complex dimensionality reduction system was implemented. A maximum accuracy
rate of %89 has been achieved in this system [11]. Comparing to our research, this
system obtains a larger number of features and realizes a complex dimensionality
reduction technique. Hence, the proposed technique is unsuitable to implement on a
limited resourced system . Accuracy rates were not compared to our work since they

use their own records.

Arslan Y. and Giildogan B. compared SVM and multilayer perceptron classifier
performances using MFCC features. And %94.7 true positive rate was achieved by
combining MFCCs and SVM [14]. Since they recorded gunshot sounds to create their
own database, accuracy rates should not be compared with our work. In our work,
k-NN classifier was chosen for the realization of the system because better results were

observed using the k-NN classifier.

Hrabina M. and Sigmund M. proposed a microcontroller-based gunshot sound
detection system. However, the true positive rate of the system which is %82 is lower
than our work [3].

Shiekh A. A., Tahir M., and Uppal M. implemented blind system identification and
deconvolution to reduce the reverberation effect. Features such as MFCCs, LPC, and
cross-correlation were extracted from sound signals and given into the SVM classifier.
As a result, a %99 true positive rate was achieved [15]. Nonetheless, the number of

extracted features is large in number to realize a hardware-based system. Also,
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accuracy rates were not compared since the recorded gunshot database is not
reachable.

In addition, the system proposed by Grama L. and Rusu C. achieved the correct
classification rate of 95.05% for gunshot sound. [16]. However, the classification
technique used is very complex compared to k-NN in terms of its implementation as a
hardware-based system.

In Khamparia A. et al.’s work, the accuracy rate of %85 was attained using CNNSs
[17]. However, the accuracy rate is lower comparing to our study. Besides, CNN is

harder to implement on FPGA comparing to k-NN classifier.

Galangque C. M. J. and Guimaldo S. A.’s work provides a %99 accuracy rate.
However, the system uses two artificial neural network classifiers that are very
complex for hardware-based implementation. Furthermore, the %99 accuracy rate was

achieved only for differentiating M16 guns from ambient noise and fireworks [18].

The researches mentioned in this section have not been implemented on hardware. The
methods used were compared with our studies and it was mentioned whether the

research is suitable for hardware implementation.
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4. REALIZATION OF THE GUNSHOT SOUND DETECTION SYSTEM
USING FPGA

Faster and more secure systems can be realized on FPGAs comparing to the
microprocessors. Moreover, FPGAs provide less development time and fewer
development expenses comparing to ASIC designs. Therefore, it is decided to
implement the system using FPGA. In this section, the implementation steps are

mentioned and the study is compared with other studies that are realized on hardware.

4.1 FPGA

Field programmable gate arrays are designed as re-configurable integrated circuits to
update the design in the field. FPGAs are configured using hardware description
languages (HDLs) which are also used to configure ASIC designs. Thus, FPGAs are
used to test ASIC designs before realization. There are programmable logic blocks and
interconnects in FPGAs. Using them, complex or simple logic functions can be

accomplished.

4.2 System Description and Requirements

The diagram of the system is shown in Figure 4.1.

— Energy

- MFCC KNN

Sound
Reader

Zero-Crossing
Rate

Figure 4.1 : System diagram
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In this study, sound files were read from MATLAB Simulink. After that, a hardware
implementation was made for extracting energy, zero-crossing rate and 12 MFCCs

features.

4.3 Realization with System Generator

The system was implemented on FPGA to satisfy security, high speed and mobility
needs. Matlab System Generator tool was used to realize the system on the Kintex
Ultrascale+ KCU116 Evaluation Platform 1.0.

As demonstrated in Figure 4.2, the system was divided into 4 parts. Energy, zero-
crossing, MFCC and k-NN submodules were created. Training was completed in
MATLAB simulations and obtained training features were transferred into FPGA to

classify sound signal input.

Gone | »! sound
coeff
ﬁgg‘#& — P divide_enable
ﬁgﬁ 1R Energy
coeffi P enable
coeffs d
coeffd > Cog
coeff10 > coefiz
coaffl1 < Cog 43
coeff12 > coeff
coeff13 < coeffa
coeff14 > coeffe
frame _in F— > coeff7
P coeffd
e P coeffid
P coeffil
P sound > 12
coeff2 P coeffi3
I divide_enable » 14
ZeroCross KNN

Figure 4.2 : System generator realization
4.3.1 Sound

First, sound signal is read using Matlab System Generator and given to FPGA.
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Figure 4.3 : Gunshot sound signal
The testing sample used in simulations was transmitted into the System Generator to
realize the system. The testing sample is illustrated in Figure 4.3.
4.3.2 Energy

The sum of the signal energy is calculated using Eqn. 2.1.

Figure 4.4 : Energy sum of the sound

As demonstrated in Figure 4.4, the energy sum of the sound signal is calculated in

65630 clock cycles of the system.
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4.3.3 Zero-crossing rate

The zero-crossing rate of the sound signal is calculated using Eqn. 2.2.

Figure 4.5 : Zero transitions sum of the sound

As can be seen in Figure 4.5, the zero-crossing rate of the signal is calculated in 65630

clock cycles of the system.

4.3.4 MFCC

In this part of the thesis, extracting steps of MFCC features are specified.

4.3.4.1 FFT

65536-point FFT of the sound signal is taken using Xilinx FFT Block. The magnitude
of the obtained FFT result using FPGA is different compared to the attained FFT result
in simulations. Hence, the FFT result values were scaled to have values between 0 and

1. The frequency domain representation of the signal is shown in Figure 4.6.

58



Figure 4.6 : Frequency domain representation of the sound

Only the first 128-points of the frequency representation of the signal are used to
calculate MFCCs. The first 128 points of the FFT signal is shown in Figure 4.7.

%
I

!

Ha,ﬂf

Figure 4.7 : First 128 points of FFT

As shown in Figure 4.8, the difference of the first 128 points of FFTs obtained in
simulations and using FPGA is negligible.
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Figure 4.8 : The difference of FFTs
4.3.4.2 Filtering

Frequency representation of the signal is filtered using 48 triangular filters and 48-

points Mel spectrum is obtained as demonstrated in Figure 4.9.

; I

Figure 4.9 : Filter output

4.3.4.3 Logarithm

Logarithm of filtered data is taken using Egn. 2.7. Besides, the logarithm is shown in
Figure 4.10.
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Figure 4.10 : Logarithm of filter output
4.3.4.4 Discrete cosine transform

The discrete cosine transform of the logarithm output is taken using Egn. 2.8.

Furthermore, the sum of the discrete cosine transform output is shown in Figure 4.11.

Figure 4.11 : Sum of discrete cosine transform

The obtained features is shown in Table 4.1.
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Table 4.1 : Features obtained from FPGA realization

Features
Feature Name Feature Value
Energy 0.02262
Zero Cross 0.1107
MFCC 1 0.4722
MFCC 2 0.09931
MFCC 3 0.1791
MFCC 5 0.3998
MFCC 5 0.6788
MFCC 6 0.2891
MFCC 7 0.7658
MFCC 8 0.7518
MFCC 9 0.6304
MFCC 10 0.5082
MFCC 11 0.7440
MFCC 12 0.8355

The difference between the features obtained on FPGA and the features obtained with
simulations results from precision differences. The difference of features resulting
from presicion differences are shown in Table 4.2.

Table 4.2 : The difference of features obtained from FPGA and simulation

Features
Feature Name Feature Value

Energy 0.00002
Zero Cross 0
MFCC 1 0.0008
MFCC 2 0.00079
MFCC 3 0.0005
MFCC 5 0.0007
MFCC 5 0.0001
MFCC 6 0.0006
MFCC 7 0.0001
MFCC 8 0.0005
MFCC 9 0.0003
MFCC 10 0.0008
MFCC 11 0.0006
MFCC 12 0.0006

4.3.5 Classification

Obtained features are trasmitted into k-NN classifier and the sound signals are

classified.

As shown in Figure 4.12, for this spesific sample, the testing sample was classified as

"gunshot" labeled sound which is represented in FPGA as “1”.
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4.4 Resource Utilization

Figure 4.12 : Classification result

The used resources are given in Table 4.3 for every module of the designed system.
As can be seen from Table 4.3, the MFCC module consumes more resources compared
to the other modules. Moreover, the module consumes more DSP resources since the

k-NN module contains intense sum and multiplication operations.

Table 4.3 : FPGA resource utilization

Module Name BRAMs DSPs LUTs Registers
ZeroCross 0 0 6635 18497
MFCC 258 199 167882 363596
k-NN 0,5 192 2419 2411
Energy 0 4 6644 17180
Total 258,5 395 183580 401684

As can be seen from Table 4.4, extracting MFCCs is the most time-consuming part of
the system. A parallel processing architecture was implemented to extract MFCCs,
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zero-crossing rate, and energy features. After extracting the features, the features are
transmitted into the k-NN classifier to determine the class of the testing sample.

Table 4.4 : FPGA timing table

Module Name Timing (clock cycle)
ZeroCross 65630
MFCC 1660195
k-NN 1661
Energy 65630
Total 1661856

4.5 Comparison with the Other Systems in the Literature

In this section, our study is compared with the researches that are realized on hardware.

In Tobin J. D’s work, machine learning methodologies were not used. Only cross-
correlation and a threshold mechanism were implemented on FPGA to detect gunshot
sounds. This project uses the same dataset with the study that we proposed. However,
accuracy rates vary from %40 to %93 according to the gun type[12]. Besides, the
threshold mechanism is not convenient for realization, since the magnitude of the

gunshot sound changes with distance.

Salazar-Garcia C. et al. implemented quadrature mirror third order IIR cauer filters
and hidden markov model to classify sound signals. The system was realized on Xilinx
Artix XC7A100T-CSG324 [13]. However, accuracy rates and used database were not
specified in the paper. MFCCs, energy and zero-crossing rate features which are
commonly used in machine learning applications were preferred for implementation
in our work. Furthermore, k-NN classifier which is better than the hidden markov

model for realization using limited resources was chosen.

Volgyesi P et al. used the zero-crossing rate and sound signal edge detection
techniques to detect muzzle blast and ballistic shockwave. Machine learning methods

were not implemented to detect gunshot sounds. However, the proposed system’s
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accuracy rates change from %23 to % 100 for different types of guns. A %73 average
success rate was obtained which is lower than our study. Hardware IPs and 32 bit
microcontroller were used together to design the system. [9]. But, only hardware IPs

were implemented in our research.

As mentioned above, hardware-based gunshot detection systems are limited.
Furthermore, in the majority of the researches, simple methods such as edge detection
and threshold mechanism are applied. It is observed that there are not any papers about
realizing MFCCs and k-NN on hardware to detect gunshot sounds in the literature.
Besides, the accuracy rate of the this new design is relatively higher comparing the
other hardware-based gunshot sound detectors.
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5. CONCLUSION AND DISCUSSION

In this work, a gunshot detection system is realized on FPGA.

Firstly, commercial gunshot sound detection systems were examined. Then, gunfire
detection methods were reviewed. And, the most appropriate methods for hardware
implementation were determined. Available commercial systems and the existing

gunshot sound detection methods are mentioned in the introduction section.

12 MFCCs, energy and zero-crossing rate features were chosen to compare k-NN and
SVM classifier performances. And, the mathematical background of the chosen

features and classifiers are given in the sound processing section.

The system was simulated in MATLAB. Obtained accuracy rates using k-NN and
SVM classifiers were compared. As a result, a higher accuracy rate was achieved using
the k-NN classifier. Simulation details and results are presented in the gunshot

characteristics section.

Furthermore, the system was realized on Kintex Ultrascale+ KCU116 Evaluation
Platform 1.0. The sound signal was classified using 12 MFCCs, signal energy and
zero-crossing rate features and k-NN classifier. The details and results of the
realization are mentioned in the realization of the gunshot detection system using
FPGA section.

As a consequence, a %96.1538 accuracy rate was achieved. The previous methods
mentioned in the 4th section achieved lower accuracy rates than our work and
generally, machine learning methodologies were not implemented. In this study, a
hardware-based machine learning application is realized and higher accuracy rate was

achieved.
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5.1 Future Works

The available gunshot sound detection systems generally implement sound source
locater algorithms in order to determine gunshot fire direction. To detect the gunshot
fire direction, a microphone array can be mounted to our system and a gunfire location

detection algorithm can be realized.

In addition, a reverberation reduction algorithm may be used to reduce misleading

reverberation effects.
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