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ABSTRACT 
Designing usable and safe interfaces has become a necessity in today's complex 

application structures. From the user's point of view, usability aims at simplifying the 
interaction with systems and at enabling operations to be carried out without spending 
too much physical and mental energy. The concept of security on the other hand aims 
to make applications more complex, with the main objective of making unauthorized 
access to systems impossible. At the same time, it aims to create a restricted system to 
make the operations that can be performed on the application and the application itself 
safe or more secure. Although the general view in the literature about the relationship 
between these issues is that they influence each other's performance in opposite 
directions and prevent each other from achieving the desired goals, these components 
should be evaluated together at all design stages in the application development 
process to maximize application performance. 

Although there are no ready-made algorithms or rules that ensure a usable and 
secure user interface, these concepts can be expressed in terms of subjective 
approaches rather than mathematical expressions. Interface design and application 
development processes can vary depending on the designer's knowledge, perspective, 
experience and level of expertise in the field. The aim of this study was to make these 
issues more measurable by creating a conceptual and metric model. Therefore, as a 
result of the literature review, criteria were identified that can be effective in 
understanding a given interface as usable and secure by the user, and that can measure 
the usability and reliability level of that interface. The identified criteria were grouped 
by evaluating their supporting effect on the performance of the interface. The 
importance of these criteria was then determined by experts in the field of human-
computer interaction and security, and the AHP method was used to identify the 
criteria that most influence the usability and security of a user interface. As a result of 
the study, an attempt was made to measure the level of usability and security of an 
interface using the characteristics that have the most impact on the user interface. This 
measurement was carried out by determining the position of the interfaces on a spatial 
plane whose dimensions are security and usability. In addition, this study creates a 
conceptual model as well as the metric model to guide the creation of systematic 
approaches to be carried out in the future. It is believed that under the guidance of this 
approach, the conflict between usability and security in user interfaces can be avoided 
and a balance between these concepts can be established. At the same time, this study 
will serve as a guide for software developers when creating a new application or 
making changes to an existing application during the application development phase. 

 
 

 

 

 

 

 

Keywords: Usability, Security, User Interface, Human-Computer Interaction,  

Analytic Hierarchy Process, Metric Model. 
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  ÖZET 
Kullanılabilir ve güvenli arayüzlerin tasarlanması bugünün karmaşık uygulama 

yapılarında bir ihtiyaç haline gelmiştir. Kullanılabilirlik, kullanıcının bakış açısından 
değerlendirildiğinde sistemler ile etkileşimi kolaylaştırmayı, gerçekleştirilen 
işlemlerin çok fazla fiziksel ve zihinsel enerji harcamadan yapılabilmesini 
amaçlamaktadır. Güvenlik kavramı ise sistemlere yetkisiz erişimi olanaksız noktaya 
getirme ana hedefiyle, uygulamaları daha karmaşık hale getirmeyi hedeflemektedir. 
Aynı zamanda uygulama üzerinde gerçekleştirilebilen işlemler ile uygulamanın 
kendisini güvenli veya daha güvenli yapabilmek için kısıtlı bir yapı oluşturmayı 
amaçlamaktadır. Her ne kadar literatürdeki bu konuların birbiriyle ilişkisi konusundaki 
genel görüş, birbirlerinin performansını zıt doğrultuda etkilediği ve ulaşılmak istenen 
amaçların gerçekleştirilmesinde birbirlerine engel oluşturduğu yönünde olsa da 
uygulama performansını en üst düzeye çıkarmak için bu bileşenlerin uygulama 
geliştirme sürecindeki tüm tasarım aşamalarında birlikte değerlendirilmesi 
gerekmektedir.  

Günümüzde kullanıcı arayüzünün kullanılabilir ve güvenli olmasını 
sağlayacak herhangi bir hazır algoritma veya kural kümesi bulunmamakla birlikte, bu 
kavramlar matematiksel ifadelerden çok sübjektif yaklaşımlar doğrultusunda ifade 
edilebilmektedir. Tasarımcının bilgi birikimine, bakış açısına, alandaki tecrübesine ve 
deneyimine bağlı olarak arayüz tasarımları ve uygulama geliştirme süreçleri değişiklik 
gösterebilmektedir. Bu çalışmada ise kavramsal bir model oluşturularak bu konuların 
daha ölçülebilir hale getirilmesi amaçlanmıştır. Bu sebeple verilen bir arayüzün 
kullanıcı tarafından kullanılabilir ve güvenli olarak kavranması için etkili olabilecek 
ve o arayüzün kullanılabilirlik ile güvenlik seviyesini ölçebilecek kriterler literatür 
taraması sonucunda belirlenmiştir. Belirlenen kriterler arayüzün performansını 
destekleyici etkisi değerlendirilerek gruplandırılmıştır. Daha sonrasında bu kriterlerin 
önem dereceleri İnsan-Bilgisayar Etkileşimi ve Güvenlik alanındaki uzmanlar 
tarafından belirlenerek AHP yöntemi yardımı ile bir kullanıcı arayüzünün 
kullanılabilirliğini ve güvenliğini en çok etkileyen kriterler belirlenmiştir. Çalışmanın 
sonucunda ise kullanıcı arayüzüne en çok etkisi olan karakteristik özellikler ile bir 
arayüzün kullanılabilirlik ve güvenlik derecesi ölçülmeye çalışılmıştır. Bu ölçüm, 
arayüzlerin konumunun boyutları güvenlik ve kullanılabilirlik olan bir düzlem 
üzerinde belirlenmesi ile gerçekleştirilmiştir. Ayrıca bu çalışma ile ileride 
gerçekleştirilecek sistematik yaklaşımların oluşturulmasına yön gösterme amacıyla 
metrik modelin yanı sıra kavramsal bir model de oluşturulmaktadır. Bu yaklaşımın 
rehberliğinde kullanıcı arayüzlerinde kullanılabilirlik ve güvenlik arasındaki 
çatışmanın önlenebileceği ve bu kavramlar arasında bir dengenin kurulabileceği 
düşünülmektedir. Aynı zamanda bu çalışma, uygulama geliştirme aşamasında yazılım 
geliştiricilerine yeni bir uygulama oluşturmada veya var olan bir uygulama üzerinde 
değişiklik gerçekleştirmede bir kılavuz görevi görecektir. 

 
 

 

Anahtar Kelimeler: Kullanılabilirlik, Güvenlik, Kullanıcı Arayüzü, İnsan-

Bilgisayar Etkileşimi, Analitik Hiyerarşi Prosesi, Metrik 

Model.
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1. INTRODUCTION 

Today’s complicated lifestyle obliges us to stay connected with technology, 

and technological devices such as computers, tablets, and smartphones are essential 

parts of everyday life. Fortunately, these kinds of devices create opportunities to do 

time-saving and effective tasks since these are the main criteria of our hectic lives. 

Many specific purpose applications are released to the public to do such activities 

online. For example, money-transferring operations can be done in a few minutes by 

only using online banking applications without going anywhere physically. Nowadays, 

all applications have fancy, eye-catching user interfaces (UI) that create a layer of 

interaction between the user and the application. This structure is similar to the 

operating systems (OS) because the OS likewise stands between the hardware and 

software of the system. Therefore, users can communicate with an application through 

the user interface. Although user interfaces prepare the ground for ease, there are other 

sides, like intruders trying to convince the users to do unauthorized operations by using 

visual tricks or targeting UI vulnerabilities of the application [1]. Visual tricks can be 

used as a specific method, such as phishing attacks [2], which are used to gain 

information about users’ credentials or private information without users’ permission. 

Since finding vulnerabilities and applying all the stages that gather critical information 

about the system requires more in-depth work and effort, it is obvious that users can 

be targeted more easily by attackers. At this point, in addition to the usability factor of 

the application, security comes to the forefront.  

While designing the user interfaces, the developers must consider both 

usability and security aspects at every stage since they directly impact the applications’ 

success and performance. The common idea in the literature is that these two subjects 

conflict with each other and have a trade-off between them. However, if they are 

designed together based on some specific goals and structure, they can increase the 

performance of the system and go hand in hand.  

The goal of usability is to design more convenient interactions from the user’s 

viewpoint and ensure that the goal of the user can be reachable with little physical and 

mental effort. On the other hand, the objective of security is creating more complex 

structures to operate safe operations and make these kinds of systems more secure 
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within the aim of preventing unauthorized access. As intruders possess more detailed 

knowledge about the interface than a novice or regular user, security measurements or 

reinforcement operations to the system functions like a barrier against unauthorized 

activities.  

To achieve the aim of enhancing the performance and satisfaction of the 

application, finding a balance between security and usability is a key point when 

designing systems. Unfortunately, standard design models in this area consider these 

subjects separately and treat them as add-on operations [3]. The common approach is 

that if there is a usable interface, then the security measurements can be implemented 

on top of this system; or otherwise can also be possible. The secure user interfaces can 

also be made usable by applying usability features to that system. However, this causes 

the interface does not felt natural or work well by the user’s perspective. 

1.1. Motivation and Research Gap 

The missing part or difficulty of this research area is that neither security nor 

usability is easy to measure and there are no specific rules, mathematical applications 

or ready algorithms that will ensure that the graphical user interface (GUI) or the whole 

application itself becomes usable and secure enough [4]. This makes it inevitable that 

there is a need to create a conceptual and metric model so that this model is able to 

bring security and usability into a measurable structure of a given UI. In addition to 

this, this framework can create a guideline for developers when they create a new 

application or update an existing one by following the steps of the model and 

benefitting from the intuition of this research.  

The definition of metric and conceptual model that determines the position of 

a given user interface in a multidimensional security and usability spatial plain is the 

aim of this study. Suppose somehow the security and usability can be aligned and 

balanced by preparing the environment so that they synergistically improve. In that 

case, the performance of the application can be maximized, and this is the targeted 

contribution of the defined model by the end of the study. Since the user interface can 

be defined as usable and secure only if it is perceived in this way by the user, the 

opinion of the user cannot be underestimated. Therefore, users’ perceptions are 

prominent when creating a model and will create the baseline of this study.  



 

3 
 

1.2. Organization 

In this literature, related works with security & usability relation, 

authentication related aspects and perception of interactions with mental models are 

explained in Section 2. After this, the methodology of this study is described in detail 

in Section 3. Finally in Section 4, conclusions and future work comments are added.  

2. RELATED WORKS  

Although usability and security areas are inside computer science, they include 

and consider multiple disciplines like human psychology, human-computer interaction 

(HCI), cognitive science, information security, and anthropology. In this research, 

studies related to usability and security subjects are organized into three main sections, 

focusing on the concepts of usability & security relation, an analysis of authentication-

related aspects, and perception of interactions (PoI) & mental models. 

2.1. Security & Usability Relation  
 

With the development of technology and the inclusion of technology-related 

devices in everywhere of our lives, various kinds of disciplines and terminology started 

to emerge, such as browsers, users, and user experience (UX) in everyday language. 

To these words usability can be given as an example, and the definition of usability is 

providing convenience to users in the computer science aspect when they want to reach 

a goal by using the applications. In the 1970s, the User Interfaces (UI) started to be 

used by users to interact with computers, and the first personal computer running 

through an UI, known as “Lisa” from Apple, was created in 1983 [5].  

[1] underlines the inevitability of growth in the HCI area with the presentation 

of GUI, which creates pleasing-to-eye and more straightforward computer display 

features. Due to the fact that humans have interacted regardless of what the computer 

interface alike from the invention of the first machines, the area of Human-Computer 

Interaction (HCI) has emerged as one distinct field of computer science in the 1980s 

[6]. This discipline’s fundamental approach is placing the user at the centre of every 

step in terms of the application design process and making them key figures. Research 
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studies in this area try to understand users' objectives (effectiveness), the speed with 

which goals are achieved (efficiency), and users' satisfaction with the system within a 

specified context [7]. During that period, different common issues were being to be 

addressed instead of asking questions and trying to find out the answers considering 

security-related subjects since it introduces difficulties to the universe of HCI. As part 

of these efforts, researchers focused on exploring methods for converting command-

line interfaces (CLIs) into graphical user interfaces (GUIs), adjusting newly designed 

input devices to existing structures, and enhancing the efficiency of extracting 

information from compact discs (CDs).   

The emergence of the concept of security is an inevitable part of since the 

Internet becoming a part of our lives. The history of the Internet endures to 1969 when 

the ARPANET network was constructed. This network is seen as the origin of the 

Internet; however, it was only useable for some specific ranges that can communicate 

with each other through separate computers. Therefore, after realizing the convenience 

and benefits of this network, as expected, it wanted to be expanded to a broader 

distance. Additionally, since communication can be done by following specific rules 

or grammar, computers also use some protocols to communicate among themselves, 

and the TCP/IP, which was constructed in the 1970s, is one of them. With this network 

communication protocol, the globalization of information transmission within 

different structures and distances that are larger between them become possible. The 

moment the Internet subject is expanded, users with various skills and knowledge of 

security topics will start to be involved and be part of this technological advancement. 

The information exchange on the network was initially without encryption and 

transmitted through the network as plain text so that the intruder could access the 

whole communication without any extra effort. The only security threat in the 1980s 

is physical hazards [6]. Additionally, at that time and now, security is not the users’ 

primary goal [8] since it is a complex subject and increases the cognitive load of the 

user. In other words, the focus of the users is to reach the goal by getting the job done 

conveniently.  

As a result of security comes up to the forefront in the 1990s, the security-related 

applications started to appear in the late 2004s. The evaluation of HCI to HCI-SEC is 

another consequence of the emergence of security, and in this research area both 

security and usability started to be considered rather than only usability. HCI-SEC 
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began to explore questions and try to find out answers to those topics such as the design 

process [9] and structure of warnings and implementation of alternative authentication 

mechanisms. It is obvious that users experience the application and face with security 

related problems mainly through the user interface [1]. Therefore, SANS start to 

review and examine the concept of flaws that involves human factors and social 

engineering concepts in addition to only software-based vulnerabilities in 2003 [10]. 

Table 2.1 shows the relevant studies of the security and usability field and core 

incidents in this area, which can be seen through the timeline. To increase and reach a 

high usability and security level, experts in HCI and security follow different methods 

and approaches. Based on the literature review, it can be seen that in the beginning, 

two common approaches were applied to find an equilibrium between security and 

usability [3]:  

• making adaptations based on usability features to secure systems so that they 

become usable and, 

• implement security principles to systems that are labeled as user-friendly.  

Unless these approaches are modified, they may lead to further issues, such as 

the lack of natural and seamless experience feedback from the user since these criteria 

are applied as an add-on approach. Additionally, due to the constraints, there could be 

an insurmountable threshold in terms of the performance of the application. In the end, 

because these approaches do not achieve the expected results and create an opportunity 

to reach better performance, the user-centered design approach (ISO 9241-210:2019 

[11]) is proposed [12]. The user-centered design approach requires regular monitoring 

of users and ensures that applications are updated according to user feedback based on 

their needs and preferences [13].  

Looking at other studies that do not follow these two mentioned approaches; it 

becomes apparent that the evaluation of usability and security concepts is often limited 

to specific content. For instance: 

• One notable study [14] has successfully identified and determined the levels of 

importance of security and usability concepts in the context of online banking, which 

is a critical area of application. This study’s findings provide valuable insights into the 

interplay between these two concepts.  
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• In online shopping applications, the requirements of usability and security 

concepts have been formulated by considering mobile design principles [15], and the 

strengths or weaknesses of usability and security principles have been determined 

periodically (between 2000 and 2018) [16]. 

• Electronic voting systems [17] aim to balance usability and security 

components by comparing different voting systems.  

The ignorance of the relationship between security and usability, regardless of 

positive or negative correlation, could be linked to the difficulties they impose on each 

other. HCI is a research area that requires constant interaction with users, but on the 

other hand, security experts prefer mere coding due to it has no relation with human 

psychology. However, this approach divides these two research areas with sharp 

boundaries, which will decrease the efficiency of the system. In addition to these 

difficulties, since these concepts are not functional and cannot be directly measured, it 

becomes difficult to conduct research in these areas [6].  

The relation between usability and security can be shown and described with 

some common implementation examples and by explaining usage of them.  

• CAPTCHA: One example of the balance between usability and security is the 

CAPTCHA software that developed in the early 2000s. In general, the aim of the 

CAPTCHA software is to minimize intentional or unintentional DoS attacks on heavy-

use websites and applications that are caused by massive, rapid, automated service 

requests [8]. The properties of CAPTCHA which includes both usability and security 

aspects are identified in [18]. Based on that, usability includes how efficient and 

convenient a CAPTCHA can be when it is decoded by human beings, and the security 

perspective indicates the difficulty to solve a CAPTCHA for the computer or 

computer-based intelligence. From this point, it can be seen that the aim of security is 

to strengthen a part that requires interaction with the user, however, these 

reinforcements can be burden on the users. Therefore, to provide a secure and usable 

user interface to the user, the balance between these subjects needs to be created.  

• Telnet command [19]: The telnet command is CLI command that provides 

efficient access to systems remotely. However, it is clear-text protocol and this means 

all data can be read without any effort by the sniffer. This will be critical when you 

pass some private information through the network such as password, username, and 
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credit card information. Therefore, to prevent such thing addition to telnet command 

the SSH can be used. It is more complex and difficult for novice user to understand 

and apply, but it will provide more secure communication since all data is encrypted.  

• Authentication: The detailed explanation about authentication and passwords 

are given in Section 2.2.  

 
Table 2.1: Usability and security relationship timeline. 
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2.2. An Analysis Of Authentication-Related Aspects  

In the most basic sense, authentication means introducing the user to the system 

and deciding whether the user has the right to access confidential information that lies 

inside the system. The simplest way to provide the identity of the user to the system is 

using password-based authentication systems because the implementation of this 

mechanism is easy [20]. By using the password concept, the usability and security 

relation can be stated and explained. 

Security dictates hard-to-guess passwords, while usability dictates easy-to-

remember passwords [8]. From the user’s perspective, this means remembering 

complex passwords. Additionally, these days, the increasing number of websites 

means that one person can have multiple memberships on multiple websites [21], and 

this situation leads to the need to remember multiple different complex passwords by 

the user. Although the security of the passwords is increasing by using complex 

passwords, since there is no operation to balance the usability, the user-friendliness of 

the passwords is decreasing. Therefore, to reduce the burden of remembering so many 

passwords, research about balancing usability and security on authentication 

mechanisms needs to be considered.  

After the expansion of the user profile, authentication gained importance and 

this subject started to take up a lot of space in the security area. By the emergence of 

the password concept, existing authentication methods have been updated or new 

methods have been introduced to align usability and security such as  

•  introducing a “dot” mechanism and, 

•  instead of using text-based passwords using graphical passwords.  

In “dot” representation, when user starts to type the password, each symbol 

appears as a dot on the interface and since this can cause deletion of all the password 

because of a mistyping, the “dots” appear in a delay and people can see what they 

typed [22]. Due to the difficulty of remembering and typing the alphanumeric 

passwords the graphical authentication mechanisms are created like PassFaces, 

PassPoints, Cued Click-Points Passwords (CCP), and Persuasive Cued Click-Points 

Passwords (PCCP). Graphical password schemes can be grouped into three general 

categories: recognition, recall, and cued recall. Recognition is the easiest for human 
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memory whereas pure recall is most difficult since the information must be accessed 

from the memory with no triggers. Cued recall falls between these two as it offers a 

cue which should establish context and trigger the stored memory [23].  

In the early 2000s, touch screen mobile phones started to emerge and introduced 

another challenge in identification mechanisms. [24] mentions difficulty and slowness 

of virtual keyboards and compares it with physical ones. Therefore, rather than using 

text-based passwords the graphical passwords are implemented and as a password, 

user can start to select from multiple images. Although, in this way the memorability 

problem can be solved, it starts to danger security part. On the other hand, CCP is a 

click-based graphical password, and it offers both improved usability and security 

[23]. Rather than selecting an image, in click-based graphical passwords [25] user 

needs to be select points from images. However, this method is also not able to prevent 

creation of patterns. As a solution, rather than freely selecting secret points and 

creating hotspot areas like drawing a line or common letters by using given images, 

PCCP [26] limits the selection area and lead users to select random positions since 

creating randomness reduces predictability. In the mid 2000s, Two-Factor 

Authentication (2FA) mechanisms were implemented to reduce the password 

complexity on the user side but create a barrier on the attacker side [27]. For instance, 

in SMS-Based 2FA after typing username and simple password user will get a SMS to 

his/her phone number which includes a code to access authenticated areas [28]. 

 To decrease the cognitive load of passwords to the human brain, Single Sign-on 

Authentication (SSO) and dynamic passwords like One-Time Passwords (OTP) are 

introduced. Users need to memorize every username and password for per system. 

Human memory has limitations and people start to remember less over time. By using 

SSO, the user can be able to authenticate herself/himself to multiple places through 

one website like Google and this leads to tie together multiple passwords to the same 

password [29]. Therefore, rather than remembering multiple passwords, the user can 

remember one complex password to access multiple websites and with this method 

both the usability and security have been improved. Unlike static passwords, in OTP 

the generated passwords can be used only once based on the limitations [30]. For 

instance, in time-based OTP, the user must use generated password in limited time. By 

this way, burden to remembering all the passwords are decreased since the OTP will 

be generated by a system and given to the user when the user wants to access a system. 
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2.3. Perception of Interactions (PoI) & Mental Models  

[31] identifies perception as a major part of human intelligence and considers 

it as key component to understand human behavior. In addition to this, it states that 

incoming data will be evaluated by the perception to create a response as a behavior. 

In the usability and security perspective PoI is important, since how users give shape 

to the UI of the application in their mind affects everything. For instance, it influences 

the deciding mechanism of the user and by this way user can trust or not trust the 

system based on characteristic of user interface like color of the web page, used 

language and its tone. 

 Perceptions can be affected by many factors such as biases, computer 

experience or the education level of the user [32]. For instance, automation bias leads 

to feeling trust or accepting without questioning the generated result by 

machines/computers and this can be lead following GPS mechanisms even they lead 

user into a lake. As an example in the concept of security and usability, this bias might 

take shape as believing generated warnings and links by the intruder that seem as 

generated by the system. Another factor can be the type of loss [32] which means 

making mistakes may lead to financial loss or information loss and if the loss amount 

or effect is affordable according to this, the confidence of the user may change. In 

addition to the type of loss, users that have more experience in a given UI or with 

computer may feel familiar to systems and this may naturally create a trust to those 

systems. Therefore, the users may perceive elements of the UIs based on their trust 

level. HTTPs indicator can be given as an example of such a situation. For example, 

the user can think the website is completely secure by looking at the small lock symbol 

on the left side of the URL that represents only the protocol is secure. Also, the user 

will not notice the red indicator, which shows system does not use any secure protocol 

to transfer the information through network, because of other information that draws 

user’s attention in UI.   

Like perception affected by many factors, it can also affect users in different 

manner and can cause various behaviors. The person who is labeled as an online 

grocery shopper will have a different perception from the gamer since it needs more 

attention and there is payment phase. When perception changes, it may create different 

mental models and mental states. [33] defines models as abstractions or simplifications 
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of a given system. Since they are not the exact representations of something, they may 

lead or inspire the user incorrectly. Let us say in login page the one UI element is 

changed with releasing an update to that webpage. This situation can cause errors that 

are made by the user since their mental model does not represent the present model. 

To sum up, mental models and PoI influences how the user identifies the given user 

interface. It can be secure, usable or both secure and usable but without paying 

attention to those subjects the usability and security of the system cannot be decided.  

Users represent the user interfaces (UI) in their mind based on their perception 

which is called mental models. The relation of mental model and perception is shown 

in Figure 2.1. For example, if all yellow buttons in the system represent a submission 

operation of input fields and with an update to the system the button’s shape and color 

are changed then the performance of the system will be affected directly. Another 

example can be the representation of warnings to the user on the interface, its’ origin 

and research comes from real world’s traffic signs [34]. Therefore, it may create a 

comfort zone and familiarity by catching some traces from the real world. 

 

 

Figure 2.1: Perception of interaction (PoI) and mental model relation. 
 



 

12 
 

3. METHODOLOGY 

Since no set of rules makes every user interface secure and usable, and these 

subjects are not functional enough to be measured easily, another method should be 

designed, which is constructing a framework using a heuristic approach. All 

the carried-out processes of creating this framework to give some intuition about the 

security and usability measurement of a given user interface are explained and can be 

seen from Figure 3.1.  

 

Figure 3.1: Structure of the study. 
 

3.1. Preliminary Work  

This study focuses on an average user profile who wants to authenticate 

through a login page of a given user interface. The meaning of average includes: 

  • familiarity with interacting with computers, 

• having beginner level of security and usability knowledge, 

• having accounts on different kinds of web applications on the Internet and 

• using technological devices regularly. 
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In addition, almost all web applications have an identification process, which requires 

login operations to be performed through login user interface pages. Therefore, login 

pages are selected as the focus of this study.  

      At the beginning of the process, the research questions that need to be 

asked through this study are determined and can be seen in Table 3.1. These questions 

can be collected under two main sub-topics: perception and mental model-related 

questions, security and usability-related questions. Throughout this study, those 

questions will be tried to be answered. 

 
Table 3.1: Research questions of the study. 

 

 

3.2. Model Construction  

Research questions draw the lines of the study and define all processes that 

need to be carried out. These stages can be represented as four main sub-headings: 

designing survey questions, analyzing survey results, applying AHP, and finally 

creating framework.  

3.2.1. Designing Survey Questions 

At the beginning of the study, a literature review is carried out to systematically 

determine the key features of usable and secure applications. After evaluating the 

current baseline requirements for efficiently convenient and safe user interface design 

of any general application, these attributes are defined. These characteristics are the 

minimum necessities that specify an interface as reliable and usable user interface. In 
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total, 33 different factors related to security and usability are determined in the end. 

From Table 3.2, the names of the characteristics, definitions, and related literature 

review can be observed.  

After identifying the all characteristics in the literature, these attributes are 

grouped together according to how they affect the user interface. This classification of 

factors resulted as four different groups:  

• only usability related factor group,  

• only security related factor group,  

• both usability and security enhancing factor group, 

• trade-off between usability and security factor group. 

The meaning of each category and their corresponding characteristics can be viewed 

in Table 3.3. To give a more detailed explanation to each of these groups, for the first 

two groups, it can be said that modifying some of these elements will only affect the 

user-friendliness or reliability of the user interface. Under these conditions, these 

factors will only impact on the level of usability and on the security of the application 

separately. These scenarios may not have the desired effect on the performance of the 

system, and in this case, a different route may be selected. At best, modifying a given 

factor (tightening, updating, improving, strengthening, etc.) may improve both 

usability and security together, or at worst, there will be a negative correlation between 

the two subjects.  

In the end of this process, by using these factors and factor groups that obtained 

through literature reviews, survey questions which expected to be answered by experts 

in human-computer interaction field and security are constructed. This survey consists 

of seven main sections, have created by using Google Forms and all questions & 

sections can be observable from Appendix-A.  

• The first part contains demographic questions and personal experiences 

related to security and usability such as primary field of work, level of experience with 

usability and security, and previous experiences about problems that they are face to 

face within these areas.  
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Table 3.2: Characteristic features of usable and secure applications. 
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• Security related questions are asked in section two and this part consists of 

questions such as primary loss types, necessity of input validation, and consequences 

of delay.  

• In the next part, corresponding questions are asked to determine the priority 

of characteristics of usable user interfaces. These questions include topics about 

universal design, convenient navigation, and responsivity of the interface.  

• Ease of remembering, consequences of using words or symbols that have 

different meanings, and the characteristics that create trade-off and positive correlation 

between usability and security are measured by questions that are in the fourth section.  

• In the next two sections consist of comparison between characteristics with 

visual and verbal aids.  

• Finally, the last section takes additional or optional feedback from the expert. 

 
Table 3.3: Factor groups. 
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3.2.2. Analyzing Survey Results 

The survey questions focus on people who specialize in human-computer 

interaction and/or cybersecurity, and for this reason the survey is sent to people whose 

main area of expertise is in these areas. In this section, instead of data that can be used 

for AHP, other additional information taken from the experts is evaluated such as 

demographic distribution of the respondents, personal knowledge to do some 

estimation about the replies, awareness and level of experience in usability and 

security. In addition to these examples, all feedback given at the end of the survey and 

some virtual and verbal comparison questions of characteristics included in the 

questions in Sections 5 and 6 are analyzed.  

 

Figure 3.2: Demographic distribution of respondents. 
 
 

The responses that include demographic and personal experience can be 

observed in Figure 3.2 and Figure 3.3, respectively. In addition to this, all the surveys 

are conducted anonymously, and no personal information is collected. Most of the 

respondents are in the age group of 25-34 and 35-44, male, and have a doctorate 

(Ph.D.) degree. If we look at the experience side, the majority of the people have more 

than 6 years of experience in the area they specialize in and have an intermediate level 

of knowledge about User Experience (UX) and/or the security field. 
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Figure 3.3: Personal experience distribution of respondents. 
 

In addition to the questions that is related to usability and security experience, 

an attempt was made to use the heuristics of the survey taker to determine the security 

and usability characteristics. Two different approaches are followed to achieve this 

goal:  

• Asking respondents about three different characteristics for both usability and 

security before showing them to any factors identified in this research study, 

• After obtaining the prioritization level of about 33 characteristics from the 

respondents, in the feedback section, which is the last section, the additional factors 

that are wanted to be included, if any, is asked about.  

 
Table 3.4: The characteristics of usability and security before the prioritization. 



 

19 
 

The results can be seen from Table 3.4. While in terms of usability the most 

important and indispensable feature is the ease of learning, in terms of security it is 

seen as the authentication. After considering all the responses 8 new characteristic is 

determined in addition to the 33 characteristics and its potential factor groups with 

definitions to support further research studies can be observable from Table 3.5.  

In addition to this, when we look at the question that asks the security and/or 

usability issue that the respondent faced with we can see that the most usability 

problems are related with Efficient Navigation (26.3%), Responsive Design (21%), 

Familiarity (10.5%), Minimal Cognitive Load (10.5%), and Availability (10.5%). On 

the other hand, in security side issues are mostly related with doing operations without 

permission from the user (33.3%) and Input Validation (16.6%), Authentication 

(16.6%), Integrity (16.6%), and Consistency (16.6%). These results show the 

proportions of the respondents that encountered with any problem and explained the 

problem that they faced with in the given question. Therefore, those who have not face 

with any problem are not included in the shown rate. 

 
Table 3.5: Additional characteristics for usability and security. 

 
In the last to sections the visual aid questions try to determine the effect of the 

absence of a particular feature, whilst the verbal comparison questions measure which 

criteria are more desirable or necessary for the user interface than the other. In addition, 

the choices and preferences of the respondents are explained in the Table 3.6.  
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On the other hand, if we looked at the verbal questions that compare two 

different characteristic that seen close to each other or hard to differentiate, it can be 

seen that between Trust and Customization, Navigation and Efficiency, Familiarity 

and Satisfaction; the Trust, Efficiency and Familiarity is seen as the dominant 

characteristic. 

Additionally, there is a question about the characteristics known as Motivation 

Loss which is designed to determine the risk factor that most affects the user. For this 

reason, the respondents were asked to choose in order the three most important risk 

factors from among the different ones. All the types of risk that most motivate the user 

and increase attention when using the user interface are listed below:  

• First Risk Type: Financial Loss 

• Second Risk Type: Loss of Data 

• Third Risk Type: Personal Information Loss 

 
Table 3.6: Visual comparison question results. 
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3.2.3. Applying Analytic Hierarchy Process (AHP) 

Analytic Hierarchy Process is a decision-making framework, it compares each 

alternative in pairwise manner and then prioritizes them by creating a hierarchy [35]. 

The importance of criteria decreases as you move down the hierarchy, so the root will 

contain the alternative that can influence the determined problem the most. In addition 

to this, at the end of the AHP, the consistency of the problem and alternatives can be 

interpretable. Since our chosen factors for the general problem are not mathematical 

subjects and cannot be compared by using calculations, AHP is selected to analyze 

each factor in this study. The phases of the AHP can be observed from Table 3.7.   

AHP helps to understand the problem and instead of finding the correct 

solution, it finds the most appropriate or optimized one [36]. In this phase, the form 

results from the previous stage are going to be used for determining the importance of 

each criterion. In the end, factors that are most related to the level of security and 

usability of the user interface are expected to be determined.   

In this phase of the study, there were questions in the survey to identify the 

priority of the 33 characteristics determined. For this reason, the 7-point Likert scale 

is used, with 1 representing ‘Slightly important’ and 7 representing ‘Extremely 

important’. After obtaining the results from the survey respondents, separate 

importance scores are calculated for each characteristic and these importance 

percentages of characteristics are shown in Table 3.8 in descending order. The most 

important characteristics is defined as ‘Integrity’, whilst ‘Customization’ has the least 

priority. 

 
Table 3.7: AHP application process. 
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 In this way, the second stage of the AHP application process is successfully 

completed by specifying the order of importance priority. Then by using these 

priorities, a comparison matrix is generated to conduct a pairwise comparison 

between each characteristic. After this for calculating the overall priority, the 

following steps are conducted: 

• Square of the matrix is taken, 

• Calculated row totals,  

• By using the sum of the row totals the priority vector is calculated which is 

weights, 

• In the end, the top 15 criteria that affects the usability and security of the 

user interfaces are detected which can be observable from Figure 3.4. 

From Figure 3.4 it can be seen that there are: 

• 6 – both enhancing criteria,  

• 4 – usability only,  

• 4 – security only and, 

• 1 – trade-off criteria.  

Therefore, as expected, this shows that the focus needs to be on these types of 

characteristics to balance and increase the performance of the application by giving 

more attention and doing research on these characteristics. 

 

 

Figure 3.4: Top 15 characteristics that important for usable and secure application. 
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3.2.4. Creating Framework Based on Results 

User interfaces can be described and shown in a spatial plane that has the 

dimensions of usability and security. To create such a space, the characteristics and 

identified priority levels are used. The y and x axes represent the security and usability 

levels of the given interface, respectively. The spatial plane will be constructed and 

designed with using only the determined top 26 features that have more than 80% 

priority. Therefore, all user interfaces will be compared using the same factors and 

plotted in the same spatial plane. For creating the spatial plane, there is a need for 

describing for hypothetical user interfaces:  

• Imaginary both secure and usable user interface (𝐼!"#$%&'), 

• Imaginary only secure user interface (𝐼()*+,)), 

• Imaginary only usable user interface (𝐼+(&-')), 

• Imaginary not secure and usable user interface(𝐼.!#/!"#$%&').  

These user interfaces represent 4 different points in the created spatial plain 

which is shown on the Figure 3.5. On the spatial plain each imaginary user interface 

can be located on the corners which is represented as (1, 1) – Both Secure and Usable, 

(-1, 1) – Only Secure, (1, -1) – Only Usable, and (-1, -1) – Not Secure and Usable. To 

determine the position of a user interface on this created plane and compare them with 

each other, somehow the representation of these interfaces need to be created. The 

representation (𝐼)0&%"')) and formula for determining position (𝑊#!#&') of an interface 

is given below where the weight of each characteristic is represented as 𝑤$, and 𝑐$ 

shows the priority level of that characteristics. These weights need to be determined 

as decimal points, which are between 0 and 1, by the experts or regular feedback from 

the user. 

 

𝐼)0&%"') = (𝑤1. 𝑐1	, … , 𝑤.. 𝑐.) 

𝑊#!#&' = 𝑤1. 𝑐1 +	…	+ 𝑤.. 𝑐. 
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Figure 3.5: The spatial plane that has usability and security as dimensions. 

 

The value of 𝑊#!#&' is calculated based on its determined priority levels of the 

user interface with the aid of AHP results. Then, the obtained value will determine the 

position of the user interface in created space. 

It can be seen that from Table 3.8, there exist 8 only security-related, 6 only 

usability-related, 11 both security and usability related, and 1 trade-off characteristics 

in the most important 26 characteristics. For trade-off characteristic, we need to use a 

flag that determines which feature (usability or security) is more affected. By using 

this information for each characteristic that are given an spatial plane which has 

dimensions of security and usability. All locations of interfaces can be observable from 

Figure 3.5. Each location on this figure can be represented as where 𝑢 is the usability 

and 𝑠 the is the security value of given point, respectively. For instance, if the 

characteristic is related with both usability and security then it will affect both 𝑢 and 𝑠 

values. 

 

𝑝 = (𝑢, 𝑠) 
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Table 3.8: Priority of characteristics. 

 

 

3.3. Validation and Evaluation 

To validate and evaluate this research, the two different validation approach is 

conducted: consistency validation which applied for the AHP results that obtained in 

Section 3.2.3 and based on literature review validation. The second approach 

concludes a heuristic approach and includes comments that obtained from literature 

review.  
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3.3.1. Consistency Validation  

To check the correctness and consistency of the AHP application process, 

consistency ratio calculation process explained by Saaty [37] is used. After creating a 

pairwise comparison matrix, let’s call it 𝑀, using this matrix eigenvalues and 

eigenvectors of this matrix are calculated. Then from these values, the highest 

magnitude is selected to find out the principal eigenvalue shown as λmax. This value 

is used for the determination of the consistency index (CI). Therefore, the CI is 

calculated according to the given formula, where n represents the total number of 

characteristics:  

 

 

𝐶𝐼 = 	
λmax − 𝑛
𝑛 − 1  

(3.1) 
 

 
This CI value is used with random consistency index (RI) in the calculation of 

the consistency ratio (CR). The RI can be obtained based on the average CI value that 

is reached in generally with given size n. After deciding RI, the CR is calculated by 

finding the ratio of CI and RI and this value needs to be smaller than 0,1 to say that 

the AHP result is consistent for this problem and characteristics.  

 
 

𝐶𝑅 = 	
𝐶𝐼
𝑅𝐼 

     

(3.2) 

 
When we apply all processes to this research and determined characteristics 

with its priority value, the consistency index is calculated as 0,0082 and then CR value 

becomes 0,0005 which is less than 0,1 where RI is used as 1.59 for n equal to 33. 

Therefore, the application of AHP for this research is approved as consistent. 
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3.3.2. Based on Literature Review Validation  

By taking into account the reviewed literature, it can be seen that the 10 

topmost appeared characteristics and their priority rank after survey are as given below 

in order: 

• Ease of Learning – 7 

• Subjective Satisfaction – 30 

• Minimal Cognitive Load – 12  

• Familiarity – 19  

• Task Efficiency – 14  

• Error Prevention and Recovery – 3  

• Trust – 11   

• Feedback and Feed-forward – 24  

• Consistency – 8  

• Ease of Learning – 22  

From this point of view, it can be said that the usability and security focus of 

the literature is not distributed efficiently in terms of usability related characteristic 

number and number of security characteristics.   

4. CONCLUSION AND FUTURE WORK 

In this study, two disciplines, known as security and usability, explained in 

terms of conceptual and heuristic metric model which puts these subjects into spatial 

plain that is two dimensional and describes the level of the security and usability of 

the given user interface. In this way they can correlate with each other positively and 

guide programmers or designers in these fields so that they can upgrade an existing 

interface, or they can create it from scratch more effortlessly. Therefore, in this way 

they can predict and foresight the features to focus on. Finding a balance between 

security and usability characteristics provides a better structure and performance. 

Since there is no such algorithms or rulesets that when we apply them so that 

it guarantees to provide secure and usable user interfaces, characteristics or factors 

from literature and reviewing from experts make more measurable these subjects and 
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create intuition. With the guidance of this systematic approach, the trade-off between 

security and usability of a given user interface can be prevented. 

In future work, the additional characteristics that identified by the HCI and 

security experts at the end of the survey can be also considered and used in further 

research. Additionally, when creating spatial plane instead of randomly generated user 

interfaces the real ones can be used. Also, created conceptual, metric model and 

described characteristics can be validated by using real time analysi
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