T.R.
GEBZE TECHNICAL UNIVERSITY
GRADUATE SCHOOL

A SYSTEMATIC APPROACH TO MEASURE USABILITY AND
SECURITY TRADE-OFF OF A GIVEN USER INTERFACE

INCi KARAMAHMUTOGLU

A THESIS OF MASTER OF SCIENCE
DEPARTMENT OF COMPUTER ENGINEERING

ADVISOR: ASSOC. PROF. DR. MEHMET GOKTURK

JULY 2024



T.R.
GEBZE TECHNICAL UNIVERSITY
GRADUATE SCHOOL

A SYSTEMATIC APPROACH TO MEASURE
USABILITY AND SECURITY TRADE-OFF OF A GIVEN
USER INTERFACE

INCi KARAMAHMUTOGLU

A THESIS OF MASTER OF SCIENCE
DEPARTMENT OF COMPUTER ENGINEERING

ADVISOR: ASSOC. PROF. DR. MEHMET GOKTURK

JULY 2024



T.C.
GEBZE TEKNIiK UNIiVERSITESI
LISANSUSTU EGITIM ENSTITUSU

KULLANILABILIRLIK VE GUVENLIK DENGESI

OLCUMUNDE SISTEMATIK YAKLASIM

INCi KARAMAHMUTOGLU

YUKSEK LiSANS TEZI
BILGISAYAR MUHENDISLIGIi ANABILiM DALI

DANISMAN: DOC. DR. MEHMET GOKTURK

TEMMUZ 2024



P

GEBZENS_
MASTER of SCIENCE JURY APPROVAL FORM
A thesis submitted by Inci KARAMAHMUTOGLU, defended on 10/07/2024
before the jury formed with the 24/06/2024 date and 2024/32 numbered decision of

the GTU Graduate Administration Board, has been accepted as a MASTER of
SCIENCE thesis in the Department of Computer Engineering.

JURY

MEMBER (THESIS ADVISOR) : Assoc. Prof. Dr. Mehmet GOKTURK

MEMBER : Prof. Dr. ibrahim SOGUKPINAR
MEMBER : Asst. Prof. Dr. Onur DEMIR
APPROVAL

Gebze Technical University Graduate Administration Board

........ [oeeoii.........dateand ........./......... numbered decision.

SIGNATURE/SEAL



70 all my teacters and my family who brought me to this day.



ABSTRACT

Designing usable and safe interfaces has become a necessity in today's complex
application structures. From the user's point of view, usability aims at simplifying the
interaction with systems and at enabling operations to be carried out without spending
too much physical and mental energy. The concept of security on the other hand aims
to make applications more complex, with the main objective of making unauthorized
access to systems impossible. At the same time, it aims to create a restricted system to
make the operations that can be performed on the application and the application itself
safe or more secure. Although the general view in the literature about the relationship
between these issues is that they influence each other's performance in opposite
directions and prevent each other from achieving the desired goals, these components
should be evaluated together at all design stages in the application development
process to maximize application performance.

Although there are no ready-made algorithms or rules that ensure a usable and
secure user interface, these concepts can be expressed in terms of subjective
approaches rather than mathematical expressions. Interface design and application
development processes can vary depending on the designer's knowledge, perspective,
experience and level of expertise in the field. The aim of this study was to make these
issues more measurable by creating a conceptual and metric model. Therefore, as a
result of the literature review, criteria were identified that can be effective in
understanding a given interface as usable and secure by the user, and that can measure
the usability and reliability level of that interface. The identified criteria were grouped
by evaluating their supporting effect on the performance of the interface. The
importance of these criteria was then determined by experts in the field of human-
computer interaction and security, and the AHP method was used to identify the
criteria that most influence the usability and security of a user interface. As a result of
the study, an attempt was made to measure the level of usability and security of an
interface using the characteristics that have the most impact on the user interface. This
measurement was carried out by determining the position of the interfaces on a spatial
plane whose dimensions are security and usability. In addition, this study creates a
conceptual model as well as the metric model to guide the creation of systematic
approaches to be carried out in the future. It is believed that under the guidance of this
approach, the conflict between usability and security in user interfaces can be avoided
and a balance between these concepts can be established. At the same time, this study
will serve as a guide for software developers when creating a new application or
making changes to an existing application during the application development phase.

Keywords: Usability, Security, User Interface, Human-Computer Interaction,

Analytic Hierarchy Process, Metric Model.
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OZET

Kullanilabilir ve gilivenli arayiizlerin tasarlanmasi bugiiniin karmasik uygulama
yapilarinda bir ihtiyag¢ haline gelmistir. Kullanilabilirlik, kullanicinin bakis agisindan
degerlendirildiginde sistemler ile etkilesimi kolaylastirmay1, gergeklestirilen
islemlerin ¢ok fazla fiziksel ve =zihinsel enerji harcamadan yapilabilmesini
amaclamaktadir. Giivenlik kavrami ise sistemlere yetkisiz erisimi olanaksiz noktaya
getirme ana hedefiyle, uygulamalar1 daha karmagsik hale getirmeyi hedeflemektedir.
Ayni zamanda uygulama iizerinde gerceklestirilebilen islemler ile uygulamanin
kendisini gilivenli veya daha giivenli yapabilmek icin kisith bir yap1 olusturmayi
amaglamaktadir. Her ne kadar literatiirdeki bu konularin birbiriyle iligkisi konusundaki
genel gortis, birbirlerinin performansini zit dogrultuda etkiledigi ve ulasilmak istenen
amaglarin gerceklestirilmesinde birbirlerine engel olusturdugu yoniinde olsa da
uygulama performansin1 en iist diizeye cikarmak i¢in bu bilesenlerin uygulama
gelistirme silirecindeki tlim tasarim asamalarinda birlikte degerlendirilmesi
gerekmektedir.

Gilinlimiizde kullanic1 arayliziiniin  kullanilabilir ve giivenli olmasim
saglayacak herhangi bir hazir algoritma veya kural kiimesi bulunmamakla birlikte, bu
kavramlar matematiksel ifadelerden ¢ok siibjektif yaklagimlar dogrultusunda ifade
edilebilmektedir. Tasarimcinin bilgi birikimine, bakis agisina, alandaki tecriibesine ve
deneyimine bagl olarak arayiiz tasarimlar1 ve uygulama gelistirme siirecleri degisiklik
gosterebilmektedir. Bu calismada ise kavramsal bir model olusturularak bu konularin
daha olgiilebilir hale getirilmesi amaglanmigtir. Bu sebeple verilen bir arayiiziin
kullanici tarafindan kullanilabilir ve giivenli olarak kavranmasi i¢in etkili olabilecek
ve o arayliziin kullanilabilirlik ile giivenlik seviyesini 6lgebilecek kriterler literatiir
taramast sonucunda belirlenmistir. Belirlenen kriterler arayiiziin performansini
destekleyici etkisi degerlendirilerek gruplandirilmistir. Daha sonrasinda bu kriterlerin
onem dereceleri Insan-Bilgisayar Etkilesimi ve Giivenlik alanmdaki uzmanlar
tarafindan belirlenerek AHP yontemi yardimi ile bir kullanic1 arayiiziiniin
kullanilabilirligini ve glivenligini en ¢ok etkileyen kriterler belirlenmistir. Caligmanin
sonucunda ise kullanici arayiiziine en ¢ok etkisi olan karakteristik 6zellikler ile bir
arayliziin kullanilabilirlik ve giivenlik derecesi dl¢lilmeye calisilmistir. Bu 6l¢iim,
arayiizlerin konumunun boyutlar1 giivenlik ve kullanilabilirlik olan bir diizlem
iizerinde belirlenmesi ile gerceklestirilmistir. Ayrica bu c¢alisma ile ileride
gerceklestirilecek sistematik yaklasgimlarin olusturulmasina yon gosterme amaciyla
metrik modelin yani sira kavramsal bir model de olusturulmaktadir. Bu yaklagimin
rehberliginde kullanict arayiizlerinde kullanilabilirlik ve gilivenlik arasindaki
catigmanin Onlenebilecegi ve bu kavramlar arasinda bir dengenin kurulabilecegi
diisiiniilmektedir. Ayn1 zamanda bu ¢alisma, uygulama gelistirme asamasinda yazilim
gelistiricilerine yeni bir uygulama olusturmada veya var olan bir uygulama tizerinde
degisiklik gerceklestirmede bir kilavuz gorevi gorecektir.

Anahtar Kelimeler: Kullamlabilirlik, Giivenlik, Kullanic1 Arayiizii, insan-
Bilgisayar Etkilesimi, Analitik Hiyerarsi Prosesi, Metrik
Model.
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1. INTRODUCTION

Today’s complicated lifestyle obliges us to stay connected with technology,
and technological devices such as computers, tablets, and smartphones are essential
parts of everyday life. Fortunately, these kinds of devices create opportunities to do
time-saving and effective tasks since these are the main criteria of our hectic lives.
Many specific purpose applications are released to the public to do such activities
online. For example, money-transferring operations can be done in a few minutes by
only using online banking applications without going anywhere physically. Nowadays,
all applications have fancy, eye-catching user interfaces (UI) that create a layer of
interaction between the user and the application. This structure is similar to the
operating systems (OS) because the OS likewise stands between the hardware and
software of the system. Therefore, users can communicate with an application through
the user interface. Although user interfaces prepare the ground for ease, there are other
sides, like intruders trying to convince the users to do unauthorized operations by using
visual tricks or targeting Ul vulnerabilities of the application [1]. Visual tricks can be
used as a specific method, such as phishing attacks [2], which are used to gain
information about users’ credentials or private information without users’ permission.
Since finding vulnerabilities and applying all the stages that gather critical information
about the system requires more in-depth work and effort, it is obvious that users can
be targeted more easily by attackers. At this point, in addition to the usability factor of

the application, security comes to the forefront.

While designing the user interfaces, the developers must consider both
usability and security aspects at every stage since they directly impact the applications’
success and performance. The common idea in the literature is that these two subjects
conflict with each other and have a trade-off between them. However, if they are
designed together based on some specific goals and structure, they can increase the

performance of the system and go hand in hand.

The goal of usability is to design more convenient interactions from the user’s
viewpoint and ensure that the goal of the user can be reachable with little physical and
mental effort. On the other hand, the objective of security is creating more complex

structures to operate safe operations and make these kinds of systems more secure
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within the aim of preventing unauthorized access. As intruders possess more detailed
knowledge about the interface than a novice or regular user, security measurements or
reinforcement operations to the system functions like a barrier against unauthorized

activities.

To achieve the aim of enhancing the performance and satisfaction of the
application, finding a balance between security and usability is a key point when
designing systems. Unfortunately, standard design models in this area consider these
subjects separately and treat them as add-on operations [3]. The common approach is
that if there is a usable interface, then the security measurements can be implemented
on top of this system; or otherwise can also be possible. The secure user interfaces can
also be made usable by applying usability features to that system. However, this causes

the interface does not felt natural or work well by the user’s perspective.

1.1. Motivation and Research Gap

The missing part or difficulty of this research area is that neither security nor
usability is easy to measure and there are no specific rules, mathematical applications
or ready algorithms that will ensure that the graphical user interface (GUI) or the whole
application itself becomes usable and secure enough [4]. This makes it inevitable that
there is a need to create a conceptual and metric model so that this model is able to
bring security and usability into a measurable structure of a given UL In addition to
this, this framework can create a guideline for developers when they create a new
application or update an existing one by following the steps of the model and

benefitting from the intuition of this research.

The definition of metric and conceptual model that determines the position of
a given user interface in a multidimensional security and usability spatial plain is the
aim of this study. Suppose somehow the security and usability can be aligned and
balanced by preparing the environment so that they synergistically improve. In that
case, the performance of the application can be maximized, and this is the targeted
contribution of the defined model by the end of the study. Since the user interface can
be defined as usable and secure only if it is perceived in this way by the user, the
opinion of the user cannot be underestimated. Therefore, users’ perceptions are

prominent when creating a model and will create the baseline of this study.



1.2. Organization

In this literature, related works with security & usability relation,
authentication related aspects and perception of interactions with mental models are
explained in Section 2. After this, the methodology of this study is described in detail

in Section 3. Finally in Section 4, conclusions and future work comments are added.

2. RELATED WORKS

Although usability and security areas are inside computer science, they include
and consider multiple disciplines like human psychology, human-computer interaction
(HCI), cognitive science, information security, and anthropology. In this research,
studies related to usability and security subjects are organized into three main sections,
focusing on the concepts of usability & security relation, an analysis of authentication-

related aspects, and perception of interactions (Pol) & mental models.

2.1. Security & Usability Relation

With the development of technology and the inclusion of technology-related
devices in everywhere of our lives, various kinds of disciplines and terminology started
to emerge, such as browsers, users, and user experience (UX) in everyday language.
To these words usability can be given as an example, and the definition of usability is
providing convenience to users in the computer science aspect when they want to reach
a goal by using the applications. In the 1970s, the User Interfaces (UI) started to be
used by users to interact with computers, and the first personal computer running

through an UI, known as “Lisa” from Apple, was created in 1983 [5].

[1] underlines the inevitability of growth in the HCI area with the presentation
of GUI, which creates pleasing-to-eye and more straightforward computer display
features. Due to the fact that humans have interacted regardless of what the computer
interface alike from the invention of the first machines, the area of Human-Computer
Interaction (HCI) has emerged as one distinct field of computer science in the 1980s
[6]. This discipline’s fundamental approach is placing the user at the centre of every

step in terms of the application design process and making them key figures. Research
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studies in this area try to understand users' objectives (effectiveness), the speed with
which goals are achieved (efficiency), and users' satisfaction with the system within a
specified context [7]. During that period, different common issues were being to be
addressed instead of asking questions and trying to find out the answers considering
security-related subjects since it introduces difficulties to the universe of HCI. As part
of these efforts, researchers focused on exploring methods for converting command-
line interfaces (CLIs) into graphical user interfaces (GUIs), adjusting newly designed
input devices to existing structures, and enhancing the efficiency of extracting

information from compact discs (CDs).

The emergence of the concept of security is an inevitable part of since the
Internet becoming a part of our lives. The history of the Internet endures to 1969 when
the ARPANET network was constructed. This network is seen as the origin of the
Internet; however, it was only useable for some specific ranges that can communicate
with each other through separate computers. Therefore, after realizing the convenience
and benefits of this network, as expected, it wanted to be expanded to a broader
distance. Additionally, since communication can be done by following specific rules
or grammar, computers also use some protocols to communicate among themselves,
and the TCP/IP, which was constructed in the 1970s, is one of them. With this network
communication protocol, the globalization of information transmission within
different structures and distances that are larger between them become possible. The
moment the Internet subject is expanded, users with various skills and knowledge of
security topics will start to be involved and be part of this technological advancement.
The information exchange on the network was initially without encryption and
transmitted through the network as plain text so that the intruder could access the
whole communication without any extra effort. The only security threat in the 1980s
is physical hazards [6]. Additionally, at that time and now, security is not the users’
primary goal [8] since it is a complex subject and increases the cognitive load of the
user. In other words, the focus of the users is to reach the goal by getting the job done

conveniently.

As aresult of security comes up to the forefront in the 1990s, the security-related
applications started to appear in the late 2004s. The evaluation of HCI to HCI-SEC is
another consequence of the emergence of security, and in this research area both

security and usability started to be considered rather than only usability. HCI-SEC



began to explore questions and try to find out answers to those topics such as the design
process [9] and structure of warnings and implementation of alternative authentication
mechanisms. It is obvious that users experience the application and face with security
related problems mainly through the user interface [1]. Therefore, SANS start to
review and examine the concept of flaws that involves human factors and social

engineering concepts in addition to only software-based vulnerabilities in 2003 [10].

Table 2.1 shows the relevant studies of the security and usability field and core
incidents in this area, which can be seen through the timeline. To increase and reach a
high usability and security level, experts in HCI and security follow different methods
and approaches. Based on the literature review, it can be seen that in the beginning,
two common approaches were applied to find an equilibrium between security and

usability [3]:

» making adaptations based on usability features to secure systems so that they

become usable and,
« implement security principles to systems that are labeled as user-friendly.

Unless these approaches are modified, they may lead to further issues, such as
the lack of natural and seamless experience feedback from the user since these criteria
are applied as an add-on approach. Additionally, due to the constraints, there could be
an insurmountable threshold in terms of the performance of the application. In the end,
because these approaches do not achieve the expected results and create an opportunity
to reach better performance, the user-centered design approach (ISO 9241-210:2019
[11]) is proposed [12]. The user-centered design approach requires regular monitoring
of users and ensures that applications are updated according to user feedback based on

their needs and preferences [13].

Looking at other studies that do not follow these two mentioned approaches; it
becomes apparent that the evaluation of usability and security concepts is often limited

to specific content. For instance:

* One notable study [14] has successfully identified and determined the levels of
importance of security and usability concepts in the context of online banking, which
is a critical area of application. This study’s findings provide valuable insights into the

interplay between these two concepts.



* In online shopping applications, the requirements of usability and security
concepts have been formulated by considering mobile design principles [15], and the
strengths or weaknesses of usability and security principles have been determined

periodically (between 2000 and 2018) [16].

* Electronic voting systems [17] aim to balance usability and security

components by comparing different voting systems.

The ignorance of the relationship between security and usability, regardless of
positive or negative correlation, could be linked to the difficulties they impose on each
other. HCI is a research area that requires constant interaction with users, but on the
other hand, security experts prefer mere coding due to it has no relation with human
psychology. However, this approach divides these two research areas with sharp
boundaries, which will decrease the efficiency of the system. In addition to these
difficulties, since these concepts are not functional and cannot be directly measured, it

becomes difficult to conduct research in these areas [6].

The relation between usability and security can be shown and described with

some common implementation examples and by explaining usage of them.

* CAPTCHA: One example of the balance between usability and security is the
CAPTCHA software that developed in the early 2000s. In general, the aim of the
CAPTCHA software is to minimize intentional or unintentional DoS attacks on heavy-
use websites and applications that are caused by massive, rapid, automated service
requests [8]. The properties of CAPTCHA which includes both usability and security
aspects are identified in [18]. Based on that, usability includes how efficient and
convenient a CAPTCHA can be when it is decoded by human beings, and the security
perspective indicates the difficulty to solve a CAPTCHA for the computer or
computer-based intelligence. From this point, it can be seen that the aim of security is
to strengthen a part that requires interaction with the user, however, these
reinforcements can be burden on the users. Therefore, to provide a secure and usable

user interface to the user, the balance between these subjects needs to be created.

 Telnet command [19]: The telnet command is CLI command that provides
efficient access to systems remotely. However, it is clear-text protocol and this means
all data can be read without any effort by the sniffer. This will be critical when you

pass some private information through the network such as password, username, and



credit card information. Therefore, to prevent such thing addition to telnet command
the SSH can be used. It is more complex and difficult for novice user to understand

and apply, but it will provide more secure communication since all data is encrypted.

* Authentication: The detailed explanation about authentication and passwords

are given in Section 2.2.

Table 2.1: Usability and security relationship timeline.

1969 .-+ ARPANET

1970 - - ... . The Emergence of the Concept of the User Interface (Ul) -
TCP/IP Protocol

1980 - - - - ¢ Human-Computer Interaction (HCI)
1983 - - - ¢ "Lisa" Made by Apple
1990 -- - -- ¢ The Emergence of the Concept of Security - Internet

1996 - - - ¢ User-Centered Security [12]
1998 - - - - ¢ Apple Human Interface Guidelines [5]

2003 - - .. . Security and Human Computer Interfaces [1] -
A Multi-level Defense Against Social Engineering [10]

2004 - - .. . Release of Security Related Applications -
Aligning Usability And Security [3]
Design Principles And Patterns For Computer Systems That Are
2005 - .- .- . Simultaneously Secure And Usable [6]
Are Usability and Security Two Opposite Directions in Computer
Systems [19]
2006 - - - - ¢ Vulnerabilities Caused by People

The Role Of Security, Privacy, Usability And Reputation
In The Development Of Online Banking [14]

A Methodology For Designing Information Security Feedback
2009 --- - ¢ Based On User Interface Patterns [9]
- 1SO 9241-210:2010 [11]

When Security Meets Usability: A User-Centric Approach
2010 -- - -- ¢ On A Crossroads Priority Problem [8] -
Security And Usability: Analysis And Evaluation [7]

A Perception Oriented Approach For Usable and Secure
2014 - - - )
Interface Development [4]

2015 - - s User-Centric Security [13]

2016 - - - .- . Design Of Usable Interface For A Mobile E-Commerce Website
[15] - Usability Analysis of the Specific Captcha Types [18]

A Review Of Usability And Security Evaluation Model Of
2019 --- - ¢ ECommerce Website [16]
- Alerting Users About Phishing Attacks [2]

2023 - - ¢ Usability And Security Of Electronic Voting Systems [17]




2.2. An Analysis Of Authentication-Related Aspects

In the most basic sense, authentication means introducing the user to the system
and deciding whether the user has the right to access confidential information that lies
inside the system. The simplest way to provide the identity of the user to the system is
using password-based authentication systems because the implementation of this
mechanism is easy [20]. By using the password concept, the usability and security

relation can be stated and explained.

Security dictates hard-to-guess passwords, while usability dictates easy-to-
remember passwords [8]. From the user’s perspective, this means remembering
complex passwords. Additionally, these days, the increasing number of websites
means that one person can have multiple memberships on multiple websites [21], and
this situation leads to the need to remember multiple different complex passwords by
the user. Although the security of the passwords is increasing by using complex
passwords, since there is no operation to balance the usability, the user-friendliness of
the passwords is decreasing. Therefore, to reduce the burden of remembering so many
passwords, research about balancing usability and security on authentication

mechanisms needs to be considered.

After the expansion of the user profile, authentication gained importance and
this subject started to take up a lot of space in the security area. By the emergence of
the password concept, existing authentication methods have been updated or new

methods have been introduced to align usability and security such as
* introducing a “dot” mechanism and,
« instead of using text-based passwords using graphical passwords.

In “dot” representation, when user starts to type the password, each symbol
appears as a dot on the interface and since this can cause deletion of all the password
because of a mistyping, the “dots” appear in a delay and people can see what they
typed [22]. Due to the difficulty of remembering and typing the alphanumeric
passwords the graphical authentication mechanisms are created like PassFaces,
PassPoints, Cued Click-Points Passwords (CCP), and Persuasive Cued Click-Points
Passwords (PCCP). Graphical password schemes can be grouped into three general

categories: recognition, recall, and cued recall. Recognition is the easiest for human



memory whereas pure recall is most difficult since the information must be accessed
from the memory with no triggers. Cued recall falls between these two as it offers a

cue which should establish context and trigger the stored memory [23].

In the early 2000s, touch screen mobile phones started to emerge and introduced
another challenge in identification mechanisms. [24] mentions difficulty and slowness
of virtual keyboards and compares it with physical ones. Therefore, rather than using
text-based passwords the graphical passwords are implemented and as a password,
user can start to select from multiple images. Although, in this way the memorability
problem can be solved, it starts to danger security part. On the other hand, CCP is a
click-based graphical password, and it offers both improved usability and security
[23]. Rather than selecting an image, in click-based graphical passwords [25] user
needs to be select points from images. However, this method is also not able to prevent
creation of patterns. As a solution, rather than freely selecting secret points and
creating hotspot areas like drawing a line or common letters by using given images,
PCCP [26] limits the selection area and lead users to select random positions since
creating randomness reduces predictability. In the mid 2000s, Two-Factor
Authentication (2FA) mechanisms were implemented to reduce the password
complexity on the user side but create a barrier on the attacker side [27]. For instance,
in SMS-Based 2FA after typing username and simple password user will get a SMS to

his/her phone number which includes a code to access authenticated areas [28].

To decrease the cognitive load of passwords to the human brain, Single Sign-on
Authentication (SSO) and dynamic passwords like One-Time Passwords (OTP) are
introduced. Users need to memorize every username and password for per system.
Human memory has limitations and people start to remember less over time. By using
SSO, the user can be able to authenticate herself/himself to multiple places through
one website like Google and this leads to tie together multiple passwords to the same
password [29]. Therefore, rather than remembering multiple passwords, the user can
remember one complex password to access multiple websites and with this method
both the usability and security have been improved. Unlike static passwords, in OTP
the generated passwords can be used only once based on the limitations [30]. For
instance, in time-based OTP, the user must use generated password in limited time. By
this way, burden to remembering all the passwords are decreased since the OTP will

be generated by a system and given to the user when the user wants to access a system.



2.3. Perception of Interactions (Pol) & Mental Models

[31] identifies perception as a major part of human intelligence and considers
it as key component to understand human behavior. In addition to this, it states that
incoming data will be evaluated by the perception to create a response as a behavior.
In the usability and security perspective Pol is important, since how users give shape
to the UI of the application in their mind affects everything. For instance, it influences
the deciding mechanism of the user and by this way user can trust or not trust the
system based on characteristic of user interface like color of the web page, used

language and its tone.

Perceptions can be affected by many factors such as biases, computer
experience or the education level of the user [32]. For instance, automation bias leads
to feeling trust or accepting without questioning the generated result by
machines/computers and this can be lead following GPS mechanisms even they lead
user into a lake. As an example in the concept of security and usability, this bias might
take shape as believing generated warnings and links by the intruder that seem as
generated by the system. Another factor can be the type of loss [32] which means
making mistakes may lead to financial loss or information loss and if the loss amount
or effect is affordable according to this, the confidence of the user may change. In
addition to the type of loss, users that have more experience in a given Ul or with
computer may feel familiar to systems and this may naturally create a trust to those
systems. Therefore, the users may perceive elements of the Uls based on their trust
level. HTTPs indicator can be given as an example of such a situation. For example,
the user can think the website is completely secure by looking at the small lock symbol
on the left side of the URL that represents only the protocol is secure. Also, the user
will not notice the red indicator, which shows system does not use any secure protocol
to transfer the information through network, because of other information that draws

user’s attention in UL

Like perception affected by many factors, it can also affect users in different
manner and can cause various behaviors. The person who is labeled as an online
grocery shopper will have a different perception from the gamer since it needs more
attention and there is payment phase. When perception changes, it may create different

mental models and mental states. [33] defines models as abstractions or simplifications
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of a given system. Since they are not the exact representations of something, they may
lead or inspire the user incorrectly. Let us say in login page the one Ul element is
changed with releasing an update to that webpage. This situation can cause errors that
are made by the user since their mental model does not represent the present model.
To sum up, mental models and Pol influences how the user identifies the given user
interface. It can be secure, usable or both secure and usable but without paying

attention to those subjects the usability and security of the system cannot be decided.

Users represent the user interfaces (UI) in their mind based on their perception
which is called mental models. The relation of mental model and perception is shown
in Figure 2.1. For example, if all yellow buttons in the system represent a submission
operation of input fields and with an update to the system the button’s shape and color
are changed then the performance of the system will be affected directly. Another
example can be the representation of warnings to the user on the interface, its’ origin
and research comes from real world’s traffic signs [34]. Therefore, it may create a

comfort zone and familiarity by catching some traces from the real world.

&

Mental Model
D)
Perception Action

[

User Interface

Figure 2.1: Perception of interaction (Pol) and mental model relation.
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3. METHODOLOGY

Since no set of rules makes every user interface secure and usable, and these
subjects are not functional enough to be measured easily, another method should be
designed, which is constructing a framework using a heuristic approach. All
the carried-out processes of creating this framework to give some intuition about the
security and usability measurement of a given user interface are explained and can be

seen from Figure 3.1.

Preliminary Works —> Model Construction —>| Validation and Evaluation

Y Y Y

Specify Scope

and User Profile Designing Survey Questions Consistency Validation

A Y Y

s N e A s N\

Construct Analyzing Survey Results Based on
Research Questions Literature Review Validation

Y
Applying Analytic
Hierarchy Process (AHP)

Y

Creating Framework
Based on Results

J

Figure 3.1: Structure of the study.

3.1. Preliminary Work

This study focuses on an average user profile who wants to authenticate

through a login page of a given user interface. The meaning of average includes:
« familiarity with interacting with computers,
* having beginner level of security and usability knowledge,
* having accounts on different kinds of web applications on the Internet and

* using technological devices regularly.
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In addition, almost all web applications have an identification process, which requires
login operations to be performed through login user interface pages. Therefore, login

pages are selected as the focus of this study.

At the beginning of the process, the research questions that need to be
asked through this study are determined and can be seen in Table 3.1. These questions
can be collected under two main sub-topics: perception and mental model-related
questions, security and usability-related questions. Throughout this study, those

questions will be tried to be answered.

Table 3.1: Research questions of the study.

Perception and Mental Model Related Questions

How users perceive the user interface when they interacting with it?
Which personal characteristics and environmental circumstances affects the users perception?

How the behavior of users be affected after constructing a mental model about the web application?

Usability and Security Related Questions

What are the properties of a web application that is perceived as secure by the user?
What are the distinguishing features of a web application that is perceived as user-friendly?

What are the key attributes of a web application that users find both easy to use and secure?

3.2. Model Construction

Research questions draw the lines of the study and define all processes that
need to be carried out. These stages can be represented as four main sub-headings:
designing survey questions, analyzing survey results, applying AHP, and finally

creating framework.

3.2.1. Designing Survey Questions

At the beginning of the study, a literature review is carried out to systematically
determine the key features of usable and secure applications. After evaluating the
current baseline requirements for efficiently convenient and safe user interface design
of any general application, these attributes are defined. These characteristics are the

minimum necessities that specify an interface as reliable and usable user interface. In
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total, 33 different factors related to security and usability are determined in the end.
From Table 3.2, the names of the characteristics, definitions, and related literature

review can be observed.

After identifying the all characteristics in the literature, these attributes are
grouped together according to how they affect the user interface. This classification of

factors resulted as four different groups:
» only usability related factor group,
* only security related factor group,
* both usability and security enhancing factor group,
« trade-off between usability and security factor group.

The meaning of each category and their corresponding characteristics can be viewed
in Table 3.3. To give a more detailed explanation to each of these groups, for the first
two groups, it can be said that modifying some of these elements will only affect the
user-friendliness or reliability of the user interface. Under these conditions, these
factors will only impact on the level of usability and on the security of the application
separately. These scenarios may not have the desired effect on the performance of the
system, and in this case, a different route may be selected. At best, modifying a given
factor (tightening, updating, improving, strengthening, etc.) may improve both
usability and security together, or at worst, there will be a negative correlation between

the two subjects.

In the end of this process, by using these factors and factor groups that obtained
through literature reviews, survey questions which expected to be answered by experts
in human-computer interaction field and security are constructed. This survey consists
of seven main sections, have created by using Google Forms and all questions &

sections can be observable from Appendix-A.

* The first part contains demographic questions and personal experiences
related to security and usability such as primary field of work, level of experience with
usability and security, and previous experiences about problems that they are face to

face within these areas.
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Table 3.2: Characteristic features of usable and secure applications.

No | Factor Name | Factor Description | Related Literature
1 [ Ease of Learning | Users who use the user interface for the first time should quickly adapt to the interface. [ [11, [5], [6], [7], [15]
. After learning the system, the user can be able to use the system to reach a goal with an ‘
B ’ Task Efficiency | acceptable amount of time or steps. [61, [71, [15], [20]
3 | Effectiveness | The user should be able to achieve their intended goals through the interface. | [71, [20]
After a while, without using an interface, all the basic tasks should not be learned all
4 Ease of Remembering over again. In addition to this, the secrets that are used for security operations should be [61, [71, [15]
memorized with ease.
5 I Exror Prevention and Recovery | The user interface should minimise the errors and if somehow an error is occurred the system ‘ [, 151, [61, [15]
should be able to recover from it.
Users should enjoy and be satisfied with their interactions with the user interface. In addition,
Lo . . since transactions that can be associated with security are not the user’s first priority, such
6 Subjective Satisfaction transactions should not be a burden to the user; on the contrary, they should be presented (11, 31, 161, [71, [15]
as encouraging transactions.
7 Accessibili The user interface should be designed as universal which means that it should consider all 161
ty user profiles and situations including disabilities.
. The meaning of the user interface or the actions designed to interact should be clear and
8 I Consistency | consistent throughout the application. I (1, 6], [15]
9 | Feedback and Feed-forward | Thc_’. system sho_uld provide information such as what is going on and what will be the result | (51, [61, [15]
of intended action.
10 ‘ Efficient Navigation | If the‘ user interface needs navigation operations then these functionalities should be well- ‘ ]
organized.
11 I Customization | User interfaces should be customizable or adjustable so that users feel confident and | [51, [15]
comfortable.
. L. Only relevant information should be displayed, and the user should not be overwhelmed. ’
12 I Minimal Cognitive Load | Additionally, the security-related information should be shown to the user if necessary. (11, (51, [6], [9], [15]
13 | User-Centered Design | User interface design should always take users’ needs into account. | [6]
14 | Task Focus | Goals of the user should be prioritized and easily manageable. | [8]
15 | Responsive Design | The application should be able to adjust itself to various different technological devices. | [15]
R The patterns inside the user interface should bear traces from the real world so that it will
16 | Familiarity [tsinking | 153161 17, 113)
. . When it is necessary to establish a dialogue with the user, simple words should be chosen
17 | Simple and Natural Dial | ary g » simp ‘ 11, [6
Simple and Na 1208 and technical terms should be avoided. (11, (6]
18 | Knowledge and Skill | The user interface should consider the users’ different levels of knowledge and skill types. | [71
19 | User Control | The control of the application should be given to the user. | [1], [15]
20 [ Input Validation | The user interface should check the validity of user inputs if there are any input fields. | [21]
21 | The Principle of Least Surprise | The user expectancy and the system’s provided behaviour should be matched. | [6]
22 ‘ The Principle of Good Security | Update the security features and do patch operations of the system in a regular basis so that ‘ 161
Now system can always be up-to-date.
23 | Attention | Security related operations should not be interrupted easily. | 7
24 | Vigilance | Users should be in alert mode to detect anomalies on the system. | 71
User motivation affects security-related transactions. Here, motivation means what the user
25 Motivation can lose due to any security vulnerability in the application and the factor that motivates 71
the user.
26 [ Visibility of System Status | The internal status and active security precautions of the system should be seen by the user. | [91, [15]
27 | Trust | Degree of a trust of the user can be determined by the user interface. | [11, [9], [17]
28 ‘ Integrit | Integrity means that the information on the user interface is accurate and not altered. The ‘ (17
nty system should be transparent and do verification of information operations.
Information on the user interface should be seen by only authorized users. If there are any
29 Confidentiality personal data, the privacy of them should be considered and operations should be observable [17]
in a way that who performed actions.
30 I Availabili | The actions on the web application should be done in an acceptable amount of time. ‘ 07
ty Additionally, the system need to be capable of scale and perform in high-demand.
31 | Non-repudiation | All steps on the user interface should be traced and cannot be denied. | [17]
L. Authentication makes sure that operations can be done by valid user. In addition to this,
32 ’ Authentication | there should be an unique identifier for each user. ‘ a7, 21
33 ‘ Least Privilage | Only users authorized in the role-authority matrix should be able to access any area of the ‘ 221

application.
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* Security related questions are asked in section two and this part consists of
questions such as primary loss types, necessity of input validation, and consequences

of delay.

* In the next part, corresponding questions are asked to determine the priority
of characteristics of usable user interfaces. These questions include topics about

universal design, convenient navigation, and responsivity of the interface.

* Ease of remembering, consequences of using words or symbols that have
different meanings, and the characteristics that create trade-off and positive correlation

between usability and security are measured by questions that are in the fourth section.

* In the next two sections consist of comparison between characteristics with

visual and verbal aids.

* Finally, the last section takes additional or optional feedback from the expert.

Table 3.3: Factor groups.

Factor Group Name | Group Definition | Related Factors | Total

This group consists of fac-
Only Usability Rela- | tors that only affects the 1,2,3,7, 6
ted Factor Group usability level of the user 10, 15

interface.

This group consists of fac- 3(2) g;
Only Security Related | tors that only affects the 25 28 10
Factor Group security level of the user 29’ 30’

interface. 31, 33

. 4, 5, 6,

Both Usability and | Lbese factors create posi- 8, 9, 12,
Security Enhancing t1vg correlation l?gtween se- 13, 16, 12
Factor Group curity and usability of the 17. 18,

user interface. 26. 27
Trade-off Between These facto_rs create nega- 11, 14,
Usability and Security tlve. correlation l.)e:tween se- 19, 24, 5
Factor Group curity and usability of the 0

user interface.
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3.2.2. Analyzing Survey Results

The survey questions focus on people who specialize in human-computer
interaction and/or cybersecurity, and for this reason the survey is sent to people whose
main area of expertise is in these areas. In this section, instead of data that can be used
for AHP, other additional information taken from the experts is evaluated such as
demographic distribution of the respondents, personal knowledge to do some
estimation about the replies, awareness and level of experience in usability and
security. In addition to these examples, all feedback given at the end of the survey and
some virtual and verbal comparison questions of characteristics included in the

questions in Sections 5 and 6 are analyzed.

m18-24
m25-34 m Male
m35-44

R m Female

m55-64

(a) Respondent’s Age Group Distribution (b) Respondent’s Gender Distribution
Figure 3.2: Demographic distribution of respondents.

The responses that include demographic and personal experience can be
observed in Figure 3.2 and Figure 3.3, respectively. In addition to this, all the surveys
are conducted anonymously, and no personal information is collected. Most of the
respondents are in the age group of 25-34 and 35-44, male, and have a doctorate
(Ph.D.) degree. If we look at the experience side, the majority of the people have more
than 6 years of experience in the area they specialize in and have an intermediate level

of knowledge about User Experience (UX) and/or the security field.
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m Expert m Expert
® Intermediate ® Intermediate
= Novice m Novice
(a) Usability Experience (b) Security Experience

m Undergraduate

Degree % H Lessthan 1 year
m Master's Degree
mPh.D. m1-2years
m Assistant Prof. Dr. m3-6years

m Associate Prof. Dr.

m Prof. Dr.

m More than 6 year
(c) Highest Level of Education (d) Years of Experience

Figure 3.3: Personal experience distribution of respondents.

In addition to the questions that is related to usability and security experience,
an attempt was made to use the heuristics of the survey taker to determine the security
and usability characteristics. Two different approaches are followed to achieve this

goal:

* Asking respondents about three different characteristics for both usability and

security before showing them to any factors identified in this research study,

* After obtaining the prioritization level of about 33 characteristics from the
respondents, in the feedback section, which is the last section, the additional factors

that are wanted to be included, if any, is asked about.

Table 3.4: The characteristics of usability and security before the prioritization.

Usability Characteristic Name | Percentage Rate | Security Characteristic Name ] Percentage Rate

Feedback and Feed-forward
Responsive Design

The Principle of Least Surprise
Input Validation

Ease of Learning | %20.33 | Authentication | %25.92
Minimal Cognitive Load | %11.86 | Integrity | %24.07
Efficient Navigation | %10.16 | Confidentiality | %12.96
Task Efficiency | %8.47 | Least Privilege | %7.40
Subjective Satisfactory The Principle of Good Security
Consistency %6.77 Now ‘ %5.55
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The results can be seen from Table 3.4. While in terms of usability the most
important and indispensable feature is the ease of learning, in terms of security it is
seen as the authentication. After considering all the responses 8 new characteristic is
determined in addition to the 33 characteristics and its potential factor groups with

definitions to support further research studies can be observable from Table 3.5.

In addition to this, when we look at the question that asks the security and/or
usability issue that the respondent faced with we can see that the most usability
problems are related with Efficient Navigation (26.3%), Responsive Design (21%),
Familiarity (10.5%), Minimal Cognitive Load (10.5%), and Availability (10.5%). On
the other hand, in security side issues are mostly related with doing operations without
permission from the user (33.3%) and Input Validation (16.6%), Authentication
(16.6%), Integrity (16.6%), and Consistency (16.6%). These results show the
proportions of the respondents that encountered with any problem and explained the
problem that they faced with in the given question. Therefore, those who have not face

with any problem are not included in the shown rate.

Table 3.5: Additional characteristics for usability and security.

No | Factor Name | Factor Description | Potential Group No

1 ’ Fase of Use ‘ The de.51gn of the user 1nterf;.me is based on creating 1
convenience from the perception of the user.

9 Speediness Whilst a fast user interface is a usability requirement, 4

P it can be slow due to constant security checks.

3 ’ Eye-catching Design The user interface needs to catch the attention of the ‘ 1
users.

4 ’ Documentation ‘ All user interface functionality must be documented ‘ 3

from both the developer and user perspectives.

Both the usability and security aspects of the applica-
5 Sustainability tion must be sustainable, so that it can be used over 3
the long term with minimal effort and cost.
To avoid security vulnerabilities, the attack surface of
the application needs to be minimised. ‘
Confirmation from the user is required for critical and
7 Confirmation important operations to prevent errors and breaches 4
in the system.

6 ’ Attack Surface Minimization

8 ’ Foresight

The system must be able to predict potential situa- ‘
tions that may occur in the application.

In the last to sections the visual aid questions try to determine the effect of the
absence of a particular feature, whilst the verbal comparison questions measure which
criteria are more desirable or necessary for the user interface than the other. In addition,

the choices and preferences of the respondents are explained in the Table 3.6.
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On the other hand, if we looked at the verbal questions that compare two
different characteristic that seen close to each other or hard to differentiate, it can be
seen that between Trust and Customization, Navigation and Efficiency, Familiarity
and Satisfaction; the Trust, Efficiency and Familiarity is seen as the dominant

characteristic.

Additionally, there is a question about the characteristics known as Motivation
Loss which is designed to determine the risk factor that most affects the user. For this
reason, the respondents were asked to choose in order the three most important risk
factors from among the different ones. All the types of risk that most motivate the user

and increase attention when using the user interface are listed below:
» First Risk Type: Financial Loss
* Second Risk Type: Loss of Data

* Third Risk Type: Personal Information Loss

Table 3.6: Visual comparison question results.

Characteristic Name | Design 1 | Design 2 | No Difference | Explanation

This question measures the burden the user
interface places on the user. The first design
Minimal Cognitive Load %89.3 %3.6 %7.1 is simple and minimalist, whereas the second
interface distracts the user by providing a lot
of information.

By providing feedback on the cursor position,
this question attempts to detect the user’s at-
tention. The second design provides feedback
to the user whereas the first design does not.
In this question the first design includes a key-
Familiarity %3.6 %71.4 %25 word that is unfamiliar to the novice user, such
as primary key instead of username.

Feedback and Feed-forward (I) %7.1 %42.9 %25

The first user interface design gives feedback
on the password that chosen by the user
user with a simple dialogue like "Please en-
ter a stronger password’, but the second has a
security-related term that may be difficult for
the average user to understand.

This question is designed to determine the be-
haviour of users who pay attention to feed-
Input Validation %42.86 %42.86 %14.28 back about input fields, such as the second
design reveals information about the password
or username for the attacker.

This question is related with password meters,
the first design guides the user with more de-
tailed feedback while the second design only
gives information about the weakness.

Simple and Natural Dialog %67.86 %21.42 %10.72

Feedback and Feed-forward (II) %92.80 %3.6 %3.6
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3.2.3. Applying Analytic Hierarchy Process (AHP)

Analytic Hierarchy Process is a decision-making framework, it compares each
alternative in pairwise manner and then prioritizes them by creating a hierarchy [35].
The importance of criteria decreases as you move down the hierarchy, so the root will
contain the alternative that can influence the determined problem the most. In addition
to this, at the end of the AHP, the consistency of the problem and alternatives can be
interpretable. Since our chosen factors for the general problem are not mathematical
subjects and cannot be compared by using calculations, AHP is selected to analyze

each factor in this study. The phases of the AHP can be observed from Table 3.7.

AHP helps to understand the problem and instead of finding the correct
solution, it finds the most appropriate or optimized one [36]. In this phase, the form
results from the previous stage are going to be used for determining the importance of
each criterion. In the end, factors that are most related to the level of security and

usability of the user interface are expected to be determined.

In this phase of the study, there were questions in the survey to identify the
priority of the 33 characteristics determined. For this reason, the 7-point Likert scale
is used, with 1 representing ‘Slightly important’ and 7 representing ‘Extremely
important’. After obtaining the results from the survey respondents, separate
importance scores are calculated for each characteristic and these importance
percentages of characteristics are shown in Table 3.8 in descending order. The most
important characteristics is defined as ‘Integrity’, whilst ‘Customization’ has the least

priority.

Table 3.7: AHP application process.

Decide the problem and select all the criteria that related with this
problem.

¢ Define priorities of each criteria by using form results for this operation.

Compare each pair separately and create a matrix based on results that
shows all the priorities.

By using generated matrix calculate total importance for each criteria
and create hierarcy.

After obtaining the overall results, check the consistency of it. If the
-+ consistency value is smaller than 0.10 then generated results are
acceptable.

---e Create a final decision based on the generated results.

21



In this way, the second stage of the AHP application process is successfully
completed by specifying the order of importance priority. Then by using these
priorities, a comparison matrix is generated to conduct a pairwise comparison
between each characteristic. After this for calculating the overall priority, the

following steps are conducted:

* Square of the matrix is taken,

* Calculated row totals,

* By using the sum of the row totals the priority vector is calculated which is
weights,

* In the end, the top 15 criteria that affects the usability and security of the

user interfaces are detected which can be observable from Figure 3.4.
From Figure 3.4 it can be seen that there are:

e 6 —both enhancing criteria,
e 4 —usability only,
e 4 —security only and,

e | —trade-off criteria.

Therefore, as expected, this shows that the focus needs to be on these types of
characteristics to balance and increase the performance of the application by giving

more attention and doing research on these characteristics.

The Principle of Good Security Now
User-Centered Design

Task Efficiency

Attention

Minimal Cognitive Load

Trust

Simple and Natural Dialog
Efficient Navigation
Consistency

Ease of Learning
Effectiveness

Authentication

Error Prevention and Recovery

InputValidation

Integrity
0,028 0,029 0,03 0,031 0,032 0,033 0,034 0,035

mWeight

Figure 3.4: Top 15 characteristics that important for usable and secure application.
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3.2.4. Creating Framework Based on Results

User interfaces can be described and shown in a spatial plane that has the
dimensions of usability and security. To create such a space, the characteristics and
identified priority levels are used. The y and x axes represent the security and usability
levels of the given interface, respectively. The spatial plane will be constructed and
designed with using only the determined top 26 features that have more than 80%
priority. Therefore, all user interfaces will be compared using the same factors and
plotted in the same spatial plane. For creating the spatial plane, there is a need for
describing for hypothetical user interfaces:

* Imaginary both secure and usable user interface (Ioptimar)s

* Imaginary only secure user interface (Isecyre),

* Imaginary only usable user interface (I,,s4pie),

* Imaginary not secure and usable user interface(lo¢—optimat)-

These user interfaces represent 4 different points in the created spatial plain
which is shown on the Figure 3.5. On the spatial plain each imaginary user interface
can be located on the corners which is represented as (1, 1) — Both Secure and Usable,
(-1, 1) — Only Secure, (1, -1) — Only Usable, and (-1, -1) — Not Secure and Usable. To
determine the position of a user interface on this created plane and compare them with
each other, somehow the representation of these interfaces need to be created. The
representation (Ioxqmpie) and formula for determining position (Wpoq;) of an interface
is given below where the weight of each characteristic is represented as w;, and c;
shows the priority level of that characteristics. These weights need to be determined
as decimal points, which are between 0 and 1, by the experts or regular feedback from

the user.

Iexample = (W1 €1, ey Wy )

Wtotal = Wl'Cl + .. + WTL'CTl
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Figure 3.5: The spatial plane that has usability and security as dimensions.

The value of W, 1s calculated based on its determined priority levels of the
user interface with the aid of AHP results. Then, the obtained value will determine the
position of the user interface in created space.

It can be seen that from Table 3.8, there exist 8 only security-related, 6 only
usability-related, 11 both security and usability related, and 1 trade-off characteristics
in the most important 26 characteristics. For trade-off characteristic, we need to use a
flag that determines which feature (usability or security) is more affected. By using
this information for each characteristic that are given an spatial plane which has
dimensions of security and usability. All locations of interfaces can be observable from
Figure 3.5. Each location on this figure can be represented as where u is the usability
and s the is the security value of given point, respectively. For instance, if the
characteristic is related with both usability and security then it will affect both u and s

values.

r=ws)
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Table 3.8: Priority of characteristics.

No | Factor Name | Related Factor Group | Priority
28 ‘ Integrity | Only Security Related Factor Group | 94.89%
20 | Input Validation | Only Security Related Factor Group | 91.32%
5 ‘ Error Prevention and Recovery | Both Usability and Security Enhancing Factor Group | 90.81%
22 ‘ The Principle of Good Security Now | Only Security Related Factor Group | 90.81%
32 ‘ Authentication | Trade-off Between Usability and Security Factor Group | 90.81%
3 ‘ Effectiveness | Only Usability Related Factor Group | 89.79%

‘ Ease of Learning | Only Usability Related Factor Group | 88.77%
8 ‘ Consistency | Both Usability and Security Enhancing Factor Group | 88.77%

10 ‘ Efficient Navigation | Only Usability Related Factor Group | 88.77%
17 ‘ Simple and Natural Dialog | Both Usability and Security Enhancing Factor Group | 88.26%
27 ‘ Trust | Both Usability and Security Enhancing Factor Group | 88.26%
12 ‘ Minimal Cognitive Load | Both Usability and Security Enhancing Factor Group | 86.22%
23 ‘ Attention | Only Security Related Factor Group | 85.69%
2 ‘ Task Efficiency | Only Usability Related Factor Group | 84.69%
13 ‘ User-Centered Design | Both Usability and Security Enhancing Factor Group | 84.18%
26 ‘ Visibility of System Status | Both Usability and Security Enhancing Factor Group | 83.67%
30 ‘ Availability | Only Security Related Factor Group | 83.67%
31 ‘ Non-repudiation | Only Security Related Factor Group | 83.67%
16 ‘ Familiarity | Both Usability and Security Enhancing Factor Group | 82.65%
15 ‘ Responsive Design | Only Usability Related Factor Group | 82.14%
18 ‘ Knowledge and Skill | Both Usability and Security Enhancing Factor Group | 82.14%
4 ‘ Ease of Remembering | Both Usability and Security Enhancing Factor Group | 81.63%
7 ‘ Accessibility | Only Usability Related Factor Group | 81.63%
9 ‘ Feedback and Feed-forward | Both Usability and Security Enhancing Factor Group | 81.63%
21 | The Principle of Least Surprise | Only Security Related Factor Group | 81.12%
29 | Confidentiality | Only Security Related Factor Group | 80.61%
14 ‘ Task Focus | Trade-off Between Usability and Security Factor Group | 79.59%
25 ‘ Motivation | Only Security Related Factor Group | 76.53%
33 | Least Privilege | Only Security Related Factor Group | 76.53%
6 | Subjective Satisfaction | Both Usability and Security Enhancing Factor Group | 70.91%
24 ‘ Vigilance | Trade-off Between Usability and Security Factor Group | 65.30%
19 ‘ User Control | Trade-off Between Usability and Security Factor Group | 63.26%
11 ‘ Customization | Trade-off Between Usability and Security Factor Group | 61.73%

3.3. Validation and Evaluation

To validate and evaluate this research, the two different validation approach is
conducted: consistency validation which applied for the AHP results that obtained in
Section 3.2.3 and based on literature review validation. The second approach
concludes a heuristic approach and includes comments that obtained from literature

review.
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3.3.1. Consistency Validation

To check the correctness and consistency of the AHP application process,
consistency ratio calculation process explained by Saaty [37] is used. After creating a
pairwise comparison matrix, let’s call it M, using this matrix eigenvalues and
eigenvectors of this matrix are calculated. Then from these values, the highest
magnitude is selected to find out the principal eigenvalue shown as A, ,x. This value
is used for the determination of the consistency index (CI). Therefore, the CI is
calculated according to the given formula, where n represents the total number of

characteristics:

Amax — 1 3.1

Cl =
n—1

This CI value is used with random consistency index (RI) in the calculation of
the consistency ratio (CR). The RI can be obtained based on the average CI value that
is reached in generally with given size n. After deciding RI, the CR is calculated by
finding the ratio of CI and RI and this value needs to be smaller than 0,1 to say that

the AHP result is consistent for this problem and characteristics.

R - CI
" RI
(3.2)

When we apply all processes to this research and determined characteristics
with its priority value, the consistency index is calculated as 0,0082 and then CR value
becomes 0,0005 which is less than 0,1 where RI is used as 1.59 for n equal to 33.

Therefore, the application of AHP for this research is approved as consistent.
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3.3.2. Based on Literature Review Validation

By taking into account the reviewed literature, it can be seen that the 10
topmost appeared characteristics and their priority rank after survey are as given below
in order:

* Ease of Learning — 7

* Subjective Satisfaction — 30

* Minimal Cognitive Load — 12

* Familiarity — 19

* Task Efficiency — 14

* Error Prevention and Recovery — 3

e Trust—11

* Feedback and Feed-forward — 24

* Consistency — 8

* Ease of Learning — 22

From this point of view, it can be said that the usability and security focus of
the literature is not distributed efficiently in terms of usability related characteristic

number and number of security characteristics.

4. CONCLUSION AND FUTURE WORK

In this study, two disciplines, known as security and usability, explained in
terms of conceptual and heuristic metric model which puts these subjects into spatial
plain that is two dimensional and describes the level of the security and usability of
the given user interface. In this way they can correlate with each other positively and
guide programmers or designers in these fields so that they can upgrade an existing
interface, or they can create it from scratch more effortlessly. Therefore, in this way
they can predict and foresight the features to focus on. Finding a balance between

security and usability characteristics provides a better structure and performance.

Since there is no such algorithms or rulesets that when we apply them so that
it guarantees to provide secure and usable user interfaces, characteristics or factors

from literature and reviewing from experts make more measurable these subjects and
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create intuition. With the guidance of this systematic approach, the trade-off between

security and usability of a given user interface can be prevented.

In future work, the additional characteristics that identified by the HCI and
security experts at the end of the survey can be also considered and used in further
research. Additionally, when creating spatial plane instead of randomly generated user
interfaces the real ones can be used. Also, created conceptual, metric model and

described characteristics can be validated by using real time analysi
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APPENDICES

APPENDIX-A: SURVEY QUESTIONS

Research Survey on Measuring the
Balance of Usability and Security

Description of the Survey:

This survey is designed to gather information about participants' experiences,
opinions, and intuition about the trade-off between the usability and security of a user
interface (Ul). The aim can be explained as determining the priority and perception of
usability and security characteristics. In addition to this, your insights have a crucial role
for not only shaping the research about balancing the usability and security relationship
but also the future developments about user experience and reliability concepts.

Estimated Time and Privacy:

The questionnarie, which has 54 number of questions, will take about 30-40 minutes
to complete. All answers will be taken anonymously and your personal information will not
be shared anywhere.

Guideline:

« Please answer all questions based on your experience and intuition.
« In the end, take time to give additional feedback about the concept.

Contact Info:
If you have any concerns or questions about the survey, please contact
with incikaramahmutoglu@gtu.edu.tr.

Thank you for your participation and time.
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Section | - Demographic and Personal Experience Questions

Description:

This part is designed to estimate the personal knowledge, awareness, level of
experience about usability and security subjects, and how this experience and intuition
affected by given answers while creating statistic approach about the demographic
distribution. These questions are general therefore, personal information that identifies you
is not collected.

Estimated Time:
This part consists of 17 survey questions and will last approximately 5-70 minutes.

1. Please select your age group. *

45-54
55-64
65-74

75+

2. What gender do you identify as? *

O Male
(O Female

O Prefer not to say

O Other:

3. What is the highest level of education you have completed or your title? *

O Master's Degree
(O Doctoral Degree (PhD)

Assistant Prof. Dr.

Prof. Dr.

O
O Associate Prof. Dr.
@)
O

Other:
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3. What is the highest level of education you have completed or your title? *

Master's Degree
Doctoral Degree (PhD)
Assistant Prof. Dr.
Associate Prof. Dr.

Prof. Dr.

O OOO0OO0O0

Other:

4. What is your primary field(s) of work or area of study? *

Human-Computer Interaction

Software Engineering

Information Security

Web Developer

UX Designer

Artificial Intelligence (Al)

Computer Graphics

Cybersecurity

| am working as a developer at a company.

Other:

000000000

5. What is your years of experience in this field? *

(O Less than one year
O 1-2years
(O 3-6years

(O More than 6 year

6. Which of the following best describes the level of your user experience (UX)
related knowledge in computer science?

Choose v
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7. Which of the following best describes the level of your security-related *
knowledge in computer science?

Choose v

8. When thinking about a user-friendly interface, what three criteriaimmediately *
come to your mind? (Please separate them with "-")

Your answer

9. When thinking about a secure interface, what three criteriaimmediately come *
to your mind? (Please separate them with "-")

Your answer

10. Have you ever experienced a security issue while using a web application? If *
yes, kindly provide details about the specific problem you encountered. If no, you
can just type "No".

Your answer

11. Have you ever experienced a usability issue while using a web application? If *
yes, kindly provide details about the specific problem you encountered. If no, you
can just type "No".

Your answer
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Section Il - Security Related Questions

Description:
In this section, security-related characteristics such as input validation and availability
are covered. It aims to state the priority of given factors separately.

Estimated Time:
This part consists of 717 survey questions and will last approximately 5-10 minutes.

12 (Input Validation). If the user interface contains a form that accepts user *
inputs, it should conduct input validation procedures.

Slightly important O O O O O O O Extremely important

13 (The Principle of Least Surprise). The user expectancy and the provided *
security behaviour of the system should be matched.

Slightly important O O O O O O O Extremely important

14 (The Principle of Good Security Now). The application should regularly *
monitor for emerging attack types and apply security patches as needed.

Slightly important O O O O O O O Extremely important

15 (Attention). If a security-related operation requires user attention, it should not *
be easily disrupted by other operations.

Slightly important O O O O O O O Extremely important
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16 (Motivation). The user's motivation must be sufficiently high to determine the *
security issues within the provided user interface. In this context, motivation
refers to the potential risks and losses involved.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

17 (Motivation). What type of loss primarily influences behavior of the userto be *
cautious while they are using an application?

Waste Intellectual Physical Personal
of Property Property Information
Time Loss Loss Loss

Reput
Dam

Financial Motivation Loss
Loss Loss of Data

.0 O O O O O O <

Choice

0 O O O O O 0O ¢

Choice

* O O O O O O O ¢

Choice

18 (Integrity). When using any web application that gathers personal information, *
it's imperative to implement measures ensuring the use of secure encryption
methods during data transmission over the network to maintain the integrity of

this data. For example, verifying the reliability of its certificate and confirming the
utilization of secure protocols like HTTPs.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

19 (Confidentiality). The customization of privacy and security settings within the *
application and control over visibility should be determined by the user to suit the
preferences.

Slightly important O O O O O O O Extremely important
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20 (Availability). When conducting operations that require a sufficient level of *
security, such as financial transactions through online banking applications, the
delay needs to be within an acceptable range.

Slightly important O O O O O O O Extremely important

21 (Non-repudiation). The web application must log operations using digital N
signatures and timestamps to ensure non-repudiation.

Slightly important O O O O O O O Extremely important

22 (Least Privilage). Access to any area of the application should be restricted ~ *
based on the principle of granting the least privilege to the user.

Slightly important O O O O O O O Extremely important
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Section Il - Usability Related Questions

Description:

The corresponding questions are only about usability characteristics such as
convenient navigation. The goal of this part is to specify the priority of these factors to
make a user interface user-friendly.

Estimated Time:
This part consists of 6 survey questions and will last approximately 4-8 minutes.

23 (Ease of Learning). The application should be straightforward to use, allowing *
users to easily understand its layout and operational flow with minimal effort.

Slightly important O O O O O O O Extremely important

24 (Task Efficiency). Once users get used to how to achieve their goals withina *
web application, they should be able to accomplish those goals within a
reasonable amount of time compared to other similar applications.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

25 (Effectiveness). The interface should enable users to effectively achieve their *
intended goals.

Slightly important O O O O O O O Extremely important

26 (Accessibility). The user interface should be designed to serve all individuals, *
including those with disabilities like color vision deficiency or visual impairment,
ensuring accessibility and usability for everyone.

Slightly important O O O O O O O Extremely important
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27 (Efficient Navigation). In today's most user interfaces, navigation often *
involves traversing multiple pages to complete a task. As a result, the user
interface should provide clear guidance throughout the process.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

28 (Responsive Design). The application should be designed to be compatible  *
with various technological devices, ensuring adaptability. For example, it should
seamlessly function on a smartwatch, mobile phone, or personal computer.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important
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Section IV - Both Usability and Security Related Questions

Description:

In this section, the focus is on exploring factors that measure both usability and
security, acknowledging their potential interrelation.The purpose of this section is to
determine the importance of the characteristics to make a system reliable and usable.

Estimated Time:
This part consists of 17 survey questions and will last approximately 5-10 minutes.

29 (Ease of Remembering). Building blocks of the user interface need to be *
remembered easily even after a while without using it.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

30 (Error Prevention and Recovery). The user interface should minimize errors ~ *
and guide the user through tasks without directly confronting them with errors. If
somehow an error occured the system must recover from it.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

31 (Subjective Satisfaction). User interface give enthusiasm to the user and *
provide satisfaction during their interactions with it.

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

32 (Consistency). The user interface must maintain consistency, ensuring that  *
each word or symbol retains the same meaning throughout and avoids any
ambiguity in its usage.

Slightly important O O O O O O O Extremely important
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33 (Feedback and Feed-forward). To establish a communication between user ~ *
and ensure the visibility or comprehensibility of any interaction result, the system
should provide signals and feedback to the user.

Slightly important O O O O O O O Extremely important

34 (Minimal Coginitive Load). The user interface should present brief *
explanations and make efficient use of the entire screen to convey sufficient
information to the user.

Slightly important O O O O O O O Extremely important

35 (User-Centered Design). The user interface design needs to consider users ~ *
and their requirements all the time.

Slightly important O O O O O O O Extremely important

36 (Familiarity). The user interface should match with the real world and use *
familiar gestures, symbols, and icons.

Slightly important O O O O O O O Extremely important

37 (Simple and Natural Dialog). As the majority of operations are technical from *
the user's perspective, dialogues between the application and user should be
simple and easily understandable by all.

Slightly important O O O O O O O Extremely important
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38 (Knowledge and Skill). The user interface should be designed in a way that ~ *
users from various level of knowledge and skills can use the application
conveniently.

Slightly important O O O O O O O Extremely important

39 (Visibility of System Status). In tasks with multiple stages, the user interface *
should visibly indicate completed stages and the user should receive updates on
various aspects such as security issues and notifications.

Slightly important O O O O O O O Extremely important

40 (Trust). The user interface should enhance the user's trust in the system. *

Slightly important O O O O O O O Extremely important

41 (Customization). The user should be able to adjust and personalize the user  *
interface such as font-size, language, and color theme.

Slightly important O O O O O O O Extremely important

42 (Task Focus). Users should be able to accomplish their primary goals without *
being disturbed by other tasks.

Slightly important O O O O O O O Extremely important
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43 (User Control). The control of the application should be given to the user. *

1 2 3 4 5 6 7

Slightly important O O O O O O O Extremely important

44 (Vigilance). The user interface should encourage users to remain vigilantand *
alert mode to detect any anomalies.

Slightly important O O O O O O O Extremely important

45 (Authentication). The application should make sure that only valid users can  *
access the system by implementing secure authentication mechanisms.

Sligthy important O O O O O O O Extremely important
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Section V - Implemented Comparison Questions

Description:

Following two parts are created to compare characteristics of
usability and security with visual and verbal aids, respectively. The
objective is to gain insight about the absence of the characteristic and

how it affects the interface.

Estimated Time:
In total, there are 6 survey questions and will last approximately 4-

8 minutes.

Design 1

Design 2

Actwities

07-10
MAYIS

11-12
MAYIS

YA it it SRk
JAUE 11 mee o Tehackot Gttt T )
MAYIS

i
JSELER ION KAMPUS GEZI AMI
BASVURULARI ACILMISTIR

22
MAYIS

24
a MAYIS

Sarvemana o atne oo evners

o
GERZE 4 tt. GERTE Ar
“ ~

"

Owec by Sutems ok et Ot

CERZE Ay -
~

P ] avoux 10 Swsaars

46 (Minimal Cognative Load). Please choose from the two designs that *
given above, selecting the one that you consider to be the better choice
in terms of security and usability.

(O Design1
(O Design2

(O There is no difference between two design.
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Design 1

Login

Be
lan

a o)

Forgot your password?

Design 2

Login

a .
b J

Forgot your password?

47 (Feedback and Feed-forward). Please choose from the two designs that given *
above, selecting the one that you consider to be the better choice in terms of
security and usability.

O Design 1
O Design 2

O There is no difference between two design.
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Design 1

Register
a8 e
Design 2
Register
a8 £

Do you have an account?

48 (Familiarity). Please choose from the two designs that given above, selecting *
the one that you consider to be the better choice in terms of security and
usability.

(O Design 1
(O Design2

O There is no difference between two design.
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Design 1

o
Register
2| |
s |
& [ 12345678 |
*Please enter stronger password
2| ol
Do you have an account?
Design 2
.
Register
2| |
s |
a8 [12345573 Nm]

*Change your password since it is vulnerable to brute-force attacks

2| = |

Do you have an account?

49 (Simple and Natural Dialog). Please choose from the two designs that given  *
above, selecting the one that you consider to be the better choice in terms of
security and usability.

(O Design1
O Design 2

O There is no difference between two design.
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Design 1

Login

& | gtudeneme@gtu.edu.tr

& [oeeooe °

LogIn

Design 2

Login

; gtudeneme@gtu.edu.tr

LogIn

50 (Input Validation). Please choose from the two designs that given above,
selecting the one that you consider to be the better choice in terms of security
and usability.

(O Design 1
O Design 2

O There is no difference between two design.
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Design 1

Register

2
o
-
8 [..........4 q.]

Password strength: Weak

Suggestions
* Atleast one lowercase
* Atleast one uppercase
At least one numeric

*  Minimum 8 characters
—~
/) o

Do you have an account?
Sign In
Design 2

Register
2
[ ]
-
a ®ecccccccccsccee o

Password strength: Weak

=
) e

Do you have an account?

51 (Feedback and Feed-forward). Please choose from the two designs that given *
above, selecting the one that you consider to be the better choice in terms of
security and usability.

(O Design1
(O Design2

O There is no difference between two design.
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Section VI - Comparision Questions

Estimated Time:
In total, there are 3 survey questions and will last approximately 3-5 minutes.

52 (Trust - Customization). Creating a sense of uniqueness and capturing users' *
attention not only strengthens their bond with the application but also cultivates
trust. While these criteria are interconnected, which do you perceive as more
influential in terms of creating usability and security balance?

O Trust

(O Ccustomization

53 (Efficient Navigation - Effectiveness). Clear instructions, such as micro- *
animations and navigation bars, effectively guide users toward achieving their
goals. While these aspects are interconnected, which do you consider more
significant in enhancing user experience?

O Efficient Navigation

O Effectiveness

54 (Familiarity - Subjective Satisfaction). People tend to look for a sense of *
familiarity with interfaces that mirror their perception of the world. For instance,

3D illustrations offer a more interactive experience compared to flat surfaces,
aligning with how individuals naturally perceive their environment. While both
criteria are interrelated, which do you think more impactful in enhancing the user
experience?

O Familiarity

O Subjective Satisfaction
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Section VII - Feedbacks

Description:

In this section, open-ended questions allow for feedback on the survey, as well as the
opportunity to provide additional information that may influence the priority of
characteristics related to usability and security.

Estimated Time:
It will last approximately 5 minutes.

1. Are there any additional characteristic of security that you would like to add? (If
there is more than one characteristic, please separate them with "-")

Your answer

2. Are there any additional characteristic of usability that you would like to add? (If
there is more than one characteristic, please separate them with "-")

Your answer

3. Did you encounter any difficulties throughout the survey?

Your answer

4. Please feel free to provide any additional feedback you may have. Your opinions
are valuable to us.

Your answer
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