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IDENTIFICATION OF OBJECT MANIPULATION ANOMALIES
FOR SERVICE ROBOTS

SUMMARY

Recent advancements in artificial intelligence have resulted in an increase in the use
of service robots in many domains. These domains include households, schools
and factories to facilitate daily life in domestic tasks. Characteristics of such
domains necessitate the intense interaction of robots with humans. These interactions
necessitate extending the abilities of service robots to deal with safety and ethical
issues. Since service robots are usually assigned to complex tasks, unexpected
deviations of task state are highly probable. These deviations are called anomalies,
and they need to be continually monitored and handled for robust execution. After
an anomaly case is detected, it should be identified for effective recovery. For the
identification task, a time series analysis of onboard sensor readings is needed since
some anomaly indicators are observed long before the detection of the anomaly. These
sensor readings need to be fused effectively for correct interpretations as they are
generally taken asynchronously.

In this thesis, the anomaly identification problem of everyday object manipulation
scenarios is addressed. The problem is handled from two perspectives by considering
the feature types that are processed. Two frameworks are investigated: the first one
takes into account domain symbols as features while the second framework considers
convolutional features.

Chapter 5 presents the first framework to address this problem by analyzing symbols as
features. It combines and fuses auditory, visual and proprioceptive sensory modalities
with an early fusion method. Before they are fused, a visual modeling system generates
visual predicates and provides them as inputs to the framework. Auditory data are fed
into a support vector machine (SVM) based classifier to obtain distinct sound classes.
Then, these data are fused and processed within a deep learning architecture. The
architecture consists of an early fusion scheme, a long short-term memory (LSTM)
block, a dense layer and a majority voting scheme. After the extracted features are fed
into the designed architecture, the occurred anomaly is classified.

Chapter 6 presents a convolutional three-stream anomaly identification (CLUE-AI)
architecture that fuses visual, auditory and proprioceptive sensory modalities. Visual
convolutional features are extracted with convolutional neural networks (CNNs) from
raw 2D images gathered through an RGB-D camera. These visual features are then
fed into an LSTM block with a self-attention mechanism. After attention values
for each image in the gathered sequence are calculated, a dense layer outputs the
attention-enabled results for the corresponding sequence. Mel frequency cepstral
coefficients (MFCC) features are extracted from the auditory data gathered through
a microphone in the auditory stage. This is followed by feeding these auditory features
into a CNN block. The position of the gripper and the force applied by it are also fed

xxiii



into a designed CNN block. These resulting sensory modalities are then concatenated
with a late fusion mechanism. Afterward, the resulting feature vector is fed into fully
connected layers. Finally, the anomaly type is revealed.

The experiments are conducted on real-world everyday object manipulation scenarios
performed by a Baxter robot equipped with an RGB-D head camera on top and
a microphone placed on the torso. Various investigations including comparative
performance evaluations, parameter and multimodality analyses are studied to show
the validity of the frameworks. The results indicate that the presented frameworks have
the ability to identify anomalies with f-scores of 92% and 94%, respectively. As these
results indicate, the CLUE-AI framework outperforms the other in classifying occurred
anomaly types. Due to the requirements that the frameworks necessitate, the CLUE-AI
framework does not require additional external modules such as a scene interpreter or
a sound classifier as the other one does and provides better results compared to the
symbol-based solution.
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SERVIS ROBOTLARI ICIN
NESNE ETKILESIM ANOMALILERININ TANISI

OZET

Yapay zeka alanindaki son gelismelerle, servis (hizmet) robotlar1 giindelik hayatin
icinde yer almaya baslamislardir. Ozellikle ev, okul ve fabrika gibi ortamlarda
hizmet sunmaktadirlar. Bu ortamlardaki islerin dogasi1 geregi, robotlarin ortamda
bulunan insanlarla ve dier bagka robotlarla etkilesimde olmalar1 gerekmektedir.
Bu etkilesimler nedeniyle, etik konularin giindeme alinmasi ve robotlarin giivenli
calismaya yoOnelik gerekli olan bilissel yeteneklere sahip olmalar1 gerekmektedir. Bu
tez kapsaminda bu amaca yonelik calismalar yiiriitiilmiistiir.

Servis robotlar1 ¢cogunlukla birden fazla eylemi iceren karmagik gorevler yiiriittiigiin-
den, gorev yiirlitmesi sirasinda beklenmeyen durumlar ile karsilagilmas: kacinilmazdir.
Bu tip beklenmeyen durumlar anomali olarak isimlendirilir. Anomaliler robotun
kendi yiiriittigii eylemlerin bir sonucu olarak ortaya ¢ikabilecegi gibi, igerisinde
bulundugu ortamda bulunan bagka robotlar veya insanlar nedeniyle de ortaya
cikabilir. Anomali durumlarinin ortamda bulunan insanlar, diger robotlar veya robotun
kendisi i¢in tehdit olusturacak herhangi bir duruma yol agmamasi giivenli gorev
yiiriitme agisindan Oonemli bir kriterdir. Bu nedenle, biligsel bir robotun oncelikle
ortamint devaml bir sekilde gozlemleyerek potansiyel anomali durumlarini sezmesi
gerekmektedir. Anomalinin sezilmesinden sonra, robotun etkin bir sekilde anomali
kotarimi yapabilmesi i¢in meydana gelen bu anomalinin tipini belirleyebilmesi oldukca
onem tagimaktadir. Bu sebeple, biligsel bir robotun bu tip anomali durumlarini tespit
edip ¢coziimlemesi i¢in bir anomali tanist yordamina ihtiyaci vardir. Bu tezde, robotun
hedeflerine ulasabilmesi icin gorev yliriitmesi sirasinda karsilasabilecegi potansiyel
anomali durumlariin siniflandirmasi problemi ele alinmistir. Bu problemde, robotun
tizerinde tasidi81 sensorlerinden (goriintii, ses, kuvvet vb.) gelen verileri yorumlayarak
anomali tanimini yapabilmesi ele alinir. Bu sensor verilerinin her biri, dogalar1 geregi
farkli karakteristiklere sahip olabilirler. Bu nedenle robot, ortamini1 mevcut sensorleri
ile algiladiktan sonra, mevcut gozlemlerini bir arada degerlendirerek etkin bir sekilde
isleyebilmeli ve anomaliler iizerine ¢esitli ¢ikarim algoritmalart yiiriitebilmelidir.
Fakat, robotun anomali durumlarim1 tam olarak analiz edebilmesi icin yiiriitmeye
iliskin 6nceki gozlemlerini de goz 6niine almasi gerekir. Ornegin, bazen anomaliler
onceki adimlarda yiiriitiilen eylemler nedeniyle olusabilir. Tiim bu zorluklarla basa
cikabilmek icin anomali tanist probleminin zamansal bir boyutta analiz edilmesi
gerekir. Bu analiz ile, potansiyel anomali durumlart ve siniflar1 arasinda zamansal
iligkilendirmelerin yapilmasi gereklidir.

Bu tezde, servis robotlar1 i¢in anomali tanisi problemi, Ozniteliklerin islenmesi
acisindan farkli seviyelerde ele alinmis ve iki farkli derin 6grenme tabanli cok kipli
(multimodal) anomali tanis1t mimarisi onerilmistir. Ilk olarak sunulan mimaride,
Oznitelikler sembolik seviyede olusturulmus ve iglenmistir. Bu mimaride robot, sahip
oldugu kamerasindan gelen iki boyutlu goriintii verisini, mikrofonundan gelen ses
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verisini ve tutucusundan gelen uygulanan kuvvet bilgisini igslemektedir. Bu bilgiler bir
araya getirilmeden 6nce, yiiksek seviyeli sembollerin cikartilmasi gerekmektedir. Iki
boyutlu goriintiilerden gorsel sembollerin ¢ikartilmasi igini yerine getirmek amaciyla
bir sahne modelleme sistemi kullanilmaktadir. Bu sayede robot, sahneye iliskin
bilgilere (nesne bilgileri, uzamsal iligkiler vb.) sahip olmaktadir. Daha sonra,
mikrofondan alinan ses verisi, bir On isleme asamasindan ge¢cmekte ve veriye ait
oznitelikler ¢ikartilmaktadir. Bu asamayi, ilgili 6zniteliklerden yiiksek seviyeli sese
iliskin sembolik yiiklemlerin destek vektor makineleri (Support vector machines,
SVM) kullanilarak ¢ikartilmasi izler. Tutucudan alinan islenmemis bilginin de (kuvvet,
tutucu acgikli bilgisi vb.) sembollere doniistiiriilmesi ile islenmemis sensor verisinden
yiiksek seviyeli sembolik verinin elde edilmesi islemi tamamlanmis olur. Robotun
sensorlerinden gelen veriler her zaman senkron olmayabilir ve bu durum elde edilen
gozlemlerin zamansal olarak bir araya getirilmesinde zorluklara yol agabilir. Bu
nedenle Onerilen yontem, sensor bilgisinin bir araya getirilmesinde zamansal bir erken
flizyon yontemini benimser. Bu asamadan sonra, farkli sensor kiplerine (modality)
ait verilerin elde edilme zamanlar1 tutarli olacak sekilde bir araya getirilmis olur.
Daha sonra, anomali semptomlar1 bir derin 6grenme mimarisinde 6grenilir. Bu
calismada, uzun kisa siireli bellekler (Long short-term memories, LSTM) kullanilarak
anomali semptomlarinin bir modeli 6grenilmistir. Yiiriitme aninda elde edilen ardisik
gozlemler, bu model kullanilarak etiketlendikten sonra bir cogunluk oylamasi yontemi
ile anomalinin nedenine karar verilir.

Tez kapsaminda ele alinan ikinci mimari, evrigimli (convolutional) 6zniteliklerin analiz
edilerek anomali tanisinin yapilmasi fikrini baz alir. Gelistirilen mimari, gorsel algi
(vision), isitsel algi (audition) ve i¢ alg1 (proprioception) 6zniteliklerin islendigi {i¢
asamaya sahiptir. Her bir asamada, farkli sensor kiplerine ait verilerin islenmesi gorevi
yerine getirilir. Bu mimaride, bir 6nceki mimariden farkli olarak, gorsel 6zniteliklerin
cikartilmasi i¢in herhangi bir sahne yorumlama sistemine gerek duyulmaz. Aksine,
ilgili oznitelikler dogrudan iki boyutlu goriintiiler tizerinden evrigimli sinir aglari
(Convolutional neural networks, CNN) kullamilarak cikartilir.  Cikartilan gorsel
Oznitelikler, uzun-kisa siireli bellekler ve bir odak (attention) mekanizmasi araciligi
ile anomali semptomlarinin 6grenilmesinde kullanilir. Bu agamanin tamamlanmasi
ile, gorsel verinin islenmesi agsamasi sona ermis olur. Diger asamada ise isitsel verinin
islenmesi gorevi ylriitiilir. Robotun yiiriitme aninda mikrofonu aracilig: ile aldig:
isitsel veriden, ilk olarak Mel frekansi kepstrum katsayilar1 (Mel frequency cepstral
coefficients, MFCC) oOznitelikleri c¢ikartilir. Daha sonra cikartilan bu Oznitelikler,
bir evrisimli sinir aglar1 yapisindan gegirilerek, isitsel veri isleme gorevinin sonuna
gelinir. Uglincii sensor verisi olarak tutucuya iliskin tutucunun agiklik bilgisi ve tutucu
tarafindan uygulanan kuvvet bilgisi bu veriyi islemek iizere tasarlanan bir evrisimli
sinir ag1 yardimiyla iglenir. Mimaride son asama olarak bir ge¢ fiizyon teknigi
kullanilarak gorsel algi, isitsel alg1 ve i¢ algi bilesenleri bir araya getirilir. Fiizyon
ile birlestirilmis bu bilgi, bir sinir ag1 yardimiyla islenerek olusan anomalinin sinifi
belirlenir.

Onerilen mimariler, Baxter robotu iizerinde cesitli anomali durumlarini iceren giindelik
nesne etkilesim senaryolarinda test edilmistir. Deneyler kapsaminda, karsilagtirmali
performans analizleri, parametre analizleri ve kullanilan sensor kiplerinin anomali
tanisina etkilerinin analizleri irdelenmigtir. Deney sonuglarinda, iki mimarinin de
anomali durumlarim basariyla (sirasiyla %92 ve %94 f-skorlari ile) belirleyebildikleri
goriilmiistir.  Elde edilen sonuclara gore, gereksinimler gbz Oniine alindiginda
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ilk mimarinin sahne yorumlayic1 ve sembolik seviyede ses simiflandiric1 gibi, bir
robot mimarisinde her zaman mevcut olamayabilecek modiillere gereksinim duydugu
durumu ortaya ¢ikmistir. Ayni zamanda, Ozellikle bir anomali durumunda gorsel
olarak sahnenin karmagik bir hal almasinin, sahnenin tam ve dogru bir sekilde
yorumlanmasinda sorunlara yol actig1 ve bu nedenle anomali tanima performansini
etkiledigi goriilmiistiir. Bu sonuclar dogrultusunda, evrisimli 6zniteliklerin goz oniine
alinarak ayr1 asamalarda incelendigi mimarinin daha genel bir ¢6ziim sunmasindan ve
daha iyi performans saglamasindan dolay1, daha tercih edilir oldugu gosterilmistir.

Tez kapsaminda ele alinan problem ve sunulan ¢oziim, robotlarin yeteneklerinin
arttirilmasi dogrultusunda onemli bir adimdir. Ayni zamanda elde edilen sonuglar,
giivenli gorev yiiriitmesi ve etik acisindan 6nemli olup, umut vericidir.
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1. INTRODUCTION

The rapid spread of robot use in daily life indicates that service robots will help ease
many domestic tasks in the near future. Even as of today, many successful applications
of service robots in everyday tasks, including cooking, cleaning and shopping, have
been reported in the literature. Several open problems, however, still remain and
are under investigation for these tasks [3,4]. The remaining open problems mainly
surround the cases where close interactions with objects and humans are required,
which tends to add an additional layer of challenge. Such close interactions, and robots
being in the same environment with humans, have revealed the importance of safety

and ethical concerns to be addressed by the researchers as well [5, 6].

Robots are prone to encounter unexpected situations (i.e., anomalies) while achieving
objectives in their environments, especially when a human factor is present. Such
anomaly situations may threaten the safety of humans, the environment, or even the
robots themselves. Therefore, safety in execution is considered one of the primary
concerns for cognitive robots [7]. This concern needs to be taken into account while
designing both hardware and software of the robots. Complete avoidance of such
anomalies may be impossible, and as such, it is essential for the robots to be capable
of dealing with these deviations to ensure autonomy, in addition to robustness for any
upcoming tasks. It is also crucial for them to recognize their limits related to what
they cannot fulfill. As a consequence, diagnostic procedures that contribute to the
aforementioned skills are required for service robots in domestic environments. Such
automated procedures are essential components of robot software design since they
provide the opportunity for the robots to handle anomalies autonomously without any
human intervention. Consequently, enhancing the abilities of service robots to cope
with such safety and ethics problems is crucial for expanding their capabilities in
achieving everyday manipulation tasks. Learning is one possible way of achieving
such enhancements. Recent advancements in learning (i.e., from demonstration) have

made it possible for robots to augment their abilities [8].



Diagnostic procedures are possible by sensing the environment. Onboard diagnosis is
more appreciated for autonomy independent from external sensors. A combination of
different onboard sensing modalities is beneficial to make accurate conclusions about
task execution. Hence, it needs to be mounted with sensors that provide different
modalities, and the readings gathered from these sensors need to be interpreted to come
up with accurate conclusions about the task execution. In order to make inference
on the state of the world, a fusion procedure is essential to combine such readings
gathered through distinct sensors. The variety of the sensory modalities is also crucial
for the diagnostic tasks. Most of the time, common indicators appear in case of an
anomaly. Therefore, it may be more challenging for the robots to perceive and infer
with these indicators about the anomalies through limited sensory modalities. The data
gathered through each sensor should be combined and fused with early or late fusion
techniques to identify what went wrong during task execution. In this thesis, onboard
anomaly identification methods are investigated to classify unexpected circumstances

in tabletop object manipulation scenarios.

Associations between potential anomaly classes and anomaly cases must be
established in an identification algorithm. This task must be achieved by the robot
to reveal the anomaly type by applying a time series analysis of gathered observations
during run time. Such a time series analysis makes it possible to incorporate relations

between anomaly indicators that may be gathered at distinct time steps.

Figure 1.1 illustrates snapshots of an anomaly case along with the symbolic
representation of the corresponding scenario on the bottom. The robot is tasked to
construct a structure by stacking the cubical objects on top of each other. In this
particular scenario, a 3-block tower from the given blocks A, B and C needs to be

constructed.

The robot stacks block B on top of block A with an offset which causes their centers
of mass to be not on the same vertical axis at time ¢ — 2. In the next time step (t — 1),
the robot aligns itself to grasp block C to replace it on block B. After the robot places
the block at hand at time step ¢, the tower collapses due to the violation of the physical
balance of the tower. The unstable placement at time step ¢ — 1 does not yield the robot
to immediate damage. However, this instability causes an anomaly in upcoming steps

due to a previously executed action that resulted in block B not being well-aligned with
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(d)
Figure 1.1 : An anomaly case where a 3-block tower collapses due to an earlier
unstable action execution [1].
block A. In order to determine what went wrong in which time step, the robots need to
execute an identification procedure that processes the gathered observation sequence.
Furthermore, a temporal analysis is required to incorporate anomaly indicators at time

step ¢ — 2 for the task that is executed at time step t — 1. As a consequence, a temporal

analysis that takes into account the observation sequence as a time series is required.

1.1 Terminology

In this subsection, the terminology related to the focused anomalies is presented by
introducing necessary definitions. Then, active research topics related to anomalies

are explained.

1.1.1 Anomaly vs. Failure

In this thesis, anomaly and failure terms are defined taking into account how they
occur in environments as described analogously in [9]. These descriptions are adapted
to the robot manipulation domain. Violations of expectations, specifications or rules
are treated as anomalies. One should note that these violations may also arise due to

external sources (i.e., beyond the control/operation of the robot). On the other hand, an



anomalous execution that yields unexpected operational outcomes is treated as failures.
Figure 1.2 illustrates the cases given in these definitions. Note that, an anomalous

execution does not always necessarily lead to a failure.

Anomaly Failure
Deviation from Violation of
e expectations e expected operational
e specifications outcomes
e rules e objectives

. J/ . J/

Figure 1.2 : Illustration of the anomaly and failure definitions.

To exemplify, consider a manipulation episode where a robot interacts with a set
of objects (i.e., picks, puts down, or pushes) in the environment. An unexpected
location change of the target object by an external agent/event is treated as an anomaly.
Whereas, when the robot fails in picking the object by itself, this case is treated as a
failure since it is related to a violation in the expected operational outcome. In this
thesis, failures are considered anomalies since they are special types of anomalies

according to the given definitions. Therefore, all deviations are entitled as anomalies.

1.1.2 Detection, identification and recovery

Recognizing and dealing with failure situations requires a diagnostic procedure
including generally three main steps: detection, identification, and recovery [10]. In
the anomaly detection phase, the robot becomes aware of an unexpected outcome. This
is achieved by monitoring the execution continually to keep track of the execution state
to check if outcomes are as expected. Whenever an anomaly is detected, the robot
needs to execute procedures to recognize or identify the case to explain what went
wrong. Such methods are called anomaly identification procedures. In the recovery
phase, the robot takes necessary actions to return to a nominal state to recover from the

anomaly. This phase is named recovery.

Figure 1.3 presents a flow of an example scenario that is presented in Figure 1.1. In
this particular scenario, the case where a tower of objects collapses due to an earlier
unstable action is presented. First, the robot perceives the environment in which it
exists through the sensors that it possesses, and it maintains a knowledge base (KB) to

keep track of its belief in the world state. The KB is updated (i.e., by a visual world
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modeling system) after perceiving the objects (a cube and a tower) in the environment

with their specifications (color, location, shape, etc.).

A planner provides the sequence of actions to achieve the objectives that might lead
the robot to its desired goal. It may generate this sequence automatically by using
the domain knowledge and the built experience on action outcomes that contains
knowledge about the available actions, or a domain expert directly gives it. The
robot first picks up the object and places it on top of the stack in this particular case.
Afterward, the robot starts to execute these consecutive actions in the plan. Note that
some low-level phases, such as generating a path plan, are not illustrated in the figure

for brevity.

While the robot executes the consecutive actions provided by the planner to attain its
goal, an anomaly detection procedure runs concurrently to check whether everything
related to the execution goes as planned according to the expectations. However,
the tower collapses due to an earlier unstable placement action in this particular
case. The anomaly detection process notes this deviation, and it triggers the anomaly
identification process, and the type of the anomaly is identified as an earlier unstable
placement action. This interaction may be recorded to update the knowledge base for
the failure context [11]. Finally, the recovery module comes up with another plan to

rebuild the tower stably.

After the robot reveals the anomaly type, necessary recovery actions are suggested by
a recovery procedure. In order to relate and incorporate anomaly types with objects
or tasks, the robot may construct hypotheses for the upcoming tasks by a learning
procedure. These findings may be fed into the domain knowledge to be used in future

tasks.

1.2 Proposed Solution

In this thesis, the anomaly identification problem is addressed by taking into account
different sensory modalities and by applying a time series analysis on the observation
sequences of the robot. The described problem is addressed by processing sequential

observations at different granularity. Consequently, a distinct multi-modal anomaly



identification framework is proposed at two different granularities. The following

levels are considered for processing features:

1. High-level symbols are extracted from data gathered through multi-modal sensory
system. Visual predicates provided by a visual world modeling system and
auditory symbols provided by a classifier are used as input to the presented
framework. An early multimodal fusion algorithm combines these data, and
the fused multimodal data are used to capture anomaly indicators within a deep

learning-based framework.

2. Convolutional features are extracted from raw 2D images gathered through an
RGB-D camera. Auditory data gathered from a microphone are processed within
convolutional neural networks (CNNs) with extracted auditory features from the
data. Proprioceptive data is also collected and processed with a CNN. These data
are processed separately, and a late fusion technique is applied to incorporate the

results of each sensory modality stream to identify anomaly cases.

1.3 Contribution

In this thesis, two anomaly identification frameworks are presented. Each framework
incorporates various sensory modalities at different granularities to reveal anomaly
types. The contribution of the thesis is fourfold and is summarized within the following

subsections.

1.3.1 Symbol-based anomaly identification framework

In order to address the anomaly identification problem of everyday object manipulation
tasks in unstructured environments, a symbol-based identification framework is
presented first. This proposed framework adopts an early fusion mechanism to
incorporate different sensory modalities: vision, audition, and proprioception. A visual
world modeling system is used and the domain-specific knowledge may be embedded
easily in the solution. To the best of the authors’ knowledge, this is the first time that
the auditory modality is considered to classify object-related perceptions (i.e., fall)
for the anomaly identification problem of everyday object manipulation tasks. The

framework is evaluated on real-world cases, including anomalies with a Baxter robot.



1.3.2 Convolutional three-stream anomaly identification (CLUE-AI) framework

Since a visual world modeling systtm may not always be available in a
robotic framework, a convolutional three-stream anomaly identification framework
(CLUE-AI) is proposed. Unlike the symbol-based anomaly identification framework,
CLUE-AI processes 2D images gathered from an RGB-D camera without the
need for any preprocessing and domain-specific knowledge. The novel framework
processes different sensory modalities and adopts a self-attention mechanism to
capture anomaly indicators in an observation sequence. Different sensor modalities are
then incorporated with a late fusion mechanism to combine the results from different
CNN architectures designed to process each sensory stream. The experimental

evaluation of the framework is done on a Baxter robot in real-world anomaly cases.

1.3.3 Multimodal analysis

In this thesis, multimodal anomaly identification methods are proposed where
conclusions about the types of anomalies are drawn from the fused sensory data
gathered from different sensors. Both early and late fusion mechanisms are
implemented for the presented solutions. In order to show the contribution of each
sensory modality on the anomaly identification performance, multimodality analyses

are presented for each presented framework.

1.3.4 Symbolic-level features vs. convolutional features

The comparison of the proposed anomaly identification frameworks is presented
considering the processed feature types. Advantages and drawbacks of processing
and fusing symbolic-level features and convolutional features are analyzed for the

investigated anomaly cases.

1.4 Organization of the Thesis

This thesis is organized as follows. Chapter 2 presents the state of the art of the
anomaly identification literature. This chapter is followed by the formal definition
of the anomaly identification problem along with the investigated anomaly types
(Chapter 3). Chapter 4 presents fundamentals of the underlying structures that

are employed in the proposed framework. Chapters 5 and 6 present the anomaly
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identification frameworks that process symbolic-level features and convolutional
features, respectively. Chapter 7 concludes the thesis with discussions and possible

future directions.






2. LITERATURE REVIEW

In this chapter, literature on the recent research studies on different components
for anomaly diagnosis is summarized. Since the diagnosis consists of detection,
identification, and recovery sub-fields and they are highly interrelated, the literature

of each sub-field is investigated under distinct headings.

There exist three different taxonomies on anomalies [12—-14]. The first taxonomy
distinguishes internal and external anomalies. In this taxonomy, deviations related to
environmental problems correspond to external anomalies [13]. On the other hand,
the anomalies related to the beliefs of the robot itself are categorized as internal
anomalies in this taxonomy. Another taxonomy classifies anomalies considering their
sources: physical and human [12]. Yet another taxonomy presents anomalies of smart

manufacturing environments [14].

2.1 Anomaly Detection

Anomaly detection is intensively investigated in the literature [15-19]. In [15], the
execution monitoring task is investigated under three categories: external monitoring,
expectation-based monitoring, and model-based monitoring. A common strategy
to detect anomalies is to compare the expected outcomes of actions and actual
observations [16]. Model-based methods are also widely investigated for anomaly
detection [17]. In another comprehensive survey, anomaly detection methods are
presented and categorized based on the underlying ideas of the solutions [18]. Yet
another survey on anomaly detection presents related studies considering different
types of robotic system characteristics [19]. Failure detection can be achieved without

considering a predefined model by checking sensory data [20].

In a model-based method [21], normal working conditions are modeled instead of
failure cases, and deviations from the models are used to detect motion failures. A
coBot service robot is used to test the method in a dynamic environment. The study

focuses on detecting displacement errors by using the outputs of the wheel encoders
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and the localization algorithm. In [22], a model-based actuator failure detection
method is presented for non-linear systems. The proposed method employs parity
equations for detecting deviations between expectations and observations. Pioneer

3-AT robot is used to evaluate the performance of the proposed method.

An analytical redundancy approach is used to detect failures on an iRobot Roomba
[23]. The study consists of an observer that is responsible for tracking the
error between the actual sensor values and nominal robot dynamics (odometer).
Furthermore, uncertainties in model parameters (i.e. temperature, battery charge, etc.)
and non-linear dynamics of the robot are also considered during this failure detection
phase. Adaptive bounds are defined for these situations. In case of measurements
out of these boundaries, a failure case is assumed. The following motor failures
are considered during the experiments: the motor does not response, the motor stops
working, and the performance of the motor degrades. Since each wheel has its own
observer, the failure is simply located considering the wheel that raised the alarm.

After detecting the failure, the magnitude of the failure is also identified by the model.

An Entity-Component-System (ECS) is maintained to detect unexpected deviations
[24]. The system stores dynamic information about object entities. Therefore, actions
that manipulate these entities are stored separately. Deviations are also classified by
considering resources. The proposed method is tested on a KUKA Lightweight robot
on object manipulation scenarios. In a data-driven method, anomalies are detected with

a three-phased method: data filtering, attribute grouping, and outliers detection [25].

A monitoring algorithm is implemented for the RoboCup soccer environment to
modify and feed action models in a planner [26]. In order to detect failures,
expected outcomes of the actions are compared with the actual observations during
the execution. A focused anomalous region optimization detector [27] which uses
a cross-entropy method [28] is used to enlist the set of significantly deviated states.

Then, this set of states (regions of anomaly) are used to update the planning model.

Probabilistic methods are also analysed in the literature for the failure detection
task. In [29], self organizing maps (SOPs) are analysed spatio-temporally to detect
failures. In [30], HMMs (hidden Markov models) are employed for failure detection

by maintaining system feedback with torque and force signals. In another work [31],
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uncertainties in the environment are detected by maintaining a probability distribution
on the robot’s expectations. Variants of HMMs are also considered to address
the anomaly detection problem in robotic assistance tasks [32,33]. Another study
investigates HMMs with Hellinger distance analysis to detect anomalies in aquatic
drones and socially assistive robots [34]. A hierarchical Dirichlet process (HDP) based
method is also investigated to detect anomalies during robotic assembly by processing
force-torque signals [35]. In [36], neural networks and Kalman filters are used in a

mobile robot system to detect sensor and mechanical failures.

In a deep learning based method [37], anomalous behaviours that arise due to
cyber-security attacks in robotic systems are detected with various autoencoder
settings. To do so, logs are transformed into images to train these autoencoders.
Another work addresses navigation anomalies by processing multimodal images in
natural outdoor environments [38]. LSTM-based variational autoencoders are also
investigated to detect human-robot interaction anomalies [39]. In another study [40],
CNN s extract spatio-temporal features and they are fed into bi-directional LSTMs to

detect anomalies in surveillance stream data.

Abnormal situations that arise during execution can also be detected by maintaining
control rules. In [41], control rules are represented in a domain-specific language to
analyze hardware failures. In [42], metric temporal logic (MTL) is used to represent
action control formulas for monitoring the action in execution. Hard-coded formulas
are checked during execution with the progression algorithm [43] to detect failures.
The proposed algorithm is tested on a Pioneer 3-AT robot with real word experiments.
In another work [44], execution monitoring for unmanned aircraft systems (UAVSs) is
achieved by using a progression algorithm that operates on action control formulas

represented in temporal action logic (TAL).

Planning is defined as finding a sequence of actions to achieve a goal. Methods
including the planning phase for execution monitoring are also investigated in the
literature. In [45], actions are represented in an extended way by representing action
states in consecutive time steps. Furthermore, this extension also includes degraded

versions of these actions. Failure detection is achieved by using these extended models.
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2.2 Anomaly Identification

In the literature, logic-based, sensor fusion-based, expert systems, and probabilistic
methods are investigated to reveal the types of anomalies. The following subsections

explain these studies under distinct headings.

2.2.1 Logic-based methods

Logic Programming with situation calculus [46] is studied to explain unexpected
deviations [47]. Cost-assigned hypotheses are maintained in a pool, and actions
and their effects are reasoned through situation calculus. Sensor failures, misbeliefs
and external events are investigated in the scope of the study. A hypothesis pool
is maintained to explain failures, and hypotheses in the pool are updated during
execution. In case of an inconsistency, cost values of these hypotheses are updated and

the minimum-cost hypothesis is selected until conflicts are resolved among hypotheses.

In a logical inference based method [48], the causes of the failures are categorized
under three headings: failure on producing the desired effects of an action, deviations
from expectations in the world and exogenous events. The main idea of the proposed
method is detecting inconsistencies between the theory and the model of the world.
The method is tested on a delivery robot in an environment where the robot is tasked
to deliver some objects, such as envelopes, to their destinations. Logical inferences
are achieved about failures. For instance, when the robot detects an object in a place
which it believes that object is in another room, it tries to pick it up to infer whether it
is a ghost object. If the action is successful, the robot updates its belief on that object.

The temporal dimension of the problem is not considered in such solutions.

2.2.2 Clustering-based methods

Clustering based identification methods have also been studied [49]. Global fuzzy
c-means clustering algorithm is used to construct clusters to find the causes of failures.
During the execution, new clusters are constructed for abnormal situations due to
the outlier data gathered by the sensors. After detecting the failure with clustering,
identification is provided by considering the sensor values during the failure and closest

clusters. The performance of the method is evaluated on an 18-degrees-of-freedom
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hexapod robot with five different cases: normal conditions, uphill inclination is

changed, tied leg, deactivated position sensor and changeable light conditions.

Multi-level sensor fusion is used to detect and classify failure cases [50]. Sensors are
clustered as groups, and their outputs are interpreted to detect and isolate abnormal
situations. Four phases are invoked in the proposed method: conflict monitoring
to detect inconsistencies among the sensor groups, confidence level computation for
calculating the confidence of the sensor measurement, fault isolation to isolate faults
by using the decision making rules and information fusion to fuse different sensor sets’
information for confidence level. The method is tested on the navigation domain with
obstacle avoidance scenarios, and camera and infrared sensor faults are investigated on

simulation scenarios.

2.2.3 Probabilistic methods

Particle filters (PFs) are proposed in the FDI literature [51]. In [52], failure
identification is achieved by using a hierarchical representation. Failures are
represented in a tree structure. In this representation, leaf nodes correspond to faults
where internal nodes correspond to aggregation of similar nodes to group them.
Dynamic Bayesian networks (DBNs) and particle filters (PFs) are proposed to identify
failures in [53]. In this two-phased method, DBNs are implemented to find the
candidate electric machines that cause a failure. Then PFs are used to keep track of
these candidate machines to find the cause of the failure. In [54], particle filters and

Kalman filters are compared for failure detection and identification for DC motors.

HMMs are also used to identify anomaly cases. In [55], an HDP-HMM is employed
as a Bayesian time series model to learn sensor signatures related to failures. The
proposed method is evaluated in industrial robotics tasks. In another HMM-based
method, gradient analysis is studied to identify anomaly cases [56]. In the particular
study, pick and place actions on a humanoid robot are analyzed. In a non-parametric
HMM-based solution [57], force-torque signals, velocity and tactile data are processed
to detect and identify anomalies that arise during cooperation tasks. In another
non-parametric method, autoregressive HMMs (AR-HMMs) perform introspection
to identify nominal and anomalous activity by processing force-torque data [58].

Considering a hierarchy between the hidden states and the actions, anomalies are
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identified with Hierarchical Hidden Markov Models (HHMMs) and Particle Filters

(PFs) in a mobile robot performing object manipulation tasks [59, 60].

2.2.4 Deep learning methods

Visual features of visual inputs can be extracted with convolutional neural networks
(CNNs). In [61], CNNs are used to train a model for task execution in a
simulation environment to investigate visual failure modes with a single modality. An
autoencoder-based method that uses stacked denoising autoencoder (SDA) is proposed
[62] to identify the health state of rotary machines. The identification of health states
is achieved with a three-step method: division of the health states into training and
test groups, construction of a deep hierarchical structure with greedy training and
validation of the network. A deep transfer learning (DTL) method is proposed to
handle motor bearing failures [63]. In this work, a three-layer sparse autoencoder
structure is presented to extract features from the raw data. In another work [64], visual
features extracted with CNNs are combined with temporal features gathered from
HMMs and these features are used to classify anomalies with multilayer perceptrons

(MLPs) in activities of daily living (i.e., feeding) scenarios.

2.2.5 Other methods

In a mobile robot domain, locally linear models (LLMs) with adaptive threshold bands
and model error modeling (MEM) are proposed to address anomaly detection and
identification problems [65] There may also be situations where the planner is not
able to generate a plan given a goal state. Causal graphs and domain transition graphs
are used to analyse such cases [66]. Causes of why the planner is not able to come up
with a plan, excuses, are classified under three categories: acceptable excuses, good
excuses and perfect excuses. Acceptable excuses are the explanations with lower facts
given two good excuses. A minimum costly excuse is denoted as a perfect excuse. Two

heuristics, LM-cut and enhanced-additive, are used with A* algorithm to find excuses.

Anomaly classification problem is also studied in other domains. In a medical problem
[67], multiple-instance learning algorithms are investigated to classify anomalies of
mammography images. Unsupervised learning techniques are also studied to classify

anomalies of powder bed images [68]. In another work [69], SVMs are used to analyze
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device logs to classify anomalies in a device network domain. Another work classifies
anomalies of hyperspectral images with a linearly constrained minimum-variance

classifier.

Different from earlier methods, in this thesis, anomaly classification problem is
addressed for everyday object manipulation tasks. Multimodal data (visual, auditory
and proprioceptive) are taken into account within a designed deep learning framework
for the identification of object manipulation anomalies for service robots. Moreover,

auditory modality is used to classify object interactions (i.e., fall).

2.3 Recovery

In general, a plan is generated either manually or by using a planner to recover from
a deviation/anomaly/failure. In [70], an algorithm for recovery of action execution
failures is proposed for multi agent systems. The method is tested on a simulation
environment with Khepera II robots. When a failure occurs, the action schema is
updated by locking the failed action. By doing so, alternative actions are selected
for the resolution of the failure by the TLPlan planner [71]. In another work [72], a
method that includes function-checking and diagnostic-plan strategies is proposed to
gain diagnostic information for failure diagnosis. The method is tested on robots using

JSHOP?2 planner.

Since replanning is a costly operation compared to repairing, plan repair is investigated
in the literature to maintain robust plan execution in case of failures. In [73], the
advantage of repairing the plan is shown against replanning. Plan stability is introduced
to find new plans instead of replanning when deviation occurs. Plan stability is
associated with the difference of two plans. A local-search-based planner, LPG [74]
is used with a heuristic considering the plan cost, end time, increase in the number of
search steps, estimation of the distance between the new plan and the current to find
stable plans in case of a deviation. In [75], refinement (adding actions to the plan) and
unrefinement techniques (removing constraints using planning heuristics) are used to
repair a plan. The proposed method is implemented on VHPOP planner [76] resulting
with the POPR planner and compared with replanning from scratch and another plan

repair method GPG [77].
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A hybrid planning approach using both partial order planning (POP) and hierarchical
planning is presented in [78]. Abstract and elementary actions are considered. Abstract
actions correspond to a set of elementary actions where elementary actions correspond
to atomic actions. The proposed system is implemented on HiPOP [79] planner.
Repair procedure consists of the following steps: removing the steps that are in the
failed plan but not in the domain, removing violated temporal steps, removing actions
preserving the hierarchy, interacting with deadlines and organizing forbidden actions.

Experiments take place in the survivors [79] and parking domain.

Replanning is also investigated to achieve recovery [45]. In case of a failure, the robot
generates a plan from the current faulty state to a repaired state. In order to define the
repaired state, three rules are considered: Fixing all the functionalities in the faulty
state, satisfying the preconditions of the upcoming action and maintaining the state in
such a way that there are no open preconditions. If there is not a plan in this case, the

robot plans to a safe state where it does not affect the other robots.

Representing failures within an ontology is also a method to recover from failures. A
failure ontology is represented as a graph with indication nodes [80]. The indication
nodes connect to diagnostic nodes. Then the proposed meta-cognitive loop (MCL)
moves into the guide process. Potential responses are listed considering their utilities,
then one of the recovery methods from the list is implemented. If a failure is
encountered before, the previous response is marked and indications are updated with

the new failure.

Model-based methods are also presented in the recovery literature. In [81], a
model-based failure diagnosis method is presented where three failure scenarios on
a hard drive are considered with three different types of severity. In the first scenario,
failure is not serious, and the robot is able to return its nominal state. In the second one,
the robot returns its nominal state with a degraded performance. Final failure is the case
where it is too serious that the robot is not able to go on executing. These failure modes
are modelled within a probabilistic hybrid automata (PHA). Finally, reconfiguration is

achieved by using the kinematics.

Petri nets are studied to recover from erroneous states in the blocks world domain [82].

Failures are recovered considering the failure type: known failures and unknown
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failures. In case of a known failure, the Petri net finds a sequence of actions for
execution. Otherwise, in case of an unknown failure, the robot learns the recovery

from a human by demonstration, and extends the current Petri net.

Probabilistic structures, such as hidden Markov models (HMMs), are also analysed
in the literature to find the most appropriate execution mode for a mobile robot [83].
Plan, stop and react are defined as modes for the robot, and the robot transfers among

these states and responds to situations during execution.

An agent programming language is also proposed to handle anomalies that arise in
multi-robot domains [84]. In such a method, a robot that encounters an anomaly case,
# can execute a diagnostic procedure locally and ask another robot for help. Natural
language instructions can be processed when the robot has missing information about
its domain [85]. For example, when the robot does not have a push action to open
a door, a human intervenes with a verbal statement. The robot parses this statement
and inserts the new action to its domain as a result of parsing. SapaReplan is used to

construct plans which is an extended version of the SapaPlan planner.

A fuzzy logic based expert system is proposed to diagnose faults in [86]. In this
method, a three-phased data-driven procedure is invoked that includes the following
steps: acquiring information, making inferences and taking actions. In the first phase,
information is extracted. Second phase includes if-then rules that are gathered from a
domain expert of that area. Afterward, the system is returned to its nominal state by
taking some actions in case of a failure. Drawback of the proposed system lies in the

high dependence of the quality of the expert knowledge.
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3. PROBLEM DEFINITION

In this chapter, the anomaly identification problem for service robots is formally
presented. Then, the investigated scenarios and the focused anomaly types that occur

during the execution of these scenarios are explained.

3.1 Problem Formulation

A service robot needs to interact with the environment in which it operates during
task execution. The environment may contain objects or other robots. Humans may
also exist in robotic environments to collaborate with robots to fulfill a task. As
everything may not go as planned, deviations from expectations, called anomalies,
can occur during task execution. Therefore, a continuous monitoring process is a
necessity to detect such situations. After detecting anomalies, explanations related
to these anomalies need to be presented for efficient recovery. This Ph.D. research
aims at implementing a framework that has the ability to address the question "What

went wrong during execution?".

A service robot needs to perceive its environment to become aware of the real
world with the readings gathered through its sensors. Various types of sensors may
be mounted on the robot, and the readings from these sensors must be processed
appropriately for reasoning on the environment and acting accordingly. These readings
correspond to observations related to the environment. All these readings and the
robot’s internal state (i.e., the positions of its actuators) make up the execution state.
The execution state is directly observable by the robot. On the other hand, the robot
cannot directly observe the hidden state that contains whether there exists an anomaly.
Therefore, an inference algorithm is required to decide on the hidden state. Let each
sensor is represented and denoted with s,, where m corresponds to the index of the
sensor that provides a distinct sensing type. The whole set of these sensors is denoted

with S and is represented as in equation 3.1.

S ={50,81,-8m} (3.1)
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The robot gathers readings through each sensor corresponding to an observation
at a distinct time step ¢, and this observation taken from a distinct sensor (s;;) is
represented with 0" for that time step . In this study, three sensory modalities
are considered: vision, audition and proprioception. Images are processed as
visual readings, audio data are considered as auditory inputs, and gripper-related
data are processed as proprioceptive readings. Since each sensor provides readings
asynchronously, these readings eventually need to be fused together to come up with
a consistent interpretation. As a result, these readings need to be aligned to end up
with fused observations. Therefore, a fusion procedure is needed to construct a fused
observation at a time step. A fused observation tuple at time step ¢ can be denoted with
X; as in equation 3.2

Xt = (OfO,Ofl,..70fm) (32)

where 0;™ represents the observation gathered through the sensor s, at time step . The
robot needs to maintain an observation history (H) that includes these sequentially
gathered observations during execution, and equation 3.3 formulates this concatenated
observations as follows:

H = (X0, X1, -5 %) (3.3)

where each element (x;) corresponds to a gathered observation. Observations can
directly be perceived from the environment through the sensors. A hidden state (z;)
corresponds to the execution state’s anomaly type (ground truth). It gives information
about the execution state, denoting whether there is an anomaly (if so, it indicates the
anomaly type). Since the hidden state is not directly observable, a diagnostic procedure
is needed to infer the anomaly type. Equation 3.4 presents the hidden state sequence

(Z) that corresponds to an observation history.

Z = (20,215--,2) (3.4)

The domain of this hidden state is represented with the set given in equation 3.5.

A = {safe,anomaly\,anomaly,, ...,anomaly, } (3.5)

The first element of this set (safe) corresponds to the cases where there is not any

deviation from the expectations in that corresponding state. Other elements of this set

22



(anomalyy,) correspond to distinct anomaly cases where 7 is the cardinality of this set.
The robot should continuously monitor the execution to infer the ground truth. In case
of an anomaly, the robot needs to have the ability to investigate the observation history
and come up with a conclusion about the type of anomaly to explain it. This task may
be achieved by assigning probabilities to each ground truth candidate in the observation
history. Considering these likelihoods, it can come up with related anomaly classes for

each hidden state. This task can be expressed as in equation 3.6.

argmax;(P(zo.x = anomaly;|H)) (3.6)

In this equation, zp, is the hidden state label sequence where H is the observation
history. The robot needs to find the most appropriate anomaly type corresponding to
the ground truth by investigating the anomaly type anomaly; that maximizes the given

posterior in the equation.

3.2 Scenarios and Potential Anomaly Cases

In order to analyze case scenarios, Baxter robot is selected. Baxter is a manufacturing
humanoid robot produced by Rethink Robotics [87], and it is used to execute selected
everyday object manipulation tasks. Baxter is equipped with an LCD head which
makes it possible to interact with the environment. It possesses two arms, one of its
arms has a five-fingered hand, and the other one has a force-sensing gripper which
is used during selected scenarios. An RGB-D camera is mounted on its head which
makes it possible to perceive images. A microphone is also mounted on its body to
keep track of the occurred sound information. Figure 3.1 illustrates the Baxter robot
market with the presented sensors and actuators. Robot Operating System (ROS) [88]
is used to integrate and construct the proposed framework. It provides a wide range of
libraries and tools for robotic applications. To design low-level behaviors, Movelt [89]

that provides motion planning and manipulation libraries is used.

Since the main focus in this thesis is the identification of anomalies that occur
during object manipulation episodes, table-top object manipulation scenarios are
examined. Various scenarios including several objects with different shapes and sizes
are investigated for manipulation. A set of boxes (cereal, pasta, powder), a set of cans

(wafer and tomato paste), a milk bottle, a set of plastic fruits and vegetables (corn,
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@ Asus xtion RGB-D Camera .
e Gripper
e PSEye microphone

Figure 3.1 : Baxter robot with its selected sensors and actuators.

grape, banana), a set of cubical objects and container objects with various sizes are
included in the object set. Figure 3.2 illustrates the objects that Baxter interacts with.
As seen from the figure, Baxter is located behind a table on which the selected objects

exist.

3.2.1 Investigated manipulation actions

The anomaly identification problem is investigated under the assumption that the robot
is capable of executing the following listed actions to interact with the environment
and objects: move-towards-object, move-to-location, pick-up, put-down, put-down-on,

and push. The following items describe these actions.
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Figure 3.2 : The objects that are used in the anomaly scenarios.

* move-towards-object(objectX): The robot moves its arm to locate and align its

gripper to objectX’s location.

* move-to-location(destination): The robot’s arm is located in a given destination

coordinate.
* pick-up(objectX): The robot closes its gripper to grasp objectX.

* put-down(objectX): The robot releases currently-gripped objectX from the gripper
to the table.

* put-down-on(objectX, objectY): The robot releases currently-gripped objectX from

the gripper on top of objectY.

* push(objectX, axis, distance). The robot pushes objectX with its arm along a

specified axis considering a given distance.

* pour(objectX, container): The robot pours objectX into the given container object.

3.2.2 Scenarios and potential anomaly cases

The robot may need to execute actions described in Section 3.2.1 consecutively in order
to accomplish a given task. In order to analyze anomalies, the following scenarios are

considered in this thesis.

» The robot is tasked to grasp an object with its gripper.
* The robot is tasked to release an object from its gripper to the desired location.

* The robot is tasked to push an object along an axis for a specified amount.
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e The robot is tasked to construct a tower from a set of blocks that have cubical

shapes.

* The robot is tasked to pour the content of one container which includes objects into

another container. The second container may be empty, partially-full, or full.

During the execution of these particular case scenarios, miscellaneous anomalies may

arise. The following subsections justify the potential anomaly cases.

3.2.2.1 Location change anomaly (LOC)

The robot’s interaction with the objects during manipulation necessitates keeping track
of the states of objects for efficient execution. Furthermore, there may be cases where
there are other humans or robots in the environment of the robot. In such cases, the
robot also needs to be in communication with other’s actions. When the robot is not
aware of the changes in the environment that arise due to the actions of other agents,
the robot may encounter anomaly cases related to these changes. In this thesis, the
cases where an object’s location is changed beyond the knowledge of the robot itself

are investigated. The abbreviation LOC is used for such cases.

Figure 3.3 illustrates the snapshots of an anomaly case that includes LOC. Each
illustration is captured from the head-mounted RGB-D camera of the robot. First,
the robot gathers the initial scene (Figure 3.3(a)) which includes a powder box and
plastic grape toy on the table. The task of the robot is grasping the powder box.
Therefore, the robot moves its arm to the location of the object (Figure 3.3(b)). While
the robot approaches the powder box, the object’s location is changed by a human in

the environment (Figure 3.3(c)). This anomaly type corresponds to such deviations.

ng F\

3

(a) (b) (c)
Figure 3.3 : Snapshots of the anomaly scenario that includes location change
anomaly (LOC).
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3.2.2.2 Object disappearance anomaly (DIS)

While the robot interacts with an object during a manipulation episode, the object may
be taken out of the point of view (i.e. environment) of the robot. Such a situation
may lead the robot to encounter an anomaly case. Figure 3.4 presents a sequence of
snapshots while the robot performs a tower construction scenario of cubical objects.
After the robot perceives the scene (Figure 3.4(b)), it moves its arm through the object.
However, while the robot moves its arm, the object is taken out of the environment by a
human without the knowledge of the robot (Figure 3.4(c)). This anomaly type explains
such cases. The abbreviation DIS is used for such cases.

S =

2 £ E £ |-

(a) (b) (c)
Figure 3.4 : Snapshots of the anomaly scenario that includes object disappearance
anomaly (DIS).

3.2.2.3 Earlier unstable action anomaly (EUA)

While the robot constructs a tower of objects, the tower may collapse due to a
previously built unstable sub-tower. This instability arises due to misaligned centers
of mass of the tower components. Figure 3.5 illustrates an example scenario where
an anomaly occurs due to an unbalanced sub-structure. After the robot observes the
environment with the objects to be interacted (Figure 3.5(a)), it grasps the green block
with its gripper (Figure 3.5(b)). After the robot places the currently grasped object on
top of the unbalanced sub-structure, the tower falls down (Figure 3.5(c)). This anomaly

type corresponds to such deviations. The abbreviation EUA is used for such cases.

\

(a) (b) (c)
Figure 3.5 : Snapshots of the anomaly scenario that includes a fall-down of a tower
due to an earlier unstable action (EUA).
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3.2.2.4 Overturning anomaly (OTA)

When the robot is tasked to manipulate an object by pushing it, the point of push should
be selected properly. Otherwise, the object may overturn and change its orientation.
Such cases may lead the robot to a deviation from the expected outcomes. Figure 3.6
shows an example sequence of this kind of anomaly cases. In Figure 3.6(a), the robot is
tasked to push a milk bottle along the horizontal axis for a given amount. To do so, the
robot moves and aligns its hand for manipulating the bottle (Figure 3.6(b)). However,
due to an unstable pushing point, the object overturns and changes its orientation
(Figure 3.6(c)). Such deviations are explained as an overturning anomaly, and OTA

is used as an abbreviation for this anomaly type.

(a) (b) ()
Figure 3.6 : Snapshots of the anomaly scenario that includes cases where an object
falls while it is pushed by the robot along a given axis (OTA).

3.2.2.5 Spilled object anomaly (SPC)

In kitchen environments, the robot usually needs to pour objects from one container
into a destination container. The destination container may be empty, partially full,
or full. However, the robot may not perceive the fullness of the destination container.
Therefore, while pouring one container’s content into another one, the robot may not
infer when to stop pouring. Consequently, the destination container may overflow,
and the content of the first container may be spilled on the table. This anomaly type

corresponds to such deviations and the abbreviation SPC is used.

Figure 3.7 illustrates an anomaly case as snapshots where an SPC occurs. The robot
is tasked to pour a glass of chickpeas into a container that is placed on the table. Note
that the container on the table is already partially full of chickpeas (Figure 3.7(a)). The

robot aligns its arm to the container to start pouring (Figure 3.7(b)). However, since
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the robot cannot detect the fullness of the destination container, the poured objects (i.e.

chickpeas) are spilled on the table 3.7(c)).

(a) (b) (©
Figure 3.7 : Snapshots of the anomaly scenario that includes cases where a container
overflows (SPC).

3.2.2.6 Full container anomaly (FCA)

A robot may need to interact with a container object in kitchen domains to place
objects into it. However, the robot may not have the ability to detect the fullness of the
container. Different from the previously explained anomaly type (SPC), this anomaly
type corresponds to the cases where an object is placed or stacked into a container that
is already full. As a result, the robot’s placement of the object into the container results

in the fall of the object.

Figure 3.8 presents a sequence of snapshots that includes an example case of the
presented anomaly. In this case, the robot is tasked to place a plastic pear into a
container. The container already includes several plastic fruits inside. First, a path
plan is constructed to locate the robot’s arm to the location of the pear. Then, the robot
starts executing the path plan (Figure 3.8(a)). After the robot localizes its arm to the
pear’s location, it grasps the object. Then, the pear is placed into the container (Figure
3.8(b)). However, the plastic pear falls onto the table since the container is almost full

of objects (Figure 3.8(c)).

o Me

5 e o S e jactas et
(a) (b) ©

Figure 3.8 : Snapshots of the anomaly scenario that includes cases where an object is
placed into an already full container (FCA).
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Table 3.1 summarizes the selected anomaly types in the scope of this study. Each row
in the table corresponds to a distinct anomaly type where each column corresponds to
the anomaly name, its explanation, the action set that the corresponding anomaly type
may occur, and some example scenarios during which the particular anomaly type may

occur, respectively.
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4. BACKGROUND

In this chapter, the background to the focused study in this thesis is provided. A brief
summary of artificial neural networks, graphical models and deep learning models is

presented.

4.1 Artificial Neural Networks (ANNSs)

Artificial neural networks (ANNSs) are structures inspired by the anatomy of the human
brain. The human brain consists of a huge number of neurons connected via links,
namely synapses. The communication between these neurons is achieved through
electrochemical activity. Inspired from the structure of the human brain, ANNs adopts

a similar idea in addressing machine learning problems.

ANNSs include neurons connected to each other to store information [90]. Each neuron
receives information and processes and transmits it to other neurons. Based on the
type of the neuron and its connections, an incoming signal is transmitted through the
neuron. Signals are received through the synapses which occur on dendrites. Each
connection has a value, namely weight. The weighted summation of these input
signals is calculated and fed into an activation function to define the output of that
corresponding neuron. Considering the calculated result, this neuron transmits the
information to its connected neurons analogously. Figure 4.1 illustrates a single neuron
presenting its input signals and their corresponding connections. In the figure, x,, stands
for the inputs of the neuron where by is the bias for this neuron. w, stands for the
weights in the network for the corresponding neuron. The neuron simply evaluates
the weighted summation of its inputs and provides the result to an activation function
F. The output of this function may be an input of another neuron in a more complex
network resulting in an ANN. An ANN consists of three layers: input, hidden and
output. The input layer includes nodes that collect observations from the environment.
Intermediate neurons form the hidden layer, and this layer is followed by the output

layer that includes neurons that produce the final result. The weights of the network are
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adjusted during training with the backpropagation algorithm that computes gradients

considering weights so that the desired outputs are observed.

Xo

bo

Xi Wi F —— output
Wh

Xn Neuron

Figure 4.1 : A single neuron with its inputs and output.

Upcoming subsections explain commonly used variants of neural networks in Al
and machine learning literature: Recurrent neural networks (RNNs), Long short-term

memories (LSTMs), and Gated Recurrent Units (GRUs).

4.1.1 Recurrent neural networks (RNNs)

Recurrent neural networks (RNNSs) are structures that include at least one feedback
connection from an output as an input [91]. This feedback is organized and applied
considering a set of weights that can be set with backpropagation. Multilayer
perceptrons (MLP), which may contain one or more hidden layers, generally suffer
from incorporating temporal relations. Therefore, RNNs have the ability to store
hidden states in previous outputs to be used as inputs for upcoming neurons. RNNs
are shown to be successful in several application domains such as natural language
processing, speech recognition, etc. The main drawback of RNNs is their lack of

handling long-term dependencies.

4.1.2 Long short-term memories (LSTMs)

A long short-term memory (LSTM) [92] is a derived structure of a recurrent neural
network (RNN) that has the ability to model long dependencies effectively. Recurrent
neural networks (RNNs) can propagate historical information from the past; however,
long-term dependencies cannot be resolved well because of the vanishing gradient
problem where the gradients that are very small vanish. In such a case, the information

that needs to be transferred vanishes: this problem is called the vanishing gradients
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problem. LSTMs alleviate this problem by constructing a more complex version of the

repeating module that exists in RNNs.

LSTMs have a wide variety of applications in several domains. Some application
domains, but not limited to, include text classification [93], activity recegnition [94],

financial industry applications [95], packet routing [96], etc.

4.1.3 Gated recurrent units (GRUs)

Gated recurrent units (GRUs) [97] are introduced in the literature to handle the
vanishing gradient problem that arises in RNNs in longer sequences, and they share
similar characteristics with LSTMs. In order to overcome the vanishing gradient
problem, update and reset gates are employed in the network, and the degree of
information to be transferred is decided by using these gates. Thanks to using
such gates, relevant information belonging to the past can be passed or irrelevant

information may be eliminated.

4.1.4 Attention

Sequence-to-sequence (seq-to-seq) models (i.e., machine translation) consist of
encoder and decoder layers which are generally stacked deep sequence models (i.e.,
GRU, LSTM). An encoder transforms a given input to a context which can be
considered another representation as a summary of the input. Then, this context is
processed in the decoder layers to produce the desired output. This context vector may
lack remembering very early information related to the given sequence. This problem
is addressed by attention. Attention is a mechanism of focusing on the most relevant
parts of a given input sequence [98]. It mainly deals with revealing the importance
of the observations in a given history for making a decision. There are several
types of mechanisms for calculating attention such as additive [98], general [99],
location-based [99], dot-product [99] and scaled dot-product [100]. The following
subsection summarizes the idea of self-attention with a scaled dot-product mechanism

that is employed in this study.
4.1.4.1 Self-attention

Self-attention is a variation of attention that considers only a single sequence to

calculate the outputs taking into account observations in the sequence itself. The scaled
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dot-product attention simply produces the output by applying matrix multiplication.

The scaled dot-product attention is calculated as follows [100]:

Attention(Q,K,V) = softmax(Q—\/IfT:)V

where Q is the query, K is the key, V is the value and d is the hidden size.

4.2 Graphical Models

In this section, the selected graphical structures used in the solution of the addressed
problem are explained. Graphical models are structures whose underlying conditional

dependencies are expressed with graphs.

4.2.1 Hidden Markov models (HMMs)

Hidden Markov models (HMMs) [101] are generative probabilistic models, and their
underlying structure is a Markov process which is a temporal model. An HMM
consists of five components: hidden states (z;), observations (x), a transition model
(A = ay,;;; where z; and z; are hidden states), an observation model (B = b, (x) where
z; 1s a hidden state and x is an observation) and an initial state distribution (I;).
States that can not be directly observed are called hidden states in the structure. The
model that defines the transition likelihood between the states is denoted as a transition
model, while the probability of observing an observation in a distinct state is called an
observation model. The belief in the initial state of the model is represented with
the initial state distribution. Figure 4.2 illustrates a binary-state HMM with some
observations at the bottom. In the figure, zo and z; are hidden variables and xg, x1 and x;
are the observations that the model may perceive. a;; corresponds to the probabilities in
the transition model, and b;; corresponds to the probabilities in the observation model

(the names of the hidden states are omitted in the subscripts in the figure for clarity).

Figure 4.3 illustrates a general HMM model in a block-stacking domain that is
presented earlier in Figure 1.1. In the figure, the upper sequence corresponds to the
hidden states, where the lower part illustrates the observations that the model emits at
each time step. As time proceeds, the model takes perceptions from the environment
that corresponds to the states of the blocks. Considering these observations (x;), hidden

states (z;) are inferred.
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Figure 4.2 : A binary-state HMM with three observations [2].

4.2.2 Conditional random fields (CRFs)

Conditional Random Fields (CRFs) are [102] undirected graphical models to label
data sequences. CRFs are discriminative models as Support Vector Machines
(SVMs) where posterior probabilities are modeled instead of conditional probability
distribution functions and prior probabilities (unlike Hidden Markov Models (HMMs)
or Naive Bayes Classifiers). Therefore, they don’t model underlying probability

distributions.

Hidden state m

sequence 20 \Z[;]/ 22

|

|

|

Observation | :
sequence | |
|

|

|

I

Figure 4.3 : An example sequence for an HMM for the block stacking scenario.

A CREF is represented by feature functions and their corresponding weights, and in
order to label a sequence, the normalized product of these feature functions is used.
Due to being an indicator function, each feature function can take a value of one or
zero. Each feature function also has a weight denoted with A. Considering other
generative models, CRFs can have more relaxed assumptions between the hidden

states and the observations and can have an arbitrary number of feature functions in
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the model. A feature function can be defined as in equation 4.1.

1; l‘fzi—l =7y A
fi(zi1,2i,%:,8,i) = =% N Xi=2Xp 4.1)
0, otherwise

In the formulation, j stands for the index of the feature function, z; denotes the hidden
state that is not directly observable, S is for the whole observation sequence, and i
is the index of the state in the sequence. The observations that the sequence gathers
for each state are denoted with x;. Therefore, this feature function represents the case
where the current state z; = 7, the previous state’s label is z;_1 = z, (where z; and
z, are elements of the hidden state set), and x,, is an element of the observation set.
The aim is to label each hidden variable with a class. An example sequence for the
block-stacking scenario with corresponding feature functions is illustrated in Figure
4.4. Note that each feature function is given to be associated with a single observation

and state for simplicity in in Figure 4.4.

Label
sequence @ \\Tj kZZ

Feature
functions fi fj fk

|
Observation |

|
|
sequence | |
| |
|
|

Figure 4.4 : An example sequence with feature functions for the block-stacking
scenario.

The feature functions are used in the model together with their weights to maintain a
probability distribution; thus, each feature function has its own weight, denoted by A;.

Given a sequence, the probability of a state is defined as given in equation 4.2.

exp| ¥ Ajfj(zi-1,2:,%i, S, 0)]
P(zlx) = J—m 4.2)
exp[ Y Ajfj(Z;_pZ;axi?Sa l)]

7 J

—_




In equation 4.2, the nominator part takes the score for the specific state into
account, considering the feature functions and their weights. On the other hand, the

denominator is used for normalization where 7' stands for each hidden state.
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S. SYMBOL-BASED ANOMALY IDENTIFICATION FRAMEWORK

This chapter presents a multimodal symbol-based anomaly identification framework
that takes into account visual, auditory and proprioceptive features as symbols to
address the anomaly identification problem. The proposed framework combines
and fuses multimodal sensory data to learn anomaly indicators. Before explaining
the proposed framework, the underlying procedures for detecting anomalies are
presented since it is essential to present the low-level procedures to clarify the
anomaly identification algorithms that contribute to the solution of the corresponding
problem. Then, a detailed analysis of the proposed framework is presented including
comparisons with baselines and sensor modality analyses. Finally, the chapter is

concluded with discussions and remarks about the proposed framework.

5.1 Low-level Processes to Detect Anomalies

Anomalies first need to be detected before they are identified. The anomaly detection
procedure necessitates a continuous monitoring process that runs onboard. A classical
anomaly detection procedure takes into account online readings that are gathered
through multimodal sensory processing. These readings are needed to be fused and
interpreted to decide on an anomaly. One should note that the detection of anomalies
is out of the scope of this thesis, and an existing HMM-based anomaly detection
procedure [103, 104] is employed. This method runs on the fused observation data
to detect anomalies. In this study, visual (s,), auditory (s,), and proprioceptive (s,)
sensors are considered each of which provides a distinct modality to the robot. The
following subsections explain these modalities that contribute to both detection and

identification algorithms.

5.1.1 Audition

The auditory data provided by the microphone placed on the lower torso of the Baxter

robot are used to infer about the audition-based events that occur in the environment.
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The auditory data are perceived through the microphone during execution with 16 KHz
sampling rate. In order to construct an anomaly model, sound data are first converted to
the frequency domain after dividing the received signal into 32 ms frames. After then,
the Mel-frequency Cepstral Coefficients (MFCC) algorithm [105] is applied to detect
sound information and its duration. Finally, fragments in the data are detected. The
auditory event is classified as a distinct symbolic class by using with a Support Vector
Machine (SVM) considering these fragments [104, 106]. In this study, three classes
are considered: no-sound, drop, and ego-noise. The cases where a sound information
is not perceived is denoted with the no-sound class label. The sound of the fall of an
object on the table is represented with the drop class. The ego-noise class represents

the motion of the robot’s arm and the sound of the robot itself.

Figure 5.1 presents spectrogram and waveform plots of drop events of three different
objects as sub-plots. Each subplot on top illustrates the spectrogram of a drop event
where the bottom sub-plots present waveforms for these corresponding objects. The
first sub-plots on each line belong to the fall of a pasta box while being pushed, the
second ones present the fall of a plastic bunch of grapes while being placed into a
container, and the last ones present the fall of a cube while being stacked on top of
another cube. As can be observed from the plots, the fall event of the plastic object
ends up with a rolling motion of the corresponding object which yields to a broad
signal. On the other hand, the fall events of cubes and boxes seem to be more instant

resulting in such characteristics as in the first and third 4-second intervals of the plots.

5.1.2 Vision

The RGB-D camera that is placed on the head of the Baxter robot provides visual
data. Violet [107], which is a scene interpretation system, is used to continuously
extract/maintain an up-to-date world model. Conclusions maintained from different
vision sources are combined with fusion to construct a consistent world model. World

symbols produced by Violet are used.

The first visual source that provides data to Violet is the LINE-MOD [108] algorithm.
The algorithm has the ability to handle recognizing textureless objects, and it can deal
with small image transformations. The method adopts a template matching technique

by considering a small subset of possible pixel regions during the parsing phase. Since

42



193%

'$302[qo 1ounsIp Jo syuaAa doip 931y Jo sasA[eue (Wo030q) wiojosem pue (doy) weiSonoads : 1°§ 9In3ig

(s) awiL (s) swiL (s) awiL
v € z 1 0 v € z 1 0 v € z 1 0

apnjildwy

(zH>]) Aouanbaug




the number of registered templates does not necessarily be high, the method provides
low complexity while recognizing textureless objects. Depth information is also taken

into account in the object recognition task.

Violet processes LINE-MOD&HS [109], an extension of the LINE-MOD algorithm,
as its second source. LINE-MOD-HS takes into account color histograms to recognize
textureless objects. Object recognition task in Violet is achieved by template matching
on the data with the data provided by the RGB-D camera that provides depth
information along with color information for the objects. Object templates are first
registered to the KB of the robot before execution. During the execution, point clouds
gathered online from the scene are compared with the templates previously registered
in the KB. Point clouds that are matched with a template in the KB are recognized with

a similarity ratio.

A depth-based segmentation algorithm as the third source of Violet also extracts
segments (point cloud clusters) in the scene. Organized Point Cloud Segmentation
algorithm [110] is used to detect clusters in the scene by processing the RGB-D data.
Violet discards larger or smaller segments that exceed a predefined threshold. One
should note that the segmentation algorithm does not provide object type information
as LINE-MOD or LINE-MOD&HS, but point cloud clusters in the scene. All this
information provided by different sources is maintained and fused to end up with
a consistent world model by Violet. Violet applies Bayesian fusion to provide such
conclusions, and it continuously updates the KB of the robot to create object models

and deal with object permanence issues in case of a change in the scene.

Figure 5.2 presents images taken from rviz which is a 3D visualizer implemented in
ROS. It can be used for illustrating the robot’s model and sensory data gathered through
the sensors. The figure shows an intermediate step of a block-stacking scenario where
the robot approaches a red block to pick and place it on top of a green block that
is already stacked on top of a blue block. Figure 5.2(a) presents an illustration of
the robot’s belief in the corresponding world state (KB) constructed by Violet. The
KB is constructed by considering the outputs of the explained vision algorithms. The
numbers on each object in the figure denote the object IDs and beliefs on the existence

of the corresponding objects, respectively. Figure 5.2(b) presents the image taken from
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the RGB-D camera placed on the head of the robot for this intermediate step of the

scenario.

(b)
Figure 5.2 : (a) Illustration of the KB of the robot taken from rviz on an intermediate
step of a tower construction scenario. (b) Corresponding image of the
rviz illustration taken from the RGB-D camera.

5.1.3 Proprioception

The robot possesses a gripper attached to its left hand that provides proprioceptive
information during execution. The distance between the gripper fingers is processed

and used in this study as a proprioceptive modality.
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5.2 Symbols as Features for Anomaly Identification

An anomaly identification framework that processes symbols as features to capture
anomaly indicators is presented in this chapter. This symbol-based anomaly
identification framework takes into account various features provided by the sensory
processing system presented earlier. In this study, three types of sensory modalities
gathered through distinct sensors (visual, auditory, and proprioceptive) and auxiliary
data are considered to address the described problem. The outputs of Violet for the
high-level visual predicates, the auditory classes provided by the method explained in
Section 5.1.1, gripper-related data, and auxiliary data (force on the gripper, distance
gathered from the laser mounted on the gripper, and action execution information) are
used to construct a feature vector. Figure 5.3 illustrates the features that are processed
by the identification process. The following items explain each of these features in

detail.

* Laser Distance: This feature presents the distance information between the gripper
and the object to be manipulated. The laser mounted on the hand of the Baxter

robot provides this information continuously during execution.

* Gripper Pose: This feature presents the state of the gripper of the robot. The
information gathered from the gripper pose is used after discretization of the raw
data. Two symbolic classes are maintained: open or closed. Considering the range
of the gripper as 8 cm, open is used for the cases where the distance between the
gripper pedals is greater than 5 cm where closed is used for the opposite case
(distance is less than 5 cm). The robot also needs to adjust its gripper to grasp
an object according to the size of the object at hand. When there is an object is

grasped by the robot, the state of the gripper is considered closed.

* Gripper Force: This feature presents the force value at the gripper. The scale for
the measured force is O to 35 N. Whenever force is detected on the gripper, its

corresponding value is processed.

* Sound: This feature presents the auditory data gathered during execution.
The auditory data gathered through the microphone of the robot are classified
considering three classes (no-sound, drop, and ego-noise) with the method

explained in Section 5.1.1.
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Figure 5.3 : The processed data by the symbol-based anomaly identification
framework [1].

* Object Information: This feature presents the object-related information in the
KB provided by Violet. Location-related information (i.e., changes in the object
locations), object existence information, and spatial relations among objects (i.e.,
the offset of the objects when there is an on relation) are presented by this feature.
There are three symbolic classes for the existence of an object: yes, no, and
unknown. The class yes corresponds to the cases where an object is recognized
by the vision algorithms described in Section 5.1.2. On the other hand, no stands
for the cases where the object is not recognized anymore. The unknown class for
existence stands for the cases where the visual updates for the corresponding object
are suspended. Such cases may arise due to an occlusion of the visual input by the

robot’s arm.

* Action Phase: Each action has a number of different phases. This feature presents
the phase of an action that is being executed by the robot. For example, the pick-up
action is composed of five consecutive phases: pick-started, pick-approaching,
gripper-open, gripper-close and pick-end. The push has four phases: push-started,
push-approaching, push-executing and push-ended. The put-down action has six
phases: place-started, place-moving, gripper-open, arm-retract, gripper-close and
place-ended. The actions move-to-object and move-to-location include similar four

discrete phases: move-started, move-planning, move-executing and move-ended.
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5.3 Methods for Anomaly Identification

In this section, first, the proposed anomaly identification method is explained. Then,

the selected baseline methods are presented in detail.

5.3.1 The LSTM-based anomaly identification algorithm

The idea behind an LSTM is straightforward. An LSTM cell is a unit that makes
the information flow from the entrance through the exit by applying necessary
modifications to it. The LSTM structure modifies this cell to add or remove
information. In order to do so, first, unnecessary information is removed. This is
followed by adding new information and updating the previous memory cell. Finally,
the output is produced. The equations that summarize these operations for an LSTM

are given below [92].

fi = 0(Wsze—1 +Upx; + by) (5.1
iy = 0(Wizy—1 + Uix; + b;) 5.2)

¢ = tanh(Wezg—1 + Uex + be) (5.3)
=[O 1+iiO¢ 5.4)

0r = 6(Wozs—1 +Upxs +by) (5.5

7t = o Otanh(c;) (5.6)

In these equations, z; corresponds to the hidden variables at time 7, x is for input
variables (observations in the described problem), b is for bias for the corresponding
variables, W and U denote weights for the hidden states and inputs, respectively. ¢
denotes the selected input variables. © is element-wise multiplication. In order to
decide what is stored and forgotten in the cell, a sigmoid function (o) that gives
the degree of the forget operation is implemented. In case of a higher value that
the function returns, more information is stored in the cell from the previous state
(Equation 5.1). After deciding the degree of removal for the cell, the information
that is going to be stored in it should be decided. This is achieved by selecting the

variables (Equation 5.2) and constructing new candidates for the update (Equation 5.3)
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with sigmoid and tangent functions, respectively. Afterward, the cell state is updated

(Equation 5.4), and the output is produced (Equations 5.5 - 5.6).

The presented anomaly identification algorithm uses LSTMs as underlying models to
learn anomaly indicators. The observation sequences as observation histories are taken
into account to construct a model to classify anomaly types whenever such a case is
detected. The offline collected data are used to train the model. After distinct sensor
modalities are combined and fused, they are sequentially fed to LSTM cells. Then, the
gathered result from the LSTM layers is transferred to a fully connected layer. This
step is followed by the calculation of the likelihoods of having the indicators of an
anomaly type for each observation. As a final step, majority voting is applied to the
labeled sequence to decide on the failure type. This step concludes the training phase

by calculating loss values and updating weights accordingly.

The offline trained anomaly model is used during run-time to classify anomaly types.
When the robot is tasked with a goal, it starts to execute its actions sequentially to
fulfill the goal. During the execution, observations are gathered through the sensors
that the robot possesses and these observations are fused and stored in an observation
history. Meanwhile, task execution is monitored with the anomaly detection algorithm
explained in Section 5.1. Unless an anomaly occurs, the robot continues the task
execution and collects sensor readings. In case of an anomaly, the fused observation
history is sent to the trained anomaly model to end up with a labeled sequence. Finally,
majority voting is applied to this labeled sequence to find out the anomaly type. Figure

5.4 illustrates these sequential phases.

Algorithm 1 presents the overview of the symbol-based anomaly identification
algorithm. It accepts the trained anomaly model (M), the task (task), the anomaly
set A and the window size ws for fusion as inputs. As an output, it produces the
anomaly class (type). First, the observation sequence (H) is initialized as an empty
list. Then, the robot starts to execute a sequence of actions. During the execution,
the robot observes the environment through its sensors (Line 3, senseEnvironment()
procedure). An observation gathered from the sensor that provide visual modality s,
(the subscript corresponds to the abbreviation for the type of the particular modality)
at time ¢ is denoted with of*. Similarly, 0} and o,” denote the observations gathered

from the auditory and proprioceptive sensors, respectively.
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Algorithm 1: Symbol-based Anomaly Identification Algorithm

Data: Trained anomaly model M, Task task, Anomaly set A, window size ws
Result: Anomaly class type

H=;

while An anomaly is not detected and task is not over do

OISV,OtSa,ij = senseEnvironment();

of”.interpretScene( );

0;° classifySound( ),

0,” .gatherGripperData();

Xy = (Ofv ) Ofa ) ij) 5
H .append(x;)

X N A N AW N =

9 H.earlyMultimodalFusion(ws);
10 if An anomaly is detected then

11 ‘ 20 = identifyAnomaly(M, H);
12 else

13 20 = safe;

14 L return safe

15 type = majorityVoting(zo., A);

16 returnrype

Violet [107] provides symbolic representation of the world model inferred from the
fusion of the RGB and RGB-D data. Violet continually processes these data to
construct a consistent world model and provides the list of objects in the scene and
their locations, colors, and the spatial relations among them (Line 4, interpretScene()
procedure). The microphone also continually provides data, and the robot classifies
gathered sounds during run-time with a trained auditory model explained in Section
5.1.1 (Line 5, classifySound() procedure). Perceiving gripper-based data completes
the sense cycle of the robot. The force measurements taken from the gripper and
infrared laser’s data that is mounted on the gripper to measure the distance from an
object are also processed as auxiliary data (Line 6, gatherGripperData() procedure).
After the robot collects these data, there is a need for a fusion procedure (Line 9,
earlyMultimodalFusion() procedure). In case of an anomaly, the observation sequence
is labelled (Line 11, identifyAnomaly() procedure). As a result, an overall decision on
the occurred anomaly type is required. Consequently, a majority voting procedure is
implemented (Line 15, majorityVoting() procedure). The upcoming sections present

the details of these subroutines that are invoked in the presented algorithm.
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5.3.1.1 Early multimodal fusion

A sensor fusion procedure that combines the provided sensory data is essential since
sensors may provide asynchronous data. For the symbol-based solution, an early
fusion procedure is implemented. Since the main necessity for a fusion procedure
arises due to the sensors working asynchronous, the early fusion procedure considers
the timestamps of the observations gathered from each sensor. Therefore, all sensory
modality information is combined and fused in a temporal manner to come up with a
feature vector for classification. The data provided by Violet, the auditory data, and

the gripper data are fused to obtain fused observations.

The early fusion algorithm considers visual observations to be complemented with
the observations provided by the other sensors. This is achieved by considering the
minimum temporal difference between the corresponding visual observation and the
other observations provided by other sensors. As a result, a visual observation which
is complemented with an auditory class and tactile information is obtained. Temporal
distances between the timestamp of visual observation and the observations provided
by the other sensors are calculated for a constant window size (ws). In this study, the
window size is set to 2 seconds. The proposed early fusion procedure terminates when

all visual observations are complemented with auditory and proprioceptive data.

Algorithm 2 presents the overview of the proposed early fusion algorithm. The
algorithm accepts the observation history (H) that contains sequential data perceived
through different sensors as inputs. Sequences of three sensory modalities are
processed by the algorithm: visual (0°), auditory (0°¢) and proprioceptive (0°?),
respectively. The window size is also provided as a parameter to fuse the data.
The algorithm terminates by returning the fused observation sequence. Since the
auditory modality provides the most sparse data, it complements the visual data.
For each auditory observation, this observation is diffused to the visual observation
with a window size of ws seconds. Then, the most temporally closest proprioceptive
observations timestamp is calculated (Line 4). If the visual observation is already
complemented with a sound class, then predefined priorities of the sound classes are
taken into account. Priorities are assigned manually to the auditory classes to avoid
overriding of one class by another class with relatively less priority during fusion. The

drop class has the highest priority, and the ego-noise class immediately follows it. If a
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sound class has a higher priority, the fusion procedure considers that particular class.
As a final step, this visual observation is complemented with corresponding auditory
and proprioceptive reading. After this procedure, all fused observation sequence is
checked for the observations that include no auditory data (Line 8). In such a case, a
no-sound label is assigned to these particular observations. This operation guarantees
that all observations in the fused sequence include all three sensory modalities, and the
fused observation sequence (xo.) is returned. Note that this early fusion algorithm is

executed offline after the anomaly detection algorithm reports an anomaly case.

Algorithm 2: Early multimodal fusion
Data: Observation history H, window size ws
Result: Fused observation sequence xo.
1 for each 0?“ in H do
for j = (i—ws) to (i+ws) do
if (. oj.v is not matched) or (0;.priority > oj.“.priority) then

n A W N

k= getClosestProprioceptiveObservation(offt, DR
L — Sy Sa . Spy.
x] e (0] ’Oi ’Ok )7

6 for each x; in H do

7 | if 0" is not matched then

8 L k= getClosestProprioceptiveObservation(o(s)’:’t, i);
9

Ky N
x; = (07", no-sound, 0,");

10 return x.;

Figure 5.5 illustrates the explained early fusion scheme for a given auditory and visual
observation sequence for a window size of 1. Note that proprioception is omitted in this
figure since audition provides sparse data (i.e., distinct auditory classes provided by the
classifier) compared to proprioception in this study. Consequently, it is straightforward
to match the proprioceptive modality with the visual modality. Non-fused observations
are shown on top of the figure, and the resulting observation sequence is shown on the
bottom of the figure. The auditory observation sequence includes three observations:
drop, ego-noise and drop perceived at time steps 1, 2 and 6, respectively. These sparse
observations need to be fused with the visual observation sequence to complement
them. In this particular example, window size (ws) is set to 1 for brevity. Therefore,
each auditory observation is propagated consistently with the window size. For
instance, drop is received at time step 1, and it is spread in the fused observation

between time steps 0 and 2 since the window size is 1. The same procedure is applied
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to the other auditory observations similarly. Note that ego-noise is overwritten by drop
at time steps 1 and 2 as the priority of drop is higher than that of ego-noise. As the last
step, the visual observations without an auditory observation is complemented with
no-sound. The fused observation sequence includes a visual-auditory observation pair

for each time step.

Auditory dro ego- dro
Observations P noise P
Visual N N N N N N N N
Observations |
t=0 t=1 t=2 t=3 t=4 t=5 t=6 t=7 t=8
e M) ( M) ( N ( ego 3 's no 3 ( M) ( M) ( M) 's no
dro dro| dro| - A dro dro dro i
Fused- \ p < \ p < \ p < \ nOIse < LsoundA \ p < \ p 2 p 2 LsoundA
Observatlons e ! e < < e < e < < < e <

Figure 5.5 : The early fusion scheme for auditory data (ws = 1).

5.3.1.2 Majority voting

The task execution stops either in case of an anomaly or the task is fulfilled. If an
anomaly is detected, the observation history H and the anomaly model M are taken
into account to identify the anomaly. The fused observation sequence that includes
the extracted symbolic features is fed into the trained model. This results in each
observation in the sequence being labeled with one of the anomaly classes or with the

label safe. At the end of this procedure, a labeled sequence is formed.

To come up with a consensus on the decision among the labeled observations, a
majority voting approach is adopted. Each observation’s vote is uniformly weighted,
and the overall score for each anomaly type is evaluated by considering the summation
of the votes of the observations (Line 3). The anomaly type with the highest vote is
considered to be of the anomaly class (Line 4). Algorithm 3 summarizes the used

majority voting technique.

5.3.2 The HMM-based anomaly identification algorithm

The anomaly identification problem is also addressed by modeling anomaly types with
HMMs. The problem representation includes binary hidden states for each anomaly

type: safe and anomaly. The safe hidden state denotes the cases where no anomaly
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Algorithm 3: Majority voting
Data: Label sequence z.;, Anomaly set A
Result: Anomaly class type
1vo,=0; // n is the cardinality of the anomaly set A
for each z; in 7o, do
3 L v.vote(z;);
4 j=argmax(vo.n);
type =Aj;
return fype

[

S W

exists. On the other hand, the anomaly hidden state corresponds to the cases where the
state includes an anomaly. Since each anomaly type is represented by a distinct model,
this anomaly state depends on the represented model’s type. Before the execution,
a distinct anomaly model is trained for each anomaly type with the corresponding
execution sequences. The fused sensory data are the observations of these hidden

states. Gaussian HMMs are used in the HMM implementation.

Algorithm 4 presents a summary of the implemented solution to the problem. The
algorithm takes the trained HMMs (M).,), the anomaly set A, the task to be executed
by the robot and the window size (ws) for fusion as inputs. The robot starts to execute
the assigned task with an empty observation history list. While an anomaly is not
detected and the task is not over, gathered and fused observations are pushed to the
observation history. If the anomaly detection algorithm reports an anomaly, likelihoods
are evaluated to find out the model that fits the gathered observation sequence the most.
In other words, each model calculates its likelihood to generate the given observation
sequence. Afterward, the anomaly model (M) with the highest likelihood is assumed
to be the anomaly type of the corresponding deviation. Then, the Viterbi algorithm
labels the sequence with the selected model. This is followed by the majority voting
phase to find out the anomaly type. Since the identification mechanism is activated in
case of an anomaly, the algorithm returns the safe label only if no anomaly is detected

(Line 17). Therefore, the anomaly type is returned at the end of the execution.

5.3.3 The CRF-based anomaly identification algorithm

Anomaly types are modeled with CRFs with the anomaly types as hidden states similar
to HMM modeling of anomalies. Before execution, an anomaly model is trained with

the collected data including anomaly samples of extracted features. The training phase
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Algorithm 4: HMM-based Anomaly Identification Algorithm
Data: Trained anomaly models M., Task rask, Anomaly set A, window size
ws
Result: Anomaly class type
1 H=];
2 while An anomaly is not detected and task is not over do
3 of”,of“,of" = senseEnvironment( ),
4 o;" .interpretScene();
5 0;° .classifySound( ),

6 0,” .gatherGripperData();

Sy S Spy.
7 Xt = (0[‘ ’0[0’0[ )7

8 H.append(x;)

9 H.earlyMultimodalFusion(ws),

10 if An anomaly occurred then

1 Pon =05

12 for each M; in M., do

13 L pi = calculateLikelihood(H, M;);

14 J = argmax(po:n);

15 0. = labelSequence(H,M);
16 else

17 20+ = safe;

18 return safe

19 type = majorityVoting(zo::, A);
20 return fype

provides feature functions related to the anomaly indicators. The observation history
is processed during the execution. If an anomaly is detected, the observation history
is investigated to reveal the anomaly type of the encountered deviation in a similar
manner to the HMM-based algorithm. For the CRF-based anomaly identification
algorithms, the following variants of parameter learning procedures are considered:
Adaptive Regularization of Weight Vector (AROW) [111] and Limited-memory
Broyden-Fletcher-Goldfarb-Shanno (L-BFGS) [112]. A library that provides various

CREF representations, namely CRFsuite [113], is used for the used training algorithms.

5.4 Experiments

In this section, the experimental setup, the data collection phase, and the evaluation of

the presented symbol-based anomaly identification framework are presented.
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5.4.1 Experimental setup

Experiments are conducted in a laboratory environment where a selected variety
of everyday manipulation objects for kitchens are placed on a table. The robot
manipulates the following objects in realized anomaly scenarios: a powder box, a
milk bottle, a plastic grape toy, a pasta box, and cubical blocks with different colors
and sizes. The Baxter robot presented in Chapter 3 is tasked to manipulate these
objects in the environment with the available manipulation actions. Anomaly cases
that arise related to object manipulation (i.e., stacking, pushing) and external events
(i.e., cooperation with humans or other agents) are investigated and analyzed. These

scenarios and actions are elaborated in Chapter 3.

5.4.2 Data collection and annotation

132 object manipulation scenarios that include four distinct anomaly types (LOC, DIS,
EUA, and OTA) with the Baxter robot are used to evaluate the symbol-based anomaly
identification framework. Objects are initially located at random locations with random
configurations at each execution. The tasks are randomly assigned to the robot by a
human operator. Some of these tasks include constructing a tower from a set of objects,
pushing a target object or tower, etc. A set of actions is also provided to the robot to
fulfill the task. While the robot executes the task, anomalies arise either without any
intervention (i.e., fall of objects) or with human intervention (i.e., exogenous events
such as object disappearance). These anomaly types, actions, and cases are presented

in Chapter 3 in detail.

The distribution of anomaly types over the scenarios are given as follows: 49 for DIS
(the target object disappears from the environment by the manipulation of a human or
another robot), 39 for EUA (a tower collapses due to previously unbalanced stacking
of objects), 23 for LOC (an object is displaced without the knowledge of the robot),
and 21 for OTA (the object or tower to be manipulated overturns). It should be noted
that there exist safe scenarios where the objects are stacked with an offset in the tower
construction scenarios, however, the tower does not collapse. In case of an anomaly,
the robot locates its arm to the home position, and the execution terminates. The

observation sampling frequency is at 10 Hz.
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The collected data set is annotated to indicate anomaly types manually before training.
Each anomaly scenario is labeled with its corresponding anomaly type and its time of
occurrence timestamp. The data set is randomly partitioned into train and test sets.
80% of the data set is considered as a train set, and the remaining 20% is used for

testing the performance of the presented framework.

5.4.3 A temporal analysis of an anomaly case

Before presenting the experimental evaluation, a sample anomaly case is illustrated to
analyze how the sensory data temporally change during execution before the anomaly
is detected. The snapshots of this execution sequence from the robot’s RGB-D camera
are shown in Figure 5.6. After the robot detects the objects in the environment, it is
tasked with the manipulation of the milk bottle. Initially, the location of the object is
determined by Violet. Then, the robot plans a trajectory to grasp the object. While the
robot approaches the object, a human intervenes in the scene and changes the location
of the object before the robot grasps it. This deviation from expectations leads to an
anomaly detected by the robot. After detection, the robot retracts its arm to the initial
configuration. It then perceives the object at its new location. This event is followed
by the identification procedure to reveal the related anomaly class by investigating the

observation sequence. This is an example LOC whose details are presented in Chapter

(b)
Figure 5.6 : A sample LOC anomaly case scenario. A human changes the location of
the object be manipulated. [1].

Figure 5.7 presents the interpretation of the perceived observation history for an
anomaly case of LOC that is illustrated in Figure 5.6. The figure has six plots, and
each of them illustrates a different sensor data or interpretation. For all plots, x-axes
denote the time in seconds, and y-axes correspond to the corresponding feature of

that type. The first graph shows the interpretation of the force in the gripper of the
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robot. When the gripper is empty, in other words, an object is not being held, the value
is zero. It provides a value greater than zero when there is an object in the gripper.
The position of the gripper pedals is shown in the second graph. When the pedals are
closed, the value is approximately zero. When there is an object at hand, the interval of
the value changes between 0 and 100 depending on the object’s width. The classified
sound information is presented in the next plot. As can be observed from this plot
that the robot perceives sound related to its own movement at time steps 27 and 37.
This plot is followed by the graph illustrating the belief on the existence of an object
in the KB. Note that this existence information is gathered from Violet and there are
three symbolic classes: yes, no and unknown. For brevity, the updates of only a single
object are presented. The value yes denotes the situation where Violet recognizes the
object, the value no corresponds to the non-existence of the object. The visual updates
are suspended due to the occlusion caused by the movement of the robot’s arm. The
value unknown denotes such cases. The robot’s belief on an anomaly case for each
class as normalized probabilities is presented on the next plot. Based on the gathered
observations, probabilities of the classes of anomalies are updated at each time step.
The latent label of the state is presented on the last graph. This is the result of the

presented algorithm for the given test case.

In this scenario, the robot first perceives the objects in the environment. Then, the
task execution starts with the first action in the plan. The robot opens its gripper to
grasp the object, and a peak in the gripper position is observed in the corresponding
plot. As long as the robot’s arm occludes the field of view of the robot, the robot
suspends the visual updates related to the objects during that period. Consequently, the
value unknown is set to the belief in the existence of the object due to the open-world
assumption (OWA). Since the object is relocated to another location on the table, the
robot fails to use its initial trajectory. The robot retracts its arm to its initial location
after the anomaly is detected. After Violet considers no more occlusion of the arm,
the robot updates the changes on the corresponding object’s location between 38-40

seconds after which the anomaly classification takes place.

5.4.4 Performance evaluation

This section presents the experimental evaluation of the presented symbol-based

anomaly identification framework. Five distinct methods are evaluated: LSTM-based,
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GRU-based, HMM-based, and two CRF-based methods with different parameter
learning techniques (AROW and L-BFGS). Note that LSTMs are replaced with GRUs
to implement the GRU-based method. For the deep learning-based methods, Adam
Algorithm [114] is used as an optimizer, and Cross Entropy Loss is used to evaluate
the loss during training. The PyTorch framework is used to implement the models. The
following parameters are set for the implemented deep learning algorithms: number of
epochs is 500, learning rate (17) is 10~2, number of layers is 2, hidden dimension is

128.

The algorithms are investigated in terms of the following criteria: First, a comparative
analysis of the methods in terms of precision, recall and f-score is presented. Then,
confusion matrices indicating the state classification performance of the methods
are analyzed. Afterward, the accuracy of the case classification task is given with
confusion matrices. Finally, multimodality analysis of the selected sensors is presented

to show the contribution of each sensory modality on the identification task.

Figure 5.8 presents the change in the loss during the training phase for the LSTM-based
anomaly identification method. All collected observations as sequences of previous
executions are taken into account with their corresponding labels. After the loss
calculation at each epoch, weights are updated accordingly. As the number of epochs
increases, the loss has a decreasing behavior according to the plot, and it eventually
converges. The plot also indicates the f-score values of the related methods at
corresponding epochs. Considering these results in the plot, one can infer that the

f-score does not vary approximately after the epoch 300.

5.4.4.1 State classification analysis of the observation sequences

In this experiment, the classification analysis of each gathered observation is presented.
To do so, each observation in the test cases is labeled by the robot. The performance

of the methods is measured in terms of precision, recall, and f-score metrics.

Table 5.1 lays out the comparative statistical analysis of the methods. The average
(i) and standard deviation (o) values of 10 executions on randomly partitioned data
sets (80% training and 20% testing) are presented. Each column presents the results
for the four distinct anomaly classes and the safe class. The last column presents

the overall average of the corresponding rows. The safe class takes part in the table
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to analyze false alarms of the anomaly detection algorithm. The three horizontally
divided parts correspond to distinct metrics: precision, recall and f-score, respectively.
Each separate row within these divided parts present the scores for the corresponding
method. The table is extended with a final row indicating the average length of the

observation sequences for each anomaly type in terms of the number of observation

instances.
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Figure 5.8 : Analysis of the change in loss (blue) and f-score (green) during the
training phase of the LSTM-based method. A learning rate () of 1073
s set.

The LSTM-based, GRU-based and CRF-based (w/ L-BFGS) methods provide better
precision scores compared to the other methods in Table 5.1. The CRF-based
(w/ L-BFGS) method outperforms the other CRF-based (w/ AROW) method for
all metrics and anomaly types. LOC and EUA cannot be distinguished by the
HMM-based method. The LSTM-based algorithm provides better recall and f-score
scores compared to the HMM-based and AROW-trained CRF-based methods for all
anomaly cases. Although similar results for LOC, DIS and OTA are provided by the
LSTM-based, GRU-based and L-BFGS-trained CRF-based methods, the LSTM-based
method outperforms the GRU-based and CRF-based (w/ L-BFGS) methods in EUA.
This can be explained by the fact that the LSTM-based method has the ability to deal

with the propagation of the effects of previously gathered observations. Generally,
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anomaly indicators are not simultaneously perceived but gathered at different time
steps in EUA. In other words, the robot first receives a fall down sound, then the
visual information of a cluttered environment is perceived. After the collapse, a part
of objects may not be recognized. Furthermore, their locations are changed due to
the collapse although they may be recognized. In such a scene, indicators of the
following anomaly types exist: LOC, DIS, and EUA. Considering the average length
of observation sequences for each anomaly type reported in Table 5.1, the anomalies
including EUA occur in longer episodes (nearly twice as long) compared to the others.
The LSTM-based method provides an average f-score of 0.81 for the classification of
EUA cases, and an f-score of 0.72 as the closest score to this result is observed for
the GRU-based method and the CRF-based (w/ L-BFGS) method. Therefore, it can
be inferred that the LSTM-based model has the ability to relate indicators to anomaly
classes in a temporal manner more efficiently compared to the other methods, and
the robot can relate symptoms that appear earlier than the corresponding anomaly.
This can be explained by the ability of LSTMs in transferring information through
inner layers and capturing dependencies between indicators by maintaining forget
gates to decide on the amount of information to be remembered and forgotten about
the previous steps. Furthermore, lower standard deviation values are also provided

compared to the other methods, and an overall f-score of 0.92 is achieved.

According to the results, low scores are gathered for EUA compared to the other
anomaly cases for all methods. The reason for this situation can be interpreted
as follows. In case of a collapse of a structure, the robot encounters a cluttered
environment most of the time. The accuracy of the sensory interpretation decreases
(especially for the visual modality) in such a complex scene. Therefore, the methods
end up with relatively lower f-score scores for this anomaly compared to the other

anomaly types.

Figure 5.9 presents confusion matrices for the same task shown in Table 5.1. Each
confusion matrix lays out the results of a different method: Figure 5.9(a) for
the HMM-based method, Figure 5.9(b) for the AROW-trained CRF-based method,
Figure 5.9(c) for the L-BFGS-trained CRF-based method and Figure 5.9(d) for the
GRU-based method, respectively. According to these results, the CRF-based method

(w/ AROW) and HMM-based methods confuse anomaly types most of the time. For
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instance, the CRF-based method (w/ AROW) confuses LOC (i.e., an object’s location
is changed by an external agent) with SAFE and OTA. The CRF-based method (w/
L-BFGS) substantially confuses EUA with SAFE, and lightly confuses LOC with
SAFE (see Figure 5.9(c)). The GRU-based method confuses the same classes similarly
(see Figure 5.9(d)). Nonetheless, the LSTM-based anomaly identification algorithm is
able to classify anomaly types with a minimum success rate of 71% while minimizing

the confusion among the anomaly types (see Figure 5.9(¢)).

5.4.4.2 Overall identification analysis of the observation sequences

In this experiment, scenario (case) classification accuracy is analyzed. The robot
assigns labels (anomaly classes) to each gathered observation sample in the observation
history after an anomaly is detected. At the end of this task, a sequence of labels
indicating anomaly classes is constructed. The overall accuracy of this task is presented
in the previous analysis in Figure 5.9. A single overall decision on the occurred
anomaly type should also be made for a corresponding scenario. To do so, a majority
voting procedure is applied to come up with a final decision, and the anomaly class
that gets the maximum number of votes is assumed to be the identification of that case
of anomaly. The analysis of a single overall decision for the majority voting procedure

is presented here.

This experiment presents the performance analysis of the overall anomaly
identification task. The results of these experiments are presented with distinct
confusion matrices for each method in Figure 5.10. As can be seen from Figure
5.10(a), the HMM-based method confuses LOC with DIS most of the time as their
indicators are quite similar in being related to location. However, EUA and OTA
can be distinguished better. The confusion matrix for the AROW-trained CRF-based
method is presented in Figure 5.10(b). Although lower performances are reported in
Table 5.1, better scores for the case classification task are achieved for DIS and EUA.
This situation can be explained with the following fact: The low state classification
performance of the AROW-trained CRF-based method indicates confusion of the
labels during the classification process most of the time. In other words, a consensus
cannot be reached, and the algorithm switches among labels during the labeling phase

of an observation history. Nonetheless, the majority of the assigned labels indicate the
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true anomaly label. Since the decision is taken with the majority voting procedure, an
increase in the performance is achieved for DIS and EUA. On the other hand, LOC
and OTA are confused more often for this method which leads to lower performance.
The labeling of EUA is also unstable for the CRF-based (w/ L-BFGS) and GRU-based
methods as in the previous case, and a higher performance is also reported in Figures
5.10(c) and 5.10(d) as well due to the same fact. The results for the LSTM-based
algorithm are presented in Figure 5.10(e). As can be seen from this confusion matrix,
the accuracy is 0.87 or above, and the confusion of the anomaly types for the case
classification task is minimized. The label SAFE does not take part in these results,
unlike Figure 5.9. This is because only the scenarios that include anomalies are tested,
and a single overall decision about the investigated scenario is taken to explain the

occurred anomaly instead of considering all labels in the observation sequence.

5.4.4.3 Sensory modality analysis

The presented framework combines the gathered observations related to the
environment through various sensors. To do so, an early multimodal fusion procedure
is adopted to learn these anomaly indicators. This experiment presents an analysis of
the contribution of each selected sensory modality on the performance of the proposed

symbol-based anomaly identification framework.

Table 5.2 presents the average precision, recall, and f-score scores of the multimodal
sensor analysis for ten random executions to emphasize the effect of each sensory
modality on the identification task. In the table, each row corresponds to a distinct
single/multimodal setting presented with its corresponding symbols (s, stands for for
vision, s, is for audition and s, denotes proprioception). The scores of related metrics

are presented in each column.

In this experiment, auxiliary data illustrated in Figure 5.3 are combined with
proprioception (s,). Vision (s,) is considered as the base modality, and the analysis
is constructed by incorporating other modalities on top of this modality. As a single
modality, visual features perform an f-score of 0.71. It should be noted that LOC
and EUA are mostly confused in this setting, and this can be explained as follows.
Proprioception (s,) provides discriminative indicators for LOC (i.e., it can be inferred

that the manipulation of an object is not achieved via proprioception more easily), and
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Figure 5.10 : Normalized confusion matrices of the methods for the overall case
classification task.

68



audition (s,) and vision (s,) provide crucial indicators for collision and fall cases (i.e.,
EUA). Incorporating audition (s,) on top of vision (s,) leads to ending up with a higher
recall (0.71) and f-score (0.74). Furthermore, combining proprioception (s,) provides
an f-score of 0.86. The setting that combines all selected modalities outperforms the

other settings with an f-score of 0.92.

Table 5.2 : Performance analysis of the LSTM-based identification algorithm with

different sensor modalities.

Precision Recall F-score

uto uto uto
Sy 0.88+0.14 068+0.12 0.71 £0.12
Sy + Sy 0884+0.11 071+0.13 0.74+0.12
sy +8p 0934+0.08 083+0.13 0.86=+0.11
sy+8sqa+5, 0961004 089 +0.10 0.92 1+ 0.07

5.5 Concluding Remarks

This chapter presents a symbol-based solution to the anomaly identification problem.
The presented solution addresses the described problem by fusing multimodal domain
symbols as features to relate anomaly indicators with symptoms of anomalies. The
usage of symbolic features necessitates domain expertise and feature engineering
which is an extra effort. Furthermore, a world modeling system is also a prerequisite
for the proposed framework. Although the provided scores by the LSTM-based
anomaly identification algorithm are impressive, the hand crafted features degrades the
quality of the solution. The upcoming chapter presents a convolutional-based method

for the feature extraction task that does not rely on such preprocessing procedures.
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6. CONVOLUTIONAL THREE-STREAM ANOMALY IDENTIFICATION
FRAMEWORK

In Chapter 5, a symbol-based anomaly identification framework is presented that
processes high-level symbols as features to capture and relate anomaly indicators. In
this chapter, the anomaly identification problem is addressed by capturing anomaly
indicators with convolutional features. To do so, a ConvoLUtional threE-stream
Anomaly Identification (CLUE-AI) framework is presented and analyzed. CLUE-AI
processes auditory, visual and proprioceptive convolutional features, and adopts late
fusion techniques. This chapter is organized as follows: First, the stages of the
proposed framework with the processed sensory modalities are explained. Then, the

experimental evaluation of the proposed framework is presented.

6.1 Convolutional Three-stream Anomaly Identification (CLUE-AI) Framework

Convolutional three-stream anomaly identification (CLUE-AI) framework consists
of three stages in each of which the data stream of a distinct sensor modality are
processed. The first stage processes the visual data (2D images) gathered from an
RGB-D camera (ASUS Xtion RDB-D Camera) mounted on the head of the robot.
The second stage processes auditory data collected through a microphone (PSEye
microphone) which is placed on the lower torso of the Baxter robot. The last stage
processes gripper-related data (i.e., the position of the gripper (its openness), the force
applied by the gripper to the object at hand) to capture anomaly indicators. One may
refer to Figure 3.1 to see the sensor placements on the robot. The following subsections

elaborate on the procedures that take place on these aforementioned streams.

6.1.1 Visual stream

In this study, sequential RGB frames are extracted from the videos obtained from the
head camera, and these frames are sampled at 0.125 Hz fixed frequency. This sampling
process creates a frame sequence sorted in ascending order considering the timestamps

of the frames. Convolutional visual features are extracted from each sampled image,
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and then the sequences of these features are fed into the LSTM layers by preserving
the order of the sampled frames to capture temporal dependencies among anomaly
indicators. These features are extracted with a pre-trained convolutional neural
network (CNN) structure from the sequential 2D images gathered from the RGB-D
camera placed on the head of the robot. Before the feature extraction task, images are
cropped and resized (R?**22%). After this transformation phase, transformed images
are fed into a pre-trained CNN structure to detect the relevant parts of them. In order
to fulfill this task, the following CNN architectures are used to extract features from

sequential 2D images:

* Residual Net (ResNet) [115]: ResNets are neural networks that ease the training
phase of deeper neural networks. They are not only easier to optimize, but also can
achieve high accuracy for deeper networks. The main idea behind this architecture
is that the layers are considered as residual functions that reference the layer inputs
instead of learning functions without references. Learning with up to 152 layers is

possible with ResNets.

» AlexNet [116]: AlexNet is a CNN architecture that includes 5 convolution layers
followed by 3 fully-connected layers. The first, second and fifth convolution layers
are immediately followed by a max pooling operation. The architecture achieves

high performance on the ImageNet dataset.

* VGG [117]: The main idea behind this structure relies on the evaluation of
networks with increasing depths using an architecture with very small (3x3)
convolution filters. It generally includes 16 to 19 layers. In this study, the VGG
variant with 16 layers (VGG16) is employed. VGG16 consists of 13 convolution
layers and 3 fully connected layers. Each convolution layer is followed by ReLLU,
and a max pooling operation takes place after the second, fourth, seventh, tenth and

thirteenth convolution layers.

Pre-trained implementations of these vision models on ImageNet [118] are used in this
study. These models are trained with a wide range of images including various objects.
Since these pre-trained CNNs are only used for extracting relevant features, the last

layers of them that include fully connected layers are not used. This structure is used

72



to extract relevant features of the images. Each feature vector at time ¢ is denoted with
f7. After the relevant visual features (f") are extracted related to anomaly indicators,
a dropout function is applied with a probability of 0.4. The extracted features for each
image are considered as a sequence, and these features are fed into LSTMs to capture
temporal dependencies among anomaly indicators. Afterward, the gathered result from
the LSTM is fed into an attention layer to find out the importance of the images in
the sequence contributing to the anomaly decision. In this study, scaled dot-product
self-attention [100] is employed to come up with attention values related to the images
in the sequence by the LSTM layers. After self-attention values are calculated, they
are fed into a dense layer. Then, the output vector including the concatenation of the
attention output along with the LSTM outputs (+’ € R'%2%) is generated to be fused

with that of the auditory and proprioceptive modality.

Figure 6.1 illustrates the phases of the proposed CLUE-AI framework while processing
visual modality. The proposed visual processing scheme consists of two phases to
process sequential RGB images: the extraction of convolutional features and learning
these extracted features, respectively. Sequential 2D RGB images are accepted
as inputs. In the feature extraction layers, green layers denote convolution layers
where blue ones are for the pooling operations. Convolution layers are marked with
corresponding kernel sizes and channels. These sequential layers construct the VGG
network without its classification layers that include fully connected layers. This
structure is followed by a dropout layer, and it is immediately followed by LSTM
layers that learn the visual anomaly indicators. Then, the LSTM outputs are fed into
an attention layer to end up with attention values related to the positions of the images
in the sequence. Note that rectified linear unit (ReLU) is used as an activation function

after each convolution layer, and they are omitted in the figure for brevity.

6.1.2 Auditory stream

Auditory data gathered through the microphone mounted on the torso of the robot are
processed with two phases. In the first phase, features of the gathered auditory data are
extracted. In order to do so, Mel-frequency Cepstral Coefficients (MFCC) features are
extracted. The library Librosa [119] is used for this aim. Extracted auditory features

of an observation gathered at time step ¢ is denoted with f;. The second phase consists
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Figure 6.1 : The architecture for processing visual stream.
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of feeding these extracted MFCC features (f“) into a CNN block. The block includes
four sequential convolution layers. Note that each convolution layer is followed by a
ReL.U unit as an activation function. After these operations, max-pooling is applied,
and the resulting vector is fed into a dense layer that outputs the resulting auditory

feature vector (r¢ € R%).

Figure 6.2 shows the contents of the auditory stage of the proposed framework which
processes audio data. As can be seen from the figure, the audio data are processed in
two phases. First, MFCC features of the audio data are extracted and this is followed
by processing them in convolution layers. The gathered outputs from the convolution
layers are fed into a dense layer and a vector that includes processed auditory features

is constructed.

am N (™ ™ ™ ™ 5O 66
Q] Joo
(7] (co] I (o]
2 SRS NS 3 |s
S = 4 Il lal |=
I = I 121 19 Lol 1= 1S a
— — d d d 3 1= —
L <] | |l 18] 1= 13 |2 r
S NSEEREESRERERE
. P gl (2l (= Kzl 12 el |8
T 2 (o) o c ] a)
Of 9] |9 |l©
—/ — U O O U U U

Auditory data

Figure 6.2 : The architecture for processing auditory stream.

6.1.3 Proprioceptive stream

The robot manipulates the objects in the environment with the gripper attached to
its arm (Figure 3.1). Proprioceptive observations are continuously collected with the
gripper. In this study, the openness of the gripper and the force applied by the gripper
to the object at hand are considered as features (f”). These features are processed
within a tiny CNN illustrated in Figure 6.3. The output of this CNN is fed into a max
pooling layer that is followed by a dense and dropout layer. As a result, the final vector

related to the gripper data is constructed (r” € R%%).

6.1.4 Late fusion

The explained visual, auditory and proprioceptive streams make of the corresponding
feature vectors. Since a late fusion approach is adopted, these obtained visual, auditory

and proprioceptive features are concatenated to a single fused vector (r/%¢4 ¢ R1152),
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Afterward, the resulting vector of this fusion is fed into a dense layer which is followed
by a dropout layer with a probability of 0.4. The resulting vector is then fed into
another dense layer and a softmax function. Considering these results, the most
probable anomaly type is chosen for the identification of the anomaly. Figure 6.4

illustrates the described late fusion procedure.
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Figure 6.3 : The architecture for processing proprioceptive stream.
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Figure 6.4 : Proposed late fusion scheme of the CLUE-AI framework.

6.2 Experiments

This section presents the evaluation of the CLUE-AI framework in the real-world
experiments with the Baxter robot performing everyday object manipulation scenarios.

Before presenting the evaluations, the experimental setup is explained.
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6.2.1 Experimental setup

To evaluate the presented framework, the experiments are conducted on 7 distinct
classes involving 6 anomaly cases and the safe cases. Note that safe scenarios are
also included in the evaluation to identify and handle possible false alarms that may
arise in the anomaly detection procedure. Table 6.1 presents the distribution of the
number of scenarios. In the table, the row indicates the number of the scenarios of
the corresponding anomaly type of the column. Note that the same anomaly detection
method that is used in Chapter 5 is employed for the explained anomaly identification
algorithm. Experiments are run on a server having the following configuration: Intel
Core 17-7700K 4.20GHz CPU, 32 GB RAM, NVIDIA Quadro P6000 GPU with 24

GB memory.

Table 6.1 : Number of scenarios for each anomaly type.

SAFE LOC DIS EUA OTA SPC FCA Total
# of scenarios 68 22 41 33 18 43 24 249

Several parameters are set empirically and used for the training phase of the models.
Table 6.2 lists these parameters. In order to cope with the class imbalance problem of
the data set, an adaptive weighting approach where anomaly classes with the less total
number of instances are valued more is used while updating the network. The data set
is partitioned randomly into the train (80%) and test (20%) sets for each execution for
each class. The models are trained for 100 epochs, and averages of best results are

reported for ten random seeds.

Table 6.2 : Parameter dictionary of the LSTM structure.

Parameter Value
Neurons 512
Layers 1
Loss Cross Entropy
Optimizer Adam
Learning rate (1) 104

6.2.2 Experimental evaluation

CLUE-AI framework is evaluated on various aspects.  First, the impact of

different feature extraction techniques is presented. This is followed by a set of
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analyses including comparative analysis, multimodality analysis, noisy data analysis,

transformer analysis and auditory analysis.

6.2.2.1 Training analysis

This experimental evaluation presents an analysis of the number of epochs as a training
parameter. In order to do so, the data set is split into training and test sets (80% and
20%, respectively). Figure 6.5 presents an analysis of the loss values with respect to the
number of iterated epochs. The x-axis indicates the epoch, and the y-axis indicates the
loss. As can be seen from the plot, a model can be selected around the fortieth epoch

to avoid overfitting the model. This experiment is conducted for ten random seeds

3.0 —— Train loss
——— Test loss
2.5 1
2.0 A
2
3 1.5 4
1.0 A
0.5 A
0.0 A
0 20 40 60 80 100
Epoch
Figure 6.5 : Change on the train and test loss for 1 = 10~* for the VGG16-based
setting.

for each visual models that are used for feature extraction, and Table 6.3 presents the
average number of epochs that the training is stopped for each visual model considering
both loss values to avoid overfitting. Considering these results, the epoch numbers
presented in Table 6.3 are used to stop training for each model. This table also presents
the number of parameters of the corresponding models excluding the fully connected

layers.

6.2.2.2 Feature extraction analysis

The CLUE-AI framework is evaluated with four different feature extraction settings

employing the following CNNs: ResNetl8, ResNet101, AlexNet, and VGG16. Note
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Table 6.3 : Number of epochs that each model is trained and the number of
parameters (in millions) that each vision model includes.

VGG16 AlexNet ResNetl8 ResNetl01
# of epochs 40 55 55 60
# of parameters 14.7 24 11.1 42.5

that ResNet18 and ResNet101 are two variants of ResNets where a different number of
layers form the corresponding CNN structure. Figures 6.6-6.9 presents the normalized
confusion matrices for different CNNs that extract visual features. Note that the
abbreviations corresponding to the names of the anomaly classes are presented in
Section 3.2.2. The values in cells represent the normalized average results for ten

random seeds.

Considering the results in Figure 6.6 and Figure 6.7, one may infer that ResNets cannot
extract visual features effectively for some classes. This situation mainly arises due
to the average pooling (AP) layers (with a square kernel size of 7) of both ResNets
variations that are placed before the excluded dense layers. This results in a decrease
in the size of the extracted features. Note that only the dense layers of these models
are excluded in this study. Such a situation results in ambiguity in anomaly classes
since anomaly indicators cannot be distinguished. To exemplify, SAFE and LOC are
mostly confused classes for ResNet18-based setting. As can be seen from Figure 6.6,
LOC (the anomaly cases where an object’s location is changed by an external agent) is
confused with DIS (the anomaly cases where an object is taken out of the scene by a
human). That is, the location change of the object is confused with the disappearance.
The ResNet101-based setting also provides similar results with the ResNet18-based
setting. On the other hand, AlexNet and VGG16-based settings provide more accurate

classification results for the anomaly identification task.

Considering the results for the AlexNet structure as the feature extractor, the minimum
classification score belongs to class SAFE among the classes with a value of 0.85.
When VGG16 is invoked to extract relevant information related to anomaly symptoms,
a minimum score of 0.85 is achieved for the SAFE class where no anomaly occurs. The
interpretation of this situation is that a little number of chickpeas may be spilled on the

table, being occluded by the container on some occasions.
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Figure 6.6 : ResNet18 as a feature extractor.
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Figure 6.7 : ResNet101 as a feature extractor.
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Figure 6.8 : AlexNet as a feature extractor.
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Figure 6.9 : VGG16 as a feature extractor.
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Table 6.4 summarizes the performance analysis of the presented feature extraction
methods in terms of precision, recall and f-score metrics. In this analysis, both
variations of ResNets with and without average pooling (AP) layers placed last
are considered. Although ResNet-based feature extraction methods provide better
performances without AP layers, they cannot provide better scores in terms of all
presented metrics, the AlexNet-based feature extraction technique provides an f-score
of 93.88%. Note that the usage of the AP layers decreases the number of extracted
features, and that results in degraded performances for ResNet-based settings. As can
be seen from the table, VGG16 has the ability to extract relevant visual features, and it

outperforms the other ResNet-based settings and slightly gives better results than the
AlexNet-based setting with an f-score of 94.34%.

Table 6.4 : Performance evaluation of different feature extraction methods.

Precision Recall F-score

(L£o0) (L£o0) (o)
CLUE-AI w/ ResNet18 w/ AP 89.32 £2.17 87.60 +2.39 87.16 &£2.75
CLUE-AI w/ ResNetl18 w/o AP 92.65 £2.54 91524282 9143 +2.85
CLUE-AI w/ ResNet101 w/ AP 89.63 £4.50 88.04 +4.48 87.76 &=4.49
CLUE-AI w/ ResNet101 w/o AP  91.86 +3.80 90.43 +4.03 90.33 £4.15
CLUE-AI w/ AlexNet 94.63 £2.57 9391 £2.71 93.88 £2.76
CLUE-AI w/ VGG16 9490 +£2.23 9434 £2.21 94.34 +2.26

Table 6.5 presents the elapsed time for training and testing the anomaly models with the
features extracted by different CNNs. Each row includes the results of a distinct feature
extraction method where each column corresponds to the elapsed times for training
and testing in terms of seconds (sec). Average and standard deviation of the execution
times is reported for ten executions. As can be seen from the results, CLUE-AI with
AlexNet provides the lowest model training and testing time for extracting and iterating

the extracted features in LSTMs for a single epoch.

6.2.2.3 Overall performance analysis

This experimental analysis presents the comparison of the proposed CLUE-AI
framework with different methods for the anomaly identification task. Hidden
Markov models (HMMs) and recurrent neural networks (RNNs) are selected as
other methods. These methods are selected for comparison since these models

are state-of-the-art machine learning algorithms in the literature for the anomaly
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Table 6.5 : Time elapsed (sec) during training and testing with different feature
extraction techniques.

Train Test
(L*o0) (H£o)

CLUE-AI w/ ResNet18 w/ AP 743 +£0.05 0.334+0.01
CLUE-AI w/ ResNetl8 w/o AP 10.39 £0.04 1.12+£0.01
CLUE-AI w/ ResNet101 w/ AP 11.35 +£0.07 1.22 £0.03
CLUE-AI w/ ResNet101 w/o AP 18.89 +£0.08 2.38 +0.04
CLUE-AI w/ AlexNet 712 4+ 0.05 0.21 £ 0.01
CLUE-AI w/ VGGI16 11.77 £0.07 1.20 £0.03

identification problem. For the settings where RNNs are employed, LSTMs are
replaced with the corresponding structures in the CLUE-AI framework. For the
HMM-based method, incremental principal components analysis (IPCA) is used to
extract relevant features from the input images. Afterward, these features are fed into
HMMs to classify the anomaly type. An HMM model with binary latent states (safe
and the corresponding anomaly type) is trained for each anomaly type. In case of an
anomaly, the observation history, including images, is fed into each trained model.
This results in the scores from each anomaly model corresponding to the likelihood of
being generated by that anomaly model. Then, these likelihoods are processed along
with the results of the auditory stage, and the anomaly type is revealed. Each method
is run ten times with different seeds, and the weighted average scores are reported in

Table 6.6.

Table 6.6 : Comparative performance analysis of different methods.

Precision Recall F-score

(L£0) (L£0) (L£0)
HMM 74.05+431 71.63+573 70.75 £ 6.08
Symbol-based framework  96.02 +£4.01 89.22 £ 10.02 92.05 £ 7.23
CLUE-AI w/ VGG16-RNN 9351 £3.83 9239 +448 9234 +4.51
CLUE-AI w/ VGGI16-LSTM 9490 4+2.23 94.34 £2.21 94.34 4+ 2.26

Considering the results reported in Table 6.6, it can be seen that VGG16 as the feature
extractor with LSTMs (CLUE-AI w/ VGG16-LSTM) provides better results than the
RNN-based deep learning-based method, the symbol-based anomaly identification
framework that is explained in Chapter 5 and HMMs with IPCA as the feature extractor
(IPCA-HMM) in terms of all criterion. When the extracted features by VGG16 are
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processed with RNNSs, it provides an f-score of 92.34%. When VGG16 and LSTMs
are combined together in the CLUE-AI framework, this setting outperforms the other

methods and provides an f-score of 94.34% in classifying anomaly types.

Compared to the results obtained with the anomaly identification framework that
takes into account symbols as visual features it can be inferred that the CLUE-AI
framework with VGG16-LSTM outperforms the symbol-based anomaly identification
framework (SAIF) with an f-score of 94%. It should also be noted that the CLUE-AI
framework is evaluated on an extended set of anomaly scenarios (i.e., a higher number
of anomaly classes) compared to the symbol-based anomaly identification algorithm.
This extended set of anomaly scenarios also includes challenging scenes for a scene

interpretation system (i.e., cluttered environments or containers full of objects).

Table 6.7 presents the elapsed time for training and testing different deep learning
models for the anomaly identification problem. Each row indicates includes the results
of a different method where each column indicates the elapsed times for training and
test sets in terms seconds (sec). Average and standard deviation values of the execution
times are reported for ten executions. According to these results, the lowest execution

times are achieved by the RNN-based method compared to the LSTM-based method.

Table 6.7 : Time elapsed (sec) during training and testing of different deep learning

methods.
Train Test
(U+to0) (L+o0)

CLUE-AI w/ VGG16-RNN  10.87 £ 0.07 1.14 £ 0.03
CLUE-AI w/ VGG16-LSTM 11.77 £0.07 1.20 £ 0.03

6.2.2.4 Multimodality analysis

The proposed CLUE-AI framework in this chapter processes the data gathered from
distinct sensory modalities. A multimodality analysis is performed to analyze the
contribution of each processed sensory modality and the attention mechanism in

identifying the anomaly types.

Table 6.8 presents the precision, recall, and f-score metrics for different sensory
modality settings of the CLUE-AI framework. Moreover, one column in the table is

reserved to indicate whether the attention mechanism is employed in the corresponding
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setting. In the table, each row corresponds to a different setting where each column
represents the scores for the corresponding metric. As can be seen from the table,
the gripper-related data as a stand-alone stream provides an f-score of 50.52%, and
the single auditory modality setting provides an f-score of 80.52%. When only visual
modality with self-attention is considered for classification, this setting provides an
f-score of 88.70%. As expected, one can infer that the visual modality provides more
information about anomaly indicators compared to the auditory modality. When the
gripper-related data are combined with the visual modality, a minor improvement in
the f-score (88.72%) is obtained. The fusion of visual and auditory modalities with
self-attention provides higher performance with an f-score of 93.51%. Incorporating
the auditory modality provides the opportunity to distinguish anomaly cases more
efficiently in which sound is a discriminating indicator (i.e., the robot perceives sound
as observation when an object falls down as it is pushed; on the other hand, it does
not perceive sound when an external agent changes the object’s location.). As can be
seen from the last two rows of the table, incorporating the attention mechanism with

the three modality stream provides an improvement of 2% on the f-score.

Table 6.8 : Sensory modality and attention analysis.

Modality Attention Precision Recall F-Score
Sy Sa  Sp
v 5240 £9.72 54778 £8.68 50.52 +£9.24
v 82.48 522 81.73 +4.14 80.52 +4.95
v v 89.83 £4.62 8891 =4.50 88.70 £4.69
v v v 90.24 £391 8891 +3.82 88.72+4.83
v v v 9423 £3.09 9347 +3.36 93.51 £3.29
v vV 9355 +244 9233 +£2.88 92.33+2.90
v v v 9490 £223 9434 +2.21 94.34 £+ 2.26

In this thesis, audio modality is processed as the complementary data. Nevertheless,
for instance, no auditory perception is gathered generally in disappearance cases.
Moreover, perceived audio characteristics are similar for SPC (the anomaly cases
where objects are spilled in a pouring task due to overflowing) and SAFE scenarios
including pouring tasks, and the sounds that arise when an object hits the table and
to the container intermingle. Therefore, it may not be an essential indicator for

such anomaly types. One should note that Baxter’s location does not change in the

experiments, its torso is fixed. It only moves its arm to interact with objects in the
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environment. Therefore, the motors’ of its arm make sound during its movements

generating ego noise.

Figures 6.10-6.16 illustrate class activation map representations of selected cases.
In this study, gradient-weighted class activation mapping-based (Grad-CAM) [120]
representations of selected cases are presented. Class activation maps (CAMs) give
an insight into which parts of the input contribute to the final decision. Red regions
indicate a high contribution to the final decision, where blue regions indicate a lower
contribution. Left images represent the images perceived through the camera of the
robot, right images represent the corresponding CAMs in both figures. Figure 6.10
presents a SAFE case where the robot successfully places an object into a container.
As can be seen from the corresponding CAM, the region where the container exists
contributes more to the decision compared to the other regions on the image. In Figure
6.11, an FCA case is analyzed where an object falls out of the container on the table.
It can be inferred that the framework focuses on the region where the object that falls

out of the container rather than the container itself.

Figure 6.10 : CAM of a SAFE case.
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Figure 6.11 : CAM of an FCA case.




Figure 6.12 illustrates the visual observation and the corresponding CAM (right) for
an OTA case where an object overturns while it is manipulated. As can be seen from
the CAM, the corresponding region where the object falls has a dense red coloring

compared to the other parts.

Figure 6.13 illustrates the CAM for an EUA case where a tower structure collapses
during construction due to an earlier unstable placement. The CAM has dense red

regions where the tower structure collapses, and its surrounding regions are green.

{Fy BB l

Figure 6.12 : CAM of an OTA case.
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Figure 6.13 : CAM of a EUA case.

Figure 6.14 illustrates an SPC case and its CAM that maps the contribution of the
regions on the input image. The corresponding CAM indicates that the container and
its surrounding regions where the objects are spilled contribute more to the anomaly
decision. Figure 6.15 illustrates the CAM for a DIS case where an object is taken out
from the environment. The cam indicates an almost uniform color distribution in the

central regions, and this is probably due to trying to detect the object in the scene.

Another CAM is presented in Figure 6.16 for a LOC case where the location of the
object is changed by an external agent. The CAM indicates that the initial location of

the object (left upper region) has a significant contribution to the decision.

87



Figure 6.14 : CAM of an SPC case.

Figure 6.15 : CAM of a DIS case.

6.2.2.5 Performance analysis on noisy data

In this experiment, the performance of the presented CLUE-AI framework is
demonstrated on noisy sensory test data. In order to do so, random noise is injected
into the perceived data (i.e., each pixel of the image is flipped to zero with a given

probability value).

Figure 6.17 presents the performance analysis of the CLUE-AI framework for different
random noise probabilities with bar graphs. Each bar on the x-axis corresponds to a
distinct noise ratio (i.e., with a probability of that value, the corresponding feature is
flipped), and the y axis corresponds to the f-score value achieved by that setting. As
can be seen from the bars, the setting without any injected noise provides the highest
f-score. After the random noise probability is set as 0.3, the performance decreases
faster, and the standard deviation values increase. As the injected noise increases, the
performance of the framework degrades, ending up with an f-score slightly above 30%

for the setting with a noise probability of 0.8.
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Figure 6.16 : CAM of a LOC case.
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Figure 6.17 : Performance analysis of the CLUE-AI framework on noisy data.

6.2.2.6 Transformer analysis

In this experiment, the CLUE-AI framework is analyzed with a transformer structure
replacing the attention-enabled LSTM structure of the framework. Transformers
process sequential data by employing attention mechanisms [100, 121]. Transformer
architectures include encoders and decoders that consist of a number of layers. Each
layer is accompanied by a self-attention mechanism, and these attention mechanisms
may include multiple attention heads. In this analysis, transformers with encoder layers
are employed , and the analysis for a different number of layers and attention heads is

presented.
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Table 6.9 presents the analysis of the presented framework with different parameters
settings. The first two columns present the settings where each row presents the
related scores for each corresponding setting. As can be seen from the table, although
changing the number of encoder layers provides similar scores, increasing the number
of heads in the multi-head attention provides an improvement ending up with an f-score

of 88.47%.

Table 6.9 : Analysis of the CLUE-AI framework with transformer layers.

# of encoder # of Precision Recall F-Score
layers multi-heads (uto) (uL*o) (uto)

4 2 89.05 £2.62 88.02+2.69 87.99 +£2.71

4 89.62 +3.04 88.454+3.00 88.47 + 3.00

6 2 88.40 £4.07 87.60+4.12 87.59 £4.22

4 89.48 +3.38 88.45+3.66 88.47 + 3.67

6.2.2.7 Analysis of audio processing

The CLUE-AI framework considers auditory data as 2D data since the stream is
represented as a 2D matrix ([time, features]). Therefore, convolution layers with 2D
kernels are employed. In this analysis, processing auditory data with different shaped
kernels is evaluated. To do so, rectangular kernels (i.e., (16,4) and (16,5) with strides

of the same size) are introduced to the auditory stage of the CLUE-AI framework.

Figure 6.18 illustrates the scores achieved by different shaped kernels for the auditory
stream processing. The x-axis presents metrics for each setting, and the y-axis presents
the corresponding scores. The first bars (the light gray bars) for each metric are for
the setting with rectangular kernels and the second bars (the dark gray bars) are for
the setting with square kernels. As can be seen from the plot, the CNN structure
with square kernels on the auditory stream provides an improvement for each metric,

especially an improvement of 4% in the f-score.

6.3 Concluding Remarks

This chapter presents an anomaly identification framework, CLUE-AI, that takes into
account convolutional features by processing three sensory modalities, namely visual,
auditory and proprioceptive to handle anomaly cases that may arise during everyday

object manipulation tasks. The CLUE-AI framework consists of three phases in each
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Figure 6.18 : Performance analysis of the CLUE-AI framework with different shaped
kernels.

of which a distinct sensory stream is processed. First, convolutional visual features
are extracted by VGG16, and they are fed into LSTM cells which is followed by
a self-attention mechanism to capture anomaly indicators. Then, MFCC features
are extracted from the auditory modality, then a CNN block is employed. Last,
gripper-related data are processed with a designed CNN. Afterward, these sensory data
are combined with a late fusion methodology. As there are no existing manipulation
anomaly benchmarks, the performance of the CLUE-AI framework is evaluated on
the data set collected by the Baxter robot in the Artificial Intelligence and Robotics
Laboratory of Istanbul Technical University. A comparative analysis of the presented
framework is also presented with the baseline methods. The results indicate that the

framework has the ability to identify anomaly cases with an f-score of 94%.
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7. CONCLUSIONS AND DISCUSSIONS

In this thesis, the anomaly identification problem is addressed for the robots performing
everyday object manipulation tasks. The problem is investigated from different
perspectives considering the processed feature types. To effectively solve this problem,
two multimodal anomaly identification frameworks are introduced and presented in
Chapters 5 and 6. The underlying idea behind the symbol-based anomaly identification
framework (presented in Chapter 5) is to employ high-level domain symbols to classify
anomalies that arise during task execution. These symbolic features are constructed
from visual, auditory and proprioceptive sensor modalities that are gathered through
an RGB-D camera, a microphone and a gripper, respectively. The visual features
are extracted by a visual world modeling system, Violet [107]. The perceived sound
data are classified with an SVM-based method [103]. Then, these tailored features
are fused using an early fusion scheme, and they are fed into LSTM layers. The
presented symbol-based anomaly identification framework is evaluated with a Baxter
robot on real-world everyday object manipulation scenarios. A comparative analysis of
the framework with GRU-based, HMM-based and CRF-based methods is presented.
Furthermore, a multimodality analysis is also presented to show the contribution of
each sensory modality on the identification performance. The results indicate that
the presented symbol-based anomaly identification framework provides better results
compared to the baselines with an f-score of 92% in the identification task due to

capturing long-term dependencies effectively between anomaly indicators.

Chapter 6 presents and proposes a convolutional three-stream anomaly identification
framework (CLUE-AI) to overcome the explained challenges as the second
perspective. This framework consists of three streams each of which is a distinct type
of sensory data, vision, audition and proprioception, respectively. Convolutional visual
features are extracted and learned with a VGG16-LSTM-based method. Then, MFCC
features are extracted from auditory stream, and it is passed through a CNN block

designed for it instead of a classifier that returns high-level discreet classes. Afterward,
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proprioceptive data are processed with a CNN block. The results obtained from each
sensory modality processing are combined with a late fusion scheme. The framework
is tested on the Baxter robot with an extended anomaly set compared to the one
used by the symbol-based anomaly identification framework, and analyses including
performance, comparison, training and multimodality are presented. The CLUE-AI
framework achieves an f-score of 94% in classifying anomaly types. Considering
the obtained results of the symbol-based anomaly identification and the CLUE-AI
frameworks, it can be inferred that CLUE-AI w/ VGG16-LSTM outperforms the
symbol-based solution. The upcoming section presents a discussion of the investigated

problem from several aspects.

7.1 Discussion

The symbol-based anomaly identification framework presented in Chapter 5
necessitates the usage of a visual world modeler and a classifier to map detected
sounds. Such systems may not always be present in a robot framework, and these
systems may require domain expertise and feature engineering. In such cases, learning
from only raw sensory data is more beneficial when preprocessing is not possible
(i.e., a visual modeling system for visual data). Furthermore, in highly cluttered
environments, this preprocessing may become expensive and processing convolutional
features is more efficient. In order to cope with this and avoid such necessities, a
framework (CLUE-AI) that takes into account convolutional features without a need
for high-level feature engineering is presented in Chapter 6. Processing convolutional
features, as the CLUE-AI framework does, is a less costly solution without additional

feature tailoring, and it provides better results.

The presented frameworks in Chapters 5-6 construct anomaly models to learn
anomalies with a training phase. After these models are constructed, they are then used
for identifying anomaly cases. On the other hand, it is almost impossible to predict
all potential anomalies that may arise in unstructured environments, and unknown
anomalies that are not encountered before are likely to occur in such environments.
Consequently, in case of an occurrence of an unknown anomaly, such methods would

classify it by taking into account the common indicators of the anomaly.
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A robot may always fail on a particular task/operation in a particular context. For
instance, let us assume that a service robot always fails in opening a specific type of
jar without any help from other robots in the environment. Relevant hypotheses can be
constructed by invoking a learning algorithm to associate the corresponding anomaly
to the anomaly context [11]. The robot then may ask for help in upcoming tasks if one

of the constructed hypotheses indicates so.

The variety of sensor modalities that are processed is crucial for the identification task.
Since the anomaly identification problem builds on processing sensor modalities to
capture anomaly indicators, the amount of data related to the environment depends
on the processed modalities. Different sensors may help in perceiving a different
environmental clue on an anomaly. For example, an odor sensor may help in the

classification of anomaly cases related to olfactory anomalies.

7.2 Limitations and Future Work

The anomaly identification problem in cognitive robotics is still wide open for further
research, and many aspects of the problem are still under investigation. The solutions
presented in this thesis can be extended for further improvements. Some possible

future directions are listed as follows:

* Considering the situation that the proposed frameworks in this thesis have the ability
to identify modeled anomaly cases, the framework may be extended in such a way
that it is also capable of dealing with unknown anomalies that the robot has not
encountered before. To cope with the occurrence of unknown anomalies, an online
learning procedure of the corresponding model can take place after the unknown

anomaly is labeled by a domain expert.

* It may be likely that multiple anomalies occur simultaneously during execution.
To handle such cases, multiple models may be trained for each anomaly class to
identify such cases [60]. Such a technique may not scale well with the increasing
number of anomalies. Considering the scores for each anomaly class returned by
a single model, and deciding on the anomaly type accordingly may be yet another

solution to address such issues.
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* The anomaly identification problem is handled from a multi-class classification
perspective in this research. This problem can be represented and addressed as

a casual reasoning problem to infer the root causes of potential anomaly cases.

7.3 Impact

This Ph.D. research investigates an important problem in cognitive robotics to increase
the self-awareness capabilities of the service robots. It presents an important step to
equip robots to perform everyday object manipulation tasks with awareness procedures
for safety in unstructured environments. In such environments, continuous perception
of the environment is essential. Therefore, such a requirement necessitates processing
these perceived observations to be monitored carefully to detect a potential anomaly
that may threaten and violate the safety of the environment, robots or humans. In case
of an anomaly, this situation needs to be identified for efficient recovery. Ethical issues
also need to be taken into account for service robots, especially for the cases where
other robots or humans exist in the environment. Therefore, the robot should avoid
potential anomaly cases that may lead to failures resulting in harming itself or the
others in the environment. Consequently, the utilization of such diagnostic procedures

contributes to robots fulfilling robust and safe task execution.
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