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ABSTRACT 

ABSTRACT 

Digital diplomacy, a recent addition to diplomatic practices, has asserted its 

presence significantly since its inception. The international community is swiftly 

embracing it, eager to apply its principles and utilize its tools. Picture an ambassador 

conducting diplomatic affairs from the comfort of his office at the Ministry of 

Foreign Affairs (MFA) or even from home, a groundbreaking shift that reshapes 

conventional diplomatic norms. 

Contrary to popular belief, digital diplomacy didn't commence in recent 

years. Its roots extend back to the last century, evolving alongside technological 

advancements. It has become an essential companion, altering diplomatic dynamics 

and introducing a new reality with unprecedented conditions and features. This 

developmental trajectory aligns with ongoing technological progress, ensuring its 

sustained presence and utility across time and space. 

This study aims to elucidate the concept of digital diplomacy, trace its 

historical evolution, and examine the diverse benefits it has afforded various 

countries. Special attention is given to the Palestinian and Ukrainian experiences, 

providing a deeper insight into digital diplomacy's application during conflicts and 

its repercussions on the international arena. Furthermore, the research explores how 

Palestine could leverage lessons from these cases to optimize its digital diplomatic 

strategies to fulfil its objectives. 

The impact of digital diplomacy goes beyond mere situational updates. A 

single comment on social media can sway the opinions of numerous users, 

highlighting the potency of a well-defined strategy to achieve a country's global 

objectives. The Ukrainian experience during its conflict with Russia exemplifies this, 

showcasing how strategic digital diplomacy garnered widespread international 

support. Understanding and leveraging such tactics are crucial for countries, 

particularly for the State of Palestine, which requires diverse means to attain its 

objectives. 

In essence, digital diplomacy is not merely a tool for adapting to current 

circumstances; it represents a comprehensive strategy to attain specific goals 

effectively. 

Key words: Diplomacy, Digital diplomacy, Palestine, Ukraine, technology 
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ABSTRACT 

ÖZET 

Dijital diplomasi, diplomatik uygulamalara sonradan eklenen yeni bir unsur 

olarak, kurulduğu günden beri önemli bir varlık gösterdi. Uluslararası toplum, 

ilkelere uygulanma arzusuyla hızla ona adapte oluyor ve araçlarını kullanma 

çabasında. Bir ülkenin elçisinin, diplomatik işlerini Dışişleri Bakanlığı'ndaki 

ofisinden veya hatta evinden yürütmesini düşünün; bu, geleneksel diplomatik 

normları yeniden şekillendiren çığır açan bir değişikliktir. 

Yaygın inanışın aksine, dijital diplomasi son yıllarda başlamadı. Kökleri 

geçen yüzyıla dayanıyor ve teknolojik ilerlemelerle birlikte evrim geçiriyor. Bu, 

diplomasi dinamiklerini değiştiren ve eşi benzeri olmayan koşullar ve özelliklerle 

yeni bir gerçeklik tanıtan zorunlu bir yol arkadaşı haline geldi. Bu gelişme eğilimi, 

teknolojik ilerlemenin devam etmesiyle paralel olarak sürüyor, böylece sürdürülebilir 

bir varlık ve kullanılabilirlik sağlanıyor. 

Bu çalışma, dijital diplomasi kavramını açıklamayı, tarihsel evrimini izlemeyi 

ve çeşitli ülkelerin bundan nasıl faydalandığını incelemeyi amaçlamaktadır. Özellikle 

Filistin ve Ukrayna deneyimlerine dikkat çekilerek, çatışmalar sırasında dijital 

diplomasi uygulamasına ilişkin daha derin bir bakış açısı sunulmakta ve uluslararası 

arenada bu uygulamanın sonuçları irdelenmektedir. Araştırma ayrıca, Filistin'in bu 

vakalardan dersler çıkararak dijital diplomatik stratejilerini optimizasyonu ve 

hedeflerine ulaşması yollarını keşfetmektedir. 

Dijital diplomasinin etkisi sadece durumsal güncellemelerle sınırlı değil. 

Sosyal medyada yapılan tek bir yorum, bir ülkenin küresel hedeflerine ulaşmak için 

belirlenmiş bir stratejinin etkinliğini gösteren bir potansiyeli ortaya koyabilir. Rusya 

ile yaşadığı çatışma sırasında Ukrayna'nın deneyimi, stratejik dijital diplomasinin 

geniş kapsamlı uluslararası destek sağlamada nasıl etkili olduğunu gösteren bir 

örnektir. Bu taktikleri anlamak ve kullanmak, özellikle çeşitli araçlara ihtiyaç duyan 

Filistin Devleti için hayati öneme sahiptir. 

Özünde, dijital diplomasi yalnızca mevcut duruma uyum sağlamak için bir 

araç değildir; aynı zamanda belirli hedeflere etkili bir şekilde ulaşmak için kapsamlı 

bir stratejiyi temsil eder. 

Anahtar Kelimeler: Diplomasi dijital diplomasi, Filistin, Ukrayna. teknoloji 
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1. INTRODUCTION 

1.1 Introduction 

Technology has permeated every aspect of our lives, leaving no facet 

untouched. It has not merely entered but has transformed and, at times, even replaced 

elements in our lives through development, modification, or obsolescence. it has 

consistently been a fundamental force in transforming all facets of our existence, 

ranging from daily routines to the intricacies of diplomatic engagement, which stands 

as a critical element of global interactions. This phenomenon is unmistakable, 

seamlessly integrating into our daily routines, work, and studies. Diplomacy, an 

integral part of crucial state practices, remains indispensable. However, its tools and 

personnel undergo constant updates to ensure efficacy and accomplishment for 

countries and beyond. Diplomacy involves negotiations, representation, and relations 

between countries and other international entities. With the evolving times and rapid 

developments, a new type of diplomacy has emerged—specifically, a supportive 

counterpart to traditional diplomacy known as digital diplomacy. This involves the 

comprehensive use of electronic tools, social media platforms, and other digital 

means to achieve the overarching goals that diplomacy seeks. 

Digital diplomacy holds immense importance in saving time, effort, and 

costs, leading to increased speed and improved quality of results. This efficiency 

allows more room for traditional diplomacy to thrive, relieving it of considerable 

previous efforts. Internationally, digital diplomacy showcases its significance 

through integration with diverse societies, fostering cultural understanding. This 

stands in stark contrast to the rigidity of traditional diplomatic work, confined within 

a single official framework. E-diplomacy promotes transparency and has the 

potential to eradicate corruption if appropriately adopted and implemented by states 

in their foreign policies. 

This research delves into digital diplomacy, exploring its definitions, 

significance, advantages, means of application, and presenting global experiences. 
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The focus is on Palestine and Ukraine as conflict arenas where these techniques have 

influenced global public opinion and international policies. The study aims to clarify 

the concept of digital diplomacy, compare the Palestinian and Ukrainian models, and 

explore how digital diplomacy can impact international politics and decisions. 

This study marks the initial step in a series of works on digital diplomacy and 

its tools, particularly in the State of Palestine. The region has endured decades of 

occupation attempting to erase Palestinian history and existence. Hence, digital 

diplomacy holds distinct importance, aligning with the Palestinian situation, besieged 

and restricted from all sides. Despite acknowledging the significance of digital 

diplomacy in enhancing efficiency and improving outcomes, there remains a notable 

gap in research addressing its application within conflict zones and the ways in 

which nations can leverage it to fortify their international standing. This study 

explores an enigma centered around the State of Palestine's utilization of digital 

diplomacy. It underscores the necessity for understanding this concept and 

implementing it in a manner tailored to the current Palestinian context. This approach 

aligns with the unique advantages of digital diplomacy, which eliminates the 

traditional requirements of diplomacy, such as extensive effort, specific locations, 

and physical movements, thereby circumventing the constraints that traditional 

diplomatic efforts face amidst ongoing assaults. The insights drawn from Ukraine's 

experience in this realm further illuminate this discussion. Palestinian diplomacy 

must grasp this term and strive to apply it in proportion to the existing situation, 

taking advantage of the efficiency of electronic diplomacy, which eliminates the 

need for the resource-intensive elements of traditional diplomacy. 

This research endeavors to bridge the existing literature gap concerning 

digital diplomacy within conflict scenarios, specifically examining the Palestinian 

situation as a case study. The objective of this work extends beyond merely offering 

an in-depth comprehension of digital diplomacy and its practical applications; it also 

aims to deliver substantive contributions from which Palestinian diplomacy could 

derive significant advantages in addressing contemporary challenges. 

This study encountered significant obstacles related to the complexities and 

bureaucratic hurdles prevalent in Arab governmental structures, including those of 

the Palestinian authority. Such challenges obstructed the submission of a 

questionnaire to the Ministry of Foreign Affairs (MFA), thereby limiting the infusion 
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of fresh data into the research. Nonetheless, the researcher is dedicated to persisting 

with this endeavor in future studies and publications. This research marks the 

beginning of scholarly work focused on digital diplomacy within the Palestinian 

context, aiming to harness its potential for advancing the Palestinian cause. Efforts to 

engage with Palestinian ambassadors for interviews were made, resulting in a 

scheduled meeting with His Excellency Dr. Hussam Zomlot, the Palestinian 

Ambassador to Britain. Regrettably, personal circumstances led to the non-

completion of this interview, and the escalating conflict in Gaza necessitated the 

cancellation of subsequent meetings. Despite these setbacks, the researcher remains 

committed to developing a comprehensive strategy for Palestinian digital diplomacy. 

This study is envisioned as a cornerstone that will significantly contribute to the 

Palestinian cause. 

1.2 Significance of the study 

The significance of this research lies in its examination of the role and 

importance of digital diplomacy in influencing global policies and its potential 

advantages for countries, especially the State of Palestine. Due to the scarcity of 

specialists in this domain in Palestine, the researcher seeks to provide valuable 

insights to enrich the Palestinian knowledge base. The objective is to improve the 

comprehension and implementation of digital diplomacy within Palestinian 

diplomatic endeavours, a critical stride towards realizing an independent state with 

Jerusalem as its capital. 

Regarding personal relevance, the researcher's keen interest and passion for 

diplomacy have driven a thorough investigation into digital diplomacy. The main 

objective is to make a substantial contribution to the State of Palestine and actively 

engage in its diplomatic initiatives, striving for the establishment of a Palestinian 

state. The researcher contends that the adept use of digital diplomacy can play a 

crucial role in attaining this objective. 
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1.3 Objectives  

Below are the objectives of this study: 

1. Explore the realm of digital diplomacy, delving into its definitions and 

significance. 

2. Enhance the Palestinian academic resources by conducting comprehensive 

studies on this topic 

3. Extract insights from the experiences of other nations 

4. Broaden the scope of Palestinian diplomacy, working towards a 

comprehensive strategy that integrates digital diplomacy effectively. 

1.4 Research questions 

These are the research question that is driven from the objectives of study: 

1. What constitutes digital diplomacy, including its varied definitions and 

historical evolution? 

2. How have developed countries and others leveraged digital diplomacy for 

their benefit? 

3. What characterizes the historical development of Palestinian diplomacy? 

4. To what extent has Palestine capitalized on digital diplomacy and its practical 

application? 

5. In what ways has Ukraine harnessed digital diplomacy for its advantage? 

6. How can digital diplomacy be effectively employed to shape global politics 

and sway global public opinion? 

7. What strategies can Palestine employ to integrate digital diplomacy into its 

diplomatic and foreign policies?  

1.5 Methodology 

To ensure a comprehensive examination and mitigate potential shortcomings 

associated with a singular approach, the researcher employed a combination of 

fundamental methods aligned with the research topic. The historical approach was 
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crucial for understanding the pivotal shifts and advancements from traditional and 

public diplomacy to digital diplomacy. Additionally, the inductive approach 

facilitated the gathering of information from diverse sources related to the subject. 

The primary method utilized was the descriptive-analytical approach, concentrating 

on studying, diagnosing, and tracing the essential elements of the phenomenon in 

question. 
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2. THE DIGITAL DIPLOMACY 

2.1 Introduction 

Technological advancements have significantly expedited the execution of 

diplomatic functions. Tools such as transportation, communication, and the Internet 

have not only positively influenced traditional diplomatic practices but have also 

expanded their impact beyond states and political entities. In the era of new media, 

this influence extends to encompass groups, individuals, and informal institutions, 

contributing to a more complex and interconnected diplomatic landscape. 

Undoubtedly, digital technologies play a vital role in shaping global societies 

and economies. The intersection of digital advancements and digital diplomacy is 

particularly pronounced and influential. Against the backdrop of frequent global 

events and ongoing geopolitical tensions, modern digital technologies and strategies 

have emerged as pivotal elements in geopolitical competition. Some actors 

strategically employ these technologies to enhance their security and protect their 

homelands, often leading to conflicts, disputes, skirmishes, and, in extreme cases, 

wars. This dynamic significantly impacts the core components of nations, including 

their digital infrastructure.
1
 

In the early years of this century, we witnessed remarkable developments, 

especially with the information and communication revolution and the advent of new 

communication channels. These changes have significantly influenced the nature of 

foreign policy among nations, essentially turning the world into a closely connected 

global village. Geographical barriers have diminished, and over time, the concept of 

digital diplomacy has gained traction. This shift is marked by countries extending 

their influence beyond traditional boundaries, primarily facilitated by diplomatic 

activities conducted over the Internet, commonly referred to as digital diplomacy. 

In this section, the researcher aimed to clarify key concepts related to 

traditional diplomacy before delving into the realm of digital diplomacy. The 

                                                
1 Alhuiel, D. (n.d.). Digital Diplomacy. Alqabas. https://2u.pw/FD6kw1U 

https://2u.pw/FD6kw1U
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discussion covered the conceptual framework of digital diplomacy and traced its 

historical development up to the present day. 

In the context of diplomacy and its implications, we will offer a brief 

exploration of the concept of diplomacy and its crucial importance. 

2.2 Diplomacy Idiomatically 

In essence, the term "diplomacy" has its roots in the Greek word "diploma," 

which originally meant something that is applied or folded. Historically, it referred to 

documents, books, or letters issued by the king. These documents were signed, 

folded into two parts, and preserved. The significance lies in the folded nature of the 

document, symbolizing entitlement to special privileges. Such documents were 

issued by the highest authority in the country. The Romans used the term "diploma" 

to describe sealed and folded metal travel documents. As time progressed, the 

meaning of the word expanded to include official documents, papers, and treaties. 

The increasing volume of these documents led to the emergence of archivists; 

individuals tasked with managing them. This connection between diplomacy and 

document management persisted for a significant period. The term "diplomacy" 

transitioned from Greek to Latin and eventually found its way into European 

languages during this evolutionary process.
2
 

2.2.1 Diplomacy in Latin 

Initially, a formal certificate or document denoting an envoy's status and 

mission was known as a "diploma." In its early context, this term was used for a 

document, crafted from iron pieces, recommending assistance for a pregnant woman 

and facilitating her travel across different regions in various countries. As time 

progressed, the notion of diplomacy evolved to include not only the documentation 

aspect but also the broader spectrum of the profession, negotiations, strategic 

thinking, civility, and eventually, it became associated with the realm of foreign 

policy.
3
 

                                                
2
 Khalaf, M. Theoretical diplomacy and practice. Arab Cultural Center. 1989 

3 Issa, H. Diplomacy language. Noon Agency. https://non14.net/public/92668 2017, September 14. 

https://non14.net/public/92668
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2.2.2 Diplomacy in Arabic 

In Arabic, the term also translates to "book" and refers to a document that 

bestows protection and safety upon its holder. These documents are exchanged 

among individuals in positions of authority.
4
 

2.2.3 Diplomacy in Turkish 

In the context of the Turkish language, the term denotes a certification or 

document granted to an individual appointed by the government to act as its 

representative in foreign countries, specifically in negotiations and other diplomatic 

activities. This official document is formally issued by the state.
5
 

2.3 Traditional Diplomacy 

In this section, we will explore different interpretations of diplomacy. 

Charles de Martins defines diplomacy as the science of foreign relations or 

the foreign affairs of states, specifically emphasizing its role as the science and art of 

negotiations. In 1866, Revier described diplomacy as the science and art of 

representing states and engaging in negotiations. Foudrier's 1900 definition 

highlights diplomacy as the art of representing authorities and interests to foreign 

governments, safeguarding the rights and prestige of the homeland, and managing 

international affairs according to government instructions. Harold Nicholson 

characterizes diplomacy as the direction of international relations through 

negotiations, involving the management of these relations by ambassadors and 

envoys—an art mastered by diplomatic professionals.
6
 

According to Dr. Smouhi in Fawq Al-Aada, diplomacy can be defined as a 

collection of international rules, norms, and principles aimed at governing relations 

between states and international organizations. It involves adhering to the principles 

of international law, reconciling the interests of diverse countries, and mastering the 

                                                
4 Akhmas,(2018). History of diplomacy . Political Science and International Relations,University of 

Constantine. 
5 Özdel, B., & Karaca, K. Diplomasi Tarihi 1.2020 Dora. 
6
 Asma'a, Q  Effective diplomacy as a tool in active foreign policy. The Thinker Magazine, . (2017, 

December 16, 16, 655. 
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art of conducting negotiations, international meetings, and conferences, as well as the 

process of concluding agreements and treaties.
7
 

Dr. Adnan Al-Bakri defines diplomacy as a political process employed by a 

state to carry out its foreign policy. This involves interactions with other countries 

and international entities, managing the official relations within the broader 

international system.
8
 

2.4 Importance of Diplomacy 

Diplomacy holds immense significance in fostering relationships between 

countries, quasi-states, international institutions, and various legal bodies. Its 

importance lies in the structured and coordinated management of relations and 

associated matters, guided by specific protocols and organizational frameworks 

within diplomatic missions. 

The multifaceted role of diplomacy involves reconciling conflicting interests, 

addressing divergent viewpoints, resolving problems, fostering friendship, and 

understanding. It actively contributes to consolidating peace, averting conflicts, 

monitoring global affairs, protecting state interests, and representing countries with 

governments and foreign entities. Moreover, diplomacy ensures the safeguarding of 

homeland interests abroad and actively engages in managing international affairs, 

overseeing political negotiations, and promoting economic, cultural, scientific, and 

other relations between host and guest countries. 

In the realm of international relations, diplomacy serves as a vital channel for 

the represented state, actively implementing diplomatic principles and strategies.
9
 

2.5 Digital Diplomacy 

2.5.1 The key framework for digital diplomacy 

The industrial revolution in the 19th century marked a pivotal moment in 

history, leaving a profound impact on various aspects of life, including diplomatic 

                                                
7 IBID 
8
 IBID 

9 IBID 
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interactions. Notably, advancements in transportation, such as ships and railways, 

played a crucial role in expediting the movement of diplomats. 

Moving into the 20th century, specifically the 1920s and 1930s, three 

significant historical events shaped the landscape of diplomacy. Firstly, the 

widespread adoption of radio technology transformed communication methods. 

Secondly, the success of the Bolshevik revolution and the ascent of Nazism to power 

in 1933 had far-reaching consequences. Thirdly, both Bolsheviks and Nazis 

strategically utilized radio broadcasts to reach the populations of neighboring 

countries, seeking acceptance for their expansionist foreign policies.
10

 

The technological progress witnessed after World War II, particularly in 

electronic data processing, transformed the world into a realm of rapid global 

information exchange. This marked a significant departure from the past, where such 

communication could take weeks or even months. 

In the post-Cold War era, Joseph Nye, a specialist in security studies, 

introduced the concept of "soft power." This term refers to the non-coercive elements 

that states use to exert influence. Soft power is grounded in ideas that cultivate 

prestige and attractiveness in other nations through allure and persuasion, rather than 

relying on military force.
11

 

The early ventures into digital diplomacy took the form of a three-

dimensional game within a virtual space, resembling a second life. In this context, 

some countries engaged by establishing embassies on Diplomacy Island, an initiative 

led by the Deplo Foundation. This foundation specializes in training future diplomats 

through the Virtual Diplomacy Project.
12

 

Several studies have explored the initial indications of digital diplomacy, with 

a notable instance being the Earth Summit in Rio de Janeiro in 1992. During this 

event, international civil society extensively communicated through emails, 

discussing environmental threats to the planet. Additionally, in 2008, the internet 

played a crucial role in recruiting more than 80 percent of young individuals into 
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jihadist organizations, particularly under the leadership of Osama bin Laden's al-

Qaeda.
13

 A notable and unexpected event was the WikiLeaks leaks. These leaks 

involved the publication of over 250,000 diplomatic telegrams.
14

 

The evolution of technology, especially in communication, has reshaped the 

nature of diplomatic activities, giving rise to what is termed as digital diplomacy. 

This approach heavily relies on leveraging social media for diplomatic purposes, 

aiming to disseminate information strategically to influence and gain global public 

opinion. The objective is to stay abreast of the continuous technological 

advancements taking place globally.
15

 

2.5.2 The evolution of diplomacy and the emergence of digital 

diplomacy 

Traditionally, diplomacy was primarily concerned with managing transitions 

between states of war and peace, emphasizing communication in conflict resolution 

and peacebuilding. While this aspect remains crucial in diplomatic activities, it's 

important to acknowledge that contemporary diplomacy has expanded beyond the 

historical practices of states and governments.
16

 

While formal diplomatic conventions recognize large-scale diplomatic 

relations, modern diplomacy extends its influence into the international economic 

system. This includes the involvement of multinational corporations and 

interventions by global intergovernmental economic organizations like the World 

Trade Organization, operating both within and outside traditional diplomatic 

frameworks.
17

 

This broader perspective is also evident in a diverse range of diplomatic 

activities involving civil society organizations. These entities play a significant role 
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16 Siracusa, Joseph M., Editorial Board, and Mohammed, Kawthar Mahmoud. Diplomacy: A Short 
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in the diplomatic landscape, operating alongside and sometimes independently of 

traditional diplomatic systems.
18

 

The evolution of digital diplomacy hasn't occurred by chance; instead, it has 

traversed several stages. This journey involved changes in the concepts of public 

diplomacy and a recognition of the imperative to adapt to technological 

advancements. Consequently, this development has brought about a shift and 

enhancement in the foreign policy goals of nations, as they seek to influence people 

in novel ways. 

Throughout the upcoming chronological narrative, we will delve into pivotal 

moments that trace the evolution of diplomacy and the progression of the digital 

diplomacy concept. 

the origins of diplomacy can be traced back to the Papal See, signifying the 

early stages of effective diplomacy in Italy. This period saw the formulation of 

diplomatic strategies employed by both the Papal diplomacy and the diplomacy of 

Italian cities. While Moat suggests that diplomacy took root in 1451, marking the end 

of the Wars of the Hundred Years, Hill offers a contrasting viewpoint, arguing that 

diplomacy truly began in the 20th century, particularly during the era characterized 

by public diplomacy.
19

 

Another viewpoint proposes that diplomacy originated with the emergence 

and progression of societies. Newmelin notes that historical records indicate 

primitive tribes and early human groups possessed knowledge of war, peace, 

reconciliation processes, religious and political ceremonies, as well as commercial 

interactions. These groups had specific rituals for events like the death of a leader or 

the ascension of a new one. According to Dolil, the impacts of diplomacy can be 

observed in Assyrian tablets and are ingrained in the histories of Chinese, Indian, 

Greek, and Roman civilizations. In the pre-Islamic era, Arab tribes formed 

agreements to provide support for the oppressed, ensure the protection of visitors to 

Mecca, and facilitate pilgrimage to the sacred city.
20
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In the modern era, there was a concerted effort to establish a structured 

framework for diplomatic rules, initiated through the Vienna Conference of 1815. 

This marked a shift towards a more professional and formalized character of 

diplomacy, where diplomats came to represent their states rather than individual 

rulers. Notably, members of diplomatic missions began to enjoy a level of 

independence along with certain immunities and privileges. The Treaty of Aix-la-

Chapelle in 1818 finalized the terms of the Vienna Convention, resolving the 

confusion surrounding diplomatic titles and ranks.
21

 

In light of the significant growth and improvement in the international 

community's components, the increased interdependence and shared interests among 

countries, the transformative impact of the technological revolution, the expanding 

roles of international organizations, the embrace of multilateralism in the global 

system, the emergence of new states, the establishment of the United Nations 

Organization, and the heightened focus on diplomacy, development, environmental 

protection, and counterterrorism, these factors collectively have shaped the evolution 

of diplomacy in its currently recognized traditional form. There has been a deliberate 

effort to address challenges and seek support for diplomacy, with a crucial 

transformation being the rise of digital diplomacy. This digital revolution has 

fundamentally reshaped the diplomatic landscape, ushering in a new digital era 

where our physical world rapidly morphs into a global village. In this digital realm, 

traditional concepts and methods hold diminishing influence in shaping relations 

among the inhabitants of this interconnected global village.
22

 

In this segment, we will explore the historical occurrences that have 

influenced the development of contemporary digital diplomacy, which has become 

an essential component of diplomatic activities worldwide. 

In 1953, President Dwight D. Eisenhower established the U.S. Information 

Agency (USIA) to conduct public diplomacy operations, aiming to disseminate his 

ideas and garner public support for his decisions. Later, under Carter's 

administration, its name was changed to the International Liaison Commission. 
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Subsequently, during Reagan's presidency, it underwent another name change and 

became known as the American Information Agency.
23

 

In 1984, the first book delving into American information diplomacy 

emerged, titled "Public Diplomacy in the Computer Age" by Alan Hans. His central 

idea focused on harnessing technological media to enhance public diplomacy. It's 

noteworthy that the introduction of new terms often stems from scientific research, 

especially those with a forward-looking perspective.
24

 

In 1994, the first formal exchange of emails between governments took place, 

involving the former PM of Sweden Carl Bildt and former president of US Bill 

Clinton. 

In 2004, Facebook was established, signifying a significant milestone in 

human history. Starting as a social networking site for Harvard students, it has 

transformed into a global Internet phenomenon. Currently, it holds the distinction of 

being the most widely used social networking platform worldwide, surpassing one 

billion registered accounts and marking a major shift in online social interaction.
25

 

In 2005, YouTube was founded by Chad Hurley and Jawed Karim, former 

employees of PayPal. This platform quickly became popular for sharing videos and 

reached the significant milestone of hosting one million videos before the end of the 

year.
26

 

In 2006, the Twitter platform emerged, coinciding with Google's acquisition 

of YouTube. The same year saw the launch of WikiLeaks, a network revealing 

classified documents. Concurrently, the concept of micro-blogging gained traction, 

leading to the establishment of Twitter. Over time, Twitter has become the preferred 

platform for presidents, political figures, and influencers worldwide. The term 

"Twitter diplomacy" (Twiplomacy) has become prevalent, with over 70% of United 
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Nations member states actively using it for official statements, engaging with 

citizens, and expressing their opinions.
27

 

In 2007, the Maldives made history by creating the world's first virtual 

embassy on the Second Life website. Following this innovation, Sweden also 

established its virtual embassy in 2009. Additionally, Arturo Sarukhan, while serving 

as the ambassador of Mexico in Washington, became the first ambassador to use 

Twitter for official communication.
28

 

2.5.3 Exploration of digital diplomacy 

In a broader context, diplomacy entails the management of international 

relations through negotiations and the adept handling of these relations by 

ambassadors and diplomatic representatives. It goes beyond being merely the work 

and art of diplomats; it is a comprehensive field of study with its historical 

foundations and a skillful art that covers various forms of diplomatic representation, 

including public diplomacy and extensive parliamentary interactions.
29

 

In the realm of digital diplomacy, we observe an extension of traditional 

diplomatic communication among official authorities in countries. The distinctive 

feature of digital diplomacy lies in its open, direct, and interactive communication 

model, designed for medium to long-term engagement. Its primary goal is to build 

soft power that aligns with the objectives and international orientations of countries. 

In essence, digital diplomacy signifies a transition from the era of traditional 

diplomacy to the evolving digital landscape.
30

 

The profound impact of the electronic media landscape on foreign policy is 

evident, leading to a search for innovative approaches to safeguard national interests 

through engagement with governments, states, and diverse groups. Global 

competition has intensified, prompting the urgent need to extend diplomatic efforts 

beyond traditional state boundaries. This characteristic distinguishes contemporary 

international relations. While there is no universally agreed-upon definition for 

digital diplomacy, the researcher views it constructively. In simpler terms, digital 
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diplomacy involves using the Internet and modern communication technology to 

interact with external audiences, fostering an environment conducive to a country's 

foreign policy. Information is digitized, allowing diplomats to utilize and coordinate 

it with other government branches. These digital means facilitate ongoing 

supervision and guidance of international policy, enabling communication with both 

domestic and foreign populations, listening to their perspectives, and engaging in 

meaningful dialogue. 

Some entities and researchers have undertaken the task of defining 

diplomacy, Lewis defined digital diplomacy as diplomats using digital 

communication tools for interactions among themselves and the public. Potter 

explained it as diplomatic practices employing digital technologies like the Internet, 

mobile devices, and social media channels. Hanson simplified it to the use of the 

Internet and new information communication technologies to achieve diplomatic 

goals. 

Hanson introduced the term digital diplomacy, defining it as the use of the 

Internet and communication technologies to achieve diplomatic objectives. In a 

related context, Edissina, in her article "Foreign Policy in the Age of Digital 

Diplomacy," highlighted the significant influence of digital diplomacy on modern 

diplomatic practices. She emphasized its importance, attributing it to the 

revolutionary impact of information and communication technology on mass 

communication and information exchange. This, in turn, has brought about 

fundamental changes in global political, social, and economic landscapes.
31

 

The French MFA defines digital diplomacy as an extension of diplomacy into 

the digital realm. It underscores the importance of innovation and the use of 

technology to transfer information, ultimately contributing to the evolution of 

diplomatic practices.
32

 

The British Foreign Affairs Office characterized it as addressing foreign 

policy issues through the Internet, as indicated on their website. On the other hand, 
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the Canadian Foreign Office termed it Open Policy, highlighting its increased 

adaptability and flexibility.
33

 

The researcher contends that, drawing from prior information and literature, 

digital diplomacy can be understood as leveraging technological advancements, 

notably the Internet and its various tools like social media, to attain the objectives of 

a state and its diplomatic endeavors. The absence of a specific definition for digital 

diplomacy is attributed to its flexible and rapidly evolving nature. 

Thus, digital diplomacy operates through various tools, employing a digital 

communication model that involves both proactive and reactive engagement. 

Following this, there is a phase of feedback and analysis, which relies on the extent 

of interactive participation. The subsequent process revolves around exerting 

influence, commonly known as soft power. This aims to shape perceptions, opinions, 

values, and trends, ultimately fostering a cooperative and friendly external 

environment in the realm of foreign policies. This brings us to the essence of soft 

power, which serves as the primary driving force behind digital diplomacy. In simple 

terms, soft power can be defined as the ability to achieve goals through attraction, 

persuasion, avoiding coercion or force. 

2.5.4 Features and characteristics of digital diplomacy 

In today's interconnected world, events in any given country quickly become 

global knowledge, enhancing communication transparency, and the rapid spread of 

information. The freedom to access, transfer, and interact with information is now 

instantaneous, providing constant access to a wealth of knowledge. Digital 

diplomacy has introduced its own distinctive channels, diverging from traditional 

diplomatic methods. In this evolving diplomatic landscape, major digital 

corporations are playing roles comparable to significant countries and international 

organizations.
34

 

What’s at stake, it’s not the typical parallel diplomacy, the term commonly 

used for the diverse diplomatic strategies countries employ to bolster their foreign 

policies. Rather, it stands as an independent form of diplomacy with its unique 
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methods, distinct from traditional diplomatic approaches. Since the end of the Cold 

War, we've witnessed an international conflict primarily driven by information 

technology. This has resulted in a fundamental shift in how international actors 

navigate and interact in this evolving landscape. The rapid proliferation of 

communication and information technology has left a profound impact on the 

practice of diplomacy.
35

 

The advancement in communication technology has posed a challenge to 

traditional diplomatic roles, impacting how foreign policy is shaped. This 

transformation has particularly affected certain aspects of diplomacy, as the 

communication revolution enables quicker and more direct transmission of 

information about global events. Notably, it has altered the conventional role of 

ambassadors and diplomatic envoys. The emergence of this new form of diplomacy 

comes with distinct advantages. It is characterized by transparency, as its impact is 

visible and extends beyond the confines of state actors. Individuals, groups, and 

organizations can actively participate in this type of diplomacy, where relations are 

not solely driven by interests but also influenced by values. This approach allows for 

a more inclusive and flexible diplomatic strategy, emphasizing persuasion and 

adopting civilized definitions within its framework.
36

 

In brief, this type of diplomacy faces several challenges. Firstly, it lacks a 

clear international legal framework and established customs or traditions to guide the 

development of balanced digital diplomatic relations. Moreover, the intense pursuit 

of quick profits has transformed certain digital companies into major players in 

global stock markets. This profit-driven focus may lead the owners to adopt 

questionable practices and employ various tricks to achieve significant and rapid 

financial gains. 

2.5.5 The key characteristics of digital diplomacy 

The key characteristics of digital diplomacy can be outlined as follows: 

Centralization and decentralization: they play a crucial role in optimizing the 

bureaucratic structure by combating corruption, removing decision-making barriers, 

cutting costs, and fostering efficient communication channels within the 
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organization. This shift reduces dependence on middle or hierarchical management, 

facilitating faster decision-making to address societal needs. The result is an 

improvement in overall efficiency and effectiveness. 

Fragmentation and integration: they play a vital role in shaping social 

organization by establishing electronic connections and alliances among different 

nations. This not only enhances global understanding but also facilitates the 

integration of local communities into global politics. Moreover, it enables 

coordination to mobilize international public opinion on various issues. 

Transparency: transparency has fostered global interconnectedness, 

encouraging support for common issues and making events in one country 

discernible to the rest of the world. This visibility encompasses concerns like human 

rights violations, breaches of arms control agreements, and the impact of countries in 

decision-making processes. 

Mobilization: mobilization and guidance refer to the utilization of information 

in the decision-making process and the importance of striking a balance between 

mobilization and guidance during decision-making. 

Speed: speed is achieved by overcoming constraints related to time, space, 

and geography. This is reflected in the swift handling of conflicts, timely 

humanitarian interventions, and the rapid pace of international involvement, all 

within the framework of promoting common human security. 

Virtualization: it involves simulating real-world scenarios using computers. In 

the context of diplomacy, virtual diplomacy refers to the actual practice of diplomacy 

through technology. This has led to the emergence of "huge diplomacy," signifying a 

network of fast interactions between both formal and informal actors.
37

 

Expanding diplomatic effort access spaces: Efforts to strengthen international 

relations extend beyond formal interactions involving presidents, ministers, and 

embassies. Digital diplomacy has introduced the concept of an auxiliary party, 

complementing traditional diplomatic channels. This auxiliary role enhances the 

state's capacity to promptly and directly execute foreign policies, expanding 

international communication. Moreover, it facilitates direct engagement with 
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influential civil entities and opinion leaders in countries targeted by the state's 

external activities, reaching beyond the limitations of traditional diplomatic 

approaches. 

Sending multiple messages with one meaning: The impact of geographical 

distances on diplomatic outreach has diminished thanks to the widespread use of 

communication technology. Nowadays, technology allows us to categorize audiences 

based on interests, locations, age, and other factors. This means that a single message 

with a consistent meaning can be directed to various groups, improving 

communication. The ability to track reactions and categorize individuals based on 

their interactions with messages is crucial. This process helps in understanding 

public preferences, evaluating current policies, and engaging in meaningful 

discussions with target audiences. The overarching objective is to gain a deeper 

insight into public opinions on matters related to public affairs. 

A flexible and quick-to-respond setting: all of these activities revolve around 

the rapid and effective sharing of information and staying informed about current 

events. This not only benefits the public interest but also provides valuable 

information that can be gathered, analyzed, and used to formulate responsive 

strategies. Additionally, it offers a space for leadership and timely actions that can 

lead to positive outcomes for the state, all without the need for physical proximity in 

one geographical location. 

Low expenses with substantial returns: This entire process doesn't demand 

substantial financial investments; rather, utilizing various tools correctly results in a 

notable reduction in costs. Despite the modest financial input, the potential returns 

are high, contingent on the efficient use of these tools.
38

 

In addition to the points previously discussed, the researcher expands on the 

broader implications of digital diplomacy and its advantages in modern diplomatic 

practices. Digital diplomacy serves as a catalyst for exchanging ideas among 

policymakers, civil society, and the general public. It enhances diplomatic 

capabilities by improving information collection, analysis, prediction, and the ability 

to respond quickly to events. Furthermore, it allows diplomats to undergo remote 
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training via the internet, contributing to skill development while significantly 

reducing the costs associated with traditional training and transportation. 

A noteworthy aspect of digital diplomacy is its potential to establish virtual 

embassies in regions with limited diplomatic presence. By creating websites through 

the MFA in relevant countries, offering expanded and advanced services, these 

virtual embassies effectively protect the state's interests. The researcher emphasizes 

that digital diplomacy plays a crucial role in promoting decentralization, reducing 

bureaucratic complexities, cutting costs, and providing efficient communication 

channels, ultimately leading to increased efficiency and effectiveness. Additionally, 

it facilitates global access to conflict areas and supports collaborative projects 

through faster, easier, and more cost-effective online communication. 

2.5.6 Mechanisms of activating digital diplomacy 

Discussing the methods of implementing digital diplomacy involves 

considering certain factors to enhance the effectiveness and function of digital 

diplomacy. These considerations can be examined as follows: 

Achieving effective digital diplomacy involves incorporating technology into 

diplomatic activities and harnessing the advantages of the current era. This includes 

investing in programs that enhance technological communication in different facets 

of diplomatic work, exploring the creation of a technology center under the MFA, 

strengthening collaboration with foreign embassies, and facilitating the exchange of 

information and knowledge among key figures in foreign policy. Successful 

implementation of various mechanisms within digital diplomacy is crucial. However, 

it is essential to acknowledge the complexity of this task, emphasizing the need to 

align with traditional diplomatic principles that form the foundation of digital 

diplomacy. In my thesis, I argue that digital diplomacy and traditional diplomacy are 

interdependent; both are essential in today's context, and their effectiveness is 

intertwined.
39

 

Therefore, it is crucial for the relevant ministries and institutions to devise 

strategies that closely align with real-world scenarios and capitalize on the successes 

observed in countries that have taken the lead in this area. I will delve into the 

specifics of this matter in the upcoming chapters. 
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2.5.7 The expected results of digitization of diplomacy 

The global move towards digitalization is a key factor in assessing a country's 

strength and presence in the virtual world. This is especially pertinent given the 

influence of major corporations that are reshaping foreign policy through a digital 

diplomatic revolution. This revolution is not only transforming traditional concepts 

and tools but is also introducing formidable competitors who now rival the influence 

of governments, states, and international organizations. This dynamic shift is a 

crucial aspect to consider in the context of our research. 

In this context, Dr. Taylor Owen, an Assistant Professor specializing in 

Digital Media and International Affairs at the University of British Columbia in 

Canada, defines the digital revolution in foreign policy as a transformative change in 

power structures. This transformation is driven by coordinated structures that 

challenge the established hierarchy in foreign policy. Traditional institutions, which 

previously held a monopoly on influencing positions and actions, are now facing a 

significant threat due to these changes.
40

 

Digital diplomacy is grounded in a digital communication model that begins 

with the initiation or retrieval of information, followed by feedback and social 

analysis driven by interactive participation. The subsequent phase involves the 

application of soft power, a process aimed at influencing perceptions, opinions, 

values, and trends. The ultimate goal is to create a cooperative and friendly external 

environment within the context of foreign policies.
41

 

In the contemporary era, an essential aspect of global relations is the necessity 

for countries to adeptly utilize digital diplomacy. Countries must integrate digital 

public diplomacy seamlessly into the decision-making processes and implementation 

of their foreign policies. This becomes especially crucial as there is a growing 

acknowledgment of the heightened importance of digital diplomacy in shaping the 

landscape of global foreign policymaking.
42

 

In any context, the impact of digital diplomacy is evident in revolutionizing 

the use of communication and information technology. This influence extends to 
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information transfer, external openness, and the swift exchange of information 

between domestic and international spheres. A significant outcome is the emergence 

of non-state actors playing diplomatic roles, reshaping the landscape of new 

international relations. This shift marks a departure from the traditional role of the 

state as the exclusive player in foreign policy-making. Simultaneously, the 

integration of cyberspace as an active tool in international diplomacy has 

transformed the functions of foreign affairs management bodies globally. 

Additionally, this evolution has given rise to a prominent role for soft power in 

shaping international relations, impacting the management of crises and international 

interactions.
43

 

2.5.8 Digital diplomacy and soft power 

The term "soft power," coined by American political scientist Joseph Nye in 

the early nineties, refers to the subtle ability to shape others' preferences so that they 

align with one's own, fostering an emulation of values, culture, principles, and way 

of life. While Nye's 2004 book "Soft Power: The Means of Success in International 

Politics" catapulted the term into Western literature on power, it's crucial to 

recognize that Nye himself acknowledges not inventing the concept. Despite its 

recent prominence in discussions across media, politics, and academia, Nye 

emphasizes that the dynamics of power have existed throughout human history. This 

perspective is further explored in Nye's 2021 study titled "Soft Power Develops the 

Concept”.
44

 

Soft power, when applied by a state, is essentially aimed at fostering a 

supportive international environment for its policies and orientations. This strategic 

use of soft power, particularly in the digital domain, is designed to achieve the state's 

interests without drawing much attention, subtly influencing foreign countries to 

adopt views that align with its own. 

On the domestic front, soft power plays a crucial role in various aspects. It 

contributes to attracting more tourists and investments, enhancing the growth of the 

tourism and business sectors. Additionally, it helps in drawing in researchers, 

students, and individuals interested in the country, turning them into ambassadors 
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who promote the country's culture in their home countries. This phenomenon is 

evident in the Republic of Turkey, where the effective use of soft power has become 

a global model, showcased in its international influence
45

 

2.5.9 Global experiences in digital diplomacy 

The information revolution, marked by advancements in information and 

communication technologies, has sparked a surge in awareness that permeates 

various aspects of our lives. This evolution has given rise to transformative 

technologies like the Internet, along with influential digital companies and social 

media platforms, effectively shrinking the world into a closely connected global 

village. 

Digital diplomacy, as mentioned earlier, goes beyond engaging with the 

public and extends to leaders, states, and various international entities, both 

governmental and non-governmental. This broader application has significantly 

impacted the dynamics of international relations, compelling nations to adopt a new 

approach to communication and interaction—one where technology plays a central 

role.  

This advancement has significantly changed the dynamics of communication, 

placing an obligation on countries, especially the powerful ones, to safeguard their 

interests in a world influenced by dominant digital companies. In response, digital 

diplomacy has forged its own unique channels, distinct from traditional diplomatic 

methods. In the context of this discussion, I will present a series of global 

experiences in the field of digital diplomacy as follows: 

2.5.9.1 US digital diplomacy  

The foundations of U.S. digital diplomacy began taking shape in 2002 when 

the U.S. State Department established a specialized office for electronic diplomacy, 

commonly referred to as digital diplomacy.
46

 The primary objective was to 

effectively manage policies, international interactions, and accomplish objectives 

that extended beyond the scope of military force. Notably, during the run-up to the 

next elections, the former U.S. president Trump emerged as one of the most 

technologically adept leaders, particularly making extensive use of platforms like 
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Twitter, as illustrated in the attached image. This tech-savvy approach extended to 

engaging with a global audience and supporters, with significant impact observed on 

social media platforms during the American election results.
47

 

The United States stands out as a leading country in effectively using modern 

communication tools for diplomatic purposes. The researcher will delve into various 

instances illustrating this trend in the subsequent sections. 

  

Figure 2. 1: Most Followed Leaders 2020 

Initially the U.S. State Department operates an extensive international media 

network, comprising 194 Twitter accounts, over 200 Facebook pages, and posts in 

seven languages. According to State Department estimates, its employees maintain 

constant communication with 15 million people worldwide. Furthermore, the 

ministry's Facebook page has garnered a substantial following, with over 330,000 

fans. In 2003, the United States set up the Office of Information Resource 

Management with the aim of supporting and assisting U.S. diplomats through online 
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communication. The primary goal was to enhance the effectiveness and efficiency of 

U.S. foreign policy.
48

 

Between 2006 and 2010, the U.S. Department of State dedicated significant 

efforts to advance its strategic goal of expanding the concept of digital diplomacy. 

The focus was on promoting and encouraging the use of electronic diplomacy, with 

specific sub-goals such as ensuring the provision of accurate information, facilitating 

continuous connectivity among diplomats globally, enabling secure coordination 

with external partners, and establishing a specialized IT team to drive progress in this 

field. This initiative aimed to adapt the diplomatic agenda to effectively address 

challenges using new and contemporary approaches.
49

 

The United States has strategically engaged a specific group of influencers in 

the diplomatic sphere, incorporating various actors such as companies, transnational 

networks, institutions, civil society organizations, religious groups, and the general 

public. This approach resulted in the establishment of approximately 230 Facebook 

pages dedicated to diplomatic topics, 80 Twitter accounts, 55 YouTube channels, and 

40 Flickr accounts.
50

 

The US State Department took a significant step in early 2006 by launching 

the Democratic Dialogues website, an interactive platform aimed at facilitating 

discussions on democracy. The website periodically covers various topics related to 

global democracy and shares insights from the American experience. 

In addition, digital communication teams have been formed. These teams, 

affiliated with the US Department of State, operate in multiple languages and focus 

on addressing global opinions in regions beyond the United States. Their objective is 

to present topics that not only advocate for US foreign policy but also provide a clear 

and convincing American perspective on specific regions.
51

 

It has developed numerous websites, and I will elaborate on some of them in 

the following parts 
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Deep note: serves as a platform to facilitate communication between 

American diplomacy and the recipients of diplomatic messages through its blog, 

deep Note Launched in early 2007 by the US Department of State. The main 

objective is to encourage discussions related to US foreign policy. The philosophy of 

the site emphasizes the acceptance of various reactions, aiming to discern public 

sentiments and insights regarding the foreign policy of the United States. By 

understanding these reactions, the platform seeks to address specific issues and gain 

valuable perspectives from the public. In 2009, modifications were introduced to 

provide advanced notice to the public regarding speeches, highlighting the endeavors 

of the U.S. Secretary of State on the global stage. Additionally, translations of the 

president's speeches into numerous languages were undertaken, aiming to enhance 

the impact of U.S. diplomacy in communities where English is not the primary 

language.
52

 

Opinion space: In February 2011, the Opinion Space website was established 

through a collaboration between the University of California (Berkeley Center for 

New Media) and the US Department of State. This platform enables individuals 

worldwide to express their opinions on political and economic topics. Users benefit 

from insights shared by others globally, allowing them to engage in informed 

discussions. The website's design promotes open expression of opinions, fostering 

dialogues and discussions. The site management categorizes responses to extract 

valuable insights for further analysis.
53

 

Civil Society Website: This platform is designed to facilitate the sharing of 

experiences and knowledge in the realm of technological and communication 

advancements. It serves as a global hub for civil society institutions, offering updates 

on the latest technological developments. The primary aim is to enhance 

collaboration and interaction among societies worldwide. To achieve this, the U.S. 

State Department dispatches technology specialists to specific regions globally, 

providing expertise in communication and information technology. The overarching 
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goal is to improve the effective use of social networks and encourage global dialogue 

through the internet.
54

 

In late 2011, the United States introduced a website often referred to as a 

virtual embassy in Iran. This online platform aimed to provide Iranians with 

information on visas, cultural exchange programs, and student missions. It's essential 

to note that formal diplomatic relations between the United States and the Republic 

of Iran had been absent since the 1979 Islamic Revolution and the subsequent 

hostage crisis. Despite this diplomatic gap, a video message from former U.S. 

Secretary of State Hillary Clinton, featured on the website, emphasized how the lack 

of formal relations hindered dialogue between the United States and Iranian 

citizens.
55

 

The U.S. Department of State strategically utilizes eight languages on its 

website, including Persian and Chinese, to ensure that a diverse global audience can 

access its articles, studies, and reports. The objective is to articulate the principles of 

American foreign policy in a manner that resonates with international public opinion. 

Through these materials, the department aims to improve its overall image, provide 

clarity on its initiatives in reforming, champion the spread of democracy, and has a 

dedicated section specifically named the U.S. Department of State for the Arab 

world.
56

 

The researcher observes a consistent trend among successive U.S. 

administrations and a majority of state employees, particularly ambassadors and 

diplomats, actively engaging on interactive social networking platforms, notably 

Twitter. This practice is exemplified by the former U.S. President, Donald Trump, 

who emerged as a trailblazer on these platforms, engaging extensively with both 

citizens and non-citizens. The primary goal is to portray and enhance a positive 

image of the country and its foreign policies, elucidate its objectives, and propagate 

American culture globally. As previously discussed, Trump aims to regain political 

influence by positioning himself as a favored candidate for a significant segment of 

the American population. Employing a strategy of fostering closeness and appealing 
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to nationalism, he advocates for the revival of America's greatness. A quick search 

through popular search engines highlights America's proficiency in projecting itself 

as a promoter of peace and humanity worldwide. 

2.5.9.2 Israeli digital diplomacy 

Since the establishment of the Israeli occupation state, it has consistently 

sought various ways to establish itself within the international community and 

validate its legitimacy. This effort primarily involves explaining its actions and use 

of force against Palestinians, initially to the local populace, followed by European 

and, significantly, Arab audiences. The state often feels like an outsider in the region, 

detached from its cultural and geographical context. Digital diplomacy plays a 

crucial role in the state's policies, evident in its high global ranking – eighth in the 

world according to Diplomat Live's classification.
57

 

During the Arab Spring revolutions in Tunisia and Egypt in 2011, Israel 

initiated a strategic move by establishing a digital diplomacy branch affiliated with 

the Israeli government. This involved a significant activation of the social media 

accounts of official ministry spokespersons. Through these channels, Israel aimed to 

convey its supposed tolerance towards Arab neighbors, position itself as a victim, 

and assert other claims that aligned with its digital diplomacy objectives. Some Arab 

followers showed engagement with these efforts. While the MFA had numerous 

digital experts, the primary focus was on Israeli security services. These services 

employed social engineering, a technique centered on gradually altering people's 

convictions by studying their psychological characteristics, providing them with 

acceptable media content, and shaping a new mental image of Israel. This approach 

corresponds to the contemporary concept of the fourth generation of wars.
58

 

Israeli propaganda employs extensive tactics to spread misinformation and 

fabricated news through social platforms in Arab countries. It takes advantage of 

Arab citizens' exposure to advertisements funded on social networking sites, aiming 

to shape the perception of Israel as a just, lawful, and egalitarian state. It's crucial to 

highlight that security agencies, particularly sovereign ones, closely monitor media 
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content, especially diplomatic messages. The overarching goal is to establish the 

narrative that Israel is a peaceful state actively opposing extremism and terrorism. 

However, these propaganda efforts often involve denying the rights of the Palestinian 

people and concealing Israel's aggressive actions towards them.
59

 

In the current scenario, Facebook pages in Arabic dedicated to Israel have 

amassed a substantial following of over 1.8 million Arab users. These pages 

strategically focus on topics like Israeli cuisine, music, and innovation, contributing 

to their widespread popularity and reach. Yonatan Hunin, Head of the Department of 

Arabic-Language Communication Sites at the Israeli Foreign Ministry, reports a 

weekly influx of messages from entrepreneurs and tech enthusiasts across different 

Arab countries keen on learning about Israeli startups. The overall interaction with 

various Israeli channels on social networks has remarkably reached nearly 220 

million from the Arab world.
60

 

Hunin underscores their objective of initiating dialogues with individuals 

from the Arab world through social networks, a task that was previously challenging. 

The main goal is not just to converse but, more crucially, to convey an accurate 

portrayal of the State of Israel to the public in these countries. This endeavor is 

especially directed towards nations like Iraq and Syria, traditionally considered 

adversaries without direct peace agreements. Regarding the absence of a formal 

relationship with Iraq, he clarifies that while there isn't an official peace agreement, 

Israel can still engage through alternative and informal means within these 

countries.
61

 

According to Israeli media sources, since 2015, the Israeli MFA has expanded 

its workforce in the Department of Public Diplomacy. They've brought in more than 

75 volunteer employees and enlisted the expertise of 8 consultants. Additionally, the 

department has 30 employees stationed in diplomatic representation offices 

worldwide. The Ministry, through its Digital Diplomacy Department, manages an 

extensive online presence, overseeing over 350 digital and social channels. They also 

maintain nearly twenty websites available in Arabic, Hebrew, English, Persian, and 
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Russian. Furthermore, there are 80 websites affiliated with diplomatic representation 

offices globally.
62

 

The Israeli government has assigned the Ministry of Strategic Affairs and 

Information, a unique ministry led by intelligence officers under Gilad Erdan, who 

also serves as the Minister of Security, to conduct media propaganda. This involves 

recruiting media activists, consolidating the efforts of Israeli supporters through a 

unified platform, and providing them with necessary plans and tools. Referred to as 

"Hesbrah" in Hebrew, this ministry is responsible for explaining and interpreting 

Israel's official positions. Additionally, since 2012, universities in the occupied 

territories have introduced courses to train students in defending Israel's image 

globally, effectively aligning the universities with the state's objectives.
63

 

2.5.9.2.1 The characteristics adopted within the planning of Israeli 

propaganda through digital diplomacy 

Initially, the core of Israeli digital diplomacy is a substantial apparatus under 

the Israeli MFA, this structure involves specialized experts engaged in 

comprehensive planning, developing phased strategies for propaganda that align with 

the state's public relations policy. While it maintains a certain level of autonomy, it 

remains closely tied to the tools used for executing foreign policy. 

Additionally, regarding specialization, the intricate nature of Zionist 

propaganda demands experts in different fields. These specialists need to have 

qualifications and personal experiences that align with the specific requirements of 

each field. 

Thirdly, the crucial aspect is to prioritize the goal and consistently emphasize 

it. This serves as a fundamental characteristic that should be integral to any 

successful propaganda planning process. 

Fourthly, timing is crucial in successful propaganda planning. This involves 

launching effective advertising at the right moment, taking into account the creation 

of a conducive atmosphere and considering factors related to acceptance and 

confrontation. 
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Fifthly, flexibility is essential in Israeli propaganda planning. It involves 

adjusting strategies to align with the realities and nuances of each stage. Recognizing 

that every circumstance and stage has its distinct style, foundations, and goals, 

flexibility becomes a key factor for success. 

Sixthly, Israeli propaganda is notable for its aggressive nature, involving 

incitement and provocation. It is clear that the planners of this propaganda have 

intentionally embraced and incorporated this characteristic into their strategy. 

Seventhly, integration is a crucial aspect of Israeli propaganda planning, 

operating with a dual logic and in two directions: a positive approach focused on 

affirming Zionist legitimacy in Palestine and a negative strategy centered on 

distorting the Arab national character. This highlights the methods and objectives of 

Israeli digital diplomacy.
64

 

2.5.9.2.2 Methods and objectives of Israeli digital diplomacy 

Israeli propaganda strategically takes advantage of the vulnerabilities within 

the international dimensions of Arab media, actively operating in various countries. 

It follows specific propaganda principles, including a strong focus on portraying 

Jerusalem as the eternal and unified capital of Israel, emphasizing the continuous 

existence of settlements. Additionally, it utilizes methods such as repetition, 

reduction, and highlighting the issue of Jewish refugees in Arab countries, 

juxtaposed with the matter of Palestinian refugees. There is a continuous effort to 

depict Israel as a nation committed to peace, aiming to improve its global image for 

diplomatic success. The persistent use of repetition serves as a strategy to perpetuate 

the desired stereotype, consistently presenting Israel as a democratic nation.
65

 

2.5.9.3 Russian digital diplomacy 

Since the dissolution of the Soviet Union, Russia has actively sought 

recognition on both regional and global fronts as the rightful heir to the Soviet 

legacy. A recent opportunity has arisen to shift the prevailing unipolar international 

system to a multipolar one. To pursue this goal, Russia is investing in technological 

advancements, creating both opportunities and challenges for its diplomatic efforts. 
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Digital diplomacy has emerged as a key foreign policy tool, with the Russian 

president stressing its effectiveness. The call to intensify the use of new technologies, 

including social media, underscores the importance of modern communication 

platforms. Putin's primary objective is to position Russia as a significant player in 

international relations, as evident in executive orders outlining comprehensive 

foreign policy measures for the country.
66

   

The term "new Cold War" has gained traction recently, specifically in 

discussions about Russian-American relations, especially within the digital domain. 

This designation stems from Moscow's controversial interference in the 2016 US 

presidential elections. Evidence suggests that Russia successfully hacked numerous 

websites and social media platforms, primarily to sway Democratic Party supporters. 

The goal was to manipulate perceptions, dissuade voter participation, and discourage 

votes for Democratic candidates. This alleged interference, indirectly associated with 

the victory of Republican candidate Donald Trump, has sparked debates about a 

revived Cold War dynamic between Russia and the United States, adding a layer of 

complexity to the contemporary geopolitical landscape.
67

 

2.5.9.4 Turkish digital diplomacy  

Since the early 2000s, Turkish diplomacy has solidified its increasing 

regional influence by moving away from a stance of self-isolation to actively 

engaging in regional affairs. This strategic adjustment is geared towards securing an 

elevated position within the evolving multipolar global landscape.
68

 

Turkey, positioned as an advanced nation, recognizes the crucial role of 

employing digital diplomatic tools to elucidate its foreign policies on the global 

stage. The nation aims to reshape its international image, and it deems effective use 

of digital diplomacy as the most efficient and rapid means to achieve this 

overarching goal. 
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In the realm of digital media, trust in the information source is recognized as 

a crucial aspect. Therefore, countries seeking to authentically communicate 

information about themselves must adeptly utilize digital diplomacy.
69

 

In 2016, the Twitter account of the Turkish presidency took the lead in terms 

of engagement among global presidential profiles, as revealed by a report titled "The 

State of Digital Diplomacy 2016" from the Center for Digital Studies in Istanbul. The 

report extensively examined 7,790 social media accounts, encompassing Twitter, 

Instagram, and Facebook, belonging to heads of state and government, foreign 

ministers, international organizations, embassies, and diplomats.
70

 

In the same ranking, the English version of the Turkish presidential account 

achieved the eighth position. When examining interaction metrics, it was found that 

Turkish President Recep Tayyip Erdogan ranked second among presidents using 

Facebook and fifth in terms of overall likes. Additionally, the official Facebook page 

of the Turkish Prime Minister secured the fifth position compared to similar pages 

worldwide. This observation isn't exclusive to the Turkish presidency; it extends to 

ministers as well. Turkish Foreign Minister Mevlut cavusoglu, for example, ranks 

second globally in terms of the volume of tweets on Twitter, encompassing retweets 

and likes. Gökhan Yucel, the head of the Center for Digital Studies in Istanbul, 

clarified in a statement to Anatolian Agency that the report prioritized social media 

interactivity over follower numbers. Yucel emphasized that while there are various 

methods to increase followers, attracting attention on social media serves as a more 

intricate and crucial indicator.
71

 

Analyzing these statistics and drawing from personal observations, the 

researcher asserts that Turkey is making swift strides in digital diplomacy. The 

country is evolving notably in how it communicates internationally, effectively 

conveying its messages in a universally comprehensible manner. Consequently, the 

researcher anticipates that if these efforts persist, we can expect to see the Republic 

of Turkey recognized among the leading nations in this domain. 
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2.6 Conclusion  

Technology has become an integral part of our daily lives, breaking free from 

any exclusivity. Even children now adeptly use technology for various purposes, 

showcasing their ability to think and create. This technological shift is not limited to 

our personal lives but extends to diplomacy as well, a domain traditionally reserved 

for individuals in formal attire, representing the state and accessing privileged 

information. 

The advent of technology has given rise to digital diplomacy, bringing with it 

both advantages and disadvantages. Nations are actively competing in this expansive 

field, seeking ways to leverage the positives for the state's benefit while mitigating 

the negatives. They are constantly innovating new strategies to outpace their peers. 

In this dynamic landscape, digital diplomacy has broken down barriers—be 

they geographical, linguistic, or otherwise. It has become a significant force in 

shaping a positive image for states, both domestically and internationally.  
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3. PALESTINIAN DIGITAL DIPLOMACY 

3.1 Introduction 

The Palestinian issue remains unresolved, distinguishing itself as one of the 

few contemporary international challenges without a conclusive solution. Over the 

years, numerous countries and individuals have proposed various remedies, 

perceived by the Palestinian people as temporary measures for a cause spanning 

more than seven decades. In their quest for a resolution aligned with their aspirations, 

Palestinians have explored different avenues. This includes the pursuit of a 

Palestinian state based on the 1967 borders, as stipulated in the Oslo Accords, though 

its implementation remains pending. 

To achieve their freedom, Palestinians employ diverse strategies such as 

armed and popular resistance, along with peaceful approaches. Diplomacy, in its 

various forms and tools, stands out as one of the peaceful means Palestinians employ 

to advance their cause. The ultimate goal is to garner support, both material and 

emotional, for the establishment of an independent state with Jerusalem as its capital.  

3.2 Palestinian Diplomacy 

Diplomacy has played a pivotal role in the ongoing Palestinian cause, initially 

embracing armed struggle for the liberation of Palestinian territories. However, as 

time progressed, there was a shift towards political and diplomatic initiatives. 

Notably, the General Union of Palestinian Students, along with other popular unions, 

became instrumental in external diplomatic efforts. They engaged in various 

activities, conferences, and meetings abroad whenever possible.
72

 

The international achievements of the branches of the General Union of 

Palestinian Students demonstrated their ability to bring attention to the Palestinian 

cause on political and humanitarian grounds. This success prompted a reassessment 
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of global perspectives on the Palestinian tragedy, especially among international 

youth and student groups. These groups play a significant role in shaping public 

opinion in their respective countries and influencing domestic discourse.
73

 

Collaboration with international unions facilitated Palestinian student 

activities through seminars, meetings, and lectures. The support, interaction, and 

endorsement from these international unions led to a significant milestone in 1974 

when the Palestinian Union assumed the role of Vice President of the International 

Student Union. This underscores the impact of diplomatic efforts in advancing the 

Palestinian cause on the international stage.
74

 

Diplomacy has consistently been intertwined with the objectives of the 

Palestine Liberation Organization PLO, which remains the primary reference in the 

occupied territories. This connection persists even after the United Nations partially 

recognized the State of Palestine based on the 1967 borders. As discussed earlier, 

diplomatic efforts are centered on the goals of the PLO, aligning with the broader 

objectives of the Palestinian revolution. These objectives encompass resisting Israeli 

occupation, seeking international support, and garnering sympathy for the Palestinian 

people's struggle while advocating for their inherent national rights. 

Following the 1990s, significant changes in the global and regional landscape 

prompted a shift in the objectives of Palestinian diplomacy. The new focus aimed at 

pursuing a political settlement leading to the establishment of a Palestinian state 

covering the West Bank, Gaza Strip, and East Jerusalem. Additionally, it sought to 

address the return of refugees in line with resolutions from international legitimacy. 

In response to these changes, the leadership of the PLO participated in the 

1991 Madrid Peace Conference and subsequently signed the Declaration of 

Principles in Oslo in 1993. This marked the establishment of the Palestinian 

administrative self-government authority over specific areas in the West Bank and 

the Gaza Strip. 

As the Palestinian Authority took shape, diplomatic efforts concentrated on 

expanding its borders and enhancing its authority. Within leadership circles, there 

was a shared belief that it was possible to transition from the stage of authority to 
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statehood through bilateral negotiations, adhering to the terms outlined in the Oslo 

Agreement and facilitated by the American mediator. 

However, as negotiations hit a standstill in the political arena, reaching an 

impasse primarily due to Israel rejecting the two-state solution, occasional 

aggression, and the perceived favoritism of the American mediator towards Israel, 

the Palestinian leadership changed its diplomatic strategy. They redirected their 

diplomatic efforts towards international organizations, aiming to attain United 

Nations membership and participate in numerous treaties, conventions, and 

international organizations.
75

 

3.3 The Emergence and Development of Palestinian Diplomacy 

 The political history of the Palestinians reflects early forms of political and 

media engagement, resembling popular diplomacy, dating back to 1897 during the 

First Zionist Conference. Palestinians actively participated in Arab conferences, 

including the 1913 Paris Conference, where they conducted press work opposing 

Jewish immigration and the Zionist project to establish a Jewish state in Palestine. 

The initiation of Palestinian diplomatic efforts is often traced back to the period of 

the British Mandate, marked by the formation of Palestinian delegations.
76

 

Notably, successive delegations traveled to London in 1920, 1921, and 1938 

to address issues related to the developments of the Zionist project in Palestine. One 

of the most significant delegations emerged in the aftermath of the events of Al-

Buraq in 1929 and the uprisings of 1936-1939, focusing on discussions related to the 

White Paper in 1939.
77

 

Following the end of the British Mandate, the establishment of Israel, and the 

tragic events of the Nakba, the Palestinian people found themselves unable to 

conduct independent diplomatic activities. During the Mandate phase, Palestinian 

diplomacy mainly took the form of conference diplomacy, with seven notable 

conferences held in Palestine from 1919 to 1928. Alongside this, Palestinians 

organized demonstrations, established political parties, and maintained 
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communication with Arab countries. These combined efforts were aimed at opposing 

the Zionist project and establishing external connections.
78

 

Between 1936 and 1948, Palestinian diplomacy operated within the official 

Arab framework and the Arab League. In the last month of 1948, the establishment 

of the All-Palestine Government, led by Ahmed Hilmi Abdel Baqi, was announced. 

During this period, Mufti Haj Amin al-Husseini's diplomatic focus was on 

advocating for the empowerment and support of this government by the League of 

Arab States. Concurrently, these diplomatic efforts were in response to Jordanian 

policies, which aimed to thwart the All-Palestine Government and facilitate the 

annexation of the West Bank to the Kingdom. 

During the initial phase of the Palestinian revolution, diplomatic efforts were 

not prioritized, as military and political actions took precedence. This was influenced 

by factors such as the success of the Algerian military model and the resurgence of 

armed national liberation movements across three continents. Additionally, the 

Palestinian national focus shifted towards political endeavors. Two theories attempt 

to explain this shift. 

The first theory attributes the emphasis on diplomatic work to the official 

systemic perspective associated with the establishment of the (PLO). The formation 

of the PLO was credited to Ahmed Shuqairi, a pioneering Palestinian diplomat with 

extensive experience gained from his work in Arab and international diplomatic and 

political forums following the 1948 Nakba. According to this theory, the birth of the 

organization resulted from political and diplomatic efforts rather than a field struggle 

process. Despite the increasing emphasis on military and organizational aspects, 

political efforts and diplomacy maintained a prominent role even after the 

organization's establishment. The PLO garnered support, especially from China and 

Arab nations, primarily due to its political and diplomatic initiatives rather than its 

military combat activities. 

The second theory, known as the commando or popular perspective, is 

connected to the establishment of the Palestinian national liberation movement, 

Fatah, in 1965. This perspective places a strong emphasis on violence, considering 

armed struggle as the primary and most impactful form of the inherent struggle 
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process. It views political struggle as a secondary or complementary aspect rather 

than a fundamental one. Moreover, it holds a critical view of traditional diplomatic 

efforts, seeing them as synonymous with concession, inaction, and a path leading to 

compromise and the dilution of the core issue.
79

 

Between 1967 and 1993, the Palestinian cause underwent significant 

developments, particularly after the Arab countries' defeat in the 1967 war and the 

subsequent occupation of the remaining parts of historic Palestine. This period saw 

the resignation of Shugairi and the appointment of Yahya Hammouda as president, 

who faced the challenge of confronting the occupation in the Battle of Al-Karameh 

with support from the Jordanian army. In the 1970s, factions, as mentioned earlier, 

heavily leaned on armed resistance and rejected initiatives aimed at resolving the 

Palestinian issue, such as King Hussein's United Kingdom project in 1972. During 

this time, the organization started managing its foreign relations through the political 

department in the Executive Committee. The organization's focus shifted towards 

promoting revolutionary work and securing financial, military, and media support, a 

strategy referred to as revolutionary diplomacy.
80

 

The 1973 war brought about a change in the PLO’s position. It adopted a new 

political strategy to actively engage as a significant political player. This involved 

introducing a new program, known as the ten-point program or the interim program, 

emphasizing the commitment to the struggle and Palestinian national rights. In 1974, 

the organization's President, Yasser Arafat, addressed the United Nations General 

Assembly, appealing for international support for Palestinian rights.
81

 

President Arafat's speech at the General Assembly in UN, coupled with the 

organization's unique strategy, marked the beginning of Palestinian diplomacy 

gaining influence within the United Nations. This resulted in the issuance of 

numerous resolutions in favor of the Palestinian cause. During the same session, the 

General Assembly passed Resolutions 3236 and 3237. The first affirmed the 

inalienable rights of the Palestinian people, including their right to self-

determination. The second resolution granted the PLO observer status within the 
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United Nations, inviting its participation in all General Assembly sessions and 

activities in that capacity.
82

 

The Israeli war on Lebanon in 1982 dealt a severe blow to the PLO's 

infrastructure, forcing its withdrawal from Lebanon. This event triggered various 

initiatives to address the Palestinian issue. Despite diplomatic efforts, the PLO and 

its leaders faced challenges in the post-Beirut stage. Internal divisions weakened its 

national unity, and some Arab countries halted their contacts and aid. The turning 

point came with the Palestinian popular uprising, which revitalized the organization's 

strength after its decline in Beirut, both politically and militarily.
83

 

Following the onset of the first Palestinian intifada in 1987, there was a 

notable increase in both Arab and international interest in the Palestinian cause. This 

period witnessed a shift in the positions of the Palestinian leadership away from the 

national independence project. In 1988, the PLO introduced the Palestinian peace 

project. As a result, after decades the United Nations recognized Palestine and 

conferred observer status upon the PLO. Many countries recognized Palestine, and 

the organization's offices were transformed into embassies of the State of Palestine, 

particularly in non-aligned countries, Islamic nations, Africa, and Latin American 

countries.
84

 

After the Gulf War erupted in 1991, it had a profound impact on the 

Palestinian cause. The PLO faced a setback as it lost support from both the Gulf 

states and Iraq. The Gulf nations perceived the organization's official stance as 

leaning towards Iraq, leading to a loss of support. Despite Palestinian diplomatic 

efforts to peacefully resolve the Iraqi-Kuwaiti conflict, they were unsuccessful. Late 

President Arafat justified his reluctance to condemn the Iraqi regime, hoping to 

mediate between the conflicting parties. However, with Iraq's defeat, a crucial stage 

came to an end, and the organization lost its strategic ally in Iraq.
85

 

                                                
82 The right of peoples to self-determination United Nations resolutions . Wafa News Agency. 

http://www.wafainfo.ps/atemplate.aspx?id=8254 
83  Fayed, A. The Palestinian diplomatic experience: From the dream of a democratic state to the 

dilemma of self-rule. Institute of Palestinian Studies, 1996 
84 Alsafadi, T. Shaab part. Towards a Palestinian national conference to draw up a new 

strategy sponsored by (PLO) 
85

 Tawam, R.National liberation diplomacy, the Palestinian experience . Ibrahim Abo Lughod 

Institute of International Studies,2013 Birzait uni 



42 

The landscape of Palestinian diplomacy underwent a significant shift after the 

signing of the Oslo Accords in 1993. The Palestinian Authority took the lead in 

negotiations with Israel and assumed control over the administration of Gaza and the 

West Bank. This marked the evolution of the Palestinians, along with PLO, into a 

national authority with its own governing bodies and institutions. Additionally, 

various Palestinian factions continued to maintain their presence in this transformed 

diplomatic framework. 

After the passing of President Yasser Arafat, there were presidential elections 

in which Mahmoud Abbas emerged as the winner. Following this, legislative 

elections were agreed upon and took place in 2006. These events had significant 

repercussions for Palestinian diplomacy, leading to a breakdown in negotiations 

between the Palestinian Authority and Israel. The internal division that ensued 

further worsened Palestinian diplomacy, causing disruptions in international funding 

and other matters. Post-2007, a noteworthy development in Palestinian diplomacy 

was the fragmentation within the structure of the Palestinian Authority, resulting in 

two distinct tracks. The first is led by the Palestinian Authority in West bank, and the 

second is led by Hamas in Gaza.
86

 

3.4 Palestinian Digital Diplomacy 

Traditionally, diplomatic relations are associated with established states and 

their institutional structures working to preserve national interests. However, in the 

Palestinian case, diplomatic efforts began even before the formation of a state. The 

political department of the PLO took on the role and functions of an MFA since its 

establishment in 1964. The Palestinian cause utilized various methods, including 

traditional diplomatic approaches, and engaged figures like Naji Al-Ali and 

Mahmoud Darwish. These individuals, along with others advocating for the cause, 

sought to influence the conscience and attitudes of both Arab and non-Arab 

populations to garner support for the Palestinian cause, considering these activities a 

form of popular diplomacy. 
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With the evolution of information and communication technology since the 

1990s, digital practices and communication in cyberspace have become ingrained in 

our daily lives. This includes the emergence of concepts like e-commerce, distance 

learning, and various tools for audio and video communication. Notably, this 

technological progress has also extended to the development of digital diplomatic 

activities, both on official and popular levels. 

3.4.1 The Palestinian digital diplomacy at the official level 

As discussed earlier, the roots and evolution of digital diplomacy align 

closely with the emergence of the Palestinian national liberation movement. This 

movement distinctively adopted a strategy to convey the Palestinian viewpoint 

globally, aiming to challenge the Zionist narrative and underscore the national rights 

inherent to every Palestinian. This approach not only strengthened diplomatic ties 

with various nations but also garnered widespread international support for the 

Palestinian cause. A significant outcome of these efforts was the recognition of 

Palestine as a non-member "observer state" at the UN in 2012. In this section, we 

will explore the unfolding of the official-level Palestinian digital experience. 

On the regional and global fronts, Palestine achieved recognition from 140 

countries, proudly displaying its flag at the UN headquarters. The nation entered into 

over 123 agreements, treaties, and affiliations with international organizations. 

Notably, in 2019, Palestine assumed the chairmanship of the Group of 77
87

, a 

coalition of 134 countries out of 194. Furthermore, it secured support through 

approximately 86 resolutions favoring its cause from the Security Council and 

received over 722 resolutions from the UN General Assembly.
88

 

On the official front, in order to sustain the achieved gains and better counter 

Israeli occupation policies while discrediting its narrative, Palestinian diplomacy 

                                                
87  The Group of 77 (G-77) was established on 15 June 1964 by seventy-seven developing countries 

signatories of the "Joint Declaration of the Seventy-Seven Developing Countries" issued at the end of 

the first session of the United Nations Conference on Trade and Development (UNCTAD) in Geneva. 

Beginning with the first "Ministerial Meeting of the Group of 77 in Algiers (Algeria) on 10 – 25 

October 1967, which adopted the Charter of Algiers", a permanent institutional structure gradually 
developed which led to the creation of Chapters of the Group of 77 with Liaison offices in Geneva 

(UNCTAD), Nairobi (UNEP), Paris (UNESCO), Rome (FAO/IFAD),  Vienna (UNIDO), and the 

Group of 24 (G-24) in Washington, D.C. (IMF and World Bank). Although the members of the G-77 

have increased to 134 countries, the original name was retained due to its historic significance. 
88

 Al-Harazin, J. Digital and grassroots diplomacy and the urgent need for them . Maan. 

https://www.maannews.net/articles/990626.html 



44 

needs to adapt to the swiftly evolving landscape. A crucial avenue is digital 

diplomacy, a potent tool globally. However, despite its potential, Palestine's standing 

in digital diplomacy has slipped, currently holding the 82nd position compared to its 

2017 rank of 72nd.
89

 

In its approach, the Palestinian MFA and Expatriates has embraced a social 

media strategy, creating Arabic-language Facebook pages. These pages regularly 

feature updates, including traditional press releases, videos, and infographics, 

highlighting significant ministerial activities, events, and political stances.
90

 The 

follower count reached 22 thousand in May 2019 and exceeded 28 thousand by 2020. 

As of the latest research, the page boasts 117 thousand followers. Despite this 

increase, it falls short of the desired global standard.
91

 

To enhance its outreach, the ministry created a second page in English, 

named "Palestinian Public Diplomacy." This platform delves into more 

comprehensive and focused content, centering on Palestinian soft power in various 

areas like culture, art, and tourism. Drawing inspiration from the activities of 

Palestinian embassies, especially in countries like Britain and Poland, this initiative 

aims to advance the Palestinian vision and convey Palestinian realities globally. With 

the formation of the latest government led by Dr. Muhammad Shtayeh, another 

Facebook page was introduced in Arabic, titled "The Prime Minister's (PM) Office - 

State of Palestine." The page quickly gained over 160 thousand followers. A 

distinctive feature is the inclusion of English-translated videos, where the 

government spokesman summarizes the outcomes of Palestinian Council of 

Ministers meetings.
92

 As of the latest update, the page has amassed over 358 

thousand followers, further ensuring broader engagement with an English-speaking 

audience. 

The media unit within the Palestinian MFA and Expatriates utilizes various 

digital tools. Back in 2012, they launched a Twitter account named "Palestinian 

Ministry of Foreign Affairs and Emigrants." As of April 2019, the account had 
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garnered 962 followers, with a total of 4801 tweets. In 2020, the account underwent a 

name change to "State of Palestine - MFA" in English, and its followers surpassed 22 

thousand.
93

 

In the same context, the Palestinian MFA and Expatriates manages an official 

website accessible in Arabic, English, and Spanish. Moreover, there's a dedicated site 

for Palestinian embassies in seventeen European countries and four Arab nations. 

The ministry oversees Twitter accounts for Palestinian embassies and missions in 

eight European countries (excluding the UK) and three Arab countries, lacking 

proper documentation. Additionally, there are Facebook accounts for embassies in 31 

European countries (excluding the UK, which got documented in April 2020) and 13 

Arab nations, all without proper documentation. The ministry also initiated an 

account on the Falika website in 2012, featuring only 30 uploaded photos and two 

followers. Furthermore, there's a presence on the Google Plus platform, sharing 

content previously published on YouTube.
94

 

Despite having these accounts, they are not functioning as intended. The 

challenges with official Palestinian digital platforms and websites can be 

summarized as follows: 

The digital platforms managed by the Palestinian MFA and Expatriates lack 

content development; they often only sporadically post current news. This is due to a 

lack of dedicated personnel or a specialized section overseeing these tasks, despite 

the presence of a media unit. 

Moreover, these platforms do not regularly update or cater to a diverse 

audience by publishing content in multiple foreign languages. As a result, there is 

limited engagement between the internal and external audience. While there's a slight 

improvement in follower percentages on Facebook and Twitter, there's no progress 

on the YouTube platform. 

Additionally, there is a significant absence of public interaction on the 

ministry's digital social media sites. This suggests a lack of awareness regarding the 
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significance of digital diplomacy, which should prioritize and engage with public 

opinions.
95

 

Moreover, the lack of resources, tools, and trained personnel capable of 

making a significant impact in the field of digital diplomacy poses a challenge. 

Palestine is currently not at the forefront of digital diplomacy globally. It is crucial to 

identify and acquire the necessary means, tools, and skilled personnel to effectively 

use digital platforms, with the goal of influencing global public opinion and 

countering the perceived Israeli narrative.
96

 

In essence, Palestinian digital outreach has been limited to popular platforms 

such as Facebook, Twitter, and YouTube. Unfortunately, it falls short in adopting a 

broader array of contemporary tools and mobile applications that have gained global 

popularity. There is a growing global interest in these modern tools among people 

and international organizations. The constraints of Palestinian digital diplomacy are 

evident in its reliance on concise videos and statistics, complemented by 

infographics, video graphics, timelines, data, and studies across various social 

networking sites. Meanwhile, the State of Israel excels in leveraging these tools to its 

advantage.
97

 

Despite the widespread use of social media by officials and politicians to 

garner support and followers, the official Palestinian accounts on these platforms 

remain notably weak. While figures like Palestinian President Mahmoud Abbas and 

the PM have accounts, their performance is far less impactful compared to Israeli 

counterparts like PM Benjamin Netanyahu. Netanyahu's Twitter account, followed 

by nearly a million people worldwide, has effectively shaped global opinions through 

digital diplomacy campaigns
98

. Unfortunately, there is a lack of awareness among 

Palestinian diplomats about the importance and true meaning of digital diplomacy.
99
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3.4.2 Palestinian digital diplomacy at the popular level 

Popular (citizen-driven) digital diplomacy serves as an additional support to 

official Palestinian diplomacy, working alongside it to reinforce and complement its 

efforts. This form of diplomacy is vital for advancing Palestinian rights and has 

historical significance, originating as the primary diplomacy employed by 

Palestinians during the early stages of the British Mandate and continuing to play a 

role in shaping and implementing Palestinian foreign policy. 

The progress in digital technology has given rise to popular diplomacy. This 

term denotes individuals communicating with counterparts globally, intending to 

serve their country's interests and actively contribute to the goals of public diplomacy 

among diverse populations.
100

 

Popular digital diplomacy has become a potent tool for Palestinians, 

especially the youth, as seen in their influential use of social media for popular 

resistance. Through platforms with massive followings, they've effectively conveyed 

their messages to leaders, officials, and global audiences. In essence, Palestinian 

digital popular diplomacy is a digital discourse rallying international support for the 

Palestinian cause. It serves as a crucial force countering the Israeli occupation, 

debunking its narrative, and revealing the truth while exposing its falsehoods.
101

 

In the 2019 report by "Ipok," a company specializing in social networking, it 

was revealed that Facebook had an impressive usage rate of 92.2% in Palestine. This 

stands out as one of the highest rates of social media engagement, despite challenges 

faced by activists dealing with account restrictions, deletions, and bans. WhatsApp 

secured the second position with a usage rate of 72.3%, followed by Instagram and 

Twitter. Notably, TikTok emerged as a preferred platform among the youth. On the 

other hand, LinkedIn, which focuses on professional networking, showed a 

comparatively lower usage rate at 22.3%. These findings highlight the complex 
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dynamics of social media usage in Palestine, providing valuable insights for 

understanding the digital landscape in the region.
102

 

The transformation in Internet usage in Palestine has been remarkable, and 

experts attribute this shift to the unique challenges posed by the societal closure and 

siege experienced by Palestinians. The need for alternative communication avenues, 

both locally and internationally, to overcome geographical and military barriers 

imposed by the occupation has led to a growing reliance on electronic 

communication. This substantial change towards Internet reliance is not only 

qualitative but also distinct, highlighting its integral role in the daily lives of 

individuals. This shift enables effective engagement in work, studies, and 

communication with universities, offering a platform to express opinions globally. 

However, this poses a significant challenge given the prevailing circumstances of 

siege, city separation, and intra-city movement difficulties. Consequently, Internet 

accessibility has significantly increased, with more than a third of individuals aged 

ten and above having online access. This places Palestine in a prominent position 

within the Arab world concerning Internet usage trends.
103

 

Despite the limited strength of formal Palestinian digital diplomacy, there is a 

notable presence of interaction and successful experiences in Palestinian grassroots 

(popular) digital diplomacy. Many Palestinians, both individually and within groups, 

actively engage in this form of diplomacy, contributing to its effectiveness and 

impact. 

3.5 Models of Palestinian Digital Diplomacy at the Popular Level 

Mr. Issa Amr, who heads the Youth Against Settlements Association in 

Hebron, has encountered legal challenges within the Israeli judiciary. He faced three 

convictions for breaching Israeli military law related to his participation in protests, 

two convictions for obstructing the Israeli army's activities, and one conviction for 

assaulting a guard at Kiryat Arba settlement. Notably, the case of Issa Amr, a 
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prominent human rights defender, gained substantial support, with thousands of 

activists expressing solidarity on social media platforms.
104

 

Mr. Manal Al-Tamimi, a dedicated member of the Popular Committee to 

resist the wall residing in Nabi Saleh village, northern Ramallah, consistently 

participates in weekly protests against the separation wall and settlements on the 

village lands north of Ramallah. Through her presence on social media, Manal 

narrates her personal encounter with administrative detention, underscoring the 

diverse avenues available for resistance. 

In the third instance, Jana Tamimi, hailing from Nabi Saleh village in 

Ramallah, plays a crucial role in documenting Israeli attacks on her community. The 

Israeli Ministry of Strategic Affairs considers these efforts as a strategic threat to 

Israel. This consideration stems from the widespread impact of the video reports she 

shares, garnering millions of views on her pages in both Arabic and English.
105

 

In the fourth case, Marah Bakr, a young advocate from Gaza, is dedicated to 

documenting Israeli events and crimes. Her impactful work earned her recognition 

from the American Foreign Policy in 2014, classifying her as one of the world's most 

influential individuals. Unfortunately, her success attracted a substantial retaliatory 

attack from Israel. Marah shares her documented findings on Twitter, conveying her 

message in English.
106

 

3.5.1 Global boycott movement (BDS) 

In terms of collective efforts, the foremost position is occupied by the 

movement advocating for the boycott, divestment, and sanctions against Israel 

(BDS), established in 2005. This global initiative aims to resist occupation, settler 

colonialism, and Israeli apartheid, with the overarching goal of attaining freedom, 

justice, and equality in Palestine. Integral to the broader Palestinian popular and civil 

resistance, the movement relies on voluntary and creative contributions from 

individuals and institutions dedicated to upholding human rights and legal principles. 

Its global impact is evident in various achievements, including compelling the 
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Spanish municipality of Barcelona to freeze its relations with Israel and terminate 

twinning arrangements with the Israeli municipality of Tel Aviv. Notable 

accomplishments also include the withdrawal of Orange from the Israeli market. The 

movement boasts a widespread network of volunteers globally, poised to express 

solidarity with the Palestinian cause and actively engage in boycotting Israel while 

advocating for sanctions against it. 

The movement has initiated a global campaign with the objective of imposing 

a military embargo on Israel. This comprehensive campaign calls for the cessation of 

military aid, the halting of weapon exports to Israel, and the discontinuation of the 

transfer of military technology to and from the country. It also advocates for an end 

to all forms of military assistance. As part of this effort, the movement has launched 

a significant international campaign against Elbit Systems, the largest Israeli military 

company. Notably, over a dozen banks have publicly declared their divestment from 

this company. The campaign has received substantial backing, with six Nobel Peace 

Prize laureates endorsing a petition demanding a military ban on Elbit Systems. 

Moreover, the petition has garnered support from more than 90 distinguished 

international figures and tens of thousands of citizens worldwide. 

The movement also undertook a global campaign targeting HP, the second-

largest investor in Israel's information technology sector and the primary supplier of 

the Basel system. This system, used in Israeli military checkpoints and the 

annexation and apartheid wall, employs biometric motion control to isolate and 

fragment the occupied Palestinian territory and its people through electrical fences, 

watchtowers, sensors, and other means. The campaign achieved notable successes, 

with 32 Christian denominations in the United States publicly committing, starting in 

April 2019, to abstain from using products from the company. Furthermore, over 1.8 

million people signed a petition urging HP to discontinue its association with the 

occupation state. In late 2016, the movement's efforts led to the inclusion of HP in a 

list of 150 boycotted activities across 30 countries by an international weekly. 

Notably, G4S, pressured by the movement, divested the majority of its investments 

in Israel, leaving only one remaining investment. The company continues to face 

significant pressure from the movement and its global supporters. 

In terms of the economic boycott, a UN report highlighted the substantial 

impact of the boycott movement. It played a key role in the sharp 46% decline in 
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foreign direct investment in the Israeli economy in 2014 compared to the previous 

year. Moreover, the World Bank attributed a significant 24% reduction in Palestinian 

imports from Israeli companies to the influence of boycott campaigns. Notably, 

reports from both the Israeli government and the American Rand Corporation 

foresaw considerable financial losses for the Israeli economy in the coming years, 

estimating losses in the billions of dollars due to the impact of the boycott 

movement.
107

 

Based on information disseminated via the official website of the movement, 

there has been a noticeable escalation in the impact of the boycott movement up to 

mid-2023, highlighted by 18 significant indicators. Among these, a few key 

achievements stand out. Notably, the security firm G4S has fully divested from the 

Israeli settlement enterprise after three years of relentless boycott efforts. 

Additionally, the President of Barcelona has suspended ties with the settler regime, 

including scrapping a twinning arrangement with Tel Aviv's municipality. 

Furthermore, Oslo, the capital of Norway, has enacted a prohibition on the 

procurement of goods and services from firms either directly or indirectly engaged in 

the Israeli settlements, citing a clear breach of international law. While numerous 

other milestones have been reached, a detailed account exceeds the scope of this 

discussion.
108

These accomplishments, realized through the collective action of global 

volunteers, prompt a reflection on the potential magnitudes of success achievable 

with a unified approach underpinned by a strategic and methodological framework 

involving all relevant stakeholders. 

3.5.2 Ihbed campaign
109 

The "Ihbed 194" campaign has significantly contributed to Palestinian digital 

diplomacy, particularly at the grassroots level. Established in 2019 as one of the 

foremost Palestinian youth groups using social media platforms, the campaign is 

known as the electronic army of Al-Habd. The name is derived from Resolution No. 

194, symbolizing the right of return for Palestinian refugees and the country's UN 

membership number. 
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Initiated as a tool for popular peaceful resistance within the digital realm of 

the Palestinian struggle, the campaign was founded by three young men – Ahmed 

Gouda, Hassan Al-Dawoodi, and Amin Abed. Since its inception, the campaign has 

gained global recognition, boasted an estimated 20-30 thousand active participants 

and received significant engagement on social media platforms worldwide. 

The primary objective of the campaign is to confront the Israeli occupation by 

revealing its true nature and debunking its narrative on digital platforms at regional, 

international, and local levels. Locally, the focus is on countering the Israeli 

occupation by exposing the distortion of Palestinian facts on official occupation 

pages through social media. Internationally, the campaign targets platforms that 

follow and support the occupation, including digital and international media sites. 

Additionally, it extends its efforts to influential figures such as the page of U.S. 

President Donald Trump and his administration.
110

 

On the 71st anniversary of the Palestinian Nakba, the Alhabd alakbar "The 

Great attack" campaign achieved noteworthy milestones. Through Facebook and 

Twitter, the campaign garnered approximately 1,000 comments in 200 languages, 

with a focus on major countries' languages. To express opposition to Israel's 

establishment in 1948, the campaign sent protest letters to 35 Israeli embassies 

worldwide, along with embassies of Arab and Western countries in Israel. This effort 

led to the deletion of 12 congratulatory posts on embassy websites. 

Simultaneously, the "We are all Moeen Bseiso" campaign, named after the 

Palestinian poet Moeen Bseiso, who initially wrote about rejecting resettlement 

projects in the 1950s, voiced its disapproval of the Bahrain Conference. The 

campaign, using Bseiso's name as its rallying cry, aimed to counter the 2019 

Manama Conference. It strategically targeted the official diplomatic newspapers of 

Arab countries participating in the conference on digital platforms. Operating on 

social media for seven days before and after the conference, the campaign unveiled 

Arab countries' responses to normalization issues and increased awareness among 
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their populations regarding the neglect and marginalization of the Palestinian 

cause.
111

 

In the 2019 campaign within the Swedish parliament, news circulated about a 

proposed session to cease Swedish aid to the United Nations Relief and Works 

Agency (UNRWA). Volunteers from the campaign took proactive steps by engaging 

with the parliament's digital communication platforms before the scheduled session. 

Their efforts were successful in persuading parliamentarians to reconsider their 

position, leading to a positive outcome. A subsequent session was held and 

ultimately approved the continued support and assistance to the Palestinians.
112

 

3.5.3 Elsheikh-Jarrah neighborhood uprising 

The digital activism within the Palestinian community experienced a 

resurgence following an assault by Israeli occupation soldiers on Palestinian rights 

and sacred sites in Jerusalem's Sheikh Jarrah neighborhood during the onset of 

Ramadan in 2021. This renewed focus on Sheikh Jarrah was triggered by an Israeli 

plan to evacuate Palestinian homes and construct 200 housing units for Jewish 

settlers in the heart of this Arab neighborhood. The event marked one of the most 

significant and widespread instances where Palestinian digital diplomacy was 

employed across official and popular platforms, both individually and collectively. 

The unified goal was clear—to thwart the occupation's objectives in Sheikh Jarrah. 

After the Israeli occupation authorities made an announcement, violent 

confrontations unfolded between Palestinian demonstrators and both settlers and 

Israeli occupation forces, resulting in casualties among Palestinians. These incidents 

occurred concurrently with the Israeli Supreme Court's decision to postpone a 

hearing on the eviction of Palestinian families from Jerusalem's Sheikh Jarrah 

neighborhood. The court rescheduled the hearing for a date within the next 30 days. 

Notably, during these events, there were instances of Israeli settlers provoking the 

national and religious sentiments of Muslims.
113
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In April 2021, the Jordanian MFA officially endorsed 14 agreements. These 

agreements were then handed over to the residents of Sheikh Jarrah in East Jerusalem 

through the Palestinian MFA and Expatriates. These newly ratified documents 

supplement a previous set that had already been provided to the Palestinian side. 

Collectively, these documents serve as vital evidence supporting the rights of Sheikh 

Jarrah's residents to their lands and properties. This expanded collection of 

documents enhances the legal resources available to Jerusalemites as they continue 

their legal battle against the occupation.
114

 

In May 2021, the Al-Aqsa uprising unfolded when Israeli occupation soldiers 

entered Al-Aqsa Mosque, subjecting worshippers to assaults. Over a span of four 

days, more than 205 Palestinians sustained injuries in Al-Aqsa Mosque, Damascus 

Gate, and Sheikh Jarrah. The Israeli police's intervention in Al-Aqsa Mosque, aimed 

at dispersing Palestinians, led to a staggering 331 injuries in a single day, with 7 

individuals facing severe conditions.
115

 

Against the backdrop of escalating tensions in Jerusalem, Israel found itself in 

the midst of a political-electoral crisis in early May 2021. Benjamin Netanyahu 

struggled to form a government amid corruption charges, ultimately failing in his 

attempts. As noted by French commentator Dominique Derda, Netanyahu's decision 

to initiate deadly rocket raids on the Gaza Strip is strategically motivated by political 

considerations. Engaging in confrontations with Hamas, he believes, increases the 

chances of him remaining in power, using the ongoing conflict to his political 

advantage.
116

 

This sudden escalation unfolded without warning, triggered by the Netanyahu 

government's attempt to displace Palestinian families from the Sheikh Jarrah 

neighborhood. This move was perceived as an effort to appease the extreme right, 

particularly the Lahav movement. The situation further intensified with the 

unexplained closure of the Damascus Gate. The Israeli army's subsequent attacks on 
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worshipers in Al-Aqsa Mosque which are considered as war crimes under 

international law. 

In response to the escalating tensions in Jerusalem, Palestinian factions in 

Gaza fired rockets, prompting Israel to launch intense air and artillery strikes on the 

Gaza Strip. As of Tuesday morning, May 11, this aggression resulted in 27 

casualties, including 9 children, and hundreds of injuries. The conflict concluded 

after 11 days with a truce, during which 248 lives were lost, including 66 children, 

39 women, and 17 elderly individuals. Additionally, thousands sustained injuries.
117

 

During the conflict, electronic interactions were widespread and involved all 

sectors of the Palestinian population, including those within the homeland, abroad, 

and in the occupied territories. The efforts were spontaneous, not centrally organized, 

but rapidly evolved into an official and popular digital Palestinian diplomacy within 

days. This digital diplomacy effectively conveyed the aggression's image worldwide, 

generating significant support for the Palestinian cause.
118

 

The grassroots (popular level) support quickly translated into global 

demonstrations in solidarity with Palestine, condemning Israeli aggression. In 

response, the Israeli media scrutinized the Palestinian popular performance across 

various communication platforms. Palestinians excelled in presenting their narrative 

through social networking sites, forming a powerful electronic army that countered 

the Israeli narrative and highlighted the extent of Palestinian suffering under 

occupation.
119

 

Despite challenges, such as Facebook restricting Palestinian digital content by 

banning accounts and imposing limitations, the use of hashtags and English-language 

tags proved successful in globalizing popular digital diplomacy efforts.
120

 

The accounts of activists and ordinary citizens in Jerusalem played a crucial 

role as strong advocates for the cause by extensively documenting on-the-ground 

events through audio and video. Palestinians initiated several hashtags expressing 

support for Sheikh Jarrah, urging solidarity with its residents’ facing eviction and 
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ethnic cleansing. The most widely used hashtag across various social media 

platforms was "Save Sheikh Jarrah neighborhood and we will not leave." 

One notable figure, activist Mona Al-Kurd, a resident of the threatened 

neighborhood, transformed her Instagram page into a prominent channel, increasing 

her followers from 13,000 to over 300,000. Her accounts were dedicated to 

portraying the Palestinian reality and sharing personal stories. However, social 

networking sites collaborated with Israelis to delete posts, block hashtags on Twitter, 

close Facebook accounts, and even shut down her Instagram account, deleting 

archived stories related to the Palestinian cause. The hashtag "Save Sheikh Jarrah" in 

both Arabic and English gained top rankings in Jordan and Palestine.
121

 

Digital initiatives have played a crucial role in garnering support for 

Jerusalem across multiple Arab countries through various social media platforms. 

The hashtag "Jerusalem" has become a trending topic not only in Saudi Arabia but 

also in other Arab nations. Additionally, in Turkey, the hashtag "Al-Aqsa Mosque" 

has gained significant traction and prominence on Twitter. 

The activist "Muhammad Al-Kurd" rose to prominence through English 

interviews with international media and his active presence on social media. He has 

amassed over half a million followers on Instagram and more than 200 thousand 

followers on Twitter. Importantly, he is a resident of the threatened neighborhood 

and the brother of activist Mona Al-Kurd. 

Ramzi Al-Abbasi, currently detained within Israeli occupation cells, has 

emerged as a notable figure. He conducted various digital campaigns on Instagram, 

advocating for Sheikh Jarrah neighborhood and supporting other causes. Among 

young people and activists, Ramzi is considered a symbol of Jerusalem. 

Unfortunately, he experienced the loss of his mother while in detention, and 

regrettably, he was not permitted to bid her farewell. 

Activist Alaa Hamdan, a Palestinian-Jordanian director and filmmaker, 

gained prominence when she came across a live show where three friends were 

discussing the neighborhood issue. Collaborating with her colleague Mona Hawa, 

they expanded this idea. Soon, celebrities and influencers eagerly awaited the live 
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broadcasts to deliver messages to their audience, with the support of young activists 

in Jerusalem, including Ramzi Al-Abasi, Aya Khalaf, Abdul Afna Bassam, and other 

Palestinian Jerusalemites who provided live audio and video coverage of the 

events.
122

 

Palestinian activists introduced the hashtag "Delete Your Enemy" as part of a 

campaign to encourage the boycott of pages and accounts linked to the Israeli 

occupation that communicate in Arabic and target the Arab audience. The campaign 

aims to create awareness about refraining from interacting with pages and accounts 

associated with the occupation, which share provocative content to attract attention 

from the Arab public. Specifically, the campaign targets the Arabic-language pages 

of Israeli journalists, spokespersons, government officials, and military entities 

intended for the Arab world.
123

 

Through coordinated efforts and the extensive utilization of various popular 

digital diplomacy tools, significant shifts in political positions have emerged. 

Alexandra Ocasio-Cortez, a member of the US Congress, voiced support for the 

Palestinians and characterized Israel as an apartheid state. Formerly pro-Israel 

Democratic Party lawmakers, such as Bernie Sanders, a well-known senator, 

criticized Washington's backing of the right-wing Israeli government. Representative 

Mark Buchan joined in urging an end to the ongoing condemnation of Israel, 

proposing a delay in providing military support to Tel Aviv. Notably, US 

Representatives Rashid Tlaib and Ilhan Omar, both of Palestinian and Arab descent, 

played a pivotal role in spotlighting the challenges faced by Palestinians under Israeli 

occupation.
124

 

Twenty-five members of the US Congress penned a letter to Secretary of 

State Antony Blinken, urging diplomatic pressure on Israel concerning the 

displacement of Palestinians in Jerusalem's Sheikh Jarrah neighborhood. They 

expressed concerns that Israeli practices might amount to a "war crime" and 
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highlighted their deep apprehension about Israel's attempt to displace around 2,000 

Palestinians from the Al-Bustan and Sheikh Jarrah neighborhoods in Jerusalem.
125

 

These digital initiatives also resonated on a global scale. The American model 

Bella Hadid, of Palestinian origin, shared photos on her Instagram account 

expressing support for the Palestinians, adorned with the Palestinian keffiyeh. 

Facebook issued an apology to Bella Hadid after deleting one of her images 

supporting the Palestinian cause, following a complaint she filed. Bella Hadid holds 

significant influence in advocating for the Palestinian cause.
126

 

Senegalese artist Bobo Niang creatively used the Palestinian keffiyeh to paint 

the face of a young masked Palestinian man, reaching over 2.7 million followers on 

Instagram. International star Natalie Portman, despite being Israeli, joined a group of 

celebrities in solidarity with the Palestinians. Singer Indiana called on her 94 million 

Instagram followers to contribute donations for supporting the Palestinian people. 

Hollywood star Mark Ruffalo, known for his role as the Green Man, advocated for 

the application of sanctions on Israel in response to its violations in Palestine, 

standing in support of the Palestinians.
127

 

The Palestinian Ambassador to the United Kingdom, Mr. Hussam Zomlot, 

played an active role during the events, utilizing his social media accounts, 

participating in television interviews, and meeting with Facebook's Director of 

Public Policy in London, Ebilly Oakup. The objective was to discuss strategies for 

amplifying Palestinian participation and perspectives, highlighting the extent of 

violations committed by the occupation. This included the ongoing blocking of 

Palestinian activists on Facebook, content restrictions, account closures, and usage 

limitations, allowing Israelis to disseminate hate speech and racism during the 2021 

aggression.
128

 

In response to the State of Palestine's complaint, the ambassador received an 

official letter of apology from Facebook's management, which oversees Instagram 
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and WhatsApp. The companies acknowledged mistakes in handling Palestinian 

social media accounts, including blocking posts and suspending accounts that used 

terms like Al-Aqsa Al-Mubarak.
129

 

The researcher's observations in recent years highlight Dr. Hussam Zomlot as 

one of the most active ambassadors and officials in the Palestinian MFA, adept at 

utilizing electronic diplomacy and its tools. His online accounts serve as a reliable 

source for various issues, demonstrating consistent engagement with on-the-ground 

developments and effective communication with citizens. 

Efforts were made to arrange a meeting with Ambassador Hossam Zomlot in 

this context. Unfortunately, the first meeting was hindered by his personal 

circumstances, and the second meeting, amid national circumstances during the war 

on Gaza, could not take place. 

While the Palestinian digital battle primarily centered around documenting 

events, digital platform companies subjected Palestinian digital content to closures 

and blocking. Numerous accounts of activists, who diligently filmed and documented 

events, were swiftly closed.
130

 This raised concerns that the closures were not rooted 

in the platforms' editorial policies but rather stemmed from apprehensions about the 

pages' potential impact on international and Arab public opinion. Interestingly, 

despite blocking Palestinian accounts, the same measures were not applied to Israeli 

accounts. Personal accounts of settlers or activists were not blocked, nor were any 

Israeli posts promoting the explicit harm of Palestinians canceled. This pattern 

suggests complicity between the platform company and Israel, displaying 

discriminatory policies aimed at sidelining the authentic Palestinian narrative while 

supporting the Israeli counter-narrative. Responding to these systematic violations, 

Mr. Iyad Rifai, the director of the Sada Social Center, mentioned in an interview with 

Anatolian Agency that the center initiated a campaign to counter these attempts to 

silence the truth. The campaign began with the closure of the account of activist 

Mona al-Kurd, a prominent figure in the Sheikh Jarrah neighborhood facing the 

threat of eviction from her home.
131
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With a noticeable increase in digital violations against Palestinian accounts, 

particularly during the Sheikh Jarrah neighborhood uprising and the events in 

Jerusalem, along with the Israeli aggression on Gaza, there has been a significant rise 

in requests from the Israeli occupation to social media companies and platforms to 

restrict Palestinian pages. The "Sada Social" center documented over 770 violations 

in May 2021. Among these, Facebook accounted for 350 violations, followed by 

Twitter with 250, Instagram with 100, TikTok with 50, WhatsApp blocking 20 

numbers, and YouTube facing 10 violations.
132

 

Many digital activists in Palestine and the Arab region have found success in 

a clever strategy. They avoid using dots in words, employ symbols to break words, 

and use other techniques to make it challenging for social networking algorithms to 

recognize their content. This approach has gained popularity and continues to be 

widely used in Palestine and various Arab countries as a means of evading detection 

by social media algorithms. 

In the context of the events in Sheikh Jarrah and the Israeli aggression on 

Gaza in 2021, the role of Palestinian digital diplomacy at the grassroots level 

experienced a significant upswing. Digital diplomacy tools were utilized effectively, 

consistently, and continuously to counter the false Israeli narrative and expose the 

true nature of the occupation state. This effort successfully garnered sympathy and 

advocacy on multiple levels, countering the narrative that Israel had attempted to 

establish in the international community, especially following successive military 

operations in the Gaza Strip. 

At the official level, there is a need for enhanced development and strategic 

use of available tools to keep pace with Israel's advancements in digital diplomacy. 

Condemnation, while important, shouldn't be the sole focus. Instead, the official 

stance must adapt to changing circumstances, leveraging these changes strategically. 

Palestinian embassies, especially in Western capitals, bear the responsibility of 

strengthening popular support generated through digital diplomacy. This support can 

be instrumental in pressuring the international system to take more effective 

positions supporting the Palestinian cause. Historical events, including the recent 

Sheikh Jarrah case, underscore that global public opinion responds to significant 
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events but may wane when the event concludes. Palestinian digital diplomacy can 

strategically sustain global awareness and solidarity, ensuring enduring support 

rather than temporary mobilization. 

It's important to mention that the researcher actively participated in these 

campaigns, and numerous ongoing initiatives aim to raise awareness about the 

Palestinian issue. Despite concerted efforts to marginalize and normalize the 

Palestinian cause, particularly among Arab populations, these attempts consistently 

fail. This highlights that the Palestinian cause will persistently hold a central position 

until all rightful claims and the right to self-determination are achieved. Notably, 

events during the recent World Cup in Qatar underscore that both Arab and non-Arab 

peoples continue to believe in the justness of the Palestinian cause and actively 

support it. 

3.6 Obstacles to Palestinian Digital Diplomacy 

Various challenges and external pressures pose significant barriers to the 

optimal functioning of Palestinian digital diplomacy. The key hindrances encompass 

the following: 

The first challenge revolves around the infringement of Palestinian digital 

rights. This obstacle encompasses difficulties faced by Palestinians in exercising 

their digital rights, whether at an official or popular level. According to the 

Palestinian Sada Social Organization for Digital Rights, there has been a notable 

increase in digital violations, reaching 1,000 in 2019 alone. These violations involve 

the removal and restriction of access to public pages, publications, and accounts. A 

more recent report from the same institution, covering the first half of the current 

year, documented over 450 digital violations specifically targeting Palestinian 

content on social networking sites.
133

 

It's notable that "Google Maps" still shows bias against Palestinians in how it 

labels and maps illegal Israeli settlements in the West Bank. Additionally, it omits 

the names of unrecognized Palestinian villages in the Negev and certain areas in the 

West Bank’s Area C. The maps don’t accurately display restrictions faced by 
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Palestinians, like restricted roads or checkpoints. The suggested routes in the app 

often favor Israelis, putting Palestinians at a disadvantage.
134

 

Secondly, the Israeli government, in violation of the law, operates an 

electronic unit focused on harshly censoring Palestinian content and accounts across 

digital platforms. They use artificial intelligence programs from companies targeted 

by the clip movement, resulting in the arrest of 800 Palestinians due to their social 

media posts on personal accounts, as previously explained.
135

 

In addition to the Israeli abuses mentioned, the occupation has significant 

control over Palestine’s communication and information technology sector. They 

hinder technological advancements, like restricting the use of third-generation 

telecommunications in the country, initially only allowing it in the West Bank and 

later in Gaza after several years. The situation is more complex for the fourth 

generation, subject to political negotiations. The occupation also targets the press and 

media, citing incitement to violence, especially during Israeli elections. Additionally, 

the Israeli government utilizes mass surveillance techniques against Palestinians, 

supporting various actors in spreading hate speech through cyberspace.
136

 

Third: The absence of legal controls and regulations governing dealing with 

cyberspace: 

The electronic space in Palestine lacks proper regulation and oversight. 

Currently, decisions regarding laws are made sporadically by the Palestinian 

President. Additionally, there is a lack of national control over electromagnetic 

frequencies, affecting communication and electronic services like the internet. This 

absence of regulatory measures has made the Palestinian cyberspace susceptible to 

electronic and information crimes.
137

 

Fourth: The Internal Palestinian Divide  
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The internal division among Palestinians, especially in politics, has profound 

effects on various aspects of their lives, extending to the technological and 

cyberspace realms. This division has turned the Palestinian digital space into a 

battleground for disagreements between factions, inadvertently benefiting the Israeli 

occupation. The political split has resulted in two distinct programs and approaches 

for different factions, causing a lack of a unified Palestinian discourse. This division 

is visible in the digital activities of Palestinian activists and factions, weakening the 

effectiveness of Palestinian embassies abroad and leading to a separation of foreign 

policy into distinct tracks, with one led by the Palestinian Authority in the West Bank 

and the other by Hamas in the Gaza Strip.
138

 

Moreover, the division has had a notable impact on electronic pages and 

social media platforms. Each faction has strategically utilized its websites and 

accounts to perpetuate a continuous exchange of digital information between the 

conflicting sides in the Palestinian political landscape. 

Fifth: Poor performance and lack of official staff 

Based on the information gathered about the digital activities of the 

Palestinian MFA, and through direct conversations with ministry employees they 

didn’t wish to reveal their identities in the research, it became evident that there is a 

shortage of skilled professionals in the field of digital diplomacy. The existing staff 

shows weaknesses, and there’s a notable lack of understanding among Palestinian 

diplomats regarding the importance, meaning, and actual purpose of digital 

diplomacy. Moreover, a significant portion of them do not have accounts on digital 

platforms. While there is a unit dedicated to digital diplomacy, it is not as effective as 

needed and requires substantial development and focused efforts to improve its 

performance.  

The Palestinian MFA encounters difficulties in efficiently utilizing its digital 

platforms and promoting official content. Moreover, there is a notable deficiency in 

informal engagement. This has led Palestinians to adopt an individualistic tweeting 

approach, where each person tweets independently due to internal differences and a 

shortage of skilled personnel. Additionally, Palestinian diplomacy remains rooted in 
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traditional methods, primarily due to diplomats belonging to an older generation that 

struggles to keep pace with technological advancements in digital diplomacy.
139

 

Sixth, there is a huge gap in the number of followers: 

The followers on Palestinian embassy-related platforms abroad mainly 

consist of individuals from the Palestinian community in those countries. In contrast, 

Israeli embassies actively strive to amass a more extensive following from the local 

populations of their host countries.
140

 

Seventh weak content, lack of interaction and neglect of verification 

The digital pages of the Palestinian MFA exhibit notable deficiencies. There's 

a lack of modern digital diplomacy tools, issues in crafting news content, a scarcity 

of videos and statistics, and a failure to meet the necessary technical specifications. 

The content often lacks organization and a clear policy, leading to a lack of focus and 

significance—contrary to effective digital tools' fundamental attributes. Additionally, 

the predominant use of Arabic, with minimal English, limits the reach to a similar 

target audience, hindering engagement with global public opinion and diverse 

populations—essential aspects for achieving the primary goals of digital diplomacy. 

Furthermore, there's a noticeable absence of interaction on these platforms. 

In addition, the absence of a verification process poses a notable challenge in 

searching for platforms linked to Palestinian embassies and official sites. Verification 

is crucial for safeguarding against distortion or counterfeiting, playing a vital role in 

streamlining the search process and improving access to information and 

platforms.
141

 

Eighth, the absence of strategic planning and the absence of a national 

strategy for digital diplomacy:  

The lack of specific strategic planning for Palestinian diplomacy is a notable 

obstacle. This is particularly evident because there isn't a dedicated department 

within the MFA, relying instead on a small unit for digital diplomacy that is 

insufficient for the tasks at hand. Compounding this issue is the failure to address or 
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incorporate digital diplomacy into broader government plans, including those of the 

MFA or the government's five-year development plans at the Prime Minister's 

Office. Additionally, the limited budget allocated to the Palestinian MFA, embassies, 

and consulates compared to other government ministries adds to these challenges. 

Moreover, despite digital diplomacy being recognized as a valuable tool in the 

struggle and the official Palestinian commitment to peaceful resistance, its utilization 

is modest, lacking a comprehensive national strategy. This underutilization falls short 

of effectively serving the overarching cause of the Palestinian struggle on the global 

stage.
142

 

Ninth: Duplication of representation and tasks: 

One major hindrance to effective work in diplomacy and digital diplomacy is 

the duplication of tasks between the Palestinian MFA and the PLO. This creates 

conflicts of authority, with multiple diplomatic references existing between the 

political department of the PLO and the Palestinian National Authority.
143

 

Tenth: Marginalization of the role of non-governmental institutions: 

The diminished role of non-governmental institutions linked to Palestine is a 

notable concern. Despite their importance, these institutions are sidelined, while the 

Israeli government actively engages with them to promote a culture of digital 

diplomacy. The absence of active participation by Palestinian institutions in this 

realm is a significant loss, hindering the effective activation of Palestinian digital 

diplomacy.
144

 

After examining the various aspects discussed in this section, it's apparent 

that Palestinian digital diplomacy is confronted with substantial challenges. These 

challenges stem partly from the policies of the Israeli occupation and, to some extent, 

from self-imposed hurdles on the Palestinian side. The diagnosis is clear, 

underscoring the existing problems. Consequently, it becomes imperative to address 

these obstacles and fill the gaps that have impeded the evolution of Palestinian digital 

diplomacy as required for effective functioning. 
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3.7 Mechanisms for Developing Palestinian Digital Diplomacy 

The evolution of information and communication technology has had a 

profound impact on diplomatic relations between countries. This development has 

played a crucial role in breaking down barriers among international entities, their 

diplomats, and their local and global audiences. Consequently, it has reshaped the 

very nature of diplomatic relations, affecting both their structures and the tasks, 

practices, and functions involved. In light of this, it is crucial for Palestine to actively 

and cautiously engage with these significant digital advancements that are rapidly 

transforming the global landscape. These changes bring unprecedented challenges 

for political decision-makers. Traditional mechanisms and tools are no longer 

sufficient to navigate the complexities of various issues in this dynamic 

environment.
145

 

3.7.1 Mechanisms for developing digital diplomacy 

It's crucial to understand the key indicators of global leadership when 

engaging in digital diplomacy. Despite its relative novelty, certain countries have 

emerged as pioneers in this field. One significant indicator involves the formulation 

of a strategic plan by the state's MFA, specifically tailored to technology. The 

effectiveness of this plan is assessed through strategic planning, addressing priorities, 

goals, and organizational structure. This ensures clarity in objectives and the 

determination of outcomes, along with managing the logistical and financial aspects 

of the activity. Another crucial indicator is the information level, which evaluates 

how well people are familiar with the information provided within the digital 

diplomatic activity under review. This includes tracking official accounts, calculating 

subscribers across various social networks, and considering measurement criteria that 

vary between governmental and non-governmental entities. The diverse calculation 

methods across social media platforms are also taken into account to derive an 

average value.
146

 

When considering the influence criterion, it refers to the presence of a 

particular political objective achieved by shaping public opinion. However, assessing 
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the effectiveness of this influence poses challenges. The impact can be evaluated 

through a campaign that influences public opinion, determining whether there was 

acceptance or not. Although quantifying this impact might be complex, it can be 

understood through a clear and consistent overall trajectory. Surveys conducted at 

the beginning and end of the campaign, along with tracking the campaign 

expenditure, contribute to comprehending the effectiveness of the influence.
147

 

The aspect of engaging with an international audience involves conducting 

regular and comprehensive surveys to understand how a campaign is perceived. It 

also entails studying the optimal allocation of resources and analyzing the target axis. 

The evaluation of appraisers refers to external entities, such as the media, 

commercial and non-commercial organizations, expert communities, and academic 

institutions, utilized by the MFA to manage campaigns or specific diplomatic 

activities. In essence, these appraisers play informal roles in assessing the 

effectiveness of diplomatic efforts.
148

 

In the realm of digital diplomacy, programs such as academic institutions 

writing scholarly articles, publishing books, and teaching digital diplomacy standards 

in universities linked to the countries under scrutiny are pivotal. These initiatives 

play a crucial role in overseeing and evaluating the effectiveness of digital 

diplomacy. Ultimately, the clarity of the final results stands out as the most 

significant criterion in this evaluation process.
149

 

Henson, a notable scholar in the field, has identified a set of key policy 

objectives for digital diplomacy. Among these, the most significant include: 

(1) Knowledge management: To harness departmental and whole of 

government knowledge, so that it is retained, shared and its use optimized in pursuit 

of national interests abroad. 

 (2) Public diplomacy: To maintain contact with audiences as they migrate 

online and to harness new communications tools to listen to and target important 

audiences with key messages and to influence major online influencers.  
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(3) Information management: To help aggregate the overwhelming flow of 

information and to use this to better inform policy-making and to help anticipate and 

respond to emerging social and political movements.  

(4) Consular communications and response: To create direct, personal 

communications channels with citizens travelling overseas, with manageable 

communications in crisis situations.  

(5) Disaster response: To harness the power of connective technologies in 

disaster response situations.  

(6) Internet freedom: Creation of technologies to keep the internet free and 

open. This has the related objectives of promoting freedom of speech and democracy 

as well as undermining authoritarian regimes. 

 (7) External resources: Creating digital mechanisms to draw on and harness 

external expertise to advance national goals. 

 (8) Policy planning: To allow for effective oversight, coordination and 

planning of international policy across government, in response to the 

internationalization of the bureaucracy 
150

 

3.7.2 Mechanisms for developing Palestinian digital diplomacy 

To enhance the effectiveness of Palestinian digital diplomacy and align with 

the rapid changes both locally and internationally, it is crucial for the Palestinian 

official institution to acknowledge the importance of employing digital diplomacy as 

a tool to achieve foreign policy goals. Recognizing that digital diplomacy is a vital 

component of the Palestinian national struggle in today's digital age, it should work 

cohesively with various methods to attain the overarching Palestinian objectives. To 

ensure that Palestinian digital diplomacy reaches a global standard and competes 

effectively in cyberspace, it needs to adhere to specific mechanisms and 

recommendations, which should be incorporated into the political agenda of the 

Palestinian government. 

Here we will review some of the proposed mechanisms and recommendations 

and try to put forward some suggestions to improve and develop the performance of 

Palestinian digital diplomacy. 
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3.7.2.1 Vision of some scholars 

The vision of some interested and followers of the development of Palestinian 

digital diplomacy is as follows: 

1- It's crucial to establish a comprehensive strategy for Palestinian digital 

diplomacy with a clear national vision. This strategy should prioritize the authentic 

presentation of the Palestinian narrative using digital capabilities. It needs a specific 

action plan aligned with official Palestinian political needs, directing resources 

towards digital diplomacy activities at the official level. Active participation in 

international conferences is also essential to learn from developed countries in this 

field and stay updated on research, specialized studies, and annual reports related to 

digital diplomacy. 

2- Equipping Palestinian personnel is vital. This involves providing thorough 

training courses for all government staff in the Palestinian MFA, with a concentrated 

approach for those working in Palestinian embassies and consulates globally, 

especially in Europe, the Western Hemisphere, and America. 

3- Finalizing a guide for using digital platforms is equally important. This 

guide should cater to both official domains, offering instructions for non-Arabic 

speakers, including ambassadors, consuls, and official spokespersons. It should cover 

the use of smartphone applications, navigating social media platforms, and 

effectively engaging with them.
151

 

3.7.2.2 Vision of Arab American University 

The Arab American University presented several recommendations during its 

2018 annual conference on digital diplomacy. It proposed key suggestions, 

including: 

1. Actively work towards ending the division, promoting unity within the 

country, prioritizing national interests over personal and partisan interests, and 

seeking compromises for the greater good. 

2. Establish a dedicated entity to support and empower Palestinian youth in 

effectively using platforms and social media to advocate for the Palestinian cause. 
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This involves countering the Israeli narrative and addressing regional and 

international public opinion. 

3. Encourage the active involvement of the Anglican Church in Palestine by 

fostering communication with its American counterpart. This can be achieved 

through proactive visits and utilizing digital platforms to advocate for the Palestinian 

cause and the rights of the Palestinian people.
152

 

3.7.2.3 Vision of some studies 

A variety of studies and researches have proposed several recommendations, 

such as: 

1. Actively engaging and integrating into regional and international forums 

dedicated to digital diplomacy. This entails leveraging existing studies and research 

in the field to stay updated on ongoing developments. 

2. Incorporating courses on political and digital education into school and 

university study plans. The goal is to enhance awareness among students in these 

important areas.
153

 

3.8 Options for Enhancing Palestinian Digital Diplomacy 

To strengthen Palestinian digital diplomacy, a vital alternative is to provide 

training for employees in official Palestinian institutions. This is especially 

important, and the accelerated establishment of the Palestinian Diplomatic Institute is 

crucial for qualifying, training, and advancing work in this field. Palestinian digital 

diplomacy serves as a significant tool for achieving foreign policy goals, with a focus 

on representing Palestine appropriately in international forums by considering 

languages like English, Hebrew, and others.
154
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Another proposed alternative involves activating grassroots Palestinian 

diplomacy by forming a distinctive electronic force. This force aims to support 

official Palestinian diplomacy in its efforts.
155

 

3.9 Conclusion 

In light of the analysis, the researcher argues that although Palestinian 

diplomacy has achieved successes in various global diplomatic battles, it falls short 

in countering the occupation's aggression and its manipulation of international public 

opinion. The occupation still has the ability to control and suppress Palestinian 

content, particularly with collaboration from social media platforms. However, a 

resourceful generation, equipped with only mobile devices and the Internet, has 

effectively exposed the inaccuracies of the Israeli narrative. Therefore, the researcher 

emphasizes the need to utilize Palestinian digital diplomacy extensively on social 

media and its tools to serve the Palestinian cause and foster solidarity on all fronts, 

particularly at the official level. The researcher recommends the development of a 

comprehensive strategy uniting all parties under the common goal of Palestine, 

making the most of all available capabilities. 

Given Palestine's ongoing state-building process and the need for various 

components, it's imperative for all Palestinian institutions to collaborate towards the 

shared goal of establishing a Palestinian state. To achieve this, the researcher 

suggests the creation of a unified network and the establishment of a central 

committee overseeing the digital content produced by Palestinian institutions. This 

content should be effectively presented to the Palestinian public and strategically 

shared abroad to meet diplomatic objectives and convey the message of the 

Palestinian people. 

The active involvement and integration of civil society institutions into this 

proposed strategy are crucial. It's important not to overlook any members of civil 

society, as previously mentioned. 
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4. UKRAINIAN DIGITAL DIPLOMACY 

4.1 Ukrainian Diplomacy 

In the dynamic realm of international relations, diplomacy has experienced a 

substantial evolution compared to past years. The conventional behind-the-scenes 

diplomatic interactions between nations have been significantly influenced by the 

emergence of digital diplomacy, bringing about a revolutionary change in diplomatic 

methods. This transformation holds particular significance, especially in the context 

of Ukrainian diplomacy. Ukraine, facing intricate geopolitical challenges, is at the 

forefront of nations adapting to this shift in diplomatic approaches. 

Ukraine, with its rich resources and historical significance, has navigated 

through the complexities of international relations, marked by various empires. In 

recent years, the geopolitical landscape has become even more intricate due to 

regional tensions and the ongoing conflict with Russia. The emergence of digital 

diplomacy has provided Ukraine with a valuable opportunity to enhance its resilience 

and maintain a strong global presence amidst these challenges. 

In this chapter, we delve into the historical roots of Ukrainian diplomacy, 

focusing on its digital dimensions. We examine how Ukraine has harnessed digital 

diplomacy as an integral component of its broader approach to international relations 

and policies. This strategic incorporation enables Ukraine to uphold its global 

standing, enhance its image, engage with diverse global audiences, and actively seek 

various forms of support. 

4.1.1 Origin and development 

The contemporary landscape of Ukraine is rich with historical intricacies, 

encapsulating the stories of diverse peoples, states, and cultures. These lands, with a 

history marked by successive civilizations and numerous conflicts, serve as a canvas 

upon which the tapestry of Ukraine's identity has been woven. From the ongoing 

Russian conflict to the declaration of independence from the Soviet Union, these 

historical milestones have profoundly influenced the shaping of modern Ukraine. 
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For a nation that has traversed through diverse historical stages, it becomes 

imperative to instill in its people the necessary insights for effective self-governance. 

Ukraine, having weathered various revolutions including the declaration of 

independence from the Soviet Union and resistance against Nazi occupation in 

World War II, has experienced pivotal moments shaping its modern identity. 

Notably, the Meydan Revolution stands out as a significant episode, where the 

ousting of the pro-Russian government marked a definitive break from the influence 

of the expansive Russian empire. This event assumes added importance as it may 

have contributed to Russia's subsequent decision to declare war on Ukraine. 

Following this historical overview, which underscores Ukraine's enduring 

historical and contemporary importance, it is essential to delve into the domain of 

Ukrainian diplomacy. According to the official website of the Ukrainian MFA, 

diplomatic practices have deep historical roots, stretching from early stages to the 

pivotal moment of gaining independence from the Soviet Union in 1991. The 

Ukrainian MFA, established as a fully-fledged government entity, traces its origins 

back to the initial declaration of the Ukrainian Central Rada in 1917, operating under 

the title of the Secretariat of International Affairs. This secretariat, considered a 

model for Ukrainian foreign service in the twentieth century, outlined its 

responsibilities in managing intergovernmental relations, safeguarding the interests 

of Ukrainian citizens abroad, and resolving national disputes within the Republic of 

the Ukrainian People.
156

 

During this time, there was a concerted effort to effectively set up a network 

of diplomatic missions and consulates. These operated in accordance with the laws 

and regulations stipulated by the Secretariat of International Affairs. Alexander 

Shulhin held the position of the first Ukrainian foreign minister from 1917 until 

January 24, 1918. 

The MFA crafted three key foreign policy strategies for Ukraine. These 

encompassed the cultivation of friendly ties with Quartet alliance countries, the 

resolution of regional disputes with neighboring nations, and the initiation of 

diplomatic relations with Neutral countries. This era saw a significant expansion in 

diplomatic engagements, reaching both nearby and distant nations. Ukraine 
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dispatched missions to countries like Romania, Switzerland, Sweden, Finland, and 

others. Moreover, the state hosted over twenty diplomatic representatives from 

foreign countries, including Turkey, Germany, and Georgia. After the formation of 

the Soviet Union, Ukraine relinquished control over its political, economic, and 

commercial relations as they became the responsibility of the central authorities of 

the Union of Soviet Socialist Republics. This resulted in Ukraine losing its autonomy 

in shaping its foreign policy.
157

 

A significant change occurred in 1944 when the Supreme Council of the 

Soviet Union passed a law that restored powers in the realm of foreign affairs to the 

federal republics. This decision allowed federal governments, including Ukraine, to 

reclaim their rights in foreign policy matters. From 1944 to 1990, Ukraine's 

international focus centered mainly on its participation in the United Nations. During 

this period, Ukraine actively informed the global community about its developments, 

engaged in discussions on both global and regional issues, and accumulated 

substantial diplomatic experience. Notably, Ukraine played a pivotal role in the 

establishment of the United Nations Charter as one of its founding members. 

After the Ukrainian parliament declared sovereignty, a new phase unfolded, 

as detailed on the Ukrainian MFA website. The declaration emphasized that, 

recognized as a legal entity on the international stage, Ukraine would establish direct 

relations with other countries. This involved entering into treaties, exchanging 

diplomatic missions, and actively participating in a broad spectrum of international 

activities. 

The true independence of Ukraine began in 1991, bringing forth new 

challenges for the MFA. During this period, the ministry took on significant tasks 

such as securing international recognition for Ukraine, forging diplomatic ties, 

establishing an effective network of diplomatic missions and consulates, fostering 

comprehensive bilateral relations with other countries, and becoming a part of 

various international organizations.
158

 

Following that, Ukraine embarked on a journey to establish a distinct and 

independent identity across political, economic, and social realms. This initiative 

aimed to break away from the ingrained Soviet-era stereotypes. The process unfolded 
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gradually, driven in part by Russia's substantial interference in both internal and 

foreign Ukrainian policies. The heightened intervention sparked widespread 

opposition within Ukrainian society, fueled by the perception of a lack of true 

sovereignty in decision-making. The pivotal moment in this quest came with the 

2014 Crimean War, which completely severed all ties with Russia. This marked the 

end of any form of influence that Russia had exerted, often through leaders loyal to 

Moscow, culminating in the removal of President Viktor Yanukovych during the 

2014 revolution.
159

 

4.2 Ukrainian Digital Diplomacy 

After briefly discussing the origins and development of Ukrainian diplomacy 

in the previous section, this part delves into Ukrainian digital diplomacy. Here, we 

explore how Ukraine employs digital diplomacy, examining its application at both 

official and popular levels. The investigation also aims to identify any collaborative 

efforts, drawing parallels with the observed dynamics in Palestinian digital 

diplomacy. 

After the widespread adoption of the term "digital diplomacy" by major 

countries, its distinct advantage lies in being accessible to any nation. This advantage 

is evident even in smaller countries actively competing in this field. Consequently, 

Ukraine stands out as one of the early adopters of technology to advance its goals 

and protect its interests. This shift became more pronounced due to the perceived 

threat from Russia, which viewed Ukraine as a strategic extension and sought control 

through various means until the color revolution in 2014. The revolution, stemming 

from the Orange Revolution in November 2003, aimed to put an end to Russian 

interference, combat corruption, and establish democratic institutions, aligning with 

the aspirations of the Ukrainian people for dignity and development.
160

 

4.2.1 Ukrainian digital experience at the official level 

Returning to our main focus, Ukraine, especially following the shift in 

government alignment towards the West, has implemented various laws and 

measures to promote digitization in the country, with a specific emphasis on digital 
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diplomacy. As we've discussed earlier, digital diplomacy involves utilizing 

technology and its tools to achieve the state's goals. It's essential to note, however, 

that Ukraine currently lacks an all-encompassing law dedicated to regulating digital 

diplomacy. Nevertheless, there have been several laws introduced to regulate specific 

tools directly or indirectly contributing to digital diplomacy. One notable example is 

the Diplomacy Law, which addresses the dissemination of information abroad in 

Article V.
161

 

Furthermore, there is a Cabinet of Ministers decision concerning the MFA 

outlined in the second paragraph. This decision underscores the imperative to 

integrate Ukraine into the global information space, fortify international ties, 

construct a positive image of Ukraine, and establish the country as a dependable 

partner. The responsibility for realizing these objectives falls on the MFA, primarily 

through the application of digital diplomacy and other complementary tools that play 

a supportive role in advancing Ukraine's diplomatic initiatives. Any tool utilized to 

enhance the country's image is considered a component of the broader framework of 

digital diplomacy.
162

 

In 2018, the Ukrainian government introduced a new law on diplomatic 

service in harmony with the Sustainable Development Strategy for Ukraine 2020. 

This legislative initiative signifies a crucial step towards transitioning from the post-

Soviet foreign affairs system to a model aligned with European standards. The law 

mandates significant reforms, with specialized teams formulating regulations based 

on the best practices and experiences of European and American diplomatic systems. 

The envisioned transformation involves restructuring the diplomatic apparatus to 

function as a unified system rather than separate institutions. Importantly, this 

transition will be supported and strengthened through the strategic application of 

digital diplomacy tools.
163

 

Discussing the standards set by the European Union that Ukraine aligns with, 

it's important to highlight that in 2022, the European Union officially incorporated 

digital diplomacy as an essential element of its foreign policy. This policy is centered 

around advancing human rights, the rule of law, and democratic principles in the 
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digital space. The EU places significant emphasis on collaboration with key 

organizations and institutions, such as the Organization for Economic Cooperation 

and Development, the G7 Security Organization, NATO, and others. This 

collaborative approach is considered vital for the effective pursuit of these 

objectives.
164

 

As discussed earlier, the Ukrainian government has predominantly utilized 

social media for official communication. Official pages are maintained on various 

platforms like Facebook, X (previously Twitter), and others. A notable example is 

the MFA page, which boasts more than 470 thousand followers, indicating its 

considerable influence. The page consistently publishes updates and content at 

regular intervals.
165

 

The Ukrainian MFA website is a valuable resource available to the public in 

both Ukrainian and English. It has recently undergone a user-friendly modern update, 

providing electronic services such as embassy communication, access to embassy 

websites, handling complaints, and more. The website also includes news related to 

the ministry, updates from the minister, and a variety of offerings.
166

 Political 

figures, including the Ukrainian president, maintain personal pages on social media 

platforms. President Zelensky, in particular, has been remarkably effective in using 

these platforms, a practice he began even before the war. Zelensky stands out as one 

of the most skilled users of social media, extensively employing it for 

communication and speeches addressed to both the Ukrainian people and the 

international community. Utilizing his background in the arts and his influential 

abilities, Zelensky has adopted a unique approach, occasionally donning military 

attire even during international visits. This unconventional style has proven 

successful in securing support from the West, resulting in military aid and other 

forms of assistance. Zelensky's crisis management strategy relies on his technical 

expertise, emphasizing video visuals to address both Ukrainians and the global 

audience, effectively using it as a tool to confront Russia.
167
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Ukrainian diplomacy has gained paramount importance, especially in the 

aftermath of the recent conflict with Russia. A notable shift toward technology 

dependency has occurred, with digital diplomacy emerging as a crucial means to 

garner support, sympathy, and bolster Ukraine's global image. In 2021, the Ukrainian 

government articulated a public diplomacy strategy through the MFA. This strategy 

explicitly characterizes digital diplomacy as the strategic use of technologies and 

platforms to protect and advance the interests of the state.
168

 

This component of the strategy emphasizes the pivotal role of engaging with 

digital technology and platforms to champion and safeguard Ukrainian interests and 

standards globally. The strategy explicitly recognizes the significant role technology 

plays in international relations, stressing that Ukraine must actively utilize these tools 

to effectively convey its message, serving its interests and influencing public 

opinion. Moreover, the strategy underscores the particular significance of digital 

diplomacy, especially in the current events in Ukraine. The country has extensively 

employed digital diplomacy as a vital tool, significantly contributing to the Ukrainian 

narrative and garnering diverse forms of sympathy and support.
169

 

Ukraine has developed significant expertise in utilizing digital diplomacy 

tools, employing innovative tactics like establishing a hacker army, mobilizing 

material support, and, on occasion, using humor to garner sympathy. This includes 

the publication of amusing (mems) pictures featuring President Zelensky and 

others.
170

 

Regarding the hacker army, it was established in 2022 through a volunteer 

group, later receiving government support from Ukrainian officials, along with 

logistical assistance. Ukraine enhanced the capabilities of this army, which initially 

started as a volunteer collective of activists. This group played a significant role in 

defending the country against electronic attacks, and their experience proved crucial 

in repelling cyber threats and safeguarding electronic infrastructure. Ukraine is 

recognized for its substantial electronic expertise, being one of the leading exporters 

of electronic services, including cybersecurity, artificial intelligence, and blockchain. 

                                                
168 IBID 
169 Ayhan, N., & Kizzy, T. Understanding Digital Diplomacy Through Ukraine-Russia Events: 

The Truth Behind Events in Ukraine and Donbass . IGI global. 2022 
170

 How Ukraine Can Leverage its Digital Achievements . Digital Diplomacy Blog. 

https://digdipblog.com/2022/06/29/how-ukraine-can-leverage-its-digital-achievements/ 2022, June 29 

https://digdipblog.com/2022/06/29/how-ukraine-can-leverage-its-digital-achievements/


79 

Moreover, the development of e-government was progressing rapidly before the 

outbreak of the war.
171

 

Returning to the hacker army, it stands out as the first of its kind globally. 

Initially a sporadic volunteer force, it has evolved into a well-organized group with 

substantial support from Ukrainian officials, tens of thousands of participants, and 

advanced technical tools. The army also gained support from various online groups 

unrelated to Ukraine but willing to assist. Coordination within this army occurs 

through platforms like Telegram and X (formerly Twitter). The army is divided into 

offensive and defensive cyber units. The defensive unit focuses on protecting critical 

infrastructure like power plants and water systems, while the offensive unit supports 

the Ukrainian military in digital intelligence operations. This has been crucial in 

defending the country against cyber-attacks and misinformation campaigns. 

Additionally, the army actively participates in counter-cyber-attacks and data theft 

against the Russian government and other high-profile targets.
172

 

It's noteworthy that several significant fundraising initiatives have 

successfully garnered support for acquiring equipment, weapons, and other essential 

resources. These initiatives were spearheaded by the government through Ukrainian 

digital diplomatic channels, urging followers and users to contribute donations. A 

recent example involves the Ukrainian Armed Forces sharing details of their bank 

accounts, allowing digital audiences to contribute directly. Additionally, there have 

been appeals for donations in cryptocurrencies and other forms. This illustrates how 

a sovereign state seeks to finance its war through digital crowdfunding.
173

 

Ukraine is adept at leveraging social media platforms to effectively 

communicate its image, achieve strategic objectives, and connect with a broad 

audience spanning individuals, organizations, and nations. The success of this 

approach is not only commendable but also warrants in-depth study for its valuable 

insights. Various tools, including humorous images and memes, have been utilized 
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on these platforms to enhance Ukraine's image and counteract the spread of 

misinformation. This has played a crucial role in garnering widespread support and 

sympathy. The government's social media strategy has proven highly effective in 

shaping international perspectives on the conflict. Platforms such as Twitter, 

Facebook, and others have been instrumental in disseminating information, 

combatting misleading news, and shaping the narrative surrounding the conflict.
174

 

In the analysis of 163 tweets posted on the official pages of the Ukrainian 

government within a specified period, researchers observed a consistent strategy. The 

government employs diverse approaches, incorporating humor, religion, facts, and 

other methods to enhance its image. This flexibility in communication aims to 

effectively engage with followers and achieve the government's goals.
175

 

This is an instance of tweets that integrate religious themes specifically 

during holiday seasons: 

 

Figure 4.1: Integrate Religious Themes by Ukrainian Government Specifically 

During Holiday Seasons 

Ukraine frequently employs humorous content as a powerful means to convey 

its messages, recognizing the effectiveness of this approach in the age of social 

media, where people spend significant amounts of time on various platforms. This 
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method proves productive and aligns with a modern communication style. Notably, 

the government's platforms, particularly its account on the X platform (previously 

known as Twitter), heavily rely on humor. One notable post featured a meme 

portraying Hitler as a father admiring his son, prompting a clarification from the 

same account that it was not intended as a meme. 

 

Figure 4.2: How the Official State of Ukraine Account Incorporates Memes 

The researcher will offer more examples showcasing how the official State of 

Ukraine account incorporates memes: 



82 

 

Figure 4.3: How the Official State of Ukraine Account Incorporates Memes 

There are five main psychological reasons why memes can be powerful in 

changing how people think about global events. 

1. Social media is short and easy to consume. 

2. Images and videos make events, and people feel "real" and approachable. 

This increases emotional engagement and parasocial interaction, judging by 

the Zelensky fans. 

3. Social media and memes can normalize emotions and anxieties. This allows 

people to engage and process overwhelming events like war. 

4. Social media is immediate and feels real. Social media is the equivalent of 

word-of-mouth advertising marketers know that 90 percent of consumers 

trust word-of-mouth over all other sources. 

5. Memes' reach and shareability validate information and ideas through social 

proof, especially when Influencers, celebrities, friends, strangers, and brands 

weigh in.
176
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Social media, especially on the X platform (formerly known as Twitter), 

played a crucial role in shaping Ukraine's global perception. The government 

strategically used these platforms for communication during crises, public 

diplomacy, and state-building amidst conflicts. The official X accounts were 

effectively utilized to share information, counter misinformation, and establish the 

Ukrainian narrative. An illustrative example of this strategy was the posting of a 

video featuring an agricultural tractor pulling a Russian tank, accompanied by the 

caption "Do not mess around with Ukrainian farmers," along with the incorporation 

of humorous pictures, as mentioned earlier.
177

 

 

Figure 4.4: An Example of the E-Government’s Use of the X-Twitter Platform 

Previously 

Digital diplomacy has taken on a crucial role in shaping how conflicts are 

perceived, with diplomats and world leaders using it to interact with journalists, the 
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public, and other diplomatic channels. The X platform on Twitter has become a key 

tool for providing swift reactions to ongoing events, a trend observed globally among 

leaders and governments. Detailed messages and information are often shared 

through platforms like Facebook or official government websites. Ukraine's effective 

utilization of these platforms has played a significant role in shaping international 

perceptions of the conflict, strengthening the Ukrainian narrative, and garnering 

support for the Ukrainian position.
178

 

Ukraine and Kyiv's accounts participated in digital public diplomacy. We 

identified four primary approaches the accounts took: (1) soliciting external support, 

(2) leveraging the soft power of multinational corporations, (3) a heavy reliance on 

Western media and Internet culture, and (4) direct engagement with users and 

encouraging users to engage with them.
179

 

The official pages of Ukraine and Kiev stand out as highly active, employing 

a variety of strategies to secure support, reinforce the Ukrainian narrative, foster 

international cooperation, and shape Ukraine's global image. These pages utilize 

diverse communication methods, such as expressing gratitude to supportive countries 

through humorous images, simplifying the presentation of ideas, issuing warnings to 

Russia, urging platforms to remove content, and addressing emotions and religion. 

These innovative approaches represent new avenues for countries to navigate global 

discourse during crises or peacetime, aligning with their state objectives through 

digital diplomacy. This introduces a novel theory of digital diplomacy that may serve 

as a model for other countries in the future. 

4.2.1.1 Brand Ukraine 

The national brand marketing campaign is a strategic initiative by the state 

aimed at projecting a distinct image beyond its borders. The goal is to achieve 

specific objectives and reap various benefits for the state. This campaign leverages 

diverse means, with a strong emphasis on incorporating new technologies. Its central 

objective is to actively shape and manage the state's reputation and image, both on 

the international stage and within the local community.
180
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Countries are showing a growing interest in embracing nation branding 

strategies to drive economic growth, boost tourism, facilitate trade, and attract 

foreign investments. This strategic approach involves crafting a compelling image 

that persuades the target audience to participate in these various activities.
181

 While 

Public Relations (PR) firms have embraced Nation Branding as part of their content, 

it hasn't yet gained recognition as a formal field of study within the discipline of 

international relations.
182

 

Brand Ukraine is a comprehensive concept that encompasses various facets, 

including Ukrainian culture, history, and identity. The organization responsible for 

promoting the Ukraine brand, known as "Brand Ukraine," engages in developing 

projects and campaigns to establish a strong and enduring brand for the State of 

Ukraine. Their focus spans culture, media, brands, heritage, and more. Notably, the 

digital presence of the State of Ukraine has been significantly enhanced through the 

launch of several impactful websites and platforms. These digital initiatives play a 

crucial role in increasing Ukraine's visibility, securing both material and moral 

support, and mobilizing troops and volunteers for the ongoing conflict against 

Russia.
183

 

For much of its 20th-century history, Ukraine was largely unknown to the rest 

of the world, save for its immediate neighbors. Ahead of hosting the 2012 European 

Soccer championship, Ukraine came up with a tourism slogan called "Ukraine, it's all 

about U!" but it wasn't until 2017 that the Ukrainian government set out to give itself 

a full-fledged nation brand.
184

 

The Ukrainian government has partnered with a local advertising agency to 

develop and implement the national branding strategy. This initiative is still in 

progress and involves the creation of dedicated websites and active engagement on 

social media platforms. A substantial team is dedicated to this effort, focusing on 
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user-friendly accessibility and ensuring that the websites are interactive and easy for 

users to navigate.
185

 

This strategic approach holds a crucial position in the international arena, 

notably through platforms such as War Ukraine. Its primary function is to deliver 

accurate and timely updates on the current situation in the war against Russia. 

Additionally, it shares impactful stories about Ukrainian heroes and war survivors 

while also documenting instances of war crimes perpetrated by Russia.
186

 

An aspect that particularly grabbed the researcher's attention and merits 

discussion is the formation of the International Corps for the Defense of Ukraine. 

This initiative, launched following a presidential decision by Zelensky, has seen 

significant response from various individuals, including former ministers and 

legislators, as highlighted on their official website. Notably, a call center in Kiev 

facilitates communication, directing callers to Ukrainian embassies after a 

straightforward online registration process, as detailed on their website.
187

 

The researcher asserts that the concept discussed contributes significantly to 

enhancing Ukraine's image on both the global and local fronts, particularly amid the 

ongoing war. These online platforms continue to play a crucial role in shaping how 

Ukraine is perceived, attracting international support and sympathy. This can be seen 

as an indirect application of digital diplomacy tools, aligning with the broader 

objectives of digital diplomacy. With the government fully endorsing these strategies 

and the strategy's founder, who also serves as the current president, acting as an 

advisor for strategic communications at the Ukrainian Ministry of Foreign Affairs, 

the researcher emphasizes the interconnectedness of this approach with the broader 

realm of digital diplomacy. The integration of marketing strategies, akin to Ukraine's 

approach, is deemed essential, advocating for collaborative efforts across sectors to 

achieve common goals and enhance the state's agenda and image internationally. 

In Ukraine, the implementation of this approach is affirmed by Maria 

Libestica, the head of Brand Ukraine and an advisor to the Ukrainian Ministry of 

Foreign Affairs. According to her, there is commendable coordination and mutual 

appreciation among all ministries and departments to streamline the narrative and 
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collaborate effectively towards Ukraine's overarching objective – securing victory in 

the war across all aspects.
188

 She was contacted by the researcher via e-mail more 

than once and did not give any response. 

4.2.1.2 Russia crime website 

This official website operates as part of Brand Ukraine, in close partnership 

with the Ukrainian Ministry of Foreign Affairs and with significant material support 

from the European Union. Its main purpose is to document the war crimes committed 

by Russia in Ukraine and to share this information with the global audience.  

The main objective of the website is telling the world about the war crimes 

committed by Russian soldiers and Russian military leadership on the territory of 

Ukraine since the beginning of the full-scale invasion, as well as about their 

consequences. 

The online archive was created in early April 2022, when the world was first 

stirred by the news from the liberated Bucha and Irpin. Search engine queries 

confirmed the need to provide the world with the opportunity to quickly and 

efficiently learn the facts about Russia's crimes and see the evidence in the form of 

photo and video materials (which are allowed to be distributed by the terms of the 

investigation and moral standards). 

This electronic archive, as previously mentioned, was created with the 

purpose of providing well-documented information to international audiences about 

war crimes, delineating their nature and consequences. Its mission also includes 

advocating for Ukraine in seeking penalties for these crimes, as outlined on the 

official website. The site, available in nine languages, ensures easy navigation for 

global users and has captured the interest of 128 million people worldwide.
189

 

4.2.2 Ukrainian digital diplomacy at the popular level 

As mentioned earlier, digital diplomacy at the popular level serves as a 

complement to official digital diplomacy, even if it involves a small post from an 

individual amidst war or on an ordinary day. Recognizing the significance of this 

element at the official level is essential. There should be efforts to embrace, develop, 
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and promote popular digital diplomacy, particularly if it hasn't gained the required 

attention. 

Hence, the Ukrainian government shows significant interest in initiatives 

initiated by citizens on various topics related to Ukraine or the ongoing war. It 

actively embraces these initiatives, incorporating them into its own strategies, 

aligning them with its agenda, and closely mirroring the trajectory of official digital 

diplomacy. This supportive approach is consistently observed through the 

researcher's readings and monitoring activities in Ukraine. A notable example is the 

evolution of Brand Ukraine, initially a youth initiative, which received government 

backing and transformed into a major voice for Ukraine. Many projects associated 

with Brand Ukraine are conducted in collaboration with the Ukrainian Ministry of 

Foreign Affairs, and some of these collaborations will be discussed in this section of 

the research. 

4.2.2.1 Rise Ukraine 

This alliance represents a collaboration between local Ukrainian 

organizations and international partners, aiming to rebuild and rejuvenate Ukraine in 

the aftermath of the Russian invasion. The alliance strives to create a model of 

reconstruction characterized by integrity, sustainability, and efficiency. It emphasizes 

extensive dialogue and utilizes cutting-edge digital technology and open data. While 

the initiative is non-governmental, it actively engages with the government in an 

open and comprehensive data-driven dialogue to enhance transparency, 

accountability, and efficiency in establishing a modern, people-centric infrastructure. 

The campaign focuses on various aspects, including efforts to provide economic and 

social opportunities.
190

 

This initiative, geared towards the reconstruction of post-war Ukraine, clearly 

emphasizes the strategic use of digital technology. It actively engages in partnerships 

with both governmental bodies and international organizations, receiving support for 

its endeavors. This aligns with the broader efforts of the government and the 

Ministry of Foreign Affairs to implement digital diplomacy tools, highlighting the 
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pivotal role of technology, social media, and communication in achieving foreign 

policy objectives in Ukraine's recovery process.
191

 

4.2.2.2 What we are fighting for 

International communication campaign about 603,628 reasons why Ukrainian 

continue to fight for freedom and peace. The project aims to convey to a foreign 

audience why the territorial integrity of Ukraine cannot be a subject of discussion 

under any circumstances and what every Ukrainian man and woman is fighting for, 

in particular global peace, freedom and the future of the whole world. These 

principles are integrated into the Peace Formula of the President of Ukraine. The 

campaign also explains the values of Ukrainians, which they share with other peoples 

of the world, and emphasizes the diversity of Ukraine's regions.
192

 

The campaign, as highlighted on its official website, strongly supports and 

endorses popular initiatives in various fields. This involves collaborating with 

historical institutions, national entities, and experts to create interactive articles 

tailored to the chosen platform. The campaign, hosted on Ukraine's official website, 

features 26 articles in both English and Ukrainian. These articles explore the rights of 

each region, emphasizing their roots, heritage, people, and the motivations driving 

their struggles. The overarching goal is to counter Russian media narratives that have 

historically manipulated public perception, particularly regarding regions like Crimea 

and Donetsk. The campaign seeks to present an authentic portrayal of Ukrainian 

history.
193

 

4.2.2.3 Ukraine world 

This media initiative serves as a multilingual platform to enhance global 

comprehension of Ukraine and its ongoing events. Its goal is to deliver information 

in an interactive and accessible manner, shedding light on Ukraine's policies, 

cultures, history, and current affairs for an international audience. The content is 

available in English, French, Spanish, German, and Italian, providing a systematic 

analysis of significant developments in Ukraine. Additionally, it shares individual 
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stories to highlight the challenges and courage of those contributing to Ukraine. The 

media employs various tools, including podcasts and infographics, and is backed by 

a network of journalists and experts focused on Ukraine-related issues, collectively 

known as the Ukraine World Group.
194

 

4.2.2.4 Stop fake 

Stop fake is an initiative that began as a volunteer-driven project with the goal 

of fact-checking news and information related to Ukraine. It has been sustained 

through crowdfunding and support from various entities, including the International 

Renaissance Foundation, the Czech MFA, and contributions from Britain and 

Ireland. The campaign goes beyond merely identifying misinformation; it conducts 

analyses of propaganda, verifies information, and offers training for media 

professionals to recognize and counter fake news. Stop fake has played a crucial role 

in addressing misinformation and countering propaganda, and its efforts persist to 

this day.
195

 

Concerning individuals who actively engage on social media, they can be 

viewed as influential figures in the realm of popular digital diplomacy: 

4.2.2.5 Katrina Kruk 

She is a communication specialist and a political scientist with a focus on 

post-Maidan developments. Her work involves analyzing Russian disinformation 

campaigns in Ukraine, and she is affiliated with the Stop Viking News 

Foundation.
196

 She has a substantial social media presence, boasting over 100,000 

followers on the X platform. 

Kruk took an active part in the Euromaidan protests in 2013-2014, also 

known as a Revolution of Dignity. For her active role in communicating the 

revolution to the international audience, Kruk was awarded the Atlantic Council's 
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Freedom Award in 2014. As a communications expert, she worked in Ukrainian 

government (2014, 2017) and Ukrainian parliament (2016).
197

 

4.2.2.6 Serhiy Leshchenko 

Serhiy, a former Ukrainian journalist, politician, and influential figure in 

Ukrainian politics and journalism, holds a significant presence on social media. With 

over 350 thousand followers on the X platform (formerly Twitter), and substantial 

followings on Facebook (150 thousand) and Instagram (20 thousand), he has become 

a notable figure. Currently serving as an advisor to the Ukrainian president.
198

 

4.3 Obstacles to Ukrainian Digital Diplomacy 

Amidst the ongoing conflict in Ukraine, the war poses a dual challenge for 

digital diplomacy. On one hand, it serves as a major obstacle, and on the other, it acts 

as a crucial motivator for the Ukrainian government and the MFA to give heightened 

attention to digital diplomacy. Various factors contribute to the challenges faced by 

Ukrainian digital diplomacy, and we can delve into some of these impediments: 

Organizational Structure and Coordination Challenges: While Ukraine has 

made significant strides in digital diplomacy, there are reports suggesting that the 

institutional framework for digital diplomacy is still in the developmental stage. 

Improved coordination within the government sector and enhanced collaboration 

with civil society and its institutions are needed for further advancement.
199

 

Cybersecurity Threats: Among the significant challenges, the researcher 

emphasizes the impact of cyber-attacks, particularly given Ukraine's considerable 

progress in digital diplomacy. The extensive reliance on e-government, exemplified 

by the implementation of DIA, faces hindrance due to Russian cyber-attacks. This, in 

turn, affects the operations of the Ukrainian Ministry of Foreign Affairs and its 

utilization of digital diplomacy tools.
200

 

Misinformation and propaganda: they have surged due to the ongoing conflict 

with Russia, creating a substantial challenge for Ukrainians in differentiating 
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between authentic and false information. This poses a direct threat to the efficacy of 

Ukrainian digital diplomacy initiatives and hampers efforts to promote Ukraine’s 

interests.
201

 

This led to the existence of many official and unofficial campaigns to filter 

news and point to false news and reject it in order to control the large flow of news, 

as we mentioned earlier.  

Limited international support: Despite the continuous support that Ukraine 

receives from various countries, particularly Western nations and the United States 

across diverse domains, there is a noticeable lack of substantial support for the 

effective implementation of digital diplomacy. During these challenging times, 

support in this specific area is limited, and the researcher anticipates that, given the 

current stage of the war, it may remain a challenging aspect for the Ukrainian MFA. 

4.4 Suggestions for the Development of Ukrainian Digital Diplomacy 

The MFA of Ukraine should engage in a comprehensive dialogue with the 

Ministry of Digital Transformation (MinDigital) to understand the situation of 

Ukraine's engagement in global technological governance and the partnerships that 

Ukraine has built with private companies. The dialogue between the MFA and 

Mindigital shall result in a clear division of the functions between the two institutions 

on digital diplomacy. Ukraine has the opportunity to build a sustainable and strategic 

institutional model similar to the one that exists in the EU: with the Vice Prime 

Minister leading Ukraine's digital policy development and priorities while the MFA 

shall on a daily basis assist in its externalization according to the foreign policy 

priorities with the support of the Ministry of Digital Transformation.  

At the level of the MFA, Ukraine still perceives digital diplomacy only 

through the prism of communication tools and as a part of public diplomacy. Thus, 

the Ministry needs to start the work on the updated strategy for digital diplomacy 

recognizing its importance in the work of the diplomats and the diplomatic 

representations overall for the achievement of the foreign policy goals. The updated 

approach of the MFA toward digital diplomacy should include the mapping of the 

current existing opportunities for cooperation in the digital domain at bilateral, 
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regional, and multilateral levels and advocate for new platforms for engagement with 

like-minded partners in the way the EU does.  

The MFA should have the responsible official position for the performance of 

digital diplomacy which would establish the link between the MFA's coordination 

with the Vice-President, Ministry of Digital Transformation, diplomatic 

representations, and external partners. The Chief Digital Transformation Officer 

(CDTO) is responsible for internal processes and needs to be also engaged in the 

external dimension. Or Ukraine might follow the example of Denmark and many 

other states and appoint a digital ambassador who will deal with the portfolio of 

digital diplomacy and will coordinate and implement work in this regard.  

Following the EU's examples, MFA in cooperation with the Ministry of 

Digital Transformation needs to conduct training for diplomats on the basics of 

digital policies, geopolitics of technologies, and online safety skills so that to make 

sure Ukraine's digital diplomacy serves Ukraine's foreign policy goals.  

Ukraine needs to continue actively to promote its best practices regarding the 

Diia ecosystem at all possible levels: global, regional, and bilateral. It is an example 

of products-oriented digital diplomacy and it needs to continue to be externalized in 

other states. But in terms of its promotion, more and more questions from partners 

will be raised about the security standards of Diia, the data protection regulations, 

data infrastructure, etc. Thus, Ukraine needs to be ready for these questions. Global 

and EU agendas are much more enrooted in the regulations rather than products and 

Ukraine needs to consider it. The narrative needs to be changed from "building the 

most convenient digital state", to "building the most convenient safe digital state". 

More expert discussions and research in Ukraine should take place on digital 

diplomacy, and the use of the technologies in Ukraine for achieving its domestic and 

foreign policy goals. Moreover, the Ukrainian expert network shall follow the 

discussions around the EU-US Trade and Tech Council to understand the 

transatlantic narratives and work on the digital and technology governance.
202
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5. CONCLUSION 

The swift evolution of technology has introduced profound changes to our 

public lives, prompting us to consistently explore ways to harness its benefits across 

various fields. It necessitates strategic investment to achieve our goals and remain 

aligned with technological advancements. Continuous learning emerges as the key 

solution, ensuring that we don't lose our ability to thrive in our respective fields. 

Furthermore, it underscores the importance of solidifying and reinforcing traditional 

diplomacy, acknowledging its indispensability despite the continuous development 

of digital diplomacy and its tools. 

The primary objective of this study was to comprehensively examine the 

landscape of digital diplomacy, both globally and specifically within the contexts of 

Palestine and Ukraine. The focus extended to exploring the practical applications of 

digital diplomacy in these countries, particularly during periods of conflict. The 

study delved into various aspects, including evaluation methods, development 

processes, and implementation strategies. The aim was to pinpoint challenges 

impeding its progress, intending to address and reform these obstacles. The ultimate 

aspiration was to establish a cohesive and effective utilization of digital diplomacy 

and its tools, strategically aligned with the state's interests. This strategic alignment 

aimed to exert influence on international policies, facilitating the achievement of the 

state's external objectives. Throughout the study, the crucial importance of digital 

diplomacy, its practical application, and the strategic use of its tools for the benefit of 

the state in pursuing its external goals were emphasized. 

The researcher has a keen interest in Palestine, recognizing the need for 

policy enhancements to align with the rapid developments in digital diplomacy. This 

adjustment is crucial for Palestine to keep pace with Israel in this dynamic field, a 

key factor in realizing diplomatic objectives. The study delves into the intricacies of 

Palestinian diplomacy, tracing its historical evolution and stages of development. It 

highlights Palestine's relatively modest investment in digital diplomacy, signaling the 

necessity for intensified efforts. The researcher asserts that, so far, Palestine hasn't 
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fully harnessed the potential of diplomacy. The study reveals ongoing initiatives 

across various Palestinian embassies to invest in diplomacy. Notably, the researcher 

observed tangible progress, particularly in the Palestine mission to Britain, 

showcasing substantial advancements through social media and effective 

engagement with local institutions. Detailed exploration of these developments will 

be a focal point in subsequent studies by the researcher. 

Throughout the various phases of this research, the study delved into the 

profound impact of digital diplomacy and its diverse tools, be they official or 

embraced by the public, across different political strata worldwide. This impact was 

prominently illustrated in the Sheikh Jarrah neighborhood case, where the Palestinian 

voice surged to unprecedented heights, giving rise to movements and witnessing 

innovative forms of popular solidarity. These dynamics played a role in influencing 

the policies of countries, prompting a shift from their initial stances due to a 

combination of popular and official pressures. Furthermore, the study suggests that 

the events in Palestine have significantly influenced Ukraine's adept use of digital 

diplomacy. Ukraine has effectively sought both material and moral support, striving 

to maintain a robust presence in international forums across political, economic, and 

even sports domains through the steadfast application of digital diplomacy. 

As the researcher progressed through this study, it became evident how 

crucial the term under examination is in shaping the policies of countries and, 

consequently, influencing international strategies. This significance is particularly 

magnified in the era of rapid electronic advancements, demanding that nations keep 

up to achieve their goals. A noteworthy development is the transformative impact of 

digital diplomacy, breaking the monopoly once held by major powers and nations 

over diplomatic practices, which used to require extensive human and material 

resources. With the advent of digital diplomacy and the subsequent technological 

surge, this scenario has changed, providing all nations with equal opportunities to 

excel in the diplomatic arena through its diverse and rapidly evolving tools. 

Hence, the study's findings lead to the conclusion that digital diplomacy has 

seamlessly integrated into traditional diplomatic practices. It significantly contributes 

to achieving a state's goals and enhancing its image globally and within specific 

target societies. The researcher suggests embracing digital diplomacy alongside 

traditional methods, emphasizing the need for a comprehensive strategy crafted by 
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the competent department, informed by previous in-depth studies. Digital diplomacy 

proves effective in streamlining various processes, saving time, effort, and resources. 

The recommendation emphasizes fostering collaboration between official and public 

diplomatic figures, working towards common goals while avoiding sidelining or 

neutralizing influential parties, even when ideological differences exist. Furthermore, 

the researcher underscores the importance of collaborating with civil society 

institutions operating at full capacity. 

In light of the aforementioned points, the researcher suggests enhancing the 

presence of verified platforms on various social media channels used by the Ministry 

of Foreign Affairs, as well as in all embassies, consulates, and missions globally. 

This becomes especially crucial for countries that hold significant influence on the 

international stage. The recommendation emphasizes the importance of a 

collaborative and energetic approach, utilizing diverse means. Furthermore, 

diplomats should receive training to effectively leverage digital diplomacy tools, 

with a keen focus on staying updated on their daily advancements. Additionally, 

establishing dedicated sections for thorough monitoring and active engagement in 

this field is advised. 

The researcher proposes incorporating diverse fields, particularly marketing, 

into the practices carried out by countries. This recommendation stems from the 

close relationship between digital diplomacy and the concept of promoting a state's 

image internally and externally. The emphasis is on the importance of embracing 

various disciplines, avoiding isolation in our interconnected world, and fully 

leveraging any idea or scientific knowledge that can support the concept of digital 

diplomacy to attain the desired goals. 

The researcher further proposes the formulation of policies and laws that 

adapt to the evolving landscape of digital diplomacy, ensuring they do not impede 

progress. The call for international collaboration is emphasized to foster a deeper 

global understanding and achieve necessary alignment for widespread benefits. The 

researcher underscores the importance of ongoing research in this rapidly evolving 

field. 

A solitary comment on a video or post can significantly influence the 

opinions of many individuals who typically relied on official channels to shape their 

understanding. However, in today's landscape, adhering to this traditional approach 
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has become difficult for countries. Changing established concepts is also no easy feat 

for other nations. Nonetheless, overcoming these challenges is not impossible, 

provided there is a strategic approach, the use of effective tools, and a commitment 

to comprehensive cooperation. 
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