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MAZE-BASED SHIELD DESIGN
TO PROTECT ICs AGAINST INVASIVE HARDWARE ATTACKS

SUMMARY

Integrated Circuit (IC) technology has gained significant importance today and found
a wide range of applications. However, hardware attacks pose a potential threat by
enabling unauthorized access to sensitive data within the system, which is a prominent
concern for users and the industry.

Hardware attacks aimed at accessing critical data in IC architectures can be categorized
into non-invasive and invasive attacks. Non-invasive attacks involve analyzing
side-channel information or software-based interventions, while invasive attacks
require physical access to the circuit’s internal structure. Non-invasive attacks include
Interference, Fault Injection, Electromagnetic, and Optical Fault Injection. Invasive
attacks include Chip Decapsulation, Microprobe Usage, and Focused Ion Beam Attack.
These attacks reveal security vulnerabilities in IC architectures and highlight the need
for improved security measures.

This thesis proposes a maze-based shield structure to enhance the security of ICs
against invasive hardware attacks, which require physical access. The maze-based
multi-layered shield structure is designed to protect confidential data within ICs from
invasive hardware attacks. It provides active shield protection by monitoring the flow
of a bit sequence through the shield. Building a shield that works well must have three
key features: complexity, connectivity, and full coverage. A maze-based structure
provides the necessary complexity, while connectivity ensures data flows smoothly
through the shield. Full coverage means that the shield must cover all the points in a
graph. When a shield satisfies the Hamiltonian cycle condition, it is fully covered and
connected.

Maze algorithms can create intricate patterns but do not inherently have the
Hamiltonian cycle property. To fulfill this condition, the shield generation algorithm
uses the maze algorithm’s outputs and establishes connections between each new
node. In the thesis, the "Minimum Spanning Tree (MST)" and "Artificial Fish Swarm
Algorithm (AFSA)" are used for maze production. The entropy of the directions in the
generated shield structures is used as a complexity metric.

This thesis discusses the creation of multi-layered shields for IC security. Single-layer
shields are becoming less reliable due to evolving hardware attack methods. The
multi-layered shield structure provides more effective protection. It involves
connecting two single-layer shield structures with common paths to create a
maze-based multi-layered shield structure that meets complexity and Hamiltonian
cycle requirements. However, undesired loop structures may form, leading to the
violation of the Hamiltonian cycle condition. A loop control algorithm has been
developed and added to the production stage to prevent this.
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A multi-layer shield generation using a small multi-layer shields algorithm has been
designed to produce shields for protecting larger areas. This algorithm divides the
area into N horizontal and M vertical areas and runs the maze-based multi-layered
shield structure creation algorithm N x M times. The resulting shield structure provides
a more robust defense against hardware attacks, protecting sensitive data within IC
structures.

As a future task, covering a large area with multiple shield structures and creating
interleaved sub-shields structures can be added to achieve more effective protection by
transforming the algorithm structure designed within this thesis’s scope.
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ISTILACIi DONANIM SALDIRILARINA KARSI ENTEGRE DEVRELERI
KORUMAK ICIN LABIRENT TABANLI KALKAN TASARIMI

OZET

Gelisen Entegre Devre teknolojisinin hizla ilerlemesiyle birlikte, giiniimiizde Entegre
Devre yapilari, teknolojik sistemler igerisinde kilit bir konuma ve biiyiik bir 6neme
sahiptir. Bu yapilar, cesitli sektorlerde genis bir uygulama yelpazesi bulmus ve bir¢ok
farkli alanda kullanilmaktadir. Ancak, bu genis kullamim alanlarina paralel olarak,
Entegre Devre yapilari icerisinde depolanan kritik bilgilerin giivenligi de 6ne ¢ikan bir
sorun haline gelmistir.

Giintimiizde, Entegre Devreler lizerinde gerceklestirilebilen donanim saldirilari,
sistemin icerisinde barindirdig1 hassas verilere yetkisiz erisim saglama potansiyeli
tasimaktadir. Bu durum, kullanicilar ve endiistri acisindan istenmeyen bir giivenlik
tehdidi olusturmaktadir.

Entegre Devre yapilan icindeki kritik verilere ulasma amaci giiden saldirganlar,
donanimsal saldir1 tekniklerine bagvurmaktadir. Bu teknikler, genellikle iki ana
kategoride incelenebilir: istilact olmayan ve istilact donanimsal saldirilar. Istilaci
olmayan donanimsal saldirilar, genellikle fiziksel erisim gerektirmeyen yOntemleri
kapsar ve yan kanal bilgilerinin analizi veya yazilim temelli miidahaleleri icerir. Yan
kanal saldirilari, Girisim Saldirilari, Hata Enjeksiyon Saldirilari, Elektromanyetik
Hata Enjeksiyonu ve Optik Hata Enjeksiyonu gibi alt kategorilere ayrilir. Yan kanal
saldirilari, cihazin yan kanal bilgilerini analiz ederek, gii¢ tiiketimi, elektromanyetik
radyasyon veya zamanlama gibi yan kanal bilgilerini kullanarak hassas bilgileri
cikarma amacini tagir. Girisim saldirilari, cihazin normal isleyisini bozmak i¢in enerji
dalgalanmalarim1 hedefler. Hata enjeksiyon saldirilari, sisteme kasith olarak hatalar
enjekte ederek normal isleyisi bozmaya calisir. Elektromanyetik hata enjeksiyonu,
elektromanyetik alanlar kullanarak hedef sistemi hedef alirken, optik hata enjeksiyonu
ise lazer veya 151k kaynaklar1 kullanarak optik yollarla hatalar enjekte etmeyi icerir.
Ote yandan, istilaci donanimsal saldirilar, genellikle fiziksel erisimi gerektiren ve
entegre devrenin i¢ yapisina yonelik miidahaleleri igceren saldiri tiirlerini icerir.
Bu tiir saldirilarda saldirganlar, genellikle entegre devrenin dis kapsiiliinii agarak
veya mikroskobik igneler kullanarak devrenin i¢ bilesenlerine erigsim saglarlar. Cip
Kapsiiliiniin Acilmasi, Mikroprobe Kullanma ve Odakli Iyon Demeti Saldiris1 gibi
alt kategoriler, istilact donanimsal saldir1 tiirlerini temsil eder. Cip kapsiiliiniin
acilmasi, entegre devrenin dis kapsiiliinii acarak i¢ yapisina erismeyi amaclar.
Mikroprobe kullanma, mikroskobik igneler kullanarak devrenin i¢ bilesenleriyle
etkilesime gecilmesine odaklanir. Odakli iyon demeti saldirist ise iyon demeti odakl
bir demet kullanarak devreye miidahale eder ve i¢ yapisinda degisiklikler yapmay1
hedefler. Bu donanimsal saldir1 teknikleri, entegre devre yapilarindaki giivenlik
aciklarini vurgulayarak, bu alandaki giivenlik 6nlemlerinin gelistirilmesi konusunda
onemli bir odak noktas1 olusturmaktadir.
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Istilaci olmayan saldirilara kargi alinabilecek ©Onlemler genellikle, yan kanal
bilgilerinin analiz edilmesini zorlastiracak, gii¢ tiiketimi, elektromanyetik radyasyon
veya zamanlama gibi yan kanal bilgilerini koruyacak ve bu tiir saldirilart 6nleyecek
giiclii sifreleme yOntemlerinin uygulanmasini icermektedir. Buna karsin, istilaci
donanimsal saldirilara karg1 alinabilecek onlemler, fiziksel erisim gerektiren dogasi
nedeniyle daha zor ve karmagik olabilir. Bu tez, soz konusu giivenlik zorluguna
etkili bir ¢oziim sunmak amaciyla cok katmanli labirent tabanli bir kalkan yapisi
onermektedir. Labirent tabanli kalkan yapisi, entegre devrelerin giivenligini artirmak
ve istilact donanim saldirilarina kargi bir ¢6ziim sunmaktadir.

Labirent tabanli ¢cok katmanli kalkan yapis1 Entegre Devreler icerisindeki gizli
verilerin istilact donamim saldirilarindan korunmas: hedeflemektedir. ~ Labirent
tabanli ¢cok katmanl kalkan yapisinin Entegre Devre iizerinde aktif kalkan korumasi
saglamasi hedeflenmektedir. Aktif kalkan korumasi, dijital bir devre ile iiretilmis bit
dizisinin kullanilan kalkan iizerinden kesintisiz bir sekilde aktigini1 kontrol etmeye
dayali koruma yontemidir. Dijital ortamda bulunan bit kontrol devresi sayesinde
giristen gonderilen bit bilgisinin tiim kalkan tizerinden aktigin1 yani kalkan iizerinde
baglantisal bir sorun olmadigin1 garanti etmeye dayanir. Kalkan tizerinde herhangi bir
baglant1 problemi oldugu tespit edilirse donanimsal bir saldir1 oldugu tespit edilmis
olur. Bu sayede Entegre Devre igerisindeki kritik verilerin korunmasi saglanmis olur.

Bu amagla olusturulmus yapinin korunmasi istenilen bolgeleri etkin bir sekilde
koruyabilmesi i¢in bazi1 ozelliklere sahip olmasi gerekmektedir. Bu 06zelliklerden
ilki karmagik bir yapiya sahip olmasidir. Istilact donanim saldirilarinda, saldirganlar
Entegre Devrelerin i¢ yapilarim1 analiz etmektedir. Bu analizler sonucunda devrenin
yapisim ¢Oziip kritik verileri elde etmeyi hedeflemektedirler. Karmasik bir kalkan
yapisiyla gizli verilerin saklandigi alanlarin kapatilmasi yontemiyle saldirganlarin bu
verileri elde etmesi engellenebilir. Labirent yapilar1 karmagiklik tizerine kurgulanmis
yapilardir.  Labirent tabanli kalkan iiretimi bu gereksinimi karsilamak amach
kullanilmigtir. Kalkan yapisinin diger temel 6zelligi baglanirhik. Baglanirlik 6zelligi
kalkan yapisinin dijital bir devre tarafindan iiretilmis bit dizisinin kalkan iizerinden
gecerek bit kontrol devresine ulagsmasini saglayacak ozelliktir. Bu 6zellik sayesinde
kalkan iizerinden akan bit dizisinin kontrolii yapilip aktif koruma devresi saglanmig
olacaktir.  Etkili bir kalkan yapisimin son 06zelligi de tam kapsayiciliktir. Tam
kapsayicilik, kalkan tarafindan korunmas istenilen alandaki tiim diigiimlerin kalkan
yapisina dahil olmasimi ifade eder. Bu sayede kalkan ile korunmak istenilen
alanda herhangi bir bosluk kalmayarak saldirgan icin potansiyel bir saldirt noktasi
birakilmamis olur. Hamiltonian cemberi 6zelligine sahip bir kalkan yapist baglanirlik
ve tam kapsayacilik 6zelliklerini saglayan bir yap1 olusturacaktir. Hamiltonian cember,
bir grafin tiim diigiimlerini iceren ve baslangi¢ diigiimiine geri donen bir cevreyi ifade
eder. Yani, bir grafin Hamiltonian ¢emberi, baglangi¢ diigiimiinden baslayarak her
diiglimii yalnizca bir kez ziyaret eden bir ¢cemberdir. Bu tez kapsaminda baglanirlik
ve tam kapsayililik Ozellikleri birlestirilerek Hamiltonian ¢emberi kosulu olarak
isimlendirilmigtir.

Aktif kalkan yapisinin temel gereksinimlerden biri olan karmagik bir yapiya sahip
olmas1 Ozelligi labirent algoritmalar: ile saglanabilmektedir. Labirent algoritmalari
tabiat1 geregi karmasik bir goriintii 6riintiisii olusturmay1 hedeflemektedir. Fakat diger
bir gereksinim olan Hamiltonian ¢cemberi labirent algoritmalari i¢in hedeflenen bir ¢ikt
degildir. Labirent tabanlh kalkan iiretiminin 6nemli asamalarindan biri Hamiltonian
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cemberi 0zelligini saglamayan kompleks labirent algoritmalar ¢iktilarint Hamiltonian
cemberi kosulunu saglar hale getirmektir. Bu kosulu saglamak i¢in N sayida siitiin ve
kolona sahip olan algoritma ¢iktisi 2N siitiin ve kolon sayisina ¢ikartilir. Sonrasinda her
bir yeni diigiim arasindaki baglanti labirent algoritmasi ¢iktis1 baz alinarak baglanir.
Bu baglanti sonucunda Hamiltonian ¢emberi 6zelligini saglayan kompleks bir kalkan
tiretilmis olur. Bu sayede iiretilen tek katmanli kalkan donanim saldirilarina karsin
kullanilabilir hale gelmistir. Bu tez kapsaminda labirent tiretimi icin iki farkli algoritma
kullanilmigtir. Bunlardan ilki "Minimum Spanning Tree (MST)" algoritmasidir. MST
problemi en temel graf teori konseptlerinden biridir ve bu yontemle labirent iiretimi
kullanilan bir yapidir. Bu yapiya ek olarak "Artifical Fish Swarm Algoritmasi
(AFSA)" labirent tiretimi i¢in kullanilmistir. AFSA oldukca etkili bir siirli zeka
algoritmasidir. Bu algoritma kompleks yapida labirent iiretimi i¢in kullanilmaktir.
Anlatilan labirent algoritmalar1 c¢iktilarindan kalkan iiretme algoritmasi sayesinde
bu ciktilar ile iretilen kalkan yapilart Hamiltonian ¢cemberi kriterini saglamaktadir.
Diger bir kriter olan kompleks bir kalkan yapisinin olusturulmasi analizi i¢in bir
metrige ihtiya¢c duyulmustur ve bunun icin olusturulan kalkan yapilarindaki yonlerin
entropisi karmasiklik metrigi olarak kullanilmistir. Bu metrige gore olusturulabilecek
maksimum entropi degeri 1.00 bit olarak belirlenmistir. Daha temel bir algoritma
olan MST ile olusturulan kalkanlarin entropi degeri 0.9’da kalirken AFSA ile iiretilen
kalkan yapilarinin entropi degerlerinin 0.99 oldugu goriilmiistiir. Bu sonuca bakilarak
karmagik bir labirent tiretmeyi saglayan algoritmalarin kullanilmasiyla kompleks bir
kalkan yapis1 olusturulabilmektedir.

Bu tez kapsaminda ele alinan diger bir konu da ¢ok katmanlh kalkan iiretimidir.
Gelisen donanim saldirilar1 yontemleri sayesinde tek katmanl kalkan yapilar1 Entegre
Devre giivenligi acisindan daha az giivenilir hale gelmistir. Cok katmanl kalkan
yapist bu donanim saldirilarina kars1 daha etkin bir koruma sunmaktadir. Bu yapinin
olusturulmast iki tane tek katmanli kalkan yapisinin birbirine baglanmasini baz
almaktadir. Bu baglanti sirasinda tek katmanli kalkan yapist olusturulurken goz
Oniine alinan karmagiklik ve Hamiltonian ¢emberi gereksinimleri siirdiiriilmiistiir. Cok
katmanli kalkan yapisini olusturabilmek i¢in dncelikle iki tane kompleks tek katmanli
kalkan yapisi1 olusturulur. Bu kalkanlarin ortak baglanti yollar1 belirlenir ve bu baglanti
yollarindan birbirine baglanir. Bu baglantilar sayesinde kompleks ve Hamiltonian
cemberi gereksinime uygun labirent tabanli ¢ok katmanli kalkan yapis1 olusturulur.
Bu yap1 olusturulurken belirlenen bazi kosullar dikkate alinmazsa istenmeye dongii
yapilart olusur. Bu istenmeyen dongii yapilart Hamiltonian ¢emberi kosulunun
bozulmasina sebep olmaktadir ve engellenmemesi durumunda bit dizisi kontrol devresi
islevini yitirmektedir. Bu kosullart ortadan kaldirmak i¢in dongii kontrol algoritmasi
gelistirilip ¢ok katmanl kalkan tiretimi asamasina eklenmistir.

Cok katmanli kalkan yapisi elde edildikten sonra pargali kalkan iiretme algoritmasi
da tez kapsaminda tasarlanmistir. Bu algoritma daha biiyiik alanlar1 korumaya yonelik
kalkan iiretimini amaglayan bir tasarimdir. Kalkan ile korunmasi planlanan biiyiik alan
N yatay M diisey alana boliiniir. Bu alanlar labirent tabanli ¢cok katmanli kalkan yapisi
olusturma algoritmasimnin NxM defa calistirlmasiyla korumaya alinir. Bu yap1 icin
NxM sayida aktif kalkan yapisinda kullanilan alt modiile ihtiya¢ duyulmaktadir. Bu
sayede korunmas istenen alan NxM sayida kalkan yapistyla korunmus olup donanim
saldirilarina kars1 daha dayanikli bir yap iiretimi saglanacaktir.
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Tasarlanmig algoritmalar ile labirent algoritmalarinin ¢iktilart kullanilarak Entegre
Devrelere yapilan donanimsal saldirilara etkin bir ¢6ziim yolu sunan labirent tabanh
cok katmanli kalkan yapisi iiretilmistir. Bu kalkan yapisiyla bircok alanda etkin
sekilde kullanilan Entegre Devre yapilarinin igerisinde bulunan hassas veriler ii¢iincii
kisilerden korunmus olacaktir. Bu 6nlem de Entegre Devrelerin bircok alanda daha
giivenilir bir sekilde kullanilmasina olanak saglayacaktir.

Ileri calisma olarak ise, bu tez kapsaminda tasarlanan biiyiik bir alani birden fazla
kalkan yapisiyla kaplama algoritmasi alt labirent yapilarinin birbirilerine gecisli bir
yapida olusturulmasina olanak saglayan bir algoritma yapisina dondiiriilmesi halinde
daha etkin bir koruma saglanabilir.
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1. INTRODUCTION

The IC sector has recently experienced tremendous growth and innovation. This
has solidified the pivotal role of these microelectronic components across many
technological domains. As the complexity and sophistication of ICs continue to
increase, so does the volume and critical nature of the data they carry. This surge in
significance has given rise to a concomitant demand for heightened security measures,
especially in light of the realization that these ICs are entrusted with sensitive and

confidential information.
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Figure 1.1 : IC Market Size, 2022 to 2032(USD BILLION) [1]

ICs are crucial to the functioning of various applications, from telecommunications to
healthcare, finance, and national security. They hold valuable data, including personal
user information and proprietary business intelligence. Therefore, it is essential to
protect these ICs. As ICs become more integrated into our daily lives, addressing
vulnerabilities that could compromise the integrity and confidentiality of the stored

data becomes increasingly urgent.

One of the growing concerns in the field of technology is the vulnerability of
ICs to hardware-based attacks. These attacks can exploit unnoticed weaknesses
at higher levels of abstraction and can be classified into two categories: invasive
and non-invasive. Non-invasive hardware attacks typically involve methods that
do not require physical access and include analyzing side-channel information or
software-based interventions. On the other hand, invasive hardware attacks usually

involve physical access and interventions that target the internal structure of the IC.



In such attacks, the perpetrator often gains access to the circuit’s internal components
by opening the IC’s outer casing or using microscopic needles. Chip Decapsulation,
Microprobing, and Focused Ion Beam(FIB) Attacks are subcategories of invasive

hardware attacks.

For the security of ICs, a physical shield structure can be employed against invasive
attacks. This structure prevents attackers from obtaining confidential information
within the IC. Through this shield structure, the continued effective use of ICs in

technology can be ensured.

1.1 Literature Review

Utilizing the proposed physical shield structure against invasive hardware attacks is
an effective defense method. The concept of a maze-based multi-layer shield is
recommended for this protective structure. Based on a labyrinth design, the multi-layer
shield aims to safeguard confidential data within ICs from invasive hardware attacks.
The maze-based multi-layer shield structure aims to provide active shield protection
on the Integrated Circuit. Active shield protection relies on a protection method that
involves monitoring the uninterrupted flow of a bit sequence generated by a digital
circuit through the employed shield. It ensures that the transmitted bit information
from the input flows seamlessly through the entire shield, indicating no connectivity
issues on the shield. The detection of any connectivity problem on the shield signifies
a hardware attack. This approach ensures the protection of critical data within the

Integrated Circuit.

Building a shield that works well must have three key features: complexity,
connectivity, and full coverage. A maze-based structure provides the necessary
complexity, while connectivity ensures data flows smoothly through the shield. Full
coverage means that the shield must cover all the points in a graph. A shield is fully

covered and connected when it satisfies the Hamiltonian cycle condition.

Shield designs meeting these criteria can be found in the literature [3] [4] [7]; however,
the production of a maze-based shield represents a novel concept proposed within the
scope of this thesis. The maze-based design aims to effectively defend against attacks

on ICs by generating a complex pattern using the maze concept. This introduces a new



and innovative approach to designing shields specifically tailored to enhance resilience

against attacks on ICs.

1.2 Hypothesis

This thesis proposes an effective method to protect ICs against invasive hardware
attacks. It achieves this by utilizing maze algorithms to create complex shield
structures that can be integrated into the Active Shield Architecture. The thesis
advocates for the development of multi-layer shields instead of single-layer shields
to enhance IC security. With these advancements, a multi-layer shield can be produced
to provide effective protection against invasive hardware attacks. Moreover, the shield
structure design can be integrated into the Digital ASIC Design Flow, making it a

feasible structure for IC production.






2. BACKGROUND

2.1 Hardware Attacks

Due to their versatility and diverse applications, IC structures have become essential
in many technological systems. With the rapid advancement of IC technology,
these structures are now widely used in various fields, from computing and
telecommunications to healthcare and security. Despite their benefits, the security
of critical information stored within IC structures is a growing concern. As these
structures are increasingly utilized in sensitive applications, the risk of unauthorized
access and data breaches has become significant. Therefore, it is crucial to enhance the
security measures of IC structures and ensure that critical information is adequately

protected.

As technology advances, hardware attacks on ICs have become a growing concern
for security experts. These attacks could lead to unauthorized access to sensitive data
within a system, posing a significant risk to individuals and industries. This undesirable
situation highlights the urgent need for enhanced security measures to prevent and

mitigate the effects of such attacks.

Attackers often use hardware attack techniques to access critical data within IC
structures. These techniques can generally be divided into two main categories:
non-invasive and invasive hardware attacks. Non-invasive hardware attacks typically
involve methods that do not require physical access, such as analyzing side-channel
information or software-based interventions. On the other hand, invasive hardware
attacks usually require physical access and involve interventions directed toward
the internal structure of the IC. In such attacks, attackers often gain access to the
internal components of the circuit by opening the external capsule of the IC or using
microscopic needles, potentially allowing them to extract sensitive data. It is critical for
organizations to be aware of these hardware attack techniques and implement measures

to mitigate the risks associated with them.



2.1.1 Non-invasive attacks

Non-invasive hardware attacks refer to methods that do not require physical access
to a device and involve analyzing side-channel information or software-based
interventions. Side-channel attacks can be classified into different sub-types, such
as Interference Attacks, Fault Injection Attacks, Electromagnetic Fault Injection,
and Optical Fault Injection. These attacks aim to extract sensitive information
from a device by analyzing side-channel information such as power consumption,
electromagnetic radiation, or timing. Fault injection attacks aim to inject errors to
disrupt the system’s normal functioning deliberately. To prevent non-invasive attacks,
measures should be implemented to make the analysis of side-channel information
more challenging, protect side-channel information such as power consumption,

electromagnetic radiation, or timing, and implement robust encryption methods.

2.1.2 Invasive attacks

An invasive hardware attack on ICs is a type of physical assault that involves gaining
access to the internal structure of ICs and manipulating them. Attackers may use
methods like altering components of ICs, reading or modifying memory contents, and
cutting or manipulating connections, among others. The goal of such interventions

may be to disrupt the functionality of ICs or gain access to sensitive information.

These attacks focus on the device’s physical security and require advanced technical
knowledge and hardware. By exploiting vulnerabilities in ICs, these attacks bypass
other security measures put in place. Therefore, designing and producing ICs with

security standards in mind plays a critical role in preventing such attacks.

2.1.3 Decapsulation

Decapsulation is a form of invasive hardware attack aimed at gaining access to the
internal structure of a hardware device by physically removing its security measures.
Attackers, by removing protective coatings or masks from the target device, directly
access its internal components and may attempt to seize cryptographic keys by
examining electronic components. This type of attack is typically conducted in
a laboratory environment, and countermeasures are implemented through hardware

security designs to mitigate its impact. Such attacks pose a potential threat to



the security of hardware used in critical applications, military systems, or essential

infrastructures.

The first step in decapsulating a microchip is to remove it from the circuit board to
make it easier to handle. Next, a cavity is carefully carved into the center of the IC
package using a Dremel tool, as shown in Figure 2.1. This cavity should be deep
enough to hold a drop of acid while ensuring the die below remains undamaged from

the milling process.

Figure 2.1 : Milling a cavity into the desoldered chip [2]

During the next step of the process, the chip is heated, and a drop of acid is applied
to the milled cavity with great care. Usually, nitric acid or sulphuric acid is used for
this process, as shown in Figure 2.2. After the reaction of the acid with the epoxy
package has been completed, the chip is rinsed in acetone. Etch steps and rinse steps
are repeated until the die is exposed. Depending on the type of attack, it is also possible
to remove the package altogether by using this technique. In the case of invasive
attacks, the chip needs to remain functional, and only the top epoxy cover of the chip

is removed.

Figure 2.2 : Chip decapsulation with nitric acid (left), rinsing with acetone (right). [2]

2.1.4 Microprobing

Microprobing is an invasive hardware attack involving the use of micro-scale

measurement tools to examine, measure, or modify the internal structure of ICs.



This kind of attack is usually carried out when ICs are physically accessible, and it
involves making contact with the pins or connection points of ICs using specialized
micro-probing devices, as in shown Figure 2.3 Microprobing analyzes signals within
ICs, debug issues, or identify potential security vulnerabilities. Attackers can disrupt
the functionality of ICs, gain access to internal information, or bypass security
measures using this method. Therefore, to protect against such attacks, measures such
as the physical security of ICs, secure design practices, and compliance with security

standards should be taken.
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Figure 2.3 : Probing Attacks [3]

2.1.5 Focused ion beam (FIB)

FIB is an invasive hardware attack to compromise ICs. This involves using a focused
ion beam to create small holes on the surface of ICs, as shown in Figure 2.4. FIB
technology focuses an ion beam onto the material’s surface, causing it to be sputtered

or ablated.



30kV
I Ga'

o
@

[ Die -

Shield ® Sample  Shield

Wire Wire
Target
Wire

(a) (b)

Figure 2.4 : (a) FIB deposits platinum in the milling cavity to build conducting the
path from the target wire. (b) The deposited conducting path serves as an electrical
probe contact. [4]

FIB attacks can be used to examine the internal structure of ICs, sever connections,
manipulate components, or bypass security measures. The ion beam thins the surface
material during the attack, allowing for detailed microscopic procedures. FIB attacks
require specialized knowledge and expertise to overcome the physical security of
ICs. Therefore, defenses against FIB attacks include physically protecting ICs and

implementing security measures to make such attacks more challenging.



Figure 2.5 : Unlock the access to an internal memory thanks to FIB [3]

2.2 Active Shield Protection for Hardware Attacks

With the increasing sophistication of hardware attack techniques, safeguarding
confidential information stored in ICs has become a significant concern. To tackle this
problem, the shielding method offers an effective solution against hardware attacks
that aim to extract data from ICs. The shielding solution covers regions not intended to
be accessed by attackers with a shield structure. This physically prevents unauthorized

access to sensitive data by attackers.

There are two techniques for shielding: Passive Shielding and Active Shielding.
Passive shielding relies on analog shield integrity measurement and employs
characteristics such as the capacitive load of a line to establish a unique signature.
However, this approach has vulnerabilities as it must accommodate certain variations
in the monitored quantity. On the other hand, active shielding is a more robust
alternative. This methodology involves injecting random sequences of bits into the
topmost metal circuit and subsequently verifying that these sequences remain unaltered

throughout their journey.
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2.2.1 Active shield architecture

Active shields are a crucial defense mechanism against invasive hardware attacks,
aiming to make probing attacks more difficult, if not impossible [8]. Active Shield
architecture provides high-level security against probing attacks. It consists of a bit
checker, bit pattern generator, and shield structure, as shown in Figure 2.6, providing

adequate protection against hardware attacks.
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Figure 2.6 : Active Shield Architecture

The bit pattern generator module used in the Active Shield design is a subsystem
controlled by digital circuits on the IC, responsible for creating a specialized protection
pattern. This module generates a specific bit pattern using a proprietary algorithm
or logical operations. The goal is to safeguard the internal structure of the IC and
thwart unauthorized interventions. The bit pattern generator module forms a pattern
by traversing specific components and regions of the IC. This pattern is designed to
impede attackers from accessing sensitive data or causing damage to the IC. Typically
designed in compliance with security standards, the module can enhance the IC’s
defense capabilities by incorporating various security layers. This bit pattern generator
module can periodically update the designed pattern or dynamically alter it. This
feature can increase security measures by making it more challenging for attackers

to decipher or deceive the pattern.

The bit pattern checker module, employed in the Active Shield design, is a subsystem
that monitors protection patterns generated by digital circuits on the IC. This module
evaluates the state of the IC based on a defined protection pattern or bit pattern set
and identifies undesired situations. The bit pattern checker module performs real-time

comparisons with the designed security patterns by continuously monitoring specific
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components and regions on the IC. If any alterations or errors in these patterns are
detected, the module identifies the situation and can take necessary precautions. This
module is designed to provide a more responsive and effective response mechanism
against attacks. The bit pattern checker module includes customized algorithms and
logical operations to assess the security status of the IC and continuously monitor
protection patterns. The design aims to enhance the IC’s security by offering an

effective defense against potential threats.

The Shield structure is an essential sub-module in the Active Shield design responsible
for protecting the most sensitive areas of the IC. The Bit Pattern Generator module
generates a bit pattern that passes through this Shield structure before reaching the
Bit Pattern Checker module. However, any potential attack during this process could
compromise the system’s security. To ensure the Shield structure can resist such
attacks, it must meet specific requirements, including complexity, connectivity, and full
coverage. These requirements are critical to the structure’s ability to provide complete

protection to the system.

2.2.2 Shield structure requirements

The shield structure is a crucial component of the Active Shield Architecture designed
to protect against hardware attacks. This structure creates a physical barrier to
safeguard ICs from such attacks. The quality of the shield structure is directly linked
to the level of safety provided to ICs against hardware attacks. As the quality of the
shield structure increases, so does the level of safety for ICs. To create a high-quality
shield structure, three main requirements must be met: complexity, connectivity, and

full coverage.

2.2.2.1 Complexity

The complexity of a shield structure is a critical aspect to consider to protect sensitive
information from attackers. Before attempting to access the information, attackers
must first disable the shield. The structure should have a complex architecture to
prevent it from being easily compromised. This complexity will make it difficult for

attackers to obtain design information quickly.
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Reverse engineering methods can be used to obtain detailed design information
[4].This information makes it possible to identify the wires through which sensitive
data passes within the IC. Advanced automatic tools, such as ChipJuice from
Texplained [9] and pix2net from MicroNet [10] can automatically extract the netlist
from each layer’s images captured through optical or scanning electron microscopes

(SEMs). This dramatically accelerates the reverse engineering process.

Through various analyses conducted, it has been determined that attackers can detect
the shield structure. Attackers can easily bypass it by re-routing techniques if a simple

shield structure is used, as shown in Figure 2.7. To execute this, the attacker will
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Figure 2.7 : Re-Routing Attack

leverage the FIB method to sever wires within the shield and add new connection
paths. Once these modifications have been made, the pattern generated by the bit
checker circuit flows through the modified shield to the bit checker module. Since
there is no issue with the pattern, it cannot be detected that the IC is under attack. In
such a scenario, the attacker can access sensitive data via microprobing. To safeguard
against this attack method, the shield structure must have a complex architecture.
This increases the difficulty level for attackers to analyze the shield and execute the

re-routing attack.

2.2.2.2 Connectivity and full coverage

To implement the Active Shield Architecture technique for a shield structure, it is
crucial to establish connectivity between the input of the flowing pattern on the shield,
the output of the bit pattern generator module, and the bit pattern checker circuit.
This condition ensures that the pattern generated by the bit pattern generator module

passes through the shield and reaches the bit checker module. This condition is
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called Connectivity. Without satisfying this condition, applying the Active Shield
Architecture to a shield structure is impossible. Therefore, it is necessary to carefully
design and connect these components to achieve the desired result. To ensure that
a shield structure fully protects an entire area, it is crucial that the structure passes
through all nodes encompassing that area. If the shield structure does not cover
all nodes, then complete protection cannot be achieved, and any areas that are left
uncovered become potential target zones for adversaries. This is why the condition of
having a shield structure that passes through all nodes is known as Full Coverage. It is
necessary to ensure comprehensive protection against any potential threats or attacks.
In the scope of this thesis, the Hamiltonian Cycle structure has been employed to meet
these two shield requirements. A Hamiltonian Cycle is a concept in graph theory,
specifically in the field of combinatorics. It refers to a cycle that visits every vertex
exactly once in a graph. In other words, it is a closed loop that travels through each
graph node without revisiting any node. If such a cycle exists in a graph, the graph is

said to be Hamiltonian.
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Figure 2.8 : Hamiltonian Cycles [5]

As a concept, the Hamiltonian Cycle is crucial in establishing a secure shield structure
for ICs. The primary reason for this is that the Hamiltonian Cycle meets two of
the most essential conditions for a reliable and effective shield: connectivity and full

coverage.

The connectivity condition requires that the shield provides a continuous path for
signals to travel from input to output. The closed-loop structure of the Hamiltonian
Cycle satisfies this requirement, enabling a shield developed according to it to transmit

signals seamlessly throughout the IC.

Another important requirement for a shield is full coverage. This means that the shield

must cover all the nodes within the area it is meant to protect. The Hamiltonian
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Cycle satisfies this requirement as it ensures that each node is visited only once, thus

guaranteeing full coverage of the area.

Thus, a shield structure designed using the Hamiltonian Cycle effectively provides
a shield and ensures that the shield covers all nodes within the IC. This makes the
Hamiltonian Cycle an essential concept for IC designers to understand and implement

to ensure the security and reliability of their designs.

The following sections of the thesis will discuss the conditions necessary to generate a
shield. This will involve referencing the Hamiltonian Cycle condition for connectivity

and full coverage.

2.3 Multi-Layer Shield Technique

One of the effective ways to protect the data is through the use of shielding,
which can be applied in multiple layers to enhance the level of protection. By
incorporating multi-layered shields, a more complex and comprehensive safeguard
can be achieved compared to using a single layer. The transitions between the
layers make it more challenging for attackers to analyze the shield structure and
implement re-routing attacks by adding new connections from relevant locations.
With this configuration, the fundamental aspects of shield analysis and attack become
significantly more complicated. Overall, the multi-layered shielding method provides

a more sophisticated and robust approach to safeguarding data within an IC.

FIB technology is a commonly used method for hardware attacks, which can
potentially compromise the security of a system. However, the effectiveness of this
technology is significantly reduced when dealing with a multi-layered shield structure.
This is because the aspect ratio of FIB technology, which allows for the perforation
of the IC and the addition of new connections or microprobing attacks on target
wires, is greatly constrained by the multi-layered shield structure [4]. As a result, this
multi-layered shield structure acts as an effective countermeasure against FIB attacks,
making it difficult for potential attackers to breach the system’s security. The precision
of the drilling process in accessing a region with a single-layer shield structure differs
from the precision of the drilling process in a multi-layered shield structure, as shown
in Figure 2.9. This disparity contributes to an increased level of protection within the

IC.
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Figure 2.9 : FIB Attacks with different aspect ratio on Multi-Layer Shield [4]
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3. GENERATION OF MAZE SHIELD TO ACTIVE PROTECTION AGAINST
HARDWARE ATTACKS

3.1 Maze Based Shield

Maze algorithms are computational techniques used to create complex patterns known
as mazes. These mazes are fascinating puzzles and can be used for practical purposes,
such as improving the security of ICs against hardware attacks. In the context of IC
security, maze algorithms are employed to generate shield structures. These structures
act as a defense mechanism, fortifying the ICs against various hardware attacks. The
resulting structures exhibit high complexity by incorporating maze-like patterns into

the shield design.

This complexity makes it more difficult for potential attackers to analyze and
manipulate the hardware, as they must contend with intricate patterns that obscure
the underlying hardware architecture. The complexity of the generated shields is a
crucial aspect of their effectiveness. The maze structures are advantageous in blocking
hardware attacks because the complex nature of these mazes makes understanding and
navigating them without proper knowledge or algorithmic guidance a formidable task.
Maze algorithms ensure that the generated shields are complex and tailored to meet
the specific requirements of IC protection. The algorithmic approach allows for the
customization of shield structures, considering the targeted ICs’ unique characteristics

and potential threats they may face.

In addition to complexity, the Hamiltonian cycle condition is highlighted as an
essential requirement for generating maze shields. The Hamiltonian cycle is a concept
in graph theory that refers to a closed loop in a graph that visits each vertex exactly
once. Enforcing the Hamiltonian cycle condition for maze algorithms for IC protection
ensures a specific traversal pattern within the shield structure. By incorporating the
Hamiltonian cycle condition, the maze shield is designed with a predetermined path
that covers all essential components of the IC. This predetermined path ensures the

shield provides comprehensive coverage, leaving no vulnerabilities unchecked. It
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adds an element of systematic coverage to the complexity, making the shield not only

intricate but also strategically structured for maximum protection.

3.1.1 Usage of maze algorithms for maze shield generation

The thesis presents a new concept called the "maze shield," which is a reliable method
to protect sensitive data within ICs. Creating this protective measure relies on maze
algorithms, which are crucial in generating a solid defense. The primary objective of
these algorithms is to build a maze structure with significant complexity, as the quality

of the resulting maze shield is directly related to the intricacy of the output.

Various maze algorithms are available to create maze structures, and the algorithm
developed for generating a maze shield is designed to integrate different maze
algorithms seamlessly. The maze generation process is seen as a sub-module within
the maze shield flow. The output from maze generation algorithms undergoes slight
modifications to align with the following steps of the maze shield algorithm. After
these adjustments, the crucial phases of the maze shield algorithm are executed. This
systematic flow allows the use of various maze algorithms, which increases flexibility

in creating maze shield structures.

In addition, this adaptable design ensures the easy assimilation of developing maze
algorithms. Newly created and quality-verified maze algorithm outputs can be
integrated into the algorithmic flow with minor adjustments. This feature streamlines
emerging algorithms’ integration and facilitates the continuous improvement of maze

shield structures.

To determine how effective maze algorithms are in creating maze shields, it’s essential
to have a relevant metric. The entropy of directions serves as a valuable and
objective tool for systematically evaluating maze algorithms in crafting high-quality
maze shields [3].This quantitative assessment enhances our understanding, guiding
the refinement and optimization of maze-shield structures for superior performance
in safeguarding ICs. The accurate calculation of this metric involves estimating the
entropy of the directions, as indicated by equation (3.1), where P(d) represents the
probability for the path in the direction of d. When the shield is only 2D, the Z
direction P(z) probability equals zero. Then, 2D shield complexity is calculated by

equation (3.2). The upper limit of the entropy is 1.000 bits for a 2-dimensional shield.
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E(d)= Y —P(d).log:P(d) (3.1)

E(d)= Y. —P(d).log:P(d) (3.2)
de{x,y}

This thesis uses the Minimum Spanning Tree(MST), the fundamental concept in graph
theory, and the Artificial Fish-Swarm algorithm (AFSA), considered one of the best

swarm intelligence algorithms.

The Artificial Fish-Swarm Algorithm (AFSA) is a highly effective swarm intelligence
algorithm first proposed in 2002 [11]. The diverse social behaviors and collective
actions of fish inspired it. The algorithm works based on neighborhood search,
where each individual artificial fish performs specific behaviors based on its current
state and surrounding environment. This process is similar to the Hamiltonian cycle
generation process, where each cycle searches its surroundings to identify cycles that
can be merged. This makes the artificial fish-swarm algorithm very effective for
optimizing the generation of the Hamiltonian cycle. The algorithm also maintains good
randomness, which is essential for the random generation process of the Hamiltonian
cycle. Therefore, the Artificial Fish-Swarm Algorithm is an ideal choice for optimizing

the Hamiltonian cycle-generation process [7].

The Minimum Spanning Tree (MST) problem is a fundamental concept in graph theory
and computer science. It involves finding a tree that connects all the vertices of a
connected, undirected graph with the least possible total edge weight [12]. In maze
generation, the MST problem creates a network of paths that links all maze areas while
minimizing the total path length. By selecting edges with the lowest weights, a maze
can be built where each passage is traversed with minimal cumulative distance. This
approach guarantees a well-connected maze structure, with the MST algorithm serving
as a valuable tool for creating mazes with optimized pathways and an overall balanced

design.

This thesis uses two algorithms for maze generation: the Artificial Fish-Swarm
Algorithm (AFSA) and the Minimum Spanning Tree (MST) algorithm. When the
maze-shield algorithm is executed with the AFSA algorithm, the maze structure

is visually depicted in Figure 3.1. This image shows the complex pathways and
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Figure 3.1 : Single Layer Maze-Shield with using AFSA

connections the AFSA algorithm forms, highlighting its effectiveness in generating
maze structures with optimized configurations. On the other hand, running the
maze-shield algorithm with the MST algorithm results in the maze structure shown
in Figure 3.2. This image gives a visual insight into the maze generated by the MST
algorithm, emphasizing its role in creating a well-connected network of passages with

minimized total path length.

After analyzing the outputs of the maze-shield algorithm, it has been concluded that
the Hamiltonian cycle requirement, which is crucial for creating a maze-shield, has
been successfully met. However, it has been noticed that the maze-shield generated by
the MST algorithm does not meet the complexity standards necessary for producing a

top-quality maze-shield.

This is a matter of significant concern, as it implies that the structure of the maze-shield
will be easily solvable through attacker analyses. If the maze-shield produced by the
MST algorithm is utilized for IC security, it will result in a vulnerable structure for
re-routing attacks. Consequently, attackers can quickly identify and exploit the points
to be re-routed, giving them access to sensitive data that the user does not want third

parties to obtain.
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Figure 3.2 : Single Layer Maze-Shield with using MST

In contrast, it has been found that the AFSA algorithm, which is widely recognized
as one of the best swarm intelligence algorithms, has generated a complex pattern that
meets the complexity requirements necessary for creating a high-quality shield. Hence,
when applied in IC protection, the maze-shield structure created with this algorithm
will provide a maze-shield that is not easily analyzable by attackers, ensuring the

protection of sensitive data.

Consequently, the utilization of maze algorithms that generate more complex mazes
can significantly enhance the overall security of a maze-shield structure. This approach
can be particularly beneficial in IC protection, where sensitive data is at risk of being
accessed by unauthorized users. This approach can create a more complex and secure
maze-shield structure that is far more resilient to potential security breaches. This
is accomplished by introducing a maze-like path that must be navigated correctly
to access the data, making it difficult for attackers to exploit the maze shield and
gain unauthorized access to protected information. Thus, it is imperative to utilize
maze algorithms that generate more complex mazes to create a more complex and
secure maze-shield structure. This approach’s enhanced security will make it more

challenging for attackers to access sensitive data, ensuring its safety and integrity.
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Table 3.1 : Entropy Results of Maze-Shield

Used Algorithm Size(RowxColumn) Entropy(bits)

MSP 50x50 0.8973
MSP 100x100 0.8974
MSP 150x150 0.9005
AFSA 50x50 0.9954
AFSA 100x100 0.9977
AFSA 150x150 0.9985

Table 3.1 provides the calculated entropy values based on the entropy equation (3.2).
The MSP algorithm’s maze-shield has a low entropy value because it does not have
a complex structure. On the other hand, the AFSA algorithm’s shields, known for
enabling the production of complex maze-shield structures, have an entropy value that

is very close to the maximum value of 1.00 bits.

3.1.2 Generation of maze shield

Although maze algorithms can generate visually complex patterns, they often fall short
of meeting the requirements of the Hamiltonian cycle. The Picturesque technique [6]
is a method that allows the creation of visually based mazes. This technique makes
it possible to generate mazes in a desired shape. The method is inspired by the
foreground creation technique, which is shown in Figure 3.3. An algorithm has been
developed using this technique to construct a shield structure that complies with the
Hamiltonian cycle condition. The algorithm uses the outputs of maze algorithms to
create the structure. Figure 3.4 shows the generated of the shield structure by using

the maze algorithm output. In Figure 3.4a, a group of points representing nodes is

Algorithm 1 Maze-Shield Generation
Input: Number of nodes, Selected maze generation algorithm
Output: Single Layer Maze-Shield

Run selected maze generation algorithm
for All elements of maze generation algorithm outputs do
Double all elements of maze algorithm outputs for Maze-Shield
end for
Create Maze-Shield using connections array generated with selected maze algorithm

displayed. These nodes are the starting points for maze algorithms that aim to generate
complex maze patterns. The algorithms are designed to create complex connections

between these nodes. The resulting maze structure from one such algorithm with nodes
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Figure 3.3 : The Foreground Generation Part of Picturesque Technique [6]
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comprising ten rows and ten columns is demonstrated in Figure 3.4b. However, this
maze structure needs to meet the Hamiltonian cycle condition. All nodes are initially
replaced with four new connection points to satisfy this condition, as shown in Figure
3.4c. These new connections for each node are then established and connected. The
necessary connection between neighboring points is established based on the node
connections created by the maze algorithms. Some connections between points within
the same node must be removed during this process. Once these steps are completed,
the resulting outputs are shown in Figure 3.4d. The output of the maze algorithm
applied to nodes consisting of ten rows and ten columns results in a maze-based shield

structure with twenty rows and twenty columns.
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Figure 3.4 : Shield Generation with Using Maze Algorithm Output

The process of generating a shield using the maze algorithm’s outputs is illustrated in

Figure 3.4. If the maze algorithm generates the same outputs, the resulting shield will

look like Figure 3.5a. Furthermore, Figure 3.5b highlights one of the possible paths

in the maze, and Figure 3.5¢ shows the shield generated using the outputs of the maze

algorithm.
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Figure 3.5 : Generated Maze and Generated Shield
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4. MULTI LAYER RANDOM MAZE SHIELD GENERATION AND
VERIFICATION

4.1 Generation of Multi-Layer Shield

The technique of multi-layer shield connection is an effective method for fortifying IC
against potential hardware attacks. This technique involves integrating multiple layers
of shields, and its effectiveness depends on two key considerations: complexity and
adherence to the Hamiltonian cycle condition. It is crucial to address the complexity
aspect to ensure the efficacy of multi-layer shields. To achieve this, the technique
utilizes a methodological approach. Two complex single-layer shields are employed
as building blocks to generate a multi-layer shield. The complexity of each single-layer
shield is designed to pose a formidable challenge to potential attackers. The resulting
multi-layer shield inherits and amplifies the complexity of its constituent layers by
combining two such complex shields. This layered complexity introduces a higher
level of sophistication, creating a defense mechanism that is not only complex but also
multi-faceted. The combination of complexities in the single-layer shields contributes
to the overall resilience of the multi-layer shield against hardware attacks. The
Hamiltonian cycle condition is an essential requirement for generating maze shields.
This condition ensures a predetermined closed cycle within the shield structure that
systematically covers all vital components of the IC. Maintaining the Hamiltonian
cycle condition across layers becomes an essential process in multi-layer shields. The
connectivity between the layers must be established to ensure the continuity of the
predetermined path. This systematic path not only enhances the overall coverage of
the shield but also actively contributes to the resistance against hardware attacks, as it

ensures a comprehensive inspection of the entire hardware landscape.

A meticulous and dynamic process must be followed to establish a Hamiltonian cycle
condition within a multi-layer shield. The process involves connecting two single-layer
shields strategically through specific nodes that share connectivity in both shields. The

connection is crucial for an uninterrupted path.
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Algorithm 2 Multi-Layer Shield Generation
Input: Two Maze-Shields
Output: Multi-layer Maze Shield

for All connections of Maze-Shield do
Find all common connections between Maze-Shields
end for
Create random common connections list
for All elements of random connections list do
Complete VIA connection between Maze-Shields
if Requirement of Maze-Shield connection(L.oop Checker) == False then
Remove VIA connection
end if
end for

The first step in preparing a multi-layer shield is to identify nodes that share a common
path connection in both single-layer shields. These nodes are chosen carefully for their
role as critical connection points, ensuring the creation of a cohesive and unbroken

traversal path.

Nodes with common path connections become potential connection points between
the lower and upper shields. These nodes are the foundation of the IC, providing an

uninterrupted path across its layers.

After identifying potential connection points, all possible connections are systemat-
ically and randomly listed. The intentional randomness in this order introduces an
element of variability, guaranteeing the production of distinct multi-layer shields, even

when utilizing identical pairs of two single-layer shields, as shown in Figure 4.1.
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Figure 4.1 : Multi-Layer Shields Generated with Identical Single-Layer Shields

Connections between the lower and upper shields are initiated based on the randomly
generated sequence. The unpredictability of this connection order ensures the
generation of diverse multi-layer shields, showcasing the adaptability and versatility
of the process. Following the random listing, connections are sequentially established
based on the list of common paths. The method systematically removes these common
paths and implements VIAs at the starting and ending nodes. VIAs serve as bridges,

seamlessly interconnecting the lower and upper layers.

VIAs are strategically deployed at the starting and ending nodes of the common paths,
ensuring a seamless transition and interconnection between the lower and upper layers.
This approach enhances the continuity of the predetermined traversal path, establishing

a robust and integrated defense.
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(a) Three Potential Connection Paths of
Shields

(c) Shield after Second Connection

(d) Shield after Second Connection

Figure 4.2 : Forming Undesired Loop during Layers Connection Operation

Connections between upper and lower layers through nodes that share paths may not
always lead to forming a multi-layer shield that satisfies Hamiltonian path conditions.
In some cases, a connection between the upper and lower layers can form an
undesirable loop, as illustrated by the example discussed below. Figure 4.2a shows
three possible connection points for such shields. The potential connection paths are
highlighted in yellow, while the nodes are marked red for clarity. The layer connection
algorithm has realized one of the possible connections, and the result is shown in
Figure 4.2b. There are still two possible connections, and the layer connection
algorithm can realize one of them to connect layers. After the connection operation, a
connection between the upper and lower layers can form an undesirable loop, as shown
in Figure 4.2c. This loop type is problematic because it disrupts the Hamiltonian cycle

condition, which is crucial for the shield’s effectiveness. It’s important to note that if
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one of the node pairs already has a VIA, the connection process may unintentionally
create a loop. To prevent these unwanted scenarios, a loop checker algorithm has been
implemented. The algorithm plays a vital role in maintaining the Hamiltonian path
structure while connecting the upper and lower layers. The algorithm guarantees that
the resulting multi-layer shield follows the Hamiltonian cycle condition by preventing
the formation of loops. Moreover, the algorithm maximizes the number of connections
while maintaining this condition, creating a more complex and resilient multi-layer

shield structure.

4.2 Generation of Multi-Layer Shield Using Small Multi-Layer Shields

The multi-layer shield method is an effective approach to enhance security measures
within an IC. This thesis proposes an algorithm for augmenting this method by
incorporating small-scale multi-layer shields. The proposed algorithm divides the
area to be safeguarded within the IC into N horizontal and M vertical sections. The
multi-layer shield generation algorithm is then executed N times by M iterations, which
results in the creation of NxM distinct multi-layer shields. Consequently, the targeted
area is protected by NxM active shield architectures. This approach increases the
complexity of the shield, making it more challenging for potential attackers to analyze

and compromise the IC.

Figure 4.3 : The Shield Structure Generated with Four Small Shields
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S. CONCLUSIONS

This thesis proposes using the maze-based multi-layer shield method against hardware
attacks on ICs. To implement this method, first, the generation of a single-layer shield
structure from the outputs of maze algorithms is explained. This explanation is realized
using the AFSA and MST algorithms; their results are listed. Based on these results, a
single-layer shield that can be used in the active shield architecture is produced using

maze algorithms.

Following this stage, the production steps of the multi-layer shield structure, which
is claimed to be more effective against evolving attack methods, are explained. As
a result of this design, an effective defense system against advanced hardware attack
methods is obtained. In addition to this system, an algorithm is designed to enable the
production of a larger shield structure using the generated multi-layer shield structures.
It is also explained that this design will be an effective solution against hardware

attacks.

The designed maze-based multi-layer shield structure must be integrated into the
Digital ASIC Design Flow to protect ICs against hardware attacks. The shield
structure, which is integrated into the Digital ASIC Design Flow [13] for TSMC
65nm technology, is shown in Figure 5.1. The integration process indicates that it
can be successfully realized when the enhanced shield structure is incorporated into
the Digital ASIC Design Flow in a manner compatible with the desired technological

framework.
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Figure 5.1 : The Shield Structure into Digital Design Flow

The proposed maze-based multi-layer shield structure is shown to create an effective
protection system. As a future work, the algorithm that utilizes small shield structures
to produce a large shield structure can be modified to an interleaved form. This way,

an even more challenging shield structure can be obtained for attackers to analyze.
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