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HARDWARE DESIGN OF K’RED MODULAR MULTIPLICATION ALGORITHM
USED IN NUMBER THEORETIC TRANSFORM
FOR POST QUANTUM CRYPTOGRAPHY AND HOMOMORPHIC ENCRYPTION

SUMMARY

In light of the rapid advancements in quantum computing, security researchers
delve into the field of post-quantum cryptography, aiming to address the imminent
threat posed to conventional cryptographic systems. As quantum machines approach
practical realization, the security underpinnings of current cryptographic protocols
are at risk of compromise. By evaluating the strengths and weaknesses of these
emerging cryptographic techniques, the goal is to contribute to the development of
robust, quantum-resistant cryptographic hardware systems that ensure the ongoing
security and privacy of digital communications in the post-quantum era. Hence,
the National Institute of Standards and Technology (NIST) has undertaken the
Post-Quantum Cryptography Standardization Process with the objective of devising
algorithms resilient to quantum attacks. Currently, this process has progressed to
its concluding stage, featuring four key encapsulation mechanisms and three digital
signature methods.

If we were to discuss the motivation for starting the studys; it is aimed at implementing
cryptographic algorithms proposed to prevent security vulnerabilities arising from the
high processing capacity of quantum computers, which are expected to be increasingly
used in the future and in the digital realm, on current hardware to ensure digital
security. In line with this objective, work has begun to implement the algorithms
identified as a result of the call opened by NIST on Field Programmable Gate
Array (FPGA) hardware, and subsequently, it focuses on ensuring the seamless
integration of selected post-quantum encryption algorithms into modern devices by
recognizing the increasing efficiency needs in modular arithmetic operations in PQC
and Homomorphic Encryption algorithms.

The prevailing techniques in modular arithmetic predominantly rely on Barrett’s and
Montgomery’s reduction methods, complemented by a few proposed alternatives
aiming to supplant conventional reduction approaches. These modular arithmetic
algorithms find application in cryptographic protocols like Rivest-Shamir-Adleman
(RSA), Elliptic Curve Cryptography (ECC), among others. However, the advent of
Quantum Computing techniques has instilled concern among researchers regarding
data privacy.

Given the escalating data privacy challenges, especially with the proliferation of
network-connected devices, the imperative is to integrate post-quantum cryptography
into every available device. The modular reduction modules (Barrett, Montgomery,
Plantard, K’RED) employed in PQC are also required to utilize hardware resources
with optimal efficiency.
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In the studies carried out in the thesis, a literature research was conducted on the
algorithms determined in the field of PQC. During these researches, algorithms based
on the lattice-based cryptography method were implemented. These algorithms must
be implemented on hardware according to security needs.

It was considered to be done on FPGA because of its ability to perform parallel
processing, and the design processes are software-based. At the same time, literature
studies suggest that it is more suitable to implement lattice-based algorithms on
FPGA. The implementation of the lattice-based algorithms selected by NIST and
also the lattice-based encryption method used in Homomorphic encryption has begun.
At this stage, a common step was encountered while following the steps of the
algorithms. This step is the Number Theoretic Theorem (NTT) step, a type of Fast
Fourier Transform made in Galois Field, and they share commonalities in terms of
mathematical definition. Since the NTT process has the highest processing load among
these algorithms, optimizations in this step (such as acceleration, area reduction) play
a key role in increasing the overall performance of the system.

When we look at the basis of this process, it is seen that there are basic mathematical
operations such as multiplication, addition, subtraction, and modular reduction.
Studies on this type of processes reveal that the modular reduction methods used
today and innovative studies have been carried out. One of these methods is the
K?RED algorithm. When other modular reduction algorithm studies are examined,
different circuit designs for the K’RED algorithm have been obtained according to
various circuit needs. For example, it has been observed that a different circuit can be
designed for applications where the maximum clock frequency of the circuit is crucial,
while a different circuit can be used for another application where space utilization is
important. In the last part, the values of the K?RED algorithm were tested by adapting
it to the most optimal design within the scope of this thesis, using an NTT kernel found
in the literature. The results obtained are presented in the thesis content.

This research conducts a comparative analysis by implementing existing methods
of modular arithmetic algorithms on FPGA. Simultaneously, it compares the results
obtained with a different modular reduction found in the literature through this modular
reduction method, and it provides circuit solutions that meet different requirements
based on parameters such as speed, area, and delay. The K?RED algorithm, a reduction
method presented in the literature, is transformed into multiplication operations using
DSP blocks and is utilized for CRYSTAL-Dilithium and Homomorphic encryption
processes, presenting an original study within the scope of this thesis. Following the
improvements obtained from these results, this reduction method is compared with a
different modular reduction method in NTT operation. According to the results of the
study, it is observed that the performance result is better in terms of area usage, and
as a result, the algorithm comparison obtained aims to guide future applications of
encryption algorithms to increase data privacy and security across various devices.
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POST KUANTUM KRIPTOGRAFi VE HOMOMORFIK SIFRELEME ICIN
SAYI TEORIK DONUSUMUNDE KULLANILAN
K’RED MODULER CARPMA ALGORITMASININ DONANIM TASARIMI

OZET

Kuantum bilgisayar teknolojisinin hizli gelismeleri 15181nda, donanimsal kriptografi
arastirmacilar1  geleneksel sifreleme sistemlerine yonelik olusan yakin tehdidi
ele almak amaciyla post-kuantum kriptografi alaninda calismalar yapmaktadir-
lar.  Kuantum bilgisayarlar pratik uygulamaya yaklastikca, mevcut sifreleme
protokollerinin giivenlik temelleri tehlike altinda kalacaktir. Bu yeni sifreleme
tekniklerinin gii¢lii ve zayif yonlerini degerlendirerek, amacimiz, devam eden dijital
iletisimin post-kuantum donemindeki giivenligini ve gizliligini saglayan donanimda
gerceklenebilir, kuantum direngli sifreleme donanimlarinin gelistirilmesine katkida
bulunmaktir. Bu nedenle, Ulusal Standartlar ve Teknoloji Enstitiisii (NIST), kuantum
saldirillarina dayanikli algoritmalar tasarlamay1r amaclayan Post-Kuantum Sifreleme
Standartlagtirma Siirecini baslatmistir. Bu ¢agrinin yapilmasinin ardindan ilk etapta
69 farkli algoritma sunulmustur. Bu bagvurular NIST’in belirledigi komitenin
degerlendirmesine sunulmustur. Bu komite giivenlik, donanimda gerceklenebilme,
kuantum diren¢li olmasi bakimindan algoritmalar1 deerlendirmistir. Su anda, bu siire¢
dort anahtar kapsiilleme mekanizmasi ve ii¢ dijital imza yontemini iceren sona erme
asamasina ilerlemistir. NIST in bu cagriy1 agmasimin énemli bir diger nedeni ise bu
alanda yapilacak calismalarla kuantum caginin giivenligi konusunda bir farkindalik
olusturmaktir.

Calismaya baslama motivasyonundan bahsedecek olursak; gelecekte kullanimi arta-
cag ve dijital ortamda kullanilacag: diistiniilen kuantum bilgisayarlarin yiiksek isleme
kapasitesiyle olusacak giivenlik zaafiyetinin 6nlenmesi i¢in ortaya konulan kriptografik
algoritmalarin giiniimiiz donanimlarinda gerceklenmesi ve bu sayede dijital giivenligin
saglanmasidir. Bu amagla NIST in actig1 cagri sonucunda belirledigi algoritmalarin
FPGA donanimi iizerinde gergeklenmesi icin caligmaya baslanilmistir ve devaminda
PQC ve Homomorfik Sifreleme algoritmalarindaki modiiler aritmetik islemlerinde
artan verimlilik ihtiyacim taniyarak, secilen post-kuantum sifreleme algoritmalarinin
modern cihazlara sorunsuz entegrasyonunu saglamak iizerine odaklanmaktadar.

Modiiler aritmetikte yaygin olarak kullanilan teknikler genellikle Barrett ve
Montgomery’nin indirgeme yontemlerine dayanmakta, bunlara ek olarak geleneksel
indirgeme yontemlerini degistirmeyi amaclayan oOnerilen birka¢ alternatif bulun-
maktadir. Bu modiiler indirgeme algoritmalari, Rivest-Shamir-Adleman (RSA),
Eliptik Egri Sifreleme (ECC) gibi sifreleme protokollerinde de kullanilmaktadir.
Ancak, Kuantum Bilgisayar tekniklerinin ortaya ¢ikmasi, aragtirmacilarda veri gizliligi
konusunda endiseye yol acmistir. Bu sebeple arastirmacilar yeni ve etkin modiiler
indirgeme yontemleri gelistirmek iizere ¢alismalar yapmaktadir.
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Artan veri gizliligi zorluklari, ozellikle aga bagh cihazlarin yayginlagsmasiyla
birlikte, Post-Kuantum Kriptografiyi mevcut tiim dijital aygitlara entegre etmenin
zorunlu hale gelmesine yol acmaktadir. Aksi takdirde kuantum bilgisayarlarin
kullantminin yayginlagsmasiyla iiglincii sahislar mevcut giivenlik algoritmalarini
cok kisa zaman periyotlarinda asabilecektir. ~ Post-Kuantum Kriptografi’de ve
diger kriptografik algoritmalarda kullanilan modiiler indirgeme modiilleri (Barrett,
Montgomery, Plantard, K?RED) ayni zamanda donanim kaynaklarini en etkili sekilde
kullanmalidir. Bunun nedeni ise giiniimiizde aga baglanan cihazlarin hayatimizda
genis yer edinmesidir. Bu cihazlar hem maliyet bakimindan hem de alan bakimindan
fazla yer kaplamamaktadir. Bu sebeple kuantuma direncli algoritmalarin olabilecek en
hizli, en az donanim kullanan veya en az alan kaplayan ve en maliyet etkin bir bi¢imde
tasarlanmasi gerekmektedir. Kuantum bilgisayarlarin ortaya ¢ikmasiyla bu cihazlarin
giivenligi saglanmasi icin bahsedilen bu kriterler miimkiin oldugunca saglanmalidir.
Aksi durumda veri giivenligi aga bagh tiim cihazlarda siirekli risk altinda olacaktir.

Tezde yapilan ¢aligsmalarda, ilk olarak, Post-Kuantum Kriptografi alaninda belirlenen
algoritmalar iizerine bir literatiir arastirmast yapilmistir. Bu arastirmalar sirasinda,
gerek NIST in baglattig1 cagriya doniis olarak yapilan ¢alismalarda cogunlukla tercih
edilmesi gerekse NIST in finale kalan son 7 algoritmanin 5’inin kafes tabanl sifreleme
yontemine dayali algoritmalarin se¢ilmesi bu yontemin gelistirmeye acik oldugu
gorilmiistiir. Bu algoritmalarin giivenlik ihtiyaclarina gore donanimda uygulanmasi
gerekmektedir. Bu sebeple donanimda gercekleme ¢alismalarinin yapilarak bu alanda
ortaya ¢ikan ihtiyaclari ve darbogazlarin goriilmesi ve bunlara karsi ¢oziim yollarinin
geligtirilmesi amaglanmustir.

Bu islemi FPGA iizerinde gerceklestirmek diistiniilmiistiir ¢iinkii paralel isleme yapma
yetenegine sahiptir ve donanim tasarim siirecleri yazilim tabanlidir. Ayni zamanda,
literatiir caligmalarinda, kafes tabanl algoritmalarin FPGA {iizerinde gerceklenmesinin
yaygin oldugu goriilmiistiir. NIST tarafindan secilen kafes tabanl algoritmalarin ve
homomorfik sifrelemede kullanilan kafes tabanli sifreleme yonteminin uygulanmasi
baslamistir. Bu asamada, algoritmalarin adimlarini takip ederken ortak bir adimla
karsilagilmigtir. Bu adim Say1 Teorik Teorem (NTT) adi verilen bir adimdir. Bu,
Galois Alaninda yapilan bir tiir Hizli Fourier Doniisiimdiir ve matematiksel tanim
acisindan ortakliklara sahiptir ¢iinkii NTT islemi, bu algoritmalarda en ¢ok kullanilan
birimlerdendir ve bu adimda yapilacak optimizasyonlar (hizlandirma, alan azaltma
gibi) sistem genelinde performans arttirmada kilit bir rol oynamaktadir.

Bu iglemin temeline inildiginde ise ¢arpma, toplama, ¢ikarma ve modiiler indirgeme
gibi temel matematiksel islemler oldugu goriilmiistiir. Bu tip islemlerle ilgili yapilan
calismalara bakildiginda giiniimiizde kullanilan modiiler indirgeme yOntemlerinin
ve yenilik¢i calismalarin yapildig1 goriilmiistir. Bu yontemlerden biri de K?RED
algoritmasidir. Diger modiiler indirgeme algoritma caligmalar incelenip bakildiginda
cesitli devre ihtiyaclarma gore farkli devre tasarimlari K*RED algoritmasi elde
edilmisti. ~ Ornegin devrenin maksimum saat frekansinin ¢ok 6nemli oldugu
uygulamalar icin farkli bir devre tasarimi yapilirken alan kullaniminin 6nemli oldugu
bir bagka uygulama i¢in ise farkl bir devre kullanilabilecegi gozlenmigtir. Son kisimda
ise literatiirde bulunan bir NTT ¢ekirdegi kullanarak K?’RED algoritmasinin degerleri
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bu tez kapsaminda tasarlanan en optimum tasarim ile adapte edilerek test edilmistir.
Elde edilen sonuclar tez iceriginde verilmistir.

Bu aragtirma, modiiler aritmetik algoritmalarindaki mevcut yontemlerin FPGA
tizerinde uygulanmasiyla karsilagtirmali bir analiz yapar. Ayni zamanda bu modiiler
indirgeme yontemiyle literatiirde bulunan farkli bir modiiler indirgemeyle elde edilen
sonugclar1 karsilagtirir ve hiz, alan ve gecikme gibi parametrelere gore farkl ihityaclar
karsilayan devre ¢oziimleri sunmaktadir. Literatiirde sunulan bir indirgeme yontemi
olan K*RED algoritmas1 DSP bloklar1 kullanilarak carpma islemine déniistiiriiliip
CRYSTAL-Dilithium ve Homomorfik sifreleme islemi i¢in de kullanilarak 6zgiin
bir ¢alisma yapilarak bu tez kapsaminda sunulmustur. Bu sonuglardan elde edilen
gelistirmelerden sonra NTT isleminde bu indirgeme yontemi kullanilarak farkli bir
modiiler indirgeme yontemiyle karsilastirllmistir. Sonuglara gore yapilan ¢alismayla
birlikte alan kullanimina gore performans sonucunun daha iyi oldugu goriilmiistiir ve
sonug olarak elde edilen algoritma karsilagtirmasi, sifreleme algoritmalarinin sonraki
uygulamalarina rehberlik etmek amaciyla, veri gizliligini ve giivenligi cesitli cihazlar
tizerinde kullanim1 artirmay1 hedefler.
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1. INTRODUCTION

The growing prevalence of social networks and the heightened connectivity through
network channels in today’s world have underscored the increasing significance of
data privacy [9]. The potential advent of quantum computers and the rising demand

for data have given rise to concerns related to privacy and security issues.

To address this challenge, research in cryptography has witnessed a surge in recent
years. The anticipated arrival of quantum computers has amplified the demand for
more robust cryptographic algorithms compared to contemporary ones such as RSA,
ECC, etc. [10,11]. Algorithms that are resistant to quantum computers and classical
computers need to be developed and the development of new algorithms in the realm of
post-quantum cryptography is currently being shaped through a competition organized
by the National Institute of Standards and Technology(NIST). As part of this contest,

selected algorithms are subsequently published [12].

Among the chosen algorithms, this thesis places emphasis on CRYSTALS-Kyber [13],
CRYSTALS-Dilithium [14] and Homomorphic Encryption (HE) [15]. While
CRYSTALS-Kyber and CRYSTALS-Dilithium algorithms are examined under the
Post-Quantum Cryptography (PQC) subheading, Homomorphic encryption is a
different encryption method generally used in cloud storage processes. The common
point is the Number Theoretical Theorem (NTT) process used in PQC and HE

algorithms [16,17]. Modular reduction methods are used to optimize this process.

In the realm of modular arithmetic, the NTT stands out as a crucial operation [16]. NTT
serves as an efficient method for conducting polynomial multiplications, and modular
arithmetic plays a pivotal role within NTT, particularly in executing multiplication

operations [18].

The modular reduction algorithm serves as a fundamental component for modular

multiplication and modular exponentiation. = These operations hold significant



importance in various asymmetric encryption schemes, including the extensively
employed RSA algorithm [19] and the CRYSTALS-Kyber algorithm. The efficiency
of these modular reduction algorithms is critical in handling the expansion of numbers
during computations, ensuring that computations remain both manageable and efficient

while upholding security standards [16].

Proposed by Niasar et al. in their work cited as [20], the K?’RED algorithm performs
modular multiplication operations employing prime numbers identified as Proth
numbers [21]. They used the K2RED reduction method in the CRYSTALS-Kyber
algorithm and made their transactions only for this algorithm. While performing
these operations, they designed the circuit using the shift and addition method. In
this thesis, the KZRED reduction method was extended for CRYSTALS-Dilithium
and HE, and the implementations were designed using DSP blocks. Additionally,
different alternatives are offered according to different circuit requirements (area, time,
delay). The results obtained were compared with the Plantard reduction method and a

performance comparison was made.

If we look at NTT, there are many NTT implementations in the literature. While
there are different NTT implementations, the NTT used in this thesis is a completely
parametric NTT. In the reference NTT implementation, an NTT core with an input
length of 32 bits and used for HE was used. The number of butterfly units used and
many parameters can be changed. This NTT core from Mert uses the Word-Level
Montgomery algorithm as a modular reduction method [8]. With the results of this
implementation, new results were obtained by replacing our own design, K>’RED, with
Word-Level Montgomery. In this way, K?’RED was used for the first time for the NTT
core used in HE and the results were compared with the Word-Level Montgomery
algorithm. According to the results obtained, the same performance could be achieved

by using less area at the same clock frequency.

If we delve into the motivation behind initiating this study, it’s centered on
implementing cryptographic algorithms aimed at mitigating security risks posed by
the anticipated proliferation of quantum computers in the future digital landscape.

These algorithms are being adapted for current hardware to ensure digital security.



To achieve this goal, efforts have commenced to deploy the algorithms specified
by NIST on FPGA hardware. Subsequently, upon commencement of the study,
attention was drawn to optimizing the Number Theoretic Transform (NTT) operation,
which is widely utilized in these algorithms. To this end, an analysis of existing
profiling studies in the literature was conducted. Notably, research indicates that the
NTT operation ranks as the second most utilized operation in the CRYSTALS-Kyber
algorithm [22]. Thus, improvements in this operation would directly impact system
performance. Investigations were carried out on modular multiplication, addition,
subtraction, and reduction operations to optimize the NTT operation. As part of this
effort, implementation outcomes were attained by employing the K’RED modular

reduction operation across various PQC algorithms and HE schemes.

This project involves the analysis and implementation of a NTT and modular reduction
algorithms on an Field-Programmable Gate Arrays (FPGA). Comparison of area, time
and delay parameters of hardware implementations of different modular reduction
modules and NTT implementation with this modular reduction method are explained.

To execute this implementation, Xilinx Vivado and HLS tools are employed [23].

1.1 Purpose of Thesis

The aim of this thesis is to contribute to the hardware implementation of new algorithm
implementation studies aimed at making currently used information security systems
dysfunctional thanks to the data processing speed of quantum computers or quantum
computing tools that are expected to come into our lives in the future. In addition,
HE, another encryption system used in cloud systems today, is also within the scope
of this thesis. The focus is on accelerating the NTT process used in HE and
algorithms determined by NIST to be resistant to the data processing power of quantum
computers. In this context, comparison studies were made on the performance of the
hardware implementations of the modular reduction operations in the NTT process in

terms of area, time and latency.

1.2 Organization of Thesis



Figure 1.1 : IBM Quantum Computer at CES 2020 [3]

In the first chapter, there is an introduction section about the thesis. In this section,
information is given about the studies carried out and the general template of the
thesis. Then, the studies carried out and the purpose of the thesis are given. Then,
the theoretical and mathematical background of PQC and HE and the algorithms
used are given. Then, theoretical information about the NTT process was given.
Sub-blocks and schemes related to this process are explained. In the next chapter,
the studies and results related to modular reduction are shared. In the next chapter,
NTT implementation and a comparison with an implementation in the literature are
made. Algorithms and diagrams related to the operations performed are given. In the

last section, information about the results and future work is given.



2. MATHEMATICAL BACKGROUND

In this chapter, we briefly introduce the basics of PQC and HE, the main topic of
the thesis. Section 2.1 explains PQC background and section 2.2 explains HE. In
the following sections, essential background information about PQC algorithms and

examine the existing alternative solutions.

2.1 Post-Quantum Cryptography

In the dynamic landscape of modern cryptography, the advent of quantum computing
casts a shadow over conventional cryptographic systems. Quantum machines, with
their exponentially enhanced computational power, threaten to unravel the very fabric
of security protocols that have long been the basis of digital communication. As we
stand at the precipice of this quantum revolution, PQC emerges as a critical field,
not merely as a conservative response but as a proactive effort to fortify our digital

fortresses against the impending quantum attacks.

Traditional cryptographic systems, anchored in the computational complexity of
mathematical problems such as integer factorization and discrete logarithms, face a
shift in their security landscape. Quantum algorithms, notably Shor’s algorithm, loom
large as potential disruptors, challenging the robustness of our current cryptographic
infrastructure [10,11]. In this context, this section undertakes a deep dive into the
mathematical foundations of PQC, seeking not only to adapt to the quantum challenge

but to redefine the very essence of cryptographic resilience.

The NIST PQC project, initiated in 2016, involves a global effort to standardize
cryptographic algorithms resilient to both classical and quantum threats [12]. Through
a rigorous evaluation process and public competition, diverse candidate algorithms
spanning lattice-based, hash-based, code-based, and multivariate polynomial-based
approaches have been submitted [24]-[27]. The ongoing project, marked by

iterative rounds of analysis and feedback, aims to select and standardize a small



set of robust PQC algorithms for various cryptographic applications. While the
finalization of standards is pending, the initiative underscores the importance of
preparing cryptographic systems for the advent of quantum computers, with the
implications extending to public-key encryption, digital signatures, and key exchange
in a post-quantum era. As of the current stage, the NIST Post-Quantum Cryptography
(PQC) project is in its concluding phase, with four Key Exchange Mechanisms
(KEM) and three digital signature methods still under consideration. Notably,
five of the remaining seven candidates are rooted in Lattice-Based Cryptography
(LBC), highlighting the prominence of this approach among various techniques. The
finalization of these standards signifies a critical step in fortifying cryptographic
systems against the evolving landscape of quantum threats, with implications for
securing key exchange and digital signatures in a post-quantum era. In the next
subsections, some fundamental cryptographic methods are given a quick look that,
as far as we know, are still safe from quantum attacks. These methods are quite
complex, and since we’re not covering them in detail here, we will just touch
on them briefly. They serve as the basic building blocks for understanding how
we can protect information, laying the groundwork for exploring more advanced

cryptographic techniques within the limits of this thesis.

2.1.1 Lattice-based cryptography

A lattice is formally described as the linear combination of integer multiples of linearly
independent base vectors, with these vectors being termed the lattice’s basis. The
security foundations of lattice-based encryption schemes rest upon the computational
hardness of lattice problems. Presently, there exists no discerned quantum or classical
algorithm that can efficiently solve these intricate problems. The security of this
method relies on the difficulty of solving certain math problems involving these dot
patterns, such as finding the shortest path between points or dealing with errors in the
data. These are named with Shortest Vector Problem (SVP) and Learning with Errors
(LWE). Cryptographic algorithms constructed upon lattice structures exhibit notable

efficiency, demonstrating rapid execution and a commendable suitability for parallel



computation. The combination of these attributes cements LBC as the foremost

approach within the realm of PQC.

2.1.2 Code-based cryptography

Code-based cryptography involves safeguarding information through the utilization
of unique codes designed to rectify errors. Comparable to tools employed in digital
communication, these codes ensure the accurate transmission of information, even in
the presence of errors. The essence of code-based cryptography lies in the challenge
of comprehending or "decoding" these particular codes, and it is the complexity of
this task that strengthens its effectiveness in ensuring the security of information. The
most well-known code-based cryptography method is McEliece, introduced in 1978.

Its security remains intact against both quantum and classical computer attacks.

2.1.3 Hash-based cryptography

In the domain of digital signatures, hash-based schemes are implemented, capitalizing
on the security derived from the formidable challenge of reconstructing the original
input string from an output generated by a hash function. Originally proposed
by Lamport in 1975, his scheme encountered a notable limitation—specifically, a
constrained capacity for securely generating multiple signatures with the same keys.
To overcome this restriction, Merkle introduced his method in 1979 [83], substantially
augmenting the permissible number of trusted key usages. However, this enhancement
came at the expense of an increased key and signature size. Despite the augmented size,
Merkle’s method succeeded in significantly expanding the practicality of hash-based

digital signature schemes.

2.1.4 Multivariate polynomial cryptography

Multivariate cryptography is a type of public-key cryptography that is based on
the difficulty of solving systems of multivariate polynomial equations over finite
fields. Unlike traditional public-key cryptosystems such as RSA or ECC, multivariate
cryptography relies on the complexity of solving systems of equations in multiple

variables rather than number-theoretic problems. Multivariate cryptography is



commonly employed in the formulation of public-key encryption schemes. In this
context, the public key comprises a system of multivariate polynomial equations, while
the private key consists of the solutions to these equations. The process of encrypting
a message entails solving a system of equations, whereas decryption necessitates
possession of the private key, representing the solution set. The Rainbow algorithm,
founded on multivariate equations, stands out as one of the finalists in the PQC

standardization process for digital signature methods.

2.2 Homomorphic Encryption

In today’s expansive digital landscape, where safeguarding data privacy is paramount,
homomorphic encryption emerges as a revolutionary cryptographic concept. It tackles
the fundamental challenge of conducting computations on encrypted data without
the need for decryption, a departure from traditional methods that expose data
vulnerabilities during this process. Unlike conventional approaches, homomorphic
encryption allows mathematical operations to be performed directly on encrypted data,
ensuring the confidentiality of sensitive information throughout the entire processing

pipeline.

Essentially, homomorphic encryption maintains data confidentiality by executing
mathematical operations on ciphertexts, generating results that remain encrypted.
Craig Gentry formalized this groundbreaking concept in 2009, leading to the
development of various homomorphic encryption schemes [28,29]. These range from
partially homomorphic systems, supporting specific operations, to fully homomorphic

encryption (FHE), enabling arbitrary computations.

Homomorphic encryption’s strength lies in achieving a delicate balance between data
usability and security. By facilitating computations on encrypted data, it empowers
organizations and individuals to harness the capabilities of cloud computing and
data analytics without compromising sensitive information privacy. This makes
homomorphic encryption particularly relevant in scenarios where outsourcing data

processing to untrusted servers, such as in cloud computing, is a necessity.
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Figure 2.1 : Homomorphic Encryption subsection figure [4]

Despite the progress in FHE schemes, homomorphic computation remains challenging
for many cloud applications. Ongoing research is actively working to enhance
the performance of the fundamental arithmetic components within existing FHE
schemes. Various implementations and constructions have been developed to introduce
practical hardware and software realizations of FHE schemes, including HElib [30] ,
NFLIib [31], and cuHe [32]. In the pursuit of making FHE more practical, the focus
is on improving the performance of the most time-consuming arithmetic component
found in many FHE schemes: large degree polynomial multiplication and modular

reduction of the multiplications.

We will explore FHE, distinguishing it from other encryption methods based on its
unique capability to perform unlimited types of operations on encrypted data. Unlike
other encryption approaches, FHE stands out by allowing a broad range of operations

to be carried out on encrypted data without limitations in frequency.



If we make a mathematical representation of homomorphic encryption [33]:

Encryption(a) = A, Encryption(b) = B (2.1)

Encryption(a) + Encryption(b) = A+ B = Encryption(a+b) (2.2)

Homomorphic encryption excels in performing computations on encrypted data
without the need to disclose the private key. Typically, when a client wants to execute
operations, sharing the secret key with the service provider becomes a potential threat
to data accessibility. Homomorphic encryption addresses this concern by enabling
computation on cloud data without the necessity of decryption. Consequently, the
secret key remains secure, and only the client retains the capability to decode the data,

ensuring exclusive access to sensitive information [8].

In Lattice-Based Fully Homomorphic Encryption schemes, a key high-level
operation involves multiplying two polynomials with exceptionally large degrees.
Recent literature has seen numerous publications focusing on the multiplication of
these large-degree polynomials, particularly emphasizing NTT-based multiplication
schemes. These schemes are recognized for providing highly efficient algorithms
tailored for the multiplication of polynomials with large degrees, contributing to the

advancement of lattice-based homomorphic encryption.

In this thesis, the parameters of the NTT process employed in lattice-based
homomorphic encryption, such as area, time, and delay, will be explored using various
modular reduction methods on FPGA hardware. This investigation aims to assess and
compare the efficiency of different modular reduction techniques in facilitating HE
operations through an optimized NTT process. The subsequent section will provide a

detailed explanation of the NTT process.
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2.3 CRYSTALS-Kyber Algorithm

Kyber, a component of the Cryptographic Suite for Algebraic Lattices (CRYSTALS),
stands as a post-quantum key exchange mechanism relying on the security of the
Module-LWE (MLWE) problem [34,35]. Additionally, the Kyber algorithm has
progressed to the third round of evaluation in the PQC algorithm assessment conducted
by the NIST. This recognition underscores the algorithm’s standing and potential for
adoption as a secure post-quantum cryptographic solution. Its approach involves a
conventional construction method wherein it initially establishes an IND-CPA public
key encryption (PKE) scheme. Subsequently, Kyber transforms this scheme into
an IND-CCA KEM using the modified Fujisaki-Okamoto transform [36,37]. This
two-step process ensures the integrity and security of the key exchange mechanism

within the framework of post-quantum cryptography [38].

The security foundation of Kyber relies on the Module-LWE problem, formally defined

as follows:

(A,b=ATs+e) (2.3)

In this context, a hidden vector, denoted as s, is sampled from a binomial distribution
centered around By, (qu)‘1 ); in this case, k represents the dimension of the fundamental
Module-LWE problem. The public matrix A is randomly sampled from a uniform
distribution denoted by U (quXk). The decisional Module-LWE problem asserts that

indistinguishable (A, b) from a uniformly random sample [39].

CRYSTALS-Kyber utilizes the polynomial ring R, = Z,[X]/(X" + 1) with q =
3329 and n = 256 across all parameter sets where n = 271 such that X" +
1 is the 2"~ '-th cyclotomic polynomial. Each coefficient of the polynomials
in Rq can be represented as a 16-bit integer, enabling 16-bit NTT polynomial
multiplication. CRY STALS-Kyber employs this structure to build a Chosen-Ciphertext
Attack (CCA)-secure KEM from a Chosen-Plaintext Attack (CPA)-secure public
key encryption (PKE). The CRYSTALS-Kyber PKE (IND-CPA) comprises Key
Generation Algorithm (1), Encryption Algorithm (2) and Decryption Algorithm (3)

11



Table 2.1 : Parameter sets for CRYSTALS-Kyber.

n k q ni n2 dy,dy
Kyber512 256 2 3329 3 2 10,4
Kyber768 256 3 3329 3 2 10,4
Kyber1024 256 4 3329 2 2 11,5

and parameter given in 2.1. Matrix-vector multiplication, specifically A o NT T(s)
and AT of, where each element of the matrix and vector is a polynomial, forms
the core operation in key generation and encryption for CRYSTALS-Kyber. For
a more comprehensive understanding, readers are directed to CRYSTALS-Kyber’s

specification [40].

Before encryption or decryption in the CRYSTALS-Kyber algorithm, data undergoes
preprocessing to achieve a regular form, involving compression, decompression,
sampling, rejection, encoding, and decoding. The compression function transforms
an element data X € Z, to an integer within (d < log2(g)), and the decompression
function performs the reverse operation. In CRYSTALS-Kyber, the superimposed
error matrix is sampled from a centered binomial distribution (CBD) [41], ensuring
each coefficient from the polynomial f € R, is appropriately sampled. Subsequently,
these coefficients undergo modulo operation by a rejection function. The encoding
process involves serializing polynomials into byte arrays, and decoding translates byte

streams back into polynomial vectors.

Algorithm 1 Kyber.PKE Key Generation [40]
Output: pk = (b,p),sk=§
11 seed < (0,...,255)%
p,C « SHAKE256(64, seed)
A « GenMatrixA(p)
§ < SampleVec(o,0)

e < SampleVec(o, 1)
b« AoNTT(s)+NTT(e)
return pk = (b,p), sk = §

A S
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Algorithm 2 Kyber.PKE Encryption [40]
Input: pk = (b,p),message | € R, seedcoin € (0,1, ...,255)%
Output: Ciphertext(u',h)
1: A < GenMatrixA(p)
s' < SampleVec(coin,0)

¢’ < SampleVec(coin, 1)

¢ « SampleVec(coin,2)

? < NTT(s)

u+ NTT V(AT of) +¢

VvV« NTT ' (BT of) +¢" + 1

return (¢’ = Compress(u),h = Compress(V'))

Algorithm 3 Kyber.PKE Decryption [40]
Input: Ciphertext ¢ = (u',h),secret key sk =§

Output: Message L € R,
1: u < Decompress(u')
2: V' <= Decompress(h)
3: return g =V — NTT ' (sT oNTT (u))

KEM, which provides CCA security, is also implemented in the Kyber algorithm. Key
generation is the same as CPA. The only difference is that sk contains pk = (¢,p)
and the secret contains 256 bits of random value. Let G : {0: 1}* — {0,1}2*%¢ and
H:{0:1}* — {0,1}%° be hash functions. Algorithm 1, 4 and 5 are shows CCA secure
KEM in CRYSTALS-Kyber.

Algorithm 4 Kyber.Encaps(pk = (t,p)) [40]
m <+ {0,1}2%

(K',r") « G(H(pk),m)

(u,Vv) < Kyber.CPA.Enc((t,p),m;r)

c <+ (u,v)

K<+ H(K,H(c))

return (c,K)

—

AN A T
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Algorithm 5 Kyber.Decaps(sk = (s,z,t,p),c = (u,Vv)) [40]
: m' < Kyber.CPA.Dec(s, (u,V))

(13/,,»/) — G(H(pk),m/)

(', V') + Kyber.CPA.Enc((t,p),m';r")

if (', V') = (u,Vv) then

return K < H(K' H(c))

else

return K < H(z,H(c))

end if

—_—

As seen in the CRYSTALS-Kyber algorithm, NTT operation is used for polynomial
multiplication. The NTT process will be explained in detail in the next chapter. In this

section, the CRYSTALS-Kyber algorithm is given in general terms.

2.4 CRYSTALS-Dilithium Algorithm

The CRYSTALS-Dilithium signature is a component of the CRYSTALS, which
includes both a KEM called Kyber and a signature scheme known as CRYSTALS
Dilithium [14]. The security of both protocols hinges on the computational difficulty
of the Module variant of the Learning With Error (MLWE) problem [34,35]. In
the MLWE problem for CRYSTALS-Dilithium, A is a matrix of polynomials with
dimensions k x [, while s and e become vectors of dimensions 1 and k, respectively.
Informally, the MLWE problem can be conceptualized as the Ring-LWE problem,
where the single ring elements (a and s) are substituted with module elements over

the same ring.

CRYSTALS-Dilithium employs the MLWE problem with fixed values for n and q.
The security level of this signature scheme varies by simply adjusting the dimensions
of the matrix A, denoted as k and 1. Since R, remains the same for all security
levels, it becomes feasible to optimize operations in R, to enhance the efficiency
across all security levels. This flexibility facilitates easy adjustment of security levels.
CRYSTALS-Dilithium defines four parameter sets: weak, medium, recommended, and
very high, corresponding to matrix dimensions (k,l1) = (3, 2), (4, 3), (5, 4), and (6, 5),
respectively [42].
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Dilithium comprises three algorithms: Key Generation, Signing, and Verification,
outlined in Algorithms 6, 7, and 8, respectively. Each algorithm utilizes a set of internal

functions that are employed multiple times and/or across various phases.

Algorithm 6 outlines the Key Generation process, consisting of two main parts: (1)
the expansion of two random seeds, p and K, into A and (s1,s2), respectively,
using the extendable output function SHAKE — 128, and (2) the calculation of the
remaining components for both public and secret keys. SHAKE — 256 serves as the
collision-resistant hash (CRH) in all algorithms. It’s worth noting that A is directly
presented in the NTT domain representation, wherein its elements are polynomials

represented as vectors [1].

Algorithm 6 Key Generation [1]
1: p,K < (0,1)°
(s1,52) € Sy’ x Sp* := ExpandMask(K)
A € RP! := ExpandA(p)
t:=As1+ 52
(t1,t0) := Power2Round (t,d)
tr € (0,1)%%* := CRH(p||t)
return pk = (p,t1),sk = (p,K,tr,s1,52,t0)

Nk w

In Algorithm 7, during the Signing process, we create a bunch of special numbers
called y, then do some math with them (Ay). We focus on certain parts of those numbers
(w1, the "high-order" bits) and mix them with the message M. We use a bunch of helper
functions like Power2Round,;, Decomposey, HighBits,, and LowBits, to pick the right
parts (wy) correctly. Other functions, MakeHint, and UseHint,, help us put together
the missing bits for later checking in the Verification step. This clever method lets
us make the public key smaller by about 2.5 times, but it adds a bit more data to the
signature. We use SHAKE — 256 for creating these special numbers (y) through the

ExpandMask function and in another step called H.

Finally, Algorithm 8 illustrates the Verification step. The verifier calculates w/ and
approves the signature z if it meets the criteria of being small enough (refer to the

original article [1] for more details).
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Algorithm 7 Signing Sign(sk, M) [1]

1:

10:

R e A

A € RP! := ExpandA(p)
p e (0,1)%4:=CRH(tr||M)
k:=0,(z,h) =1L
while (z,h) :=1 do
yE Séq—l := ExpandMask(K||u||x)
w = Ay
wi = HighBits,(w,27)
¢ € Bgo:=H(u||lwr)
Z:=y+tcs
(ro,r1) := Decomposey(w — cs2,27)
o ifz]|. =71 — B or ||roll. = 12 — B or r; # withen
(z,h) :=1
. else
. h:= MakeHint,(—ctg,w — csy — cto,27)
. if ||cto|.. > 7o or the number of 1’s in h is greater than w then
(z,h) =1
. end if
: end if
K=Kk+1
: end while
: return 6 = (z,h,c)

Al

gorithm 8 Verification Verify [1]

—_—

: A € R/ := ExpandA(p)

2 1 € (0,1)%* := CRH(CRH p||n)||M)

3: w’1 :=UseHint,(h,Az— ct| -2d,2j/2)

4: return ||zl <1 — B and ¢ :== H(u||w)) and number of I's in h is < w
Table 2.2 : Dilithium Parameters. [1]

Scheme NIST Level (k,1) n T T %)
Dilithium?2 2 (4.4) 2 39 217 (g—1)/88
Dilithium3 3 (6,5) 4 49 219 (g—1)/32
Dilithium5 5 (8.,7) 2 60 219 (g—1)/32
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3. NUMBER THEORETIC TRANSFORM

PQC aims to forge cryptographic algorithms impervious to the computational might
of quantum computers [17]. A leading contender in this realm is lattice-based
cryptography, leveraging the complexity of lattice problems to fortify security [24].
Unlike traditional public-key cryptography, lattice-based cryptography proffers
resilience against quantum attacks. If we express mathematically the NTT process

that can be used in Lattice based PQC processes for CRYSTALS-Kyber example [13]:

Let ¢ = 3329 with g — 1 = 2813, the base field Zg4 contains primitive 256-th roots of
unity. The polynomial X230 4 1 of R factors into 128 polynomials of degree 2 modulo ¢
and the NTT of a polynomial f € R, is a vector of 128 polynomials of degree one. The
NTT can be implemented simply and in-place without reordering outputs, resulting
in polynomials presented in bit-reversed order. We define the NTT in this particular

manner. For instance, let { = 17 be the first primitive 256-th root of unity modulo ¢,

and , {3, {5, . . ., {as5 the series of all the 256-th roots of unity. The polynomial
X?%6 11 can therefore be written as
127 127
X256+1 :H(XZ_CZH-l) :H(XZ_CZbr7(i)+l) (31)
i=0 i=0

where br;(i) for i = 0,1,...127 is the bit reversal of the unsigned 7-bit integer. Then
the NTT of f & R, is given by

(medXz . CZbr7(0)+1’ ....,medX2 . CZbr7(127)+1) (32)
NTT(f)=f= fo+ fiX+..4 frssX*? (3.3)
with
127 o
hi= Z fsz(Zb”(l)H)] (3.4)
=0
A 127 o .
Saiv1 = ZfzjﬂC(zb”(l)H)j (3.5)
=0
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We want to emphasize that while we express f as a polynomial in R, it doesn’t
possess any inherent algebraic significance. The appropriate algebraic representation
of NTT(f) = f is in the form of 128 polynomials of degree 1, as described in (3.2),
utilizing the definitions for f, provided in (3.4) and (3.5). That is,

NTT(f) = f = (fo+ fiX,..., frsa + fo5sX*>) (3.6)

By employing the NTT and its inverse, NTT !, we can effectively compute the
product f - g of two elements, f and g, in R,. This computation is carried out efficiently
as NTT-'(NTT(f) oNTT(g)), where NTT(f) o NTT(g) = f o g = h represents the

base case multiplication involving the 128 products.

hoi+ hoi1X = (foi + fois1 X (821 + 8aiy 1 X )modX? — 1) +1 (3.7)

The NTT operation serves as a mathematical technique designed to alleviate

computational complexity when multiplying large polynomials.

NTT can be implemented wusing Cooley-Tukey structure [43] and
Gentleman-Sande [44] butterflies inside. Using these butterflies, NTT can be
implemented by a “divide-and-conquer "~ method which reduces the time complexity
of the polynomial multiplications from O(n?) to O(n-logn). The Cooley-Tukey

structure for k = 8 can be seen in [5].

3.1 Number Theoretic Transform Algorithm

Modular reduction algorithms are used during NTT process in CRYSTALS-Kyber,
CRYSTALS-Dilithium and Homomorphic encryption algorithms. NTT operation is a
mathematical method that reduces the computational load when multiplying very large
polynomials with each other. Modular reduction algorithms are also used in the NTT
process. The NTT operation is a two-way operation, and the polynomials are first
passed into the NTT domain. Bit lengths that increase as a result of multiplication
in the pass phase are converted to lower bit lengths by modular reduction algorithms.

Then, the INTT(Inverse Number Theoretical Transform) operation is applied and the
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number domain of the input polynomials is returned again. For this reason, it is

important to use and examine modular reduction algorithms for the NTT process.

Number Theoretic Transform is a powerful operation for computing polynomial
multiplication and convolution operations [45]. It is an appliance of Fast Fourier

Transform (FFT) [46]. NTT is more specifically FFT in Galois Field.

Aforementioned NTT is mathematical operation to apply polynomial modular
multiplication with a selected prime number. It has significant applications in post

quantum cryptography, signal processing, etc. [47].

Algorithm 9 Number Theoretic Transform (NTT)
Require: Polynomial A(x) € Zp[x],A(x) = a[k — 1]x* ! +afk —2]x*2 4 --- +a[0]
Require: Primitive k-th root of unity w € Zp

Require: ¢ = 1( mod 2k),
Ensure: NTT(A(x))

1: A < BitReverse(A)

2: for s =1 to log, (k) do

3 m<«2f

4: a)m<—a)§

5. fork=0tok—1 stepmdo

6: w1

7: for j=0to 5 —1do

8: t 4 o -Alk+j+ %] modgq
9: u<+ Alk+ jl

10: Alk+ j] <~ u+t modgq

11: Alk+j+ %] < u—t modg
12: Wy <— O - @, mod g

NTT takes polynomials as normal order but returns it in reversed order. For
example (0,1,2,3) to (0,2,1,3). To avoid that, bit reversal applied in the beginning of
Algorithm 9. As in FFT, NTT can be implemented using Cooley-Tukey structure [43]
and Gentleman-Sande [44] butterflies inside. Using these butterflies, NTT can be
implemented by a “divide-and-conquer” method which reduces the time complexity
of polynomial multiplication from O(n?) to O(n-logn). The NTT operation can be

seen in Fig. 3.1.
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Figure 3.1 : Basic NTT Operation for k = 8 [5]

In the Figure 3.1, basic operation that is done by NTT is shown. NTT multiplies input
in every stage with @, which are precalculated coefficients that is explained in the

algorithm.

As seen in the Algorithm 9, involved concepts in the algorithm includes Cooley-Tukey

and Gentleman-Sande butterfly operations, @ and arithmetic in finite field.

In the Algorithm 9, between the steps 8-12 needs of modulo operation can be seen.
Given pseudo-code of NTT, since number in line 11 and 12 cannot be bigger than 2 - g,
in this part we will focus on line number 9. If line 9 is inspected, @y - A can be between
0 and ¢°. Therefore, the algorithm needs a fast and reliable reduction method to reduce

the number to GF (q).

As seen in NTT Algorithm 9, @,, what is called "twiddle factor" is constant that can
be precomputed when modulo algorithm is applied. That twiddle factor is crucial for
correctness of algorithm. In the algorithm, polynomials are represented as sequence
of coefficients. Also, algorithm needs modular arithmetic to be used when multiplying
a number with a constant. Therefore in this study, change this precomputed twiddle

factor with number that is needed by used modular arithmetic algorithm.
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(a) Cooley—Tukey butterfly (b) Gentleman—Sande butterfly

Figure 3.2 : Cooley-Tukey and Gentleman-Sande butterfly units. [6]

3.2 Butterfly Unit

The essential operations in NTT and INTT are carried out in the butterfly unit. There
are typically two types of butterfly structures: the Cooley-Tukey (CT) butterfly and
the Gentleman-Sande (GS) butterfly. In Kyber, a common approach is to use the CT
butterfly in NTT and the GS butterfly in INTT to prevent coefficients from flipping.
However, recent reports suggest that employing the CT butterfly for both NTT and
INTT in LBC schemes could result in faster code [6,48].

The structure shown in Figure 3.3 shows addition, subtraction and multiplication
operations. The structure encountered in the literature is given in figure 3.2. Here, the
value given by & is the constant values, while ¢ is the prime value used. Other inputs
are external values to be encrypted.The values resulting from these processes are then
subjected to the modular reduction process. While the Cooley Tukey form is used
for the NTT transaction, the Gentleman-Sande form is used for the INTT transaction,
which is the opposite of the NTT transaction. The reason is that the Gentleman-Sande
form gives the terms reversely in its output. In the NTT process, the process can
be accelerated by using the butterfly unit structure in parallel, but it can only be
used a certain number of times due to space problems in hardware implementations.
Acceleration of the algorithm can be achieved with multiplier modules and modular

reduction modules.
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Figure 3.3 : 32 bit NTT Butterfly Unit. [7]

3.3 Modular Multiplication Algorithms

Following a 32-bit multiplication operation, the outcome must be reduced to match the
bit-length of the modulus. To enhance speed and efficiency in a scalable architecture,
we have made modifications to butterfly units or more specifically modular reduction
and modular multiplication operations, tailoring it to perform a rapid and effective

modular reduction operation.

For this reason, with the modular multiplication blocks we present in this section, the
NTT process used in LBC algorithms (CRYSTALS-Kyber, CRYSTALS-Dilithium,
Lattice Based Homomorphic Encryptions etc.) can be used according to different
circuit requirements. Specifically, the K?’RED algorithm will be explained in detail

in the next chapter.

3.3.1 K’RED Modular Multiplication Algorithm

Consider two integers a and b, both ranging from [0, q), where ¢ is a special kind of
number defined as k22" + k- 2(m + 1)+ 1. Now, let C be the product of a and b, an
integer. The objective is to reduce C modulo g by leveraging the unique structure of
g, specifically the property that k% - 2 = —1(modq). Express C as the sum of Cy and
2" .Cy, where 0 < Cy < 2. Then, 0 < Cy = (C—C0) /2" < k> - 2™ +2k+1/(2™) =
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kg+k+1/(2™). By considering these bounds, it follows that kC = kCy — C(modq),
and the absolute value of kCyp — C; is bounded by [kCy — C;| < (k+1/(2"™))q. Given
that k is a small integer, the value kCy — C; can be adjusted into the range [0,q) by
adding or subtracting a small multiple of g. The maximum value for C is (¢ — 1)2 =
k?-2™, in which case Cy = 0 and C; = k-2™ = k(g — 1). This implies that (k— 1)q

must be added to kCy — C; to complete the reduction.

Algorithm 10 K-RED Modular Reduction Algorithm [49]
Input: C, 24 bit integer
Output: kCy —C , 12 bit integer
1: Cy < Cmod2™
2: Cp+C/2"
3: return kCy — C;

Algorithm 11 K-RED-2x Modular Reduction Algorithm [49]
Input: C, 24 bit integer

Output: k°Cy — kCy +C> , 12 bit integer

: Cp < Cmod2™

2: C; < C/2"mod2™

3: Cy + C/2%m

4: return k2Co—kC; +C,

—

In contrast to alternative modular multiplication techniques, K?’RED stands out as a
method exclusively applicable to specific prime numbers [20]. Introduced by Niasar et
al. in [20], K’RED executes modular multiplication operations using prime numbers
recognized as Proth numbers [21]. Proth numbers, characterized by a distinctive form
as g = k2" + 1, where 2™ > k and k is an odd number, serve as the prime numbers of

choice for this specialized algorithm.

The K?RED algorithm, a variant of the Montgomery Modular Multiplication
Algorithm [50] introduced in [49], builds upon the K-RED algorithm outlined in [49].
In the K’RED algorithm, the K-RED algorithm [49] is applied twice and executed
through an adder and a shifter. In Algorithm 10 and 11 constitute the mathematical
infrastructure of the K?’RED Algorithm. The values obtained as a result of the NTT
operation are reduced with these reduction algorithms, thus avoiding operations with

larger bit lengths.
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Initially K?RED modular reduction algorithm was proposed for CRYSTALS-Kyber
PQC algorithm. In this work we added multiplication in order to extend K?’RED

reduction algorithm to K?RED modular multiplication algorithm and also we applied

it to CRYSTALS-Dilithium PQC algorithm for the first time.

Algorithm 12 K?RED Modular Multiplication Algorithm
Require: A,B,Pnwith P <2", P=k2"+1,kisodd, k <2",0<A,B<2"t<2n
Ensure: C' = k*(AB) mod P

1: R=AB

20 Ry (FmyPm—1,---,71,70)2
3: Ry (ron—1,-yTmt1)2

4: C<kR;—Ry,

5: Cp (Cm,Cm_l,...,Cl,C())z
6: Cp < (CryeeesCmi1)2

7. C' +— kC; —Cy,

Algorithm 12 shows the steps of K?RED modular reduction algorithm. In
CRYSTALS-Kyber algorithm, P = 3329, m = 8 and k = 13. P = 8380417 is given
in CRYSTALS-Dilithium [14], we calculated the parameters of K2RED as m = 13 and
k =1023.

In step 6, the bit length is denoted as t, and it differs from the bit length generated in
the preceding operation. It’s important to note that these values are constants in the

CRYSTALS-Kyber and CRYSTALS-Dilithium algorithms.

In conclusion, it is important to highlight that the resulting C’ value does not directly
correspond to the expected outcome of modular multiplication; rather, it is equivalent
to the kC mod P value provided at the output. The actual result of the modular
multiplication is achieved by multiplying the value obtained from K’RED by k2.
However, since twiddle factors @; in the NTT process given as [7] are fixed values,

these constants are multiplied by k=2 in advance.

3.3.2 Plantard Modular Multiplication Algorithm

Thomas Plantard proposed Plantard reduction algorithm for modulo operations where

prime number is smaller than it is used in RSA, ECC etc. in 2021 [51].
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Algorithm 13 Plantard Modular Reduction Algorithm.

Require: ¢, ® =155 g <2 R—g ' mod 22, A=X-Y-R mod 22"
Ensure: C with0<C < ¢q,C=X-Y(-272") mod ¢
:C<—(L%J)+1
C.
:C<—L2—,?J
if C = g then
C+0

—

R

In the Plantard modular reduction algorithm, the algorithm needs the input integer A,

' mod 22", Plantard modular reduction algorithm

modulus g, and inverse modulus g~
that as every algorithm has its advantages for specific primes, most of the algorithms
study for bigger primes (n >> 64). With this method, as it is seen in Algorithm 13
is able to compute modulo operation with smaller primes with one multiply-add

operation. Here one little thing is that n is not equal bit size of prime number but

itisg < % shown in Algorithm 13.

This algorithm output is C = A - (—27%") mod ¢, also multiplied by factor —272".
Therefore, algorithm output should be multiplied with 22" to ensure the output C = A

mod ¢ at the end.
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4. IMPLEMENTATION OF K’RED MODULAR MULTIPLICATION

In this study, hardware architectures are designed for K*RED modular multiplication
algorithms. Plantard algorithm is chosen as a baseline to compare with proposed
K?RED modular multiplication algorithms for performance results. Block diagrams

of the proposed hardware architectures are presented in the Fig. 4.1, 4.7.

Previous studies are focused on implementing modular arithmetic on long bits sizes
(n > 64), this study focuses of optimized modular multiplication algorithms for lower

bit sizes (n < 64).

Xilinx xc7a100tcsg324-2L Field programmable Gate Array (FPGA) is used in order
to implement modular reduction and/or multiplication algorithms. In the section 4.1,

when creating the resulting performance tables, this study uses the Eq. 4.2 and Eq. 4.1.

Here, in Eq. 4.1, P is power and t is time and in Equation 4.2, f is frequency, n is bit
size of output. To convert result table in bits to bytes, resultant is divided by 8 as 8
bits to 1 byte. The energy calculation is obtained by performing a post implementation
functional simulation in the Xilinx Vivado program by giving 1000 random inputs for
all algorithms. In this way, all algorithms run for equal periods of time and energy

values are calculated at equal intervals.

E=Pt 4.1

Throughput = f -n 4.2)
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Algorithm T(ns) Pipeline E(mJ) Throughput(GB/s)

CRYSTALS-Kyber 24 6 0.296 0.75
CRYSTALS-Dilithium 1.9 6 0.277 1.17
Homomorphic 2.8 6 0.323 1.52

Table 4.1 : Implementation Performance Results of the Design for K?’RED Modular
Multiplication Algorithm.

4.1 Design and Verification of K°’RED

Block diagram of the design is given in Fig. 4.1. As seen in the figure, the data input of
the system has been registered 2 times. Since the A x B— C operation will be performed,
the output of the multiplication result takes one clock, while the Aj;, corresponding to
the A input has to be delayed by one clock cycle. Hardware module for K?’RED is
implemented using Xilinx DSP48 Macro IP, which enables the FPGA to use DSP
resources. The same steps are applied again to the result obtained in the first step. The
bit length of the prime value is masked from the result in second step. This value will

be the output of the module [23].

The number of FPGA resources used as a result of the implementation of the K?’RED
algorithm are given in the Table-4.2. The first thing to note in the table is that the DSP
numbers are the same even though the bit lengths of all three algorithms are different.
The most important benefit of this algorithm is that it can be implemented with 2 DSPs
if the input bit length is up to 64. The inputs of the DSP sources in the FPGA are 24
and 18 bits. The bit lengths used in these three algorithms make it possible to use DSP
for this reason. When we look at other sources, the number of LUT(Look Up Table)
increases proportionally according to the bit lengths. Likewise, FF(Flip-Flop) numbers

also increase according to the order of bit lengths, but there is no exact proportion.

As shown in Fig. 4.1, since the same circuit structure is used for all algorithms, the
circuit outputs after 6 clock cycles in all three implementations. After 6 clock cycles,
the circuit gives output at every clock. Therefore, the output bit lengths are 12, 23
and 32 for CRYSTALS-Kyber, CRYSTALS-Dilithium and Homomorphic, and the

throughput values are calculated with the Eq. 4.2 and using the given bit lengths.
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Algorithm #of LUTs #of FFs # of DSPs

CRYSTALS-Kyber - 70 3
CRYSTALS-Dilithium - 104 4
Homomorphic 47 190 6

Table 4.2 : Implementation Utilization Results of the Design for K?’RED Modular
Reduction Algorithm

RTL-Variations RTL-Variations

A_in[n:0]
Out[n:0]
k number | C L
X
R I Q) UL S S

[om]
R

BHE&
C'_high[l:m] E'_E

C_high[2n:m] L=

Figure 4.1 : K’RED Modular Multiplication Register Transfer Level(RTL) Diagram.

2  |begin

4 |kyber 1: dsp first step
= PORT MAP (
CLK => CLK,

S S [ S S S |

A => "0" & mult out(/ downto 0),
B=>"'0" & k,
C =>"'0" & mult out( downto o),
P => c prime

8L | )

3 kyber 2 : dsp second step
84 © PORT MAP (

5 CLK => clk,
© A => '0" & c prime(/ downto 0U),
7 B=>"'0" & k,

C => c_prime( downto 2),

P => c2 prime

)

92 Iprocess(clk)

93 begin
94 if(rising_edge(clk)) then
95 mult_out <= std logic_vector(unsigned(A_in) * unsigned(Zeta_in));
6 - data_in_reg <=data_in;
7 data_out <= c2_prime( downto 0) ;
end if;

99 end process;
100 end Behavioral;

Figure 4.2 : K’RED Modular Multiplication Register Transfer Level(RTL) Code
with Using DSP for CRYSTALS-Kyber Algorithm.
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Component Name dsp48_kyber1

Instructions Pipeline Options Implementation
Pipeline Options By Tier v

Custom Pipeline options

Tier: 1 2 3 4 5 6

» » »
[ -» > o v
-> ->
-> -»>
KEY: Fabric register

DSP register

Control ports

Global D A B CONCAT C M P SEL/CARRYIN
- _ = = = _ -

SCLR

Figure 4.3 : K’RED Modular Multiplication Register Transfer Level(RTL) Code
DSP Configuration for Stage-1.

30



Component Name dsp48_kyber2

Instructions  Pipeline Options  Implementation
Pipeline Options = By Tier v

Custom Pipeline options

Tier: 1 2 3 4 5 6

—_— » »
C > > > | v > | ¥
> > > »
-> >
KEY: Fabric register

DSP register

Control ports
Global D A B CONCAT C M P SEL/CARRYIN
- = = = =

SCLR

Figure 4.4 : K’RED Modular Multiplication Register Transfer Level(RTL) Code
DSP Configuration for Stage-2.
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If we look at the energy comparison, according to the values implemented in Xilinx
Vivado, the highest energy consuming circuit is the hardware module designed for
Homomorphic encryption, middle is the module for CRYSTALS-Kyber and the lowest
is the module for CRYSTALS-Dilithium. Their values are 0.323 nJ, 0.296 and 0.277,

respectively.

Power and speed performance values of the K’RED algorithm is shown in the
Table 4.1. Since, input and output bit lengths are less than other algorithms, the
hardware module for K?’RED used in CRYSTALS-Kyber algorithm reached the
highest operating frequency. It has been observed that it can operate at a clock signal
of 2.0 nanoseconds, in other words 500 MHz, due to the smaller footprint and thus the

shorter path length.
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The verification of the designed hardware modules was made with simulations. By
giving random inputs to each algorithm separately, the pipeline values, the control
of whether the result is obtained according to the given input and the boundary
conditions are checked. In Fig. 4.6, the results obtained for CRYSTALS-Kyber,
CRYSTALS-Dilithium and Homomorphic are given. In all three simulations, it was
seen that the data came after a delay of 6 clocks. Then, the input value given is
expressed with A, while the result is shown with r. r_expected shows the theoretically

expected result. The result of this algorithm should be C' = k*-A mod P.
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4.2 RTL Variations and Comparisons

Different implementations of K?’RED modular multiplication are dependent with the
design of upper blocks and requirements of the design. In this study, proposed K’RED
modular multiplication is compared and results of this comparison has given in the
Table 4.3 and Figure 4.10. These modular multiplication module that are designed is
a part of bigger design which can be NTT design, frequencies of different designs of
K?RED and Plantard modular multiplication [2] is highly dependent with the pipeline
number of design. Different pipeline numbers given in the Table 4.3 named as ‘area’,

‘opt” and ‘performance’ which means optimization is taken care of these terms.

In Table 4.3 and Figure 4.10 comparison between K*’RED and Plantard modular
multiplication is given. From the Table 4.3, we can deduct algorithms in their area
and performance results. Looking at results, implementation selection between the
modular multiplication algorithm highly depends on your requirements and looking
to Figure 4.10, Plantard modular multiplication, when in CRYSTALS-Kyber PQC
scheme, is ahead when design is combinational with no pipelines and it gets worse
then other implementations eventough frequency and throughput of design gets
greater than combinational designs. If we compare modular reduction algorithms
in CRYSTALS-Dilithium PQC scheme, we can deduct that, between K2RED and
Plantard modular multiplication algorithms, K*RED modular multiplication algorithm
gets better in terms of Throughput/Area by Frequency and Area-Latency by frequency
graphs. If your designs need lower than ~ 70 MHz Plantard modular multiplication
for CRYSTALS-Kyber PQC scheme can be selected as it has efficieny in terms of
Throughput/Area and Area-Latency then other implementations but these result is until
~ 70 MHz and if you have frequency greater than this, K?RED modular multiplication

gets lead against the Plantard modular multiplication algorithm.

There is three different effective RTL Designs. The first of these is the design given in
the previous section(Fig. 4.1). The second design shown in Fig. 4.7. In another given
design, with the aim of minimizing the delay, the registers in the RTL Variations section

given in fig. 4.1 were removed and the multiplication operations were performed by
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shifting and adding. With these three different RTL designs, the required design can be
selected according to the graphics given in fig. 4.10 For example, when a small FPGA
is used as a logic cell, the design to be used will be different from the design to be
used in applications where the maximum clock frequency is desired to be as high as
possible. As a result, the K’RED algorithm can be adapted to different purposes and

RTL designs can be used.
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141 data in reg2 <= mult out(/ downto 0) & "000";

142 data in reg3 <= mult out(/ downto 0) & ",

143 c_prime_regl (10 downto 0) <= c_prime(7 downto 0) & "000";

144 c_prime_reg?2 (% downto () <= c_prime(/ downto U) & "00";

145

146 B-—— Cc prime g <= std logic vector( k * unsigned(data in reg(7 downto 0)));
147 -- c_second_g <= std_logic_wvector( unsigned(k) * unsigned(c_prime (7 downto 0)));
148

149 pprocess(clk) begin

150 @© if rising edge(clk) then

151 mult_ out <= std_logic_vector(unsigned(A_in) * unsigned(Zeta_in));
152 data out <= c second(ll downto 0);

153 end if;

154 lLend process;

155 l‘end Behavioral;

h

Figure 4.8 : K2RED Modular Multiplication Register Transfer Level(RTL) Code
with Using Shift and Add for CRYSTALS-Kyber Algorithm.
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101 kyber stepl : kyber subtracterl

102 H PORT MAP

103 A => c_prime q,

104 B => mult cut(-:> downto o),
105 CLE => clk,

106 S => c_prime

107 Vs

108

109 kyber stepZ : kyber subtractl
110 E PORT MAP (

111 A => ¢ second g,

112 B => c prime(l¢ downto o),

113 CLE =>» clk,

114 5 => c second

115 o)

116 adder step 1 : kyber adderl stepl

117 H PORT MAP

118 A => data in reg2,

119 B => data in reg3,

120 5 => c_prime ¢ reg

120 - )

122 adder step 2 : kyber adderl step?2
123 H PORT MAP (

124 A => c prime g req,

125 B => mult ocut(/ downte U),
126 S => c prime g

120 - )

128

129 adder step 3 : kyber adderl stepl
130 H PORT MAP (

13: A => c_prime reql,

132 B => c _prime reg2,

133 53 => ¢ _second g reg

134 - )

135 adder step 4 : kyber adderl step2
13¢ H PORT MAP (

137 A => c second g regq,

138 B => c prime(/ downto ),
138 S => C second g

140 B B}

- ) ;
Figure 4.9 : K’RED Modular Multiplication Register Transfer Level(RTL)
Intellectual Property(IP) Instantiation Code with Using Shift and Add for
CRYSTALS-Kyber Algorithm.

40



SE

oe S

(su) Aouale
az

S Tp

‘uonedIdnnu NpOA prejue[d pue ¥ 3 Jo suostredwo) : 01 In31

1do paizy
pad poipy
sase poigy
1o pagjued
pad pigued
ease prejued

QO+

o0e

(su) Aouale

o

1do pesgy
e paizy
ase paizy
1do prgugd
pad prgued
eale prgued

O+

(1174

ose

05k

(1174

ose

0oe

SN3

SN3

429

SBE BLC

(zHW) Aouanbaug

Elg €L}

L9

1do paizy
pod peigy
ose poszy
1o pazued
pad pigued
ease prejued

P o

o+

429

Lhd

S

i

SS

(zHW) Aouanbaug

B4C 6EC  <BL

SL

Lhd

1do paizy
pod peigy
ose poszy
1o pazued
pad pigued
ease prejued

P o

S

£

sNgf(AnuanbaH‘ZL)mﬁm) easyandybinouy

(

{sN3/lAousnbaig,z1 )" Bop easyandyBnoiy

(zHW) Aouanbaig
g8E BIZ ELT ELI L9

dopaiy
padpaigy
eale paig) ——
1do pugjued
piad prejueid
eawe piejued

(zHW) Aouanbaig
BiZ BET T8 £

Wopapl——
padpaizy —
CEICEEY —

3o preuerd
pad paequed

e prejued

((Rovenbauy) , 90 )0 % , SN3)" Bop) Aouspe, eary

((Rouenbaugy) , 90 )0 % , SN3)" Bop) Aouspe, eary



(44

(AdD) Aefed yed 189N e
€61 961 XSINVYEE + 001 XSdSA + SIS = (SIOI]S Jo Ioquuiny Jue[eAtbq) SNA
‘[2S] L-X1IY Ul ST,  SISISUOD 9IS UO SE /SN T# B[NWIOJ Aq pajewnsa ST suonejuawa[dwt YO, JO 901S YL 4

€ 1°L8€9 9'¢ C 0€1 €01 9T 97C wnrpIIg-STVLS AMD aad
9 6'01C1 6'1 4 701 0 0 00% wnipIIg-STVLS AMD aTd
I T'S96¢ 9I'S C (012 671 9T 97T wnIpIIq-STVLSAND T
L 1L°€68% 691 0 1.9 188 12¢ 12 wnipIig-STVLSAND prejue|d
4! 97'9188 6S°C S 96 143 8 805 wnpIIa-STV.LSAND pIejuR[d
I 62 €SI I'S1 0 €T 9.8 61C 61C wWnIpPIIA-STV.LSAND pIejuR[d
€ 80°LS8T Tt I 9 SS 14! 140! 10943 -STV.LSAMD aTd
9 8" ¥S¥S v'C € 0L - €l €11 1943 -STVLSAMD agd
I T8181C 'S I 9¢ S 14! 11 1943 -STVLSAMD T
S YT EEEe 9'¢ C 8¢ 6C 8 80¢ 1293 -STVLSAAD prejue|d
01 7' 61£9 68'1 € 94 8 9 90¢ 129K3-STVLSAAD prejue[d
I 95'668 6€ €1 0 4! 0LT 89 89 12983 -STVLSAAD prejue[d
SAPAD (sdqiA)indysnoxy, (su) add dsa A LNT $921[§ SNA wpuos[y DO WPHOS[Y

[C] "sswayos DOJ WwnipIIA-STVLSAYD
pue 19AY-STVLSAYD 10§ wytog[e uonedrdnnu re[npow prejue[d pue (a3 UL PIsn SPOYIOW JUIIAHIP JO UONEBZIN() : €'f IqEL



S. IMPLEMENTATION OF NUMBER THEORETIC THEOREM

In this section, the parametric NTT core shared by [54] with open source is used for
comparison. The number of butterfly units used in this core can be given as a parameter
to the system and experiments can be carried out. Here, when the number of butterfly
units that will work in parallel is selected as 32 or more, it cannot be synthesized on
the FPGA model being studied. For this reason, the results obtained using 16,4,1 are

shared.

5.1 Benchmarking Setup

In this section, the performance comparison will be made by replacing the Word-level
Montgomery modular multiplication algorithm used in the NTT algorithm with
the K’RED algorithm. NTT, whose source codes are given in [54], is written
parametrically. In other words, a comparison can be made between modular
multiplication algorithms by changing the number of butterfly units that can work in
parallel. Used NTT code, which is compared, operates via 32-bit data. In this work [8],
Mert et al. opted to implement a polynomial multiplication architecture with a degree
of 1024, intended to achieve a 128-bit security level. Throughout this section, the
variable n represents the degree of the polynomial, and ¢ signifies the prime used as the
modulus. Instead of fixing the modulus size and the modulus, a scalable architecture
supporting modulus lengths between 22 and 32 bits was implemented but using with

comparison we use 32 bit prime number.

5.1.1 Core Multiplier

In used structure, modular multiplier architecture is optimized for modulus lengths
between 22 and 32 bits. A 32-bit multiplier was designed, as illustrated in fig. 5.1.
Focus on an designed FPGA architecture, 16-bit core multipliers were utilized due

to limitations in DSP size. On our Artix-7 Architectures, DSP slices comprise
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Algorithm 14 Word-Level Montgomery Modular Reduction Algorithm [8]
Input: C =A - B, a 2K-bit positive integer

Input: M, a K-bit positive integer
Input: mu, w-bit positive integer mu = —M~' mod 2", w < K
Output: Res=C-R~! mod M where R=2%X*" mod M
L+ [K/w]
T1+C
for ifromOtoL-1 do
T2+ T1 mod?2%"
T3« (T2-mu) mod?2”
T1«+ [(T1+(T3-M))/2"
end for
T4<+T1-M
if (T4 < 0)then
Res +— T1
. else
122 Res<+ T4
13: end if

—_—

A AN~

—_—
- O

18x25-bit signed multipliers, while on Virtex-7 Architectures in open source design
platform, DSP slices include 18x25-bit signed multipliers [55]. To align with existing
literature, multiplier was opted to implement for both architectures, necessitating a

core multiplier length of 16 bits.

NTT architecture is fully pipelined, making the pipeline registers shown in fig. 5.1
inconsequential to the overall architecture’s throughput in terms of clock cycles. This

refinement significantly improves the overall performance in terms of seconds.

5.1.2 Modular Reduction

Following a 32-bit multiplication operation, it is necessary to reduce the result back
to the bit-length of the modulus. In the pursuit of a scalable architecture, we adapted
Algorithm 14 to accomplish a rapid and effective modular reduction operation. For a

more optimized design, the following features were used:

1 mod2n G.D

q
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Figure 5.1 : 32-bit Multiplier [8]
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Any prime number ¢ suitable for the NTT with this characteristic can be expressed as:

g =qH 2182 4 | (5.2)

In the employed design, n = 1024 and log>2n = 11, resulting in:

g=qH 2'"+1 (5.3)

For Montgomery Reduction operation, they select word size w = 11,

mu=—qg ' mod2'1=-1 mod?2" (5.4)

Utilizing this property, they rewrote Montgomery Reduction as shown in Algorithm 15.

Algorithm 15 Word-Level Montgomery Modular Reduction Algorithm modified for
NTT friendly primes [8]
Input: C = A - B, a 2K-bit positive integer, 44 < K < 64
Input: ¢ a K-bit positive integer, g = qgH - 2'' + 1
Output: Res=C-R~' mod M where R =23 mod M
1. T1+C
2: for ifromOto?2 do
33 TIH+T1>>11
4 TIL+<+ T1 mod?2!'
5. T2 < 2’s complement of TIL
6
7
8
9

carry <— T2[10]ORT 1L[10]
T1<T1H+ (gH -T2)+ carry
: end for
:T4+T1—q
10: if (T4 < 0)then
11: Res<+T1
12: else
13: Res<+ T4
14: end if

To ensure that a single subtraction at the conclusion of Algorithm 15 is sufficient, it is
required that K < (3% 11) be satisfied. If K < (2% 11) then 2 iterations are necessary

instead of 3. The algorithm can be readily adapted to accommodate other values of
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n. For instance, with n = 2048 , w = 12, and a modulus length within the range
(4x12) < K < (5 x 12) 5 iterations are needed. Similarly, for n = 4096 , w = 13, and
a modulus length within (4 x 13) < K < (5 x 13), 5 iterations are required. Hardware

design for Algorithm 5 is shown in Fig 5.2.

5.1.3 Number Theoretic Transform Unit

The iterative NTT algorithm presented in Algorithm 1 was modified to achieve
optimized performance for NTT computations, with the optimizations being influenced
by the adjustments described in [21]. In the source from which the code was taken,
some adjustments were made to the NTT kernel and thus it was optimized. You can

refer to the source for detailed information. [8]

The resulting coefficients of the polynomial are not in the correct order. To obtain an
accurate NTT result, a permutation operation is required. However, given that now
we are in the NTT domain and every operand within this domain follows the same
scrambled order, it is possible to retain the result of this operation without executing

the permutation.

In the case of polynomial multiplication, both polynomials are transformed into the
NTT domain, and their inner multiplication is computed. This process results in
an outcome that maintains the same scrambled order. Subsequently, after the inner
multiplication of operands in NTT form, we employ the inverse NTT operation to
return the operand to its original polynomial domain. Through slight adjustments to
the inverse NTT operations, we successfully reverse the scrambling of NTT operands
without the need for additional permutation operations. This optimization contributes

to a reduced latency for NTT operations [8].

5.2 Comparison of Modular Multiplications

In this section, the results obtained from the study will be evaluated. First of all, the
32-bit multiplier structure used in the design is the same as the version implemented
with K2RED modular reduction. The RTL I use in the modular multiplication process

uses code designed entirely using DSP. The reason for this is that the maximum clock
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Table 5.1 : Comparison of 32-bit NTT Implementation K’RED and Word-Level

Montgomery Algorithms.
. Area
Algorithm BU MCF(MHz) LUT FF DSP BRAM
WLM 1 131.5 1888 1059 12 3
K’RED 1 131.5 1774 1096 10 3
WLM 2 131.5 3035 1582 24 4
K2*RED 2 126.5 2828 1712 20 4
WLM 4 135.1 4917 2620 48 6
K’RED 4 128.5 4552 2936 40 6
WLM 8 126.5 10929 4776 96 12
K2RED 8 121.9 10180 5418 80 12
WLM 16 113.6 21905 9039 192 24
K2*RED 16 113.6 18211 10486 160 24

BU: Butterfly Unit
MCF: Maximum Clock Frequency
LUT: Look Up Table
FF: Flip-Flop
DSP: Digital Signal Processor
BRAM_: Block Random Access Memory

frequency is higher and the area consumption and DSP usage are less than some major

algorithms.

When Table 5.1 is examined, the columns provide, in order, the algorithm name, the

number of butterfly units operating in parallel, the maximum frequency at which the
circuit can operate after the place and routing process, the number of used LUTs

(Look-Up Tables), FFs (Flip-Flops), DSPs (Digital Signal Processors), and finally, the

number of BRAMs (Block RAMs).

First of all, if we talk about the number of butterfly units, this unit is the unit that

performs the basic operations in the NTT process. Operations such as nodular addition,
subtraction and multiplication are performed here. In order to perform an NTT
operation, this block is called many times using a single butterfly unit, or values are

given in multiples of 2 of these units in parallel to the circuit. The limiting effect here

is the size of the FPGA used.

When circuits are synthesized with different numbers of butterfly units, the first thing

that stands out is that as the number of butterfly units increases, the maximum clock
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frequency at which the circuit can operate gradually decreases. In K?’RED and WLM
algorithms, when the number of butterfly units is 1 and 16, MCF values are the same.
In other values, there is a difference of approximately 5-10 MHz. When comparing the
circuit in terms of area, when using WLM, the area increases as the number of DSP
butterfly units increases. While there was a significant decrease in the number of LUTs

and DSPs, there was a certain increase in the number of FFs.
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6. CONCLUSIONS AND FUTURE WORKS

This research extensively examines modular multiplication algorithms within the
realm of PQC and investigates their practical implementations on FPGAs. The
analysis prioritizes time-area trade-offs to guide the selection of these algorithms.
Envisioning applications across diverse domains like information, computation, and
communication, ongoing studies on algorithm implementations actively address

security concerns in the post-quantum era of informatics.

The study specifically focuses on modular reduction algorithms, critical for
accelerating NTT and optimizing fields. Looking forward, these designed algorithms
show potential for concluding the NTT process, highlighting the necessity of designing
an efficient multiplier circuit. Moreover, there is an opportunity for a comprehensive
comparison of modular multiplication algorithms, taking into account factors such as
energy consumption, resilience against side-channel attacks, and overall performance
criteria. Such comparative studies significantly contribute to a nuanced understanding

and enhancement of the overall cryptographic system performance.

When compared with studies in the literature, the place and route results of WLM
modular reduction algorithm and K?RED algorithm in different numbers of butterfly
units are shown in Table 5.1 in article [8]. As can be seen from Table 5.1, as the
number of Butterfly units increases, the difference between the number of DSP usage
widens. In NTT operations performed with WLM at butterfly unit numbers 2,4,8, the

maximum clock frequency value is higher in the range of 5-10 MHz.

If we look at the contribution of this thesis to the literature: CRYSTALS-Kyber
is the first time that the process called modular reduction, together with modular
multiplication or multiplication, which is a sub-module of the NTT algorithm used
in CRYSTALS-Dilithium and Homomorphic encryption, has been implemented in
hardware using DSP blocks. In addition, different circuit designs have been presented

and different circuit topologies have been implemented to suit different needs in terms
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of area, time and delay. In the last part of the thesis, a comparison was made using
the K*RED algorithm instead of the Word-Level Montgomery algorithm in an NTT
IP core used in homomorphic encryption and the results were shared. According to
these results, the K’RED algorithm is more efficient than the Word-Level Montgomery
algorithm at the same frequency and in terms of the number of FPGAs it uses per unit

Process.

As a result of this study, the NTT process can be used more effectively in FPGA
hardware by using the K’RED modular reduction algorithm in the NTT process.
As a result, Post Quantum Cryptography algorithms and Homomorphic encryption
algorithms can be implemented on faster or less costly hardware. However, with
the introduction of Quantum computers, which are rapidly working today in areas
such as IoT(Internet of Things), Cloud operations and Secure Communications, into
our lives, a significant gap will be closed in the coming years. The first thing
to do in the continuation of this study is to choose one of the CRYSTALS-Kyber,
CRYSTALS-Dilithium or Homomorphic encryption and implement it using the
appropriate algorithm with the results obtained from this thesis.  After the
implementations are completed and some security tests and verification studies are

carried out, it will be a work that can be used on classical computers as well.
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