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ABSTRACT

INTRUSION DETECTION IN IOT NETWORK USING DATAMINING
AND FEATURE SELECTION

AL-Qaraghuli, Hasan Hameed Radhi

M.Sc., Information Technologies, Altinbas University,
Supervisor: Asst. Prof. Dr. Ayca Kurnaz TURKBEN
Date: 12/2022
Pages: 74

The Internet of Things, or 10T for short, refers to any physical thing that has been equipped with
the required technical capabilities to collect and distribute data through the internet. Individuals
are placing themselves at risk of cyberattacks due to the fast-expanding number of security
issues connected with the Internet of Things (1oT) and the rapid spread of 10T devices in
household contexts. Due to the limited power and processing capabilities of these devices, it
may be challenging to design a security solution for Internet of Things devices for this, it is
necessary to take an interest in past attacks involving connected objects but also to be able to
prevent new types of attacks. This thesis therefore proposes a solution capable of detecting
numbers of types of intrusions in connected objects, in use of realizes techniques of tracing for
recovery of precise information in loss systems of vigilance and in comparison, with various

technical learning to achieve excellent results. Detection capabilities
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1. INTRODUCTION

1.1 BACKGROUND

The Internet of Things, or 10T for short, refers to any physical thing that has been equipped with
the required technical capabilities to collect and distribute data through the internet. Individuals
are placing themselves at risk of cyberattacks due to the fast-expanding number of security
issues connected with the Internet of Things (1oT) and the rapid spread of 10T devices in
household contexts. Due to the limited power and processing capabilities of these devices, it
may be challenging to design a security solution for Internet of Things devices [2]. The usage
of intrusion detection systems, often known as IDS, may be useful for providing some kind of
cyberattack defense (IDS). There are two basic sorts of IDS: those that detect abnormalities and
those that identify misuse. For misuse-based filters to identify new attacks, they must first
generate a new attack signature before comparing incoming assaults to previously identified
attack signatures. These filters will only then be able to recognize fresh assaults. Even while
anomaly-based detection, which identifies new risks by observing abnormal traffic, has the
ability to uncover new threats, one of the greatest obstacles is ensuring that it does so without
creating an excessive number of false positives. The great majority of devices linked to the
Internet of Things are constrained and have limited storage, memory, and computing
capabilities, making the building of an IDS a difficult task [5].



Figure 1.1: Intrusion detection types.

1.2 PROBLEM STATEMENT

Strong competition from manufacturers of connected objects has created a market where many
technologies coexist. These objects can take various forms, ranging from alarm or light
management systems to ovens or connected toys. They sometimes have extremely limited
resources, making it impossible to implement traditional security solutions. The diversity of
protocols existing in this ecosystem as well as the absence of an operating system or firmware
common to these platforms make the work aimed at securing such objects very dependent on
the systems studied. In addition, few manufacturers offer updates for their devices, making

discovered vulnerabilities very dangerous for users.



Thus, it becomes difficult to propose security solutions applicable to all objects, and the work
carried out in terms of intrusion detection essentially concentrates on network analyses, since
there is no need to consider the material resources of the objects nor even the applications which
are executed on them. Moreover, although tracing techniques have already been used to detect
anomalies on different systems, particularly with the help of system calls made on the monitored
machine, few works have focused on all the information available in the events. Thus, the system
calls arguments or the various information at the level of the network packets or the processor
have hardly been used to detect computer attacks, whereas they can prove invaluable to improve

the quality of the detection.

For example, an event related to the launching of a terminal can be benign or harmful for the
system depending on the process that is at the origin of this system call. It is therefore
appropriate to use all the information collected by the trace points to improve the quality of
detection. In addition, few works have proposed tool suites for exploiting traces in a binary
format to train machine learning algorithms. Indeed, to achieve such a result, several stages of
transformation of the events collected with tracing techniques must be implemented. The
challenges to achieve this result are multiple. The first is to determine the event fields useful for
training the machine learning algorithms, which can be very different between the various
events that can be recorded by the tracer. Another challenge is to harvest these fields efficiently
from the formats where the traces are stored, particularly binary formats, and to create other
metrics useful for learning algorithms. It is also necessary to convert all these data into vectors

of figures which will then be usable for learning the models.

Finally, it is necessary to study the effectiveness of various machine learning approaches
developed to improve the detection capabilities for the proposed solution. In fact, each algorithm
can give different results depending on the dataset it receives or the use of the model once its
training is complete. For example, some algorithms may perform best at classifying sequences
of text but may be much less optimal at classifying single words. It is therefore necessary to
critically study the behaviour of different learning techniques in the case of intrusion detection

on connected objects, with traces relating to the system itself.



1.3 CONTRIBUTIONS

There is no impenetrable computer system, and attacks on these platforms continue to increase
in name and intensity every day. At the same time, more and more systems are interconnected,
and this phenomenon is accentuated with the advent of the Internet of Things, which is made up
of innovative objects but very rarely integrating effective protections against attack of cyber
criminals. They threaten their users, whether they are individuals or companies. It is therefore
necessary to find solutions capable of effectively securing these objects while respecting their
hardware and software constraints. One of the first steps to improving the security of such
devices is to be able to detect attack attempts as soon as they occur. For this, it is necessary to
take an interest in past attacks involving connected objects but also to be able to prevent new
types of attacks. This thesis therefore proposes a solution capable of detecting numbers of types
of intrusions in connected objects, in use of realizes techniques of tracing for recovery of precise
information in los systems of vigilance and in comparison, with various technical learning to

achieve excellent results. Detection capabilities.

1.4 OBJECTIVES

The main problem of this thesis is the following: Is it possible to implement an intrusion detector
based on the behaviour of connected objects that is effective and based on tracing and machine
learning techniques? To be able to answer this problem, it is necessary to achieve the following

objectives:
i.  Understand the characteristics of the ecosystem of connected objects.

ii. Develop an architecture allowing the tracking of intelligent objects taking into account

their characteristics.

iii. Develop a framework capable of transforming the information contained in the traces

into precise information that machine learning algorithm can employ.

iv. Implement and optimize various machine learning algorithms capable of classifying

recorded events.



v. ldentify and implement attacks on the connected objects studied.

vi.  Test the performance of the solution and the different algorithms on this system.

IoT components
(e.g. sensor nodes, smart physical objects)

A
Monitoring Actions

v IDS

Pattern matching algorithms

_

D Attack
Predefined malicious Response

—_____pattern set Module

Figure 1.2: loT based intrusion detection system.

1.5 THESIS ORGANIZATION

This thesis is organized as follows: - In 2" Chapter of this thesis presents a critical review of
the literature on the various concepts useful during this work. The topics of the Internet of
Things, intrusion detection systems and different tracking techniques will be discussed. Then,
3" chapter will present the background methodology adopted in our work to set up and validate
the proposed solution. Also, 4" Chapter presents the system in which the developed solution is
presented as well as the criticism of its performance. The following chapter evaluates the success
of answering the research question. The conclusion of the work as well as the discussion of

future work are included in 6™ Chapter.



2. LITERATURE REVIEW

The Internet has never connected as many computer systems as today, and the number of objects
capable of communicating with each other through this network continues to increase every day.
This trend even tends to accelerate with the ever-faster addition of new objects that are
constantly diversifying. Although fierce competition between object designers brings a lot of
innovation, it also forces manufacturers to reduce the development time of their products and
therefore to reduce the security test phase of objects placed on the market. Thus, many
vulnerabilities are discovered on smart objects and the associated risks are constantly growing
for users. It therefore becomes necessary to be able to secure these different objects, the first
step being to be able to detect these malicious activities. Although various works have been
proposed, many solutions remain ineffective or very object specific. The following critical
review of the literature highlights the different approaches proposed to detect intrusions as well
as different techniques that could be used to achieve better results.

2.1 RELATED WORKS

In tests done by Notra et al. (2019) on three common smart home devices, the researchers
discovered a lack of encryption and authentication, putting the privacy of the users at risk. Due
to the huge diversity of protocols and communication stacks involved, the limited computer
capacity, and the vast number of networked devices, 10T security countermeasures cannot be
implemented effectively. Therefore, Internet of Things security solutions are needed if

enterprises and individuals are to maximize the technology's potential (Sicari et al., 2021).

Multiple efforts are now being done to enhance the security of the Internet of Things. The
creation of authentication and data confidentiality techniques, access control inside the loT
network, privacy and trust between users and objects, and the enforcement of security and
privacy legislation are a few of these strategies. (Sicari et al., 2021). Even with these precautions
in place, networks linked to the internet of things (1oT) remain susceptible to attack from a
variety of sources. This is an essential factor to remember. As a result, an additional layer of
protection that can identify possible threats is vital. IDSs, or Intrusion Detection Systems, are

used for this purpose.



The move from wired to wireless networks may be difficult owing to basic design difficulties,
most notably the absence of established infrastructure. Regarding wireless ad hoc networks, the
sort of response relies on a number of variables, including the type of intrusion response, the
network protocols and applications presently in use, and an individual's level of confidence in
the evidence. Among the several possible solutions include reinitializing communication
channels between devices, determining which devices have been hacked, and sending an

authentication request to every device on the network.

The authors elaborate on seven distinct IDS ideas for MANETS and use the following discussion
strategies: Implementing both mobile agent-based detection and distributed anomaly detection.
In any scenario, the IDS agent on each mobile node will collect and classify any locally
accessible data. In terms of intrusion detection and response, mobile-agent-based detection
relies on the employment of mobile agents, while distributed anomaly detection requires input
from neighbouring nodes to achieve global detection. Anantvalee and Jie examine the network
architecture of IDS on MANETS (2017). The authors examine several possible configurations
for systems to detecting intrusions in MANETS, such as a flat-net architecture, a multi-layered
network infrastructure, and a mobile intrusion detection agent. In addition, the authors discuss
a collaborative and decentralized intrusion detection system (flat and multi-layered network

infrastructure).

The authors of the research revealed that practically all of the IDSs they examined were
distributed and cooperative, which is not unexpected given that MANETS are characterized by
their distributed and cooperative architectures. The authors also provide a taxonomy for
recognizing and punishing problematic nodes in MANETS. This taxonomy takes into account
the network architecture in addition to the kind of data collected and sent. The major focus of
Kumar and Dutta's (2020) examination of MANET intrusion detection approaches is detection
algorithms. A tree structure is used to categorize different methods of intrusion detection

according to the kind of processing mechanism in use.

The most prevalent methods for detecting intrusions include statistical, heuristic, rule-based,

state-based, signature-based, reputation-based, routing information-based, cross-layer, and



graph theory-based methods. The authors classified every investigated intrusion detection
method according to the following criteria in great detail: detection method (misuse, anomaly-
based, specification, or hybrid), architecture (standalone, distributed and cooperative, mobile
agent-based, and hierarchical IDS), detection time (real-time or offline), routing protocol, type
of attack addressed, performance, effect of mobility on robustness, flexibility, and scalability,
and so on. In addition, research concerns and unanswered questions in the area of MANET
intrusion detection are discussed. Managing an environment that is in a constant state of change
is a difficult task. Individuals, systems, and networks have shown varied degrees of intrusive
and non-invasive behaviours throughout history. The intrusion detection system (IDS) must be
capable of self-management and self-configuration in order to keep up with the ever-changing
dynamic environment and to respond swiftly to continually changing network hardware and
software sources. There are three choices available for the deployment of the IDS agent in
WSNs: distributed-centralized, distributed-only, and distributed-only. The vast majority of

deployments are distributed-only.

The authors Faroogi and Khan (2019) propose a classification of intrusion detection systems
(IDS) for wireless sensor networks (WSNSs) based on the deployment method of the IDS agent:
(IDS agent is installed in some monitor nodes). Additionally, they analyze the link between the

location of the IDS agent in the WSN and its energy use.

A distributed central IDS is a better match for WSNs in terms of power consumption and
network topology complexity, according to the results of the study. The three types of intrusion
detection systems that may be used to WSNs are abuse detection, anomaly detection, and
specification-based detection (Abduvaliyev et al. 2019). This article also examines in depth IDS
techniques for WSN structure, with a focus on a number of topics that are still in the early stages
of development. Problematically, there are no real-world implementations of intrusion detection
systems (IDS) in WSNs. Another issue is the need to provide IDS techniques that are compatible
with the Internet of Things (IoT).

In light of this, despite the fact that IDS for WSN has undergone significant development in

recent years, several study topics (such as the design of an IDS, the equilibrium between



accuracy and resource consumption, and the improvement of the integration of the underlying
mechanism) still require further development. Butun et al. (2014b) conduct a thorough
evaluation of the literature on IDS for WSNs. This review incorporates several sources. They
present a succinct description of IDSs suggested for MANETSs and analyze whether or not these
IDSs may be applied to WSNs. Due to the special design constraints of WSNs, there are IDSs
that could be used in WSNs without any adjustments (two concepts), IDSs that could be
modified significantly (seven ideas), and IDSs that could not be used at all (eight suggestions).
In their research, the authors also propose a comparison of WSN IDSs based on the network
architecture and detection method of each system. This study focuses on the energy
consumption of IDSs as opposed to WSNSs since WSNs have relatively low power consumption
requirements. According to the findings of Modi and colleagues, cloud computing's availability,

secrecy, and integrity have all been compromised (2019).

Cloud-based intrusion detection systems are classified according to IDS technology, detection
strategy, and network location (HIDS, NIDS, Hypervisor-based intrusion detection system, and
Distributed intrusion detection system). Each recommendation is rated based on its good and
negative characteristics, and the obstacles that must be surmounted to make cloud computing a
reliable platform for the delivery of Internet of Things services are identified and discussed.
When it comes to cloud computing, the bulk of recommended solutions for intrusion detection
fall short when it comes to mitigating recurring attacks, such as VM or hypervisor attacks and
insider threats. According to Mitchell and Chen (2020), critical infrastructure protection systems
(CPSs) are vast, geographically distributed, federated, and heterogeneous life-critical systems

comprised of sensors, actuators, control, and networking components.

2.2 CHAPTER CONCLUSION

The authors classify modern IDSs for IPSs according to two design dimensions: the detection
method and audit material (host based or network based). These researchers begin by examining
in detail the distinctions between ordinary intrusion detection systems and those created
specifically for IPSs. These distinctions include a focus on monitoring physical processes,

complicated assaults, and legacy technology. Following this is a review of the most current



research on intrusion detection systems (IDSs) for the design of computer intrusion prevention
systems (IPS) in terms of attack type, audit features, and dataset quality for the IPS application.
In addition, they discuss potential advancements and difficulties pertaining to IDSs for IPSs.
IDS solutions that are uniquely adapted to address the challenges provided by the Internet of
Things have not yet been the topic of any research (10T). This survey article examines internet
of things-specific IDS installation and detection techniques (1oT). In addition, we discuss the
prevalent security risks connected with the IoT and the ways in which IDSs may aid in
recognizing and avoiding these dangers. In addition, we present an overview of the key
validation techniques utilized in 10T intrusion detection algorithms, as well as a discussion of

current research issues and future developments in the field.
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3. STATE OF THE ART

In this chapter, we present the work environment used in our research work. We also detail the
history of the methodology used to validate the effectiveness of our solution. Thus, we detail
the software characteristics of the different platforms used as well as the different open-source
projects necessary for the implementation of our solution. The operation of the tools we offer is

detailed in the following chapter.

3.1 COMPUTER NETWORKS

In the 1970s, there was a convergence between computers and communications, which resulted
in a major change in technology, products, and enterprises, all of which have since devoted
themselves to the computer and communications sectors. This change happened due to the
compatibility between computers and communications. The emergence of the area of data
transmission and computer networks was a direct result of the aforementioned causes. Every
communications system and computer network is designed to ease the flow of information. In a

model of a data transmission system, the following elements are included:

Transmission systems may be as basic as a transmission line or as complex as an entire network
connecting the signal's destination and source. The transmission system sends a signal to the
receiver, which receives it, where it undergoes alteration, and is then made appropriate for hand
transmission. The data provided by the source is encoded and converted by the transmitter,

which subsequently generates electromagnetic signals.

Despite its apparent simplicity, the model that was just shown is quite intricate. Consider the
transmission mechanism, interface, signal, and synchronization while developing a
communications system. Includes subjects such as communication, data exchange management,
error detection and repair, data flow control, addressing and routing, recovery, message format,
and network security and management. Before data can be moved between computers and other
processing equipment, there is a long procedure that must be accomplished. Consider the
scenario in which you try to move a file from one machine to another. In this instance, linking

the two systems will need the deployment of a communications network; however, the source

11



system must also activate a direct data channel or provide identification to the communications
network. Before proceeding with the procedure, the destination system must be prepared to
accept the data. If there is a manager program on the target system that can accept and save this
file for the stated user, there must be a check to identify whether or not there is one, and if there
is, one of you must perform a translation operation between the two systems. It has been found
that all participating computers must interact effectively. Instead of implementing all
communication logic in a single module, the issue is separated into smaller tasks, each of which
is completed independently. Each component of a protocol architecture is placed vertically,
forming a stack. Each individual layer of the stack is responsible for handling the interdependent
activities that must be accomplished in sequential sequence in order to connect with another
computer system. The most important functions are often delegated to the layer below, and
individuals in charge of the present layer have a tendency to overlook the details of their job.
Each layer gives extra services to the layers above it, which it also provides. The optimal
situation when designing layers is one in which modifications to one layer have no effect on the
others. The three basic categories for categorizing networks are wide area networks (WAN),
local area networks (LAN), and metropolitan area networks (MANs). WANs are wide area
networks (LAN). The abbreviation MAN stands for "Network." As a direct consequence of the
convergence of technology and its possible applications, both groups are having a harder time
distinguishing themselves from one another.

12
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Figure 3.1: LAN WAN and MAN.

3.2 WIRELESS NETWORKS

Wireless local area networks have emerged as the main force in the LAN market in recent years.
Wireless local area networks (LANS) are beginning to be acknowledged as a vital addition to
wired networks in order to meet the mobile and migrating needs of organizations and to offer
coverage in regions where wires cannot be deployed. This realization is starting to occur in
corporations. A wireless local area network (LAN) transmits data via an inherently insecure
medium, such as radio waves. Wireless local area networks (LANS) have only recently acquired
popularity owing to their exorbitant cost, sluggish transmission rates, security risks, and
licensing need. Due to the resolution of these issues, wireless local area networks have seen a
stratospheric growth in popularity. In order to ease connectivity with other networks, a typical
wireless local area network (LAN) will include an Ethernet backbone connecting a number of
servers and workstations to one or more bridges or routing devices. Connecting the device to
the wireless network is an additional control module (CM) that serves as an interface. When the
wireless LAN is attached to the trunk, the control module works as a bridge or routing device.

Note that some of the final systems, such as workstations and servers, are autonomous

13



components that can operate alone. Multiple stations may be considered part of a wireless
network if they are administered by a single hub or another user module (UM).

Wiroiess

Netwark Ethernet

Network

File Server

=

Extension Point

Figure 3.2: Wireless LAN.

3.3 INTERNET OF THINGS (10T)
3.3.1 History of 10T

Technological developments in recent years have made it possible to imagine a new way of
connecting not only people, but also the objects they use. The first machine to implement this
idea was a soda dispenser installed at Carnegie Mellon University (CMU) in the computer
science department in 1982. By interrogating it remotely via its IP address, it was possible to
know if there were any cans left in the machine. The Internet of Things (I0T) or Internet of
Things (1oT) was born, although the term was to appear later, in 2002, in an article published in
the Forbes newspaper written by Chana R. Schoenberger. Since then, a large number of objects
have acquired addresses to communicate and the term IoT has been adopted by them without an
exact definition. This is indeed more of an idea than a physical reality. However, this idea has

developed: to connect not only people, but things to the Internet. The motivation associated with

14



everything connected relates to the quantity of recoverable information making it possible to
arrive at a realistic modelling of the world at all times. This modelling combined with the
analysis of the data shared by these objects leads to the automatic triggering of actions that act
on the world through other objects. For example, a set of sensors monitoring the state of road
traffic in real time would control the alarm clock of a home to adapt the alarm time according
to the affluence. Often heralded as "the new Web revolution”, or "Web 3.0", the IoT has it all.
However, if the original concept is certainly interesting, today we are far from an ecosystem as
automated and unified as the one initially imagined. Currently, the majority of IoT developments

consist of adding communication capabilities to an object that initially lacks them.

Figure 3.3: First IOT machine at Carnegie Mellon University (CMU).

This object can then upload data to a server or receive commands to interact with the
environment in which it is installed. This does not allow it for the moment to be autonomous
and to initiate communications with other objects, on its own, in order to participate in a more
complex or generalized treatment. We are therefore seeing a multitude of small environments
appear, which we could associate with local networks of objects rather than a real Internet of
Things. The only difference with a traditional local network is that a large majority of these

objects store their data on servers in the cloud and therefore on the Internet. These servers often
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offer complete access to this information, to the detriment of its protection. In addition, if the
processing and storage of data in the cloud are now fully exploited and functional, the
technologies of interconnection and exchanges between objects are still far too heterogeneous
for a future unification to be plausible. Indeed, to allow hundreds of thousands of different
objects to communicate, a complete standard would have to be imposed, specifying in particular
the communication protocols and the form of the data, or even the hardware architecture of these
objects. However, the trends show rather the opposite. This lack of standardization in these
means of communication makes it difficult to standardize exchanges and greatly limits the
possible interactivity. However, the economic interest associated with the possibility of
acquiring information from data collected by hundreds of thousands of objects is pushing
manufacturers to develop many connected objects: according to the Institute of Audio-visual
and Telecommunications in Europe (IDATE) the number of these objects was estimated at 42
billion in 2015. Indeed, all environments increasingly integrate these different objects to meet
specific needs: homes, businesses, industries, cities or public spaces. In conclusion, rather than
an Internet of Things, we consider more current the notion of 10T environment or connected
environment. This is defined as a bounded environment composed of objects, called connected
objects, having the possibility of exchanging information with other objects in the environment
directly or via the Internet. The characteristics of these objects, their roles, as well as their means
of communication depend on the context in which they are used.

3.3.2 10T Evolution

All of these environments therefore have many advantages in being composed of multiple
connected objects, or even complete connected solutions to ensure a certain level of comfort.
When the design of an environment is done by thinking beforehand about the integration of
these objects, it is quite possible to provide and offer strong connectivity, which can lead,
depending on the use and the needs expressed, to "intelligent” environments. However, the
methods of communication, and in particular the evolution of their uses, make today infinitely
more complex the realization of a stable connected space, and more generally of an Internet of
Things. Indeed, when historically, the majority of data exchanges were carried out via wired

connections, a connected object Owas a fixed machine, easy to control and identify.
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In addition, the implementation of a wired architecture being costly and restrictive, the number
of these machines was more limited. The environments were therefore stable and the different
objects of a network more clearly identifiable. However, with the development of Wi-Fi in 1997
and the appearance of mobile communications protocols, allowing Internet access from
anywhere, the number of connected machines began to explode. Data exchanges have therefore
become more mobile and dynamic, while multiplying exponentially. In addition, in recent years,
this expansion in the number of connected objects has also encountered a proliferation of
wireless communication methods offered, each offering its own characteristics, as we will see
in the following subsection. However, the use of many heterogeneous wireless technologies
makes these environments much more unstable, and therefore, difficult to model and

understand. Achieving full connectivity in these spaces has therefore become more complex.
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3.3.3 Protocols and Layers of Communications

This part seeks to give review of this heterogeneity of the means of communication present in
the 10T. First, we present the definition of a communication protocol and the principle of
standardization, then we detail the differences between wired and wireless protocols, as well as
their advantages and disadvantages. We will finally see an overview of those implemented in
the loT.

i. 10T LAYERS

In the early 1970s, the development of experimental networks, in particular with ARPANET
was immediately followed by the implementation of heterogeneous networks by computer
manufacturers. Each used their own conventions to interconnect their equipment, thus
presenting their network architecture. However, the need to interconnect the systems of different
manufacturers was quickly felt, and a working group (SC16) was therefore set up by the
International Organization for Standardization (ISO). Its objective was to propose a set of
standards governing the interconnection of open systems. This group proposed in 1979 an
architecture model called OSI model describing the different standards governing the
implementation of an interconnection architecture for open systems to communicate
information This now well-known model works with a seven-layer structure, allowing in
particular to segment the interconnection problem into simple sub-parts. The principle of this
model is as follows: each layer N is independent of the layers (N —1) and (N +1) located
respectively below and above it. Each entity provides the higher entity with services up to the
highest layer, which makes it possible to provide high-level application services distributed over
all the machines in the network. The transmission of data takes place via a physical
interconnection medium which can be a radio or wired component. This model is embedded on
each system in the network, and each layer N communicates with the layer N of the other
systems. Each of the layers therefore has a role that is specific to it, defined as follows in the

standard:
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Vi.

Vii.

Physical layer: It provides the different procedures allowing the use of the physical

interconnection medium. It manages the transmission of physical data on the medium.

Link Layer: Provides the elements for establishing, maintaining, and releasing link-
level connections between interconnected systems. It also manages error correction that
may occur on the physical link. The messages exchanged between two link layers are

called frames.

Network Layer: It provides the functional elements for exchanging information
between two machines through a network connection. In particular, manages the

routing elements used to transport layer messages through the network.

Transport layer: It provides the services making it possible to manage the exchange
between the entities sending and receiving information, without considering the
intermediate elements making it possible to bring this data, which are managed by the

network layer.

Session layer: It provides the elements allowing the exchange of distributed activities
while respecting the synchronization and the topology of the network. It manages the

elements of sessions established between two entities.

Presentation layer: It provides the elements allowing to standardize the form of the
exchanges, to allow the interpretation of the data by the application layer. It manages

the display and control of the data structures exchanged.

Application layer: This is the highest layer that provides services to the end user,
particularly in the form of applications distributed on the network. The other layers
make it possible to support the services of this layer for the user. To communicate and
define the specificities and the way in which the services of this layer are rendered, the
OSI model also defines the notion of standard or normalized protocol. This notion
defines the implementation elements making it possible to provide the services of the

associated layer.
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Figure 3.5: Abstract representation of the IOT Layers.

A few years after the definition of the OSI model, another very similar architecture was proposed
to allow the interconnection of open systems: TCP/IP At the same time, it proposes the definition
of a set of standard protocols for implementing this model in systems. The major difference is
the consolidation of the presentation and session layers into the application level, thereby
reducing the complexity of the five-layer model. This model was quickly adopted, and the
TCP/IP protocol stack was integrated everywhere, until today when it is the basis of the
operation of the Internet. Subsequently, many protocol standards were defined, making it
possible to perform the services of the different layers by meeting specific needs, for example
by seeking to reduce energy consumption. The emergence of many wireless protocols in
particular, and therefore based on specific low-level / hardware layers (physics, link), has now
greatly contributed to making environments composed of connected objects much more

complex.
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ii. 10T PROTOCOLS

In all the environments previously described, many protocols have gradually imposed
themselves, since they offer ease of integration of new objects without modifying the network
architecture. The objective of this subsection is therefore to briefly present the wireless protocols
used as well as their integration into the previously described connected environments, as well
as their interests. We are not interested here in wired protocols, which are already widely studied
in the literature and less present in loT environments. We identify two types of wireless
protocols: centralized protocols and decentralized or ad hoc protocols. Generally, centralized
protocols require the presence of an access point responsible for transmitting communications.
This access point is therefore a central point of the network, through which exchanges pass. To
sum up, each message transmitted by a network element is sent to the access point which then
takes care of transmitting it to the right recipient, according to the information contained in it.
On the contrary, in decentralized or ad hoc protocols each element of the network can exchange
information with another element directly. As we will see later, this distinction complicates the

observation of exchanges.

i.  The best-known family of wireless protocols of the centralized type is undoubtedly Wi-
Fi. This family of protocols is centralized, since it is based, in its original version, on
the interconnection of the various elements with a point of access. Each element of the
network is therefore connected to this access point, and the communication between
two of them is carried out by passing the frames through it. This technology, which
dates back several decades, is now widely used in the various environments described
above. Another feature for this technology is ability to integrate different forms of
access control depending on the spaces where it is installed. Indeed, all environments
today are made up of Wi-Fi networks, whether companies, with distinctions for
example between internal networks reserved for employees or public networks open to
visitors, or public spaces, which very often offer free Wi-Fi areas open to everyone.
The vast majority of homes today also use this technology. Naturally, connected
objects also implement it, which allows them to quickly interconnect with existing Wi-

Fi networks. The more recent versions of the Wi-Fi standard now also allow
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decentralized alternative operations, but which are still not widely used. This family of
protocols often uses the 2.4-2.5 GHz frequency band, but is also present with new
specifications on the 5 GHz band. A recent specification (802.11ad) even presents the
possibility of communicating using millimetre waves, i.e. by transmitting data on a
band exceeding 30 GHz.

Another well-known family of protocols are mobile phone networks, i.e. the protocols
used to enable the exchange of data and communications between mobile devices such
as telephones. These protocols have evolved through several “generations”, which
redefine the specifications of the protocol stack. To sum up, antennas are positioned on
the territory, then each of them will cover a geographical area with which users within
range will be able to communicate through them. The operation of communications is
therefore well centralized. The objective of the next 5th Generation is also to converge
the mobile infrastructure for connected objects, allowing them to interconnect over
long distances These protocols communicate on various frequency bands which depend
on the generations. The bands most used in recent systems are the 800-900 MHz, 1500
MHz, 1800 MHz, 2100 MHz and 2600 MHz frequencies.

Still in the rather long-distance protocols, two fairly recent protocols offer a different
vision of communications, rather focused on the episodic feedback of remote
information. These two protocols are called LoRaWAN and SigFox, and both offer
long-range but low-speed communications often categorized as LPWAN (Low-Power
Wide-Area Network. The idea of these protocols is to be extremely inexpensive in
power, by drastically limiting the flow, and therefore the quantity of information
exchanged. For LoRaWAN, all the equipment communicates through gateways within
range, on the same principle as mobile communications. The IP protocol is used to
allow these gateways to communicate with each other via an application server. As for
SigFox, it is a proprietary protocol operating on the same principle as LoRaWAN, with
notable differences at the level of the low-level layers used. These protocols

communicate via the frequency band of 868 MHz, which is a free-to-use radio band
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Decentralized or ad hoc protocols 0T environments based on strong connectivity and
high dynamism between the different elements that compose them, ad hoc protocols
have interesting characteristics favouring their recent developments. The latter can
indeed directly exchange information without going through a gateway that would
require a specific infrastructure. With connected objects, several protocols have been
designed, including Bluetooth and its Low-Energy or low-consumption variant,
Bluetooth Low Energy (BLE). Present for a few years now on mobile phones which
used it mainly for the exchange of short-range multimedia data, it has been developed
in its low-power version for connected objects. Hundreds of objects therefore
implement it, allowing phones equipped with this technology to communicate directly
with them. Its operation at the physical layer level is quite particular, since it shares the
2.4-25 GHz band with Wi-Fi and other protocols. It uses frequency hopping

modulation, which helps to avoid interference.

Today, Bluetooth and BLE topology is often point-to-point. Zigbee is another
decentralized protocol stack which offers a mesh network topology, based on the
802.15.4 standard specifying the physical and link layer. The objective is similar to
BLE: to provide a low-power protocol for short-range communications. This protocol
is widely used in modern home automation, since it makes it quite easy to interconnect
a network of sensors in a home. It operates on different bands depending on its country
of use, 868 MHz in Europe, 915 MHz on the American continent and Australia, it can
also be used worldwide on the 2.4-2.5 GHz band. The examples presented here are
only a tiny glimpse of the impressive quantity of protocols proposed for wirelessly
interconnecting objects, but allow us to appreciate the great complexity and diversity
of existing technologies. In parallel with all the protocols presented here, many of them
are proprietary, their specification being unknown to the general public, like SigFox.
These are often, as in the early days of open systems interconnection private companies

that develop their own communication protocol for the objects they sell.
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This is for example the case of Nest Labs, which uses a proprietary protocol called
Thread Since the specifications of these protocols are not available to the general
public, it is very difficult to understand how they work, leading to many
interconnections and communication monitoring problems. To briefly assess the
diversity of existing wireless protocols in the world, the Sigidwiki site lists all the
identified and unidentified signals as well as more or less precise descriptions of their

operation. Counting only the identified signals, there are already 379 different ones.
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Figure 3.6: 10T protocols at each communication layer.

3.4 INTRUSION DETECTION SYSTEMS

An Intrusion Detection System, or IDS, is a system in charge of identifying, monitoring and
responding to suspicious activities when there is communication between two or more
machines. It collects data from a system, and when evidence is detected, a response protocol is
initiated. We call HIDS an IDS that is executed on host machines (hosts), which monitors
incoming and outgoing packets only from the device, alerting its administrator if any anomaly
has been detected. HIDS analyzes and audits data provided by the operating system or by
applications. Below we will describe how intrusion detection works according to the levels, the
difference between IDS and the future trend of these tools.
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3.4.1 Intrusion Detection at The Operating System Level

The information collected is extracted from file modifications, file records (logs), low-level
operations, system calls... These data are usually difficult to manipulate unless the kernel of the

operating system is attacked directly.
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Figure 3.7: Types of intrusion detection systems.

i. Collection of Audited Data

It is essential that the data collected has not been modified, exposed or vulnerable. This is usually
taken care of by the integrity of the operating system. The primary utility of the operating system
is not intrusion detection, so the IDS is in charge of accessing the data of the operating system
to give a use to the collected data. Each operating system has its own auditing mechanisms.
SOLARIS, for example, is based on the Kernel BSM (Basic Security Module), which causes
each call to be recorded in a log, with the respective user, and allows the compartment to be
modified with root access. The Linux operating system has SNARE and LIDS, also at the Kernel

level:



SNARE: Accesses the system call log files. It has a behavior pattern recognition
module, as well as a graphic tool that filters the collected information.

LIDS: It is not an IDS per se, but it facilitates access to the standard control layer. It is
also a data collector but acts as file access control. Being a root user does not grant all
privileges, so it does not compromise the integrity of the information. There is a log
belonging to the operating system that has disadvantages if it is used directly for the
extraction of relevant information, such as the storage of information with an
unspecified or random format. For this reason, applying an analysis in an automated

way, carrying out a statistical study and classifying presumed activities is complicated.

The Microsoft Windows operating system has an auditing system that is divided into three

events:

System Log: Contains data on windows services and drivers. In addition, it contains
system startup and error events. In a network environment, browser events are also

generated.

Security Log: Tracks logins and logouts, privilege changes, system startups and system

shutdown.

Application Log: These are events generated by applications. The three logs can be
viewed through tools such as the Windows Event Viewer and accessible through the
Windows32 API.
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Windows Vista and above Events
General Event Descriptions

General Event IDs

Account and Group Activities 4624, 4625, 4648, 4728, 4732, 4634, 4735,4740, 4756
Application Crashes and Hangs 1000 and 1002

Windows Error Reporting 1001

Blue Screen of Death (BSOD) 1001

Windows Defender Errors 1005, 1006, 1008, 1010, 2001, 2003, 2004, 3002, 5008
Windows Integrity Errors 3001, 3002, 3003, 3004, 3010 and 3023

EMET Crash Logs 1land 2

Windows Firewall Logs

2004, 2005, 2006, 2009, 2033

MSI Packages Installed

1022 and 1033

Windows Update Installed

2and 19

Windows Service Manager Errors

7022, 7023, 7024, 7026, 7031, 7032, 7034

Group Policy Errors

1125, 1127, 1129

ApplLocker and SRP Logs

865, 866, 867, 868, 882, 8003, 8004, 8006, 8007

Windows Update Errors

20, 24, 25, 31, 34, 35

Hotpatching Error 1009

Kernel Driver and Kernel Driver Signing Errors 5038, 6281, 219
Log Clearing 104 and 1102
Kernel Filter Driver 6

Windows Service Installed 7045

Program Inventory

800, 903, 904, 905, 906, 907, 908

Wireless Activities

8000, 8001, 8002, 8003, 8011, 10000, 10001, 11000,
11001, 11002, 11004, 11005, 11006, 11010, 12011,
12012, 12013

USB Activities

43, 400, 410

Printing Activities

307

Figure 3.8: Event ID for extracting Logs in Microsoft windows.
ii. Misuse-Based Approaches

Detection systems store a series of attack descriptions. They have their own language to describe
the analyzed attacks. STATL is an example of a language that describes an attack as a state
machine and transitions. Since it is not possible to describe a system as a state machine given
the large number of possibilities, it collects them as multiple variables. The event space has a
filter that depends on the mode in which the application is running. Because it is possible for
there to be multiple occurrences of the same attack at the same time, STATL has multiple
prototype scenarios that have attacks stored in them. The scenario evolution is defined by its
transitions, which have associated actions, which are those that describe the events that cause
the transition to be taken. STATL has operational semantics that describe instances of scenario

prototypes. These prototypes define the global environment, and the instances represent
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individual attacks currently in action. The evolution of these instances depend on the type of

transitions, which can be consuming, non-consuming or leading:

I. A non-consuming transition is used to represent a step of an attack in action, which
does not prevent future occurrences of attacks from arising from the root state of the
transition. When a no consuming transition is seized, the root state remains valid, along

with the destination state.

ii. In contrast, a consuming transition causes the root state to become invalid, changing

the initial attack state.

iii. A leading transition allows to go back (roll-back) to be able to return to the previous
states. In the middle of an attack, deleting a file can invalidate the continuation of the
file, and thus you can go back to a previous state, like before a file was created. An
example would be an attack where the attacker creates a malicious. rehost file in the
root (home) directory via ftp, allowing them to gain remote access without having to
log in with a password.

iii.  Anomaly-Based Approaches

Complementary to the 'misuse-based approach’, detection is based on models of normal user
behaviour, called 'profiles'. Any deviation from the established profiles is interpreted as attacks.
With this procedure, a greater number of unknown attacks are detected, but a high number of
false positives are generated. Information is collected from legitimate systems during normal
use, and compared to inappropriate use to uncover anomalies. A model is a set of procedures
used to evaluate a number of characteristics of a system call (such as the size of a string). A
model can operate by learning or detection. In learning mode, the model is trained in normal
use, collecting values considered "normal™ in the execution of the program. The other way is to
return the probability that a system call obtains a valid result. An example model would be the
size of a "String™: standard input is usually composed of a maximum of one hundred characters,
and most consist of human-readable characters (commands). If there is malicious input, it

usually appears in the system call arguments. System calls are usually represented by canonical
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file names found on the system itself. If, for example, an attempt to open a file fails, and this is
reflected in the log of an application, this vulnerability can be used, so that the attacker sends

malicious code as an argument in the "open" call.
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Figure 3.9: Anomaly based Intrusion detection system.

Several hundred bytes in size. The goal is to approximate the lengths of an argument and to
detect cases that deviate from normal behaviour. To characterize the lengths of Strings, the mean
and variance of the actual (known) String lengths are used. Then, in the detection phase, the
values of the system call are compared with the established one, observing if it appears between
the legitimate ranges. The character distribution model has the advantage that it cannot be
circumvented by some known attempts to hide malicious code within a String. These contain

rules that raise an alarm when certain sequences are detected.
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An attacker can replace these sequences with instructions that have similar behaviour, and this
makes the signature-based model unable to detect the anomaly easily, although character
distribution analysis detects the distortion and gives a high anomaly score. The definition of
models is complicated, since many of the attacks are usually based on “normal” behaviour.
These types of attacks are called "mimicry attacks" that can occur due to design problems or the
low quality of the input events. Attackers are often detected because they are unaware that an

intrusion detector exists. Otherwise, the attacker tends to behave in a more “normal” way.
iv. Specification-Based Approaches

While learning-based defect detection systems build models by monitoring application traces,
the specification model is defined a priori without the need to use dynamic information from the
program. Techniques that use specifications are generally not as prone to false alarm reporting
as their anomaly-based cousins. That is, given a complete and exact policy, these systems work
very well. Unfortunately, the task of producing such a policy for realistic applications and
scenarios is not a trivial one. 1.2 Application-Level Intrusion Detection An important source of
audit data for host-based intrusion detection systems is information provided directly by
applications. The data collected by the application audit gives more extensive and reliable
information. Therefore, it is easy to determine which program is responsible for a particular
event. Unfortunately, the data provided by the application is very specific, and HIDS has to deal

with it on an application-specific basis.
iv. HoneyPot Method

Most operating systems use centralized log files shared between the operating system and
auditing applications. Audit application data is also found in application-specific log records.
Specifically, the error logs are more important, since they usually collect malicious behaviour.
Although the log files have highly detailed information, since they have a different format for
each application, the HIDS has to be adapted to each application individually, in addition to the
fact that the log only collects information (and in a summarized way) once the operation has

already been carried out, so that it cannot act preventively.
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Figure 3.10: Honeypot method for intrusion detection.

In some applications, it is possible to modify the logs so that they collect more information, but
the operating system does not always have the necessary information to be able to interpret the
operation that has been carried out, and it tends to be very heavy, occupying large amounts of
memory. To get rid of some limitations, integrated systems within applications have been
proposed that analyze data while the application is running, which acts preventively in a certain
way. The more integrated the IDS is with the application, the more information can be collected,
and also the fewer false alarms it generates. In order to integrate the IDS with the application
effectively, the application must have a suitable interface in the form of an API, or responses to
subroutine calls, or simply extend the application if it is an open-source application. An example
of an integrated IDS system would be the “Honeypot” system, which deliberately exposes
vulnerabilities to lure the attacker. Honeypots are useful for analyzing and studying the
behaviour of attackers, as well as distracting them from the main objective. Depending on the

level of activity allowed for the attacker, we distinguish two types of honeypots:

i. Low-interaction: They have the advantage of being simple to maintain, but at the same
time they are easy for the attacker to detect.
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Ii. High-interaction: Contrary to low-interaction honeypots, they try to fully emulate the
behaviour of an operating system, which allows them to collect a large amount of

information to find out the attacker's intentions.

In addition, by not assuming the behaviour of the attacker, they have an open environment that
captures all activity, allowing the IDS to learn behaviours that it was not previously aware of.

However, these types of honeypots are more complex to develop and maintain.

3.5 DETECTION METHODS FOR INTRUSIONS

The attacker detection module identifies and reveals the identity of the attacking node. This
module uses two assessments to determine whether a node is good or attacking. These
assessments are based on confidence and reputation calculations in order to detect a sinkhole
node. Such assessments are calculated and updated constantly, maintaining the security and
integrity of the nodes in the network. The measures for detecting a sinkhole attacking node
within the 10T are described below. The first measure is to know the sinkhole attack. This attack
advertises wrong routing information to attract network traffic [35], after receiving the traffic it
forwards some or no packets to the destination or performs some data manipulation, in addition
to injecting false data to compromise other nodes, in order to harm a collection point. The second
measure is to define by which characteristic to detect the sinkhole attack. The detection of this
attack is complex because it can be “apparently transparent”, however, its effects are quite
pronounced [22]. The detection of the attack will be carried out by the packets that may or may
not forward to the next hop or destination. The third measure determines the method or
technique to detect the sinkhole attack. For that, this proposal adopts an approach based on the
reputation of each node that is represented by (R) and by the trust represented by (C), in order
to detect sinkhole nodes. In this way, the reputation and trust calculation will determine whether
a node is a good or a sinkhole attacker. Therefore, these calculations allow providing greater
security and protection to the network nodes. The 10T data forwarder reputation calculation
reflects the focus of a trust relationship. Reputation is the opinion or perception that an entity

creates through iterations, actions or information according to the equation number (1):
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These iterations are directly or indirectly based on past tasks [20]. The Beta distribution is based
on two types of satisfactory and unsatisfactory iterations that each node performs within the
network. Using the Beta distribution (a,) one can represent the reputation and trust of IoT
nodes. The advantage of using this distribution is that the parameters used are continuously
updated to determine the behaviour of a node within the I0T. After obtaining the calculations of
the predictions (i, c, d) it is possible to compute the reputation. A node's reputation is calculated
from experiences based on directly computed predictions. The reputation calculation is
performed taking into account the status (St) of the node that forwarded the loT data messages.
As mentioned before, St Represents how the node behaves in forwarding messages. However,
the St and computed predictions (i, c, d) are the input data for using the Dempster-Shafer theory
in order to detect and reduce false alarms. A node decides according to the value obtained after
applying the Dempster-Shafer theory whether a node is good or an attacker depending on the

calculated value.
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4. METHODOLOGY, IMPLEMENTATION AND RESULTS

In this chapter, we started with the importance of deep learning for intrusion detection. Then,
we presented a definition and a classification of various DL methods. We have also detailed
three DL approaches that will be the subject of our work. At the end of the chapter, we cited the

different datasets used for the evaluation of IDSs systems based on machine learning.

4.1 DEEP LEARNING FOR CYBERSECURITY

With the availability of large amounts of data from cyber infrastructure, networks, operating
systems or information systems and to address cybersecurity challenges, methods and
techniques such as machine learning, data mining, statistics and other interdisciplinary
capabilities have been exploited.

Deep learning which is part of machine learning could be used for signature based or anomaly
detection based IDSs. These classification and prediction methods can be used to detect unusual
patterns and behaviors of various cyberattacks that enable real-time cyber response. They have
the ability to detect attacks when they have occurred and also the ability to predict potential
future attacks. Methods based on deep learning can help overcome the challenges of developing
an effective IDS.

On the other hand, the collection of data and network traffic has led to a big-data problem
security experts always want better performance IDS which have the highest detection rate and
the highest false alarm rate down. Therefore, deep learning approaches that adapt well to a very
large amount of data. The latter have been introduced for the detection of network anomalies
with the aim of differentiating between normal behaviour and abnormal behaviour to identify

harmful or potentially dangerous [45].

4.1.1 Definition of Deep Learning

Deep learning (DL) belongs to a class of machine learning (ML) techniques, it achieves great
success in many artificial intelligence (Al) tasks compared to ML algorithms classics. Deep

model architectures are relatively recent where many nonlinear information processing steps are
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exploited, in which information is processed in hierarchical layers, each receiving and
interpreting information from the previous layer for learning representations of data.

I.  Functioning

Generally, the architecture of deep networks is organized in layers of neurons for any type of
these networks; an Input Layer, one or more Hidden Layers and an Output Layer.

Each pair of neighbouring layers is connected. The connections between them called weights
(Weights).

The "neurons” of the same layer generally called "nodes™ have no association Deep learning
presents itself as an advanced computational system, it is made up of a variety of techniques
from the field of machine learning that use a deluge of non-linear neurons (nodes) arranged in
several layers of processing that extract and convert entity variable values from the input vector
to create multiple levels of abstraction to represent the data. The learning of the DNN is the
optimization of the weight parameters and the bias parameter between two neighbouring layers,
it evaluates the accuracy of the model and makes it possible to better adapt it to the learning
data and its needs. When the model reaches maximum accuracy with optimal parameters, it will

be generalized for real data.
ii. Classification of DL Methods

In practice, all deep learning approaches are neural networks, which share some common basic
properties. They are all made up of interconnected neurons, they are organized in layers. What
differentiates them is the architecture of the network (or the way the neurons are organized in
the network) and sometimes the way they are formed. Presented a study and analyzed 10
different deep learning approaches most used for detecting intrusions in cybersecurity. These
approaches can be categorized into three models, depending on how they are formed and
intended to be used.

i. Deep learning for supervised learning: It is used when target label data is available, it
is deep discriminating models namely Deep Neural Networks (DNNS), recurrent neural

networks (RNNs), Convolutional neural networks (CNNS).
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ii.  Deep learning for unsupervised learning: It is used when the input data is not labelled,
it is generative models aim to group data according to certain criteria of similarity for
the purpose of recognition or synthesis of models, namely the deep belief networks
(DBN), deep autoencoders (DA), Restricted Boltzmann machine (RBM) and deep
Boltzmann machines (DBM).

iii. Deep learning hybrids: a hybrid combination of these models mentioned above.
Unsupervised deep networks could provide excellent initialization on the basis for

which discrimination (supervised learning) could be examined.

4.1.2 Some Deep Learning Methods

Deep neural networks are a set of neurons organized in a sequence of interconnected layers.
What differentiates them is the architecture of the network (how the network's neurons are

arranged and how they work). Among many implementations of deep learning models:
i. Deep Neural Network (DNN)

These networks refer to a set of neurons organized in a sequence of multiple layers called
Multilayer Perceptron’s (MLP). They differ from traditional neural networks (Artificial Neural
Network) by their depth and the number of layers, nodes (neurons) that make up the network.
When an ANN has two 03r more hidden layers, it is known as a deep neural network. They
attempt to model data containing complex architectures by combining different nonlinear
transformations. Rosenblatt introduced the basic idea of perception in 1958 [40]. Perception
computes a single output from multiple real-valued inputs (xi) by forming a linear combination
based on its input weights (w), then placing the output through a nonlinear activation function.

Mathematically, this can be written as follows:

Y= r"'lfz Wiz +b) = (W' X + b)
=1 (4.1)
With:

i.  W: is the vector of the weights.
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ii.  X:is the vector of the inputs.
iii.  b: denotes the bias.
iv. o: represents the activation function.

A typical multi-layer perception (MLP) network includes a set of source nodes forming the input
layer, one or more hidden layers of compute nodes, and an output layer of nodes. The input
signal propagates layer by layer on the network. The signal flow of such a network with a hidden
layer. DNNs are generally used in supervised learning problems. Model training (learning)

means adjusting bias and weight to its optimal environment.
ii.  Convolutional Neural Networks (CNNs)

A convolutional Neural Network or CNN is an extension of traditional feed forward networks
(FFN) in the context of biological factor inspiration. These were originally investigated for
processing images in which repeating patterns can be found - for example, an image with
repeating edges and other patterns. CNNs outperform all other classical ML algorithms and
make great success in computer vision processing tasks (Computer Vision Tasks), they have
wide applications in image and video processing, natural language processing (NLP),

recommender systems, etc.

Convolutional networks are particularly efficient thanks to several types of special layers:
convolution layers, pooling layers and fully connected layers

Convolution Layers:

The goal of convolution is to extract high-level features. It consists of a set of learner filters (or
cores), each represents a certain independent functionality with the input volume. These filters
consist of a layer of connection weights, they have a small receiving field (the size of the core),
but when passing forward (feed forward), each filter is convolved across the width and height
of the input volume, calculating the product of the points between the inputs and the filter values
producing a new feature map that better represents the information. As a result, the network

learns which filters activate when it. Detects a type of feature that is important and specific to a
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certain spatial position in the input. A convolutional layer shares the same convolution kernel,
which greatly reduces the number of parameters needed for the convolution operation. A
nonlinear activation function will be applied immediately after each convolutional layer. Deep

CNNs with the “Rectified Linear Units” activation function

RelLU”
[F(x) = max (0, X)] equal 3)

Returns x for all values of x > 0 and returns O for all values of x <= 0. Train many times faster

than their counterparts with “Tanh Units” Pooling Layers:

After the ReLU transformation, the Pooling operation pools the activation of neurons from one
layer into a single neuron from the next layer. The pooling layer works independently on each
input entity, it allows to decrease the number of weights or parameters, it is possible to gradually
shrink the volume of the representations, which decreases the computational cost in the network,
while preserving the most important information. More critical. It also helps to control

overfitting.
It can use two different pooling methods:

i.  Maximum pooling (Max-Pooling): uses the maximum value of each group of neurons

from the previous layer.

ii.  Average pooling: uses the average value of each group of neurons from the previous

layer.

Pooling is a form of nonlinear subsampling that works similarly to convolution. The pooling
kernel convolves over the input volume and divides it into a set of non-overlapping regions, and
each sub-region produces a single output value which is the maximum value for Max-Pooling
or the average value for Average-Pooling the Pooling layer has no learnable parameters.
Because of this, these layers are usually not included in the total number of convolutional

network layers.

Fully Connected Layers At the end of a CNN there is one or more fully connected layers.
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(Every node in the first layer is connected to every node in the next layer).

They consist in performing a classification based on the features extracted from the
convolutions. The final layer contains a Softmax activation function, which generates a
probability value from 0 to 1 for each of the class labels that the model tries to predict. In some
recent CNNs network architectures, the fully connected layers can be replaced by several
average pooling layers. This allows these networks to significantly reduce the total number of

parameters and which allows better prevention of over-fitting.
iii.  Recurrent Neural Networks (RNNSs)

These networks draw their inspiration from how biological neurons behave in the brain of
human, these neurons are considered the center of reflection, and sometimes they must
memorize certain events for later use before making the decision. Traditional neural networks
do not have this property, so the operation of a recurrent neural network (RNN) is motivated by
the fact that a human being reason based on the knowledge he has acquired and who ‘he
previously memorizes. RNNs are Feed-Forward type networks having an internal state (or
memory) which takes into account all or part of the data seen previously (already provided to
the network), in addition to the data currently seen to adapt their decision. The basic key idea
of these networks is the deployment of a recurrent calculation thanks to the loops in the
architecture of the network. The network output is a combination of its internal state (memory
of inputs) and the last input, at the same time the internal state changes to incorporate this new
input data. Due to these properties, recurrent networks are suitable in cases where the presence
of a shape is not the only discriminating information but also an order of appearance for
example. they are good candidates for tasks that deal with sequential data, such as textual data
or data with temporal characteristics. The mathematical description of the memory transfer

process is as follows:

HT= 8(Uxt + V ht-1+ bh) gquation 4)
Oh= 8(Wht + by) Equation (5)
4.2)
Where:
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I.  HT: is the hidden state at time t.
1.  xt:is the input at the same time t.

iii.  U,V,W: are the weighting, Input-to-Hidden, Hidden-to-Hidden and Hidden-to-Output

matrices respectively (known as transition matrices).
iv. bh:is the bias value of the hidden state.
v. by: is the output bias value.
vi.  Oh: is the output value at time t.

vii. . is a nonlinearity function called activation functions. (either a logistic or tanh
sigmoid function) which is a standard scaling tool for condensing very large or very
small values into a logistic space, as well as making gradients workable for back-

propagation.

A neural network block, examines an xt input and outputs an ot value. A feedback loop occurs
at each time step, each hidden state ht contains traces of not only the previous hidden state, but

also all those before ht-;as long as memory can persist.
Short Term Memory Units (LSTM)

The RNN network has a long-time step because it takes into account the previous saved state
when updating the weight, the gradients as the training gets smaller and smaller and after a few
steps the errors have no could not be propagated to the end of the network. There won't be a
significant difference in the result, so it can't update the weights. This RNN problem is called
Vanishing Gradients. To overcome this problem, a long and short-lived memory (LSTM)
architecture was proposed for recurrent neural networks and also additional stages called Gated
Recurrent Units (GRUS). These steps have been used to enhance the accuracy and performance
of RNNSs.

The key idea of the LSTM method is the state of the cell. It has the ability to remove or add

information to the cell state. This technique is regulated by structures called gates. These could
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be a sigmoid function where a value of 1 means all information passes and a value of 0 means
the opposite. The LSTM and GRU architectures work the same way. However, the GRU uses
less training parameters and therefore less memories and trains faster than the LSTMs. While

LSTM is more accurate on datasets using longer sequence.

LSTM cells are the most effective in retaining useful information during gradient back-
propagation. This allowed them to correct the differences between the outgoing predictions and
the reference categories by calculating the error gradient for each neuron, going from the last
layer to the first.

4.2 SYSTEM OUTLINE

We proposed 3 deep learning models (DNN, CNN, RNN) in cybersecurity allows IDS to deal
with these types of network attacks to identify malicious DDoS activities in real network traffic.
We first started with a simple DNN model. Then, we implemented the CNN and the RNN for
the classification of this type of network attack in order to remedy the problem of detecting the
various possible DDoS attacks with a very high detection rate and a negligible alarm rate. The
performances of the proposed detection approaches were evaluated taking into account the
different evaluation measures of the deep learning algorithms namely, the precision, the recall,
the F1 score, the false alarm rate and the detection rate.

4.3 DATA SETS

The data set chosen for this study is CIC-DD0S-2019 data-set, provided by the Canadian
Institute of Cybersecurity (CIC), it constitutes data of real network flows with several types of
attacks Latest and most popular DDOS. These data are more condensed formats that mainly
contain meta information about network connections, where each data (each network stream)
groups all the packets which share certain properties in a time window and which do not include

a payload. The data set has two versions of data.

This dataset also includes 12 different most up-to-date DDOS attacks, the full dataset contains
50063112 instances, of which 50006249 are DDoS attacks and 56863 are instances of benign
(legitimate/normal) network traffic, the number of instances for each type of DDOS attack is
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shown in Table 4.1. This data-set also contains 86 characteristics (Features), where 6 of them
are labelled and characterized the flow itself, according to Source IP, Source Port, Destination
IP, Destination Port, Protocol and Timestamp (attack times), and more than 80 characteristics
on the network traffic flow. Dataset data have 2 disadvantages, the first big disadvantage is that
they are unbalanced. Instances of benign network traffic represent only 1.13% of the dataset.
And also, the percentages between attack classes are varied. The second disadvantage is that the
data labelling (class label) CSVs differs between the CSVs of the training data that are generated
in the first day of experimentation. And the CSVs of the test data generated in the second day.
In addition, this test data has only 5 class types as shown in Table 4.6. What is imposed to
modify the labelling of one of the 2 sets before using it and to make the equivalence between

the classes of training data and the classes of test data.

Table 4.1: CICDD0S2019: The number of records for each category DDOS attacks in all data.

Benign (legitimate traffic) 56863
DDoS_DNS 5071011
DDoS_LDAP 2179930
DDoS_MSSQL 4522492
DDoS_NetBIOS 4093279
DDoS_NTP 1202642
DDoS_SNMP 5159870

4.4 TAXONOMY OF DDOSS ATTACKS

Distributed Denial of Service (DDos) is an intrusive attempt that is a series of attacks that send
a huge amount of packets to a target resource for the purpose of temporarily or permanently
disabling the services provided by that resource. A taxonomy of these attacks has been proposed
by the authors composed of 2 main categories which are: attacks by reflection and attacks by
exploitation [44].

Reflection-based DDoS attacks: These are a series of attacks in which the identity of the attacker

is concealed by using botnets to send attack traffic (e.g. HTTP requests) to the victim. These
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requests are sent to the reflector servers by the attacker with the source IP address set to the
target IP address with the aim of flooding the victim with the response packets. These attacks
are carried out using transport layer protocols, namely transmission control protocol (TCP), user

datagram protocol (UDP) or a combination of these protocols [44].

i. Exploit-based DDos attacks: This is a series of attacks in which the attacker attempts
to directly exploit the remote service. These attacks can be carried out using TCP or
UDP transport layer protocols.

Table 4.2: DDoS attacks based on reflection and exploitation.

Syn Flood A denial-of-service attack that exploits the weakness of the TCP connection sequence. It
takes place in three stages: the SYN, the SYN-ACK and the ACK the attacker sends a
succession of SYN requests to a target server without an ACK response in an attempt to
consume its resources.

LDAP LDAP injection is an attack used to exploit web applications that construct LDAP
statements based on user input.

SSDP In this reflection attack variant, the attacker abuses the Simple Service Discovery
Protocol (SSDP) and sends a request with a spoofed source address to a target victim to
overload his computing resources with responses from this protocol.

UDP A DDos attack in which a large number of packets are sent to a victim using the UDP
connection without the need for an established connection. This is in order to overload
its processing and response capacity which results in limited unavailability for users.

DNS A reflection attack, exploiting DNS vulnerabilities (Domain Name Service Protocol)
MSSQL Microsoft Structured Query Language is an attack that allows to execute malicious SQL
statements
NetBIOS A security exploit in the Network Basic Input/Output System (NetBIOS) allows an

attacker to see information in the memory of a computer on a network

SNMP in this variant of o verload attack SNMP protocol attack generates a large amount of
traffic that is directed to victims from multiple networks.

UDP lag An attack used to disrupt the connection between client and server.
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Table 4.2: DDoS attacks based on reflection and exploitation "tables continued".

TETP This attack exploits the buffer overflow vulnerability in a Trivial File Transfer Protocol
(TFTP) server
WebDDoS is an attack that aims to bring down the target website or slow it down by
WebDDoS . - . .
flooding the network, server or application with fake traffic
NTP NTP is an amplification attack in which the attacker exploits publicly available NTP
servers to overload the target with UDP traffic
PortMap an attack on TCP or UDP port 111 which is a service used to direct clients to the
appropriate port number so they can communicate with the remote procedure call (RPC)
service

4.5 DATA PREPARATION

The performance of deep learning methods strongly depends on the quantity and quality of
learning data, more data with quality, more precision and good results. In our case, we have a
very sufficient mass of data. However, because of the data class imbalance. This data needs to

be reduced.

The preparation of the data is about 2 essential operations before processing them. Which are:

data reduction and labelling resolution.

4.5.1 The Data Split

The volume of the data set forces us to scale down a significant number of samples from the

training and test data.

This mass of data constitutes 11 CSV files of sizes over 22 GB for learning. Thus 7 other CSV
files for the size test over 8 GB. The reduction of training and test data is done separately
following the same procedure. Reading and preparing data were not easy tasks with this huge

amount of data even when we worked on colabe which offers 12 GB of RAM, for this we have:
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I. Started to parse and process each CSVs file separately, in order to load the data for
some large size files (over 8 GB), we used horizontal splitting of data into 2 or more
CSVs files.

ii. Randomly chooses a predefined number of instances for each majority class in the set

of instances of this class.
iii.  Keep all instances of minority classes, which are collected from multiple files.

iv. Combine the training data plus the test data into 2 single separate files called

"Train.csv" and "Test.csv".

v. Generate 3 different subsets of data from training and test data for 3 different

experiments. Tables 4.3, 4.4 and 4.5 show the breakdown of these datasets.

4.5.2 The resolution of the labelling

As illustrated in Table 4.6, the labelling of the data is poorly done, because of this we chose to
re-label the test data manually using the "Notepad++" editor. The data from the set of
CICDDoS 2019 Tests consisting of.

Table 4.3: Subset_1 consists of 6 different DDoS attacks (Dataset_1).

BENIGN 56101 17146

DrDoS_NetBIOS 619700 136729

DrDoS_MSSQL 619446 157076

Dataset_1 DrDoS_LDAP 619251 150701

(7-Classes) DrDoS_UDP 618696 150706
UDP lag 183662 1873

Syn 790662 150416
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Table 4.4: Subsets_2 consists of 2 classes for the detection of attacks DDoS (Dataset_2).

Dataset_2 BENIGN 56101 17146

(2_Classes) attack 997054 314716

4.5.3 Data Pre-Processing

In order to build a highly accurate model, it is important to perform exploratory analyzes on the
data set and its characteristics. Pre-processing of the dataset is done before it is applied to the

deep neural network. The pre-processing steps are as follows:

i.  First, the dataset was filtered to remove all redundant rows representing class instances.
Then, an analysis was performed to detect any 'NAN' (Not A Number) or 'INF' (Infinite
Value) values, these values can be considered as missing values. Deep learning or
machine learning algorithms in general treat these values very badly, which directly
and negatively affect the performance of the final models. It appears that the data
selected as the dataset concerned by this study have several values of 'NAN' for the
Flow Bytes column, in order to keep this characteristic and as we have sufficient data,

the rows with NAN values or INF have been removed.

ii.  The descriptive statistics that summarize the dispersion and distribution of the dataset
showed that there are empty columns (its values are always 0), these characteristics do
not contain any discriminating information to differentiate the attack classes, on the

other hand they can give bad results, these columns are

iii.  There are a number of categorical type features in the dataset that need to be encoded.
The Flow Packets/s column has been converted to a numeric column. However, other
categorical columns like the IP Address and Timestamp columns have been removed.
It was considered that these characteristics are related to connection information and
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Vii.

viil.

do not represent the properties of DDOS attacks, since the latter can be produced at any
time by any machine against any victim machine, for this reason the characteristics
'Flow ID', 'Source IP", 'Destination IP', "Timestamp' and ‘Inbound'. Are also deleted so

that only the characteristics of the network traffic (Traffic features) remain.

For the Label column which represents the class of each instance, it has been encoded
with a popular technique called "One-Hot-Encoding"”. The coding will convert rows
containing categories to their own column with a value of 1 meaning true (this instance

is of this class) or 0 meaning false (this instance is not of this class).

When we obtain quality data, where each instance of the classes contains information
that well describes its class. The next step before moving on to learning is
standardization. The input data must be normalized, this step has an effect in model
building by reducing the learning rate, model training converges quickly. It can also
have a regularizing effect by reducing generalization error.

The training of data is contained two steps, the first step is training of data and the
second step is validation of model. Then the model will be test only on the
CICDDo0s2019 Dataset.

As we mentioned before, these datasets are very unbalanced, we will have bad
performances on the minority classes. In our case, the minority class BENIGN is the
most important to differentiate normal traffic from malicious traffic containing DDoS
attacks. A high true negative rate will reduce the false alarm rate of the system. To deal
with this problem, we tried one of the oversampling algorithms: Synthetic Minority
Oversampling Technique (SMOTE) (figure 4.2) on the training data in order to increase

the size of the minority classes in the 3 experiments.

SMOTE is an oversampling algorithm that creates synthetic observations based on
observations of existing minority classes. Dependent on the amount of oversampling

needed, SMOTE computes the k nearest neighbours to create synthetic examples.

48



3.0

2.5

2.0

1.5

1.0

0.5

0.0

-0.5

Figure 4.1: Oversampling via SMOTE (Oversampling Technique).

The Scikit learn library also offers an algorithm to handle an unbalanced data set by setting the

class weight parameter.

4.6 ADETECTION SYSTEM

Intrusion for the detection of DDoS attacks in Networks Using Deep Learning classification
techniques; we have implemented three types of discriminative model based on deep learning
which are: the deep neural network (DNN), the convolutional neural network (CNN) and the
recurrent neural network (RNN). These models were built and evaluated on 3 subsets of data
from CICDDo0s2019 Data-set for 3 different experiments:

i. A multi-classification (7-classes) with the BENIGN class which designates benign
(legitimate) network traffic, and six different attack categories, on the data set
illustrated in Table 4.3. We used the training data for model training and validation,

then using test data from CICDDo0s2019 Dataset the sample was assessed.

ii. A binary classification (2 classes) on the data set illustrated in table 4.4. We have
grouped both the training and Test data classes into 2 categories: the BENIGN class
and the Attack class refers to malicious network traffic that contains all DDoS attacks
from both data sets (Training/Test). We used the training data for model training and
validation, then the model was evaluated on the test data from CICDD0s2019 Data-set.
The objective of this experiment is to evaluate the effectiveness and rate of detection

of anomalies of DDoS attacks.
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A multi-classification (13-classes) with 12 different DDoS attack classes, on the dataset
shown in Table 4.5. We used the training data from the CICDD0s2019 Data-set for
training and model evaluation, this experimentation is for the purpose of testing the
system detection efficiency against several types of DDos attacks that have behaviors
different and also to assess the ability to determine the kind of attack. At this stage, the

system performance relies on the detection rate and the total classification accuracy.

This study is based on the traffic characteristics extracted by CICFlowMeter-VV3. We evaluated

the rate of false alarm and the detection rate as well as other classification metrics for any

approach proposed for the three experiments.

4.6.1 Model Architecture

We have implemented three types of deep network approaches (DNN, CNN and RNN), the

architecture of each of these approaches has been modified and improved by trying several

combinations of several parameters for each experiment. Nevertheless, these proposed model

architectures share some common properties and parameters:

The input layers have the same dimensions (number of neurons and Features) in the

vector of input for each model.

The activation function used was ReL U, different other functions like tanh and sigmoid

have been experimented, but the ReLU always has the best results.

The output layers have the same dimensions as the number of classes, for the multi-
class classification the “Softmax” activation function has been chosen. It gives a
probability (whose sum is equal to 1) at the output of each neuron, the output neuron
with the greatest probability then making it possible to decide that its associated class

is the predicted class.

The dropout technique has also been used when the overfitting problem is encountered.
This technique involves randomly considering only a percentage of neurons in a layer

in order to obtain a generalizable model.
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v. The loss function selected was “categorical-cross-entropy” for multi-class

classification and “binary-Cross-entropy” for binary (normal/attack) classification.

The “Adam” optimizer was used with a Learning Rate of 0.001, instead of the stochastic

descending gradient (SGD) optimization algorithm which gave us poor results.

The loss function will measure the deviation between the model predictions and the expected
results. Then, the "Adam™ optimization algorithm will dictate how to develop the weight of a
neural network to reduce the loss, which to the model converges quickly and obtains better

predictions with the minimum of error.

4.6.2 Deep Neural Network (DNN)

The proposed architecture of the DNN model has two hidden layers, with an input layer and an
output layer (Figure 4.3).

Thanks to these hidden layers which contain a large number of parameters constituting the
model, the DNN network can perform an automatic extraction of the corresponding complex
characteristics from raw data. This is for the purpose of determining the underlying statistical

properties of normal packets and packets of different attacks.

More hidden layers lead to a more complex model, the results may be better,, but they may lead
to overfitting. After setting the activation functions, the number of samples per batch and the
optimization function. The model converges faster than other CNN and RNN models. This
model was trained over more than 10 epochs for the 7-class classification, up to 30 epochs for

the 13-class classification.

4.6.3 Convolution Neural Network CNN

1D CNNs were originally investigated for natural language processing using 1D convolution
layers. In our study, network traffic events are represented as time series data in 1D form. Flow
characteristics are captured in equivalent time periods, but they have different behaviours from
millions of benign connections and malicious DDoS attacks. Therefore, we tried to extract

spatial discriminatory features by applying CNN 1d.
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Initially, we started with a medium-sized CNN using different numbers of convolutional layers,
different numbers of filters (16, 32 and 64) with lengths 5, 3 and 2, in order to find the right

parameters and the better network structure.

Figure 4.4 shows the evaluation of the accuracy of the CNNs models using several convolutional
layers for the 3 experiments. The number of convolution layers needed usually depends on the
complexity of the data. The more convolutional layers we used, the better accuracy we got,
although after about two or three layers, the gain in accuracy becomes rather stable as well as
learning takes a long time.

The efficient version of the “Adam” stochastic gradient descent algorithm was used to optimize
the network, and the categorical cross-entropy loss function was used since we are learning a

multi-class classification problem.

4.6.4 Recurrent Neural Network (RNN-LSTM)

Starting from the idea that the current record of a network traffic connection can be classified
based on the past records of that connection to that network. We tried to extract discriminatory

temporal characteristics.

Therefore, we implemented an RNN_LSTM network that classifies network traffic events as
time-series data. The proposed model is composed of an input layer with a three-dimensional
input [batch size, time step, features], our model has an input of (None, 4, 17), where 4
represents the number of sequences (time step) used, and 17 represents the features of a single
sequence. In total there are 4*17 characteristics of the stream used, the model will memorize 17
characteristics at a time at time t. Figure 4.4b shows the evaluation of the accuracy of the RNNs
models with different numbers of time steps for the 3 experiments. According to the
experiments, dividing the input features into multiple time steps for training increases the
accuracy of the models a little, but it doesn't have a huge effect. LSTM cells can both store all
input characteristics and use them to differentiate between different records. Moreover, the use

of several time steps requires considerable training time.
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Four hidden LSTMs layers were used, with 4 dropout layers of different regularization
percentages between them and an output layer (figure 4.3b). The dataset can be defined as a list
of [xt,yt]. Given an input vector of network traffic events at time t xt = (x1,X2,....,xn-1,y),(or
XN€ER represents the characteristics and y€R represents its class). LSTM layers add a longer
memory module to build deeper models to predict yt. For this, we split the input features into
several and time steps so that the model learns from the temporal properties of the data. The
first 3 LSTM layers have a return State = True that is to return the last stored state in addition
to the output. The activation functions usually recommended for the RNN_LSTM network are
the sigmoid, and ReLU. The last layer contains the Soft-max function for multi-class

classification.

4.7 MODEL EVALUATION MEASURES
i. Accuracy (Pr): the percentage of DDoS attacks identified as TP attacks among all the
examples predicted as an attack, it is given by:

TPt
T Pastact + FFPrpnion (4-3)

Pr

ii. Recall (Rc): The percentage of DDoS attacks identified as TP attacks out of all attacks
in the dataset:
TP ook
T Pattack + FN autack (4.4)

fe =

iii. Fl-score (F1): the weighted harmonic means of precision and recall (Recall), it is given
by:

2=iFr=He)

1
(Pr + Rrc) (4.5)

iv. True Positive Rate (TPR): the number of DDoS attacks identified as attacks divided by

the number of DDoS attacks in the dataset, it is given by:
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v. False Positive Rate (FPR): the number of mild cases incorrectly classified as DDoS

attacks divided by the total number of mild cases in the dataset, it is given by:

2: FPoenian
S TraficBenin (4.7

vi. Confusion Matrix: Is a specific array layout allowing to visualize the performance of

PR =

an ML algorithm for a classification problem, it is known as the error matrix.

The authors [44] tested 4 common machine learning algorithms using training data and test data
from the CICDDoS_2019 Dataset to serve as a baseline reference for a comparative study. They
started by selecting the most important features using the library SKLearn, after they chose 4
most common ML algorithms: ID3 (Decision Tree), Random forest, Naive Bayes, and Logistic
Regression. The evaluation measures as well as the results obtained are illustrated in the table
below 4.5:

Table 4.5: Comparison of results between the proposed DL methods and the reference ML algorithms.

DNN 0.85 0.83 0.82
CNN 0.91 0.90 0.89
RNN 0.90 0.89 0.88
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Figure 4.2: Comparison between the proposed DL methods and the ML methods of References.

The DDoS attack detection accuracies of the 3 models DNN, CNN and RNN for the 3

experiments have been illustrated in Table 4.4.

The first experiment Figure 4.8 which illustrates the test results of our DL classifiers (DNN,
CNN, RNN) and the reference ML classifiers. It is clear that our DL methods greatly outperform
all other ML methods, with a high accuracy and Recall rate.

Among our methods, CNN has the best results with an accuracy of 91%, thanks to its ability to
recognize discriminatory patterns for each class, Table 4.4 shows the classification ratio of
attacks using the CNN method. As the performance of IDSs systems relies on its ability to
differentiate between Normal behaviour from malicious behaviour, the CNN has been well
identified. The minority class BENIGN which represents normal traffic with a precision
converges to 1 and a recall of 97%. This precision means the number of false alarms is minimal,
the recall means that the model is effective in identifying network attacks with a reduced false

negative (FN) rate.
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Table 4.6: The 7_Classes Classification Report with CNN.

Avg-Macro 0.80 0.78 0.78

weighted Avg 0.91 0.89 0.90
BENIGN 0.99 0.98 0.97
DrDoS_NetBIOS 0.94 0.97 1.00
DrDoS_UDP 0.71 0.81 0.93
Syn 1.00 0.99 0.97
DrDoS_LDAP 0.97 0.98 0.99
DrDoS_MSSQL 0.95 0.75 0.61
UDP lag 0.00 0.00 0.00

The CNN model has been well identified also certain types of attacks like DrDoS_LDAP,
DrDoS_NetBIOS, DrDoS UDP and Syn. However, the DrDoS_MSSQL class was
misclassified with 61% recall and the worst is the UDP-lag class which was not recognized as
an attack class at all, the latter is a minority class and even with different percentages of

oversampling its accuracy has not been improved.

The second experiment in this experiment, we tested the effectiveness of our method in detecting
DDosS attacks regardless of its types, the detection results showed in Table 4.7. It can clearly be
seen that our proposed DL method performed very well. The binary classification with the
BENIGN class which represents normal traffic and the Attack class which represents malicious
traffic was carried out with a clearly high true positive rate (TPR) which converges towards 1
and a very reduced false negative rate converges towards 0 This means that the proposed models
have well identified the normal behaviour of the traffic which makes it possible to reduce the
number of false alarms as well as they have well identified the malicious behaviour of the traffic

which allows a very high security against this type of network attacks.
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Table 4.7: The Binary Classification Report.

301984 16814 99.74 0.82
CNN 302602 153 16801 163 99.94 0.90
RNN 302571 716 16238 194 99.94 4.22

Figure 4.3 shows the impact of oversampling with SMOTE on the performance of the 3 models
for the prediction of the minority class BENIGN. The results of the proposed approaches without
using Smote were very good, the BENIGN class was well predicted using small oversampling
percentages, the recall results were further improved a bit, however, the use of large
oversampling percentages sampling gives us bad results. The Receiver Operating Characteristic
(ROC) curve is a performance measure often used for binary classifiers and especially in the
case where the classes are unbalanced. It plots the true positive rate against the false positive
rate at different classification thresholds, in order to show the trade-off between sensitivity
(TPR) and specificity (FPR). Mathematically it is calculated by the area under the curve called
Area Under Curve (AUC), In the ideal case we would like to have an Auc = 1, so that the ROC
curve passes through the upper left corner of the square at the point (FPR =0, TPR =1). The
ROC curves allow us to properly assess the accuracy of our classifier with very unbalanced
classes where the BENIGN class represents only 5.3% of the data set. We can see that our DL
methods perform very well in discriminating between the BENIGN class and the Attack class.
The CNN once again outperforms the DNN and RNN with an Auc = 1 for the 2 classes. The
third experiment. The best accuracy we got is 93%, this refers to the number of classes involved
in this study, thus the imbalance between training and testing data. The normalized confusion
matrix below shows that the BENIGN class was predicted well with other attack classes that
were predicted well. However, some types of attacks like: DrDoS_DNS, the good discriminating
characteristics of the BEGNIN class have been the subject.
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Figure 4.3: CNN Confusion Matrix (13-classes).
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5. CONCLUSION AND RECOMMENDATION
5.1 CONCLUSION

The protection of one's data is one of the most critical issues of the information community,
which is under attack from a large number of viruses, worms, and other dangers. One of these
dangers is known as a malware attack, and it consists of a piece of malicious code that is
designed to cause damage to computers and networks. Malware assaults are getting more
frequent, which means that computer security policy is becoming more vital, and it is very
necessary to have a procedure that is well established. In the course of this research, we devised
a game in which malicious software and anti-malware are pitted against one another in an effort
to maximize the predicted benefit that they get from certain courses of action. The results of the
experiments reveal that anti-malware software can effectively identify the kind of malware.
Malware causes a great deal of trouble for the information community and is a major cause for
worry for the people who utilize it. As a result, malware detection developed into an instrument
that was necessary to combat malware. In this study, we make an effort to recognize data that
has been modified by malware authors in an attempt to develop an effective malware detection
system. The naive bayes classifier serves as the system's foundational component. We test our
method with the most common measures, and the results of our experiments demonstrate that
our method yields an effective result; it is able to identify malwares with a detection rate that is
acceptable; and it is capable of outperforming naive bayes in all circumstances. We would want
to augment our model using ensemble classifiers so that it can compete against more than one

foe or many varieties of malware.

5.2 FUTURE WORK

For future work, it is possible to employ the use of other heuristic methods not yet used in this
problem. Due to the diversity of IOT applications, there are many types of networks with
particular characteristics (such as mobile sensors / cluster heads, sensors with different
processing capacities and different types of data collection) that can be addressed using

clustering with meta-heuristics.
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