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ABSTRACT

DATA ANALYTICS FOR ALARM MANAGEMENT
SYSTEMS

Selguk Emre SOLMAZ
M.S. in Computer Engineering
Advisor: Bugra Gedik
Co-Advisor: Hakan Ferhatosmanoglu
April 2017

Mobile network operators run Operations Support Systems (OSS) that produce
vast amounts of alarm events. These events can have different significance levels,
domains, and also can trigger other ones. Network Operators face the challenge
to identify the significance and root causes of these system problems in real-time
and to keep the number of remedial actions at an optimal level, so that customer
satisfaction rates can be guaranteed at a reasonable cost. A solution containing
alarm correlation, rule mining and root cause analysis is described to help scal-
able streaming alarm management systems. This solution is applied to Alarm
Collector and Analyzer (ALACA), which is operated in the network operation
center of a major mobile telecom provider. It is used for alarm event analyses,
where the alarms are correlated and processed to find root-causes in a stream-
ing fashion. The developed system includes a dynamic index for matching active
alarms, an algorithm for generating candidate alarm rules, a sliding-window based
approach to save system resources, and a graph based solution to identify root
causes. ALACA helps operators to enhance the design of their alarm management
systems by allowing continuous analysis of data and event streams and predict
network behavior with respect to potential failures by using the results of root
cause analysis. The experimental results that provide insights on performance of
real-time alarm data analytics systems are presented.

Keywords: Alarm, Data Analytics, Root-Cause, Alarm Rule Mining.
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OZET

ALARM YONETIM SISTEMLERI ICIN VERI
ANALIZLERI

Selguk Emre SOLMAZ
Bilgisayar Miithendisligi, Yiiksek Lisans
Tez Danigmani: Bugra Gedik

Tez Eg Danigmani: Hakan Ferhatosmanoglu
Nisan 2017

Mobil ag operatorleri ¢ok fazla alarm olaylar: iireten Operasyon Destek Sistem-
leriyle (OSS) gahgirlar. Bu alarm olaylari degisik 6nem seviyelerinde ve degisik
etki alanlarinda olurlar ve birbirlerini tetikleyebilirler. Ag igletmenleri bu sis-
tem sorunlarinin 6nemini ve kok sorunlarimi gercek zamanli olarak tespit et-
mekte ve miigteri memnuniyetini makul bir maliyetle garanti ederken care olacak
eylem sayisini optimal bir seviyede tutmakta zorlanirlar. Olgeklenebilir alarm
yonetim sistemine yardim amaciyla; alarmlar: iligkilendiren, kurallar iireten ve
kok sorunlarii bulan bir ¢oziim sunuldu. Bu ¢oziim; 6nde gelen mobil telekom
saglayicisinin ag operasyon merkezinde kullanilan Alarm Collector and Ana-
lyzer (ALACA) platformuna uygulanmigtir. Alarmlarin; akan veri yontemi ile
iligkilendirilmesi, ve iglenerek kok sorunlarini bulunmasi i¢in kullamilmaktadir.
Gelistirilen sistem, aktif alarmlari eglegtirmek i¢in dinamik bir indeks, aday alarm
kurallar: tiretmek igin bir algoritma, sistem kaynaklarin1 daha az kullanmak igin
kayan pencere tabanl bir yaklagim ve kok sorunlari belirlemek i¢in grafik tabanl
bir ¢oztim icerir. ALACA, gebeke operatorlerine, veri ve olay akiglariin stirekli
ve birlestirilmis analizine izin vererek, sebeke davranigini ve kok sorunlarinin
analizi ile olas1 arizalar1 tahmin ederek alarm yonetimi sistemlerinin tasarimini
geligtirmelerine yardimci olur. Ayrica, bu gercek zamanl alarm veri analiz sis-

teminin performans: hakkinda bilgi veren deney sonuglarini da sunulmustur.

Anahtar sozcikler: Alarm, Veri Analizleri, Kok Sorun, Alarm Kural Madenciligi.
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Chapter 1

Introduction

This thesis introduces an alarm correlation, rule mining, and root cause anal-
ysis solution to help an intelligent and scalable alarm management system [1]
involving streaming data analytics, and complex event processing (CEP). In a
large-scale network operations center, millions of alarm events are generated each
day typically. Many of the alarms in the system may have no significance and
need to be filtered out at the source level. The important ones need to be iden-
tified and resolved immediately. All nodes in the system and their status update
information need to be gathered and analyzed in real time on a regular basis.
Therefore, scalable and intelligent alarm management is becoming a necessity for
any network operation and data center [2, 3]. An ideal alarm information man-
agement system needs to identify and evaluate what is occurring in the system, to
find plausible root causes for alarms, and to take appropriate actions effectively
and efficiently. As the underlying systems are growing both in size and complex-
ity, the alarm management itself is becoming a central bottleneck to enable a

seamless operation.

Traditionally, network operators have back-office teams to determine signifi-

cance of alarms using their domain expertise. However, the telecommunication



field has many sub-domains, such as transmission (microwave, Synchronous Dig-
ital Hierarchy (SDH), etc), radio access (BTS, nodeB, eNodeB), and core (Mo-
bile Switching Center (MSC), IP Multimedia Subsystem (IMS), Gateway GPRS
Support Node (GGSN), Serving GPRS Support Node (SGSN), etc.) networks.
Moreover, additional management, service, and security layers bring extra ele-
ments on top of these domains. Gaining experience on each sub-domain requires
many work-hours over years. Moreover, the total reliance on human operators
for discovering significance of alarms, as well as the correlations between them,
has proved to be difficult and inconsistent. Hence, there is a clear need for de-
veloping autonomous analytic solutions to support operators in providing quick
response and fusion of accumulated alarm information. Most of the time, network
faults are generally handled or cleared using trouble ticket management systems
(e.g., HP TEMIP [4]), which works together, typically, with an asset manage-
ment system (e.g., IBM Maximo [5]). However, lack of intelligent network alarm
management systems exploiting rules derived through data mining causes prob-
lems in performance of traditional trouble ticket management systems of mobile

operators, thus resulting in unsolicited site visits.

A real-time data analytics platform where alarm/event data analyses are per-
formed by capturing, processing and visualizing alarms via appropriate notifica-
tions in real time is demonstrated [1]. In this thesis, this platform is tweaked
which has already been applied in the context of a mobile operator to correlate
alarms and analyze the root causes of alarms in the network operation center.
The existing platform includes methods for Complex Event Processing (CEP)
where millions of alarms are captured. The proposed solution makes the alarms
correlated, mined for root causes in real time. Identifying the root causes of
problems in real time is a major challenge because the alarms are generated from
a lot of different kinds of sources and domains. Also, building new rules should
be done dynamically in order to keep pace with the changes in the system. The
proposed solution targets to process alarms in real-time and create novel informa-
tion about them to make the system more capable. Thus, the mobile operators
can manage the alarms highly accurately by dealing with much fewer alarms.

This thesis helps mobile operators and data centers with a new ranking of alarm



significance, recognizing the inherent correlation between alarms, and root cause
analysis for fast and accurate decisions resulting in fewer site visits and ticket

generations.

1.1 Related Work

In literature, alarm correlation is discussed in several papers [6] [7] [8] [9] [10] [11] [12].
Sequential data mining techniques are used to find the statistically relevant events

in a sequence database [9] [13]. Apriori algorithm [14] with a user-defined sliding-
time window duration to traverse the data is applied for this purpose [9] [13].
These methods are focused on calculating sequences’ frequencies and creating
rules from the sources [15]. Sequential data mining’s prediction problem is dis-
cussed on several approaches like artificial neural networks, fuzzy logic, Bayesian
networks [15] [9] [16] [17] [18].

Each of the aforementioned approaches, ranging from generating an alarm
correlation engine to alarm modeling and validation, have their own advantages
and disadvantages. Alarm modeling approaches that provide explanations for the
monitored resources and the associated alarms are studied in [19], [20]. Mannila
et al. propose an algorithm for finding sequential rules in a single sequence of
alarm events using frequent episode discovery [9]. Klemettinen et al. use a semi-
automatic approach to find a complementary alarm management solution [10].
In [11], the authors consider finding the root cause alarm using neural networks.
Wallin et al. aim to establish a general state machine for the alarms and propose
various interpretations of the alarm state based on the context information in [7]
and focus on validating the alarm model based on the static analysis in [21].
Duarte et al. propose ANEMONA which is SNMP focused specific language for
alarm monitoring solutions [8]. Li et al. propose a neural network and FP-tree
approach performing weighted association rule mining in the alarm domain [12].
The authors in [22] propose a new alarm correlation, rule discovery, and significant
rule selection method based on applying sequential rule mining algorithm for

alarm sequences based on analysis of real data collected from a mobile telecom
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operator with an additional parameter called time-confidence. A new clustering
approach is investigated by applying two new metrics borrowed from document
classification approaches in order to increase the accuracy of the sequential alarm
rules [23].

Cluster intrusion detection alarms is proposed to support root cause analysis by
Julisch in [24]. An alarm-clustering method which groups similar alarms together,
assuming these alarms also share the same root cause called generalized alarm
is developed. Alarm-clustering problem was focused more than defining the root
cause. Zong et al. study root cause analysis within the context of alarms [25].
They propose algorithms that use effective pruning and sampling methods for fast
critical alert mining. They mine k critical alerts from alert graphs on demand.
Man et al. use a big data infrastructure to analyze network alarms [26]. They
use FP-growth algorithm for alarm correlation analysis and data mining. They
show that correlation mining for 8000 network elements on a 143 node PC server
cluster takes 20 minutes. In contrast to FP-growth algorithm, an algorithm is
proposed to identify root causes using less memory in this work. FECk [27] tries
to analyze, interpret and reduce the number of alarms before they triggers the
large number of others leveraging clustering approaches. A hybrid framework
which detects error conditions in system logs with little human input is proposed

by allowing High Performance Clusters [28].

Compared to the mentioned works, the main contribution of this thesis is to
create alarm rules to identify root causes by developing a system that combines a
streaming big data infrastructure, a dynamic index for matching active alarms, an
algorithm for generating candidate alarms, and a sliding-window based approach
to save system resources. Table 1.1 gives main alarm correlation models for the
considered problem, highlighting some of the most relevant work for each problem,

while situating the contributions of this work.



Traditional Approaches Proposed Approach
Characteristics Limitations Advantages Differences

WINEPI [9] for discovery User-defined sliding-time Cost effective .
Sequential data mining R . N 3 Real-time Root cause analysis

S i S GSP [13] using Apriori Window duration e Rule formation
Uses less memory

FP-growth and big data [26] High memory for large # of nodes

Finds fixed k critical alarms Not fixed & Alert notification rather
Root cause analysis Critical alert mining [25] Focuses on pruning and ot xed than on-demand critical
PR Toot causes K -
sampling rule mining
TF.IIF clustered [2: .
Cluster-based techniques clustered [23] Focuses on clustering rather U 1 dat Rule formation
/ has a High Performance Clusters [28]  than defining fault diagnosis ses all data Non-clustered
Generalized alarms [24]
Proprietary vendor- IBM Maximo [5] Vendor lock-in Cost effective .
New service initiati Rule formation
specific solutions HP TEMIP [4] _ew service intiation Open-source Root cause analysis
New feature support Scalable °

Table 1.1: A comparison of various alarm correlation techniques applied for mo-
bile operator networks

The rest of this thesis is organized as follows. Chapter 2 defines the method-
ology. Chapter 3 presents the infrastructure of utilized platform. Chapter 4
presents the experience with the rule mining algorithm. Chapter 5 contains con-

cluding remarks.
Finally, the main contributions of this thesis are as follows:

e A rule mining algorithm is proposed to create alarm rules.
e A probabilistic candidate rule filtering is proposed to save system resources.

e A root cause algorithm is proposed to find influential alarms in the system.



Chapter 2

Methodology

A large mobile telecommunications provider needs an intelligent alarm manage-
ment platform. Such a platform would collect event data related to alarms and
perform alarm analysis on this data to mine alarm rules and determine influen-
tial alarms. In this thesis, the ALACA platform is utilized to handle performing
alarm analysis. The ALACA platform relies on a big data architecture to store
alarm event data, a stream processing module for complex event analysis, a root
cause analysis module to mine alarm rules and detect influential alarms which
is developed with the help of this thesis, and finally a web client for end-user
interaction. We present the ALACA platform’s architecture later in Chapter 3.

In this chapter, the alarms and rules used in this work are formally described.
The semantics of our rules by formulating the matching between a rule and an
alarm sequence are formalized. The support and confidence requirements of the
rules are given. Finally, the proposed rule mining algorithm, including a proba-
bilistic filtering technique that significantly reduces the algorithm’s memory re-

quirement and improves its running time performance is described.

The following conventions throughout the thesis with respect to notation is
used: Symbols in regular font represent scalars, whereas those in boldface font

represent vectors. Sets are denoted by upper-case calligraphic symbols.



2.1 Formalization

Each alarm has a kind and a time interval during which it was active. For
example, an alarm can be specified as A = (X, [to,t1]). Here, X is the alarm
kind and [tg, t1] is the time interval during which the alarm was active. The start
time sorted list of all alarms is denoted as D. The alarm kind for an alarm A is
denoted as A.k and the set of all alarm kinds as K = {A.k : A € D}. The alarm
interval is denoted as A.7. The start time of the alarm interval is denoted as A.t,

and the end time as A.t.. Sorted alarms of kind k& are denoted as L.

Alarm rules are defined as logical implications, where the antecedent is an
ordered set of alarm kinds and the consequent is a single alarm kind. Each alarm
rule is also associated with a time duration. For instance, a rule can be specified
as R = [X,Y] — Z : t. Here, there are two alarm kinds, namely X and Y,
appearing as an ordered set on the antecedent, and there is a single alarm kind

Z appearing as the consequent. Time duration, ¢, is given as the rule duration.

—_t ——

XI |

[ I

I I

[ |
Y]

| f

| |

Z]

R:[X,Y] &> Z:t
Figure 2.1: An example sequence of events that match a given rule.

The meaning of an alarm rule is as follows: When the alarms specified on the
antecedent occur in order, then the alarm specified on the consequent is expected
to occur within ¢ time units. As an additional requirement, the intervals of all the
alarms involved in a rule should intersect. For instance, in the running example,
first X should start. Then Y should start before X ends. Then the rule predicts
that, after Y starts, Z is expected to start within ¢ time units, before X and Y
end. For a rule R, we denote the antecedent as R.a and the consequent as R.c.
The duration of the rule is denoted by R.d. The consequent cannot be contained
in the antecedent, that is R.c ¢ R.a. Fig. 2.1 illustrates a sequence of events

matching a rule.



Formally, a set of events ordered by their start time, denoted as U/, match a

rule R, based on the following definition of a Boolean match function:
match(R,U) = AQUA.Z #0 A

[Ak:AeU]=RaU[R.c A (2.1)
U[,l].ts — L{[,Q].ts < R.d

In Equation (2.1), there are three conditions: First condition requires that
the intersection of the alarm intervals in U cannot be an empty set. Second
condition requires that the set of all alarm kinds in & should be equal to the
union of the alarm kind set of the rule’s antecedent alarm kinds set and the
consequent alarm kind. ;) notation is used to index the time ordered event set,
where an index j = —1 represents the last item and -2 the penultimate one. Final
condition requires that the difference between the last item’s start time in &/ and
the penultimate item’s start time should be less than or equal to the rule R’s
duration. Therefore, for a rule match, these three conditions of (2.1) should be

true.

2.2 Mining Alarm Rules

In order to mine alarm rules from a data set of alarms, a scalable rule mining
algorithm is developed. The algorithm can mine rules in the format outlined so
far, which additionally satisfy given confidence and support requirements. The
algorithm can also be trivially adapted to mine rules where the antecedent is an
unordered set. The support threshold is denoted as 7, € N and the confidence
threshold as t. € (0, 1]. To satisfy the support requirement, there must be at least
Ts distinct event sub-sequences in the data set that match the rule. To support
the confidence requirement, at least t. fraction of the event sequences that match
the antecedent part of the rule must be followed by an addition event that results

in the extended sequence matching the entire rule.

The support of a rule is formally defined as follows, recalling that D is the

8



time ordered set of all events:

support(R, D) = |{U C D : match(R,U)}| (2.2)

The confidence of a rule is formally defined as follows:

con fidence(R, D) = support(R,D) /

| (2.3)
{UcD: 0 Ai#0A[Ak: AcU] = Ra}]

Before the rule mining algorithm is applied, the alarm data set is taken through

a pre-processing, which is detailed next.

2.3 Alarm Pre-processing

Algorithm 1: Alarm pre-processing.

Input: D, Sorted alarms; K, Alarm kinds

Output: C, Pre-processed alarms; Z, Interval index
M—~{u—L:ueKANL={AcD: Ak=u}};

for u— L € M do

n < 0;

for i € [1..|£]) do // in start time order
if ﬁ[i].ts < ﬁ[n}.te then

if L‘m.te > £[n].te then

| Lpy i = [Lta, L tel;

else

n<n+1;

Lin) < Ly

L+ »C[O..n}§

12 C < sort(Uyescem L, -+ _ts);
13 T < build_interval_index(C);

© 000 N O ok W N =

-
- o

The pre-processing phase is used to cleanse the alarm data set and to index the
alarms. The cleansing involves merging alarms of same kind whose time intervals
intersect and ordering the resulting alarm data set based on start time. Indexing

involves creating an interval tree using the alarm intervals. The interval tree [29]

9



enables querying the alarm data set using a query time point. In particular, it can
retrieve the alarms whose time intervals contain the query time point in O(log(n))
time, where n is the number of alarms. An interval index can be constructed in

O(n -log(n)) time. Algorithm 1 describes the pre-processing step.

2.4 Rule Detection

MINEALARMRULES procedure, given in Algorithm 2, describes how alarm rules
are detected. First, alarms are partitioned based on their kinds. Then for each
alarm kind, a set of candidate rules are found whose consequent is the given alarm
kind (line 4). This is done via the MINEALARMRULESFORKIND procedure. The
set of candidate rules found this way satisfies the support requirement, but may
not satisfy the confidence requirement. Thus, the candidate rules go through a
filtering process (line 5). This is done via the ENFORCECONFIDENCES algorithm.
The filtering process removes the candidate rules that do not meet the confidence
criteria. Merging rules generated for different alarm kinds produces the final set

of rules.

Algorithm 2: MINEALARMRULES algorithm
Input: C, Pre-processed alarms; Z, Interval index; 7,, Support threshold;
T., Confidence threshold
Output: R, Mined alarm rules
R + 0;
M+~{u—L:ueKANL={AeC: Ak=u}l};
for u— L € M do
V < MINEALARMRULESFORKIND (L, Z, 75);
R <+ R U ENFORCECONFIDENCES(V,C,Z, 7.);

ok W R

MINEALARMRULESFORKIND procedure, given in Algorithm 3, describes how
alarm rules for a given alarm kind are detected. A quick check is first done
to see whether the number of alarms of the given kind is at least equal to the
support threshold. If not, enough occurrences cannot be acquired for a rule whose
consequent is of the given kind. Thus the algorithm is simply returned in this

case. Otherwise, in order to determine the candidate rules, the alarms of the given

10



kind are iterated. This time ordered alarm list is already computed earlier, and is
the parameter £ to the algorithm in the pseudo-code. For each alarm in this list,
referred to as an anchor alarm, a number of candidate rules are generated (line 5).
These candidate rules have the important property that for each one there is a
matching alarm subsequence terminating at the anchor alarm. The candidate
rules are found via the GETCANDIDATERULES procedure. A map is used, M in
the pseudo-code, to keep a count of the number of times each candidate rule has
appeared as iteration through the anchor alarms and generate candidate rules.
Two candidate rules returned by different calls to GETCANDIDATERULES are
considered the same if their antecedents are the same (their consequent are the
same by construction). They may differ in their duration. The maximum duration
is taken as the duration of the candidate rule kept in the map for counting the
occurrences. Alternatively, a statistical choice could be made, such as maintaining
a running mean and average duration and at the end determining the duration
value that corresponds to the 95% percentile assuming a normal distribution. At
the end of the process, The candidate rules whose occurrence counts are greater

than or equal to the support threshold are only kept.

Algorithm 3: MINEALARMRULESFORKIND algorithm
Input: £, Sorted alarms of kind wu; Z, Interval index; 75, Support threshold
Output: R, Candidate alarm rules
R+ 0;
if |£| < 75 then return;
M « 0; // map of candidate rules
for A e L do
for R € GETCANDIDATERULES(A,Z) do
if R.a € M then
Let M[R.a] = (R, s);
R.d + maz(R.d, R .d);
MIR.a] + (R,s + 1);
else
| M[R.a] < (R,1);
or K — (R,s) € M do
if s > 7, then
\ R+~ RUR;

© 00 N O Uk W N =

=
o
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GETCANDIDATERULES procedure, given in Algorithm 4, describes how the

11



list of candidate rules for a particular anchor event is generated. These candidate
rules are the ones for which there exists a matching alarm subsequence terminat-
ing at the anchor event. For this purpose, the interval tree with the start time
of the anchor event is queried and all other events that are active at that time is
found. The result is a subset of events ordered based on their start time. Any
start time ordered subset of these rules can serve as the antecedent of a candi-
date rule. Thus, one candidate rule for each such subset is generated, with the
duration set to the time difference between the start times of the last event in

the subset and the anchor event.

Algorithm 4: GETCANDIDATERULES algorithm
Input: A, Alarm; Z, Interval index
Output: R, Candidate alarm rules
R« 0;
Y <« 0;
for A’ € Z.lookup(A.ts) do

if Aty # At, and A'.t, # At, then

\ V+—VUu{d}

// For time ordered subsets of the antecedents
for Y/ CV do

if || = 0 then continue;

t < A.ts — L{[_l].ts;

R+ [Ak:AcUl—Ac:t
10 R +— RU{R};

oA W -

© 0 N o

Finally, ENFORCECONFIDENCES procedure, given in Algorithm 5, describes
how the short list of candidate alarms is filtered to retain only the ones that
satisfy the confidence requirement. For this purpose, the confidence of each rule
is computed. The last element of the rule’s antecedent is used to iterate over all
the events of that kind. Each one of these events represent a possible point of
match for the rule’s antecedent. Let us call these events vantage events. A vantage
event’s start time is used to query the interval index and all other events that are
active during that time are found. The results from querying the interval tree
in start time order are iterated and whether a sequence of events whose kinds
match the rule’s antecedent up to and excluding its last item can be found is
checked. If so, then an antecedent match at this vantage event is had and the

corresponding counter, ng in the pseudo-code, is incremented. An antecedent

12



match may correspond to a rule match or not. To check that, whether there is
an event whose kind matches that of the rule consequent is simply found out.
The search is limited to events that start after the leverage event within the
rule’s duration. Also, it should start before any of the events matching the
antecedent finish. If a rule match is found, then the corresponding counter, n,
in the pseudo-code, is incremented. Accordingly, n,/ns gives us the confidence,

which is compared against the confidence threshold, 7., to perform the filtering.

Algorithm 5: ENFORCECONFIDENCES algorithm
Input: V, Candidate rules; C, Pre-processed alarms; Z, Interval index; 7,
Confidence threshold
Output: R, Alarm rules

1 R+ 0;

2 for R€V do

3 ns < 0; nys < 0;

4 for i € [0..|C|) do

5 if Cj;.k # R.aj_;) then continue;

// check antecedent alarms

6 J 05t Cpyte;

7 for A € Z.lookup(Cj;.t;) do

8 if R.am = A.k then

9 j—7+1

10 t < min(t, A.t.);

11 if j # |R.a| — 1 then continue;
12 Ng < Ng + 1;

// check consequent alarm

13 for l € [i +1..|C|) do

14 if Cm.ts > Cm.ts + R.d or C[l].ts >=t then
15 ‘ break

16 if Cj.k = R.c then

17 ng <— Ny + 1;

18 break

19 if ny/ng > 7. then
20 | R+ RU{R};

13



2.5 Probabilistic Candidate Rule Filtering

A downside of our rule mining algorithm is that the memory usage can go up
significantly, since many candidate rules are maintained in Algorithm 3 with very
low occurrence counts, that are eventually discarded due to failing the support
requirement. This may prevent the algorithm scaling to large alarm data sets. To
solve this problem, a probabilistic filtering algorithm is developed. The funda-
mental idea behind the filtering algorithm is that, if the current occurrence count
of a rule is very low compared to the expected occurrence count to eventually
pass the support threshold assuming a uniform distribution of occurrences over
the alarm set, then that candidate rule can be discarded right away. This filtering

concept is mathematically formalized.

Let S, be a random variable representing the number of occurrences of a
candidate rule after observing n anchor events. Occurrence of a rule for the ith
event is a Bernoulli random variable, denoted as X;, is assumed. To have enough
support in the average case, E[X;] > 7,/N,Vi is need to be had, where N is
the total number of anchor events (|£| in the pseudo-code). S, = Zf\;l X; and
E[S,] = n - 1s/N are had. The probabilistic candidate rule filtering works by
discarding a candidate rule if after observing n anchor events S,, is less than k
and Pr(S, < k) <1— ¢, where ¢ € [0,1] is a configuration parameter called the
filtering confidence. ¢ is typically close to 1.

Based on the Chernoff-Hoeffding bound [30], we have:

Pr(S, < (1—=26)- E[S,]) < e FIsnl/2 (2.4)

Matching this formula with our filtering condition of Pr(S, < k) <1 — ¢, we
get:

k=n-1,/N—+/=2-n-1,/N -log (1 —¢) (2.5)

The map from Algorithm 3 is replaced with an ordered tree using the occur-
rence count for ordering the candidate rules to implement probabilistic candidate

rule filtering. Then after processing each anchor event, any candidate rules whose
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occurrence count is less than or equal to k are removed with iteration over this

tree. Note that k is updated after processing each candidate rule.

In this chapter, the terminology is defined, Alarms, Rules, and Rule Mining
and the methodology is given. First, what an alarm and what a rule means,
as well as what the components and requirements of an alarm and a rule are
formally defined. Second, the rule mining algorithm is formally defined, in a
step-by-step manner. Finally, a probabilistic filtering technique for reducing the
system resources used for mining rules was proposed, in order to make the mining

algorithm fast.
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Chapter 3

ALACA: Scalable and Real-time
Alarm Data Analysis

ALACA is a platform to process vast amounts of alarms where a demo version is
demonstrated in the paper of [1]. These alarms are collected from different sources
in real-time and identify the root causes of problems. The platform is composed of
three main modules: (a) Data Collection, Pre-prosessing, and Storage; (b) Real-
time Alarm Data Processing; and (c) Root Cause Analysis which is improved by
the help of this thesis. Fig. 3.1 [1] indicates the infrastructure of the platform.
The Data Collection, Pre-prosessing, and Storage module collects and transforms
data into a suitable format for further analysis and stores. The Root Cause
Analysis module executes the proposed scalable rule and graph mining algorithm
for root cause analysis on alarm events. The Data Collection module feeds the
Root Cause Analysis module with the required alarm data. The rules discovered
by the Root Cause Analysis module are registered into the Real-time Alarm Data

Processing module. The modules are briefly explained in next sections.
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Figure 3.1: High level architecture of ALACA platform. Adapted from Streaming
alarm data analytics for mobile service providers, by E. Zeydan, U. Yabas, S.
Sozuer, and C. O. Etemoglu, 2016, NOMS 2016 - 2016 IEEE/IFIP Network
Operations and Management Symposium, pp. 1021 - 1022. Copyright [2016] by
IEEE. Adapted with permission.

3.1 Data Collection, Pre-Processing, Storage

For representing real-time alarms, Event Data Type is used. It includes the fields
such as Node Name, Alarm Name, Event Time and Severity as shown in Table 3.1.
For alarm data processing, Alert Data Type models the alarm warnings sent back
into user in real-time. This alert type includes alarm information that can happen
in the future. Its contents are listed in Table 3.2. Rule Data Type includes rules
that are pre-calculated and pre-registered into the ALACA’s CEP module. Using
this rule model, warnings or alarm alerts are sent back to the users. The details
are in Table 3.3.

The alarm information is collected and stored in the network operations cen-

ter. The kind of network status information stored and its format depends on
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many factors, such as configuration, type, and vendor of the nodes and network
equipment. As shown in Fig. 3.1, the Data Collection, Pre-Processing and Stor-
age module contains the three components: Alarm Event Loader, Pre-processor,

Database Inserter whose details are given in the demonstration paper [1].

Field Explanation ‘

Node Name | Network equipment producing the alarm
Alarm Name | Name identifying the alarm kind

Event Time | Time duration of the alarm

Severity Priority state of the alarm

Table 3.1: Alarm Event data format.

‘ Field ‘ Explanation
Node Name Network equipment producing the alarm
Alarm Names List of possible alarms that can occur
Time Difference Calculated time interval between the occurring alarms
Captured Time Required time for the alert data model to be formed in the system

Estimated Occurrence Time | The information about alarms generation time

Table 3.2: Alarm Alert data format.

‘ Field ‘ Explanation ‘
Node Name Network equipment owning the rule
Antecedent Ordered set of alarms on the Left-Hand Side

Consequent Alarm on the Right-Hand Side
Time Duration | Time duration of the rule
Confidence Confidence value of the rule
Support Support value of the rule

Table 3.3: Alarm Rule data format.

3.2 Real-Time Alarm Data Processing

The Real-time Alarm Data Processing module collects, distributes alarm data
and makes complex event analysis on this data, assist the users in seeing the real-
time alarm flow with low-latency. It contains the following components: Alarm
Event Listener, Alarm Event Producer, Kafka Cluster, Alarm Event Splitter, Re-

dis Loader whose details are given in the demonstration paper [1]. There are
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two additional components which are about alert notification. Alarm Catcher,
which runs pre-registered rules over alarm data coming from AlarmLog Splitter
in Event data format. Registered rules are modeled using the Rule data format.
This module performs the calculation based on a window of size 7 with a slice of
«. This means that last 7 time units worth of alarm data are processed against
the rules every o time units. If after processing the alarms, a future alarm is
predicted to occur based on the rules, these warnings are sent in the Alert data
format to the Alert Sender module for further processing. Alert Sender, which
writes Alert data coming from Alert Catcher module into the database. Alert
Sender will not write into the database if an alert is already available in the

database or if its estimated occurrence time has passed.

3.3 Root Cause Analysis

The frequently occurring alarm rules are transformed into a graph representation,
which is further utilized in the system for root cause analysis and visualization.
These rules are identified by a four phase algorithm: alarm cleansing, alarm
indexing, i.e. Algorithm 1: Alarm pre-processing for both pre-processing and
building interval indexes, rule generation, and rule elimination i.e. Algorithm 2:
for both alarm rule generation and eliminations. In summary, in the cleansing
phase, alarms with matching kinds whose time intervals overlap are merged. In
the indexing phase, an interval index is built over the alarms, such that the list
of alarms that are active at a given time can be found quickly (in logarithmic
time). In the rule generation phase, candidate alarm rules are generated for each
possible consequent alarm. For this purpose, for each alarm X found in the alarm
sequence, the set of active alarms when X has started is found using the interval
index. Then, candidate rules are created with X on the consequent and subsets
of the found alarms on the antecedent. Occurrence counters are maintained for
these candidate rules across all X appearances. After all Xs are processed, the
elimination phase starts. The candidate rules with low support or confidence

values are eliminated. Here, the support value is the minimum occurrence count
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for a rule to be retained. And the confidence value is the prediction accuracy the

rule has (how frequent the consequent holds when the precedent does).

The alarm rules identified as above are then transformed into a directed graph
(V, E), where vertexes V are the alerts and the edges E are the rule relationships
between them. For example, if two rules are calculated for a network equip-
ment, such as [A, B] — C and [D, E] — B, then the vertex set becomes V =
{A, B,C, D, E} and the edge set becomes F = {(A,C),(B,C), (D, B),(E,B)}.
Graphs for unique network equipment types or the entire system can be gener-
ated. Based on the graph representation, root-cause alarms are identified by a
scoring mechanism. After calculating the scores of all alarms, most influential

alarms are detected as the ones with the top influence scores.

Algorithm 6: SCORE algorithm calculates each alarm’s influence score
Input: A directed graph, G(V,E)

1 foreach V; in GG do

if V; is a leaf node then

| Vis < 0;

else

‘ Vi.s <= 1+sum(Vj;.s | Vi; is an out neighbor of V;)/2;

LNV M

The alarm influence score calculation is performed as follows: First, for each
network equipment (i.e. Node Name in Table 3.1) that generates alarms, a com-
posite graph is created by combining the rules mined for that equipment. Then
this composite graph is topologically sorted. Next, vertexes of the graph are pro-
cessed in reverse topological order and scored by Algorithm 6. When a composite
graph is fully processed, each vertex, and thus each unique alarm kind that ap-
pears in the graph, accumulates some number of points. To compute the global
influence of an alarm, we sum up all the points it has accumulated across all

composite graphs.

To sum up, the details of the ALACA platform with its three main modules
are presented: Data Collection, Pre-Processing and Storage, Root Cause Analysis
and Real-Time Fvent Processing. Data Collection, Pre-Processing and Storage
Module collects alarm events and loads them into Hadoop Distributed File Sys-

tem (HDFS) while performing filtering, cleaning and parsing of raw data from
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HDFS, and stores the cleansed data. Root Cause Analysis Module creates alarm
rules, transforms them into a graph representation, calculates influence scores
from graphs, and visualizes those graphs. Real-Time Fvent Processing Module
reads real-time alarm data from the sources and prepares the alarm data for the
Data Collection, Pre-Processing and Storage Module, CEP, and the ALACA Web
Client.
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Chapter 4

Experiments

In this chapter, the experimental data set, the experiments and the performance
results of the proposed solution are presented. First of all, the proposed solution
is compared with a traditional sequence mining algorithm. After this, three main
parameters are used for our evaluation. The first one is the confidence (7..) as given
in Equation 2.3. The second is the support (75) as given in Equation 2.2. The
third is the filter confidence (k), as given in Equation 2.5. The general purpose
is to see the impact of these parameter values on rule counts, running time, and
memory usage. All the experiments are run three times and the average values

are reported as results. Finally, the root-cause analysis results are also shown.

4.1 Experimental Setup

The experimental data set is obtained from a major telecom provider in 2012. The
data have a total of 2,054,296 pre-processed alarm events, which are produced
by 80,027 different nodes. For experiments, the data set is splitted into 250K,
500K, 750K, 1M, 1.25M, 1.5M, 1.75M, and 2M instances by ordering them by
event time. The experiments are run on a workstation which has 128GB of

memory and 2 x 2.80GHz Intel Xeon processor containing 20 cores. Java 7 SE
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is used to process data. First, memory usage was attempted to measure for
each experiment in terms of the number of bytes. However, due to the garbage
collection of the JVM, memory measurements did not produce healthy results.
Instead, the maximum candidate rule map size as given in Algorithm 3 is used for
capturing the memory usage. For each experiment, the running time is reported

as maximum, minimum, and average over different nodes.

4.2 Comparison of Proposed and RuleGrowth -
Sequential Rule Mining Algorithm

Before presenting the experiments on the impact of major workload and sys-
tem parameters, the proposed algorithm is compared with a traditional sequen-
tial data mining algorithm, RuleGrowth [31]. For this evaluation, a prediction-
occurrence model with the alarm rules is implemented as the formation is defined
in Section 2. This model is based on the rule occurrences on the transactions. If
the antecedent alarms of the sequential rule of a node occurs in a transaction, then
the prediction "the consequent alarm of this rule will also occur in this transac-
tion” is made. If this consequent one also occurs, the prediction is correct. Then,
the correctness of the prediction is calculated as accuracy. The alarm rules are
mined from data set (alarm count: 369,345) which are dated from 10/08/2012 to
23/08/2012 based on the Nokias radio access network logs with support value of
10 and confidence value of 0.9. The prediction accuracy is created from these logs
(alarm count: 27,855) on 24/08/2012. As shown in Table 4.2, the RuleGrowth
algorithm makes 2,702 predictions and 864 rule occurrences take place based on
these predictions in this experiment. Therefore, its accuracy is around 32.0%.
The proposed algorithm makes 366 predictions where 266 of them has occurred.
Hence, the accuracy becomes 72.7%. In the experiments, the RuleGrowth al-
gorithm made many predictions while it consumes a lot of resources and time.
These results indicate that the proposed method makes more accurate predictions

by using less resources and time.
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The results for the current experiment are given in Table 4.2. Prediction Count
is the number of the antecedent alarms of a sequential rule occurrences on the
transactions, and Rule Occurrence Count is the number of the consequent alarms
of the rule following the antecedents occurrences on the transactions. Accuracy
is defined as the rule occurrence counts over prediction counts for transactions
in order to measure how correct is the prediction. Recall value is defined as the
ratio of rule occurrence counts which are calculated by considering only training
data and both training and test data respectively. The proposed solution makes

2.27 times better predictions than RuleGrowth algorithm.

Algorithm Prediction Count | Rule Occurrence Count | Accuracy | Recall
RuleGrowth 2,702 864 32.0 % 69.8%
Proposed method 366 266 72.7 % 86.4%

Table 4.1: Results of prediction-rule model for sequential rules and the proposed
Algorithm 3

4.3 Impact of Confidence

First parameter experiment is made on confidence value as it changes between
0.1 and 1.0. Fixed support value of 10 and fixed filter confidence value of 0.9
are used. Rule counts, maximum candidate rule size, time max.,min.,avg. are
measured over data set size. Since the rules are mined as node based, maximum
candidate rule map size as given in Algorithm 3 is used for memory usage and
time is observed as maximum, minimum and average. Fig. 4.1 shows the results
of different confidence values over data set size. Data set size is on the z-axis of
all plots. Time usage in milliseconds is on the y-axis of Fig. 4.1.a and Fig. 4.1.b.
Maximum candidate rule map size is given on the y-axis of Fig. 4.1.c and rule
counts are given on the y-axis of Fig. 4.1.d. Different confidence values are the

lines on the plots as given on the legend.

There is a linear relation between data set size and time usage in Fig. 4.1.a and
Fig. 4.1.b for this experiment. However, there is no relation between confidence

value and memory in Fig. 4.1.c. It’s because candidate rules are firstly created and
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the confidence values are calculated then finally whether they hold the threshold

value is checked. That’s the same reason of time usages are almost the same of

all confidence levels. In all data sets, the minimum time usage is almost 0, so

we didn’t give the minimum time usage plot. Fig. 4.1.d shows the rule counts

created for each data set and each confidence level. It shows how the confidence

value works on the each data set size. If the confidence value is maximum level,

1.0, the rule counts are minimum for all data sets, and vice versa. For instance,

the rule count is 6041 when the confidence level is 1.0 for using all data, although

the rule count is 24817 when the confidence level is 0.1.
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4.4 Impact of Support

The next experiment is on support value as it changes between 10 to 100. Fixed
confidence and filter confidence values of 0.9 are used. Rule counts, mazximum
candidate rule size, time max., min.,avg. are measured as well. Fig. 4.2 shows the
results of different confidence values over data set size. Data set size is on the z-
axis of all plots again. Time usage in milliseconds is on the y-axis of Fig. 4.2.a and
Fig. 4.2.b. Maximum candidate rule map size is given on the y-axis of Fig. 4.2.c
and rule counts are given on the y-axis of Fig. 4.2.d. Different support values are

the lines on the plots as given on the legend.
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There is a linear relation between data set size and time usage in Fig. 4.2.a
and Fig.4.2.b as well as previous experiment. Additionally, Fig. 4.2.c shows that
there is a opposite relation between support value and memory usage. While the
support value increases, the memory usage decreases. The dramatic change on
the memory between support values 10 and 20 is observed. For the data set size
1.25M, the candidate rule map size is 1899 for the support value 10 and 956 for
the support value 20. For huger data sets, this change is getting bigger. For the
data set size 2M, the candidate rule map size is 4564 for the support value 10
and 1277 for the support value 20. We see the rule counts in Fig. 4.2.d. There is
a reverse parabolic relation between rule counts and support values. When the
support value increases, the rule counts dramatically decreases. Although there
are 9418 rules created for all instances with the support value 10, there are 3375

rules created with the support value 20.

4.5 Impact of Filter Confidence

The next experiment is on filter confidence as it changes between 0.0 to 1.0. Fixed
confidence value of 0.9 and fixed support value of 10 are used. Filter confidence
0.0 assumes that the data set is perfectly uniform, 1.0 assumes that the data
is not uniform at any point. Rule counts, maximum candidate rule size, time
max.,min., avg. are measured as previous experiments. Data set size is on the
z-axis of all plots of Fig. 4.3. Time usage in milliseconds is on the y-axis of
Fig. 4.3.a and Fig. 4.3.b. Maximum candidate rule map size is given on the y-
axis of Fig. 4.3.c and rule counts are given on the y-axis of Fig. 4.3.d. Different

filter confidence values are the lines on the plots as given on the legend.

There is linear relation between data set size and time usage which can be
seen in Fig. 4.3.a and Fig. 4.3.b as expected. The filter confidence effect on the
time usage can be observed by dramatic change between 0.8 and 1.0 in these
figures. The maximum time is 16945 ms when the all data processed with the
filter confidence level 0.8. However, the maximum time is 29488 ms when the

all data processed with the filter confidence level 1.0. The same effect on the
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memory can be seen in Fig. 4.3.c. While the maximum candidate rule map size
is 4564 with filter confidence level 0.9, it is 7392 with filter confidence level 1.0
for the all data. The rule counts over data size for each filter confidence levels
are given in Fig. 4.3.d. In small data sets, the rule counts can be acceptable at
any filter confidence levels. On the other hand, the rule counts are reasonable at

filter confidence levels 0.8 and 0.9 for big data sets.
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Fig. 4.4 shows precision and recall values of rules. On the z-axis, there are

filter confidence level values. Data set sizes are the lines for these plots as given
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on the legend. Precision value is given on the y-axis of Fig. 4.4.a and recall
value is given on the y-axis of Fig. 4.4.b. Filter confidence levels 0.8 and 0.9 give
reasonable precision values for each data set. For instance, when the data set
size is 250K, the precision value is 0.944 for the filter confidence level 0.8. For
the same filter confidence level, the precision value is 0.821 when the all data are
used. Since no different rules are created when filter confidence values change,
all recall values are 1.0 which is given in Fig. 4.4.b. So, the f-values are the same

with precision values that’s why the f-measure plot is not given.
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4.6 Alarm Impact

In order to compute the impact score of each alarm, first, the alarm rules are
created from the experimental data set described in Section 4.1. Fixed confidence
value of 0.9, fixed support value of 10 and fixed filter confidence value of 0.9
are used for alarm rule generation. At the end of the process, there are 9,418
rules obtained from the data set. Then, based on the constructed rules, the rule

graphs are created and the corresponding influence scores are calculated for each
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node. For instance, from Node Name DI12146 which corresponds to a BTS inside
RAN, 8 alarm rules are created as shown in Fig. 4.5. The consequent alarm
is represented as the blue vertex on an edge originating from a red vertex. To
indicate the alert order in the rule, small labels are used to number the antecedent
alarms. As a result, the rules can be easily read from the graphs. There are 6
unique alarms used in these rules. The influence scores which are calculated by

using Algorithm 6 for these are also listed in Table 4.2.

BCF OPERATION DEGRADED (2)

HIGH TEMPERATURE (3)

Figure 4.5: The alarm rules of Node Name DI2146’s node which corresponds to
a BTS of RAN of MO.

‘ Alarm Name ‘ Score ‘
BCF OPERATION DEGRADED | 1.00
BCF FAULTY 1.50
ACDC FAULT 0.00
DC POWER MAJOR 1.00
DC POWER MINOR 1.50
HIGH TEMPERATURE 1.75

Table 4.2: Influence Score of Alarms in the node DI2146.

The influence scores of alarms are calculated for root cause analyses by using

Algorithm 6 for all nodes to identify alarm impact. Because the rule graphs are
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created as node based, the maximum influence score is 1.875 for the alarm "DC'
Power Minor”. We aggregate the scores to see root-causes in Fig. 4.6 as given
most 15 influential alarm scores. There are alarm names on the z-axis and the
aggregated scores on the y-axis. The most influential alarms are the alarm "DC
Power Minor” with score of 835.125 and the alarm "DC' Power Major” with score
of 519.500.
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Figure 4.6: The Most 15 Influential Alarms Impact Scores

To sum up, the experiments are made on a real data set collected from a mobile
network operator’s infrastructure to see the effects of our parameters and observe
the most effective alarms that can be the root-cause of the subsequent alarms.
Although the confidence value doesn’t affect the system resources, it affects the
rule counts as expected. The support value have noticeable impact on the system
resources used. The rule counts decrease dramatically when the support value
increases. The final experiment are made on the filter confidence parameter to
see the effect of our sliding-window based approach. When the filter confidence
level is 0.8, the system resources are saved and the precision level is higher than
0.80 for all data sets, which is quite reasonable. The alarm “DC Power Minor”
is more influential than the alarm “DC Power Major” and “ACDC Fault” which
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coincides with the fact that before a major power shut down occurs at a given

BTS, minor warnings arrive into network operation center of the mobile operator.
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Chapter 5

Conclusion

This thesis introduces an alarm correlation method and root-cause analysis for
alarms. These methods are applied to a real-time alarm data analytics platform
by creating the root cause analysis module which is one of most critical modules
of the platform. This platform is developed for a major mobile service provider.
Both practical and theoretical contributions are provided on insights on large-
scale alarm management and mining. The experiments show that the sliding-
window based approach saves system resources by using a filter confidence level of
0.8 or 0.9, while maintaining the high precision of the alarm rules. The developed
system is in active use within the network operation center of a major mobile
telecom provider. Measuring the ticket reductions and the long-term cost savings

for the network operator is planned as future work.

This work can be extended in several directions. The current system is devel-
oped as node based. As a future work, the system performance can be improved
by using clustered nodes and rules can be constructed using these clustered rules.
This can result in detecting more influential alarm rules due to the addition of
new rules. One can also extend the root cause analysis to be utilized for trend

analysis of arriving alarms at a seasonal scale.
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Appendix A

Data

NODE | ALARM NAME EVENT TIME CLEARANCE

NAME TIMESTAMP

DI2146 | DC POWER MINOR 12.08.2012 14:40:43 | 12.08.2012 15:23:26
DI2146 | DC POWER MAJOR 12.08.2012 14:40:53 | 12.08.2012 15:23:26
DI2146 | ACDC FAULT 12.08.2012 14:40:53 | 12.08.2012 15:23:26
DI2146 | ACDC FAULT 12.08.2012 17:34:03 | 12.08.2012 18:18:56
DI2146 | DC POWER MINOR 12.08.2012 17:34:33 | 12.08.2012 18:18:56
DI2146 | DC POWER MAJOR 12.08.2012 17:34:43 | 12.08.2012 18:18:56
DI2146 | DC POWER MINOR 11.11.2013 10:16:08 | 11.11.2013 10:29:39
DI2146 | PCM FAILURE 12.11.2013 02:53:34 | 12.11.2013 03:00:09
DI2146 | BTS O M LINK FAILURE | 12.11.2013 02:54:04 | 12.11.2013 02:59:17
DI2146 | BTS O M LINK FAILURE | 12.11.2013 05:12:48 | 12.11.2013 05:13:17
DI2146 | BCF INITIALIZATION 12.11.2013 05:13:17 | 12.11.2013 05:13:27
DI2146 | ACDC FAULT 29.08.2012 06:13:00 | 29.08.2012 06:59:23
DI2146 | DC POWER MAJOR 29.08.2012 06:13:00 | 29.08.2012 06:59:23
DI2146 | HIGH TEMPERATURE 29.08.2012 07:58:46 | 02.09.2012 06:28:33

Table A.1: Alarm Data in the node DI2146.
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Appendix B

Code

//Alarm. java
public class Alarm implements Comparable<Alarm>
{
private Integer kind;
private long startTime;
private long endTime;
public Alarm(Integer kind, long startTime, long endTime)
{
this.kind = kind;
this.startTime = startTime;

this.endTime = endTime;

}
public Integer getKind()
{
return kind;
}
public long getStartTime()
{

return startTime;
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}
public long getEndTime()

{

return endTime;
}
public String toString()
{

return "(" + kind + ", [" + startTime + "-" + endTime + "])";
}
public String toString(String[] alarmNames)
{

return "(" + alarmNames[kind] + ",

[" + startTime + "-" + endTime + "])";

}
@0verride

public int compareTo(Alarm o)

{
if (startTime < o.getStartTime())
return -1;
else if (startTime == o.getStartTime())
return O;
return 1;
}

//AlarmRule. java

VAL

* A rule is in the form {A, B} —> C [t].

* There could be one or more source events (in this case, A and B)

*  There is always a single target event (in this case C)

*  There is always a time duration associated with the rule (in this case t)
* The meaning of the rule is:

* A starts before B, and B before C
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* C starts no more than t time units after B

* When C starts, A and B are still active

*
*/
public class AlarmRule
{
private Integer[] sources;
private Integer target;
private long duration;
public AlarmRule(Integer[] sourceAlarmKinds,

Integer targetAlarmKind, long duration)

{
sources = sourceAlarmKinds;
target = targetAlarmKind;
this.duration = duration;
}
public Integer[] getSourceAlarmKinds()
{
return sources;
}
public Integer getTargetAlarmKind()
{
return target;
}
public long getDuration()
{
return duration;
}
void setDuration(long duration)
{
this.duration = duration;
}

public String getSourceAlarmKindsString()
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StringBuilder builder = new StringBuilder();
for (int i=0; i<sources.length; ++i) {
if (i!=0)
builder.append(", ");
builder.append(sources[i]);
}
return builder.toString();
}
public String getSourceAlarmKindsString(String[] alarmNames)
{
StringBuilder builder = new StringBuilder();
for (int i=0; i<sources.length; ++i) {
if (i!=0)
builder.append(", ");

builder.append(alarmNames [sources[i]]);

}

return builder.toString();
}
@0verride

public String toString()

{
StringBuilder builder = new StringBuilder();
builder.append("{");
builder.append(getSourceAlarmKindsString());
builder.append("}");
builder.append(" -> ");
builder.append(target) ;
builder.append(" [");
builder.append(duration) ;
builder.append("]");

return builder.toString();
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public String toString(String[] alarmNames)

{
StringBuilder builder = new StringBuilder();
builder.append("{");
builder.append(getSourceAlarmKindsString(alarmNames)) ;
builder.append("}");
builder.append (" -> ");
builder.append(alarmNames [target]) ;
builder.append(" [");
builder.append(duration) ;
builder.append("]");

return builder.toString();

//AlarmRuleInfo. java
public class AlarmRulelInfo
{
private double confidence;
private int support;
public AlarmRuleInfo(double confidence, int support)
{
this.confidence = confidence;

this.support = support;

}
public double getConfidence()
{
return confidence;
}

public void setConfidence(double confidence)
{

this.confidence = confidence;
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public int getSupport()

{
return support;
}
public void setSupport(int support)
{
this.support = support;
}
@0verride

public String toString()
{

return "conf: " + confidence + ", sup: " + support;

//AlarRuleAndInfo. java
public class AlarmRuleAndInfo
{
private AlarmRule rule;
private AlarmRuleInfo info;
public AlarmRuleAndInfo(AlarmRule rule, AlarmRuleInfo info)
{

this.rule = rule;

this.info = info;

}
public AlarmRule getRule()
{
return this.rule;
}
public AlarmRulelInfo getInfo()
{

return this.info;
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+
public Strin

{

return "

+
public Strin

{

return "

//AlarmRuleMiner.
import java.util.
import java.util.
import java.util.

import java.util.

import java.util

import com.chang

import com.chang

g toString()

(" + rule.toString() + ", " + info.toString() + ")";

g toString(String[] alarmNames)

(" + rule.toString(alarmNames) + ", "

+ info.toString() + ")";

java
ArraylList;
Arrays;
HashMap;
List;

.TreeSet;

ingbits.LongRange;
ingbits.LongRangeMultiSet;

public class AlarmRuleMiner

{

private doub

le filterConfidence;

private Alarm[] alarms;

private Long
private int[
private Hash

private int

RangeMultiSet intervallndex;
] intervallIndexResults;
Map<Integer, Arraylist<Alarm>> alarmKindsToAlarms;

ruleMapSize;

public AlarmRuleMiner(List<Alarm> alarms)

{
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this.alarms = new Alarm[alarms.size()];
for (int i=0; i<alarms.size(); ++i)
this.alarms[i] = alarms.get(i);
preprocessAlarms () ;
}
public void setFilterConfidence(double filterConfidence)
{

this.filterConfidence = filterConfidence;

}
private void preprocessAlarms()
{
Arrays.sort(alarms);
indexAlarmsByKind Q) ;
// merge the overlapping ones
int totalAlarms = O;
for (Integer alarmKind : alarmKindsToAlarms.keySet()) {
Arraylist<Alarm> subAlarms = alarmKindsToAlarms.get(alarmKind);
mergeOverlappingAlarms (subAlarms) ;
totalAlarms += subAlarms.size();
}
Alarm[] newAlarms = new Alarm[totalAlarms];
int i = 0;
for (Integer alarmKind : alarmKindsToAlarms.keySet())
for (Alarm alarm : alarmKindsToAlarms.get(alarmKind))
newAlarms [i++] = alarm;
Arrays.sort(newAlarms);
alarms = newAlarms;
indexAlarmsByIntervals();
}

private void mergeOverlappingAlarms(ArrayList<Alarm> alarms)
{
int n = 0O;

Alarm head = alarms.get(n);
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for (int i=1; i<alarms.size(); i++) {
Alarm current = alarms.get(i);
if (current.getStartTime() < head.getEndTime()) {
if (current.getEndTime() > head.getEndTime()) {
head = new Alarm(head.getKind(), head.getStartTime(),
current.getEndTime());
alarms.set(n, head);
}
} else {
alarms.set(++n, current);

head = alarms.get(n);

}
}
for (int i = alarms.size()-1; i>n; —-1i)
alarms.remove(i);
}
private void indexAlarmsByIntervals()
{
LongRange[] ranges = new LongRange[alarms.length];
for (int i=0; i<alarms.length; ++i)
ranges[i] = new LongRange(String.valueOf (i),
alarms[i] .getStartTime(), true,
alarms[i] .getEndTime(), true);
intervalIndexResults = new int[alarms.length];
intervalIndex = new com.changingbits.Builder(ranges)
.getMultiSet (true);
}
private void indexAlarmsByKind ()
{

alarmKindsToAlarms = new HashMap<Integer, ArrayList<Alarm>>();
for (Alarm alarm : alarms) {
if (alarmKindsToAlarms.containsKey(alarm.getKind())) {

Arraylist<Alarm> alarms = alarmKindsToAlarms

47



.get (alarm.getKind ());
alarms.add(alarm);
} else {
ArrayList<Alarm> alarms = new ArrayList<Alarm>();
alarms.add(alarm);

alarmKindsToAlarms.put(alarm.getKind(), alarms);

+
public ArraylList<AlarmRuleAndInfo> mineAlarmRules(double confidence,

int support)

ArrayList<AlarmRuleAndInfo> allResults =
new ArrayList<AlarmRuleAndInfo>();
for (Integer alarmKind : alarmKindsToAlarms.keySet()) {
ArraylList<AlarmRuleAndInfo> results = mineAlarmRule(alarmKind,
support) ;
results = enforceAlarmConfidences(alarmKind, confidence, results);
allResults.addAll(results);
}

return allResults;

private static class CandidateRule implements Comparable<CandidateRule>
{
private String sourceKindString;
private AlarmRuleAndInfo alarmRuleAndInfo;
CandidateRule(String sourceKindString,
AlarmRuleAndInfo alarmRuleAndInfo)

this.sourceKindString = sourceKindString;

this.alarmRuleAndInfo

alarmRuleAndInfo;
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public String getSourceKindString()

{
return sourceKindString;
b
public AlarmRuleAndInfo getAlarmRuleAndInfo()
{
return alarmRuleAndInfo;
+
@0verride

public int compareTo(CandidateRule rhs) {

int res = alarmRuleAndInfo.getInfo().getSupport() -

rhs.getAlarmRuleAndInfo() .getInfo() .getSupport();
if (res != 0)
return res;

return this.sourceKindString.compareTo(rhs.getSourceKindString());
}
@0verride

public boolean equals(Object other)

{
if (other instanceof CandidateRule)
{
return sourceKindString.equals(((CandidateRule) other)
.getSourceKindString()) ;
}
return false;
}
@0verride

public String toString(){

return "Candidate -> sourceKindString: " + sourceKindString + "

info: " + alarmRuleAndInfo;
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int computeFilterThreshold(int currentAlarmCount, int numAlarms,

int supportThresh, double minProbability)

if (minProbability == 0)
return O;

double n

double d

currentAlarmCount;

minProbability;
Math.min(1.0, supportThresh / (double) numAlarms);

double p
return (int) Math.floor(n*p - Math.sqrt(-2*n*p*Math.log(d)));

private ArrayList<AlarmRuleAndInfo> mineAlarmRule(Integer alarmKind,

int supportThresh)

ArrayList<AlarmRuleAndInfo> results = new ArrayList<AlarmRuleAndInfo>();

ArraylList<Alarm> alarms = alarmKindsToAlarms.get(alarmKind) ;

if (alarms.size() < supportThresh)

return results;

TreeSet<CandidateRule> candidateRuleTree = new TreeSet<CandidateRule>();

HashMap<String, CandidateRule> candidateRuleMap = new HashMap<String,
CandidateRule>();

HashMap<String, CandidateRule> toRemoveMap = new HashMap<String,

CandidateRule>();

int currentAlarmCount = O0;
for (Alarm alarm : alarms) {
currentAlarmCount++;
int k = computeFilterThreshold(currentAlarmCount, alarms.size(),
supportThresh, 1.0 - filterConfidence);
for (AlarmRule rule : getRulelnstances(alarm)) {
Integer[] sourceKinds = rule.getSourceAlarmKinds();

String sourceKindsString = rule.getSourceAlarmKindsString() ;
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if (!toRemoveMap.containsKey(sourceKindsString)){
if (candidateRuleMap.containsKey(sourceKindsString)) {
CandidateRule candidate =
candidateRuleMap.get (sourceKindsString) ;
candidateRuleTree.remove(candidate);
AlarmRulelInfo candidateRuleInfo =
candidate.getAlarmRuleAndInfo() .getInfo();
candidateRuleInfo.setSupport(l +
candidateRuleInfo.getSupport());
AlarmRule candidateRule =
candidate.getAlarmRuleAndInfo() .getRule();
long duration = Math.max(candidateRule.getDuration(),
rule.getDuration());
candidateRule.setDuration(duration) ;
// Filter candidates that do not
// satisfy the statistical test
if (candidate.getAlarmRuleAndInfo().getInfo()
.getSupport () > k){
candidateRuleTree.add(candidate);
} else{

toRemoveMap.put (sourceKindsString, candidate);

} else {

AlarmRuleAndInfo candidateInfo = new AlarmRuleAndInfo(

new AlarmRule(sourceKinds, alarmKind,
rule.getDuration()),

new AlarmRuleInfo(0.0, 1));

CandidateRule candidate = new

CandidateRule(sourceKindsString, candidateInfo);

if (candidate.getAlarmRuleAndInfo().getInfo()

.getSupport () > k){

candidateRuleMap.put (sourceKindsString, candidate);
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candidateRuleTree.add(candidate) ;
}elsed{

toRemoveMap.put (sourceKindsString, candidate);

}
setRuleMapSize(candidateRuleTree.size());

}

for (CandidateRule candidate : candidateRuleMap.values()) {
AlarmRuleAndInfo candidateInfo = candidate.getAlarmRuleAndInfo() ;
if (candidateInfo.getInfo().getSupport() >= supportThresh){

results.add(candidateInfo) ;

+
return results;
b
private ArrayList<AlarmRuleAndInfo> enforceAlarmConfidences(Integer
targetKind, double confidenceThresh,

ArrayList<AlarmRuleAndInfo> ruleAndInfos)

{
ArraylList<AlarmRuleAndInfo> results = new ArrayList<AlarmRuleAndInfo>();
for (AlarmRuleAndInfo ruleAndInfo : ruleAndInfos) {
double confidence = findRuleConfidence(ruleAndInfo.getRule())
.getConfidence();
if (confidence >= confidenceThresh) {
ruleAndInfo.getInfo() .setConfidence(confidence);
results.add(ruleAndInfo) ;
}
}
return results;
}

public static class RuleConfidence
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private double confidence;

private int numMatchingTargets;

private int numMatchingSources;

public RuleConfidence(int numMatchingTargets, int numMatchingSources)

{

confidence = numMatchingTargets / (double) numMatchingSources;

this.numMatchingTargets = numMatchingTargets;

this.numMatchingSources = numMatchingSources;

}
public double getConfidence()
{
return confidence;
}
public int getNumMatchingTargets()
{
return numMatchingTargets;
}
public int getNumMatchingSources()
{
return numMatchingSources;
}
@0verride

public String toString()
{

return confidence + " (" + numMatchingTargets + "/"

+ numMatchingSources + ")";

3

public RuleConfidence findRuleConfidence(AlarmRule rule)

{

0;
0;

int numSourceApps

int numTargetApps
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Integer targetKind = rule.getTargetAlarmKind();
Integer[] sources = rule.getSourceAlarmKinds() ;
Integer lastSource = sources[sources.length-1];
for (int alarmIndex=0; alarmIndex<alarms.length; alarmIndex++) {
Alarm alarm = alarms[alarmIndex];
if (lalarm.getKind() .equals(lastSource))
continue;
// check if the previous sources are present
int numResults = intervallndex.lookup(alarm.getStartTime(),
intervalIndexResults);
int sourcelndex = 0;

long minEndTime = alarm.getEndTime() ;

for (int i = 0; i < numResults && sourcelndex < sources.length - 1;
i++) {
Alarm otherAlarm = alarms[intervalIndexResults[i]];
if (sources[sourcelIndex].equals(otherAlarm.getKind())) {
sourceIlndex++;
if (minEndTime > otherAlarm.getEndTime())
minEndTime = otherAlarm.getEndTime();

¥

if (sourceIndex==sources.length - 1) {
numSourceApps++;
// check if the target is present
long deadline = alarm.getStartTime() + rule.getDuration();
for (int targetAlarmIndex=alarmIndex + 1;
targetAlarmIndex < alarms.length;
targetAlarmIndex++) {
Alarm targetAlarm = alarms[targetAlarmIndex];
if (targetAlarm.getStartTime() > deadline ||
targetAlarm.getStartTime() >= minEndTime)
break;

if (targetAlarm.getKind() .equals(targetKind)) {
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numTargetApps++;

break;

3

return new RuleConfidence(numTargetApps, numSourceApps);

private ArrayList<AlarmRule> getRuleInstances(Alarm anchorAlarm)
{
ArrayList<AlarmRule> results = new ArrayList<AlarmRule>();
ArraylList<Alarm> causes = getCauses(anchorAlarm);
ArrayList<Alarm[]> causeSubsets = getCauseSubsets(causes);
for (Alarm[] causeSubset : causeSubsets) {
if (causeSubset.length==0)
continue;
Integer[] sourceKinds = new Integer[causeSubset.length];
for (int i=0; i<causeSubset.length; ++i)
sourceKinds[i] = causeSubset[i].getKind();
long duration = anchorAlarm.getStartTime() -
causeSubset [causeSubset.length-1] .getStartTime();
results.add(new AlarmRule(sourceKinds, anchorAlarm.getKind(),
duration));
}
return results;
}
private ArrayList<Alarm> getCauses(Alarm anchorAlarm)
{
int numResults = intervalIndex.lookup(anchorAlarm.getStartTime(),
intervalIndexResults);
ArrayList<Alarm> causes = new ArrayList<Alarm>();

for (int i = 0; i < numResults; i++) {
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Alarm alarm = alarms[intervalIndexResults[i]];
if (alarm.getStartTime() != anchorAlarm.getStartTime() &&
alarm.getEndTime() != anchorAlarm.getStartTime())
causes.add(alarm);

+
return causes;
b
private static ArrayList<Alarm[]> getCauseSubsets(ArrayList<Alarm> items)
{
ArrayList<Alarm[]> result = getCauseSubsets(items, 0);
return result;
b
private static int maxSubsetSize = 10; // Integer.MAX_VALUE;
private static ArrayList<Alarm[]> getCauseSubsets(ArrayList<Alarm> items,

int i)

ArraylList<Alarm[]> results = null;
if (i==items.size()) {
results = new ArrayList<Alarm[]>();
results.add(new Alarm[]{});
} else {
results = getCauseSubsets(items, i+1);
int slen = results.size();
for (int k=0; k<slen; ++k) {
Alarm[] subResult = results.get(k);
if (subResult.length == maxSubsetSize)
continue;
Alarm currentItem = items.get(i);
Alarm[] alt = new Alarm[subResult.length+1];
alt[0] = currentItem;
System.arraycopy (subResult, 0, alt, 1, subResult.length);
results.add(alt);
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b

return results;

}
public Alarm[] getAlarms()
{
return alarms;
}
public void setAlarms(Alarm[] alarms)
{
this.alarms = alarms;
}
public int getRuleMapSize()
{
return ruleMapSize;
}
public void setRuleMapSize(int size)
{
this.ruleMapSize = size;
}
public static void main(String[] args)
{

String[] alarmNames = { "A", "B", "C" };
ArrayList<Alarm> alarms = new ArrayList<Alarm>();
alarms.add(new Alarm(O0 /*Ax/, 0, 2));
alarms.add(new Alarm(1 /*Bx/, 1, 3));
alarms.add(new Alarm(2 /*Cx/, 2, 4));
alarms.add(new Alarm(O /*Ax/, 3, 5));
alarms.add(new Alarm(2 /*Cx/, 4, 6));
alarms.add(new Alarm(1 /*Bx/, 2, 5));

[EY

AlarmRuleMiner miner = new AlarmRuleMiner (alarms);

ArrayList<AlarmRuleAndInfo> results = miner.mineAlarmRules(0.9, 1);
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ArrayList<Alarm> testAlarms = new ArrayList<Alarm>();
testAlarms.add(new Alarm(1l /*Bx/, 1, 3));
testAlarms.add(new Alarm(2 /*Cx/, 2, 5));

AlarmRuleMiner testMiner = new AlarmRuleMiner (testAlarms);

for (AlarmRuleAndInfo result : results) {
System.out.println("Rule found in training set: " +
result.toString(alarmNames)) ;
RuleConfidence confidence = testMiner.findRuleConfidence(
result.getRule());

System.out.println("Confidence in test data: " + confidence);

o8



