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ABSTRACT

DISTRIBUTED SYNCHRONIZATION IN DELAYED AND

TOPOLOGY VARYING NETWORKS

There are numerous network applications where nodes require a common notion

of time, and as such distributed synchronization is an important task in topology

varying networks. In this thesis, we introduce a well known averaging based distributed

synchronization algorithm and investigate its convergence conditions under varying

topologies and delay.

When data are transmitted through the network, communication delays are un-

avoidable and it might degrade system performance. Furthermore, delay can cause a

stable system go unstable unless certain conditions are met. In this thesis, the conver-

gence of the consensus algorithm for delay varying networks is studied using properties

of scrambling matrices. It is shown that delay does not affect the convergence of the

algorithm so long as it is bounded. The effect of delay on convergence speed for some

well known topologies is also discussed. In order to reduce convergence time, fastest

converging system matrices are found for networks with symmetric connections by us-

ing Linear Matrix Inequalities. It is also shown that the fastest converging matrices for

fixed topologies will not provide the fastest convergence for varying topology networks.

Consensus algorithms are investigated for networks not only with non–faulty

nodes, but also with the faulty ones (or Byzantine nodes) that try to obstruct syn-

chronization by sending wrong clock information to other nodes. It is shown that a

network with Byzantine nodes will not be synchronized if the network topology and

synchronization algorithm do not meet some conditions. Theoretical results are also

illustrated by numerical examples.
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ÖZET

GECİKMELİ VE İLİNGESİ DEĞİŞEN AĞLARDA

DAĞITIK EŞ ZAMANLAMA

Birçok ağ uygulaması, düğümlerin ortak bir saat değerine sahip olmasını gerek-

tirir ve ilingesi değişen ağlarda dağıtık eş zamanlama da dolayısıyla önemli bir i̧stir.

Bu tezde, ortalama alma temelli bir dağıtık eş zamanlama algoritması tanıtılarak,

yakınsama koşulları ilingesi değişen ve gecikmeli ağlar için incelenmiştir.

Veri ağ boyunca iletilirken, haberleşme gecikmeleri kaçınılmazdır ve bu da sistem

performansını düşürebilir. Ayrıca belirli koşulların sağlanmaması halinde, gecikme

kararlı bir sistemi kararsızlığa sürükleyebilir. Bu tezde çırpıcı matrislerin özelliklerini

kullanarak, gecikmesi değişen ağlar için eş zamanlama algoritması incelenmiştir. Gecik-

menin sınırlandırılmış olduğu durumda, eş zamanlama algoritmasının yakınsamasını

etkilenmeyeceği gösterilmiştir. Bazı iyi bilinen ilingeler için gecikmenin yakınsama hızı

üzerine etkisi de ayrıca tartışılmıştır. Yakınsama süresini azaltmak amacıyla, simetrik

bağlantılı ağlar için en hızlı yakınsayan sistem matrisleri Doğrusal Matris Eşitsizlikleri

kullanılarak bulunmuştur. En hızlı yakınsayan matrislerin, ilingesi değişen ağlarda en

hızlı yakınsamayı sağlamadıkları da ayrıca gösterilmiştir.

Eş zamanlama algoritmaları yalnızca hatasız düğümler için değil, aynı zamanda

diğer düğümlere hatalı saat bilgisi göndererek eş zamanlamayı engellemeye çalışan

hatalı düğümler (Bizans düğümleri) için de incelenmiştir. Ağ ilingesi ve eş zamanlama

algoritmasının bazı koşulları sağlamaması durumunda, Bizans düğümlerinin bulunduğu

bir ağın eş zamanlanamayacağı gösterilmiştir. Teorik sonuçlar aynı zamanda sayısal

örneklerle doğrulanmıştır.
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1. INTRODUCTION

Clock synchronization is the task of achieving a common notion of time for the

nodes in the network. Many sensor network applications require the sensors share the

same clock value. This is very important in networks in order to evaluate sensor data

and predict future system behavior. There are lots of network applications where a

global clock is needed which include [1]:

(i) Military applications: Detection of nuclear, biological, and chemical attacks and

presence of hazardous materials; prevention of enemy attacks via alerts when en-

emy aircrafts are spotted; monitoring friendly forces, equipment and ammunition

(ii) Environmental applications: Forest fire monitoring, flood detection, and earth-

quake detection; monitoring ecological and biological habitats.

(iii) Civilian applications: Determining spot availability in a parking lot; active badge

tracking at the workplace; surveillance for security in banks and shopping malls;

highway traffic monitoring

(iv) Health applications: Tracking and monitoring doctors inside a hospital; identify-

ing pre-defined symptoms by telemonitoring human physiological data

(v) Home and K–12 education: The intelligent home and smart kindergarten, where

wireless networks are used in developmental, problem-solving environments

(vi) Scientific applications: Space and interplanetary exploration; deep undersea ex-

ploration, subatomic particle study, high-energy physics, study of cosmic radia-

tion

In wireless networks, the operation that forms a meaningful result by combining

all sensor data is called data fusion. For instance, in a forest fire monitoring application,

different sensors detect fire at different points in time when the fire enters the range

of each sensor. Sensor readings (direction or velocity) and timestamps are passed

along so that fusion of such information from different sensors will add up to a global

result. However, without a common notion of time, the direction of the fire cannot be

accurately detected.
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Without a synchronization algorithm, clocks can easily drift seconds per day,

accumulating significant errors over time. Furthermore, because different clocks tick

at different rates, they may not remain always synchronized although they are initially

synchronized.
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Figure 1.1. Node clock values under the lack of a synchronization algorithm

For example, in Fig 1.1, all clock values are reset at t = 0. However, different

clock rates cause divergence in clock values. This divergence poses serious problems in

applications that depend on a synchronized notion of time. Clock synchronization can

be done centrally or distributively.

1.1. Centralized Synchronization

In centralized systems, there is no need for synchronized time because there is

no time ambiguity. All processes set their clock to the master node’s clock which is

called the global clock. Cristian’s algorithm and the Berkeley Algorithm are examples

of solutions to the clock synchronization problem in centralized systems.
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The basic idea underlying the Cristian’s Algorithm is as follows [2]:

Assuming there is a time server which is connected to the Universal Time source,

a node N in the network applies the following three steps:

(i) N requests the time from the time server.

(ii) After receiving the request, the server prepares a response time T .

(iii) The node N sets then its time to T + RTT/2.

Cristian’s algorithm is a method for clock synchronization which can be used

in many fields of distributive computer science, but the algorithm is probabilistic, in

the sense that it only achieves synchronization if the round–trip time (RTT) of the

request, which estimates the time elapsed for a message to be delivered to a remote

place and come back again, is small compared to desired accuracy. It also suffers in

implementations using a single server, making it unsuitable for distributive applications

where redundancy may be significant.

In synchronization methods with a master node, the idea basically resembles the

algorithm of Berkeley [3]. In this algorithm:

(i) A master is chosen via an election process, e.g. Chang and Roberts’s algorithm

[4], which is a useful method in decentralized distributed computing.

(ii) The master collects the time stamps coming from slaves.

(iii) The master observes the round–trip time of the messages and estimates the time

of each slave and its own.

(iv) The master then averages the clock times. If any of the values are far from the

average, they will be neglected.

(v) Instead of sending the updated current time back to the other nodes, the master

then sends out the amount (positive or negative) that each slave must adjust

its clock. This avoids further uncertainty due to round–trip time for the slave

processes.
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Figure 1.2. Berkeley algorithm example (a) The master node gathers clock

information from the slave nodes (b) The master node sends clock differences to all

nodes (c) Nodes update their values using the difference data

The application of the Berkeley algorithm in a four–node network is illustrated in

Fig. 1.2. Once master node receives timestamps of three slave nodes, S3 is considered

to be faulty and therefore is not included in averaging. Master node responds all slave

nodes by timestamp differences and all nodes including the master node set their clocks

to the average value.

Throughout the thesis, we will concentrate on distributed synchronization.

1.2. Distributed Synchronization

In distributed systems, there is no global clock or common memory. Each pro-

cessor has its own local clock and its own notion of time. In order to achieve synchro-

nization, each node gets clock information of neighboring nodes and updates its clock
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value by applying an algorithm using these values.

1.2.1. Distributed Synchronization

Viscek et al. suggested a distributed algorithm for self–driven particle systems [5].

It is assumed that all particles have the same speed but different headings. Heading

information is shared by neighboring particles to provide a movement as a group.

Each particle collects clock information from others which are within a close distance,

r. Although Viscek’s model is not linear, most of the convergence algorithms designed

so far is the linearized version of Viscek’s algorithm which is given by

θi(t + 1) =
1

1 + |Ni(t)|
(θi(t) +

∑

j∈Ni(t)

θj(t)) (1.1)

where θi(t) is the heading angle of node i, Ni(t) is the set of neighbors of particle i and

|Ni(t)| is the number of neighbors of node i at time t.

This algorithm can be used as a distributed clock synchronization algorithm as

well. Instead of heading angles, clock information will be shared to achieve a common

clock value in the network. Each node should use this algorithm to update its clock

value by using the clock data of other nodes. However, a neighborhood is not necessary

as long as there is a connection between nodes. Since Viscek’s work, there has been

a vast amount of research activity on the study of distributed consensus algorithms

[6]-[20].

In 2003, a sufficient condition for convergence of the headings is given by Jad-

babaie and his co–authors [6]. The proof is based on Wolfowitz’s theorem on conver-

gence of stochastic matrices products. It requires the existence of an infinite sequence

of contiguous nonempty bounded time intervals across which all the agents are linked

together.

Moreau analyzed the convergence of such multi–agent systems and his analysis
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is based upon a blend of graph–theoretic and system–theoretic tools with the notion

of convexity playing a central role [7].

Tsitsiklis et al. also studied the convergence of such systems, for networks with

time–varying coefficients and time delays: if at time t an agent i uses the value of an

agent j to update his value, it can use an outdated value with τij < t instead of the

most recent clock value [8].

Li and Wang suggested a weaker condition for the convergence of the system

(1.1). They require the graph of the network to be connected in a limited number of

steps if two vertices were connected to each other [9].

In this thesis, we examine the convergence of consensus algorithms in delay and

topology varying networks [8], [10], [11], [12]. The algorithm we consider is the delay

extended version of [14], [15]. It is proved in [8],[12] that the consensus algorithm

converges so long as delay is bounded and a network connectivity condition is satisfied.

In [12], Xiao and Wang proved the convergence using the concept of spanning trees

discussed in [11]. We establish the same fact by showing that a finite power of the

delay augmented system matrix is scrambling. On the other hand, neither [8] nor [12]

considers the possible detrimental effect of delay on convergence speed. We investigate

the effect of bounded delay on convergence speed and show by constructing certain

topologies that delay does not always reduce convergence speed. Moreover, we also

study the same convergence algorithm for networks with faulty nodes. Throughout the

thesis, a distributed clock synchronization algorithm similar to (1.1) will be used.

1.3. The Organization of the Thesis

In Chapter 2, the consensus algorithm that is studied throughout the thesis is

introduced, and the convergence conditions are determined. Since network mobility

will cause topology to switch, the algorithm is analyzed for varying topology networks.

In Chapter 3, in addition to varying topology, we study the consensus under
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bounded delay since it is very common in a wireless network. It is shown that a

varying topology and delay network will be synchronized under the same assumptions

as the convergence of fixed–topology and no–delay networks.

We investigate the relationship between the system matrix and the convergence

speed in Chapter 4 and the effect of delay on convergence speed of the consensus algo-

rithm. It is shown theoretically and by examples that the effect of delay on convergence

speed is not always adverse. The results obtained by using the concepts we introduce

in Chapter 3.

In Chapter 5, We suggest two different methods to provide a faster convergence;

however these methods are not always applicable and even if it is applicable, this fast

convergence does not work in topology varying networks.

We investigate the consensus algorithm for a network with faulty nodes as well.

These faulty nodes cause instability in general; however, synchronization can be achieved

under some assumptions that we discuss in Chapter 6. Finally, concluding remarks are

given in Chapter 7.
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2. AVERAGING BASED SYNCHRONIZATION

In the introduction, we discussed several algorithms that might be used for syn-

chronization. Throughout the thesis, we will focus on averaging based consensus al-

gorithms. In such algorithms, the nodes use not only their own values but also those

of neighboring nodes in order to synchronize. Before discussing the algorithm in de-

tail, some important information about graph representation of networks is introduced

below.

2.1. Graph Representation of Networks

In communication networks, data flow is usually expressed by graph represen-

tation. In the following definitions, V denotes the set of vertices from 1 to n, E(t)

represents the set of directed edges at time t and (j, i) ∈ E(t) holds if and only if there

is communication between node j to node i at time t.

Definition 2.1.1. A graph is symmetric if and only if (j, i) ∈ E(t) then (i, j) ∈ E(t).

Definition 2.1.2. A graph is connected if there is communication, not necessarily a

direct one, between any two nodes and if the graph is symmetric. Moreover, a graph

is complete if it is connected and there is a direct communication between all vertices.

Definition 2.1.3. An adjacency matrix for (V,E) is defined as an n × n matrix G =

[gij], where gij = 1 if there is communication between node j to node i, and gij = 0 if

there is no communication.

All elements of the adjacency matrices of complete graphs are one and symmetric

graphs have symmetric adjacency matrices.

Example 2.1.1. Let the topology of a network be as given in Fig 2.1. This network
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Figure 2.1. The graph representation of a four node network

has the adjacency matrix

G =

















1 0 0 0

1 1 1 0

1 0 1 1

0 0 1 1

















. (2.1)

2.2. The Consensus Algorithm

In discrete–time, the averaging based distributed consensus algorithm is expressed

as

xi(t + 1) =
n

∑

j=1

aij(t)xj(t) (2.2)

where aij(t) is the non–negative weighting coefficient for the information coming from

node j to node i, and xj(t) is the clock value of node j. Each node uses this equation

to update its value in every step. For an n–node network, (2.2) can be represented in

the matrix form

x(t + 1) = A(t)x(t), A(t) ∈ A (2.3)

where x(t) = [x1(t), ..., xn(t)]T is the vector containing clock values of nodes and A(t)

is the system matrix composed of the weighting coefficients aij(t). Throughout the

thesis, it is assumed that the system matrices satisfy the following assumption.
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Assumption 2.2.1. (i) There exists a positive constant ξ such that aii(t) > ξ, for

all i and t.

(ii) aij(t) ∈ {0} ∪ [ξ, 1], for all i, j and t.

(iii)
∑n

j=1 aij(t) = 1, for all i and t.

Assumption 2.2.1(i) requires that each node should use its own value in its update.

(ii) is related to network connectivity and ensures that we use data received from

neighboring nodes with positive weights. The averaging coefficients sum up to one for

each node as stated in (iii).

The main purpose of the algorithm is to converge to a common notion of time,

or mathematically

limt→∞x(t) = [c, ..., c]T (2.4)

where c is the common clock for the nodes.

Definition 2.2.1. A matrix A ∈ ℜn×n is said to be row–stochastic if the following

conditions are satisfied:

(i) aij ≥ 0, for all 1 ≤ i ≤ n.

(ii)
∑n

j=1 aij = 1, for all 1 ≤ i ≤ n.

This implies that connectivity of the nodes are non–negative and they sum up

to one for each node update. Note that a row–stochastic matrix A satisfies Ae = 1e

where e = [1, 1, . . . , 1]T is the eigenvector corresponding to the eigenvector λ1 = 1.

Lemma 2.2.1. (Markov [21]) Let x be a nonnegative vector and A a stochastic matrix.

If z = Ax then

max
i

zi − min
i

zi ≤ τ(A)(max
i

xi − min
i

xi) (2.5)
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where

τ(A) =
1

2
max

i,j

∑

k

|aik − ajk|. (2.6)

It is obvious from the definition that τ(A) ≤ 1 for a row stochastic matrix A. This also

implies that the minimal entry in Ax is non–decreasing over the minimal entry of x,

and the maximal entry in Ax is non–increasing in the maximal entry of x.

Definition 2.2.2. For a stochastic matrix A, the quantity τ(A) is called the the coef-

ficient of ergodicity of A. If τ(A) < 1, the matrix A is called scrambling.

Definition 2.2.3. A stochastic matrix A is called ergodic if limt→∞At = edT for some

d ∈ ℜn where e = [1, 1, . . . , 1]T .

A scrambling matrix is contractive in the difference of the entries in a vector.

Therefore, a scrambling matrix is ergodic, but the opposite is not true in general [19].

Example 2.2.1. Let the system matrix of a four node network be

A =

















1/2 1/2 0 0

1/3 1/3 1/3 0

0 0 1/2 1/2

1/3 1/3 0 1/3

















. (2.7)

The coefficient of ergodicity of the above matrix is one, so it is not scrambling. However

it is ergodic, as we have

limt→∞At =

















0.3158 0.3158 0.2105 0.1579

0.3158 0.3158 0.2105 0.1579

0.3158 0.3158 0.2105 0.1579

0.3158 0.3158 0.2105 0.1579

















= edT , (2.8)

where d = [0.3158, 0.3158, 0.2105, 0.1579]T .
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Figure 2.2. Gershgorin circles of the system matrices

2.3. Convergence of the Consensus Algorithm

Theorem 2.3.1. (Gershgorin circle theorem [10]) Every eigenvalue of an n×n matrix

A, lies within at least one of the Gershgorin circles defined by:

D(aii, Ri) =

{

z ∈ C : |z − aii| ≤
n

∑

j=1,j 6=i

|aij|
}

(2.9)

where aii is the i − th diagonal element of A.

Applying Gershgorin circle theorem to the system matrix, we find that the eigen-

values are in the following region

n
⋃

i=1

{z ∈ C : |z − aii| ≤ 1 − aii} . (2.10)

Gershgorin circles are depicted in Fig 2.2. It is obvious from the figure that the union

of these regions is the region surrounded by the circle with the largest radius. Since

the radius is defined by 1 − aii, the smaller diagonal element of the system matrix A

defines the region where all eigenvalues are inside. Due to the Assumption 2.2.1(i),

aii is positive and this region is a subset of the region surrounded by the unit circle.

Since A is row–stochastic, we know that one of the eigenvalues of A is equal to one.

In order to prove stability, we have to show that eigenvalue one has a multiplicity of
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one. In a network, if there is a node which affects all others directly or indirectly, and

the system matrix A satisfies Assumption 2.2.1, the eigenvalue one has a multiplicity

of one. Then the convergence follows.

2.4. Convergence of the Algorithm for Varying Topology

In the previous section, we have shown that under the given assumptions the

algorithm (2.2) converges for a fixed topology. However, topologies of wireless networks

change as the communication between nodes are lost or new communication links are

formed. In this section, we will examine such networks with switching topologies.

Theorem 2.4.1. ([19]) Given A = {A1, ..., AN}, if there is a node which affects all

others directly or indirectly for each topology, then the system achieves consensus for

varying topology.

Proof. Since each topology satisfies Assumption 2.2.1, the k–th power of each system

matrix where k ≤ n − 1 should be scrambling. Assuming A is a finite set, i.e., A =

{A1, ..., An}, define the sets πk, k ≥ 1, which contain all products of matrices of length

k from the set A, e.g., π1 = A. Then there exists a K ≤ n− 1 where all matrices in πK

are scrambling. This implies that for each topology, the maximum difference between

nodes will decrease in each step.

Example 2.4.1. Consider the following two averaging matrices for a four–node net-

work

A1 =

















1 0 0 0

1/4 3/4 0 0

0 1/2 1/2 0

0 0 1/3 2/3

















(2.11)
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Table 2.1. The ergodicity coefficients for the matrices in the set π3

Matrix The coefficient of ergodicity

A3
1 0.9583

A3
2 0.5208

A2
1A2 0.8889

A2
2A1 0.6250

A2A
2
1 0.5417

A1A
2
2 0.7500

A1A2A1 0.7500

A2A1A2 0.6458

A2 =

















1/4 3/4 0 0

0 2/3 1/3 0

0 0 1/2 1/2

0 0 1/2 1/2

















. (2.12)

The system matrices A1 and A2 are not scrambling; however, the set π3 can be con-

structed as follows:

π3 = {A3
1, A

3
2, A

2
1A2, A

2
2A1, A2A

2
1, A1A

2
2, A1A2A1, A2A1A2}.

It is straightforward to calculate the ergodicity coefficients using (2.6) for all matrices

in π3. As given in Table 2.1, they are all less than one which implies that they are

scrambling and consequently ergodic. Therefore, synchronization is achieved. Starting

from initial clock values x0 = [1, 0.9, 0.8, 0.7]T , in the case of system matrices switch-

ing between A1 and A2, the maximum difference between node values are depicted

in Fig 2.3. It is a non–increasing function of time; however it is not monotonously

decreasing since the system matrices are not scrambling.
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Figure 2.3. The maximum clock difference between nodes for a four node, varying

topology network

2.4.1. Convergence Proof Using Graph Representation

It is proved above that the algorithm (2.2) is convergent for both fixed and topol-

ogy varying networks. We have proved the convergence by using the properties of

scrambling matrices so far. It is known that the selection of the averaging coefficients

do not affect convergence as long as they satisfy Assumption 2.2.1. This means that the

convergence is related to the network structure, not the actual values of the averaging

coefficients. In this sub–section we will relate the convergence to the network structure

properties (or, in mathematical terms, adjacency matrices).

Let G = {G1, ..., Gn} be the set of adjacency matrices for the graphs associated

with the matrices A1, ..., An. Let Gk be the similar set for πk. Under Assumption 2.2.1,

following result can be stated [19]:

Lemma 2.4.1. (i) If every G ∈ G is connected, then there exists an integer K ≥ 1

for which every element of GK is complete.

(ii) Assume that every graph of G ∈ G has a node which affects all others directly or
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indirectly. Then there exists an integer K ≥ 1 for which every graph of GK has

a node (not necessarily the same) that reaches every other node in one step.

Proof. Suppose that every graph G ∈ G is connected. Consider an arbitrary product

of the adjacency matrices G = Gi1Gi2 ...GiK = [gij] for an arbitrary index set ij ∈
{1, 2, ..., N}. Then gij is given by

gij =
n

∑

k1=1

n
∑

k2=1

...

n
∑

kK=1

gi,k1k2 ...gi,K1kKj (2.13)

where gk,lm is the (l, m)–th component of the adjacency matrix Gk. Recall that gk,lm is

non–zero if there is a path of length one from node m to l. Hence gij in (2.13) will be

non–zero for all i, j and for K = n − 1, as the graphs are connected and every node is

accessible from every other in at most n−1 steps. Thus, proof of part (i) is completed.

For the second part assume that every graph G of G has a node j0 from which

there exists a path to all others. From (2.13), gij will be non–zero for all i and j = j0,

i.e., G will have a positive column, which yields the desired result.

Theorem 2.4.2. [19] Given a set of matrices A, let the associated set G satisfy one

of the following:

(i) Every G ∈ G is connected, or

(ii) For every graph G of G, there is a vertex from which there is a path to all other

vertices.

Then there exists a positive K where all matrices in πK are scrambling and hence

consensus is achieved.

Proof. Suppose that every graph in G is connected. Then by Lemma 2.4.1(i), there

exists an integer K ≥ 1 for which every element of GK is complete, which implies

that all the matrices in πK are strictly positive (and also scrambling), and consensus

is achieved.
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Under hypothesis (ii), it follows from Lemma 2.4.1(ii) that all matrices in πK are

scrambling, hence the conclusion.

2.5. Summary of the Chapter

In this chapter, we have introduced the distributed synchronization (consensus)

algorithm that is the topic of this thesis. Mathematical preliminaries, including graph

theoretic concepts, definitions of ergodicity, stochastic and scrambling matrices have

been developed. Subsequently, the distributed algorithm in (2.2) is expressed as a

switched system in (2.4) whose convergence properties are studied in Theorems 2.4.1

& 2.4.2 for fixed and topology varying networks. These results are mainly derived using

the scrambling properties of row–stochastic matrices. Algorithm (2.2) is investigated

in this chapter for topology varying case. In the next chapter, we extend these results

to the delayed networks.
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3. SYNCHRONIZATION IN DELAYED NETWORKS

Communication delay is unavoidable in wireless networks. It is known that delay

may degrade system performance and may even induce instability. In this chapter, we

introduce the delayed version of algorithm (2.2) and study its convergence properties.

3.1. Mathematical Model of Delayed Algorithm

In case of communication delay between nodes, the algorithm (2.2) can be mod-

ified as

xi(t + 1) = aii(t)xi(t) +
n

∑

j=1,j 6=i

aij(t)xj(t − τij) (3.1)

where τij is the communication delay between node i and j . In order to examine the

effect of delay on synchronization, in addition to Assumption 2.2.1, it is assumed that

the delay is bounded.

3.2. Convergence of the Consensus Algorithm Under Delayed Information

When delay between nodes is fixed, i.e., τij = τ for all i, j, then the update

algorithm (3.1) can be written in matrix form as

x(t + 1) = ADx(t) + AD−x(t − τ) (3.2)

where AD = diag(aii), AD− = A − AD and τ is the uniform delay between the nodes.

By defining the augmented state vector

x̂(t) = [x(t + τ)T , x(t + τ − 1)T , ..., x(t)T ]T ,
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the system in (3.2) can be rewritten as:

x̂(t + 1) = Â(t)x̂(t) (3.3)

where

Â =























AD 0 . . . 0 AD−

I 0 . . . 0 0

0 I . . . 0 0
. . .

0 0 . . . I 0























(3.4)

is a square matrix of dimension (τ + 1)n × (τ + 1)n [20].

Lemma 3.2.1. If there exists a node that affects all others directly or indirectly when

τ = 0, then (3.3) achieves consensus under bounded delay τ .

Proof. Suppose that there exists a node which affects the others directly or indirectly

for τ = 0. From [19], we know that An−1 is scrambling. We now show that Â(τ+1)n−1

is scrambling which will imply that synchronization is achieved. To this end, we first

compute Âτ = [Âτ
ij]:

Âτ
ij =































f(i,1)(D) if j = 1 and i ≤ τ

I if j = 1 and i = τ + 1

0 if j ≤ i and j 6= 1

f̄(i,j)(A) if j > i

(3.5)

where f(i,j)(A) has the same adjacency matrix as A; f̄(i,j)(A) is defined similarly but

with zero diagonal elements; and f(i,j)(D) is a diagonal matrix. Note that the individual

numeric values of the components of each of these sub–matrices are not important in

showing that Â(τ+1)n−1 is scrambling. Note also that the first row of Âτ is composed
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of matrices that are diagonal. By straightforward algebra, we can compute Â2τ+1 =

[Â2τ+1
ij ] as

Â2τ+1
ij =



















g(i,1)(A) if j = 1

ḡ(i,j)(A) if j ≤ i and j 6= 1

ḡ(i,j)(A
2) if j > i

(3.6)

where the functions g(i,j)(·) and ḡ(i,j)(·) are defined in the same way f(i,j)(·) and f̄(i,j)(·)
are defined. From (3.6), we could conclude that Â2τ+1 is scrambling (hence synchro-

nization is achieved) if A were itself scrambling. This is due to the fact that there are

τ + 1 blocks of n × n matrices in the same form of A in the first column of Â2τ+1.

In case, A is not scrambling, we compute Â(τ+1)n−1 = [Â
(τ+1)n−1
ij ] as

Â
(τ+1)n−1
ij =



















h(i,1)(A
n−1) if j = 1

h̄
(n−1)
(i,j) (A) if j ≤ i and j 6= 1

h̄
(n)
(i,j)(A) if j > i

(3.7)

where h(i,j) functions are defined similar to f(i,j) and g(i,j). Furthermore, h̄
(k)
(i,j)(A) is

a k − th order polynomial of h̄(A). The first column of (3.7) consists of τ + 1 blocks

of n × n matrices in the same form of An−1. From [19], when there is a node which

affects all other nodes directly or indirectly when τ = 0, An−1 is a scrambling matrix.

Therefore, from (3.7), Â(τ+1)n−1 is scrambling if and only if An−1 is scrambling. Since

this is guaranteed by assumption, synchronization is achieved under bounded delay.
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3.2.1. Fixed Delay and Varying Topology Networks

In this sub–section, we will assume a network with a uniform fixed delay between

nodes and analyze the effect of switching between a finite number of averaging matrices

A = {A1, A2, ..., AN}. Let Â = {Â1, Â2, ..., ÂN} be the set of delayed system matrices

associated with A.

Lemma 3.2.2. Given A = {A1, ..., AN}, if there is a node which affects all others

directly or indirectly for each topology when τ = 0, then the delayed system achieves

consensus for τij = τ .

Proof. If each Ai ∈ A satisfies Assumption 2.2.1 and if there is a node which affects all

others directly or indirectly when τ = 0, the corresponding Â
((τi+1)n−1)
i is scrambling.

Define the sets πk, k ≥ 1, which contain all matrix products of length k obtained from

the set Â. For some positive constant K ≤ (τi+1)n−1, all matrices in πK are scrambling

[19]. Hence a varying topology and fixed delay network achieves consensus.

3.2.2. Varying Delay and Fixed Topology Networks

In this sub–section, we examine the convergence properties of the consensus algo-

rithm for networks of fixed topology but under randomly changing amounts of bounded

delay.

Lemma 3.2.3. Assume a fixed topology. If there is a node which affects all other nodes

directly or indirectly when τ = 0, then the delayed algorithm achieves consensus for

arbitrary varying delay.

Proof. Since delay is bounded by τmax, we can define the state vector

x̂(t) = [x(t + τmax)
T , x(t + τmax − 1)T , . . . , x(t)T ]T
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and the system matrices Âτi
with the dimensions, (τmax + 1)n:

Âτi
=









































AD 0 . . . 0 AD− 0 . . . 0

I 0 . . . . . . . . . . . . . . .
...

0 I 0 . . . . . . . . . . . .
...

...
. . . . . . . . . . . . . . . . . .

...
...

. . . . . . . . . . . . . . . . . .
...

...
. . . . . . . . . . . . . . . . . .

...
...

. . . . . . . . . . . . . . . . . .
...

0 . . . . . . . . . . . . 0 I 0









































(3.8)

where AD− is the (τ + 1) − th sub–matrix of the first row of Âτi
. Since Âτi

have the

same dimensions, a positive constant K ≤ (τmax + 1)n − 1 can be found such that all

matrices in πK are scrambling as given in the proof of Lemma 3.2.2. Hence consensus

is achieved.

3.2.3. Varying Delay and Varying Topology Networks

Lemmas 1-3 are combined in the following Theorem.

Theorem 3.2.1. If there is a node which affects all other nodes directly or indirectly for

each topology, then the system achieves consensus for arbitrary varying delay networks.

Proof. Since delay is bounded by τmax, we can construct such Â matrices that they

have same dimensions as in the varying delay fixed topology case. For varying topology

case, we will construct the Â matrices not only for all τi, but also for all Ai ∈ A. The

matrices Â
((τi+1)n−1)
Ai,τi

become scrambling for all τi and Ai. Given

Â = {ÂA1,τmin
, ..., ÂA1,τmax

, ÂA2,τmin
, ..., ÂAn,τmax

},

define the sets πk, k ≥ 1, which contain all matrix products of length k from the

set Â. As in the proofs of Lemma 3.2.2-3.2.3, there exists some positive constant
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Figure 3.1. Two different topologies for a network of n = 3 nodes

K ≤ (τmax + 1)n − 1 such that all matrices in πK are scrambling. Hence a varying

delay and varying topology network achieves consensus.

Comment: The consensus conditions for the no–delay case are the necessary and

sufficient conditions for the varying delay and varying topology case as well.

3.2.4. A Numerical Example

Now let us illustrate the convergence properties with a simple example. Consider

two topologies of a three node network depicted in Fig. 3.1. Let the corresponding

averaging matrices be

A1 =











1/2 0 1/2

1/6 5/6 0

2/7 0 5/7











(3.9)

A2 =











1/3 0 2/3

3/5 2/5 0

0 4/7 3/7











(3.10)

and the delay parameter switching between τmin = 3 and τmax = 6. As A1 and A2

both satisfy Assumption 2.2.1 and there is a node affecting the others in each case,

there exists a K value such that πK becomes scrambling. Hence from Theorem 3.2.1, it

can be concluded consensus will be achieved. This is also confirmed in the simulations

shown in Fig. 3.2.
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Figure 3.2. The node values for τmin = 3 ≤ τ(t) ≤ τmax = 6 and varying topology

network

3.3. Summary of the Chapter

In this chapter, we have investigated the distributed synchronization algorithm

for delayed networks. We have studied the delayed version of (2.2) and discussed its

convergence properties. A new state vector and augmented system matrix are intro-

duced in the modified algorithm and this algorithm is expressed as a switched system

as given in (3.3). We have proved that although the augmented system matrix Â is

not scrambling, a finite power of it is scrambling under Assumption 2.2.1. It is also

shown that all delayed system matrices can be expressed as matrices with the same

dimensions, since delay is bounded by τmax. Convergence properties of delayed consen-

sus algorithm are studied in Theorem 3.2.1 using the concept of scrambling matrices

and matrix product sets. It has been shown both theoretically and by simulations that

convergence is not affected by varying topology and varying delay so long as delay is

bounded.
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4. THE CONVERGENCE SPEED

In a network, the total time required to synchronize a network is called con-

vergence time. A consensus algorithm that requires a large number of information

exchanges for synchronization will result longer convergence time. Furthermore, in

sensor networks, the speed of convergence is crucial since stored energy in sensors are

very limited. Therefore faster convergence is always a desired performance metric for

synchronization algorithms.

In Chapter 2, it has been shown that the convergence is not related to the averag-

ing coefficients, but the network structure. On the other hand, the averaging coefficients

play an important role in the speed of convergence of the convergence algorithm. For

the same network, different averaging matrices may have different convergence speeds.

In this chapter, we will derive the relationship between the structure of the system ma-

trices and the convergence speed, so that with that information we are able to speed

up the convergence.

4.1. Terms Related to Convergence Speed

Given a maximum offset, d0, between the components of the initial state vector,

x(0),

d0 = max
i

xi(0) − min
i

xi(0), (4.1)

it is important to determine the number of steps, k, required to achieve a desired level

of synchronization accuracy ǫ. In this section, we will give detailed information about

two terms related with the convergence speed of consensus algorithms.



26

4.1.1. The Coefficient of Ergodicity

From Chapter 2, we know that the coefficient of ergodicity is not greater than

one for row–stochastic matrices. We also know that the difference between maximum

and minimum value of a vector decreases when it is less than one.

Lemma 4.1.1. (Markov [21]) Let A1, ..., An be row–stochastic matrices. Then the

following inequalities are satisfied:

τ(A1...An) ≤ τ(A1)...τ(An) (4.2)

and

τ(Ak) ≤ τ(A)k (4.3)

for any row–stochastic matrix A.

From (2.5) and (4.3), following equation can be written

kmax = logτ(A)(ǫ/d0). (4.4)

Equation (4.4) provides a bound on the convergence speed and we can say that a

matrix with a smaller coefficient of ergodicity will have a smaller kmax value; however

this does not ensure faster convergence.

Example 4.1.1. Let two system matrices A1 and A2 given as

A1 =











0.1653 0.3607 0.4740

0.2931 0.3439 0.3631

0.0341 0.6667 0.2992











(4.5)
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A2 =











0.3460 0.5157 0.1383

0.3098 0.3533 0.3369

0.0699 0.5020 0.4281











. (4.6)

In this example, the first system achieves consensus in less steps than the second

system. It can be mathematically shown that while τ(A1) = 0.3228 is greater than

τ(A2) = 0.2898, τ(A1
5) = 0.0004 is less than τ(A2

5) = 0.0019. This is because of the

fact that (4.3) holds for each system.

Since the coefficient of ergodicity is not a good means to compare convergence

speeds as illustrated by the above example, we have to use alternative properties of

the system matrices to make better comparisons.

4.1.2. The Second Largest Eigenvalue

In Section 2.3, it is proved that the largest eigenvalue of a system matrix is one.

Moreover, all other eigenvalues are less than one (in magnitude). Let λ2 be the second

largest eigenvalue.

λ1 = 1 > |λ2| ≥ ... ≥ |λn| (4.7)

Then the convergence speed is related to λ2 and a smaller λ2 provides faster conver-

gence.

Example 4.1.2. Consider the system matrices given in Example 4.1.1. The second

largest eigenvalues of the system matrices A1 and A2 are λ2(A1) = 0.1921 and λ2(A2) =

0.2837, respectively. Since λ2(A1) < λ2(A2), the first system converges faster.

4.2. The Effect of Delay on Convergence Speed

In control systems, it is well known that delay may degrade system performance

and even cause instability. Maybe somewhat surprisingly, it is seen from Theorem
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Figure 4.1. Simulation results for delay (τ = 2) and no–delay networks using the

system matrix in (4.8)

3.2.1 that delay does not have an adverse effect on the convergence of the distributed

consensus algorithm so long as it is bounded. While this is the case, whether it has

any effect on the convergence speed needs to be investigated. This is the subject of

this section.

As a first step, let us consider a network of three nodes and the topology in

Fig. 3.1(b) and the system matrix as follows

A =











0.924 0 0.076

0.052 0.948 0

0 0.507 0.493











. (4.8)

In our simple example, the second largest eigenvalue of A is λ2 = 0.8613, while the

second largest eigenvalue of the one–step delayed system has magnitude |λ̄2| = 0.7722.

Surprisingly, this implies that the delayed system converges quicker, which is also

confirmed by the simulation results depicted in Fig. 4.1.
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Figure 4.2. Some important topologies: a) Chain, b) Master − Slave, c)

Hierarchical

The above example illustrates that delay may not always degrade the performance

of the consensus algorithm. In the sequel, we investigate special topologies where

the performance of the delayed and non–delayed algorithm is the same. Specifically,

consider the topologies given in Fig. 4.2. In the first topology, each node receives

previous node’s clock information and updates its own clock. The next topology is

known as Master–Slave topology where the first node shares its information with the

rest. The third one is the hierarchical topology. In the hierarchical topology, each

node receives the leading node’s information in one or more number of steps. In all

of these topologies, diagonal elements of the system matrix are also the eigenvalues of

the matrix. The system matrices are lower triangular and eigenvalues are the diagonal

elements. The largest eigenvalue of the matrix is λ1 = d11 = 1 where dii is the i − th

diagonal element of the matrix. All of the other eigenvalues are positive and less than

one.

Theorem 4.2.1. In topologies where the system matrix is lower triangular or upper

triangular, as in Fig. 4.2, delay does not decrease convergence speed of the algorithm

(3.1).

Proof. In the previous section, the system matrix of a system with delay was given in

(3.4). In general, the eigenvalues of the delayed system matrix can be calculated as
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the roots of the determinant

|λτ+1I − λτAD − AD−|

where τ is the uniform delay between nodes. It is straightforward to compute that the

determinant is equal to λτn(λ− λ1)(λ− λ2)...(λ− λn) where λ1 = 1 > |λ2| ≥ ... ≥ |λn|
are the eigenvalues of the same system without delay. The only difference between

the eigenvalues of the delayed and the non–delayed systems is the existence of τn zero

eigenvalues in the delayed case. Since this does not change the second largest eigenvalue

λ2, delay does not affect the convergence speed in such topologies.

Theorem 4.2.1 delineates certain well known topologies where the performance of

the consensus algorithm in terms of convergence speed is not adversely affected. Now

let us consider a special topology where all nodes communicate with each other and

use the averaging algorithm with equal weights 1/n. In this case, all eigenvalues of

the system matrix are equal to zero except for λ1 = 1; hence consensus is achieved in

one–step. The second largest eigenvalue of the delayed system is nonzero and therefore

it cannot converge in one step.

4.3. Summary of the Chapter

In this chapter, we have investigated the relationship between the structure of

the system matrices and the convergence speed. Two different structural properties,

the coefficient of ergodicity and the second largest eigenvalue are discussed. We have

found that the coefficient of ergodicity provides an upper bound, kmax, for the number

of steps to achieve synchronization; however, the actual number of steps is far less

than this upper bound in general. We have also studied the effect of the second largest

eigenvalue of the system matrix A to the convergence speed, and concluded that a

smaller second largest eigenvalue (in magnitude) will result faster convergence.

Subsequently, we have examined the effect of delay on the convergence speed. It
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is proved that delay does not decrease convergence time for some certain topologies;

moreover, a properly chosen system matrix may provide faster convergence in the

delayed case.

In conclusion, it is important for a system matrix to have a smaller second largest

eigenvalue for faster convergence. The derivation of system matrices that will lead to

optimized performance will be analyzed in the next chapter.
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5. PROPER SELECTION OF SYSTEM MATRICES

From Chapter 4, we know that the convergence speed is related with the second

largest eigenvalue of the system matrix. To speed up consensus, the weighting coeffi-

cients have to be chosen properly so that the second largest eigenvalue should be as

small as possible. In this chapter, we will concentrate on finding system matrices to

provide faster convergence.

5.1. Non–negative Inverse Eigenvalue Problem

Definition 5.1.1. A real n× n matrix is said to be non–negative if each of its entries

is non–negative.

Since the system matrices considered in this thesis satisfy Assumption 2.2.1(ii),

they are non–negative matrices.

Definition 5.1.2. Given a list of n complex numbers, σ = {λ1, ..., λn}, the problem

of finding a non–negative n × n matrix with eigenvalues σ is called The Non–negative

Inverse Eigenvalue Problem. If such a matrix A exists, we say that A realizes σ.

Finding necessary and sufficient conditions for a list of given eigenvalues to be

realizable as the eigenvalues of a non–negative matrix has been a challenging area of

research for more than sixty years and this problem is not solved yet [22]. As stated

in [23], although many necessary and sufficient conditions exist, necessary conditions

are too general while sufficient conditions are too specific. Let us give some definitions

that the algorithm is based on.

Definition 5.1.3. Let H be a Hilbert space and x be an element in H. Let C be a

closed subset of H. Any c0 ∈ C such that ‖x − c0‖ ≤ ‖x − c‖ for all c ∈ C is called a

projection of x onto C.

Definition 5.1.4. A unitary matrix is an n×n complex matrix satisfying the condition
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U∗U = UU∗ = In where In is the identity matrix with the dimension n and U∗ is the

conjugate transpose of U .

Definition 5.1.5. (Schur Decomposition). Given A ∈ C
n×n with eigenvalues σ =

{λ1, ..., λn} in any prescribed order, there exists a unitary matrix U ∈ C
n×n and an

upper triangular matrix T ∈ C
n×n such that

A = UTU∗ (5.1)

and Tii = λi, i = 1, ..., n.

Now we define two sets that will help us to construct the non–negative inverse

eigenvalue problem (NIEP):

Let M = {A ∈ C
n×n|A = UTU∗ for some unitary U and some T ∈ T} and N = {A ∈

ℜn×n|Aij ≥ 0 for all i, j}. The purpose of our NIEP algorithm is to find a matrix that

exists in both sets:

X ∈ M ∩ N. (5.2)

Definition 5.1.6. Suppose U ∈ C
n×n is unitary and T ∈ C

n×n is upper triangular. Let

{λ̂1, ..., λ̂n} be a permutation of the list of eigenvalues σ such that, among all possible

permutations, it minimizes

n
∑

i=1

|λ̂i − Tii|2. (5.3)

Define

T̂ij =







λ̂i if i = j

Tij otherwise
(5.4)

The NIEP Algorithm:
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(1) Choose a non–negative matrix Y ∈ ℜn×n with random elements,

(2) Calculate Schur decomposition of Y : Y = UTU∗.

(3) Define T̂ = [T̂ij]

(4) X = UT̂U∗

(5) Update X = [xij] such that

xij =



















ξ if Gij = 1 and xij < ξ

0 if Gij = 0

xij otherwise

(5.5)

where ξ is a small positive constant.

(6) If ‖X − Y ‖ = (
∑

i,j |Xij − Yij|2)1/2 > ǫ, set Y = X and go to step 2.

Finding necessary and sufficient conditions for finding a matrix X with desired eigen-

values is still unsolved, thus convergence of the NIEP algorithm is not guaranteed.

5.1.1. Non–Negative Inverse Eigenvalue Problem for Row–Stochastic Ma-

trices

So far, we have discussed finding non–negative matrices with the lack of stochas-

ticity condition so far. In this section, we are interested in developing a solution for

row–stochastic and non–negative matrices. If a non–negative matrix with a given list

of eigenvalues can be constructed, we can convert the matrix into a row–stochastic

matrix.

Lemma 5.1.1. [22] Let Y be a non–negative matrix with spectrum σ and v the eigen-

vector corresponding to λ1 = 1. If elements of v are all positive/negative, then A =

D−1Y D is a row–stochastic and non–negative matrix with the same spectrum of Y

where D is a diagonal matrix whose diagonal elements are composed of the elements of

v.

Proof. If v = [v1, ..., vn]T is the eigenvector of Y corresponding to the eigenvalue λ1 = 1,
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then it satisfies

Y v = 1v (5.6)

which can be represented by n equations as follows

y11v1 + y12v2 + ... + y1nvn = v1

y21v1 + y22v2 + ... + y2nvn = v2

...

yn1v1 + yn2v2 + ... + ynnvn = vn.

(5.7)

By constructing D matrix, we can derive the D−1Y D matrix as follows:

D−1Y D =

















1
v1

0 . . . 0

0 1
v2

. . . 0

. . .

0 0 . . . 1
vn

















Y

















v1 0 . . . 0

0 v2 . . . 0
. . .

0 0 . . . vn

















(5.8)

or

D−1Y D =

















v1

v1
y11

v2

v1
y12 . . . vn

v1
y1n

v1

v2
y21

v2

v2
y22 . . . vn

v2
y2n

...

v1

vn
yn1

v2

vn
yn2 . . . vn

vn
ynn

















. (5.9)

Using (5.7), it is easy to see that the sum of each row of (5.9) is equal to one.

Example 5.1.1. Let the list of desired eigenvalues be σ = {1, 0.2, 0.1, 0} and adjacency

matrix for the network be

G =

















1 1 0 0

0 1 1 1

1 1 1 1

0 1 0 1

















. (5.10)
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Step 1: Setting algorithm precision ǫ = 10−14, the algorithm returns the following Y

matrix

Y =

















0.2543 0.2467 0 0

0 0.4975 0.2684 0.1827

0.0999 0.7295 0.5338 0.3325

0 0.1671 0 0.0144

















. (5.11)

Eigenvalues of Y are exactly what is expected; however, it is not row–stochastic.

Step 2: The eigenvector corresponding to λ1 = 1 is

v = [−0.1610,−0.4865,−0.8547,−0.0825]T ,

the digitalization matrix D is

D =

















−0.1610 0 0 0

0 −0.4865 0 0

0 0 −0.8547 0

0 0 0 −0.0825

















. (5.12)

Finally, row–stochastic matrix A can be calculated as

A = D−1Y D =

















0.2543 0.7457 0 0

0 0.4975 0.4715 0.0310

0.0188 0.4153 0.5338 0.0321

0 0.9856 0 0.0144

















. (5.13)

A is a row–stochastic matrix with desired eigenvalues and adjacency matrix.

5.2. Minimum Second Largest Eigenvalue Problem (MSLEP)

Assigning eigenvalues of non–negative matrices is an applicable method for system

matrices; however, it has some serious drawbacks. First of all, it is not always possible
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to assign eigenvalues. The problem of determining necessary and sufficient conditions

for assigning desired eigenvalues is still unsolved. Moreover, the important (in terms

of convergence speed) eigenvalue of system matrices is the second largest one, so the

remaining eigenvalues are not important as long as they are less than λ2.

In this section, we will study minimization problem of the second largest eigen-

values of system matrices (MSLEP).

5.2.1. MSLEP for Symmetric System Matrices

Definition 5.2.1. Let A be an n × n matrix. If A satisfies

A ≥ 0, Ae = e, A = AT , (5.14)

where A ≥ 0 means it is non–negative, i.e., A = [aij] where aij ≥ 0 for all i and j, and

e = [1, ..., 1]T . Then A is called a doubly stochastic matrix.

Not only the row–sum, but also the column sum of doubly stochastic matrices are

equal to one. Note that doubly stochastic matrices are only suitable to topologies where

the connections between nodes are bidirectional. In this sub–section, we consider the

following problem: find the A matrix that gives the minimum second largest eigenvalue

λ2. This can be posed as the following optimization problem:

minimize λ2

subject to A ≥ 0, Ae = e, A = AT

aij = 0 if gij = 0.

(5.15)

Here, gij = 0 if there is no communication between node i and node j. This prob-

lem is called The Minimum Second Largest Eigenvalue Problem for Symmetric System

Matrices. We will introduce two different methods to solve this problem.



38

5.2.1.1. The Maximum–Degree Chain. There are several simple methods to obtain

system matrix that is hoped to give fast convergence, if not the fastest possible.

The maximum–degree chain method is a well–known heuristic method and is

applicable for Markov Chains [24]. Let di be the number of nodes that communicates

with node i. Let dmax = maxi di. The maximum–degree chain is obtained by assigning

1/dmax to every edge except the self–loops, and choosing the diagonal elements to

ensure that the sum of each row is equal to one. The maximum–degree matrix is given

by

Amd =



















1/dmax if i 6= j and gij = 1

1 − di/dmax if i = j

0 if gij = 0

(5.16)

This method is also applicable to the systems we consider in the thesis. However,

Assumption 2.2.1(i) is violated for one or more nodes.

5.2.1.2. Convex and SDP Formulation of MSLEP. We first show that the minimum

second largest eigenvalue is a convex function of A, on the set of doubly stochastic

matrices. There are several ways to establish this. The first proof uses the variational

characterization of eigenvalues. Since λ1 = 1 with associated eigenvector e = [1, ..., 1]T ,

we can express the second largest eigenvalue as

λ2(A) = sup{uT Au | ‖u‖2 ≤ 1, eT u = 0}. (5.17)

This shows that λ2(A) is the pointwise supremum of a family of linear functions of A

(i.e., uT Au), and so is a convex function of A [24].

We can also derive convexity of λ2 from known results for eigenvalues of symmetric

matrices. The sum of any number of the largest eigenvalues of a symmetric matrix is a

convex function of the matrix. In particular, the function λ1 + λ2 is convex for general

symmetric matrices. Since our matrices are doubly stochastic, we have λ1 = 1, so we
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conclude that λ2 = (λ1 + λ2) − 1 is a convex function.

We can also show convexity of λ2 by expressing it as the spectral norm of A

restricted to the subspace eT :

λ2(A) = ‖(I − (1/n)eeT )A(I − (1/n)eeT )‖2 = ‖A − (1/n)eeT‖2. (5.18)

Here, the matrix I − (1/n)eeT gives orthogonal projection on e⊥, and ‖.‖2 denotes

the spectral norm, or maximum singular value. (In this case, since the matrices are

symmetric, ‖.‖2 is the largest magnitude eigenvalue). Equation (5.18) gives λ2 as the

norm of an affine function of A, and so is a convex function.

MSLEP for symmetric matrices can be cast as a convex optimization problem or

a semi–definite programming problem.

The MSLEP is evidently a convex optimization problem, since the constraints are

all linear equalities or inequalities, and the objective function is convex. Using (5.18),

we can formulate the MSLEP as

minimize λ2(A) = ‖A − (1/n)eeT‖2

subject to A ≥ 0, Ae = e, A = AT

aij = 0 if gij = 0,

(5.19)

i.e., a norm minimization problem over a set of symmetric stochastic matrices.

We can express (5.19) as an SDP by introducing a scalar variable s to bound the

norm of A − (1/n)eeT :

minimize s

subject to −sI ¹ A − (1/n)eeT ¹ sI

A ≥ 0, Ae = e, A = AT

aij = 0 if gij = 0.

(5.20)
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Here the variables are the matrix A and the scalar s. The symbol ¹ denotes matrix

inequality, i.e., X ¹ Y means Y − X is positive semidefinite. (The symbol ≤ is used

to denote elementwise inequality).

The problem (5.20) is not in one of the standard forms for SDP, but is read-

ily transformed to a standard form, in which a linear function is minimized, subject

to a linear matrix inequality (the constraint that an affine symmetric–matrix valued

function be positive semidefinite), and linear equality constraints. The inequalities in

(5.20) can be expressed as a single linear matrix inequality (LMI),

diag(A − (1/n)eeT + sI, sI − A + (1/n)eeT , vec(A)) º 0. (5.21)

Here, diag(.) forms a block diagonal matrix from its arguments, and vec(A) is a vector

containing the n(n + 1)/2 different coefficients in A. Since a block diagonal matrix is

positive semidefinite if and only if its blocks are positive semidefinite, this single LMI

is equivalent to the inequalities in (5.20).

The SDP formulation (5.20) has several important ramifications. First of all, it

means that the MSLEP problem can be solved efficiently (and globally) using standard

SDP solvers, at least for small or medium size problems (with number of nodes up to

a thousand or so). A custom designed SDP solver for the MSLEP, which exploits the

special structure of the problem (e.g., sparsity of A) would be able to solve even larger

problems.

Example 5.2.1. We first consider the four simple topologies with given adjacency

matrices in Table 5.1 For each topology, Table 5.2 shows the second largest eigenvalues

for maximum–degree chain and the optimal A matrices. Note that the optimal A

matrix need not be unique, i.e., the optimal system matrix for second topology can
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Table 5.1. Adjacency matrices for four symmetric topologies

Topology Adjacency Matrix Topology Adjacency Matrix

1

















1 1 0 0

1 0 1 0

0 1 0 1

0 0 1 1

















2

















1 1 0 0

1 0 1 1

0 1 1 1

0 1 1 1

















3























1 1 0 1 1

1 1 1 0 0

0 1 1 1 1

1 0 1 1 0

1 0 1 0 1























4























1 1 1 0 1

1 1 0 1 1

1 0 1 1 1

0 1 1 1 1

1 1 1 1 0























also be obtained as

















6/11 5/11 0 0

5/11 0 3/11 3/11

0 3/11 3/11 5/11

0 3/11 5/11 3/11

















.

5.2.1.3. Symmetric MSLEP for Topology Varying Case. In the previous section, we

study the optimal system matrix for a fixed topology network. The optimal system

matrix converges faster than the maximum degree chain matrix for a given topology;

however, it is not always true for varying topologies. Let us illustrate this fact with a

simple example.

Example 5.2.2. Consider the two topologies depicted in Fig. 5.1. Let the topology

switch respectively between these two. The optimal and the maximum degree chain

matrices are given in Table 5.3- 5.4 for each of these topologies. Since topology is

switching respectively, this topology varying network system can be thought as a fixed

topology network with the system matrices A∗
12 = A∗

1A
∗
2 and Amd

12 = Amd
1 Amd

2 . The

second largest eigenvalue of A∗ is |λ∗
2| = 0.4776 which is greater than the second
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Table 5.2. The second largest eigenvalue of maximum–degree chain (λmd
2 ) and

optimal A matrix λ∗
2

Topology λmd
2 λ∗

2 Optimal A matrix

1
√

2/2
√

2/2

















1/2 1/2 0 0

1/2 0 1/2 0

0 1/2 0 1/2

0 0 1/2 1/2

















2 2/3 7/11

















6/11 5/11 0 0

5/11 0 3/11 3/11

0 3/11 4/11 4/11

0 3/11 4/11 4/11

















3 2/3 3/7























1/7 2/7 0 2/7 2/7

2/7 3/7 2/7 0 0

0 2/7 1/7 2/7 2/7

2/7 0 2/7 3/7 0

2/7 0 2/7 0 3/7























4 1/4 1/4























1/4 1/4 1/4 0 1/4

1/4 1/4 0 1/4 1/4

1/4 0 1/4 1/4 1/4

0 1/4 1/4 1/4 1/4

1/4 1/4 1/4 1/4 0






















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Figure 5.1. Two topologies of a five node–network where first and second node are

swapped

largest eigenvalue of Amd, |λmd
2 | = 0.2909.

This means that the systems using heuristic matrices may even converge faster

than the systems using the optimal matrices. This is because of the fact that eigenvalues

of the multiplication of two matrices is not related to the eigenvalues of these two

matrices. Therefore, optimal matrices work better in fixed topology networks.

5.2.2. MSLEP for Ordinary System Matrices

The connections between nodes need not be bidirectional in general, hence the op-

timal system matrices may not be symmetric. For instance, the optimal non–symmetric

system matrix for the topology given in Fig. 5.1(a) is

A∗ =























0.0814 0 0 0.0077 0.9109

0 0.5172 0.0491 0.0093 0.4244

0 0.8860 0.1140 0 0

0.3823 0.4389 0 0.1788 0

0.0165 0.5376 0 0 0.4459























. (5.22)

The second largest eigenvalue of A∗ is 0.21371, while the second largest eigenvalue of

the system matrix of the symmetric system is 0.7012. It is clear that second largest

eigenvalue of a non–symmetric optimal matrix is smaller than a symmetric–optimal
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Table 5.3. Optimal system matrices for a varying topology network

Topology 1 A∗
1 =























0.0296 0 0 0.4852 0.4852

0 0 0.4352 0.2824 0.2824

0 0.4352 0.5648 0 0

0.4852 0.2824 0 0.2324 0

0.4852 0.2824 0 0 0.2324























Topology 2 A∗
2 =























0 0 0.4352 0.2824 0.2824

0 0.0296 0 0.4852 0.4852

0.4352 0 0.5648 0 0

0.2824 0.4852 0 0.2324 0

0.2824 0.4852 0 0 0.2324























Varying topology A∗
12 =























0.2741 0.4709 0.0128 0.1211 0.1211

0.3489 0.2741 0.2458 0.0656 0.0656

0.2458 0.0128 0.3190 0.2112 0.2112

0.0656 0.1211 0.2112 0.3280 0.2741

0.0656 0.1211 0.2112 0.2741 0.3280






















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Table 5.4. The maximum degree chain matrices for a varying topology network

Topology 1 Amd
1 =























1/3 0 0 1/3 1/3

0 0 1/3 1/3 1/3

0 1/3 2/3 0 0

1/3 1/3 0 1/3 0

1/3 1/3 0 0 1/3























Topology 2 Amd
2 =























0 0 1/3 1/3 1/3

0 1/3 0 1/3 1/3

1/3 0 2/3 0 0

1/3 1/3 0 1/3 0

1/3 1/3 0 0 1/3























Varying topology Amd
12 =























2/9 2/9 1/9 2/9 2/9

1/3 2/9 2/9 1/9 1/9

2/9 1/9 4/9 1/9 1/9

1/9 2/9 1/9 1/3 2/9

1/9 2/9 1/9 2/9 1/3






















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matrix. However, MSLEP for non–symmetric system matrices is not a convex problem

and cannot be solved by LMIs [24].

5.3. Summary of the Chapter

In this chapter, we have proposed two different methods for constructing system

matrices that provide faster convergence. The first method, Non–Negative Inverse

Eigenvalue Problem, is used to determine all eigenvalues of the system matrix [22].

However, finding necessary and sufficient conditions for the existence of such matrices

is still an unsolved problem. Besides, we do not need to determine all eigenvalues

as long as the second largest is small enough. Therefore we have introduced another

method suggested by Boyd et al. [24], Minimum Second Largest Eigenvalue Problem,

which is used to find the fastest converging system matrix. The main disadvantage of

this method is the requirement for connections to be symmetric. It turns out to be a

non–convex problem if the connections are not symmetric. Moreover, even when the

connections are symmetric, there is a restriction for the weighting coefficients to be

symmetric as well, while they are not likely to be the same in practice.

In distributed synchronization, each node knows only its own connections (row i

of the adjacency matrix G), not the centralized graph. Therefore the fastest converging

system matrix cannot be obtained by a node. On the other hand, we have also shown

that even with given centralized graphs for a topology varying network, it is a hard

problem to determine the system matrix which will give the best convergence speed.
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6. BYZANTINE NODES

The earlier chapters of this thesis studied consensus that can be achieved in

distributed networks where nodes are reliable. Fault–tolerant networks are the net-

works that continue to operate properly in the event of failure of some of its nodes.

It is important to study what coordinated behavior of process is possible under the

assumption that nodes may fail. The chance of a failure occurring in some place in

a distributed system may grow arbitrarily large when the number of nodes increases

[25]. Most researchers limit the number of these faulty nodes to prove convergence

of Byzantine networks [26],[27]. In this thesis, we investigate Byzantine faults in the

context of Algorithm (2.2).

Definition 6.0.1. If there is a difference between the actual and transmitted clock

data for a node, then the node is said to be faulty (or a Byzantine node).

Byzantine nodes cause instability in networks and it is difficult to find algorithms

that can handle these faults [26]. The following example describes a Byzantine net-

work’s behavior in lack of a fault–tolerant algorithm.

Example 6.0.1. Consider a three node network in which the third node is Byzantine.

Let two non–faulty nodes share their clock information with each other as illustrated in

Fig. 6.1. The Byzantine node clock value x3 is not a function of time, and the first node

receives that clock value incorrectly, e.g., k1x3. Similarly, the second node receives that

value as k2x3. k1 and k2 are called Byzantine constants and they are different than one.

Figs. 6.2 and 6.3 depict the simulation results of the network for initial clock values

x0 = [50, 75, 100]T , Byzantine constants k1 = 1.1, k2 = 0.9 and weighting coefficients

aij = 1/3 for i = 1, 2 and j = 1, 2, 3. Note that Byzantine nodes do not update their

clock values using an algorithm.
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Figure 6.1. A three node network with a Byzantine node
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Figure 6.2. Simulation results for a three node network with a Byzantine node

6.1. Single Faced Byzantine

A Byzantine node shares wrong clock information with non–faulty nodes. If a

Byzantine node sends the same (and of course incorrect) clock information to non–

faulty nodes, it is called single faced Byzantine. All Byzantine constants are equal for

a single faced Byzantine network.

Let the number of Byzantine nodes be m in an n node network. By defining the
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Figure 6.3. The maximum difference between clock values for a network with

Byzantine nodes

clock vector

x(t) = [x1(t), ..., xn−m(t), xb1 , ..., xbm
]T ,

the algorithm given in (2.4) can be used for the single faced Byzantine networks. The

structure of the system matrix should be in the following form:

A =





A1 A2

0 I



 (6.1)

where adjacency matrices of A1(n−m)×(n−m)
and the non–Byzantine subsystem are the

same, and A2(n−m)×m
is a nonzero matrix and composed of weighting coefficients for the

clock data received by the Byzantine nodes.

Theorem 6.1.1. If all single faced Byzantine nodes send their clock information to

all non–faulty nodes and non–faulty nodes take average of received clock values, then

non–faulty nodes converge to the average of Byzantine clocks even if the non–Byzantine
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Figure 6.4. A five–node network with two single faced Byzantine nodes

system is not convergent.

Proof. It is well known from the previous sections that the system matrix is row–

stochastic and therefore the maximum difference between non–faulty node clock values

is guaranteed to be non–increasing. When we take the limit of infinite power of the

system matrix, we get

limk→∞Ak =





Ak
1 (Ak−1

1 + ... + A1 + I)A2

0 I



 =





0 (I − A1)
−1A2

0 I



 . (6.2)

It is straightforward to see from (6.2) that all non–faulty nodes will lose their clock

information at the end and therefore (I −A1)
−1A2 is a row stochastic matrix. If every

non–faulty node uses the same averaging coefficients for the clock information sent by

Byzantine nodes, then A2 matrix can be decomposed into following two parts

A2 =











k1 0 0

0
. . . 0

0 0 kn−m





















1 . . . 1
...

...

1 . . . 1











(6.3)

where ki ≤ 1, i = 1, ..., n−m are the weighting coefficients for the information received

by the i–th non–faulty node. Let Ã1 = (I − A1)
−1diag{k1, ..., kn−m}. Since (I −

A1)
−1A2 = Â1en−meT

m is row–stochastic, every row–sum of Ã1 is equal to 1/m and

therefore the non–faulty nodes converge to the mean of received Byzantine clock values.
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Example 6.1.1. Consider the three node network depicted in Fig. 6.4. Let the fourth

node send its clock information 50 per cent of its original clock and the fifth node send

90 per cent of its original clock value. Choosing the averaging coefficients as suggested

in Theorem 6.1.1, the system matrix becomes

A =























1/4 1/4 0 1/4 1/4

0 1/3 0 1/3 1/3

0 0 1/3 1/3 1/3

0 0 0 1 0

0 0 0 0 1























. (6.4)

Figs. 6.5 and 6.6 show the simulation results of the network for the initial clock values

x0 = [60, 70, 80, 90, 100]T . The results confirm the convergence of the non–faulty
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Figure 6.5. Simulation results for a five–node network with two single faced

Byzantine nodes

nodes to the mean of received Byzantine clock information, that is

x∞ =
xb1 + xb2

2
=

90 50
100

+ 100 90
100

2
= 67.5
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Figure 6.6. The maximum difference between clocks of non–faulty nodes for a

five–node network with two single faced Byzantine nodes

Also note that the non–Byzantine subsystem was not convergent by its own.

6.2. Double Faced Byzantine

If a Byzantine node sends different (and wrong) clock information to each non–

faulty node, this node is called to be a double faced Byzantine node. This type of nodes

almost always cause instability in networks. Lamport suggested some algorithms to

solve Byzantine Generals Problem, which is also applicable to double faced Byzantine

networks [26]. In these algorithms, it is assumed that all nodes communicate with each

other (network graph is complete).
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6.3. The Algorithm CON

The Algorithm CON is the simplest convergence algorithm for double faced

Byzantine networks. The algorithm is given as follows:

xi(t + 1) =

∑

j∈Ni(t)
xj(t) +

∑

k/∈Ni(t)
xi(t)

n
(6.5)

where xi(t) is the local clock value of node i at time t, Ni(t) is the set of nodes that

shares a value not different from x(i) more than δ.

The algorithm can be also expressed as the following: Each process reads the

value of every process’s clock and sets its own clock to the average of these values that

are not different from its own value by more than δ.

Here, δ has to be chosen properly to achieve synchronization. A very large δ

may result in instability since Byzantine nodes will not be detected. Similarly, a very

small δ will also result in instability since nodes may not update their own values. The

selection of δ will not be discussed in this thesis.

Example 6.3.1. Consider a seven–node network with two double faced Byzantine

nodes. Let the network graph be complete (all nodes communicate with each other).

The CON algorithm provides bounded convergence as depicted in Fig. 6.7 and 6.8.

The bound of convergence is directly related to δ which is chosen to be 18 in the

simulations.

6.4. The Algorithm COM

The second convergence algorithm for double faced Byzantine networks is called

The Algorithm COM [26]. In this algorithm, nodes receive all clock information in

the network and set their local clocks to the median of these values. The main disad-

vantage of the Algorithm COM is that if a byzantine node’s clock information is the

median value for the corresponding node, the node will update its clock with incorrect
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Figure 6.7. Simulation results for a CON algorithm applied seven–node network with

two double faced Byzantine nodes

information for that step. However, when no byzantine information is the median of a

non–faulty node’s received clocks, nodes equalize their clocks for that step. It is clear

from these examples that a permanent consensus is not ensured since this algorithm is

for the networks where the Byzantine nodes are double faced.

6.5. Summary of the Chapter

In this chapter, we have discussed the convergence algorithm (2.2) for the net-

works where faulty nodes are present. It is shown by simulations that Byzantine nodes

cause instability in the networks. For single faced Byzantine networks, a convergence

condition that does not require any restrictions about non–faulty network topology is

proposed. However, the convergence condition states that all Byzantine nodes have to

share their clock information with all non–faulty nodes in the network, which is not

possible in practice. Double-faced Byzantine networks have been also discussed and the

convergence algorithms, The Algorithm CON and COM have been investigated. These

algorithms require the network graph to be complete which is a very strict assumption.
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Figure 6.8. The maximum difference between clocks of non–faulty nodes for a CON

algorithm applied seven–node network with two double faced Byzantine nodes

We have shown by simulations that the Algorithm CON provides a bounded conver-

gence if the threshold δ is chosen properly, and we have commented on the convergence

of the Algorithm COM.
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7. CONCLUSIONS

In this thesis, clock synchronization, which is one of the most important tasks

in wireless sensor networks, is studied. There are a lot of applications where sen-

sors require using a common notion of time. Since most of the wireless networks

are mobile, synchronization of varying topology networks is an important area of re-

search. Throughout the thesis, averaging based distributed synchronization algorithms

for both fixed and varying topologies are discussed. Convergence conditions of this

synchronization algorithm are investigated in Chapter 2.

Communication delays are unavoidable when data are transmitted through a

media on wireless networks. Delay can reduce system performance and it can also turn

a stable system into an unstable one if certain conditions are not satisfied. The effect

of delay on convergence of consensus algorithm has been studied in Chapter 3 and it

is shown that convergence is not adversely affected so long as it is bounded. In order

to analyze the effect of delay on convergence speed, some well known topologies are

covered in Chapter 4. It is shown that delay does not always have an adverse effect on

convergence speed.

In Chapter 5, we have focused on reducing the convergence time for clock syn-

chronization. Fastest converging system matrices have been proposed for networks

with symmetric connections by using LMIs and for non–symmetric connections, non–

negative inverse eigenvalue problem has been examined.

In Chapter 6, we have discussed faulty nodes which are also known as Byzantine

nodes. These nodes cause instability if clock synchronization algorithm is not chosen

properly. Sufficient conditions for synchronization of single faced Byzantine networks

have been proposed. Future work will concentrate on finding the conditions of dis-

tributed consensus algorithms when double faced Byzantine nodes are present in the

network.
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