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ABSTRACT

TIMELINE ANALYSIS BASED ON CRITICAL WINDOWS INCIDENT RESPONSE
ARTIFACTS

Omer Al Joboury

Master of Science in Cyber Security

Supervisor: ASST. PROF. AHMET NACI UNAL

December 2020, Number of pages of main text 79

In today's enterprise world mainly windows operating systems are used in critical servers.
These operating systems have internal features and also run many different applications to
control both software and hardware. Users leave fingerprints while using different kind of
applications on Windows systems. Files created based on user activities and also operating
system files updated due to user activities are called artifacts. Digital forensic investigators
collect these artifacts to verify incidents and consequently they use these artifacts to find

answers after an incident to determine Who did What, When, Whereand Why.

In this thesis, | plan to do research on artifacts from Scheduler Tasks, System Resource
Usage Monitor, Win32 Service, Update Sequence Number Journal and Windows LogFile, in

Windows Operating Systems (Window XP, Windows 7, and Windows 10).

The goal of this thesis to show how these artifacts are created, what information they contain,
how to create timeline based on these artifacts, where to find and locate these artifacts, and

how important they are during incident response and digital investigations.

Keywords: Timeline Analysis, Windows Artifacts, Incident Response, Digital Forensics
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OZET

KRITIK WINDOWS OLAY MUDAHALESi YAPIMLARINA DAYALI ZAMAN
CIZELGESI ANALIZI

Omer Al Joboury
SIBER GUVENLIKTE BILIM Ustas1
Danigsman: ASST. PROF. AHMET NACI UNAL

Aralik 2020, Ana metnin sayfasayisi 79

Glinlimiiziin kurumsal diinyasinda kritik sunucularda agirhikli olarak Windows isletim
sistemleri kullanilmaktadir. Bu isletim sistemleri dahili 6zelliklere sahiptir ve ayrica hem
yazilimi hem de donanimi kontrol etmek i¢in bir¢cok farkli uygulamay1 ¢alistirir. Kullanicilar
Windows sistemlerinde farkli tiirden uygulamalar1 kullanitken pammak izleri birakirlar.
Kullanicr etkinliklerine gore olusturulan dosyalara ve ayrica kullanici etkinlikleri nedeniyle
giincellenen isletim sistemi dosyalara yapay nesneler denir. Dijital adli tip arastirmacilari,
olaylar1 dogrulamak i¢in bu eserleri toplar ve sonug olarak bu eserleri, bir olaydan sonra
Kimin Ne, Ne Zaman, Nerede ve Neden yaptigini belirlemek icin yanitlar bulmak i¢in

kullanirlar.

Bu tezde, asagidakilerden eserler {izerine arastirma yapmayi planliyorum: Zamanlayici
Gorevleri, Sistem Kaynag Kullanim Izleyicisi, Win32 Hizmeti, Sira Numaras1 Giinliigiinii
Giincelle, ve Windows LogFile, Windows Isletim Sistemlerinde (Windows XP, Windows 7
ve Windows 10).

Bu tezin amaci, bu eserlerin nasil yaratildigini, hangi bilgileri i¢cerdiklerini, bu eserlere gore
zaman c¢izelgesinin nasil olusturulacagini, bu eserlerin nerede bulunup konumlandirilacagini

ve olay miidahalesi ve dijital aragtirmalar sirasinda ne kadar 6nemli olduklarini gostermektir.

Anahtar kelimeler: Zaman Cizelgesi Analizi, Windows Artefaktlari, Olay Yaniti, Dijital
Adli Tip
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1. INTRODUCTION

Chapter one exhibit the introduction to this thesis, this chapter encloses the background on
Timeline Analysis based on Critical Windows Incident Response Artifacts, the scope, and
significance outlining why Timeline Analysis based on Critical Windows Incident Response
Artifacts has a remarkable value to incident response and digital forensics domain. Four
research questions were asked, and the limitation and delimitations for the present thesis are

also listed.

1.1. BACKGROUND

Throughout history, Microsoft started slowly but surely to gain control over the market share
of the personal computer industry (PCs) and expended its territory to the enterprise market.

Microsoft gains more and more users over time, one of the most important reasons is its user-
friendly features compared to its adversaries, which led to building an enormous fan base

over the coming years until our present times.

Over a dozen versions of Windows operating system (OS) were released, including the
current version, Windows 10 client, launched in July 2015, and Windows Server 2019 for

server enterprise environment launched in October 2018.

Microsoft Windows became and stayed a dominating presence in the desktop operating
system market since its debut in 1985. Despite a slight loss in market share in recent years,
Windows operating system remains the frontrunner with a towering share of 77.74 percent,

with Apple’s macOS trailing as a distant second (Liu 2020).

Thus, Microsoft is globally well-known and more used than Linux and Apple’s MAC OS X,

therefore it is targeted more often by cybersecurity attacks.

Taking this into account, Incident Response (IR) and Digital Forensics (DF) Business
concentrate their work and research on Microsoft windows artifacts to target the massive

market share of Microsoft users for more financial profit, on the other hand, incident response



and digital forensics as science are closely related to cybersecurity, and right now there is and
there will be a high demand on cybersecurity skills in these fields, "A recent survey by the
International Data Corporation (IDC) revealed that organizations are prioritizing
cybersecurity skills” (Day 2020), therefore choosing this topic for the thesis Timeline
Analysis Based On Critical Windows Incident Response Artifacts”, has a vast impact on my

academic and future career achievement.

1.2. SCOPE

"Computer intrusions are more complex than ever before” (Luttgens et al. 2014, p.30), and
when an incident happens, the incident response team needs to act swiftly, and knowing when

an application or a file was executed is very critical in this case.

Providing this kind of information to IR team to perform timeline analysis on fingerprints left
by users while using a different kind of applications on windows system needs a deep
understanding on certain parts of system features, files created based on user activities and
also operating system files updated due to user activities are called artifacts also known as
Artifacts, providing all the information related to an artifact is part of a Digital Forensics
research/investigator job, without researching and the understanding critical windows

artifacts, investigating an incident will be a difficult task.

In this thesis | am going to refer to the selected windows artifacts that are crucial to the IR
and DF investigation, | researched artifacts from: Scheduler Tasks, System Resource Usage
Monitor (SRUM), Update Sequence Number Joumal (UsnJml), Windows LogFile, Win32
Service.

Windows Operating System desktop clients are considered in this thesis, where tests are

performed on Windows XP, 7, and 10.

1.3. SIGNIFICANCE

In addition to the academic enrichment, findings in this thesis will also help Digisecure, a

digital forensics software development company based in Istanbul-Turkey, in their research



for critical windows artifacts. Understanding how each artifact is generated inside a Windows

operating system and its structure helps in developing a suitable parser for that artifact.

Artifacts are critical in real world-digital forensics investigations.

1.4. RESEARCH QUESTIONS

The primary goal of the proposed thesis is to answer the following questions:

a.
b.
C.
d.

Where is the artifact in the specific Windows operating system?
How is the artifact created by the specific Windows operating system?
What is the structure of the artifact?

How relevant is the artifact to digital forensics?

1.5. LIMITATIONS

o

o

In this thesis, | aim is to cover as many artifacts as possible

Deep understanding is required to research Windows operating system artifacts

Detailed information on some artifacts are rare to find online

In some cases, there is not even released information about the inner details of artifacts
Companies who create commercial digital forensics software which includes artifact
parsers do not share critical research information for the artifacts they support

Microsoft itself does not share detailed information on some of its internal components
On top of my research, | demonstrated practical usage of timeline analysis based on three
commercial digital forensics tools namely Artifast v4.0.10, developed by Digisecure,
Axiom v3.9.0.18130, developed by MagnetForensics, finally 1 used ANJP v3.11.07,
developed by Triforec in addition to FTK Imager v4.3.0.18, developed by AccessData

. Tools used in this thesis will also include Virtual box v6.0, 010 Editor v10.0.2, Registry

Explorerv1.5.2.0, DCode v5.1, XML Explorer v4.0.5.0,and ESEDatabaseViewer v1.65

1.6. SUMMARY

Chapter one presents the background of the timeline analysis based on critical windows

artifacts, then it introduces the scope of this thesis and its significance, detailing why

timeline analysis based on critical windows artifacts is important in the domain of digital

3



forensics. The current thesis included four questions that provide answers to them: (1) Where
the artifact is located in the operating system? (2) How the artifact is being created by the
Windows operating system? (3) What is the structure of the artifact? (4) How relevant is the
artifact to digital forensics? The limitations and delimitations of the current research study
have also been listed.

The next chapters included the literature review where | went through the following
fields:(1) Incident Response, (2) Digital forensics, and (3) Reverse Engineering those three
fields are used to research windows critical artifacts, after that, | spoke about how did I use
each one of them in Data and Method to get to the required results in the Findings, finally in

the Conclusion I discussed the results and future research.



2. LITERATURE REVIEW

To comprehend the topography of the literature and the appropriate methodology for this
thesis, it is substantial to inspect research from the following bodies of literature: Incident

Response, Digital forensics, and Reverse Engineering.

2.1. INCIDENT RESPONSE

The Computer Emergency Response Team Coordination Center (CERT/CC) is the first
Incident Response team, it was created back in 1988 by Defense Advanced Research Projects
Agency (DARPA), in response to the first intemet worm attack, which was launched by
Robert Tappan Morris in 1988.

Worms use facilities of an operating system that meant to be automatic and invisible to the
user (Forristal 2001, p. 21).

This new kind of attack and its influence on the intemet, plus the considerable challenges in
coordinating a response in such a distributed environment led to the creation of a new

cybersecurity field named Incident Response.

Incident Response has been described by Prosise et al. (2003) as:

We define a computer security incident as any unlawful, unauthorized, or unacceptable action
that involves a computer system or a computer network. Such action can include any of the
following events: Theft of trade secrets, Email spam or harassment, Unauthorized or unlawful
intrusions into computing systems, Embezzlement, Possession or dissemination of child
pomography, Denial-of-service (DoS) attacks, Tortious interference of business relations,
Extortion, any unlawful action when the evidence of such action may be stored on computer

media such as fraud, threats, and traditional crimes (p. 44).

The incident response aims to respond to security events as quickly as possible to contain,
mitigate, and or prevent these events from occurring in the future to limit damage and reduce

recovery time and costs, in today world IR team has become the backbone of the largest
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government and enterprise organization, thus having an incident response capability has

become increasingly a mandate regulation by the governments in the last years.

Computer and computer assisted incidents are nothing new. As soon as a new technology is
developed, malicious people will find ways to abuse it (Rajnovic 2011, p. 22).

Taking this into account, incident response team need to be up to date when it comes to
following the latest developments in this field, this requires a deep understanding of the new
attack methods used by threat actors for example hackers, where they use Microsoft windows

feature in their advantage to go under the radar without being detected.

Hacker incidents require a somewhat different response than do virus incidents. Some
hackers are highly skilled, employ sophisticated techniques, and will go to great lengths to
avoid being detected. To complicate matters further, a hacker can also be someone working
for an organization (an insider) engaging in after-hours illegal activity, such as unauthorized
access to sensitive information or perhaps password cracking. Whether they originate from
the inside or outside, all hacker incidents need to be addressed as real threats to

organizational computer systems (Schweitzer 2003, p. 195).

In my thesis | have researched artifacts from the most critical windows features that are
related to attack incident launched by threat actors, for example using atexe which is a
genuine Windows tool to create a scheduled task, running this tool will leave fingerprints in
different places in Windows one of these places is the registry, hence using at.exe tool is an

indicator for a lateral movement technique.

Lateral movement is the act of the adversary moving from one system to another, inside your
environment to expand their influence and access throughout the network. This is an area
where the adversary will often spend a lot of time and during which we have a good
opportunity to detect and respond to their attack; however, doing so requires bringing
together the various skills (Anson 2020, p. 345), this technique is used by threats actors to
launch Advanced Persistent Threats (APTS).

As it is mentioned above, incident response team must be versatile in term of skills and

knowledge needed, to be able to handle incidents, digital forensics knowledge is essential in
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these security events, in addition to that, there is a close similarity between both fields
incident response and digital forensics, especially when it comes to steps taken to deal with
incident, where every incident requires the collection, storage, and analysis of digital
evidence, thus understanding digital forensic science is the next step in my thesis to

undercover critical artifacts from Windows operating system features.

2.2. DIGITAL FORENSICS

In this section of the thesis | am going to give a glance on the history of digital forensics, its
status nowadays, its definition and how it helps researchers in extracting artifacts from
Windows operating systems, these results about artifact will be useful in investigating

security events or digital crimes.

The world of crime is a complex place. Crime takes places everywhere and increasingly on
the internet, "Criminal investigations that involve personal computer systems and their use
for intrusion into other computers" (Parker 1976, p. 68), this was the first description of using
digital information to investigate and prosecute crimes committed with the assistance of a
computer, which was done by Donn Parker in his book Crime by computer in 1976 (Pan
2020).

The field of digital forensics is comparatively modern, while its history is short, however, in
less than 3 decades, digital forensics has prospered from the seed of a thought to its current

state, a complex and evolving field.

Digital Forensics now is no longer a linear process focused on recovering data, for example,
the forensic analysis process has been identified by Eoghan Caseyas following: "The forensic
analysis process involves taking factual observations from available evidence, forming and
testing possible explanations for what caused the evidence, and ultimately developing deeper
understanding of a particular item of evidence or the crime as a whole" (Casey 2010, p. 21),
as it is mentioned above it is no longer a linear process, however, it is an evidence-based
knowledge management process that will be incorporated into the investigation, intelligence
analysis, information security, and electronic discovery, where there is career digital forensic

educators and researchers in addition to practitioners and managers.



The definition of Digital forensics has been described by Dan Farmer as:
"Gathering and analyzing data in a manner as free from distortion or bias as possible to

reconstruct data or what has happened in the past on a system™ (Farmer et al. 2004, p. 193).

which simply can be summarized by the following: digital forensics is a science and process

of collection, preserving, analyzing, and reporting legally admissible evidence to the court.

Building on the above definition Ayman Shaaban clarified that "the goals of the digital
forensics, as a whole, are to answer these questions: What happened to the system under
analysis? How was it compromised? During the analysis too, the analyst could answer some
other questions based on their findings, such as the following: Who is the attacker? When did
it happen? Where did it happen? Why did it happen? "(Shaaban etal 2016, p. 10).

Answering these questions to achieve the goals of digital forensics requires the reconstruction
of data and knowing what happened in the past on an operating system, however, first the
digital evidence needs to be acquired then analyzed, by undertaking specific methods and

procedures similar to the one applied in a crime scene.

While most of the methods used in digital forensics are considered to be well-understood,
operating systems are constantly changing and evolving and there may be new methods of
data acquisition based on new ways of storing data. When filesystems change, for example,

there will be new methods for accessing the information from the file system (Messier 2016,
p.6).

Methods and procedures that are applied to digital evidence are critical to any security event
investigation, any alteration of digital evidence is not acceptable, as this will lead to a loss of
credibility of the digital evidence, now let's briefly enumerate digital forensics investigation
procedure:

a. Evidence Acquisition

b. Evidence Preservation

c. Evidence Analysis

d. Evidence Presentation



All of these procedures put to use on host-based evidence, and this is for the following reason
as explained by Gerard Johansen:

"Host systems are far too often the target of malicious actions. They represent a possible
initial target to gain a foothold in the network, pivot point, or the goal of threat actors. As a
result, incident response analyst should be prepared to investigate these systems. Modem
operating systems such as Microsoft Windows makes a number of changes during the
execution of an application, changes to files, or the addition of user accounts” (Johansen
2017, p. 75).

Thus the acquisition of the evidence is performed on a host system in this thesis, and it will
be locally however there are other variations of acquisition depending on the security event
and this can be remotely, online and or offline acquisition in addition to locally which has
been mentioned at earlier.

Preserving is done once evidence is acquired, where it is important to protect it from any sort
of alteration, this can be achieved by creating a copy of the original evidence then creating
another working copy for examining and analysis. This is because in some cases investigator
can't have access to the original evidence for a long time and its copy will be used for future
reference in case the working copy is corrupted or altered, it is noticeable to add that chain of
custody is applied, were documenting the action taken on the digital evidence is mandatory in
this stage event, even if case is the closed or solved.

Then digital forensics researcher in the next phase will choose what tool and digital forensics
technique to use in extract the information which is in this case artifacts from the working
copy evidence, next the digital forensics researcher will start analyzing the digital evidence,
in this thesis | will only cover the windows operating system platform therefore digital
forensics researcher needs to have the desired technical and investigation skills to extract the
related artifacts from windows operating system internal and or features keeping in mind
Microsoft constantly keep its OS up to date, these updates comes as new version of windows

with new features and software or new patches.

Digital forensics researcher needs to understand what happens in case of a security event,
here is where he or she needs to reconstruct the data and know what happened in the past on

the OS, to answer the questions: Who is the attacker? When did it happen? Where did it
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happen? Why did it happen? to achieve the goal of digital forensics investigation, however,
because of the constant update on the software and feature of the OS, this task will be
difficult to complete without understanding the internal parts of Windows OS, in most cases
Microsoft Windows do not share in details all the information needed to complete the task, in
that case, digital forensics researcher will have to rely on Reverse Engineering skill to extract

the needed artifact information from the digital evidence.

Finally, the results are presented to the court, or in this thesis is delivered to the developers
where they used it to create up-to-date investigation tools, which eventually will be used in

the digital investigation.

2.3. REVERSE ENGINEERING

When there is no documented information on the structure of a windows internal feature then
Reverse Engineering (RE) skills are the last resort for digital forensics researcher to analyze

extracted data of digital evidence.

Eldad Eilam defined Reverse Engineering as:

Reverse engineering is a process where an engineered artifact (such as a car, a jet engine, ora
software program) is deconstructed in a way that reveals its innermost details, such as its
design and architecture. Reverse engineering is the process of extracting the knowledge or
design blueprints from anything man-made. The concept has been around since long before
computers or modem technology, and probably dates back to the days of the industrial
revolution. Reverse engineering is usually conducted to obtain missing knowledge, ideas, and
design philosophy when such information is unavailable. In some cases, the information is
owned by someone who isn’t willing to share them. In other cases, the information has been

lost or destroyed (Eilam 2005, pp. xxiv-3-4).

This definition applies to many parts of Windows operating system features, Microsoft only
documented some information thus it is either poor or incomplete, other important
information for example to the structure of files and the meaning of its data is unknow. Other
parties, like research companies interested in this field, will not share their knowledge,

because of competition and business reasons.
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The concept of reverse engineering by reconstructing data is applied in all the steps of digital
forensics this is often when dealing with unknown parts of the operating system. Learning
such techniqueswill help us to dive deep into any program, application, or file binaries.

The goal is very simple and can be summarized in one question as explained by Walter Bell:
“Reverse engineering is the process of asking “how did they do that?” and then trying to do it
yourself.” (Bell 2007, p. 4).

Digital forensics researchers can apply different types of reverse engineering when
investigating a case. Depending on what investigation we are dealing with and on what kind
of data in the evidence, in my thesis, I am using file format reverse engineering also known

as Binary File Format Analysis.

Having binary file format analysis skills under your belt is essential knowledge for reverse
engineering, for several reasons as demonstrated by Andreas Pehnack:

“There are plenty of reasons why you could care about all the bits and bytes in binary files.
Almost all files the average computer user reads and writes with applications like word
processors, audio recorders, or video editing software, are binary files. However, computer
specialists often need to dig deeper and want to extract, modify or simply understand the
contents of such files” (Pehnack 2015, p. 3).

For example, when the digital forensics analyst is facing unknown data files, have no access
to related documentation then it will be necessary to know the binary format of this unknow
data. The understanding level must be to the bits and bytes level in binary files, this will help

in extracting, modifying, and grasp the content of such files.

2.4. SUMMARY

Chapter two provides a review of the literature relevant to the Timeline Analysis based on the
Critical Windows Incident Response Artifacts thesis. | demonstrated related fields to my
thesis as follows: Incident response, digital forensics, and reverse engineering. Each one of
these fields has a vast impact on extracting the needed artifact from the Windows operating

system.
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The next chapter outline the methodology for the current thesis, which examines the
extraction of artifacts from critical Windows operating system Incident response artifacts,
using different forensics tools, in addition to details on specifications for virtual environments

used in this thesis.

12



3. DATA AND METHOD

Chapter three provides the methodology used in my thesis. As demonstrated in the
introduction and literature review, Windows desktop has the most significant market share up

to 77.74 percent globally compared to other operating systems.

Threat actor’s primary target Windows operating system to set a foothold inside the networks
and into the systems of a targeted environment. Incident response knowledge helps in
identifying critical Windows operating system features that are used or targeted by threat

actors.

Offensive actions on Windows operating system using its features will leave fingerprints,
thus files created based on user activities and also operating system files updated due to user

activities are called artifacts.

Then digital forensics knowledge is used to acquire evidence on the incident, extract artifacts
from Windows operating system feature and finally report the results to the incident response

team and/or developer team to solve the case and/or create a parser for these artifacts.

3.1. RESEARCH QUESTIONS

The primary objective of the proposed thesis is to answer the following questions:
a. Where is the artifact located in the specific Windows operating system?

b. How is the artifact created by the specific Windows operating system?

c. Whatis the structure of the artifact?

d. How relevantisthe artifact to digital forensics?
The answer to these questions depends on the digital forensics knowledge after acquiring the

specific data from evidence to extract the needed artifact based on the incident response

selected critical Windows operating system feature.
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In my thesis, | am trying to provide as much information as possible when extracting the
artifact. This information is related to location, creation, structure of the artifacts and its
affiliation to digital forensics. Finally, reverse engineering knowledge was used to understand

undocumented Windows features.

The answer to the above questions helped in extracting artifacts from the following Windows
operating system features/tools:

1. Scheduler Tasks

2. System Resource Usage Monitor

3. Win32 Service

4. Update Sequence Number Journal

5. Windows LogFile

3.2. RESEARCH DESIGN
3.2.1. Research Environments

To research for critical windows operating system artifacts, several virtual environments were
set up as recommended by Ali and Meghanathan (2011). Virtualization provides multiple
traits, like resource efficiency and low costs to carry out a configuration of several operating

system environments.

The approach that | chose for my thesis is to create my virtual testing environment since | am
researching specific features in the Windows operating system. | chose to use VirtualBox
over VMware Workstation for two reasons, first Licensing Models for VirtualBox is free
opensource software and second VirtualBox performance is similar to VMware as it was
indicated by Amir Aghel Masjedi “Based on the results it was observed that, VMware
Workstation and VirtualBox performed close to each other” (Masjedi 2012, p. 111).

VirtualBox Graphical User Interface 6.0.24 r 139119 (Qt5.6.2) was installed on Windows
host workstation and used as a virtualization client. A total of four environments were set up.
The first two virtual environments were set up for Windows 7, the second Windows 10

virtual environment was set up for, and the final virtual environment was set up for Windows
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XP. All operating systems in the virtual environment updated to the latest version possible.

The hardware and software are discussed next.

3.3. HARDWARE AND SOFTWARE SPECIFICATIONS

3.3.1. Windows Host Workstation

The physical host workstation for the Windows environments was an ASUS G750JH-DB71
with the following specifications:

a. CPU: Intel(R)Core (TM) i7-4700HQ CPU (4Core/6MB L3 Cache) @ 2.40GHz up to 3.4
GHz

RAM: 4X8GB DDR3/1600 Dual Channel Memory

Hard Drive: 1 TB

GPU: GeForce GTX 780m

e. OS: Windows 7 Professional SP 1

o o o

3.3.2. Windows Virtual Environment

There were four different virtualization environments for Windows operating system. All

virtual machines had their entire disk space dynamically allocated. | used three flavors of the

Windows operating system as follows:

a. First two virtual machines: Windows 7 Enterprise edition Evaluation 64bit SP1, with a
disk space of 70 GB for each one of them

b. Second virtual machine: Windows 10 Enterprise edition Evaluation 64bit, Build
18362.19n1 release.190318-1202 with a disk space of 70 GB

c. Third virtual machine: Windows XP Professional Version 2002 Service Pack 3, disk
space of 10 GB

I used one Windows 7 virtual machine as a primary machine to do all the data acquisition and
analysis by installing FTM Imager, Artifast, and Axiom on it, | called DA&A, the reset of
virtual machines | used them to populate the required data for the research as you can see in

the below Figure 3.1.
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Figure 3.1: Virtual machines usage for acquisition, analysis and population of data
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3.4. ACQUISITION OF DATA

The acquisition of data took place after the population step by using the Windows operating

system tools on each of the selected artifact. Data was acquired from each virtual

environment using FTK Imager version 4.3.0.18. Once data was populated for each Windows

operating system tool the required data file was exported using FTK Imager. First, | attached

the VirtualBox Disk Image of the virtual machine that contain the populated data to the

acquisition and analysis DA&A virtual machine, which FTK Imager was installed on it, by

following these steps: (1) access DA&A settings, then (2) navigate to Storage, and (3) press

to add target Hard Disk as it is shown in the below Figure 3.2.

Figure 3.2: Data acquisition steps
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After running DA&A virtual machine launch Computer management tool and to make sure

that the newly added hard disk is online then Launch FTK Imager and | performed the
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following steps to add the evidence and extract the needed data for it, (1) hit Add Evidence
Item, (2) select Physical Drive and hit, (3) choose the data population Hard Drive as you can

see in Figure 3.3.

Figure 3.3: FTK Imager Adding Evidence
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The next step is to (4) navigate through the evidence to (5) the desired location and finally (6)
right-click to export the needed data to the evidence folder in the DA&A virtual machine as

presented in Figure 3.4.

Figure 3.4: Using FTK Imager to export needed data from evidence
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The Same steps are performed on the other populated data and by this the acquisition of data

is complete.

3.5. POPULATION OF DATA

Before Acquiring any data and perform analysis on critical windows incident response
artifacts, first, a population of data had to take place. This was accomplished simply by using
the tools of Windows operating systems which will produce or create and leave user’s
footprints. Files created based on user activities and operating system files updated due to
user activities are called artifacts. The following Table 3.1 which | created based on my

findings show how to populate these artifacts:
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Table 3.1: Tools used to populate data

Critical Windows

Incident Response Toolsusedto populate Data (Artifacts)
Artifacts

Task scheduler GUI
Task Scheduler Schtasks.exe
At.exe

Automatically generated by Windows 10 SRUM extensions:
-Windows Network Data Usage Monitor
System Resource -WPN SRUM Provider

Usage Monitor -Application Resource Usage Provider
-Windows Network Connectivity Usage Monitor
-Energy Usage Provider
Win32 Service Autor_natlcally Generated by any version of Windows operating system using:
-Services.exe
Update Sequence Automatically Generated by Windows operating system, Windows versions include 7 8

and 10, in addition to that by creating restore point. In case of Windows XP this feature

NumberJournal | ¢ ica ctivated by default and needsto be activated by using fsutil tool,

Windows LogFile Automatically Generated by Windows operating system

More details on the population of data of each artifact in the Finding Chapter where |
explained in this thesis how each artifact can be created by the user when he or she use

Windows operating system.

3.6. FORENSIC ANALYSIS OF DATA

There are several digital forensics tools that can be used to perform analysis on the evidence
collected in the previous data acquisition step, in this thesis | chose Artifast v4.0.10,
developed by Digisecure which is a local Turkish company located in Istanbul-Turkey,
because | have the privilege and permission to use and test their software while working with
their developers, and | chose Axiom v3.9.0.18130, developed by MagnetForensics, an

industry-standard tool in the computer forensics field.

The following steps was used to perform analysis on evidence by Artifast: (1) Create New
case, (2) Enter Case information, (3) Add Data Source Type in this thesis | worked with
Folder type in most of the cases, however, there are other types that can be used such as LO1,
EO1, and Raw Image, (4) Add Source Information, and the final step number (5) was
choosing the targeted Artifact then press run as it is given in the below Figure 3.5: Steps used to

analyze evidence by Avrtifast.
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Figure 3.5: Steps used to analyze evidence by Artifast
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The following steps were used to perform analysis on evidence by Axiom: (1) Create New
case, (2) Enter Case Details, (3) Choose Evidence Source, (4) Choose Evidence source type,
for Axiom | went with Folder in my thesis in most cases, however, there are other types like
EnCaselmages EO1, FTK Images AD1, Raw Images .dd, Virtual Machine Images .vdi, DMG
Images .dmg and Archives .zip and finally in step (5) I chose the target artifact and then press
run, as it is presented in the next Figure 3.6.

Figure 3.6: Steps used to analyze evidence by Axiom
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| used other tools like 010 editor which serve as a hex editor to analyze the contents of any
file. 1 used it to examine binary files, registry keys, and other types of files as needed.
Registry Explorer was used to examine and analyze evidence from the registry, DCode was
used to decoding Timestamp Data and lastly, XML Explorer was used to show the structure

of XML files in a tree from.

Results using these mentioned software’s are presented for each artifact in the findings
chapter.
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3.7. SUMMARY

Chapter three presented an overview of the research methodology of the thesis. This included
the thesis questions and design. This chapter summarized the research environments,
involving the hardware and software specifications for the host and four virtual

environments.

The population of data was done using Windows operating system tools to create the needed
artifacts. Forensics acquisitions were made of the virtual machines and then | used FTK
imager, Artifast, and AXIOM to perform the digital forensics analysis on the acquired data.
In the next chapter, | am going to demonstrate the outcome of my thesis on each artifact

extracted after using Windows operating systemtools.
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4. FINDINGS

4.1. ARTIFACTS

The thesis covers Artifact extracted from the following Windows XP/7/8/10 internals:
1. Scheduler Tasks

2. System Resource Usage Monitor (SRUM)

3. Update Sequence Number Journal ($UsnJrnl)

4. Windows LogFile ($LogFile)

5. Win32 Service

4.1.1. Task Scheduler

Windows Vista, Windows 2008, and Windows 7 systems manage scheduled tasks a bit
differently from previous versions of Windows. Starting with Windows Vista, Microsoft
introduced Task Scheduler 2.0 (Carvey2012, p. 138).

Several Windows components are implemented as services, such as the Print Spooler,

EventLog, Task Scheduler, and various networking components (Solomon etal. 2012, p. 75).

In this thesis, I am going to demonstrate the location, creation, and the structure of task

scheduler Artifact in addition to its relevance to digital forensics.

The task scheduler is an application that is delivered with every Windows operation system
which allows in advance defined actions to be automatically executed whenever a group of
terms is met. It was first introduced in Windows 95 as System Agent then renamed to Task
Scheduler in internet explorer 4.0 and windows 98, where the windows event log must be
running before Task Scheduler starts up. Since Windows Vista Task Scheduler is running

based on Microsoft Management Console (MMC) and tasks can be created using three tools:
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a. The GUI Windows Task Scheduler
b. Schtasks.exe (command line tool)

c. At.exe (only used as command line tool)

Tasks can be scheduled to execute:

a. Ataspecific time/time on daily/weekly/monthly/monthly day-of-week schedule

b. When a specific system event occurs, when computer enters idle state, when task is
registered, when system is booted, when user logs on, when a terminal server session

changes state

All three task-scheduling tools can work locally or remotely against other hosts.

4.1.1.1. Location of artifact

In my research, | have found that Task Scheduler artifacts are located in the following areas
within the Windows registry and files, and | have noticed that there are differences between
the old flavor of windows the legacy XP and the new Windows 7 (out of support in 2020) and
Windows 10 as follows where | am listing the type of files used for task scheduler and its

location:

Windows XP task scheduler locationsas it can be seen in Figure 4.1, Figure 4.2, and Figure
4.3:

a. .job files are in C:\Windows\Tasks

b. Registry: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Schedule
c. SchedLgU.txt, this log file is in C:\Windows

Figure 4.1: Windows XP task scheduler folder and .job file type
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Figure 4.2: Windows XP task scheduler location in registry
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Figure 4.3: Task scheduler log file location
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Windows 7/10 task scheduler location as seen in Figure 4.4, Figure 4.5and Figure 4.6:

a. .job and XML files are located in C:\Windows\System32\Tasks and C:\Windows\Tasks

b. .job and XML files are located in Registry
» HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\Taskcache\Tasks
» HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\Taskcache\Tree

Figure 4.4: Windows 10, task scheduler folder
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Figure 4.5: Windows 7, task schedueler folder
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Figure 4.6: Windows 7/10 task scheduler registry location
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4.1.1.2. Artifact creation

I have found that depending on the Windows version the user can create Scheduled Tasks one

of the following tools:
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a. Graphical User Interface GUI / Microsoft Management Console available in Windows
7/10

b. Schtasks.exe (command line tool) available in Windows 7/10

c. At.exe (command line tool) available in Windows XP/7

d. Scheduled Tasks service available in Windows XP

4.1.1.3. Structure of artifact

I have found that when a user using Windows XP, all task scheduler created tasks are .job file
type, this type of file is also used in Windows 7 if at.exe is used to create the task, whereas
this type of file is not used anymore in Windows 10, both Windows 7 and 10 use XML file

type for the tasks created using the GUI or schtasks.exe.

In the following paragraph, I will explain the difference between those two-file types starting
with .job file format then XML format.

4.1.1.3.1. Job file

I have found that Windows .JOB file specifies the task configuration. A .JOB file consists of
two main sections, (1) fixed-length, and (2) variable-length, all fields in the .JOB file format
must use little-endian byte ordering unless otherwise stated. All extra padding bytes are a

value of zero unless otherwise stated and all are ignored upon receipt.

I have found that the fixed length size is 68 bytes in total, and the binary structure is arranged
as follows as it can be seen in the following Table 4.1, starting at offset O with a size of 2
bytes these initial bytes represents the product version like Windows XP or any other
windows flavor as it is given in Table 4.2, offset 4 with a size of 16 bytes is for job
Universally Unique Identifiers (UUID) or Globally Unique Identifier (GUID)next important
offset is number 32 with 4 bytes in size which is the priority of the job, then offset 44 with a
size of 4 bytes for .job status, after that we have offset 48 with 4 bytes size representing the
flags and finally, the last important one is offset number 52 with a size of 2 bytes for system

time.
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Table 4.1: Fixed length binary map for .job files

OffsetOrder Size Value Description
0 2 Product version
2 2 1 File (format) version
4 16 Job UUID (or GUID)
20 2 Applicationnamesize offset, the offset is relative from thestart of the file.
22 2 Trigger offset, the offsetis relative from thestart of the file.
24 2 Error Retry Count
26 2 ErrorRetry Interval
28 2 Idle Deadline
30 2 Idle Wait
32 4 Priority
36 4 Maximum RunTime
40 4 Exit Code
44 4 Status
48 4 Flags
52 16 Last run time, Consists of a SYSTEMTIME

Table 4.2: Product version

Offset Size Description Type

0x0400 2 Windows NT 4.0

0x0500 2 Windows 2000

0x0501 2 Windows XP

0x0600 2 Windows Vista

0x0601| 2 Windows7 | | roducts
0x0602 2 Windows 8

0x0603 2 Windows 8.1

0x0a00 2 Windows 10

The following testing sample from the Windows XP .job file that | have prepared, shows how

to apply the binary map on the offset of .job file using any Hex editors it is given in Table

4.1, we can get the following information: Product version which is in this case 0105 since all

the hex are little Endian, reverse it to big Endian and this code will be 0501 for Windows XP
as you can see in Table 4.2, File version is 1, GUID of task, Exit Code is 00000000 which
means the task has completed successfully as it is shown in Table 4.4, Status Code is

00130400 little Endian and 00041300 in big Endian which means the task is ready to run at

its next scheduled time and the at the end we have Last run time of the running task as shown

in Figure 4.7.

Figure 4.7: Hex representation of Windows XP .job file using a Hex Editor

Last Run Time
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Using a time decoder we can get the last run time in a human readable format, so again by
applying the binary map on our example, the time offset is located at offset 52 with a size of
16 bytes little Endian E4 07 05 00 00 00 11 00 17 00 09 00 00 00 03 00 and using the
decoder the result will be 2020-05-18 02:09:00.0030000 +03:00 as seen in Figure 4.8.

Figure 4.8: Windows XP Decoding last run tine little endian to human readable

() DCode v5.1

File  Tools Theme Help

Time Decoding Time Encoding I Second select Little Endian
————T— - First ide the Hex val

T T T irst provi ex values
Mam readable Format Timestamp Value Input
@ SYSTEMTIME Structure (128-bit) (UTCS 2020-05-17 23:05:00.0030000 2

Format | Hexadecimal (Little-Endian) -
= | (@ SYSTEMTIME Structure {128-bit) 2020-05-18 02:09:00.0030000 +03:00
\

@ UUID (Guid) Timestamp (UTC) 0001-01-01 00:00:00.0000000 Z Value | E4670500000011001700030000080300
® UUID (Guid) Timestamp 0001-01-01 03:00:00.0000000 +03:00 I—lHjt Decod Decode

The Next example is for windows 7 .job files, keep in mind that this type of task scheduler
job was create using the Atexe tool, this leads to creating a .job file similar in its binary
structure to Windows XP .job file, as you can see in Figure 4.9, we can notice that Product
version is 0106 little Endian and 0601 big Endian for windows 7 as you can see in Table 4.2,
by applying the same technique to this case we can get the rest of the information need for the

investigation.

Figure 4.9: Hex representation of Windows 7 .job file usinga Hex Editor

Ve

Figure 4.10:Windows 7 Decoding last run time little endian to human readable

ode v5.1

File Tools Theme Help

Time Decodi Time Encodi Choose Little Endi
ime Decoding |mé ncoding : R —— | Second e Little an
Time and Date in Lbirst provide the Hex valve |
Human readable format
Mame Timestamp Value Input

@ SYSTEMTIME Structure {128-bit) (UTC) 2020-05-10 21:44:00, 1510000 Z
Format | Hexadecimal (Little-Endian) -

= @ SYSTEMTIME Structure (125-bit) 2020-05-11 00:44:00. 1510000 +03:00
@ UUID (Guid) Timestamp (UTC) 0001-01-01 00:00:00.0000000 Z iiel| E107050000000A001580200000009 760
@ UUID (Guid) Tmestamp 000 1-01-01 03:00:00,0000000 +03:00 Third Fit Decode Decode
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Exit code is 03000780 which means The system cannot find the path specified, status code
00130400 means Task is ready to run at its next scheduled time as it is mentioned in Table
4.4, and the Last run time in little Endian is E407050000000A0015002C0000009700
decoded to a human readable format to get 2020-05-11 00:44:00.1510000 +03:00 as you can
see in Figure 4.10.

Variable length structure is variable in size and comes exactly after fixed length, it consists of
the following of components, starting with offset O with size 2 bytes representing running
instance count as it is given in Table 4.3, next at offset 2 we have the application name with
variable size, the reset of the component have variable offset number and size and this applies
for parameters, working directory, author, comment and user data. One more thing to add is

that in these fields all data are stored as Unicode strings.

Table 4.3: Variable length binary map

| Offset | Size Description

0 2 | RunningInstance Count
Application Name
Consists of a Unicodestring.
Parameters
Consists of a Unicodestring.
Working Directory
Consists of a Unicodestring.
Author
Consists of a Unicodestring.
Comment
Consists of a Unicodestring.
User Data

2

After running the task job in Windows XP, the output of this process will be stored in
"SchedLgU.txt” which is the task scheduler log file that is provided in version 1.0.
SchedlgU.txt size is 32 Kilobytes and in general, this log includes information about the task
name, date and time when the task started, finished and the task process output in the form of
code, as you can see in Figure 4.11, it is also worth mentioning that the same code is used
within Task Scheduler GUI in Windows 7 and 10, I mention each code with its meaning as it
is shown in Table 4.4 you can see the code numbers in the right column, and its description

on the left column.
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Figure 4.11: Schedlgu.exe file

I SchedLgU. Txt - Notepad

File Edit
"Hearts.joh" (mshearts.exel

"Hearts.jobh" (mshearts.exe]

[ ##%¥% Most recent entry 15 above this Tine #wwww ]

Farmat  Miew Help

Started 91172020 1:44:00 4M

Finished 9112020 1:44:19 am
Result: The task completed with an exit code of (0.

Table 4.4: Last result codes used in Windows XP log, Windows 7 and 10 Gui

| Code Description
0or0x0 The operation completed successfully.
lorOx1l Incorrect function called or unknown function called.
20r0x2 File not found.
10 orOxa The environment is incorrect.
0x00041300 | Task is ready to run at its next scheduled time.
0x00041301 | Thetask is currently running.
0x00041302 | Thetask has been disabled.
0x00041303 | Thetask has notyet run.
0x00041304 | Thereareno more runs scheduled for this task.
0x00041305 | Oneor more of the properties that are needed to run this task have not been set.
0x00041306 | Thelast run of the task was terminated by the user.
0x00041307 | Eitherthe task has no triggers, or the existing triggers are disabled or not set.
0x00041308 | Eventtriggers do nothave set run times.
0x80010002 | cCall was canceled by the message filter
0x80041309 | A task’s trigger is notfound.
0x8004130A | Oneor more of the properties required to run this task have not been set.
0x8004130B | Thereis no runninginstance of the task.
0x8004130C | The Task Scheduler service is not installed on this computer.
0x8004130D | Thetask objectcould notbe opened.
0x8004130E | Theobjectis either an invalid task object or is not a task object.
0x8004130F | No accountinformation could be found in the Task Scheduler security database for the task indicated.
0x80041310 | Unableto establish existence of the account specified.
0x80041311 | Corruptionwas detected in the Task Scheduler security database
0x80041312 | Task Scheduler security services are available only on Windows NT.
0x80041313 | Thetask objectversion is either unsupported or invalid.
0x80041314 | Thetask has been configured with an unsupported combination of account settings and run time options.
0x80041315 | The Task Scheduler Service is not running.
0x80041316 | Thetask XML contains an unexpected node.
0x80041317 | Thetask XML contains an element or attribute from an unexpected namespace.
0x80041318 | Thetask XML contains avalue which is incorrectly formatted or out of range.
0x80041319 | Thetask XML is missinga required element or attribute.
0x8004131A | Thetask XML is malformed.
0x0004131B | Thetask is registered, but notall specified triggers will startthe task.
0x0004131C | Thetask is registered but may fail to start. Batch logon privilege needs to be enabled for the task principal.
0x8004131D | Thetask XML contains too many nodes of the same type.
0x8004131E | Thetask cannotbe started after the trigger end boundary.
0x8004131F | Aninstance of this task is already running.
0x80041320 | Thetask will not run because the user is not logged on.
0x80041321 | Thetask image is corruptor has been tampered with.
0x80041322 | The Task Scheduler service is not available.
0x80041323 | The Task Scheduler service is too busy to handle your request. Please try again later
0x80041324 | The Task Scheduler service attempted to run the task, but the task did not run due to one of the constraints in the

task definition.
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0x00041325 | The Task Scheduler service has asked the task to run.

0x80041326 | Thetask is disabled.

0x80041327 | Thetask has properties that are not compatible with earlier versions of Windows.

0x80041328 | Thetask settings do notallow the task to start on demand.

0x80070003 | Thesystem cannot find the path specified.

0xCOO00013A | Theapplication terminated as a resultofa CTRL+C,

0xC0000142 | The application failed to initialize properly.

As you can see in the below Figure 4.12, both Windows 7 and 10 use the same last run result

code in their GUI as like as window XP.

Figure 4.12: Last run codes in the GUI of windows 7 and 10

IZ:E-:ZI Task Scheduler (Local)

a [ 7, Task Scheduler Library Last Run Time e Author
- T Event Viewer Tasks 5/12/2020 3:00:01 PM The system cannot find the path sp ecified.
| Microsoft 7/21/2020 8:00:00 PM The system cannot find the file specified.
1 wpD 9/11/2020 9:16:07 PM The operation completed successfully,

9/11/202011:28:31 PM  The operation completed successfully. (0x0)
[ax413ﬂl|

9/11/202011:11:07 PM__ The task is currenthy running. PCl'clientl

4.1.1.3.2. Xml file

XML file has a hierarchical format and can be translated as a tree structure, called an XML
tree. It must contain a root element that is master of all other elements. All elements can
contain subparts, text, and attributes. XML file demonstrates its structure as a tree which

starts at the root element and divaricated to the lowest level of elements.

When the user creates a scheduled task using the GUI in Windows 7 or 10 an XML file is
generated, it is a tree represented visually which can be is ASCII chart or a more visually

complex hierarchy.

The task created will generate an XML file, that it contains the following tree branches,
starting from the root is Task version which contains the version of task in use currently it is
version 1.2, then followed by the main branches Registrationinfo, Triggers, Principles,
Settings, Actions Context ="Author" and Data, the final branch Data if it exist in the XML
file it will contain data type as seen in Figure 4.13, we can notice that each branch include
additional information related to the task created for example the Registration info contains
date/time, Author information that has a great importance to a digital forensics investigation,
other important information reside in triggers, principals, settings and Action as it is shown in
Figure 4.14 and Figure 4.15.
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Figure 4.13: Main xml file structure

~" starting Firefox
=B <Taszk version="1.2"»

-<RegistrationInfox

-<Triggers:>

-<Principals:

- <Settings>

-<Actions Context="Author":

Figure 4.14: Xml file structure

File  Edit View Format Tools Help

r=r=2" NIEE] = | [ | XPath:
- starting Firefox

=-<Task version="1.2"3»
é--(RegistratinnInfo>
--<Date>

<Author:>

<Description:

- <URI>

é--{'l'r“igger‘s>

{ E-<TimeTrigger>
é--(Principalm
--<Principal id="Author">
é--(Settings>
--{Mu1tip1&InstancesP01icy>
<DisallowstartIfOnBatteries:
<StopIfa@oingOnBatteries:
<AllowHardTerminate>
<5tartiWhenAvailable>
<RunOnlyIfNetworkaAvailables
<IdleSettings>
<AllowstartOnDemand>
<Enabled>
<Hidden>
<RunOnlyIfIdle>
<WakeToRun:
H- <ExecutionTimelimits
--<Pr‘i-:-r'ity>
- <Actions Context="Author">

él--<Exec>

--<Command>
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Figure 4.15: Structure of task schedule xml file

“starting Firefox |

- <RegistrationInfo>
- <Date>
|2020-05-18715:00:39.91588937|

<Authors
<Description>
Testing TS
<URI>» \
‘\starting Firefox mfo‘manbe
--<Triggers> used in Digital
= «TimeTrigger> / mfg:g:a?on
- <StartBoundary>
[2e20-05-18T18:00:21.2163701]
=- <Enabled>

true
- <Principals>
- <Principal id="Author">
- <RunLevel>
- <UserId>
DESKTOP-9C40716\D5
-- <LogonType>
InteractiveToken
#-<Settings>
- <Actions Context="Author”:
-] <Exec>»
= «Command >
I"C:\Program Files\Mozilla Firefox\firefox.exe"|

4.1.1.3.3. Registry key, subkey and values

Creating a task using the task scheduler in windows 7 and 10 will generate artifacts in the
registry which also can be very valuable to a digital forensic investigation, these artifacts are
created inside the registry key "Tree" and "Tasks", the artifact will take the name given by the
user when creating the task for example "starting firefox" this is a subkey to "Mytask™ and
contain the following registry values Names: "Id", "Index" and "SD", as it is shown in Figure
4.16, the most important value name is "Id", it is a REG_SZ type which is a string, more
specifically a UTF-16, and since it contains the GUID as its data, which is related for the task
that has been started and finished, this GUID will help us navigate to the subkey inside
"Tasks™ as it is given in Figure 4.17. After Navigating through Task until we reach the
specified GUID we will find the following value names: Author, Date, Description, Path, and
Hash all of them are REG_SZ type which is a string UTF-16 except Hash which is a
Reg_Binary type and this value Name is so valuable since it can be used to verify the
integrity of XML task file.
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Figure 4.16: Task GUID

L

Tasks

Tree
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GoogleUpdateTaskMa
Launching Metepad+-

Launching TearmViewe

Microsoft
Mozilla
W My Tasks

Motepad task
starting firefox

~

Marne Type [Task | Data
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| Index REG_DWORD  Ox 00000003 (3)
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Task
| L1 Created by
Gl

Figure 4.17: Navigating through subkey Tasks using GUID

Microsoft\Windows NT\Current‘u’ersil:un\ScheduIe\TaskCache\T35k51{31 32380D0-C106-4440-982F-9901 CEDBFIC4]} I

|
1

|

0}
1

bl

|| Name Type Data
GUID of the task from
ab|(Default) REG_5Z (value not set) Tree registry key
iia| Actions REG_BINARY 03 00 0c 00 000041 007500 74 00 68 00 &f 00 72 00 66 66 00 00 00 00 5c 0000 00 2200 43 00 3a 00 5c 00 5
2b] Author REG_SZ DS\DS [ Value Name |
B Date | REG_SZ 2020-09-10T08:11:17.4116091
|28 | Description REG 57 This task will start firefox on the chosen time and date E’f
‘.’.%\D)rnamiclnfo REG_BINARY 0300000079 d0 e8 al 84 87 d6 01 93 98 1f d9 a7 &7 d6 01 00 00 00 Of 0 1007 80 b7 a9 81 ¢4 84 87 d6 01
| Hash REG_BIMNARY  a00199fd40c00f37 ced3 3eOb bdc3f 16 ccealcb3fI0df343 0eed31fbel 8225560
ab|Path REG_5Z Wiy Tasks\starting firefox
7% Schema REG_DWORD (00010002 (65538)
a| Triggers REG_BINARY 17 0000 00 00 00 00 0001 07 09 0000 00 0a 00 00 42 d2 Oe 4a 27 d6 01 00 07 09 00 00 00 Da 0O ff ff ff ff ff ff}
ab| LR| REG_SZ “MyTasks\starting firefox

4.1.1.4. Relevance to digital forensics

Digital Forensic investigator can get much critical information after analyzing Task

Scheduler artifacts for the investigation and I can list the most important ones as follow:

a.
b.

o

Name of the executable file or application that is used to perform the task

Path of the file (location on Hard Drive)

Time and date of task creation, execution and its status (complete, canceled or failed)

Name of the user account used to create the task and the computer name used in that

This information can help the digital forensics Investigator in detecting Lateral Movement

techniques used by an intruder to move between the systems in a compromised infrastructure

which allows them to use for example the freely available PSExec.exe tool to run attack

commands.
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4.1.1.5. Timeline analysis

After collecting this information from its location and analyzing it by the researcher as I did
in this thesis, the results will be handed over to the developers where it will be used to create
an application (Parser) to display the results related to the task scheduler artifact based on
when they occurred in chronological order, in other words in a timeline format. The output
will be analyzed by a digital forensics investigator to determine Who did What, When,
Where, and Why.

In the following example, | have used "Artifast” which a professional digital forensics
software which developed by Digiseure for digital forensics investigation, these results I
gathered from the test experiments that | performed on windows XP testing operating system,
where it shows all the task scheduler .job files in a Timeline format as it is shown in Figure
4.18.

Figure 4.18: Timeline Analysis for .job file

Timeline View  Artifact View | Reporting

Time (UTC) ¥ Time Description Artifact Name Category Description Source Version Evidence Name
09/10/2020 22:41:15 File Creation Da.. Task Scheduler (job) os Command=CAWINDOW... Tasks/Hearts.job 110 WinXp TaskScheduler
06/24/2020 09:15:57 File Creation Da... Task Scheduler (job) 0s Command=CAWINDOW... Tasks/User_Feed Synchr.. 110 WinXp TaskScheduler
05/17/2020 22:27:12 File Creation Da.. Task Scheduler (job) os Command=C\Program .. Tasks/chrome job 110 WinXp TaskScheduler
05/17/2020 22:27:12 File Creation Da... Task Scheduler (job) os Command=CAWINDOW.. Tasks/Minesweeper.job 110 WinXp TaskScheduler
05/17/2020 22:27:12 File Creation Da.. Task Scheduler (job) os Command=CAPROGRA.. Tasks/Running Internet E.. 1.1.0 WinXp TaskScheduler
05/17/2020 20:00:07 File Creation Da... Task Scheduler (job) os Command=C\Program .. Tasks/GooglelUpdateTask.. 1.1.0 WinXp TaskScheduler
05/17/2020 20:00:07 File Creation Da... Task Scheduler (job) o5 Command=C\Program .. Tasks/GoogleUpdateTask.. 1.1.0 WinXp TaskScheduler
05/16/2020 15:11:19  File Creation Da... Task Scheduler (job) 0s Command=CAWINDOW... Tasks/Microsoft Window... 1.1.0 WinXp TaskScheduler
05/16/2020 15:11:16 File Creation Da.. Task Scheduler (job) os Command=CAWINDOW... Tasks/Microsoft Window... 1.1.0 WinXp TaskScheduler
05/16/2020 08:40:26  Creation Date  dat Internet  Name=5ADAT ; Path=T.. Tasks/SA.DAT WinXp TaskScheduler

Pressing on Artifact view will show more detailed information in timeline format as you can

see in Figure 4.19.
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Figure 4.19: Artifact view will show more details

Time Description
File Creation Date
File Creation Date
File Creation Date
File Creation Date
File Creation Date
File Creation Date
File Creation Date

File Creation Date

File Creation Date

Timeline View = Artifact View Reporting

Time (UTC) #Command
09/10/2020 22:41:15 CAWINDOWShsystem32ymshearts.exe
06/24/2020 02:15:57 CANWINDOWS\system32\msfeedssyncexe

05/17/2020 22:27:12 C\Pragram Files\Google\Chrome'Applicationchrome.exe

05/17/2020 22:27:12 CA\WINDOWS\system3Z\winmine.exs

05/17/2020 22:27:12 CAPROGRA~ININTERN~L\iexplore.exe

05/17/2020 20:00:07 C\Program Files\Google\Update\GoogleUpdate.exe
05/17/2020 20:00:07 C\Program Files\Google\Update\GoogleUpdate.exe
05/16/2020 15:11:19 CAWINDOWS\system32'p_eos.exe

05/16/2020 15:11:16 CANWINDOWShsystem32\xp_eos.exe

#Exit Code
0
3221225786

o
4]
1
0
4]
0
0

[@ Task Scheduler (job)
#Creator #Last Run Time #Product Version
clientl 2020-08-11 01:44:00 Windows XP
clientl 2020-09-11 17:22:04 Windows XP
dlientl 2020-05-17 23:09:00 Windows XP
clientl 2020-05-24 22:50:04 Windows XP
clientl 2020-05-17 23:07:42 Windows XP
lientl 2020-09-11 17:18:13 Windows XP
clientl 2020-09-11 02:05:00 Windows XP
clientl 2020-08-11 17:18:13 Windows XP
clientl 2020-09-07 14:31:12 Windows XP

#Task Name
Hearts
User_Feed_..
chrome
Minesweeper
Running Int...
GoogleUpd...
GoogleUpd...

Microsoft W...
Microsoft W...

Source
Tasks/Hearts job
Tasks/User_Feed_Synchr...
Tasks/chrome job
Tasks/Minesweeper,job
Tasks/Running Internet E...
Tasks/GooglelpdateTask...
Tasks/GoogleUpdateTask...
Tasks/Microsoft Window...
Tasks/Microsoft Window...

The next example will be from Windows 7 testing operating system however | am going to

use "Magnet AXIOM" another digital forensics investigation software, parsing the evidence

using this software will show task scheduler .job file and XML files in a timeline format, for

a digital forensics investigator it will be very easy to answer the questions related to the

investigation so, for example, a job name AT2.job was triggered to run chkdsk for driver D

on 12/5/2020 by the system as you can see in Figure 4.20 and Figure 4.21Error! Reference

source not found..

Figure 4.20: Windows 7 task scheduler timeline Analysis parsing results

an 02

At2,job

Date/time

0120001PM  Modifed Fileifeider cpening

(] [E 7]

1/1/2020 12:00:00 AM - 9/15/2020 3:26:14 PM

< 3 OF 4 TIMESTAMPS >

Dateftime... Timeline categary Category Type tem..
File
File knowledge File

File

Fileifeider epening

cotooate [E| — zoom — | weex:
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Figure 4.21: Windows 7 task scheduler detailed results

DETAILS

ARTIFACT INFORMATION
MName
Command
Author
Created Date/Time - Local Time
Description
Status

Triggers

Actions

At2.job

chkdsk /D

SYSTEM

05/12/2020 01:22:14 AM
Created by NetScheduleJobAdd.

Ready

CalendarTrigger/Enabled: true
CalendarTrigger/HasEndDate: false
CalendarTrigger/KillAtDurationEnd: false
CalendarTrigger/StartBoundary: 5/12/2020 3:00:00 PM
CalendarTrigger/MinutesDuration: 0
CalendarTrigger/MinutesInterval: 0
CalendarTrigger/5chedule: Once

Command: chkdsk /D

4.1.2. System Resource Usage Monitor

System Resource Usage Monitor (SRUM) was first seen in Windows 8 and is still exist in
Windows 10. This is a new modem feature integrated within the new version of Windows
operating system since Microsoft has pulled the plug on Windows 8 life support, thus in my

thesis, | have decided to cover only Windows 10, besides, this feature is not available in the

older versions such as Windows 7 and XP.

SRUM is a new technology that traces down user defails, operating system resources usage,
and network transactions, most of this information is hidden from the operating system end-
users, thus end user only can access a fraction of this data using the App history tab in the
Task Manager, this data consist of mainly Name of the application, CPU time and Network

as it is demonstrated in Figure 4.22, however, it is stored all the other information in a

database within the Windows 10 internals.
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Figure 4.22: Portion of SRUM data shown in App history tab of Task Manager

17 Task Manager - m] X

File Options View

Processes Performance App history  Startup  Users Details  Services

Resource usage since 10/6/2020 for current user account.

Delete usage history

~

Mame CPU time MNetwork | Metered network Tile updates
B Microso ft Edge 0:06:08 384 MB 0MB 0MB
£ Microso ft Store 0:01:02 20.8 MB 0MB 0MB
Skype 0:00:22 0.1 MB 0MB 0MB
ﬂ Mobile Plans 0:00:08 0MB 0MB 0MB
[F Photos 0:00:04 0MB 0MB 0MB
. Mail and Calendar 0:00:03 0.1 MB 0MB 0MB

Extracting information or artifacts from SRUM, will serve and provide digital forensics
examiner an edge during a digital investigation. Artifacts stored within SRUM database helps
in tracing down user activity and network processes. Digital forensics investigators will gain
a historical view over the past events on the operating system by linking recovered data

together.

4.1.2.1. Location of artifact

In my research | have found that SRUM files are located only within Windows 8 and 10, and
precisely there are two places, the first place is temporary inside Windows operating system
registry key, and the last place is permanent within Windows Internals C drive folders as it is
demonstrated in the following Figure 4.23 and Figure 4.24, here as you can see SRUM is
stored inside “sru” folder inside System32 directory of Drive C:

a. /HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\SRUM\

b. C:\Windows\System32\sru

I have found that SRUM stores its temporary data in registry hive KEY_LOCAL_MACHINE
inside SRUM subkey of CurrentVersion subkey of Windows NT subkey of Microsoft.
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Figure 4.23: SRUM temporary location in registry

ﬁ Registry Editor SRUM temporary
File Edit View Favorites Help ocation in Registry

ComputerHKEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows N'I"‘-JCurrvant‘-.n‘varsiu::r1‘-£;F{UI'\«"r‘r

Y — * || Name Type Datz
tensions ah}':DEfEUVEJ REG_SZ (value not set)
Parameters A
Telemnetry o

Here as you can see SRUM is stored inside sru folder inside System32 directory of Driver C.

Figure 4.24: SRUM permanent location

CAWindows\System32hsr -~ v | D
-~ SRUM
Mame Date modified Type permanent
location
|#] SRU.chk 10/9/2020 2:39 PM Recovered File Fragments
|=] SRU 10/9/ 39 PM Text Documnent
|£ SRUDDDZ6 10/7/2 128 PM Text Document
|=| srUDDDZT 10/7/2020 7:31 PM Text Docurnent
|=] SRUODD28 10/8/2020 12:28 PM Text Docurnent
| SRUDB.dat 10,9/ 2 DAT File

4.1.2.2. Artifact creation

SRUM is integrated with Windows operating system, meaning that it is part of the operating
system once it is installed it will start functioning as soon as Windows end-user logs in as it is
stated by Yogesh Khatri: This service is enabled by default and configured to start
automatically upon system startup on all Windows versions, including Enterprise versions
(Khatri 2015, p. 54).

What happened behind the scenes inside the Windows operating system while it is running, is
that it uses several extensions to observe multiple operating system resources. These
extensions include:

a. Windows Network Data Usage Monitor

b. WPN SRUM Provider

c. Application Resource Usage Provider

d. Windows Network Connectivity Usage Monitor
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e. Energy Usage Provider

The following Figure 4.25 that | have prepared

shows the main extensions used by Windows

10 SRUM in the registry as you can see each extension has its GUID with the associated

DLL files from system 32 folder.

Data collected by Windows 10 SRUM are stored temporarily in these extensions, then it will

be moved to from temporary location in the registry hive software to be stored permanently

in Windows 10 system32 directory. Data are stored periodically, exactly every hour and on

shutdown, permanent stored data considered

forensic examiner.

to be a very critical artifact to any digital

Figure 4.25: SRUM GUIDs and DLL filesin Windows 10 operating system

GUIDs and DLL files used by SRUM
Extensions

SRUM

Extensions
{5C8CF1CT7-7257-4F13-B223-970EF5939312}
{TACBBAA3-D029-4BE4-9ATA-0B8592TF1DEF}
{973F5D5C-1090-4944-BESE-24B34231A174}
{BEDB2AF1-FT20-4E17-8077-6CBOADEABFCA}
{d10ca2fe-6fcf-4f6d-848e-b2e30266faB6}

E d10calfe-6fcf-4f6d-848e-b2eG9266fa SQE I

{DATIFBE9-ZBEA-4DDC-B6B3-6E048C EDM??}’_//
{DD6636C4-8929-4683-9T4E-22 C046A43763}

o

w

\SRUMExtensions\{973F5D5C-1090-4944-BEBE-24B94231A174}

Type Data

REG_SZ Windows Network Data Usage Monitor
REG_EXPAND_5Z %aSystermRoot?a\System32\nduprov.dil

WSRUM\Extensions\{d10ca2fe-bfcf-4f6d-848e-b2e99266fa80)

Mame Type Data
ab] (Defaulf) REG_SZ WPN SRUM Provider
ab|DiName  REG_EXPAND_SZ %e5ystemRoot 36\ System32\wpnsruprov.dil

WSRUM\Extensions\{d10ca2fe-6fcf-4f6d-248e-b2e99266fa80)

Mame Type Data
a_b] (Default) REG_SZ Application Resource Usage Provider
ab|DlName  REG_EXPAND_SZ %eSystemRoot e\ System3Z\appsruprov.dil

\SRUMExtensions\{DD6636C4-8329-4683-074E-22 C046A43763}

Data
Windows Network Connectivity Usage Monitor

MName

ab) (Default)
ab]| DilName

Type
REG_5Z
REG_EXPAMD_SZ %:SystemRoot?:\System32\ncuprov.dil

ffeedel4f-02a9-4550-b5ce-5faldallle3 T} \
ASRUM\Extensions\{feede14f-02a9-4550-b5ce-5fa2da202e37}

Nam Type Data

al REG_SZ Energy Usage Provider

4| Flags REG_DWORD (x00000019 (25)

ab| DiIName REG_EXPAND_SZ  %SystemRoot?\System32\energyprov.dil
‘.'.'s] LastlongTermUpdate REG_CQWORD 0x 00000000 (0)

The following subsection give more details about the type of data collected in both locations

by Windows 10 SRUM feature.
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4.1.2.3. Structure of artifact

4.1.2.3.1. Registry SRUM subkey

As mentioned above in this thesis, Windows 10 SRUM feature store data temporarily in
registry hive Software inside SRUM subkey. this subkey SRUM uses number of extensions

and its associated DLL files to collect data about user activity.

This registry artifact, as described by Antun Duracnec: Its records user’s Security Identifier
(SID) that executed the program. Furthermore, it records the names of all networks on which
system has been connected, length of connection and how many bites were written to or read
from the hard drive by the specific application. Its records application battery usage and
Central Processing Unit (CPU) usage (Duracnec etal. 2019, p. 1417).

| have Created subsequent Table 4.5 SRUM that shows GUID, extensions name, and its
associated DLL files with its registry type.

Table 4.5: Srum Guid, extensions name and associated dll files

Extension name DLL files Registry File type

973F5D5C-1D90-4944- Windows Network Data nduprov.dil
BESE-24B94231A174 Usage Monitor '
d10ca2fe-6fcf-4f6d-848e- | WPN SRUM Provider
b2699266f286 wpnsruprov.dil
d10ca2fe-6fcf-4f6d-848e- | Application Resource aposruprov.dil REG_Sz
b2e99266fa89 Usage Provider PPSTUPTOV. REG_EXPAND_SZ both
DD6636C4-8929-4683- Windows Network arestring UTF-16
974E-22C046A43763 Connectivity Usage ncuprov.dil
Monitor
T;%ﬁg{) ggg? 4550-b5ce- | Energy Usage Provider energyprov.di

The collected information is saved to the file every hour and on operating system shutdown
this imply that digital forensics analyzer will not know the precis time of application

execution. This data then saved in registry then moved to database inside system32 directory.
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4.1.2.3.2. SRUDB.dat

Extensible Storage Engine (ESE), also known as JET Blue, is a database engine from
Microsoft that does not speak SQL (Talyor 2017).

Extensible Storage Engine (ESE) database is a technology developed by Microsoft, it is used
in different Microsoft applications such as Exchange, Active Directory, and multiple features
within Windows 10 operating system such as SRUM. SRUM use this technology to store all
the information collected in registry by SRUM extensions into SRUDB.dat which is an ESE

database file that contains multiple tables.

SRUM perform the same operation using extensions, GIUD and its associated DLL files to
save the information on SRUDB.dat, as it was elaborated by Steve Anson: These same
GUIDs are used as the names for the associated tables in the SRUM ESE database (Anson
2020, p. 324).

This artifact stores information that have been already mentioned in the above subsection and

can be summarized in the following table.

Table 4.6: Type of data in Srudb.dat

‘ Activity Name ‘ Stored Data

Full path to executable
Applicationactivity | User Security identifier (SID)
Volume of accessed data
Network connections
Startingtime / Duration
Network Activity | Service Set Identifier (SSID)
Data sent/ received
CPUtime

The File structure of SRUDB.dat shows that is consist of two parts (1) File header and (2)
Fixed size pages, the byte order inside SRUDB.dat is in little-endian, and database is stored
inside pages. | used 010 editor tool to show the file structure of SRUDB.dat file header in
Hexadecimal as you can see in the following Figure 4.26.
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Figure 4.26: Srudb.dat file structure

| Checksum |Fi|e Signature I File Farmat Version I

Database Time Database State | Database Signature

| have created the below Table 4.7: Offset order of Srudb.dat with more details on the binary
structure of the SRUDB.dat file and | have found that: checksum is at offset 0 with a size of 4
bytes, file signature is at offset 4 sizes of 4 bytes, file format version is at offset 8 with a size
of 4 bytes, the file type is at offset 12 if its value is all zero then SRUDB.dat file contain
database however if this value is 1 then SRUDB.dat contain the streaming file.

At offset 16 we have database time with 8 bytes size, then offset 24 to 51 is for Database
signature which contains a random number, log and NetBIOS name, last but not least we
have in this table database state at offset 52 with 4 bytes size, in this case it is 3 which means

clean state.

Table 4.7: Offset order of Srudb.dat

Offset Size Description

0 4 Checksum
4

File Signature

)
8 4 File Format Version
4

12 File Type:
0 for database

1 for Streaming file

16 8 Database Time

First 2 bytes: Hours
Second 2 bytes: Minutes
Third 2 bytes: Seconds
Last 2 bytes: Padding

24 28 Database Signature

Offset 0 random assigned number
Offset 4 creation date and time
Offset 12 NetBIOS computer name
52 4 Database State

1 was just created

2 require recovery

3 clean state

4 upgrading
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In my thesis have chosen to use the ESE database viewer and Magnet Axiom to examine the
content of the SRUDB.dat file, ESE database viewer shows artifacts from SRUM extensions
which are stored in several tables as you can see in the below Figure 4.27 and Figure 4.28 we

can see the content of Windows Network Data Usage Monitor table.

Figure 4.27: Srudb.dat Tables

"2 ESEDatabaseView: ChUsershclientl\Desktop\Evidence\SRUDE. dat\SRUDE. dat
File Edit View Opticns Help

| j i |§1 == E '.n | Windows Network Data Usage Monitor |

T
| o73F5D5C-1D90-4944-BEBE-24894231A174} [Table ID = 18, 3 Columns] /- -
{5CCF1C7-7257-4F 13-B223-G70EF 5939312} [Table ID = 12, 44 Columns]
7ACBBAA3-D029-4BE4-9ATA-D885927F IDSF} [Table ID = 15, & Columns L

{DIDCA2FE-6FCF-4FGD-84~8E-BZE99266FA86} [Table ID = 27, 7 Columns]
{D10CAZFE-6FCF-4F6D-348E-B2E99266FAS9}  [Table ID = 21, 19 Columns
{DDB636C4-8929-4683-974E-22C046A43763F  [Table ID = 24, 9 Columns] a——o Other
{FEE4E 14F-02A9-4550-B5CE-5FAZDA202E37} [Table ID = 30, 11 Columnsla——""" | Tzhles
{FEE4E 14F -02A9-4550-B5CE-5FAZDA202E37UT  [Table ID = 33, 16 Columns]

Figure 4.28: Network activity data inside Srudb.dat

" ESEDatabaseView: C:\Users\clientl'\Desktop\Evidence\SRUDB. dat\SRUDE.dat RS
File Edit View Options Help
2RRO=FEA
[{DD6636C4—8929—4683-9?4E—22C046A43?63} [Table ID = 24, 9 Columns] -
Autolncld TimeStamp Appld Userld Interfaceluid L2Profileld ConnectedTime ConnectStartTime L2ProfileFlags
@130 10/12/2020 7:10:00 PM 1 2 1689399632855040 0 3614 132469997860033068 0
@1n 10/12/2020 8:09:00 PM 1 2 1689399632855040 0 7154 132469997860033068 0
@132 10/13/2020 8:10:00 AM 1 2 1689399632855040 0 3638 132470465610975189 0
@133 10/13/2020 9:11:00 AM 1 2 1689399632855040 0 7298 132470465610975189 0
L 4134 10/13/202010:11:00 AM 1 2 1689399632855040 0 10898 132470465610975189 0

Using Magnet Axiom shows more precise details extracted from these Artifacts, we can see
the application 1D, Interface type ETHERNET _CSMACD recorded on 13/10/2020 at
10:11:00 by the operating system with a duration of 3 hours. This evidence is from my virtual

machine Windows 10 where | used it to browse the internet for 3 hours and as you can see it
is recorded in the SRUM database.
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Figure 4.29: Artifact Information using Axiom

ARTIFACT INFORMATION

EntryID 134

G]

Recorded Timestamp Date/Time  10/13/2020 10:11:00 AM

Interface Type  ETHERNET_CSMACD

G]

Connection Start Date/Time  10/13,/2020 7:09:21 AM

Duration (Seconds) 10898

EVIDENCE INFORMATION

Source  PhysicalDrive0 - Partition 2 (Microsoft
NTFS, 58.48 GB) [C:\] - [ROOT]\Users
\client1\Desktop\Evidence\SRUDB.dat
\SRUDB.dat

Recovery Method  Parsing
Deleted source

Location Table:
{DD6636C4-8929-4683-974E-22C046A437
63} (TimeStamp: 10/13/2020 10:11:00

4.1.2.4. Relevance to digital forensics

SRUM is one of the essential resources in a digital forensic investigation, it offers forensics
investigator a historical sight into the previous operating system usage. It used to collect
evidence of program executions such as phishing emails that deliver malware the digital
forensics investigator wants to know if the user clicks it, did the malware run and if the email

was sentto anyone else.

SRUM can be used as a last resort in case of a security event, in rare cases when there are no
logs of any kind such as Syslog, event logs, centralized long-term logging, and no IDS.
Determine which user launches a specific process data upload and download keeps data of

programs that were deleted installed uninstalled run from external media.

4.1.2.5. Timeline analysis

For timeline analysis | have used “Magnet Axiom” to parse the evidence collected by FTK
Imager, Axiom will show SRUDB.dat files in a timeline format, for a digital forensics
investigator it will be able to answer the questions related to the investigation, as you can see
in Figure 4.30.
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Figure 4.30: Srum Timeline Analysis using Axiom

7/30/2020 10:09:19 PM - 10/15/2020 5:22:06 AM ’T| WEEKS y F| PAGE

/W

I T I T I T I T T I T
Jul 31 Aug 07 Aug 14 Aug 21 Aug 28 Sep 04 Sep 11 Sep 18 Sep 25 Oct 02 Oct 09
2020 2020 2020 2020 2020 2020 2020 2020 2020 2020 2020

134 < 1 OF 2 TIMESTAMPS >

Date/time Date/time attribute Timelin... Category Type
10/12/2020 8:09:00 PM  Recorded Timestamp Date/Time Cperating System  SRUM MNetwork Usage
10/12/2020 8:09:00 PM  Recorded Timestamp Date/Time Operating System  SRUM Metwork Usage
10/12/2020 8:09:00 PM  Recorded Timestamp Date/Time Cperating System  SRUM MNetwork Usage
10/12/2020 8:09:00 PM  Recorded Timestamp Date/Time Operating System  SRUM Metwork Usage
10/13/2020 7:09:21 AM  Connection Start Date/Time Metwork activity Cperating System  SREUM Network Connections
10/13/2020 7:09:21 AM  Connection Start Date/Time Metwork activity Cperating System  SREUM Network Connectiens
10/13/2020 7:09:21 AM  Connection Start Date/Time Metwork activity Operating System  SEUM Network Connections

4.1.3. Win32 Service

Win32 Service also known as Windows Services is the backbone of the Microsoft Windows
operating system which allows the creation of processes. On the contrary to usual software
that is initiated by the end-user and exclusively runs when the end-user logged in, Windows

services start without the end-user interaction and can continue to run even after logging off.

Furthermore, Windows Services running in the background will be triggered when the

Windows operating system is booted.

Windows Services is a component of every version of the Windows operating system, and as
an end-user you can access and manage to start, stop or disable them through multiple tools
such as Microsoft Management Console (MMC) or Windows Services Manager, running one
of them the end-user can change the state of a service as it is shown in the following Figure

4.31Figure 4.31: Windows services manager.
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Figure 4.31: Windows services manager

S
File Action View Help
ol A1 o NERENESN 7 NN B
& Services (Local) Mame . Description Status Startup Type Log On As

Lo ##1d_Stringl.6844..  ##1d_String...  Started Automatic Local System

o ActiveX Installer (.. Provides Us... Manual Local Systemn

o Adaptive Brightness  Monitors a... Manual Local Service

GoAdobe Acrobat U..  Adobe Acro...  Started Automatic Local System

o Adobe Flash Playe... This service ... Manual Local System

.VI Start 285 B Manual Local System

o <tap ines ... Manual Local Service
4 test., Started Manual Local System
4 Pause 25 5L, Manual Local Service
4 FES iR, Manual Local System
E Restart Started Automatic Local Systemn
4 Al Tasks , [5sU Manual Metwaork Service
4 Started Automatic Local Systemn
f Refresh rsfil...  Started Automatic (D.. Local System

S . ce Fil..  Started Automatic Local Service
f Properties _ hos... Manual Local System
£ Help IEMNG.., Manual Local System

These changes on Windows services are stored within Windows intemals and has a great
value in case of a security incident and will help the digital investigator in revealing such
threats where threat actors use Windows services as a persistent technique that grants threat
such as malware, worm, backdoor or remote access Trojan (RAT) to carry on functioning

across rebooting, and it will be considered as an Advanced Persistence Threats.

In the following subsections | am going to demonstrate the location, creation, and structure of
Windows Services, and end it with its relevance to digital forensics and timeline analysis of

artifacts extracted from this feature of Windows.

4.1.3.1. Location of artifact

In my research, | have found that Windows Services artifacts are located in the following
areas within the Windows registry and folder directories of %SystemRoot%)\, and | have
noticed that there is no difference regarding the location of artifact between the old version of
Windows the legacy XP, Windows 7 (out of support in 2020) and the new Windows 10 as it

is shown in the following Table 4.8 that | have created:
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Table 4.8: Windows Service locations

Windows
Version

Locationof Artifact Description

Containstwofiles:

C:\WINDOWS\system32 .
e Services.exe

Windows XP, 7 e Services.msc
and 10 Registry location where alldata
HKLM\SYSTEM\CurrentControlSet\Services from runningand stopping

Windows servicesare stored

The following Figure 4.33, and Figure 4.33, shows that there are no differences between all

Windows version as you can see for registry and directories.

Figure 4.32: Windows Services in registry for different Windows versions

eg dito 4§ Registry Editor — [ Registry Editor
File Edit View Favorites Help Windows XP File Edit View Favorites Help | Windows 7 I File Edit View Favorites Help Windows 10
g Hardware Profiles A Name i || Policies [ Mame Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSetiServices
Sl | [ efaul b services i
(10 LastknownGoodRecovery o | | 2 ) o - || 2E](Default) - :“"‘f‘es “ || Name Type
o — Compute\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet e 28] (Default REG_54
1My Computer|\HKEY_LOCAL_MACHINE\SYSTEMICurrentContralSet|Services | Computert 2 = E\: \CurrentControlSetiservices - -

Figure 4.33: Windows Services directory for different Windows versions

W Windows\Systemn 32

M Mame

B Eservices.exe Mame Mame
b %services.msc

B services.exe [#E] services

[ EXS [P I IR M S —

%, services.msc o =ervices

4.1.3.2. Artifact creation

Windows Services come integrated with every version of Windows operating system, and
will start automatically as soon as the OS is booted as explained by Harlan Carvey:

Windows services are programs that run automatically when the system is booted and are
started by the system and with no interaction from the user (however, users with the

appropriate privileges can install, start, and stop services) (Carvey 2016,p. 82).
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4.1.3.3. Structure of artifact

Windows Services are managed by Windows Services Control Manager, performing changes
on this manager will change the status of services, this information is stored in Windows
registry hive HKEY _LOCAL_MACHINE. In the following subsection, | am elaborating on

both components of this feature.

4.1.3.3.1. Windows Services Control Manager

Windows Services are administrated by a tool integrated with each version of the Windows
operating system called Windows Services Control Manager, the manager shows a list of
services names, descriptions, status which can be either running, stopped or paused, and
service type. Double-clicking on any service presents the properties with more details and

options as you can see in Figure 4.34.

Figure 4.34: Windows service properties

< Services

File Action View Help

&= BB c=Hm »anmp

 Services (Local) Marme Description Status Startup Type Log On As
o ActiveX Installer (.. Provides Us... Manual Local Syste...
. Adaptive Brightness  Monitors a... Manual Local Service
. Adobe Flash Playe... This service ... Manual Local Syste...
4 Adobe Flash Player Update Service Properties (Local Computer) | £ | 1
* e
General | Log On I Recovery Dependenciesl e
Service name: AdobeFashPlayerUpdateSve
Display name: Adobe Flash Player Update Service

Windows Services consist of four categories as it was clarified by Shanker Naik:
Local Services, Network Services, and System. Third-party applications such as antivirus

software may also install their services (Naik etal 2019, p. 1).

Windows Service Manager runs using:
a. Service.msc is the tool that the end-user can use to launch Windows Service Control

Manager
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b. Service.exe isa pre-Windows installation executable and is a Windows application that is

responsible for loading and initializing auto-start device drivers and Windows Services

The next subsection demonstrates the structure of the final location where the information of

each service is stored inside the “SYSTEM” hive “Services” subkey of the Windows registry.

4.1.3.3.2. Registry Services subkey

Windows Services store all information in registry Hive “SYSTEM” more specifically in:
a. HKLM\SYSTEM\CurrentControlSet\Services

This Subkey is followed by several service names each one of them contain different registry
attributes where all information needed for digital forensics analyst lies. There are no
differences between versions of Windows operating systems regarding the registry Services

subkey.

Jerry Honeycutt described the Services content:
The Services subkeys contain entries for standard and optional Windows services, such as
network drivers and services. Although the values of the entries differ for each service, most

Services subkeys have the same subkeys and entries (Honeycutt 2005, p. 468).

Every Service subkey carries the name of the service that uses it. Often, this is also the name

of the file from which the service is loaded.
As said above most of the Services subkeys have the same subkey and entries or attributes

and the following Figure 4.35 and Figure 4.36 show a sample of the general similarities

between two services.
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Figure 4.35: Filelnfo service attributes

[ Reqistry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM CurrentControlSet\Services\Filelnfo
Filelnfo A Name Type Data
Filetrace a5) (Default) REG_SZ (value not sef)
:"ei'_”i SeVer || i) DependOnService REGMULTLSZ  fltmar
FI':YM I? ab) Description REG_SZ @%5ystemR oot system 32\ drivers\fileinfo.sys,- 101
Fontgache ab) DisplayMame REG_SZ @%5ystemR oot system 32\drivers\fileinfo.sys,- 100
FontCache2.0. ‘.’-'6] ErrorControl REG_DWORD (00000001 (1)
FrameServer ab) Group REG_SZ FSFilter Bottom
Es Rec a_"\l ImagePath REG_EXPAND_5Z  System32\drivers\fileinfo.sys
FsDepends 4] Start REG_DWORD £%00000000 (0)
fvevol o) SupportedFeatu... REG_DWORD 000000007 (7)
gencounter ‘-'-'5] Type REG_DWORD (00000002 (2)
Figure 4.36: FileZilla service attributes
E Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FileZilla Server
Filelnfe || Name Type Data
E::‘;”CES ab) (Default) REG_SZ (value not set)
ﬂl dl' :: Erver -‘_"] DisplayMame REG_SZ FileZilla Server FTP server
FI':YM = %4 ErrorControl REG_DWORD (x00000001 (1)
r
Fontgache a_b\llmagePath REG_EXPAND_SZ  "C\Program Files (x86)\FileZilla Server\FileZilla Server.exe”
FortCache3.0.0. :_:\l ObjectMame REG_SZ LocalSystem
FrameServer 28] Start REG_DWORD 000000002 (2)
Fs_Rec 2 Type REG_DWORD 000000110 (272)
FsDepends 24| WOWs4 REG_DWORD Ox0000014c (332)

I have collected most of the common entries also called attributes in the following table, such

attributes are very important to digital forensics.

Table 4.9: Windows services registry attributes

Attribute | Description Type
Service Name Registry Subkey that bear the same name of the Service key
DisplayName Display Name in Windows Services Manager UTF-16
Description Displays brief description of hosted service UTF-16
Type This defines the kind of service or driver Binary
Group A collection of similar services that are loaded together at startup UTF-16
Status Displays the status of the service UTF-16
DependOnService The dependency of the specific service. UTF-16
ErrorControl Actions to control specific error. Binary
ImagePath Path to executable UTF-16
ObjectName Displays User Account; LocalSystem/Local Service/Network Service UTF-16
RequiredPrivileges Required privileges to run this specific service. UTF-16
Start This defines when in the boot sequence the service should be started Binary
FailureActions represents the configured actions on failure of the service Binary

A value that indicates whether the service should be delayed from starting until other .
DelayedAutostart . . - Binary
automatically started services are running.
Tag ;r;%\g:;e of Tag specifies a number that is unique within the group of which the service isa Binary
e This attribute stores the date and time of the last changes done on the service; it is hidden can be -
Last Modification Date . . . - Time
revealed for every service by exporting the targeted service as a text file
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Each binary attribute such as Start, Type, and ErrorControl stores information about the

service in the form of code, as it is shown in the below Figure 4.37.

Figure 4.37: Binary code in registry

ﬂﬂStan REG_DWORD Ox00000003 (3)
@ﬂType REG_DWORD Ox00000020 (32)
,-_-'gi] ErrorControl REG_DWORD 0x00000001 (1)

Different codes have different meanings and the following tables demonstrate the code

numbers for a binary attribute of a service and its description.

a. Start Attribute: it is used to specify when the service should be started during the boot

sequence, codes and its related descriptions as it is seen in Table 4.10

Table 4.10: Start attribute codes and description

| Value | Start Type \ Description

0x00

Boot

The kernel loaded will load this driver first as its needed to use the boot volume
device

0x01 System [Thisis loadedby thel/Osubsystem
0x02 Autoload [Theserviceis alwaysloaded andrun
0x03 Manual [Thisservice doesnot start automatically and mustbe manually started by theuser

b. Type Attribute: indicate service or devicetype asitis listed in Table 4.11

Table 4.11: Type attribute codes and description

| Value Description
0x01  [Kernel-mode device driver
0x02  [Kernel-mode device driver that implements thefile system
0x04  ([Information used by the Network Adapter
0x10  [AWin32 service that should be run as a stand-alone process
0x20  |AWin32 service that canshare address space with other services of the sametype

c. ErrorControl Attribute: it shows messages in case of failure to startup the service during

bootas it is explained in Table 4.12



Table 4.12: ErrorControl codes and description

Value Description

0x00

Ifthisdrivercan't be loaded or started ignoring the problem and display no error

0x01

If the driver fails produce a warning but let bootup continue

0x02

Panic, if the current config is last known good continue, if not switch to lastknown well

0x03

Record the currentstartupasa failure. I this is last knowngood run diagnostic, if not switch to last
known goodandreboot

In the following sample service example, | demonstrated the above-mentioned information on

“GoogleChromeElevationService” which is the service name used in the registry,

DisplayName shows the Name of the service control manager, and the path to executable

show in ImagePath, the last two attributes shows service is set to manual and as a standalone

service as

it is demonstrated in the following Figure 4.38.

Figure 4.38: Stored information in a service

@ sy S | Service Name in Registry | EI
File Edit View Favorites Help IF'ath to executable in Driver C
) FoxitReaderUpdateService || Name Type Data 4
b -l Es_DRe( . a_b] (Default) REG_SZ (value not sef) [ Serivee name in Service Control Manaager |
- f: E”IE” : 25| DependOnService REG_MULTLSZ ~ RPCSS
o :VOB(]kx a_h] DisplayMame REG_SZ [Google Chrome Elevation Service |
W gngm‘;IecmmeamtmswceI 24| ErrorControl REG_DWORD 000000001 (1)
5’ | : gpeve {b]lmagePath REG_EXPAND SZ  ['C:\Program Files (x86)\Google\Chrome\Application\86.0.4240.75\ elevation ser\rice.eﬁf
: ab| ObjectName REG_SZ LocalSystem
gupdate - - —
| gupdatem El 4] Start REG_DWORD F00000003 (] ———wLThis serivce is setto manual |
hewB5eir Ll ‘-’-'-?]Type REG_DWORD 00000010 (16} ———m|_Standslone service

d. Last modification date Attribute: is very important to digital forensics it contains date and

time, this information is hidden, however, it can be revealed by exporting the targeted

service and saving it as a text file as you can see in the following Figure 4.39, Registry

Explorer is another tool that can be used is to show the hidden date and time and I noticed

that there is 2 hours difference in time between these two methods to show the date and

time.
Figure 4.39: Revealing last modification date attribute for a service
@’ Registry Editor File: niame: Fooit ReaderUpdate Service v Save
File : Edit .'\-"iew' Favorites Help Save as type: IT‘m Files (" bxt) 'I [ Gancel ]

, Filetrgce » || Mame Export range

! Tzlli:M Target Service 35| (Default) . ¥
i 2] DisplayName _ e Save As T xtl
, FontCache '] splayiame @) Selected branch ovens e

, FontCache3.0.0.0

‘.'.'3] ErrorControl

HKEY_LOCAL_MACHIMENSYSTEM \CumentControl Set“services \Foxit ReaderUpdate Service

, FoxitReaderl pdateSer\.ricel

ab) ImagePath

e -

Foxit Reader

UndateS: Class Name:
ce b Last Write Time: —12:02 V|

| FoxitReaderUpdateService.bdt - Notepad a Last Modification Date and Time |
File Edit Format View Help [
Key Name: HKEY_LOCAL_MACHINE‘\$YSTEM'\CurrentControlsetiservices\FoxitrReaderupdateservice
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Figure 4.40: Using registry explorer tool to show hidden time for services

& Registry Explorer v1.5.2.0

File Tools Options Bookmarks (26/0) View Help
Registry hives (1) | Available bookmarks {25/0)

wt to search... Find

m

K&y niame & | #Fwalues # subkeys I::.;-'-' te timestampo |

T |8 = = =
b . FoxitReaderUpdat... 7 0 |2020-10-21 09:02: 14 |

4.1.3.4. Relevance to digital forensics

The real threat of Windows Services comes from its ability to be used as a persistent
mechanism by the attacker to keep their attacks immune to operating system reboots,
independent from end-user interaction and hidden because it is using an integrated tool from
Microsoft Windows and this is was clearly explained by Cameron H. Malin:

Microsoft Windows services are long-running executable applications that run in their own
Windows sessions; they do not require user initiation or interaction. Services can be
configured to automatically start when a computer is booted up, paused, and restarted without
showing up in any user interface. Malware can manifest on a victim system as a service,

silently running in the background, unbeknownst to the user (Malin etal. 2012, p. 24).

We can summarize the relevance into the next points:

a. Digital forensic examiner can gather the following information from Windows Services:
Service Name, Display Name, Status, Startup configuration, Process ID, Executable Path,
and Username associated with the service

b. Detect persistent mechanism services used by advanced persistent threat (APT) such as

malware, worm, backdoor or remote access Trojan (RAT)

4.1.3.5. Timeline Analysis

After mining Evidence using FTK imager for Windows Survives feature | used in my thesis
two forensics tools Artifast and Axiom to examine artifacts extracted from it in a timeline

format.
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In the following example, | have used "Artifast” for investigation, the results | gathered from
the test experiments that | performed on Windows 7 testing operating system, where it shows

all the Windows services files in a Timeline format as it is shown in Figure 4.41.

Figure 4.41: Artifast parsing Windows services in a Timeline format

Timeline View | Artifact View | Reporting
Time (UTCQ) Time Description Artifact Name Category Description Source Version Evidence Name
07/14/2000 04:49:01  Modification D...  Windows Services Registry Delayed Autostart=... SYSTEM 1.00 ‘WindowsServicesOE
07/14/2000 04:4%:01  Modification D..  Windows Services Registry E Delayed Autosta... SYSTEM 1.00 WindowsServicesOE
07/14/2009 04:4%:01  Modification D.. Windows Services Registry ~ == Delayed Autosta.. SYSTEM 100 WindowsServicesOE
07/14/2000 04:49:01  Modification D...  Windows Services Registry Delayed Autostart=... SYSTEM 1.00 WindowsServicesOE
07/14/2000 04:4%:01  Modification D...  Windows Services Registry E Delayed Autosta... SYSTEM 1.00 WindowsServicesOF
07/14/2009 04:4%:01 Modification D.. Windows Services Registty ~ == Delayed Autosta.. SYSTEM 100 WindowsServicesOE
07/14/2000 04:42:01  Modification D...  Windows Services Registry E Delayed Autosta.. SYSTEM 1.00 WindowsServicesOE

Clicking on the Artifact name icon navigate the examiner to a more detailed Window of the
software where it shows Service Name in registry and in-Windows Service Control panel,

Description and Type in addition to other details as you can see in the below Figure 4.42.

Figure 4.42: Artifast detailed view for Windows services artifact

Timeline View | Artifact View = Reporting
Windows Services
Time (UTO Time Description  #Service Name #Display Name #Description #Service Type #Group
07/14/2009 04:4%:01  Modification D... xmlprov <Walue not available> <Value not avai. <Value not available> <Value not available>
07/14/2009 04:4%:01 Modification D... WwanSvc @3%5ystemRoote\System32ywwansvedll,-257 @%SystemRoo... A Win32 service that can sha.. TDI
07/14/2009 04:49:01  Modification D... wuauserv @%systemroot?e\system 32 wuaueng.dil -105 @%systemroot.. AWin32 service that can sha.. <Value not available>
07/14/2009 04:4%:01  Modification D... WSearchldxPi <Value not available> <Value not avai.. <Value not available> <Value not available>
07/14/2009 04:49:01 Modification D... wscsvc @%5ystemRoot?e\System32wscsve.dll,-200 @%SystemRoo.. AWin32 service that can sha.. <Value not available>
07/14/2009 04:4%:01  Modification D... WPDBusEnum @ Root¥e\system32\wp wm.dil,-100 @%SystemRoo.. AWin32 service that can sha.. <Value not available>

The next test was conducted using Magnet Axiom, performing the same steps on the
evidence collected by FTK Imager from Windows 7 testing virtual machine to parse
Windows services artifacts will show results in Timeline format, and the following Figure
4.43, and Figure 4.44 show is the parsing results which will be used in digital forensics

investigation.
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Figure 4.43: Axiom Timeline Analysis parsing results for Windows Services

6/23/2009 11:57:04 AM - 11/15/2020 12:42:49 PM zoom [] VEARS v E‘ PAGE
‘ . . . . ‘ . . . ‘ .
Jun, 2010 Jun, 2011 Jun, 2012 Jun, 2013 Jun, 2014 Jun, 2015 Jun, 2016 Jun, 2017 Jun, 2018 Jun, 2019 Jun, 2020
system < 1 OF 4 TIMESTAMPS >
Date/time Date/time attribute Timeline category Category Type Item... Item value

7/14/2009 2:34.08 AM Created File knowledge File system File system

10/8/2010 10:4537 PM  Registry Key Modified D... |[FROGISMIEHEcoRBANMIIN| Operating System  System Services  Service Name  130dohcisys

10/8/2019 104537 PM  Registry Key Modified D... | PIOGIaMIEAeeUUOnII Operating System  System Services  Service Name  acpipmisys

10/8/2019 1126:14 PM  Registry Key Modified ... |[PIOGIGMIEIECUNOAIIII Cperating System  System Services  Service Name  adpahcisys

10/8/2010 112614 PM  Registry Key Modified D...  [PIOGITIEHEcUUONIMMl Operating System  System Services  Service Name  adpBdicsys

10/8/2019 11:26:14 PM  Registry Key Modified D... _ Operating System  System Services  Service Name  adpu320.sys

8/30/2020 34237 PM  Registry Key Modified D... |[PIOGIGMIGIECUBORIIII Operating System  System Services  Service Name  FlashPlayerUpdateService.exe

10/5/2020 120935 M Registry Key Modified D... |[PIOGIGMIGISCONORIIIIN Operating System  System Services  Service Name  armsvc.exe

10/25/2020 5900 PM  Registry Key Modified D... |[PIOGISMIEECUBANIIIN Operating System  System Services  Service Name  ACPLsys

10/25/2020 10:04:25 PM  Accessed Fileffolder opening File system File system

10/25/2020 10:04:25 PM  Modified File/folder opening File system File system

10/25/2020 10:05:46 PM  MFT madified Filz knowledge File system File system

Figure 4.44: Axiom details results after parsing the targeted artifact

DETAILS
ARTIFACT INFORMATION
Service Name  ACPLsys
Service Type  KernelDriver
Start Type  Boot
Service Location  system32\drivers
N\ACPLsys
Group  Boot Bus Extender
Display Name  Microsoft ACPI Driver
Service Details  ImagePath: system32
‘drivers\ACPLsys
DriverPackageld:
acpi.inf_amd64_neutral_
2a841284c9deB962
Hosted No
Registry Key Modified Date/Time  10/25/2020 7:59:00
PM
Errar Control  Critical
Tag 1

(8)]
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4.1.4. Update Sequence Number Journal

New Technology File System (NTFS) includes a large number of features, one of which is
called filesystem journaling, this technology allows the operating system to maintain a
transactional record of all changes made to a volume such that in event of a crash or power
failure the system can roll back the changes or continue where it left off the goal is to
maintain the filesystem integrity and hopefully prevent catastrophic events from occurring.

Information gathered from NTFS can be used to tell if and when something was deleted from
its volume, this goal can be achieved by extracting information from two of its joumals: (1)

Update Sequence Number Journal and (2) Transitions Log.

Update Sequence Number Joumal in short known as $UsnJml, this unique feature exists on
NTFS volumes on Windows operating system only, and its main purpose is to track changes
on disk as it was described by Brian Carrier: The change journal is a file that records when
changes are made to files and directories. It can exist in versions 3.0+ of NTFS and can be used
by an application to determine which files have changed in a certain time span (Carrier 2005, p.
333).

When $UsnJrnl feature is activated or in the most recent case enabled by default the
operating system store all alterations made to files and directories on the system volume
inside $UsnJml feature, these changes include: (1) Creation, (2) Deletion, (3) Modifications,
(4) Overwrite, (5) Transaction and last and not least (6) Compression. From a digital
forensics point of view, these changes considered very valuables and treated as critical
artifacts that need to be extracted from $UsnJml to be used in case of a security incident or
analyzed for research purposes where it could be used by a developer to create a parsing tool

for investigation purposes.

Update Sequence Number Journal is located inside system volume, it is hidden within the file
system and cannot be viewed by the end-user directly. In the following subsections, |
demonstrated the location, creation, and structure of the artifact, and at the end, | explained
its relevance to digital forensics, and | showed the timeline analysis using two digital

forensics tools: Magnet Axiom and ANJP.
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4.1.4.1. Location of artifact

$UsnJml is located within NTFS system file precisely inside Entry number 11 inside $Extend
metadata file, as it is seen in the following Table 4.13, using a special tool it is in:
a. NTFS > $Extend - $UsnJrnl

Table 4.13: UsnJrnl location inside NTFS

Entry . o
Number File Name Description
MFT entry
| SMFTMirr | Back file forthe first 4 MFT entries

| $LogFile | Store Metadata Transaction log

Store files like $Quota, $Objld, $Reparse or $UsnJrnl, for optional
extensions

$UsnJml is hidden by default, and to demonstrate the exact location of this system file and its
where about within Windows operating system | used FTK Imager tool since this tool is able
to show hidden system files as it is shown in the following Figure 4.45. we must browse
through NTFS then $Extend to find $UsnJrnl artifacts as it was clarified by Irfan Shakeel:
$Extend: A file system directory containing various optional extensions, such as $Quofa,
$0bjld, $Reparse or $UsnJrnl (Shakeel 2015, p. 44).

Figure 4.45: $UsnJrnl location revealed using FTK Imager

- NONAME [NTFS] *  Mame Size Type Date Modified
(-] lorphan] _
: ./ SDeleted 1 Directory 10/23/2020 8:59:59 PM
\.L . 5RmbMetadata 1 Directory 10,/9/2019 12:13:09 AR
|| SObjld 1 Regular File 10/9/2019 12:13:09 AM
H- B || 5Quota 1 Regular File 10/9/2019 12:13:00 AM
SReparse 1 Regular File 10/9/2019 12:13:09 AM
e i ¥l 118 0 Regularfile  10/8/201911:26:15 PM

It’s worth mentioning that older copies of $Usnjrnl can be found in the volume shadow copy.
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4.1.4.2. Artifact creation

Update Sequence Number Joumal feature comes integrated within Windows operating
system installation, however in Windows XP it is deactivated compared to Windows 7 and 10
where it is enabled by default, the following Figure 4.46 was taken from Windows XP where
it shows system files with no $UsnJml. To activate this feature in Windows XP we can use
“fsutil” built-in tool and run this command “fsutil usn createjournal m=3000 a=300 C:” in
cmd, where “m” is for maximum size in bytes and “a” for memory allocation in bytes and the
last attribute is for volume name. Figure 4.47 shows the same Windows XP system file after

activating $UsnJrnl with the mentioned command.

Figure 4.46: Windows XP NTFS with $UsnJrnl feature not activated

| Evidence Tree Ell (File List
EI@ WAPHYSICALDRIVET Mame Size
(-l Partition 1 [10228ME]
. -7 NONAME [NTFS] J SRmMetadata 1
-2 [ophan) || 5Objld 1
= [root] | ]5Quota 1
P s sBadClus || 5Reparse 1
R sExtend|
-2 SRECYCLE.BIN

Type
Directory
Regular File
Regular File
Regular File

Date Modified

10/28/2020 11:01:45 AM
10/28,/2020 1:22:02 PM
10/28,20201:22:02 PM
10/28/2020 1:22:02 PM

Figure 4.47: Windows XP NTFS with activated $UsnJrnl feature

Evidence Tree 4 File List
E‘@] WWAPHYSICALDRIVET Mame Size Type Date Modified
[l Partition 1[1022EMB] i o
. &I NONAME [NTFS] J SRmMetadata 1 Directory 10/28/2020 11:01:46 AM
i) [orphan] || 5Ohjld 1 Regular File 10/28/2020 1:22:02 PM
Elﬂ [root] | |5Quota 1 Regular File 10/28/2020 1:22:02 PM
. ~[# sBadCus | | SReparse 1 RegularFile 10/28/2020 1:22:02 PM
0 | | 5UsnJrnl 0 Regular File 10/28/2020 3:30:59 PM
i [ SRECYCLE.BIN

When $UsnJrnl is enabled and activated it will be generated inside $Extend and it will

contain two $DATA attributes:
a. $J
b. $MAX

It is important to highlight that the other location that stores the same information, is in

Master File Table (MFT), which keeps information related to update sequence number (USN)

58




in $SSTANDARD_INFORMATION at offset 0x40. The other valuable artifact is $LogFile

sequence number (LSN) within MFT header which I explained in the next subsection.

The following Figure 4.48 was taken from the Windows 7 operating system where | also used
FTK Imager as you can see it shows these files location within $UsnJrnl.

Figure 4.48: $MAX and $J are created when $UsnJrnl is enabled

E‘w =  Mame Size Type Date Maodified
&-CD [orphian) L e 14.. AlternateData.. 10/8/201911:26:15 PM
| SLFileSlack 10 File Slack
L SMax 1 Alternate Data.. 10/8/201911:26:15 PM

4.1.4.3. Structure of artifact

Update sequence number journal is an NTFS metafile, it contains two data stream files:
a. $MAX: is the metadata of the change log, it contains basic information on $UsnJrnl.
b. $J: is the actual change log records, $J involve Update Sequence Number (USN) and

Master File Table (MFT) reference number

In fact, there are four attributes within  $Usnjrnl: at offset  0x10
$STANDARD_INFORMATION followed by offset 0x20 $FILE_NAME which keeps the
name of the file in this case it is $UsnJml and finally on offset 0x80 we have two $Data
stream $J and $ MAX.

To be able to study these artifacts one more step need to be taken, since they are hidden by
Windows operating system, thus they are not visible to the end-user, therefore after collecting
them with FTK Imager, we need to reveal them by using the following command line in cmd
“attirb -s -h” where “s” is to clear system file attribute and “h” to clear hidden file attribute as
seen in the following Figure 4.49.
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Figure 4.49: Revealing hidden data streams $J and $SMAX

tslserssclientlisDesktopsEvidence“~SUsnJernl>attrib
SH C:slUserssclientl~Desktop“Evidence~5Usndrnl~5dJd
SH CzulUserssclientisDesktopsEvidence~SUsndrnl-<SMax
tslserssclientisDesktopsEvidencesSUsndrnlrattribh —s —h

tslserssclientisDesktopsEvidencesSUsndrnl

4.1.4.3.1. $MAX data stream file

$MAX is a 32 bytes data stream and all its attributes have an 8 bytes size. $MAX contains
general information about $UsnJrnl and $J, in particular the maximum size of the log data
which is the size of $UsnJrnl at offset 0x00 as it is shown in Table 4.14, followed by
Allocation size at offset 0x08, then $Usnjrnl creation time at offset 0x10 and last we found

the lowest valid USN at offset 0x18 which can be used to determine the beginning record in
$J.

Table 4.14: Detailed $MAX data stream structure

| # Offset Size | Description
8] 0x00 [ 8 MaximumSize | Logdata Maximumsize Uint64
7] 0x08 [ 8 Allocation Size | Allocated zonesize afterstoringnew logdata Uint64
e 0x10 [ 8 USN ID $Usnjrnlfile creationtime FILETIME
M ox1s 8 Lowest Valid USN USN Iovyest value in present records, help determining UlInt64
the starting record offset inside $J

4.1.4.3.2. $J data stream file

$J contain the actual records of the journal, each record stores information about:
a. File name

b. Time of change

c. Typeof change

d. Update sequence number (USN) with 64bit size

The length of the record is equal to the length of the file name, and Update sequence number
is stored in the $SSTANDARD_INFORMATION of the modified file. USN represents the
byte offset in the journal.

$UsnJml is a circular log, when the journal reaches its maximum size, it turns records into

sparse data and continues adding records at the end of the file as it is shown in Figure
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4.50Figure 4.50: Structure overview of $J data stream. When it assigns a new cluster at the end of
the file, it turns the first cluster into sparse files, therefore the number of the clusters is not
changing however the USN number is rising because it is matching the byte offset from the

beginning of the file.

Figure 4.50: Structure overview of $J data stream

| Unallocated Record | New Record
/ =

T,

=]
wl | wm | |® | @ | | w | f
2 - o (11 o o (1] (1] o
Sparse Zone ¢ g T*TQ R o |8 |8 ™12
= =3 a a a a a a -
o e | a o | oa | A

| created the following Table 4.15 to dissect the $J data stream in more details, in the below

list I am mentioning only the important offset from a forensics point of view:

a. Parent MFT Reference Number at offset 0x10 which can help in acquiring the full path
information of the object (File or Directory) when combined with $SMFT

b. Timestamp when the change happened at offset 0x20

c. Reason Flag which tells what is it that case the change at offset 0x20

d. File Attributes, generally used for categorizing the object into a file or a directory at
offset 0x34

e. Filename contains the name of the object (File or Directory), Its known that All files
within NTFS are using Little Endian byte ordering however there are some exceptions
and this attribute uses Big Endian ordering. Also, it is located at offset 0x3C with a

variable size depending on the length of the name.

Table 4.15: Detailed $J data stream structure

| # | Offset | Size | Description

| 1 0x00 4 Size of Record Journal record Size Uint32

| 2 0x04 2 Major Version Major version = 2 Uint16

| K} 0x06 2 Minor Version Minor version = 0 Uint16

| 4 0x08 8 MFLE;E;?”CE Object (File or Directory) MFT Reference Number Uint64
Parent MFT Parent directory MFT Reference Number of an object

| SH| 0x0 8 Reference Number Ulnt64

| 6 0x18 8 USN Update Sequence Number entry Uint64
Timestamp -

| 7 0x20 8 (FILETIME) Event Time (UTC +0) FILETIME

| 8 0x28 4 Reason Flag Change event flags Uint32

| 9 0x2C 4 Source Information Change event source Uint32
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0x30 4 Security ID Security identifier SID for the record Uint32

0x34 4 File Attributes Attribute that define object features Uint32

0x38 2 Filename size Object name byte size Uint16

0x3A 2 Filename offset Object name offset Uint16

0x3C \% Filename Object name effected by present event UTIIE:r;é?ar?Ig
V+0x3C P Padding Goes up to 8 bytes

Offset 0x28 include the change reason flag of journal record Table 4.15, this attribute is a
group of flags, and it could be more than one cause for the change as it is seen in the below
Table 4.16.

Table 4.16: Reason flags values used within $J data stream

Reason Flag

value Description

0x0000001 File was overwritten.

0x0000002 Object (file or directory) was added

0x0000004 Object (file or directory) was truncated.

0x0000010 File named data streams was overwritten.

0x0000020 File nameddata streams was added

0x0000040 File named data streams was truncated

0x0000100 Object (file or directory) was created for the first time

0x0000200 Object wasdeleted

0x0000400 Change on Object (file or directory) extended attributes

0x0000800 Change on Object (file or directory) access permission

0x0001000 Change on Objectname, currentrecordis the old name

0x0002000 Change on Objectname, currentrecordisthe newname

0x0004000 Change on Content indexed feature state of an object

0x0008000 Change on general object (file ordirectory) attributes

0x00010000 Object (file or directory) hard link was added or omitted
Obiject (file or directory) compression state was changed

0x00020000 (Compressed/Decompressed)

0x00040000 Object (file or directory) Encryption state was changed (Encrypted/Decrypted)

0x00080000 Object (file ordirectory) IDwas changed

0x00100000 Object (file or directory) reparse pointvalue was changed

0x00200000 Named data stream was added, removed or changed

0x80000000 Object (file or directory) was closed.

Information source values start at offset 0x2C Table 4.15, generally, it is set to 0, however, it
can have other values in case the source of record is not the end-user such as the OS as it is

seen in the following Table 4.17.

Table 4.17: Source information values used within $J data stream

| # Source Information value Description

| 1 0x00000000 Standard Event

| 2 0x00000001 Information about Change supplied by Operating system

| 3 0x00000002 Operationadds a private data streamto a file or directory.

| 4 0x00000004 Operationcreates or updates the contents of a replicated file.
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File attribute values begin at offset 0x34 Table 4.15, this field is a set of flags that determine
the object (file or directory) features such as making the file a read-only file, other attributes
are listed in the below Table 4.18.

Table 4.18: File attribute values used within $J data stream

| # | FileAttribute value Description

| 1 0x01 Afile that is read-only

| 2 0x02 The file or directory ishidden

| 3 0x04 A file ordirectory that the operating system uses a part of or uses exclusively.

| 4 0x10 The handle that identifies a directory

| 5 0x20 An archive Object (file ordirectory)

| 6 0x40 Thisvalue is reserved for system use

| 7 0x80 A file that does not have other attributes set

| 8 0x100 Afile thatisbeingused fortemporary storage

| 9 0x200 Afile thatisa sparsefile

‘ 10 0x400 ﬁ]‘kile ordirectory that hasanassociated reparse point, ora file that isa symbolic
ink.

| 11 0x800 Afile ordirectory that iscompressed

| 12 0x1000 Thisattribute indicates that the file data is physically moved to offline storage

| 13 0x2000 The file or directory is not to be indexed by the content indexing service

| 14 0x4000 A file ordirectory that isencrypted

‘ 15 0x8000 Ezle: g i\;%ﬁ%ryesc;r user data stream is configured with integrity (only supportedon

| 16 0x10000 0 This value is reserved for system use

‘ 17 0x20000 The Eks)er)data stream not to be read by thebackground data integrity scanner (AKA
scrubber

The following record example elaborates on how to analyze $Usnjml artifact by applying the

above-mentioned $J data stream structure, as you can notice in the following Figure 4.51.

Figure 4.51: Record example inside $J data stream file

00 00 00 00 02 00
00 00 00 OO0 10 OO0 05 00 00 00 0O
) 11 S5F F8

00 20

0 ~ 2E 00

| have created this Table 4.19 of the results which shows every offset from the record and its
meaning, therefore, I can understand that the record size is 50 00 00 00 in Little Endian

ordering and its value in decimal is 80.
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Table 4.19: Record analysis

| # | Offset | Size Data

] ox00 | 4 Size of Record 50000000

2 0x04 | 2 Major Version 0200

<] 0x06 | 2 Minor Version 0000
3100 00 00 00 00 1000 (Only 31 and 10 would be used for

\i 0x08 | 8 MFT Reference Number | reference 31 in decimal is 49 and 10 in decimal is 16 so the
reference would be 49-16in ANJP Parser)
0500 00 00 00 00 0500 (Only 05 and 05 would be used for

S| 0x10 | 8 Parent 'lil/luFrI l;?eerference reference, 05 in decimal ig 05,)/30 the reference would be 5-5

in ANJP Parser)

| 0x18 | 8 USN 8880h 320100000000

| 0x20 8 Timestamp (FILETIME) | 52 C9F9115FF8D501

LR 0x28 | 4 ReasonFlag 00200000

el 0x2C | 4 Source Information 00000000

i 0x30 | 4 Security 1D 00000000

[ 0x34 | 4 File Attributes 20000000

2 0x38 | 2 Size of Filename 1000

[l OX3A | 2 Offset to Filename 3C00

P 0x3C | V Filename TEST .txt

For timestamp, it is also in little endian ordering and it is using UTC time converting it to
human reading time using DCode tool we can tell when this file was created on 2020-03-12
at 11:12:08 asitis shown in Figure 4.52.

Figure 4.52: Record timestamp to human readable time using DCode tool

(2 DCode v5.1

File  Tools Theme Help

Time Decoding Time Encoding

MName Timestamp Value Input

= | @ Windows Filetime (UTC) 2020-03-12 11:12:08.4461906 Z

Format | Hexadecimal (Little-Endian)
@ Windows Filetime 2020-03-12 14:12:08.4461906 +03:00
Value | 52C9F9115FF8D581

Decode

Reason flag is 20 which means File named data streams was added, source information is a

standard event and attribute is set to archive. Finally, you can see at the end of the record is

the file name and its size are set V in this case it is equal to 16 bytes little endian UTF-16.

4.1.4.4. Relevance to digital forensics

Analyzing $UsnJrnl can supply information about creation time, rename, move, or change on
a file, with renaming both old and new name are recorded with their timestamp, if we take

into account when a threat actor is able to set a foothold inside a system using malicious
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software, rename it, move it, then delete it, therefore this artifact is a valuable root of timeline
information for solving issues such as:
Malware attack

a

b. Incidentresponse investigation

c. Timestampinganti-forensics activities
d

Used with combination of $LogFile and $MFT files to display more valuable information

4.1.45. Timeline analysis

After harvesting artifacts using FTK Imager from its location and revealing them as |
explained in the above artifact structure subsection, then analyzing it, after that the results
will be handed over to the developers where it will be used to create an application (Parser) to
display the results related to $UsnJml artifact based on when they occurred in chronological
order, in a timeline format. Or the output will be analyzed by a digital forensics investigator
to determine Who did What, When, Where, and Why.

In the following example, | used "ANJP" to examine and analyze $UsnJrnl, the software is
developed by Triforce for a digital forensics investigation, the figure below shows the results
| gathered from the test experiments that | performed on the Windows 7 operating system,
where | provided $J data stream files and $MFT into the software as it is shown in Figure
4.53.

Figure 4.53: Supplying ANJP with $J data stream and $MFT file

AN ANJP 311,07
File Help

Process | Reports

Case Name: windowsUsnIrml
Case Path:  C:\Users\dient1\Desktop \ANIP\WU

MFT: C:\Usersidient1\Desktop\Evidence\&UsnIrnl\Evidence Win ?'1,64@
LogFile:
USHM: C:\Wsergidient1\Desktop\Evidence | &Usn Il \Evidence Wwin ?'|,G4
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The below Figure show the output of 28998 created records, 28991 deleted records, and 43

Rename_moves records.

Sat Wowv 21 14:-2&:17 2020 - [Starting] Looking for USH Events
Creations 283358

Deletions 283351

Renames Moves 43

Sat Wow 21 14:-2&:30 2020 - [Finished] Looking for USH Events

The output consists of three tables: (1) creation, (2) deletion, and (3) rename/move, Figure
4.55 shows the creation table which includes record information on USN, file name, date and
time, and reason. You can see that the file name “New Text Document.txt” is newly created

in the reason column and this creation happened on 12-3-2020at 11:12:05.

Figure 4.55: Creation record table output from ANJP

I Export ] Fiter | [ <=
1|l USH Rcd | USH Evt USH Rod USH Evt| USN Red USN Rod W Exl USHRod N1 USN Red USN Rod USN Rod
usn ju] File Name Hit Time Reason illnan File Ref # |le  Off Trans Count | Rcd Len
3997 [{/| 20087400 | Creations |spin.mp4 28995 2020-03-12 11:11:54.668] [File_Create \spin.i 46-1355 5- 20087400 58489 80
3998 '} 20087800 |Creations |cryptography_tutorial pdf | 28996 2020-03-12 11:11:54.693| [File_Create ‘erypt 476 5- 20087300 58490 12
3999 {1 20088696 | Creations |SIZBUIUU.pdf 28997 2020-03-12 11:11:58.044| [File_Create \SREC 48-10 4420088696 584591 88
4000 [§i 20089424 | Creations |New TextDocument.txt |28998 2020-03-12 11:12:05.713] [File_Create \MNew ' 49-16 5- 20089424 58454 104

The next table that | would like to present is the rename/remove table, it contains records that
have been rename and I can notice that the file name “New Text Document.txt” has been

rename to “Text.txt” and this happened on 12-3-2020 at 11:12:08.

Figure 4.56: Rename/Remove table output from ANJP

Expo | Filter
USN Red USHN Red USN Red USH Red USNRcd USHRecd | USNRcd | USNRecd | USN Rcd | RISN Rc USH Red | USN Red
Off File Name Reason Time File Ref # P Ref# USN rans Coun Recdlen :RoleSeq PRod # P Seq#
83 cryptography_tutorial.pdf | [Rename_Old_Name ||2020-03-12 11:11:58.045| 47-6 5-5 20038960 58452 112 47 |6 5 5
B4 SRZBUIUL.pdf Rename_New_MName [[2020-03-12 11:11:58.045 | 476 43-14 20089072 53492 a8 47 6 4 14
85 MNew Text Document. txt Rename_Old_Name |[2020-03-12 11:12:08.446 | 43-16 5-5 20089632 58455 104 49 16 5 5
86 [TEST. et Rename New NamE_ 2020-03-12 11:12:08. 446 | 49-16 5-5 20089736 58495 80 49 16 5 3

4.1.5. Windows LogFile

| have already mentioned above New Technology File System (NTFS) includes a many
number of features, one of which is known as filesystem journaling, this technology allows
the operating system to maintain a transactional record of all changes made to a volume such
that in event of a crash or power failure the system can roll back the changes or continue
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where it left off the goal is to maintain the filesystem integrity and hopefully prohibit

distressing events from occurring.

Information gathered from NTFS can be used to tell if and when a record was deleted from
its volume, this objective can be carried out by extracting information from two of its
journals: (1) Update Sequence Number Joumal which I explained in the above subsection and

(2) Transitions Log also known as $Logfile.

Unlike $Unsjml which can be found in NTFS and ReFS, the metadata journal or $LogFile is
an NTFS specific. Transaction log "$LogFile" help NTFS to take in account all modifications
to a file system, this feature provides file system recovery by logging and recoding the

operations required for every transaction that changes critical file system data structures.

Windows $LogFile is located inside system volume, it is hidden within file system and
cannot be viewed by the end-user directly. In the following subsections | demonstrated the
location, creation and the structure of the artifact, and at the end | explained its relevance to
digital forensics, and | showed the timeline analysis using two digital forensics tools: Magnet
Axiom and ANJP.

4.15.1. Location of artifact

Windows LogFile is located at the core of NTFS, it is located at entry number 2 as you can
see in the following Table 4.20, which represents the standard NTFS file system metadata
files, using a special tool it isin: NTFS - $LogFile

Table 4.20: $LogFile location inside NTFS Structure

Entry Number File Name Description
SMFT MFT entry

0]

1 SMFTMirr Back file for the first 4 MFT entries
2 $LogFile Store Metadata Transaction log
3 $Volume Volume Information

4 $AttDef Attribute Information

5 . File system Root directory

6 $Bitmap Cluster Allocation state inside file system
7 $Boot Boot sector and software

8 $BadClus Bad sector clusters

) $Secure Security and Permission control
10 $Upcase Unicode character uppercase

11 $Extend Optional Extension
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Like $UsnJrnl, $Logfile is hidden by default, and to present the exact position of this system
file within Windows operating system, | utilized FTK Imager tool to be able to show it as it is
shown in the following Figure 4.57, | navigated to NTFS then click on “root” folder to find

$LogFile artifacts.

Figure 4.57: $LogFile Location revealed using FTK Imager

Evidence Tree 24 |File List

Mame Size Type Date Modified
|| SAttrDef 3 Regular File 10/9/2019 12:13:06 AM
|_|5BadClus 0 Regular File 10/9/201912:13:06 AM
|_| SBitmap 1,872 Regular File 10/9/2019 12:13:06 AM
|_|5Boot 8 Regular File 10/9/201912:13:06 AM
8 NTFSIndexAll.. 11/6/2020 10:25:00 PM
) 44441291 1aa1dd18 i 65,536 Regular File 10/9/2019 12:13:06 AM
[#+C5) Boot | 5MFT 367,616 Regular File 10/9/201912:13:06 AM
- {w) Corfig. Msi || SMETMirr 4 Regular File 10/9/2019 12:13:06 AM

4.15.2. Artifact creation

Windows LogFile was designed by Microsoft as a special feature for NTFS to upgrade and
enhance the reliability of an OS, it enables Windows operating system to rapidly fetch file
system in a neat status. $Logfile is an NTFS file system metadata which comes integrated
within Windows operating system installation, and this feature is included in Windows XP,7
and 10.

Once Windows operating system is freshly installed, a 64 MB Windows LogFile is created as
it is displayed in Figure 4.58, and it consists of two main parts:
a. Restartarea

b. Logging area

Figure 4.58: Windows LogFile is already created by freshly installed Windows 7

9--{5 NONAME [NTFS]  «  Name Size Type Date Modified
-2 [orphan] .
-0 ] 4  NTFSIndex All..  11/15/2020 1:22:06 AM
. I $BadClus 65,536 | Regular File 11/15/2020 1:03:32 AM
. @-I0) $Bdend 58,136 Regular File 11/15/2020 1:03:32 AM

In the next subsection, I will dissect the structure of Windows Logfile with its core content.
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4.15.3. Structure of artifact

Undetailed information was published on Windows LogFile by Microsoft concerning its
precise content; however, Gyu-Sang Cho and Marcus K. Rogers elaborated that “The
$LogFile consists of two parts: one is the restart area, the other is the logging area” ( Cho
2012 etal, p. 213), two main portions that form its structure:

a. Restartarea: contain information about last operation and record

b. Logging area: contain actual operation records

Figure 4.59: Overview Structure for $LogFile

Logging Area

. N =,
: PP P
SMFT _ Al A A
SHEID |c|G G
$!{&£EJJ£ ] ™E|E E
$Volume # |#
$Extend ll T

—

Before jumping into the details of these artifacts that form the structure of Windows Logfile
additional steps need to be performed. By default, $Logfile is hidden, so it is not visible to the
end-user, therefore after collecting it with FTK Imager, | needed to reveal it by using the
same command line used with $UsnJrnl in the above subsection. In cmd run “attirb -s -h”
where “s” is to clear system file attribute and “h” to clear hidden file attribute as it is seen in

the following Figure 4.60.

Figure 4.60: Revealing hidden $LogFile after extracting with FTK Imager

C:slUserssclienti~DesktopsEvidence~SLogFilesWin7EN>attrib
SH C:slUserssclientisDesktopsEvidences$LogFile~Win7?EN~5LogFile

C:slUserssclienti~DesktopsEvidence~SLogFilesWin?EH>attrib —s —h
C:slUserssclientisDesktopsEvidence~5LogFilesWin?EN>_

This step is also essential and required in Timeline analysis, where | have to use the $LogFile

itself to show results in Timeline format.
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4.15.3.1. Restart Area

$Logfile Restart Area has the following characteristics:

a. Hold last operation and present record data “Current LSN”

b. Divided to two pages, each one of them is 0x1000 in size

c. Restartarea location within $LogFile structure, is between 0x0000 and 0x2000 offset

d. Both pages start with “RSTR”, the second page is backup, an exact copy of the first page

| have created the following Table 4.21, to show the structure of the restart area.

Table 4.21: Restart area structure

Bl Gl DN NEN BE

l "RSTR" i
| 0x00 Header Signature Update Seq. Offset | Update Seq. Count Check Disk LSN
. . Minor Major
‘ () <ll1) System Page Size Log Page Size Restart Offset version | Version
| ox20 Update Sequence Array
| ox30 Current LSN | LogClient | Client List | Flags
| ox40
| ox50 UNKNOWN
| 0x60
| 0x70 Oldest LSN [ Restart LSN

The next Table 4.22: Offset order of restart areaTable 4.22, shows a more detailed structure in

relation to the offset order.

Table 4.22: Offset order of restart area

Offset Attribute Size/Range
0x00 RSTR Header Signature 4 bytes/0-3
0x04 Update Seq. Offset 2 bytes/4-5
0x06 Update Seq. Count 2 bytes/6-7
0x08 Check Disk LSN 8 bytes/8-f
0x10 System Page Size 4 bytes/16-19
0x14 Log Page Size 4 bytes/20-23
0x18 Restart Offset 2 bytes/24-25
Ox1A Minor Version 2 bytes/26-27
0x1C Major Version 2 bytes/28-29
Ox1E Update Sequence Array 18 bytes/30-47
0x30 Current LSN 8 bytes/48-55
0x38 Log Client 2 bytes/56-57
O0x3A Client List 2 bytes/58-59
0x3C Flags 4 bytes/60-63
0x70 Oldest LSN 8 bytes/112-119
0x78 Restart LSN 8 bytes/120-127
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4.15.3.2. Logging Area

$Logfile Logging Area has the following characteristics:
a. Hold actual information related to operation records
b. Divided into “Buffer Page Area” and “Normal Page Area”

Buffer Page Area:

a. Buffer page area is divided in two pages, first page offset starts at 0x2000 or Ox3FFO,
second page offset starts at 0x4000 or OX5FF0

b. Second page actas a mirror for the first page

c. Sequential order is used to keep operation records

d. When this page is saturated, the content is moved to "Normal Page Area"

e. Buffer page area holds the last operation

Normal Page Area:

a. Normal page area offset starts exactly at the end of page two of the buffer page area

b. Sequential order is used to keep operation records

c. When this page is saturated, new records overwrite old records and this process takes

place at the beginning of the normal page area

In the following Table 4.23, and Table 4.24, where | demonstrated the page structure, this
structure is used for both buffer and normal page areas. | noticed that single header is tailed
by versions operation records, and if the page can’t contain all the final records content, then

the rest of the record contents will be stored on the following page.

Table 4.23: Page header format for logging area

“RCRD” (signature) | Update Seq. Offset | Update Seg. Count Last LSN or File Offset
Flags Page Count Page Position Next Record Offset | Word Align | DWord Align
LastEnd LSN

Update Sequence Array
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Table 4.24: Detailed page header offset order

Offset Attribute Description Size\Range
0x00 [ RCRD Signature 4 bytes\0-3
0x04 | Update Seq. Offset 2 bytes\4-5
0x05 | Update Seq. Count 2 bytes\6-7
0x08 Ic_)?:zet LSN or File | The highest LSN between all records this includes the record that is content in the next page 8 bytes\-F
0x10 | Flags 4 bytes\16-19
0x14 | Page Count Number of pages that are used for the transaction run 2 bytes\20-21
0x16 | Page Position The current page number of a transaction run 2 bytes\22-23
0x18 | Next Record Offset Offset of last LSN on the page which has the highest LSN in the page 2 bytes\24-25
0x1A | Word Align 2 bytes\26-27
0x1C | DWord Align 4 bytes\28-31
Last complete LSN on the page, the one that all its content in the same page (excluding the
0x20 | LastEnd LSN LSN of last record that has some content in the next page) 8 bytes\32-39
Array containing the update sequences for replacement. The first two bytes of the value is the ]
0x30 | Update Sequence Array Update Sequence Value. These are used every 512 bytes 16 bytes\48-63

4.15.3.3. Operation Records

Operation records are considered to be a critical part of the logging area and are used in both
buffer page and normal page areas; therefore, they share the same characteristics. Each

operation record holds the real transaction content, and it hold one of the following records:

a. Checkpoint : beginning of transaction record
b. Update : middle of transaction record
c. Commit : end of transaction record

Each operation record contains information on the previous operation except the first one
which is the checkpoint record. The structure of each operation record is dissected into two
main parts:

a. Header :with a restricted size of 0x58 that contain the metadata of the record

b. Data : can be either Undo (data before operation) or Redo (data after operation)

The following Table 4.25, Table 4.26, and Table 4.27 that | created demonstrate the structure of

the operation record format in more details.

Table 4.25: Operation record structure

0x10 Client Undo LSN Client Data Length Client ID
| 0x20 Record Type Transaction ID Flags Alignment Reserved
| 0x30 Redo OP Undo OP Redo Offset Redo Length Undo Offset Undo Length Ta_rget HeRs
Attribute Follow
| 0x40 %e;so;:i Attr Offset MF;I;]dC;)l:ster Alll?ger;?:;r;gor Target VCN Alignment or Reserved
| 0x50 Target LCN Alignment or Reserved
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Offset

Attribute

Table 4.26: Offset order for operation record

Description Size\Range

0x10 Client Undo LSN g'spually the same as Previous LSN, in case of recovery, LSN info of a record has Undo 8 bytes\16-23
0x18 Client Data Length Record size which starts from “Redo OP" field to the end of record 4 bytes\24-27
0x1C | ClientID 4 bytes\28-31
0x20 Record Type 0x02 is a Check Point Record, 0x01 is the rest of Record 4 bytes\32-35
0x24 Transaction 1D 4 bytes\36-39
0x28 Flags 0X00 Record does not overlap in next page, 0x01 Record does overlap in next page 2 bytes\40-41
0x2A | Alignment Reserved 6 bytes\42-47
0x30 Redo OP Redo operation code 2 bytes\48-49
0x32 Undo OP Undo operation code 2 bytes\50-51
0x34 Redo Offset Offset of "Redo" data (From "Redo OP" Field) 2 bytes\52-53
0x36 Redo Length Size of "Redo" data 2 bytes\54-55
0x38 Undo Offset Offset of "Undo" data (From "Undo OP" Field) 2 bytes\56-57
0x3A | Undo Length Size of "Undo" data 2 bytes\58-59
0x3C | Target Attribute 2 bytes\60-61
0x00 There is no next record (no LCNs follow LSN Header), 0x01There is a next record g
O0x3E LCNs to Follow (LCNs follow LSN Header) 2 bytes\62-63
The MFT record offset if changed, this will affect the MFT record by applying ]
By REsD Tl Redo/Undo data, otherwise it is set to 0x00. 2 SR
If changes apply to MFT record, this will be applied Redo/Undo data within attribute,
0x42 Altr Offset otherwise Redo/Undo data applies within the cluster 2 bytes\66-67
when changes occur to MFT record, Location of record applied Redo/Undo data within ]
Oxd4 | MFT Clusterindex |y cter are: First 0x0000, Second 0x0002, Third 0x0003, Forth 0x0006 L
Alignment or
0x46 Reserved 2 bytes\70-71
0x48 Target VCN Virtual Cluster Number of "$MFT" file applied Redo/Undo data 4 bytes\72-75
Alignment or
0X4C | Reserved 4 bytes\76-79
0x50 Target LCN Logical Cluster Number LCN of the disk applied Redo/Undo data 4 bytes\80-83
Alignment or -
0x54 Reserved 4 bytes\84-87

Table 4.27: Explaining Undo/Redo operation

Operatio S a
Noop 0x00
CompensationLogRecord 0x01
InitializeFileRecordSegment 0x02
DeallocateFileRecordSegment 0x03
WriteEndOfFileRecordSegment 0x04
6 CreateAttribute 0x05
DeleteAttribute 0x06
g UpdateResidentValue 0x07
9 UpdateNonresidentValue 0x08
0 UpdateMappingPairs 0x09
DeleteDirtyClusters 0x0A
SetNewAttributeSizes 0x0B
AddIndexEntryRoot 0x0C
DeletelndexEntryRoot 0x0D
AddIndexEntryAllocation O0xO0E
6 DeletelndexEntryAllocation 0xOF
WriteEndOflndexBuffer 0x10
8 SetIndexEntryVcnRoot 0x11
9 SetlindexEntryVcnAllocation 0x12
0 UpdateFileNameRoot 0x13
UpdateFileNameAllocation 0x14
SetBitsInNonresidentBitMap 0x15
ClearBitsInNonresidentBitMap 0x16
HotFix 0x17
EndTopLevelAction 0x18
6 PrepareTransaction 0x19
CommitTransaction Ox1A
8 ForgetTransaction 0x1B
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OpenNonresidentAttribute 0x1C
OpenAttributeTableDump 0x1D
AttributeNamesDump Ox1E
DirtyPageTableDump Ox1F
TransactionTableDump 0x20
UpdateRecordDataRoot 0x21
UpdateRecordDataAllocation 0x22
UpdateRelativeDatalndex 0x23
UpdateRelativeDataAllocation 0x24
ZeroEndOfFileRecord 0x25

4.15.4. Relevance to digital forensics

Windows LogFile is indeed a great source of information when it comes to digital forensics
investigation. Vast value of data stored into $LogFile since its records operate on files/folders
which will help the investigator to perform a forensic rebuild of timestamp events based on:

a. Files/Folders name

b. Timestamp

c. Recover deleted files/folders

d. Used with a combination of $UsnJrnl and $MFT files to display more valuable

information

4.155. Timeline analysis

Timeline analysis is the last step in every digital forensic investigation, where the investigator
demonstrates the chronology of changes on the artifact. To achieve this, | used two software
“ANJP” and “Magnet Axiom”. | applied the same method used with $UsnJrnl on $LogFile
where | collected the artifact using FTK Imager and disclose it using “attrib” command as |

mentioned and elaborated in the above subsections.

Starting with "ANJP" to examine and analyze $LogFile, the figures below shows the results |
gathered from the test experiments that | performed on windows 7 operating system. First
step taken is that | provided $LogFile and $MFT to the software process page as it is shown
in Figure 4.61.
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Figure 4.61: Providing ANJP with $LogFile and SMFT evidence

AN AMIP 3.11.07
File Help

Process | Reports

Case Mame: windowsLogFile

Case Path:  c:\Users\dient1\Desktop \AMIP WL

MFT: C:\Users\dient1\Desktop'Evidence \sUsnIrnl\Evidence \Win ?\,6@
LogFile: C:\Users\dient1\Desktop'Evidence \sUsnIrnl\Evidence \Win }"l,G
USN:

The following Figure 4.62 shows an overview on the results with 128 created event/records,

121 deleted record and 2 Renamed records.

Figure 4.62: Initial parsing Results

Thu Now 13 13:51:33% 2020 - [Starting] Looking for LogFile Ewvents
Creations 1za

Deletions 123

Renames Moves 3

Thu HNow 1% 13:51:34 2020 - [Finishing] Looking for LogFile Events

On the report page of ANJP to show more details on the records findings, Figure 4.63, below
present the transaction records of created file or directory with its MAC time, here we have
the new created text file named “New Text Document” and was created on 12-03-2020 at
11:12.

Figure 4.63: Create transaction results for $LogFile

LogFile Rcd D At IDX Attr DL ALt
Name
2020-03-12 11:12:05.713 |2020-03-12 11:12:05.713 | 2020-03-12 11:12:05.713
\SRECYCLE BIN\5-1-5-21-285092204-3867931873-1764830242-1000\$IZBUIUU. pdf | 2020-03-12 11:11:58.043 | 2020-03-12 11:11:58.043 | 2020-03-12 11:11:58,043
\cryptography_tutorial. pdf 2020-03-12 11:11:54.632 |2020-03-12 11:11:54,692 | 2020-03-12 11:11:54,692

In the following Rename_Move table, we can notice that the original name of the file is
“New Text Document” where it was changed to “TEST”, and the indicator for this change is
undo and redo where undo represent the original data before the change and redo form the
data after the change.
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Figure 4.64: Rename transaction results for $LogFile

LogFile Red
Name

IDX Attr
Modified Time

IDX Attr
Accessed Time

IDX Attr
Created Time

LogFile Red

Data

fMew Text Document. txt
(TEST. txt

2020-03-12 11:12:05.713
2020-03-12 11:12:05.713

2020-03-12 11:12:05.713
2020-03-12 11:12:05.713

2020-03-12 11:12:05.713
2020-03-12 11:12:05.713

undo

redo

\eryptography_tutorial pdf

2017-09-19 19:57:25.350

\SRECYCLE.BIN\S-1-5-21-285092204-3887931873-1764890242-1000\6RZEUIUL.pdf | 2017-09-19 19:57:25.350

2020-03-12 11:11:54.692
2020-03-12 11:11:54.652

2020-03-12 11:11:54.692
2020-03-12 11:11:54.692

undo

redo

Next, [ used “Magnet Axiom” to parse the same evidence. The software shows the results in a
timeline graph format, and again if we search for the same .txt file from the above example
we can notice that there are two transition records create and rename as it is shown in Figure
4.65.

Figure 4.65: $LogFile timeline graph using Axiom

7/22/2010 2:39:43 PM - 12/9/2020 8:56:05 AM [é‘ Z00M YEARS v |+ | PAGE
T T T T T T T T T T
Jul, 2011 Jul, 2012 Jul, 2013 Jul 2014 Jul, 2015 Jul, 2016 Jul, 2017 Jul, 2018 Jul, 2019 Jul, 2020
Rename < 9 OF 9 TIMESTAMPS >
Date/time Date/time attribute Timeline c... Category Type Item n... [tem..

3/12/2020 11:12:05 AM  Current Modified Date/Time File knowledge Operating System  $LogFile Analysis ~ File Operation  Rename

3/12/2020 11:12:05 AM  Current Accessed Date/Time File knowledge Operating System  $logFile Analysis ~ File Operation Rename

3/12/2020 11:12:08 AM  Event Date/Time File knowledge Operating System  $LogFile Analysis  File Operation

3/12/2020 11:11:58 AM  Event Date/Time File knowledge Operating System  $LogFile Analysis  File Operation  Move

3/12/2020 11:12:05 AM  Event Date/Time File knowledge Operating System  $LogFile Analysis  File Operation reate

Further below by clicking on each one of them, it will show more details on the transaction
record that toke place and I can conclude that the original file name and type was “New Text
Document.txt” which was created on 12/3/2020 at 11:12:05am then was renamed to

“TEST.txt” on the same date at 11:12:08 as it is shown in Figure 4.66.
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Figure 4.66: $LogFile detailed information using Axiom

ARTIFACT INFORMATION
File Operation
Event Date/Time
MFT Record Number
MFT Reference Number
Update Sequence Numbers
Starting LSN
Current File Name
Current MFT Modified Date/Time
Current Created Date/Time
Current Modified Date/Time
Current Accessed Date/Time
Current Parent MFT Record Number

[Current Parent MFT Reference Number

Create

3/12/2020 11:12:05 AM
49

4503599627370545
20089424

184228615

3/12/2020 11:12:05 AM
3/12/2020 11:12:05 AM
3/12/2020 11:12:05 AM
3/12/2020 11:12:05 AM
3

1407374883553285

ARTIFACT INFORMATION
File Cperation
Event Date/Time
MFT Record Number
MFT Reference Number
Update Sequence Numbers
Starting LSN

3/12/202011:12:08 AM
49

4503599627370545
20089632,20089736

184220208

Criginal File Name

New Text Document.txt

Onginal MFT Modified Date/Time
Criginal Created Date/Time

Original Modified Date/Time
Criginal Accessed Date/Time
Onginal Parent MFT Record Mumber
Original Parent MFT Reference Number
Current File Name

Current MFT Modified Date/Time
Current Created Diate/Time

Current Modified Date/Time

Current Accessed Date/Time
Current Parent MFT Record Number

Current Parent MFT Reference Number

3/12/2020 11:12:05 AM
3/12/2020 11:12-:05 AM
3/12/2020 11:12:05 AM
3/12/2020 11:12:05 AM
5

1407374883553285
3/12/2020 11:12:05 AM
3/12/2020 11:12:05 AM
3/12/2020 11:12:05 AM
3/12/202011:12:05 AM
5

1407374 883553285
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5. DISCUSSION AND CONCLUSION

The main purpose behind this research is to identify critical Windows artifacts from incident
response point of view, and to apply digital forensics to acquire artifacts, understand their
nature in term of their location, creation, structure, and then finally present this information

in timeline format.

Avrtifacts covered by this research are within each of Windows operating system XP, 7, and
10 which includes: Task Scheduler, System Resource Usage Monitor, Win32 Service, Update

Sequence Number Journal, and Windows LogFile.

The conclusion of researching critical Windows incident response artifacts reveals the testing
virtual environment used to perform the research, the different artifacts location within the
operating system in addition to methods used to gather and extracting the targeted artifacts
using specialized Digital Forensics tools, such as FTK Imager especially when dealing with
hidden Windows operating systems like $J, $LogFile and $MFT.

Furthermore, this research elaborated on how to populate each of the targeted artifacts and if
they need user interaction in order to populate the needed data or it is done automatically by

the operating system.

The most important and valuable part of the research is dissecting the structure of each
artifact which is explained in the finding section in the most detailed possible, where I
explained that some parts of the artifact use specific byte ordering called Endianness either
little Endian or big endian and how it is helpful when it comes to converting this information

to a human readable format to get the time information by using DCode.
The outcome of this research will help Incident Response and Digital Forensics investigators

in answering Who did What, When, Where, and Why. It is also a valuable research that can

be used by programmers to develop parsers for specific artifacts.
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| think the biggest achievement of this academic thesis is that it is used practically in
developing the “Artifast” software by Digisecure development team. | am proud to say that
Task Scheduler, Win32 services, and LogFile researched artifacts has been already used in

the development, and other artifacts will follow the same path.

This is only the start and soon will see the final product with intemational impact and

financial benefit too.
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