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ABSTRACT

DEEP LEARNING IN ELECTRONIC WARFARE
SYSTEMS: AUTOMATIC PULSE DETECTION AND
INTRA-PULSE MODULATION RECOGNITION

Fatih Cagatay Akyon
M.S. in Electrical and Electronics Engineering
Advisor: Orhan Arikan
December 2020

Detection and classification of radar systems based on modulation analysis on
pulses they transmit is an important application in electronic warfare systems.
Many of the present works focus on classifying modulations assuming signal detec-
tion is done beforehand without providing any detection method. In this work, we
propose two novel deep-learning based techniques for automatic pulse detection
and intra-pulse modulation recognition of radar signals. As the first nechnique, an
LSTM based multi-task learning model is proposed for end-to-end pulse detection
and modulation classification. As the second technique, re-assigned spectrogram
of measured radar signal and detected outliers of its instantaneous phases fil-
tered by a special function are used for training multiple convolutional neural
networks. Automatically extracted features from the networks are fused to dis-
tinguish frequency and phase modulated signals. Another major issue on this
area is the training and evaluation of supervised neural network based models.
To overcome this issue we have developed an Intentional Modulation on Pulse
(IMOP) measurement simulator which can generate over 15 main phase and fre-
quency modulations with realistic pulses and noises. Simulation results show that
the proposed FFCNN and MODNET techniques outperform the current state-
of-the-art alternatives and is easily scalable among broad range of modulation

types.

Keywords: intra pulse modulation, electronic warfare, convolutional neural net-
work (CNN), long short term memory (LSTM), deep learning, machine learning,
multi task learning, simulator, feature fusion, time frequency analysis, robust
least squares, pulse detection, modulation classification, waveform recognition,
sincnet, energy detector, autoencoder.
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OZET

ELEKTRONIK TAARRUZ SISTEMLERINDE DERIN
OGRENME: OTOMATIK DARBE TESPITI VE
ISTEMLI DARBE ICI KIPLEME SINIFLANDIRMA

Fatih Cagatay Akyon
Elektrik-Elektronik Miithendisligi, Yiiksek Lisans

Tez Danigmani: Orhan Arikan
Aralik 2020

Radarin ilettikleri darbelere gore tespiti ve siniflandirilmasi elektronik harp sis-
temlerinde 6nemli bir uygulamadir. Mevcut caligmalarin ¢ogu, herhangi bir
darbe tespiti yontemi sunmadano onceden sinyal darbesi tespitinin yapildigim
varsayarak modiilasyonlarin simiflandirilmasina odaklanir. Bu g¢alismada, radar
sinyallerinin otomatik darbe tespiti ve istemli darbe ici kipleme simiflandirma i¢in
iki yeni derin 6grenme tabanh teknik 6neriyoruz. Ilk yaklasimda, olciilen radar
sinyalinin yeniden tayin edilmig spektrogrami ve 6zel bir fonksiyon tarafindan
filtrelenen anlik fazlarinin saptanan aykiri degerleri, ¢oklu evrigimli sinir aglarin
egitmek i¢in kullanilir. Aglardan otomatik olarak ¢ikarilan ozellikler, frekans ve
faz modiilasyonlu sinyalleri ayirt etmek icin birlestirilir. Ikincisinde, uctan uca
darbe tespiti ve modiilasyon siiflandirmasi icin UKSB tabanli ¢ok gorevli bir
ogrenme modeli onerilmistir. Bu alandaki bagka énemli sorun, denetimli sinir agi
tabanli modellerin egitimi ve degerlendirilmesinde kullanilacak kamuya acik radar
darbe verilerinin eksikligidir. Bu sorunun iistesinden gelmek i¢in gercekci darbeler
ve gilirtiltiiler iceren 15’ten fazla ana faz ve frekans modiilasyonu olusturabilen
bir IMOP ol¢tim simiilatorii gelistirdik. Simiilasyon sonuglari, onerilen FFCNN
ve MODNET tekniklerinin mevcut son teknoloji alternatiflerden daha iyi perfor-
mans gosterdigini ve ¢ok ¢esitli modiilasyon tiirleri arasinda kolayca 6lgeklenebilir

oldugunu gostermektedir.

Anahtar sozciikler: darbe ici kipleme, elektronik taarruz, evrigimsel sinir agi,
uzun kisa stireli bellek, derin 6grenme, makine 6grenmesi, ¢ok gorevli ogrenme,
simiilasyon, o6znitelik flizyonu, zaman frekans analizi, giirbiiz en kiiciik kareler,
darbe tespiti, kipleme simiflandirma, dalga bigimi tanima, sincnet, enerji tespitgisi,
oto kodlayici.
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Chapter 1

Introduction

Automatic pulse support detection and classification of amplitude, phase and fre-
quency modulations present in complex time series signals plays a pivoted role in
communication and signal processing fields. It has a great significance for commu-
nication applications such as, operator regulation, communication anti-jamming,
and user identification [1]. It is also useful in Electronic-Warfare systems while

automatically classifying radar intra-pulse modulation types [2], [3].

Before the emergence of more sophisticated approaches, most of the modula-
tion classification methods were based on two major phases: feature extraction
and classification. In [4] and [5], automatic classification of communication sig-
nals using an SVM based classifier are proposed. [4] transforms the input signals
to a high dimensional feature space using wavelet kernel function before feed-
ing them into an SVM classifier. On the other hand, four Wavelet based noise
insensitive features are extracted in [5] before getting the classification results
using an SVM-DDAG (Decision Directed Acyclic Graph based Support Vector
Machine). The method proposed in [4] is evaluated on two modulation types
(analogue modulated signals and digitally modulated signals) while [5] is tested
on eight different modulation types achieving an overall success rate of 95% at a
signal-to-noise ratio (SNR) of 10dB.



6], [7], [8], and [9] also focus on intra-pulse modulation classification with
traditional feature extraction based methods. In [6], an automatic intra-pulse
recognition system is introduced that is aimed to be used in various spectrum
management, surveillance and cognitive radio or radar applications. The pro-
posed method is evaluated on eight classes of frequency and phase modulations.
Extraction of features based on Wigner and Choi—Williams time-frequency dis-
tributions are proposed. Then a multi layer perceptron structure is employed
as the classifier. Simulation results show that the classification system achieves
an overall correct classification rate of 98% at an SNR of 6 dB on data similar
to the training data. In [7], 23 features based on time-frequency image, second
order statistics, power spectral density, and instantaneous properties of the input
signal are extracted to classify low probability of intercept (LPI) radar modula-
tions using a recurrent network named Elman neural network. Eight modulation
types are used to test the proposed technique with an overall ratio of success-
ful recognition of 94.7% at an SNR of -2 dB. On the other hand, [8] proposes
a new intra-pulse modulation classification algorithm based on auto-correlation
function (ACF) and directed graphical model (DGM). The ACFs are calculated
from analytic radar signals are to make the discrimination of modulation types
more obvious. Four features are extracted from the denoised ACF and A DGM
is used to represent the joint probability distribution of the four features along
with the category and to classify unknown modulation types. Simulation results
on three modulations show 90% accuracy at an SNR of —10 dB is achieved with
the proposed method. Unlike previous methods, [9] focuses on the problem of
effective classifier selection. Authors present a boosting algorithm as an ensemble
frame to achieve a higher accuracy than a single classifier for the modulations of
communication signals. Five kinds of entropy are extracted from the signals as
the features. Then, AdaBoost algorithm based on decision tree is utilized to con-
firm the idea of boosting algorithm. To evaluate the effect of boosting algorithm,
eight common communication modulation types are tested at different SNR lev-
els ranging from -10 to 20 dB. Performance of three diverse boosting members is
compared by experiments. Reported results indicate that the gradient boosting

has better behavior than AdaBoost, and xghoost creates the best results.



The aforementioned classical two-step recognition methods suffer a common
weakness. In order to obtain the discriminative features, too much attention
have to be paid to discover efficient distinctions and to find ways to characterize
them. However, sometimes some important features may be undiscovered, or the
extracted features are not discriminative enough for recognition. In particular it
has been shown that relatively simple convolutional neural networks (CNN) out-
perform algorithms with decades of expert feature searches for radio modulation
[10]. In this work, authors compare the effect of radio modulation classification
using naively learned features against using expert feature based methods such
as CNNs. They show significant performance improvements over the traditional
methods. [10] shows that blind temporal learning on large and densely encoded
time series using deep CNN is viable and a strong candidate approach for this
task especially at low signal to noise ratios. Then more related work is presented
that focus on deep neural networks to automatically extract the most meaningful

features from the raw data and perform modulation classification accordingly.

Sparsifying autoencoder structures is employed in [11] to classify four digital
modulation types. As the input of the network, authors compared the effect of
three different input structure: 1) in-phase and quadrature constellation points,
2) centroids of the constellation points acquired by applying fuzzy C-means al-
gorithm to in-phase and quadrature constellation points, 3) the high order cu-
mulants up to order 4 of the received samples of each modulation class. The
unsupervised learning from these data sets was done using the sparse autoen-

coders and a supervised softmax classifier was employed for the classification.

Since time-frequency distributions of different modulation types of signals are
discriminative, it is reasonable to process raw data in time-frequency domain.
Especially in phase and frequency modulated radar signals, the time-frequency
images of stable signals contain all the modulation information in terms of radar
principles, which can theoretically discriminate the waveform types. For these
reasons, some works focused on applying CNNs [12], [2] and convolutional au-
toencoders (CAE) [13] to the time-frequency images of the modulated signals.
[12] uses the time-frequency images (TFI) of the modulated signals that are cal-
culated using the short-time Fourier transform (STFT) as the input of a 13 layer

3



CNN. Proposed technique is tested on 7 different modulation types having an ac-
curacy of %100 at 0 dB SNR. Similarly [2] uses a CNN to classify time-frequency
images of the modulated signals, however it employs Wigner-Ville Distribution
(WVD) that has a greater power gain than the STFT while forming the TFIs.
Simulation results demonstrate great recognition rate over 7 modulation types un-
der very low SNR conditions. [13] utilizes sparsifying CAE structure to achieve
both feature extraction and denoising of the TFIs (using STFT) of the modu-
lated signals with a pretraining. Similar to traditional methods, they develop
the feature extractor and classifier as 2 separate structures. Once denoised deep
features are extracted from the TFI, they suggest to perform collaborative rep-
resentation classification to recognize the modulation types. Results show that
their suggested method have 90% accuracy over 6 types of modulations at 0 dB
SNR. In [14] and [7], Choi-Williams distribution (CWD) is utilized while creating
time-frequency images of the raw signals, then a CNN based network is used to
further extraction of features and modulation types are given at the output of
the network. It has been shown that CWD TFI features are more discriminative
than WVD in most of the cases. [15] proposes a novel CNN architecture, called
SincNet. In contrast to standard CNNs, that learn all elements of each filter, only
low and high cutoff frequencies are directly learned from data with the proposed
method. This offers a compact and efficient way to derive a customized filter bank
specifically tuned for the desired application. Authors conducted experiments on
both speaker identification and speaker verification tasks from raw samples and

results were similar to CNN with less number of model parameters.

Common drawback of these works is the lack of a testing dataset consisting
of wide range of modulation types, they mostly focus on communication mod-
ulations and most of the works that include intra-pulse modulations ignore the
classes that are hard to distinguish. Moreover, even tough these works promise
modulation classification on low SNR levels all of them assume the pulse/symbol
is detected prior to their classification step. Considering that the lowest SNR
level required for pulse detection in a typical electronic warfare system is around
10 dB, in order to make modulation classification at a much lower SNR level, a

pulse detection technique must first be proposed for that SNR level.



In detection stage, application of matched filter is infeasible since neither the
received signal nor its type is known before interception. In addition, general
likelihood ratio tests are not also applicable since they require prior knowledge
about the modulation type of the received signal [16]. In contrast to aforemen-
tioned methods, energy detector is feasable in these systems as it does not have
any assumptions about the modulation type, signal shape or arrival time to make
a detection. In [17], energy detector is used to detect spread-spectrum signals.
It is utilized to detect optimal frequency band sensing time for cognitive radios
n [18]. As a drawback, performance of this method gets degraded in low SNR

scenarios. Lastly, [19] proposes an autoencoder based signal detection technique.

Our main contribution in this thesis is:

e A new IMOP recognition technique that utilizes time-frequency transfor-
mation and convolutional neural network (two conference papers [3, 20], one
patent application [21]), and a new end-to-end pulse detection and IMOP
recognition technique that utilizes an LSTM based network (one conference

paper [22], two patent applications [23, 24]) (Chapter 3)

On top of that more work have been done to analyse the proposed techniques:

e A simulator that can generate more than 15 phase and frequency modula-

tions for realistic noisy radar pulse measurements (Chapter 2).

e Comparison of the proposed models with several baseline detection and

recognition techniques (Chapter 4).



Chapter 2

Intentional Modulation on Pulse
(IMOP) Simulator

2.1 Motivation

Detection and classification of modulation type of intercepted noisy LPI (Low
Probability of Intercept) radar signals in real-time is a vital survival technique
required in the electronic warfare systems. Many experts working on radars to-
day are specifying an LPI and low probability of identification (LPID) as an
important tactical requirement. The term LPI is that property of a radar that,
because of its low power, wide bandwidth, frequency variability, or other design
attributes, makes it difficult for it to be detected by means of a passive intercept
receiver. In applications such as altimeters, tactical airborne targeting, surveil-
lance, and navigation, the interception of the radar transmission can quickly lead
to electronic attack (or jamming) in the case of the parameters of the emitter are
determined. Due to the wideband nature of these pulse compression waveforms,

however, this is typically a difficult task.

Recently, detection and classification of intra-pulse modulated signals using



neural networks have gained popularity. These techniques first require a super-
vised training phase which optimizes the model parameters for the distribution
present in the training dataset. Once the parameters are found and fixed, infer-
ence is performed to predict the unknown modulation type or detect the region
where pulse is present. However, the most difficult part is to find a labeled train-
ing dataset that has the same distribution as the real-world inference conditions
since radar signal measurements with intra pulse modulations are classified and

there is not any publicly available dataset on this topic.

To overcome this issue, a simulator that can create realistic examples of phase
and frequency modulated pulses have been developed. In the following sections,

details on this simulator have been given.

2.2 Signal Model

Noisy, complex baseband samples of a radar pulse x(t) can be modeled:
z(t,) = a(t,)e’® ™ 4+ 2(t,) n=1,2,..,N (2.1)

where a(t,) denotes the pulse envelope, ¢(t,) denotes instantaneous signal phase
and z(t,) denotes zero mean circularly symmetric complex Gaussian noise, t,
denotes the sampling instants and N is the total number of samples. a(t,) is the

instantaneous magnitude of the pulse and it is defined as:

1’ T()Stn<T0+Tg
altn) = { et mo? 4, o1, 22
e~(tn=To=Ty)"/o* Ty 4 T, <,

where Tj is the time of arrival of the pulse, T} is the pulse width. Note that, the
rising and falling regions of a(t,) are modeled as Gaussian functions with o; and

oy variances, respectively.

In Table 2.1, phase and frequency formulations of the modulations that are
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implemented in the proposed simulator are given in detail. Here T" denotes the
pulse duration (assuming the modulation period is also T') in us, 7 = 0,1,2..k—1
is the segment number in the stepped frequency waveform, ¢ is the level in a given
step; M is the number of frequency steps in polyphase modulations, £ is the
number of segments in polytime modulations, AF' is the modulation bandwidth,
N, is the compression ratio in polyphase and polytime code sequence; n is the

number of phase states in the code sequence and ¢ is time [25].

In Figures 2.1 and 2.2 instantaneous magnitude, phase and frequency plots can
be seen for simulation generated noisy IMOP samples (Frank phase modulated
and Costas frequency modulated pulses). 2.1 presents a Frank modulated mea-
surement with 16 ps pulse width and 0.5-1 us chip duration while 2.2 presents a
5-step frequency hopping pulse of 6.36 us pulse width and 0.5-1 us chip duration
with 12 MHz frequency deviation. Figure 2.3 presents a QPSK phase modulated
IMOP measurement with 100 MHz sampling frequency, 10 us pulse width and
0.5-1 ps chip duration. Figure 2.4 presents a P1 polyphase modulated IMOP
measurement with 100 MHz sampling frequency, 19 us pulse width, 0.3-0.5 us
chip duration and number of frequency steps of 6 and 7. Figure 2.5 presents a
P4 polyphase modulated IMOP measurement with 100 MHz sampling frequency,
13 ps pulse width, 0.3-0.5 us chip duration and compression ratios of 36 and 49.
Figure 2.6 presents a T1 polytime phase modulated IMOP measurement with
100 MHz sampling frequency, 19 us pulse width, 4 phase states and number of
segments as 4, 5 and 6. Figure 2.7 presents a sinusoidal frequency modulated
IMOP measurement with 100 MHz sampling frequency, 15 ps pulse width and
period and 15 MHz frequency deviation.

2.3 User Interface

In this section screenshots from the user interface of the developed IMOP simula-
tor is provided. GUI is developed using Appdesigner in Matlab2018a. In Figure
2.8 overall screenshot of the IMOP simulator can be seen. Signal parameters

can be entered in the top-left part, configured modulation types can be seen on
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Table 2.1: Definitions of the Implemented Intra-Pulse Modulations

Modulation [t] rad fijlt] Hz
type
SCM n/a n/a
LFM n/a fo+2Et
Costas FM n/a fi
Sinusoidal FM n/a cos(2m)
Triangular FM n/a fo+ %t or fo+ A — %t
K-PSK 2 n/a
Frank Code Zi—-1)(G—1) n/a
P1 (M= (2 - )[G-1) M-+ (i~ 1)] nfa
P2 =12 —1— M][2j — 1 — M] n/a
P3 w(i—1) n/a
P4 (=12 —m(i —1) n/a
T1 mod {2 | (kt — i) 2n} n/a
T mod {2 (k- ) (241 3 2m) e
T3 mod{%r L%J ,27r} n/a
T4 mod{%7r L% — %J ,27?} n/a
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buttom-left part and plots for a selected IMOP measurement can be seen on the
right side of the user-interface. Figure 2.9 shows the section on the user-interface
where common parameters of the IMOP signals can be adjusted. After config-
uring the common parameters and choosing desired modulation type, one can
select the details of that modulation type in MOP Parameters section. Figure
2.10 shows this section on the user-interface where modulation specific parameters
of the IMOP signals can be adjusted. After adjusting the general and modulation
specific parameters, one can add this configured modulation type to the Class List
that can be seen in Figure 2.12. Finally, once the Class List is populated with
desired modulation parameters data generation can be performed in the section
that can be seen in Figure 2.11. In this section one can also set the number of
samples per class to be generated, select the type of padding to be used and get

time/space estimates on the final data before starting the data generation.

[4] IMOP Simulator - X

About

Basic Mode Advanced Mode Undock Figures.

Generate | Preprocess Instantenous Magnitude (mV) Zoom @

General Parameters MOP Parameters
MOP Type: | Multi Frequency v/ FMOP Type: | CostasT v/ 1
Signal Power: 11| mw Chip Duration [Min, Max]: us 05
Signal to Noise Ratio [Min, Max]. 20,20| dBs e e [ s T
Sampling Frequency. 100 WHz 0
Center Frequency. 0 MHz 4 2 0 2 4 6 8 10
Pulse Rise Time [Min, Max] 001001 us PR Instantenous Phase (rad) Zoom @
Pulse Fall Time [Min, Max]: 001001 ] yg Estimated Time:
# of Data Per Class:
Ampiitude Ripple [Min, Max] 0.0 mv 3000 B Estimated e 2
Tpre [Min, Max], Tpost [Min, Max]: 1313 us c
,
Class List
MOP Type [FMOP Type [PMOP Type| Class ID | SNR [Min Max] [Samp Freq) Cent Freq [PWW [Min Max] |PRT [Min Max] |[PFT [Min Max] | Amp Rip [Min Max] ” 2 ) 2 5 5 10
3 009 1 9 -20-15-10.5... 100 0 1020 0.01,0.01 001,001 00 o Time (us)
3 =) 5 10 -20-15-10-5... 100 o 1020 0.01.0.01 0.01.0.01 0.0
- ! Instantenous Frequency (MHz) == zcom
3 009 18 n -20-15-10.5... 100 0 1020 0.01,0.01 0.01,0.01 00 50 ==Lt ®
3 969 17 12 -20-15-10-5... 100 o 1020 0.01.0.01 0.01.0.01 0.0
1 009 -299 12 -20-15-10.5... 100 0 1020 0.01,0.01 0.01,0.01 00
2 -999 -999 14 -20-15-105... 100 0 1020 0.01.001 0.01.0.01 00 0
5 009 299 15 -20-15-10.5... 100 0 1020 0.01,0.01 0.01,0.01 00
4 2 -999 16 -20-15-10-5... 100 0 1020 0.01.001 0.01.0.01 00
4 3 099 17 20,20 0 5,15 0.01,001 0.01,001 0,0 50
4 4 999 13 -20-15-10-5... 100 0 1020 0.01.001 0.01.0.01 00 -4 2 0 6 8 1

2 4
Time (ps)

Replace Row Remove From List

Figure 2.8: Overall screenshot of the IMOP simulator.
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General Parameters

MOP Type: | Chirp v
Signal Power: 1.1 mwW
Signal to Moise Ratio [Min, Max]: | -20-15-10-50510,15%, | dB
Sampling Frequency: 100 | MHz
Center Frequency: 0| MHz
Pulse Width [Min, Max]: 10,20 | ys
Fulse Rise Time [Min, Max]: 0.01,0.01 | ys
Pulse Fall Time [Min, Max]: 0.01,0.01 | ys
Amplitude Ripple [Min, Max]: 0.0 mv
Tpre [Min, Max], Tpost [Min, Max]: 0,05005| ys

Figure 2.9: General parameters section of the IMOP simulator.

MOF Parameters

Freq. Deviation [Min, Max]: 10, 20| MHz

FM Period [Min, Max]: 10,20 | us

[ Piot M ResetPlots Read List Add To List

Figure 2.10: MOP parameters section of the IMOP simulator.

0 @O N Estimated Time: 790 s
# of Data Per Class;

Generate
3000 e Estimated Size: 4508 Mb

Figure 2.11: Data generation section of the IMOP simulator.
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Class List

MOFP Type |FMOF Type [PMOP Type | Class ID | SNR [Min Max] Samp Ereg Cent Freq |PW [Min Max] | PRT [Min Max] |PFT [Min Max] | Amp Rip [Min Max]

3 -999 14 9 -20,-15-10,-5... 100 0 10,20 0.01,0.01 0.01,0.01 0.0 -
3 -999 15 10 -20,-15,-10,-5... 100 0 10,20 0.01,0.01 0.01,0.01 0.0

3 -999 16 1 -20,-15-10,-5... 100 0 10,20 0.01,0.01 0.01,0.01 0.0

3 -999 17 12 -20,-15,-10,-5... 100 0 10,20 0.01,0.01 0.01,0.01 0.0

1 -999 -999 jis: -20,-15,-10,-5... 100 0 10,20 0.01,0.01 0.01,0.01 0.0

2 -999 -999 14 -20,-15,-10,-5... 1100 0 10,20 0.01,0.01 0.01,0.01 0.0

5 999 -999 15 20-15-105... [100 |0 10.20 0.01,0.01 0.01,0.01 0.0

4 2 -999 16 -20,-15,-10,-5... 1100 0 10,20 0.01,0.01 0.01,0.01 0.0

4 3 -999 17 20,20 100 0 5,15 0.01.0.01 0.01,0.01 0.0

4 4 -999 18 -20,-15,-10,-5... 1100 0 10,20 0.01,0.01 0.01,0.01 0.0 -
[l 3

Replace Row Remove From List

Figure 2.12: Modulation type list section of the IMOP simulator.
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Chapter 3

Proposed Methods

3.1 IMOP Recognition by Feature Fusion based

Convolutional Neural Network

Two different pre-processing procedures are applied before network in order to fa-
cilitate both frequency and phase modulation identification of x(t). This approach
is different than traditional learning based methods with handcrafted features,
since in FF-CNN these 2 automatically generated inputs are used in a network in
an end-to-end manner. In other words, feature learning and classification is per-
formed automatically. First processing extracts Time-Frequency Images (TFIs)
of the time-series complex signals which are good for differentiating frequency
modulations. However, pseudo-random sequenced phase modulations have very
similar TFIs. Thus, the second preprocessing is employed that makes the discrim-
ination of phase modulated signals easier. Below, the pre-processing technique

and proposed deep network structure are detailed.
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3.1.1 Pre-processing Stages

In the first stage of pre-processing Reassigned Short-Time Fourier Transform
(RSTFT) [26] of z(t) is computed to generate high-resolution TFI of z(t) to
emphasize frequency modulations. Let F (¢, w; z) denote the STFT of z(t), given
as:

F.(t,w;z) = / x(5)z* (s — t)e I"5ds (3.1)
where z(t) is the windowing function controlling the desired time and frequency
resolution of the resulting TFI. Then, RSTFT of the detected signal z(t) is com-

S W) / / 5t — 1, (t w)) (3.2)

X O(w' — W, (t, w))dtdw

puted as:

where {,(t,w), W, (t,w), and S, (¢, w) are defined as:

Su(tw) = |Eult,w: )P (33)
o(t,w) = t — Re { Foltw g((?)j) Gy w;2) } (3.4)
ot w) = w+ I { Falt,w, ZE?)@S@ wi2) } (3.5)

with T,(t) = tz(t) and D,(t) = dfi(tt). Fig. 3.4 illustrates the STFT (3.4a) and
the RSTFT (3.4b) of a frequency modulated z(t) measured at 10 dB SNR. As
demonstrated, the RSTFT provides a higher resolution TFI than STFT. However,
since the high resolution TFT’s are spatially sparse, they are downsampled to 128 x
128 by the nearest-neighbor interpolation method with a neglegible information
loss [27] to train the FF-CNN on a standardized input size with decreased training

duration.

In the second stage of pre-preprocessing, the unwrapped instantaneous phase
of the measured signal phase(z(t;)) is convolved with n = 1 order HG (Hermite
Gaussian) given in Eq. 3.6 to form the convolved phase c.(t;). In Eq. 3.6,

and ¢ are amplitude and time parameters, respectively. o can be chosen so that
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phaSé’(X(tz))——>——>Cx(ti)

Figure 3.1: In the second stage of pre-preprocessing, the unwrapped instantaneous
phase of the i’th measured signal phase(z(t;)) is convolved with n = 1 order HG
hs»(t) to form the convolved phase c,(t;).

outlier
t;) ———> (.. (D;
x(t) [ & ] 4 (b))

Figure 3.2: In the second stage of pre-preprocessing, discontinuities in the con-
volved phase ¢, (t;) are detected by using Recursive Least Squares (RLS) algo-
rithm and then quantized to form the vector ¢, (b;).

dense & .
softmax L]

Figure 3.3: The proposed feature fusion based convolutional neural network (FF-
CNN) model. First, preprocessed inputs, time-frequency image SZ(t;,w) and
quantized phase ¢,(b;), are subjected to feature extraction procedure through
two convolutional neural network blocks CNN; and CN Ny, then two network
outputs 01 ; and oq; are simultaneously fused by concatenation, and finally fed to
dense and softmax layers to get the probability vector ¢; ; which represents the
probability that i’th data belongs to the j’th class.
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Figure 3.4: TFI’s of a Costas-10 modulated pulse at 10dB SNR using (a) STFT,
and (b) RSTFT at 100 MHz sampling frequency.
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Figure 3.5: Second pre-processing steps for a 16-PSK (phase) modulated pulse at
5 dB SNR. (a) Phase of the modulated signal, detected by applying a threshold.
(b) Convolution of the pulse phase with HG (blue), detected phase jumps by

robust least squares (red).
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effective time support of the hg,(t,) is set to half of the minimum chip duration.
3 should be chosen as § = 2/ Zf?vh |h1,(ts)|. Application of this step over ¢'th

measurement is illustrated in Figure 3.1.

Once the convolution is complete, discontinuities in ¢, (¢;) are detected robustly
by using Recursive Least Squares (RLS), which is one of the most widely used

outlier elemination techniques, as given in Algorithm 1.

t’I’L —7rt2
hﬁp(tn) = ﬁ—e o2 ,n = —Nh, ...,Nh (36)
g

Convolution of the detected signal’s instantaneous phase with the function
hs.»(t,) is equal to effectively smoothed derivation operation, and provides more
apparent phase jumps, as illustrated in Fig. 3.5. Outliers of the convolved phase
are detected by RLS method [28] and thereby phase shift points are determined,
as illustrated in Figure 3.5b. These shift points are then quantized into evenly
sized 32 bins between —7 and +7 to form the quantized phase vector ¢, (b;). Here
b; represents the bin index for the i'th measurement. This procedure does not

provide any output for phase changes in frequency modulated signals.

3.1.2 Convolutional Neural Network Model and Feature
Fusion

Convolutional Neural Networks are widely used in image processing related prob-
lems for the automatic feature extraction and classification purposes. Input is
convolved with a set of filters that of each is specialized for the detection of differ-
ent local patterns. These convolution filter weights are updated during training
phase so that they can detect local similarities in the image better. At the last

layer of the CNN, class probabilities are given.

The proposed CNN model can be seen in Fig. 3.3. It takes two inputs time-

frequency image S7(t;, w) and quantized phase g, (b;) and returns the modulation
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category probabilities ¢; ; as the output. Reassigned TFI S (¢;, w) can be obtained
by preprocessing of the signal and discretized phase difference vector ¢,(b;) can
be determined by and RLS adaptive filter. C N N; and CN N, architectures given

in 3.3 are detailed below.

Frequency modulated signals in time-frequency image form enables recognition
through convolutional neural networks as they are in the image form. For the first
pre-processed input, feature extraction process is performed in C'NN; network
of three convolutional layers, as illustrated in Fig. 3.3. In these layers, 8, 4 and
2 filters are used with the size of 5x5, 4x4 and 4x4, respectively. The filter sizes
are selected so that the lowest local similarity of the TFIs can be learned by the
CNN. The unusual pattern with decreasing filter numbers is explained in the last
paragraph of this chapter. Max pooling of size 2x2 is performed with stride of

2x2 after each layer to reduce computation, thereby decreasing size.

As for the C'N Ny, one-dimensional three layered convolutional neural network
is implemented as second feature extraction step using vectors obtained by second
pre-processing. In these layers, 8, 4 and 2 filters are used with size of 5x1, 4x1
and 4x1, respectively. Max pooling of size 2x1 with stride of 2x1 is performed

after each layer to reduce computation and decrease size.

Lastly, feature fusion is applied to the output vectors of both CNNs o;; and
02.;, by combining latent output vectors o, ; and o9 ; of 5 neurons each and passing
them through 2 dense layers where classification is performed. When the feature
fusion layer is applied to the last layers of the CNNs, and training is performed as
a single network instead of two separate classifiers, the resultant network model
learns to tolerate errors and weak points of the individual pre-processing methods
by adjusting the weights of the extracted features and manages to obtain highly

accurate results.

Lastly, in CNNs it is a common approach to increase the number of channels
while decreasing layer sizes progressively with the purpose of preventing informa-

tion loss [29]. However, increasing number of channels also increases the required
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computation as well as the number of parameters needs to be learned. In the pro-
posed technique, similar to sparsifying autoencoder structures [30], both the size
of layers and the number of channels are decreased to prevent excessive growth
in the number of parameters and to ensure reduction in the size of layers progres-
sively. As a result, a CNN structure that can successfully generalize over limited

set of training data is obtained.

3.2 End-to-end Pulse Detection and Modula-
tion Recognition by LSTM based Multi-
Task Network

A structure based on LSTM and multitasking learning is used to determine the
time support of the signal and classify the type of modulation over the measure-

ment z(t). Details of this structure are described in the following subsections.

3.2.1 Long-Short Term Memory Networks

With the development of deep learning recently, ANN has been widely used for
processing time series signals. LSTM, a specialized ANN type, has been widely
used in time series audio and video signals as it can provide solutions to the

gradually decreasing gradients problem in traditional ANNs. [31].

The problem of gradually decreasing gradients can also be considered as an
act of forgetting in the human brain. Traditional ANNs have difficulty in con-
necting information as the signal length increases. LSTM solves this problem by
optimizing the transfer of information between memory cells by using its passage
structure. An LSTM memory cell is shown in Figure 3.6 and the iteration steps
are detailed in [30].
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Algorithm 1 Robust Least Squares Estimator with Bisquare Weight Function
1: Inputs: y € RX, N;, ¢
2: Qutputs: w € Rf
3. Initializations: w=1,e9 =0,0=1,i=1
4: while 7 < N; do
W = diag(w)
b® = (17W1) " 1"Wy
e =y —1b®
K = 6.946med(e?)
0 if|e,gi)| > K

9: Wy = : 272 .
" [1— (egﬁ/m)] iflel’| > «

10:  if |le® — e V| /|le®| < ¢ then
11: break

12:  end if

13: end while

Figure 3.6: Generic illustration of the long short term memory cell structure.
Here W is the weight matrix; b is the bias vector; 7, f, and o are input, forget
and output gates respectively; C' and h represents the cell activation and output
vector. Lastly, sigmoid and tanh are the nonlinear activation functions.
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Recurrent steps of the long short memory networks are given below:

fi = sigmoid(Wylhi_1, x¢] + by) (3.7)
iy = sigmoid(Wi[hs_1, x¢] + b;) (3.8)
C, = tanh(Welhe1, 2] + be) (3.9)
Cy = f,Ci1 + i:C, (3.10)
or = sigmoid (W, [h—1, ] + b,) (3.11)
hy = ogtanh(Cy) (3.12)

where W is the weight matrix; b is the bias vector; ¢, f, and o are input, forget
and output gates respectively; C' and h represents the cell activation and output

vector. Lastly, sigmoid and tanh are the nonlinear activation functions.

3.2.2 Multi Task Learning

Multitasking learning [32] is called the technique of teaching more than one task at
the same time to increase the generalization ability of an artificial neural network
(can also be considered as applying soft constraints on parameters). When part
of the neural network is shared between tasks, the network tends to achieve the
better results [30].

In Figure 3.7, generic structure of a multi-task learning based model is illus-
trated. Here x represents neural network input, and y® represents the labels
the network tries to learn for different tasks. h(®) shows the shared network pa-
rameters learned for tasks, and A®) shows the task oriented network parameters
learned for the related tasks. While the h(®) parameters learn attributes related
to the relationship between different tasks, the parameter blocks represented by

R only learn the distinctive attributes related to the task they are related to.
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3.2.3 MODNET Structure

Architectural details of the proposed LSTM based neural network architecture

with two heads is detailed in this section.

First of all, a complex normalization as given in 3.13 is applied to the raw
noisy complex measurements x(¢) A 2D time series signal x,(t) is acquired after
this normalization stage. This normalization stage for the i’th measurement is
illustrated in 3.8.

Re{x(t)}
max (\/ (Re{z(t)})® + <Im{x<t)})2)

Im{z(t)} (3.14)
max (\/ (Re{z(t)})* + (Im{x<t>}>2)

(3.13)

x(t)first,dimension =5

x (t)second,dimension ==

Multitasking learning-based structure in Figure 3.9 has been proposed for pulse
detection and modulation classification from the normalized raw noisy IMOP
measurements x,,(t;). First, normalized input x,,(¢;) is subjected to feature extrac-
tion procedure through an LSTM block LSTM Network;, then latent vector [(¢;),
output of LSTM Network,, is fed to two separate LSTM blocks LSTM Networks
and LSTM Networks to get the detection vector d(¢;) and class probability ¢; ; re-
spectively. Details of the LSTM Network,, LSTM Network, and LSTM Networks
are given in Figures 3.10-3.12 respectively and detailed explanations are given in

the following paragraphs.

LSTM Network, provides with the detected time samples and LSTM Networks
provides with the predicted modulation type. Detailed structure of the shared
backbone (LSTM Network;) can be seen in Figure 3.10. Here [(¢;) represents
latent vector, coming from LSTM Network,, of i’th data in the dataset, Cllvu and
h;7u represents the cell activation and output vector of the w’th LSTM unit in {’th

layer respectively. In the experiments, unit number U is used as 32. Outputs of
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» p) )
o — h(©®
» R

Figure 3.7: Generic illustration of a multi-task learning based model. Here z
represents neural network input, and 3 represents the labels the network tries
to learn for different tasks. h(®) shows the shared network parameters learned for
tasks, and A shows the task oriented network parameters learned for the related
tasks. While the h(® parameters learn attributes related to the relationship
between different tasks, the parameter blocks represented by h(®) only learn the
distinctive attributes related to the task they are related to.

Complex
t;) = —- t;
*(6) [Normalization] *n(t)

Figure 3.8: A complex normalization as given in 3.13 is applied to the raw noisy
complex measurements x(t;). A 2D time series signal x,(t;) is acquired after this
normalization stage.

[LSTM Network, ] — d(t;)

Xp (t;) ——> [LSTM Network, ]—> (&)

LSTM Network; ] —_— Cj;

Figure 3.9: The proposed MODNET model. First, normalized input
x,(t;) is subjected to feature extraction procedure through an LSTM block
LSTM Network;, then the network outputs [(¢;) is fed to two separate LSTM
blocks LSTM Networky and LSTM Networks to get the detection vector d(t;)
and class probability ¢; ; respectively.
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the given LSTM network is the detection vector d(t;) corresponding the probabil-
ity of detection for each time sample of the input signal z(¢;). Figure 3.11 shows
the details of the LSTM Networky. Here [(t;) represents latent vector, coming
from LSTM Network;, of i’th data in the dataset, Cllvu and h;u represents the
cell activation and output vector of the «'th LSTM unit in {’th layer respectively.
Output of the given LSTM network is the detection vector d(t;) corresponding
the probability of detection for each time sample of the input signal z(¢;).

Figure 3.12 shows the details of the LSTM Networks. Here [(t;) represents
latent vector, coming from LSTM Network;, of i’th data in the dataset, C’l"u and
h;u represents the cell activation and output vector of the w'th LSTM unit in
[I’th layer respectively. d,, ; represents the dense layer weight between u’th LSTM
unit in in the last layer of the decoder network and j’th unit of the output layer
(¢ij). Output of the given LSTM network is the classification vector ¢; ; which

represents the probability that i’th data belongs to the j’th class.

During the neural network training, the error at each step is calculated from

the predictions ¢ and d(t) of outputs ¢ and d(t), respectively as follows:

ZIH

> |-

1

HIH

T

i[ t,;) log(d ))]] (3.15)

7j=1

<.

73 %Z (1)) toa(1 - d(n»)]]
L= —% > e og(e) (3.16)
Ly =Ly + AL (3.17)

Here d(t;;) and d(t;;) represent the label and predicted detection result of the
7’th element of the i'th data from dataset, respectively. ¢; and ¢; represents
the label and predicted modulation type of the i’th measurement; N represents
the number of samples in a selected data and T represent the number of data

selected from dataset. The problem of estimating d(¢;) is modeled as a binary
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classification problem (signal is present or not) for each sample in a data, and
optimization with the binary cross-disorder error function. The neural network’s
parameters are updated with the back propagation algorithm to reduce the total

error expressed by Lr and the details of the optimization steps are given in 3.2.5.

At the end of the offline supervised training, the memory cells in shared back-
bone (LSTM Network;) learn the relationship between the modulation type and
the pulse detection tasks. Meanwhile, it is provided to learn task-specific at-
tributes with the LSTM Network, and LSTM Networks.

3.2.4 Time Analysis

In order to show the applicability of the proposed MODNET architecture in real-
world scenarios, we show the time-complexity of the detection output for infer-
ence. All calculations are done considering the parallel computation capabilities
of the GPUs [30]. Consider an end-to-end network consisting of LSTM Network,
and LSTM Networks. Although most of the calculations can be parallelized, the
calculations in series LSTM units have to be performed in separate cycles [33].
The output can be read from the LSTM after a number of time steps that is
asymptotically linear in the number of units and layers [30]. Each LSTM unit
has 3 multiplication, 1 addition, 3 sigmoid and 2 tanh activation functions as
can be seen in figure 3.6. Time complexity of the activation functions can be
considered as constant since they can be utilized by look-up tables [34], thus we
can safely ignore them in the calculation. Moreover, the number of clock cycles
is the dominant term for time complexity considering the FLOPS of the GPU
is not reached per cycle, so we can also ignore the number of multiplications
and additions. Then, considering there are L number of layers and each layer
has U number of LSTM units, total number of cycles per input sample become
U+ L—1. Ultimately, worst-case time complexity can be expressed as O{U + L}.
With U = 32 and L = 7 as used in our work and Tesla V100 GPU with 1370
MHz clock speed, maximum sampling frequency for the receiver is calculated as

17.5 MHz (assuming multiplication is done in 2 cycles with CUDA) for real time
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application of the MODNET. In order to achieve 100 MHz sampling frequency,
GPU with a 7800 MHz clock speed would be required which could be possible in

the foreseeable future.

3.2.5 Optimization

Gradient descent based optimization techniques are used during the supervised
training of the neural network based architectures. Update steps of the opti-
mization methods that are utilized in the training of the proposed methods are

detailed in this subsection.

Loss minimization problem with stochastic gradient descent can be formulated

as follows:

mui/n {Lt(W) = % Zjl (Wi, y5,) + )\T(W)} (3.18)

where x; is the 4, training instances and y; is the corresponding label, W is the
network parameters to learn, £(W;x;,y;) is the loss of network parameterized by
W w.rt. (x;,y;), r(W) is the regularization function, A > 0 is the regularization
weight and {(z4;,y;,)}5—; corresponds to random mini-batch chosen at iteration
t.

Weight update rule at t;, iteration is formulated as:

‘/t = ,MV;,1 - OéVLt(Wtfl) (319)
Wy=Wia+ W (3.20)

where o > 0 and p € [0,1) corresponds to learning rate and momentum, respec-
tively. The addition of momentum term smooths updates, enhancing stability

and speed.

In Adaptive Gradient (AdaGrad) [35] learning rate is adapted per coordinate

in a way that highly varying coordinate suppress and rarely varying coordinate
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enhance. Its update rule at t;, iteration is formulated as:
VL(W; 1)

Wy=Wiq -«
VSl VELe(We )2

(3.21)

Root Mean Square Propagation (RMSProp) [36] is similar to AdaGrad but
with an exponential moving average controlled by v € [0,1) (smaller v =
more emphasis on recent gradients). Its weight update rule at ¢, iteration is

formulated as:

Ry =~YRi 1 + (1 —3)VL(W;_)? (3.22)
VL(W,_1)

Wt:Wt_l—O./ \/E

(3.23)

Adaptive Moment Estimation (Adam) [37] combines the advantages of Ada-
Grad, that works well with sparse gradients, and RMSProp, that works well in

non-stationary settings. It maintains exponential moving averages of gradient

average gradient

and its square and updates proportional to Javorage squared sradiont

Adam update

steps are detailed in Algorithm 2. In the given pseudo code o > 0, ; € [0,1),
fa € 10,1) and € > 0 are corresponding to learning rate, 1st moment decay rate,

2nd moment decay rate and numerical term, respectively.

In our works, Adam parameters «, 51, 82 and € are chosen as 0.001, 0.9, 0.999
and 10~8. Moreover, the regularization constant, which is given as A\ in Equation
3.17, is selected as 1.
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Figure 3.10: Detailed structure of the shared backbone (LSTM Network,;). Here
each blue cell represents the generic LSTM unit given in Figure 3.6, z,,(t;) repre-
sents the normalized samples of i’th data in the dataset, C;,, and h;, represents
the cell activation and output vector of the u’th LSTM unit in /’th layer respec-
tively. Output of the given LSTM network is the latent vector [(¢;) which is the
encoded version of the input signal z,,(¢;).

Algorithm 2 Adaptive Moment Estimation (Adam)

1: Initializations: Mo =0, Ry =0

2: fort=1,...,7 do

33 M;=p0M_1+ (1 —p1)VL(W;_;) (1st moment estimate)

4 Ry=[aRi 1+ (1= B2)VLi(W;_1)? (2nd moment estimate)
5. M, =M,/ (1—(61)") (1st moment bias correction)
6
7

R, =R,/ (1—(8)") (2nd moment bias correction)

Wy =Wy — a\/% (Update)

8: end for
9: Return Wr
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Figure 3.11: Detailed structure of the detection head (LSTM Networks). Here
each blue cell represents the generic LSTM unit given in Figure 3.6, [(¢;) repre-
sents latent vector, coming from LSTM Network;, of i'th data in the dataset, C’l/,u
and h;,u represents the cell activation and output vector of the w'th LSTM unit
in I’th layer respectively. Output of the given LSTM network is the detection
vector d(t;) corresponding the probability of detection for each time sample of
the input signal z(t;).
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Figure 3.12: Detailed structure of the classification head (LSTM Networks). Here
each blue cell represents the generic LSTM unit given in Figure 3.6, [(¢;) repre-
sents latent vector, coming from LSTM Network,, of i’th data in the dataset, C’l”u
and h;lu represents the cell activation and output vector of the w'th LSTM unit in
I’th layer respectively. d,, ; represents the dense layer weight between u’th LSTM
unit in in the last layer of the decoder network and j’th unit of the output layer
(¢ij). Output of the given LSTM network is the classification vector ¢; ; which
represents the probability that i’th data belongs to the j’th class.
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Chapter 4

Experiments and Results

In this chapter, we present the experiments we conducted by training the neural
network based models in single-task and multi-task learning setups and applying
statistical detection methods. Proposed IMOP data generator was used to form

the necessary datasets for training and evaluating the models.

4.1 Datasets

In both modulation classification and pulse detection tasks, synthetic pulses with
varying PW values from (2 — 25) us are generated at 100 Mhz sampling rate
from -20 to 20 dB SNR levels. Chosen values for SNR provide challenging test
cases at very low SNR values. Signals with changing power levels between 1
mW and 1 W are generated so that pulses that has periodic frequency modula-
tions (ramp, triangular and sinusoidal FM) have at least one period is present
in synthetic measurements. Stepped modulations are generated with at least 0.4
ps chip duration. Center frequency of the signals are varied between -5 and 5
MHz. Number of frequency steps for Frank, P1 and P2 coded pulses are selected
uniformly from {6, 7,8}, and number of sub code in a code is selected uniformly

from {36,49,64} for P3 and P4 coded pulses. Number of segments are chosen
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uniformly from {4, 5,6} for T1 an T2 codes, and bandwidth of the intercepted
signals are uniformly selected from (5,10) Mhz for linear, ramp, sinusoidal FM,
and T3-T4 coded pulses.

For the overall comparison of the classification and detection models, a dataset
of 6 classes, given in Table 4.1, has been formed which contains the widely used
frequency and phase modulations. More comprehensive set of 19 classes, given in
Table 4.1, is then used to further analyze the proposed detection and classification

techniques.

4.2 Experiments

All neural network based models are implemented in in Python using Tensorflow
library (v2.1) and optimized with Adam solver [37], which combines the bene-
fits of RMSProp and AdaGrad techniques. SincNet model is adapted from the
original repository of [15], autoencoder based detector is implemented as a sim-
ple feedforward neural network with 128-64-32-32-64-128 neurons on layers. All
measurements are divided into blocks of 2500 time samples. Then 5000 of these
blocks were used for training purposes and 3000 of them were used for testing
purposes per class, and 10 % of the training set was used as validation data.
Training is performed in batches of 64. All of these training, validation and test
sets are chosen as mutually exclusive, in other words, network is tested on a set
that it has not seen during training phase. Training is performed three times per

scenario, and the results are averaged to calculate the classification accuracy.

4.2.1 IMOP Classification Results

Comparison of the classification models over varying SNR levels can be seen in
Figure 4.1. Here, CNN corresponds to simple convolutional neural network simi-
lar to the one proposed in [10]. WVTFI and CWTFI corresponds to Wigner-Ville

and Choi-Williams based feature extractors combined with a CNN model similar
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Table 4.1: Modulation Types Used in Simulation Result Sets

6 Class Set 19 Class Set
Single Car. Mod. (SCM) SCM Frank Code
Linear FM Linear FM P1 Code
Costas-10 FM Sinusoidal FM P2 Code
Barker-13 PM Costas-5 FM P3 Code
QPSK Costas-7 FM P4 Code
8-PSK Costas-10 FM T1 Code
Barker-3 PM T2 Code
Barker-7 PM T3 Code
QPSK T4 Code
8-PSK

Top-1 Accuracy vs SNR
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Figure 4.1: Top-1 IMOP classification accuracies over varying SNR levels.
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to the one proposed in [2]. SincNet corresponds to the SincNet based IMOP classi-
fication model described in Section 5.1.2. FFCNN is the the proposed reassigned
spectrum, robust least squares and CNN based IMOP classification technique
described in Section 3.1. MODNET is the proposed LSTM and multi-task learn-
ing based IMOP classification technique described in 3.2. While calculating the
classification accuracy of it, only the output from classification head is regarded

during the inference.

As can be seen in Figure 4.1, FFCNN and MODNET are the top performing
techniques on 0-20 db SNR region by a large margin. Below 0 db SNR, phase
of the measurements start to get distorted largely. As a result, FFCNN’s phase
related input becomes obsolete and FFCNN fails to differentiate phase modula-
tions (reason of the sudden drop in accuracy). WV and CW based TFI repre-
sentations are great for frequency related modulations but they are simply not
enough to differentiate phase modulations (QPSK and 8-PSK). Moreover, WV
TFT representation fails to extract meaningful features to differentiate frequency
modulations below 0-5 dB SNR. Overall, MODNET performs better at all SNR

levels.

Confusion matrix plots at different SNR levels for IMOP classification results
of the proposed FFCNN architecture on 6 class set can be seen in Figures 4.4
and 4.5. At above 0 dB SNR, top accuracies can be observed with near zero
false positive and false negative ratios. At 0 dB SNR it is observed that phase
modulated classes are misclassified. This is expected since around 0 dB SNR, the
quantized phase features become insufficient for the differentiation of the phase

jumps.

Confusion matrix plots at different SNR levels for IMOP classification results
of the proposed MODNET architecture on 19 class set can be seen in Figures 4.2
and 4.3. Most of the incorrect classifications are between QPSK-8PSK P1-T4,
and Chirp-Sin-Costas groups, in other words, there is near to none incorrect clas-

sifications between phase-frequency modulations. This is very promising result
for low SNR levels.
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Figure 4.2: Confusion matrix of the proposed ModNet classification head output
for test data of 19 class set at 10 dB SNR level.
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Figure 4.3: Confusion matrix of the proposed ModNet classification head output
for test data of 19 class set at -10 dB SNR level.
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class set at -10 dB SNR level.
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Figure 4.11: Confusion matrix of the CWTFI technique for test data of 6 class
set at -10 dB SNR level.
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Figure 4.12: Confusion matrix of the SincNet based model for test data of 6 class
set at 10 dB SNR level.
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Confusion matrix plots at different SNR levels for IMOP classification results
of the CNN, WVTFI, CWTFI, FFCNN and SincNet on 6 class set can be seen
in Figures 4.6-4.13.

4.2.2 Pulse Detection Results

Figure 4.14 shows the signal detection result of the detection head of the proposed
MODNET architecture under -20 dB SNR. It is observed that it can exhibit high

detection performance even under intense noise.

In detection comparisons, window length of the Energy Detector is chosen as
given in Section 5.2.1. Pulse detection comparison over varying SNR levels can
be seen in Figure 4.15. As can be seen from the figure, MODNET is the top
performing technique on all SNR levels. Energy Detector fails at detection below
0 dB SNR. Neural network based models perform better at low SNR levels.
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Figure 4.14: Pulse detection at -20db SNR with proposed MODNET structure.
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Chapter 5

Baselines

In this chapter, we discuss various solution approaches proposed for the pulse
detection and IMOP classification tasks. We start with widely adopted neural
network based classification methods, then we present traditional and neural

networks based detection methods that are widely used in the literature.

5.1 Classification Techniques

In this section we first discuss the time-frequency based IMOP classification ap-

proaches, then give the details of a SincNet based waveform classification modal-

ity.

5.1.1 Time-Frequency Image based IMOP Recognition

Time-frequency representations(TFR) are more and more widely used for non-
stationary signal analysis. They perform a mapping of a one-dimensional signal
x(t) into a two-dimensional function of time and frequency T'F R, (t, w) in order to

extract relevant information. Mostly used TFR methods are Short Time Fourier
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Transform, Wigner-Ville Distribution, and Choi-William Distribution.

5.1.1.1 Short Time Fourier Transform

Let F,(t,w; z) denote the STFT of x(t), given as:
F.(t,w;z) = / z(s)z*(s — t)e "5ds (5.1)

where z(t) is the windowing function controlling the desired time and frequency

resolution of the resulting TFI.

5.1.1.2 Wigner-Ville Distribution

Let WV, (t,w) denote the Wigner-Ville(WV) distribution of z(t), given as:

WV (tw) = / Tt + 5/2)2t (t — 5/2)e T ds (5.2)

—0o0

WYV distribution of a 1-D signal has good time-frequency resolution but is prone

to cross-term interference.

5.1.1.3 Choi-William Distribution

Let CW,(t,w) denote the Choi-William(CV) distribution of z(t), given as:

G e
’ /:2 w?o [(16t%) .

t t o
X x(t' +w+ i)x*(t’ +w — i)e’]w tdtdw

CW distribution acts as a low-pass filter which suppresses WVD cross-term in-

terference.
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5.1.1.4 Classification with Time Frequency Representations

In earlier methods [6], [7], [8], and [9], researchers have used traditional signal
processing methods to extract features, such as Wavelet Analysis and instanta-
neous frequency analysis. However, since these methods are weak to characterize
the distinctions among different types of radar signals, these methods are sensi-
tive to noise and their generalization ability are limited. STFT, WVD and CW
based Time-Frequency analyses present better distinction, that is, the frequency
variation of radar waveforms with different modulation types. Some works [12],
2], [14] and [7] design a convolutional neural network(CNN) to recognize the

modulations from the extracted TFIs .

5.1.2 SincNet based IMOP Recognition

Recently, [15] proposes a novel CNN architecture, called SincNet. Its overall ar-
chitecture can be seen in Figure 5.1. In contrast to standard CNNs, that learn all
elements of each filter, only low and high cutoff frequencies are directly learned
from data with the proposed method. This offers a compact and efficient way
to derive a customized filter bank specifically tuned for the desired application.
Authors conducted experiments on both speaker identification and speaker verifi-
cation tasks from raw samples and results were similar to CNN with less number

of model parameters.

In this work we applied the same SincNet architecture to modulation type

classification problem from raw measurements.

5.2 Detection Techniques

In this section we first define the problem of pulse detection, then present the

details of energy based and autoencoder based pulse detector modalities.
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Figure 5.1: SincNet architecture. [15]
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Two probabilities are of interest for the detection. Probability of detection,
under hypothesis H1, defines the probability of correctly detecting present signal;
and probability of false alarm, under hypothesis Hg, defines the probability of
falsely labeling the presence of signal. In the following sections, details of the

baseline detection models are given.

5.2.1 Energy based Pulse Detector

The test statistic for energy detector is:

T(y) = = > ly(n)? (5.4)

where N is window length, under hypothesis Hg, T'(y) has chi-square distribution
with 2N degrees of freedom for complex valued case and with N degrees of
freedom for real valued case. For a large N, probability of false alarm under

hypothesis Hy can be approximated by

6—0'2

o2/ N

where )(.) is the complementary distribution function of the normal distribution,

Pr=Q( ) (5.5)

and o2 is the noise variance of the measurements. ¢ is the threshold that is related

to probability of false alarm, given as:

e=Q Y(P)o®VN + o2 (from [38]) (5.6)

N must be carefully chosen in order not to miss signals with minimum pulse
width that is required to be detected. If f; is sampling frequency and minimum
pulse width to be detected is PW,,;,,, then N is the maximum integer not greater
than PW,i fs-
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5.2.2 Autoencoder based Pulse Detector

Autoencoders are specific type of feedforward neural networks where the input
is the same as the output. They compress the input into a lower-dimensional
code and then reconstruct the output from this representation. The code is a
compact “summary” or “compression” of the input, also called the latent-space

representation.

An autoencoder consists of 3 components: encoder, code and decoder [30].
The encoder compresses the input and produces the code, the decoder then re-
constructs the input only using this code. When the coding layer has a lower
dimensionality than the input data, the autoencoder is said to be undercomplete.
It will not be able to directly copy its inputs to the output, and will be forced to
learn intelligent features to be able to form the output. This way, one can use an
autoencoder to reconstruct the signal support from noisy measurements. After
applying a simple threshold to the output of the autoencoder, signal support can

be predicted.
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Chapter 6

Conclusion & Future Work

6.1 Conclusion

Simulation results show that the proposed FFCNN and MODNET techniques
outperform the current state-of-the-art alternatives in all SNR levels and are
easily scalable among broad range of modulation types. Moreover, promising

results with real data are presented in [20].

For the pulse detection comparisons, proposed MODNET technique compared
with energy detector and autoencoder based baseline. MODNET is the top per-
forming technique on all SNR levels. Energy Detector fails at detection below 0
dB SNR. Neural network based models perform better at low SNR levels.

For the IMOP classification comparisons, proposed FFCNN (reassigned spec-
trum, robust least squares and CNN based) and MODNET (LSTM and multi-
task learning based) techniques are compared with pure/time-frequency analysis
based CNN models and a SincNet based model. FFCNN and MODNET are the
top performing techniques on 0-20 db SNR region by a large margin. Below 0
db SNR, phase of the measurements start to get distorted largely. As a result,
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FFCNN'’s phase related input becomes obsolete and FFCNN fails to differenti-
ate phase modulations (reason of the sudden drop in accuracy). WV and CW
based TFI representations are great for frequency related modulations but they
are simply not enough to differentiate phase modulations (QPSK and 8-PSK).
Moreover, WV TFI representation fails to extract meaningful features to differ-
entiate frequency modulations below 0-5 dB SNR. Overall, MODNET performs
better at all SNR levels.

6.2 Future Work

A possible research direction might be the additional post-processing blocks for
the detection head of the proposed MODNET architecture to be able to get
a more stable pulse support estimation on below 0 dB SNR levels. Moreover,

convolutional LSTM based shared backbone architecture can be utilized.

Newer studies show promising results with GPT and transformer based gen-
erative neural network architectures. These type of backbones can be utilized for
the proposed architectures for more comprehensive pulse detection and IMOP

classification capabilities.
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