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ABSTRACT

We propose a general defender-attacker model for security of computer networks, using attack
graphs to represent the possible attacker strategies and defender options. The defender’s objective
is to maximize the security of the network under a limited budget. In the literature, most network-
interdiction models allow the attacker only one attempt; other models allow multiple attempts,
but assume that any subsequent attempt begins at the point where the previous attempt failed. By
contrast, in computer security, the attacker could be operating from the safety of a foreign country,
and the cost of changing attack strategies may be quite low, so a new model is needed.

To capture the ability of the attacker to launch multiple attempts, we represent the attacker’s
success on each arc of the attack graph probabilistically, and formulate the resulting problem as a
multiple-stage stochastic network-interdiction problem. In the resulting game, the defender antici-
pates both the attacker’s strategy choices, and their probabilities of success, and chooses which arcs
in the attack graph to protect in order to defend against multiple attempted attacks. The attacker
then launches an optimal attack against the system, knowing which arcs have been protected. If
the attacker fails at the first attempt, a second-stage optimal strategy is chosen, based on a revised
attack graph showing which arcs have been successfully traversed (with success probabilities of
1), and which arc failed (assumed to have success probability 0). We solve the resulting problem

using multi-stage stochastic optimization with recourse, and explore the attacker’s strategies.



Chapter 1

Introduction

An attack graph is essentially “a succinct and complete representation of all possible scenarios
for attacking a computer network™ [63]. Using attack graphs, it is possible to develop an defender-
attacker model that will help defenders to identify optimal or at least near-optimal defenses. More-
over, one can develop models to defend a system against different types of attackers. With regard
to computer security, one can imagine attacker types such as hackers, spies, terrorists, corporate
raiders, professional criminals, etc., who may try to optimize different objectives. For example, an
opportunistic attacker is merely looking for an easy target, and may be deflected to an easier target
if one target (e.g., a specific internet retailer) becomes too difficult or costly to attack successfully.
By contrast, realistic levels of attack difficulty or cost are unlikely to deter a determined attacker
(e.g., a hostile government) from its preferred target.

Many defender-attacker models have been developed for security of computer networks. These
models mostly use game theory to identify equilibrium strategies for both the attacker and the
defender. However, most models do not use attack graphs in developing their game trees. For
example, Liu et al. [38] develop a conceptual game-theoretic formalization, with different game-
theoretic models for different situations (e.g., correlation among attack actions, accuracy of intru-
sion detection). Lye and Wing [40] discuss different game strategies in network security. Viewing
the interactions between an attacker and the system administrator as a two-player stochastic game,
they compute Nash equilibria or best-response strategies for the two players (attacker and admin-
istrator) using nonlinear programming. Modeling the problem as a general-sum stochastic game
makes it possible for Lye and Wing to identify multiple Nash equilibria, which can help the system

administrator anticipate the attacker’s best attack strategies.



There are also many defender-based methodologies that do not explicitly consider attacker
types or strategies. For example, Sheyner et al. [63] develop an approximation to find the smallest
subset of measures whose deployment would make the system “safe.” They claim that even just
finding a set of measures to make the system safe is NP-complete, so they use a greedy algorithm
to find an approximate solution to the problem. In their algorithm, they treat finding a minimum
critical set in an attack graph analogously to a minimum hitting-set problem. They then apply a
greedy critical-set algorithm to find the minimum critical set that covers at least one arc from each
of the possible paths on the attack graph. Their model would be appropriate for the cases in which
there is no defender budget limit. However, in reality, most of the security systems are subject to
defense budget limit.

There are several key questions to be answered in developing a game-theoretic model of com-
puter security using attack trees. For instance, is it realistic to assume a non-myopic attacker, who
considers his future actions in choosing an optimal multi-stage attack strategy, or is it sufficient to
protect only against a myopic attacker, who may launch an optimal single-stage attack without con-
sideration of future attack options? If planning (conservatively) to protect against a non-myopic
attacker, how many steps ahead can/should the defender look in choosing his defense strategy?
What is the tradeoff between near-optimality of results (by looking ahead multiple steps) and com-
putational feasibility (by defending against a more myopic attacker)? In our work, we plan to solve
the defender’s problem optimally for protecting against a non-myopic attacker who can launch two
or three separate attack attempts, and compare the optimal defender solution to the solution of a
defender who is protecting against only a myopic attacker, to see how much penalty is incurred
by assuming a myopic attacker strategy. If the payoffs of the two defender solutions are close to
each other, this would suggest that the solution to the non-myopic optimization problem can be ap-
proximated by the solution to a corresponding myopic optimization problem. Otherwise, solution
strategies capable of solving for optimal defenses against multi-stage attacks will be needed.

To illustrate, in Figure 1.1, assume that the solid path is the optimal strategy for a specific
attacker type, and that if we block this path, the attacker will choose his second optimal path. Does

it make any difference which arc on that path we block? Assume for purposes of argument that



we block the third arc on this path, the one denoted by the “X.” and that the attacker would then
choose the dashed arcs for his next optimal path. In this case, it might have been better to block
the second arc instead of the third arc, because that would automatically eliminate the attacker’s
first two optimal choices on the attack graph. However, whether that is in fact optimal may depend
on numerous other system characteristics, like how costly it is for the defender to block one of the
dashed arcs, how much less desirable the attacker’s third choice of attack path is (e.g., the bold
path in Figure 1.1), etc. A fully optimal defense strategy may be computationally challenging to
find, so the defender may need to decide how conservative to be in assessing attacker look-ahead

capabilities in trading off optimality or near-optimality of results against computational feasibility.

Figure 1.1: A simple attack graph

The remainder of this dissertation is organized as follows. In Chapter 2, we review the rele-
vant literature on attack-graph based cyber security models, game-theoretic approaches to cyber
security, and stochastic network-interdiction models. In Chapter 3, we formulate two-stage and
three-stage stochastic network-interdiction models for the attacker problem, and a bi-level opti-
mization model for the defender problem, and propose solution approaches for both the attacker

and defender models. In Chapter 4, we show the results for the attacker problem. In Chapter 5,



we show the results for the defender problem. Finally, in Chapter 6, we summarize some of the

important research findings, and discuss some possible future work and extensions.



Chapter 2

Literature Review

Computers have been in our lives for more than fifty years now. Especially with greater reliance
on the internet, computer security has become a major issue. Virtually all important cyber networks
have been attacked by hackers, spies, terrorists, corporate raiders, professional criminals, etc. [59].
The US-CERT (United States Computer Emergency Readiness Team) web site has announced
more than 52,000 vulnerabilities, a number that increases by 500 to 600 per month. The worldwide
cost of cyber attacks is around one trillion dollars [66], demonstrating the importance of research
on cyber security.

Computer security has been studied by many researchers. The main tools for protecting net-
worked systems include cryptography, “demilitarized zones” (designated places on a computer
network where public services are located), virtual private networks (VPN), honey pots, vulnera-
bility scanners, firewalls, and intrusion detection systems (IDSs) [59]. Encryption is a strong tool
for securing data packets, but it is not always realistic to encrypt every packet in a network, and
in any case encryption keys can often be stolen or acquired through “social engineering” even if
the encryption code cannot be “cracked” by brute computational force. A VPN is a way to con-
nect securely with the network a private network from outside; however, this connection can also
provide a way for attackers to get inside the network, if they are able to obtain the privileges of an
authorized user. Honey pots are decoys designed to attract the interest of attackers; however, if an
attacker is able to identify the honey pots, this could provide knowledge of the network structure.
Vulnerability scanners are used to scan a given network for potential weaknesses, but their findings
are not always reliable. Finally, firewalls are designed to protect networks from malicious activi-

ties, and IDSs identify attack signatures and detect anomalous system behavior. However, if cyber



attackers know their general capabilities, they may be able to take advantage of security holes or
gaps. Attackers can also exploit the complexity of computer networks by finding a multiplicity of
ways to attack them.

When computer networks were first introduced, they were not designed to protect against po-
tential attacks [59]. Moreover, with the exponential growth of computer and internet usage, com-
puter networks became extremely complex. Therefore, it is difficult if not impossible to secure
computer networks completely, and intelligent attackers can always take advantage of new weak-
nesses or combinations of existing vulnerabilities.

Moreover, operational decisions about updating network security often involve patching newly
discovered security holes after an attack. In other words, once a new virus or cyber attack has been
detected, firewalls, intrusion-detection algorithms, and other defense tools are updated accordingly.
However, game theory could in principle facilitate a more proactive approach to computer security,
by anticipating the responses of potential attackers.

Another important challenge is that there are usually numerous alternative strategies available
for attacking even a small network. Schneier [59] gives an example of this multiplicity of attack
strategies for the case where the goal of the attacker is to read a specific message being sent from
one computer to another. Some of these attack strategies include convincing the sender and/or
the recipient to reveal the message, reading the message when it is being written into the sender’s
computer or stored on the sender’s and/or the recipient’s disk, stealing the sender’s or the recipient’s
computer and trying to recover the message, etc. Of course, for a large network, with thousands of
servers and end users, security would be an even more complex problem.

Considering the complexity of cyber networks, attack graphs have been developed as a way to
represent all possible attack alternatives for a given network [63]. An attack graph can show the
vulnerabilities of a given cyber network in a compact way. As a result, many researchers have used
attack graphs to build security models for cyber networks [35].

So far, there have been only a few studies (e.g., [68], [8]) that use both attack graphs and game
theory to model the security of computer networks. However, many studies of computer networks

have been conducted using either game-theoretic tools or attack graphs alone. We summarize



these studies in sections 2.1 and 2.2, respectively. In section 2.3, we discuss possible solution
algorithms from the literature for the network-interdiction game that results from applying game

theory to attack graphs.

2.1 Attack-Graph Based Cyber Security Models

Attack graphs are important tools for analyzing network vulnerabilities. Several studies have
been conducted on how to efficiently generate attack graphs for cyber networks. An attack graph
generally includes a pair of source and terminal nodes, with several arcs and intermediate nodes.
On a given attack graph, each node represents one possible state of the attack process. Each path
through an attack graph represents an alternative way to reach a specific goal (e.g., to compromise
the database of a bank, etc.), and each arc represents a specific subattack on a given path. A
successful attack must start from the source node and reach the end node before failing or being
detected.

Schneier [58] discusses attack trees, which are a primitive version of attack graphs. He rep-
resents all vulnerabilities of a system in a tree, with and/or logic to represent relations between
nodes. Here, the root node represents the main goal, and leaf nodes represent different ways to
reach the main goal. Schneier assigns a value to each arc to represent the cost of the corresponding
subattack. He gives an example involving e-mail security to illustrate how attack trees could be
used to help choose defensive strategies.

In their review paper, Lippmann and Ingols [35] summarize different approaches to generating
attack graphs. Sheyner et al. [63] introduce automatic attack-graph generation to facilitate the
construction of complete attack graphs even for extremely large networks. They propose that once
a complete attack graph has been generated, it could be used to identify all possible attacks and
defend against them. In particular, Sheyner et al. use optimization to find a minimal set of security
measures that can protect against all possible attacks. Noel and Jajodia [47] develop a similar
model that finds the smallest number of sensors to completely cover an attack graph. Ou et al. [49]
propose a more computationally efficient approach for generating and representing attack graphs.

In their framework, nodes in the attack graph represent logical statements that encode the network



states, and arcs represent causality relations between the network configuration and the attacker’s
potential gains. They propose that logical attack graphs could be built more quickly, and represent
the vulnerabilities of networks more accurately, than physical attack graphs. Saha [55] extends
the work of Ou et al. [49] to include more sophisticated security policies in advanced operating
systems, such as Windows XP and SELinux. Finally, [65], [13], and [26] develop approaches for
building more compact attack graphs.

Sawilla and Ou [57] propose a new algorithm to identify critical assets in attack graphs. They
generalize Google’s PageRank algorithm to rank attack assets (AssetRank) using attack graphs.
They apply their algorithm to several networks, and find that the resulting ranks are reasonably
consistent with the subjectively estimated importance of particular assets to prospective attackers.
Mehta et al. [42] also develop an algorithm to rank states in an attack graph, to identify the most
critical portions of the graph.

Frigault and Wang [15] consider attack graphs as a special type of Bayesian network, and
propose that exploiting one vulnerability may make the next vulnerability on the same attack path
more susceptible to attack. Therefore, they analyze attack graphs using conditional probabilities.
They also model the evolving nature of vulnerabilities using dynamic Bayesian networks, and
apply their model to two case studies. However, it might not always be feasible to assess the
conditional probabilities of all vulnerabilities in a large network.

Wang et al. [70] develop a method to harden a network against multiple-step intrusions using
attack graphs. In their solution approach, they aim to disable the initial conditions of cyber attacks,
rather then removing exploits.

Xie et al. [73] propose an approach for representing attack graphs in a simpler way. They
construct a two-layer attack graph with an upper layer that shows the attacker’s access privileges.
The lower layer then corresponds to a traditional attack graph with one source and one target. This
approach allows them to prioritize potentially vulnerable hosts, as a stepping stone to developing

an efficient network-hardening strategy.



2.2 Game-Theoretic Approaches to Cyber Security

Most traditional network-security solutions lack a quantitative decision-making framework.
Ideally, such a framework should consider the behavior of attackers. To this end, game theory is a
good tool to use for modeling the security of cyber networks. Several researchers have emphasized
the value of using game theory for the analysis of security risks. For example, Bier et al. [7]
argue that traditional risk-analysis approaches can fail to correctly assess the risks from intelligent
attackers. Therefore, considering the importance of game-theoretic models for cyber security,
we here review several recent papers that propose game-theoretic models for network-security
problems.

We can categorize games into two groups (cooperative games and non-cooperative games),
based on the players’ relations. Network-security games are non-cooperative games, since the
attacker and the defender have opposing objectives [48].

Further, we can categorize games as static or dynamic games [48]. Static games are one-stage
games, while dynamic games are multi-stage games in which players can update their actions in
each stage. One special case of dynamic games is stochastic games. In a stochastic game, the
players take actions and receive payoffs that depend not only on their actions and the current state
of the game, but also on a set of transition probabilities. The main difference between stochastic
games and other types of dynamic games is that stochastic games involve probabilistic transitions
between states of the game.

Games can also be sequential or simultaneous [48]. Simultaneous games are games in which
all players take their actions at the same time (or, if moving at different times, the later players
do not know the actions of the earlier players). In sequential games, later players have some
knowledge about the earlier player’s actions. Based on this definition, sequential games are a
subset of dynamic games. However, there can also be dynamic games in which, at some periods,
the players move simultaneously, or other combinations of simultaneous and sequential games.

Games can be categorized as having perfect or imperfect information, and complete or in-

complete information, according to what each player knows about the other player(s) [48]. In a
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perfect-information game, every player knows the past moves of all other players. If the past moves
of some players are not known by at least some other players, then we have a game of imperfect
information. Simultaneous games can thus be considered games of imperfect information. Simi-
larly, in a complete-information game, every player knows the possible strategies and payoffs of all
other players (but not necessarily their actions). By contrast, in a game of incomplete information,
at least one player does not know the possible strategies and payoffs of at least one of the other
players.

It is also possible to categorize games as constant-sum or general-sum games [48]. In a
constant-sum game, the total available resources are independent of player choices, so the re-
sources of all players always sum to a constant. One special case of constant-sum games is zero-
sum games, in which the total payoffs of all players always equal zero for any combination of
strategies. General-sum games are games in which the resources of all players need not sum to a
constant.

Jormakka and Molsd [29] apply game theory to four static games involving information war-
fare. For each game, Jormakka and Molsé define possible strategies for both the attacker and the
defender, and find the resulting equilibrium strategy or strategies for each case. Carin et al. [9]
develop an economic model to find efficient investment strategies against reverse-engineering at-
tacks. Liu et al. [38] develop a conceptual game-theoretic formalization to infer attacker intent,
objectives, and strategies (AIOS). In their study, they focus on inferring likely attack strategies,
given a specific model of attack intent and objectives. In their case study, they infer the strategies
of attackers that impose distributed denial-of-service attacks. Liu et al. [39] also study the problem
of IDS location in mobile ad-hoc networks. In particular, they model the interactions between
attacking and defending nodes as a two-player, non-cooperative, non-zero-sum game. They ana-
lyze the problem as both a static and a dynamic game, and consider both complete and incomplete
information regarding the maliciousness of nodes.

Lye and Wing [40] develop a game-theoretic model for the security of a computer network.

In their study, they focus on three attack scenarios: defacing of a website; denial of service; and
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stealing of confidential data. Viewing the interactions between an attacker and the system adminis-
trator as a two-player stochastic game, they find Nash equilibria or best-response strategies for the
two players (attacker and administrator) using nonlinear programming. Modeling the problem as
a general-sum stochastic game makes it possible for Lye and Wing to identify cases with multiple
Nash equilibria.

Xiaolin et al. [72] propose a Markov model to assess the risks of computer networks, consid-
ering the current and anticipated future security status. They use a Markov chain to model the
potential actions of attackers to assess the risk, and another Markov chain to represent possible
defense strategies to decrease the number of system vulnerabilities. Nguyen et al. [45] propose
a stochastic game-theoretic model for security and intrusion detection in computer networks, and
apply it to a small sample network. They model the security of the network using a weighted di-
rected graph, with nodes representing combinations of security assets and vulnerabilities, and with
edges representing relations among the nodes. References [2], [3], and [4] also propose similar

stochastic-game models for IDSs.

2.3 Stochastic Network-Interdiction Models

One way to use attack graphs to develop defensive strategies is to find the optimal set of arcs (or,
equivalently, attacker actions) for the defender to interdict. This critical set is likely to depend on
factors such as interdiction costs, the defender’s budget constraint, the effect of an arc interdiction
on the attacker’s future actions, etc. In the literature, many network-interdiction algorithms have
been developed to find the optimal set of arcs to interdict on a given graph. In our work, we develop
a network-interdiction model using attack graphs to find optimal game-theoretic defense strategies
for cyber security. Therefore, we now review the literature on network-interdiction modeling.

Network-interdiction models have been studied in areas such as military applications and trans-
portation security. During the Vietnam War, McMasters and Mustin [41] developed deterministic
models to interdict enemy troops or material flows on a transportation network, using optimization

to allocate a limited number of aircraft to best interdict the enemy’s supply line. More recently,
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[64], [53], and [71] have all applied deterministic network-interdiction models to military prob-
lems, or to interdiction of illegal drugs or precursor chemicals. Similarly, [16] and [19] study the
problem of maximizing the shortest path of an attacker, using a deterministic network-interdiction
algorithm.

When one or more aspects of the problem are not known with certainty, we have a stochas-
tic network-interdiction problem. One of the first studies of stochastic network interdiction was
by Cormican et al. [11], who proposed a stochastic network-interdiction model to minimize the
expected maximum flow achievable by an adversary on a given network. In their formulation,
Cormican et al. [11] represent interdiction success or failure by binary random variables, and an-
alyze the resulting problem as a two-stage stochastic integer program. In the first stage of their
problem, the defender minimizes the maximum network flow achievable by the adversary, by in-
terdicting a set of arcs; in the second stage, the attacker then chooses the path on the network that
provides the maximum flow. Cormican et al. [11] use a sequential-approximation algorithm to
solve the problem, finding lower and upper bounds for the optimal value of the objective function
at each iteration.

Israeli and Wood [25] study a shortest-path network-interdiction problem, where the defender
interdicts a set of arcs to maximize the shortest path achievable by the attacker. Their problem is
stochastic, because the defender is assumed not to know the attacker’s actual origin and destina-
tion, but rather to have only a probability distribution over possible origin-destination pairs. They
formulate the resulting bilevel max-min problem as a stochastic mixed-integer program. Bayrak
and Bailey [5] extend the shortest-path network-interdiction problem to the case where the inter-
dictor and the evader have different levels of knowledge about the network. They formulate their
problem as a stochastic nonlinear mixed-integer program, and then solve by converting it to a
stochastic linear mixed-integer program.

Pan and Morton [51] propose a stochastic network-interdiction model in which the interdic-
tor chooses a set of arcs on which to install radiation sensors, to minimize the reliability of the

evader’s maximum-reliability path (e.g., maximize the probability that a nuclear smuggler would
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be detected). Again, Pan and Morton [51] assume that the interdictor has only a probability distri-
bution for the evader’s origin-destination pair. They formulate the resulting problem as a stochastic
mixed-integer program, and propose a decomposition method for its solution. Similarly, Dimitrov
and Morton [14] develop several network-interdiction models, and apply these models to variety
of problems.

Recently, Morton [44] has compared deterministic and stochastic network-interdiction models
and their solution algorithms. He also summarizes the types of stochastic network-interdiction
models according the defender’s information level about the attacker’s source-terminal pair.

Stochastic network-interdiction models are more difficult to solve than similar deterministic
models. As a result, many solution algorithms and heuristics have been proposed. Cormican
[10] categorized the solution methods available as of 1995 as either decomposition methods or
sequential-approximation algorithms. In general, decomposition algorithms iteratively improve
the bounds of the objective function by solving the attacker’s and the defender’s problems for ev-
ery possible realization of the problem (scenario). Examples of decomposition algorithms include
[11], [25], [51], and [22]. However, decomposition algorithms require the objective function of
the problem to be convex. Moreover, some decomposition algorithms require taking the dual of
the objective function, something that is not always easy, and may not always even be possible.
Also, when the number of possible scenarios is large, decomposition methods may become com-
putationally difficult because the number of subproblems to be solved at each iteration is equal to
the number of scenarios.

Sequential-approximation algorithms are computationally more efficient when the number of
possible scenarios is large. Like decomposition, sequential-approximation algorithms find upper
and lower bounds on the optimal value of the objective function. In sequential approximation,
the true problem is approximated by sequentially refining the partitioning of the sample space
to create more representative subsets, which provide tighter bounds on the optimal value of the

objective function. At each iteration, sequential-approximation algorithms use decomposition to
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find bounds on the optimal value of the objective function in each partition. Therefore, sequential-
approximation algorithms face the same limitations as decomposition. Examples of sequential-
approximation algorithms include [11], and [30].

Recently, Janjarassuk and Linderoth [27] proposed a third approach, sample-average approx-
imation (SAA), to solve stochastic network-interdiction problems. In SAA, the true problem is
solved approximately by generating samples from the state space (the set of all possible scenarios)
of the problem. The SAA problem turns out to be a deterministic optimization problem once the
samples have been generated, which approximates the true stochastic problem. Deterministic op-
timization problems can often be solved to optimality using suitable algorithms like the L-shaped
decomposition algorithm ([67]). Examples of SAA methods include [60], [69], [56], [1], [62],
[34].

In their paper, Janjarassuk and Linderoth [27] compare the computational performance of dif-
ferent methods for solving stochastic network-interdiction problems. They conclude that SAA
appears to be especially effective for large problems, since a relatively small number of samples
may be enough to represent a large number of possible scenarios. Therefore, we propose to use
SAA for the solution of our multi-stage stochastic network-interdiction problem.

Another method to solve stochastic network-interdiction problems is dynamic programming.
However, few papers in the literature have used this approach ([12], [23], [21]). Gutin [21] pro-
posed solving interdiction games using Markov decision processes (MDP). In their problem, a
project is planned by a player who schedules the tasks’ start times and allocates available resources
to minimize the project’s completion time, while another player chooses a set of tasks to delay in
order to maximize the total completion time of the project. Gutin modeled the resulting problem
as a stochastic network-interdiction model and solved it using a specialized dynamic programming
algorithm proposed by Creemers et al. [12], since standard MDP algorithms seemed to be compu-
tationally infeasible for even medium-sized networks. The proposed algorithm by Creemers et al.
[12] solves the problem efficiently in two steps based on a partitioning of the state space. The

first step consists of generating “uniformly directed cuts,” which represent the sets of activities
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that can be performed in parallel. In the second step, a backward stochastic dynamic program-
ming recursion is applied to determine the optimal decision. Hindelang and Muth [23] developed
a dynamic programming algorithm for the decision critical path method (DCPM). Hindelang and
Muth used the standard backward induction algorithm to evaluate DCPM networksin which the
nodes and arcs represent projects and their precedence relationships. Their algorithm improved
the solution time of the DCPM network problem compared to previous approaches using integer
programming. Also, the structure of their algorithm allows them to find the optimal solution for
any desired number of project due dates with little extra computational effort.

In theory, we might be able to use MDP to solve our problem. However, given that stochastic
programming is widely used to solve stochastic network-interdiction problems, and the SAA ap-
proach seems to be quite efficient, we propose to use stochastic programming instead of MDP in

this study.
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Chapter 3

Problem Statement

Here, we adopt a fully game-theoretic and non-myopic approach to represent attacker and
defender behavior. In particular, we set up the game as a defender-attacker model, because the
defender moves first in our problem. Potential objective functions for the attacker could be min-
imizing the probability of detection, minimizing the expected cost of all arcs attacked before an
eventual successful attack (if the attacker is not budget-constraint), maximizing the success prob-
ability (if the attacker has a limited number of attack opportunities), etc. We assume that the
attacker’s objective is maximizing the probability of success, with limited resources; however,
we could presumably also solve the problem for other attacker objectives, with slight differences
in the problem formulation. We also assume that the defender wants to minimize the attacker’s
probability of success, with limited resources.

In our model, we use attack graphs to represent attack success probabilities. Each arc on an
attack graph represents the probability of successfully traversing one step of a complete attack (as
represented by a path). We assume that the outcomes of attempting to traverse different arcs are in-
dependent. However, in reality, some arcs on the attack graph may represent similar vulnerabilities,
and thus may not be independent; for example, traversing one of these arcs may indicate that the
attacker capabilities are sufficient to give a high chance of success in traversing other arcs. Zhang
et al. [75] propose a modeling approach in which multiple dependent arcs or nodes on a single path
could be grouped together into one arc (or node). Using their approach or similar approaches, it
is possible to revise the attack graph to make sequential arcs on the resulting revised attack graph
independent. Thus, even though our optimization model requires the arcs to be independent, it can

still be used to address problems with some degree of dependence between arcs.
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Our game is non-cooperative, because the defender wishes to minimize damage while the at-
tacker attempts to maximize damage. Also, it is a stochastic game, because it is uncertain whether
the attacker will be successful when attempting to traverse the network, and the defender develops
his strategy anticipating this uncertainty. We can further categorize our game as a sequential game,
because the defender moves first to protect the network, and than the attacker launches an attack
to traverse the protected network. Further, we assume a complete-information game between the
attacker and the defender, which means that both the defender and the attacker know each other’s
possible strategies and payoffs.

Finally, we assume a game of perfect information, where the attacker has knowledge of the
defender’s chosen protection strategy when choosing how to attack the network. This might be
an unrealistic assumption, but it is conservative, since it gives the attacker an advantage to assume
that he knows the defender’s chosen strategy and therefore will not waste resources on attacks on
protected arcs. This assumption can be relaxed to explore the differences for a game of imperfect
information, but that relaxation is considered beyond the scope of this thesis.

In the literature, several network-interdiction algorithms have been developed, both determin-
istic and stochastic. For example, Israeli and Wood [25] develop a deterministic shortest-path
network interdiction model and solve the problem with the help of a decomposition algorithm.
Their problem is deterministic because the network topology and attack success are assumed to
be fully known by both the defender and the attacker. In addition, the defender moves first; the
attacker takes action only after the defender’s action has been revealed to him. However, a deter-
ministic model may not be adequate for computer security. Thus, we propose a stochastic approach
to take into account the attacker’s uncertainty about whether a given attack strategy will succeed.

Cormican et al. [11] develop a stochastic network-interdiction problem to minimize the ex-
pected maximum flow through a network. Their problem involves uncertainty arising from both
uncertain interdiction successes and unknown arc capacities. They set up a two-stage stochastic
network-interdiction problem. The first-stage decision variables define which arcs the interdictor
(defender) attempts to traverse. After the uncertainty is revealed (i.e., when it becomes known

whether the interdiction was successful), the adversary (attacker) finds the optimal path through
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the remaining network. The interdictor (defender) can make either one attempt or several attempts
to traverse the network - but if several attempts are made, they are modeled as being essentially
simultaneous, so that all attempts are undertaken before the results of any attempt is revealed.

Pan and Morton [51] formulate a stochastic maximum-reliability path problem to detect an
evader (attacker). In their problem, the interdictor (defender) installs sensors on a subset of the
network arcs in order to detect the evader. The evader chooses a source/terminal-node pair on
the network, from the available pairs. The interdictor knows only the probabilities of the evader
choosing the various pairs, not which pair is chosen. The interdictor minimizes the expected
maximum reliability of the evader, with limited resources. Morton and Pan model their problem
as a stochastic mixed-integer program, and solve it using an enhanced decomposition method.
Morton and Pan apply their model to a physical network, assuming that the attacker does not
switch to another path in the case of detection or failure. However, in our problem, the attacker
may switch to another path if he fails on a particular arc of the optimal path.

We here formulate the attacker’s problem as a multi-stage stochastic network-interdiction prob-
lem (MSNIP). When attacking the system, the attacker’s success is uncertain. Thus, the attacker
may need to make several attempts. The defender should anticipate this in choosing a defensive
strategy. Thus, the problem becomes a bi-level stochastic programming problem when we consider
both the defender and attacker objectives. In our model, each of the attacker’s attempts represents
a stage of the MSNIP. For example, the attacker’s first attempt represents the first stage of the
MSNIP, the second attempt represents the second stage if the attacker fails at the first attempt, and
the third attempt represents the third stage if the attacker fails at the second attempt, etc. For the
purposes of this thesis, we formulated the attacker’s problem for only the two-stage and three-stage

cases. Formulating the problem for more than three stages is possible, but would be demanding.

3.1 Notation and Assumptions

We use the following notation in our model:

e N;(V, Ay)isadirected acyclic graph with source node ¢ € V' and sink node 7 € V. Here, V/

represents the set of nodes or vertices, and A; represents the set of arcs on the attack graph.
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¢ € {0,1}"1 is a random matrix where &; = 1 if the attacker can successfully traverse arc

(i,7) € Ay, and O otherwise. Here, we assume that the &;; are independent random variables.
S ={&1,&,...En} is the set of all possible realizations of random matrix €.

Ag = {(¥,j)|j € V} represents the set of dummy arcs from the source node to all other

nodes of the attack graph.
Ay = A1 Ag

pij = probability that the attacker can successfully traverse arc (¢, j) if the defender does not

interdict arc (¢, ) € Ay (py; = 1, V(,7) € Aq).

¢;; = probability that the attacker can successfully traverse arc (¢, j) if the defender interdicts

arc (i,7) € A;.

Az, y,&) = A1\ {(i,7) € Ay | the attacker failed to traverse arc (i, j) given z, y, and £} U
{(v, j) € Aq | node j was reachable given z, y, and £}. In other words, A(z,y, §) represents
the union of A; and the set of dummy arcs from the source node to all nodes that were
reached by the attacker in previous stages, for a given realization of the matrix £, excluding

the arcs at which the attacker failed in previous stages.

G(V, A(x,y,&)) is the corresponding (revised) attack graph based on defender action z,

attacker action y and random matrix &.

d;; = cost of attacking arc (7, j) € As, where dy; = 0 V(v, j) € Aq.
¢;; = cost of interdicting arc (i, j) € A;.

L = total available budget of the attacker.

B = total available budget of the defender.

b; = “supply” for node i (where the source node has a supply of 1, the terminal node has a

supply of -1, and all intermediate nodes have a supply of 0).
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e z;; € {0,1} = decision variable for the defender (1 if the defender interdicts arc (7, j) € A,

and O otherwise).

e y;; € {0,1} = first-stage decision variable for the attacker (1 if the attacker chooses a path

that includes arc (i, j) € A; in the first stage, and 0 otherwise).

e wj, € {0, 1} = indicator variable for the attacker (1 if the attacker successfully reached node

j € V in the first stage under scenario s € S, and 0 otherwise).

o v;;s = w;syi; € {0,1} = indicator variable for the attacker (1 if the attacker successfully
reached node ¢ € V in the first stage under scenario s € S, and chose a path that includes

arc (i, j), and O otherwise).

e z;s € {0,1} = second-stage decision variable for the attacker (1 if the attacker chooses a
path that includes arc (i, 7) € A in the second stage after observing scenario s € S in the

first stage, and O otherwise).

e 0;, € {0,1} = indicator variable for the attacker (1 if the attacker successfully reached node

J € V under scenario s € S in stage two, and O otherwise).

® u;js = 0;52i;5 € {0,1} = indicator variable for the attacker (1 if the attacker successfully
reached node 7 € V in the second stage under scenario s € S, and chose a second-stage path

that includes arc (i, 7), and O otherwise).

o t;;; € {0,1} = third-stage decision variable for the attacker (1 if the attacker chooses arc

(1,7) € Az in stage three after observing scenario s € S in stage two, and O otherwise).

3.2 Defender-Attacker Model
3.2.1 Two-stage Case

In the two-stage model, the defender first interdicts (protects) a set of arcs in the attack graph
representing the available strategies for attacking the system; the attacker then launches an optimal

attack against the system, based on knowledge of which arcs have been protected. If the attacker
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fails at the first attempt, then he will choose a second-stage optimal attack strategy, based on the
revised attack graph showing which arcs have already been successfully traversed, and which arc
was impossible to traverse (leading to failure of the first-stage attack).

We have a defender-attacker problem, where the attacker maximizes a function F'(z, y, £) that
describes the “penetrability” of the network if the defender chooses to interdict z € X and the
attacker chooses initial action y € Y, conditional on a given realization of random matrix .

Let F'(x,y, &) be the probability that the attacker can successfully traverse the graph
G(V, A(z,y,€)) without detection, as given by F'(z,y,&) = {1 jeawup.e) p;;°}. The defender’s

optimization model can then be formulated as follows:

i E[F 1
gg;g{gleag [F(x,y,6)]} (3.1)
subject to
> ey <B (3.2)
(i,5)€AL

where 3.2 represents the defender’s resource constraint. Here, max,cy E[F(x,y,§)] is the at-
tacker’s objective, which is to maximize the expected probability of successfully traversing the
attack graph in two stages (attempts). We can model the attacker’s stochastic program as a deter-
ministic optimization problem by writing the expected value E[F'(x,y,&)] as the weighted sum:
ElF(z,y,8)] = X es psF (2,1, &) = Zsesps{n(i,j)eA(x,y,gs)pf;js}

Unfortunately, this objective function is non-linear. In order to efficiently solve the attacker’s
optimization problem, we need to linearize the attacker’s objective function. Pan and Morton [51]
use a similar objective function in their model and formulate it as a linear program. Similar to their
approach, we can reformulate the function as a mixed-integer linear program by introducing extra

variables and constraints. Let’s introduce a positive variable g, for each scenarios s € S, given by

Zijs

gs = {H(z J)EA(z,y,£) Dij

we can formulate the attacker’s objective function as a linear program as follows:

}, representing the attacker’s success probability for that scenario. Then,

max E[F(x,y, )] Zpsgs (3.3)

seS
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subject to
D st pgs) =1 V(,j) € Ay, Vs €S (3.4)
($.g)eFS(4)
Yo Qustmg) = D Wishjis + Gystgs) 1€ A — {0, 7H Vs€S  (3.5)
(4,5)EFS(3) (4,9)eRS(4)
gs = Z (pst)\st + qJ‘Ts/JJjTS> \V/(],T) - AQ, Vs e S (36)

(j,T)ERS(T)
Here, \;;, is the probability that the attacker reaches node i € V' and arc (7, j) is not interdicted
in scenario s € S, and the chosen second-stage path includes arc (i,7). Similarly, ;s is the
probability that the attacker reaches node i € V' and arc (3, j) is interdicted in scenario s € S,
and the chosen second-stage path includes arc (i, j). Hence, \;;; and y;;; cumulate the products of
success probabilities along the chosen path from the source node to node ;.
For a fixed defender decision x € X, the resulting deterministic optimization model for the

attacker’s problem is given below:

Max y  pags 3.7)
seS
subject to

Z dijyi; + Z dijzijs <L VseS (3.8)

(irj)EAl (i,j)GAQ
Z Yij — Z Yii=0b;, VjeV (3.9)

]|('L,])€A1 j|(Z,])€A1
> zi— > zu=b Vi€V, VseS (3.10)

]l(zvj)€A2 ]|(27])€A2
wys =1 VseS (3.11)
Wijs = Z ijsWisyij Vj €V, VselS (3.12)

ZI(ZJ)GAl

s < W) VieV, Vse S (3.13)
Zijs < &ijsYij +2 — Yij —wis  V(i,7) € Ay, Vs €S (3.14)
Y ot pys) =1 V() € Az Vs €S (3.15)

() EFS(Y)
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Z (Aijs + Hijs) = Z (Pjidjis + Qijhtijs) 0 € A —{¢,7},Vs €5 (3.16)

(i.§)EFS (i) (j.1)€RS(i)

gs = Z (PjrNjrs + Qirttjrs)  V(J,T) € Ag, Vs €S (3.17)
(4,m)ERS(T)

Nijs + pijs < zijs  V(1,7) € Ag, Vs € S (3.18)

Njs <1—ai;  V(i,j) € A (3.19)

Here, the attacker wants to maximize the overall expected probability of a successful attack in
two stages (3.7). 3.8 is the attacker’s budget constraint. Constraints 3.9 and 3.10 ensure that the
attacker’s chosen path goes from the source node to the end node in the first and second stages,
respectively. Constraint 3.11 ensures that the source node is reachable in all scenarios in the first
stage. Constraint 3.12 enforces that a node j € N is reachable in scenario s € S (wj; = 1)
only if there exists a node ¢ € N that is reachable (w;; = 1), and arc (4, j) was chosen to be
traversed (y;; = 1) and was traversable ({;;; = 1), in scenario s € S in the first stage. However,
constraint 3.12 is nonlinear because it includes the product of two variables. Therefore, before
solving, we linearize this constraint by introducing the binary variable v;;, and the following four
replacement constraints:

Wis = D i e Siastigs Vi€V, Vs €S
Vijs S wis V(i,5) € Ay, Vs e S

Vijs <Yy V(i,5) € Ay, Vs e S

Vijs > Wis +yi; — 1 Y(i,7) € Ay, Vs e S.

Constraint 3.13 ensures that if node j € N was not reachable in s € S (w;; = 0), then
the attacker can not traverse any arc starting from node j € N in scenario s € S (245 = 0).
Constraint 3.14 enforces that the attacker can not attempt to traverse arc (4, j) (z;;; = 0), if node
i € N was reachable (w;s = 1), and arc (7, j) was chosen to be traversed (y;; = 1) but was not
traversable (&;;; = 0), in scenario s € S. In other words, the attacker can not choose a second-
stage path that includes arc (i, j) if he fails on arc (7, j) in the first stage in scenario s € S. For

a given scenario s € S, the attacker’s problem finds a path maximizing g by forcing one unit of
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flow out of ¢ in 3.15, enforcing flow conservation at all intermediate nodes in 3.16, and defining
the flow that reaches the terminal node as g5 (which appears in the objective function) in 3.17.
Constraint 3.18 connects the second-stage decision variable z;;, with the linearizing variables \;;,

and p;;5. Constraint 3.19 simply ensures that \;;; = 0 if the defender interdicts arc (7, j) (x;; = 1).

3.2.2 Three-stage Case

Similar to the two-stage model, in the three-stage model, the defender first protects a set of
arcs in the attack graph representing the available strategies for attacking the system; the attacker
then launches an optimal attack against the system, based on knowledge of which arcs have been
protected. If the attacker fails at the first attempt, then he will choose a second-stage optimal attack
strategy, based on the revised attack graph showing which arcs have already been successfully
traversed, and which arc was impossible to traverse (leading to failure of the first-stage attack). If
the attacker fails at the second attempt, then he will try one more time to traverse the system based
on the revised attack graph resulting from the first and second stages.

We use the same notation as in the two-stage model, with additional variables and constraints
to represent the third stage. In particular, the attacker’s objective is now to maximize F'(z,y, z,§)
which describes the penetrability of the network if the defender chooses to interdict arcs x, and the
attacker chooses initial action y and second-stage action z, conditional on a given realization of
random matrix £ representing which arcs are traversable by the attacker.

As before, we assume that the defender wishes to minimize the maximum penetrability achiev-
able by the attacker in three stages. For a fixed defender decision x € X, the deterministic three-
stage model for the attacker’s problem is similar to the two-stage model. In the three-stage model,
we keep constraints 3.9 through 3.17, and constraint 3.19. However, we introduce the following

new attacker objective function and constraints in the three-stage case.

max »  pegs (3.20)
€S

Y,2,t
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Z dijyij + Z dijzijs + Z dijtijs <L Vse S

(i,5) €A1 (i,5)€A2 (i,5)€A2

Z tijs — Z tjis = bz \V/] c ‘/, Vs e S

O¢S:1 Vs e S

O0js = Z &jsuijszijs VJ € V, Vs € S

il (i,§) €Az
tsz S Wys + Ojs V] € ‘/7 Vs €S
tijs < &ijsYij +2—yij —wis  V(i,j) € Ay, Vs €S
tijs S fl-jszijs + 2 — Zijs — Ois \V/(’l,j> S Al, Vs e S

Nijs T pijs < tijs  V(i,j) € A, Vs € S

Ziise — 2hisy < (CijsaYis + 2 — Yij — Wis,) + (&ijs, Yij + 2 — Yij — Wis,)

V(]{?, l) € AQ, V(Z,]) € A17 V(Sa, Sb) es

thise — thisy, < (GijsaZijsa + 2 = Zijsa — Gisa) + (Eijsy Zijsy + 2 — Zijsy — Qisy)

V(k,l) € Ay, Y(i,j) € Ay, Y(Sa, ) €S
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(3.21)

(3.22)

(3.23)
(3.24)

(3.25)
(3.26)
(3.27)
(3.28)

(3.29)

(3.30)

Here, the attacker wants to maximize the overall expected probability of a successful attack in

three stages (3.20). Constraint 3.21 is the attacker’s three-stage budget constraint. Constraint 3.22

ensures that the attacker’s chosen path goes from the source node to the end node in the third

stage. Constraint 3.23 ensures that the source node is reachable in all scenarios in the second

stage. Constraint 3.24 enforces that a node j € N is reachable (0;, = 1) only if there exist a

node i € N that was reachable (0;s = 1), and arc (7, j) was chosen to be traversed (z;;s = 1)

and was traversable (§;;; = 1), in scenario s € S in the second stage. Similar to constraint 3.12,

constraint 3.24 is also nonlinear and can be linearized in the same manner. Constraint 3.25 ensures

that if node j € N was not reachable in scenario s € S both in stage one (w;; = 0) and in stage

two (0;s = 0), then the attacker can not start to traverse from node j € N in scenario s € S in

stage three (f,;, = 0). Constraint 3.26 enforces that the attacker can not attempt to traverse arc



26

(i,7) in scenario s € S in stage three (t;;; = 0) if node i € N was reachable (w;s = 1) in stage
one, and arc (i, j) was chosen to be traversed (y;; = 1) but was not traversable (§;;; = 0), in
scenario s € .S in stage one. Similarly, constraint 3.27 enforces that the attacker can not attempt to
traverse arc (4, j) in stage three (¢, = 0) if node ¢ € /N was reachable in scenario s € S (p;; = 1)
in stage two, and arc (7, j) was chosen to be traversed (z;;; = 1) but was not traversable (&;;5 = 0),
in scenario s € S in stage two. Similar to constraint 3.18, constraint 3.28 connects the third-stage
decision variable ¢;;, with the linearizing variables \;;; and f4;;s.

Here, 3.29 and 3.30 are nonanticipativity constraints for the three-stage model. In general,
nonanticipativity constraints enforce that “...the value of the decision vector, chosen at stage t,
may depend on the information (data)... available up to time t, but not on the results of future
observations” [61]. In our case, constraint 3.29 ensures that if the attacker fails on arc (7, ) in
the first stage in scenarios s, and s, the attacker must choose the same second-stage path in both
scenarios (since any difference could depend only on the results of future observations.) Similarly,
constraint 3.30 ensures that every time the attacker fails on arc (7, ) in the second stage, the
attacker should choose the same third-stage path.

The nonanticipativity constraints capture the relationship between the decisions and the reso-
lution of uncertainty. In particular, our model is a multi-stage stochastic program with “decision-
dependent uncertainty” [18], since which uncertainties get resolved depends on which arcs the
attacker chooses to traverse. Goel and Grossmann [18] categorize stochastic-programming prob-
lems into two groups: those with exogenous uncertainty [28], where the optimization decisions
have no effect on the stochastic process; and those with endogenous uncertainty [52], where the
optimization decisions influence the related stochastic process. In our problem, the arc on which
the attacker fails is not only uncertain, but also depends on the attacker’s decision (i.e., the path that
the attacker decides to traverse). Because the optimization decision affects the stochastic process,
the uncertainty in our model is endogenous. Therefore, our nonanticipativity constraints follow the
modeling techniques of Goel and Grossmann [17], [18].

In the two-stage model, we did not need nonanticipativity constraints, because the information

the attacker received from the first stage (the arcs he had already traversed successfully, and the
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arc at which he failed) will be the same for all scenarios in which he failed on the same arc. So,
the attacker will choose the same second-stage path for those scenarios without the need for extra
constraints. However, in the three-stage model, without a nonanticipativity constraint, the attacker
could choose different second-stage paths for scenarios in which he failed on the same arc at the
first stage, because it would be more beneficial to select different arcs in those scenarios when
considering the results of future observations (in the third stage). In reality, however, the attacker
should choose the same second-stage action for all scenarios in which he failed on the same arc.

So, we need nonanticipativity constraints to ensure that the model works properly.

3.3 Solution Approach for the Attacker Problem: Sample Average Approxi-
mation

Unfortunately, there is no general closed-form solution method for stochastic network inter-
diction problems. Therefore, we need to use a scenario-based approach to solve our multi-stage
stochastic network interdiction problem. In our case, a scenario describes which arcs the attacker
would be able to successfully attack if an attack was attempted. If the true scenario were known
ahead of time, the problem would become a deterministic network-interdiction problem, because
there would be no uncertainties about attack success or failure. However, in order to find an op-
timal attack strategy when the true scenario is unknown, the attacker and the defender are both
assumed to consider a random subset of possible scenarios.

We can formulate the general two-stage stochastic programming problem as follows:

v = max{v(y) = E[F(y,6)]} (3.31)

yey

Here, the function F'(y, £) is the objective function of the second-stage attacker problem for a given
x. In general, however, it is virtually impossible to solve E[F'(y, £)] in 3.31 either analytically or
numerically because of its high dimensionality. Thus, we need to use an approximate method.
A common way of solving stochastic optimization problems is to simulate possible outcomes.
However, the number of possible outcomes might be large or even infinite, creating computational

challenges. In such cases, a random subset of all possible scenarios could be used to solve the
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problem approximately. There are two main methods used to solve stochastic-programming prob-
lems: decomposition; and the SAA method [30]. The main idea of both methods is to find both
upper and lower bounds on the optimal value of the objective function. The difference between the
decomposition method and SAA is the sampling technique used. For the decomposition method,
sampling takes place during the course of the algorithm. By contrast, in SAA, the sampling takes
place before the solution algorithm. We adopt SAA, as follows:

Suppose that we have N realizations of the random matrix &, {€!, €2, ...V}, These random
realizations could be either historical data or random variables. In our case, we generate these by
Monte Carlo simulation. For any given y € Y, we can then estimate v(y) by averaging the values
F(y,&) for j = 1,2,...N. This is essentially just an SAA of the “true” problem given in (3.31).
The formulation of the SAA problem is given below:

1 N

oy = max{iy(y) =5 > F(y,€)} (3.32)

j=1
For a given sample, we can consider the SAA problem in (3.32) to be a stochastic-programming
problem with scenarios £, €2, ...£Y, each occurring with probability % Since we sample the &

from the set S, v (y) will be an unbiased estimator of v(y). We can conclude that

E[on(y)] = v(y) (3.33)

SAA appears to be especially effective for large problems, since a relatively small number of
samples may be enough to represent a large number of possible scenarios. Therefore, we use SAA
to find both lower and upper bounds on the optimal value of the objective function. Let v* in 3.31
be the optimal value of the objective function. Moreover, for samples ¢, €2, ..., &V, let Iy in 3.32
be the optimal value of the SAA problem. Then, from Shapiro et al. [61], the following two results
hold:

E(iy) > v* (3.34)

on()) < vF VjeY. (3.35)
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Thus, finding E(7y) as in 3.33 and 7y (y) as in 3.32 will give upper and lower bounds on the true
optimal value, v*, of the objective function, respectively. We can compute these bounds using the

following steps:
e Step 1: Generate M independent SAA problems of size NV, by sampling from the set S.

e Step 2: Solve each of the SAA problems to get ). Then Wy = = Z]Nil D, is an

unbiased estimate of E(y).

e Step 3: For each of the M independent SAA problems, generate a sample of size N from
set S. Then we have v(§) = E[0%(5) == + SN F(g,¢9)] for Vj € Y, and Qy 5 =

= Z]Nil V]jv () is an unbiased estimate of v (7).

e Step 4: If the upper and lower bounds obtained from steps 2 and 3, respectively, are not

sufficiently close, steps 1 through 3 can be repeated with a larger value of /V.

Figure 3.1 shows the effect of the parameters M, N, and N on the results obtained using
SAA. Here, increasing the number of SAA problems (M) provides tighter confidence intervals on
the upper-bound value v(3). Similarly, a larger number of recourse samples (N) provides tighter
confidence intervals on the lower-bound value E(2y). Finally, a larger number of scenarios (V)
in theory leads the upper and lower bounds to converge to a good estimate of the optimal value
of the objective function. However, lack of convergence may occur if some of the individual

SAA problems cannot be solved to optimality. The SAA method can also be applied to stochastic

programs with more than two stages by the appropriate definition of scenarios.

3.4 Solution Approach for the Defender Problem: Integer L-Shaped Method

Bilevel stochastic programming problems are difficult to solve. In the literature, there are
algorithms that can solve bilevel stochastic programming problems approximately under certain
conditions. However, to our knowledge, all of these algorithms require the lower-level problem
(the attacker’s problem, in our context) to be a linear optimization problem [20]. By contrast, in

our model, the attacker’s problem is a stochastic mixed-integer program, because we use binary
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Figure 3.1: Effects of M, N and N on the MCM results (UB: Upper bound, LB: Lower bound)
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decision variables to define the optimal path for the attacker. For the defender’s problem, we also
use binary decision variables to define which arcs are interdicted by the defender. Several studies
have developed solution algorithms for specific stochastic integer programming problems [6], [31],
[32], [54]. However, Laporte and Louveaux [33] introduced the integer L-shaped method, which
has general applicability to stochastic integer programs. In their study, Laporte and Louveaux
[33] show that the integer L-shaped method finds the optimal solution of a problem (if it exists)
in a finite number of steps, if the problem has a valid set of feasibility cuts and a valid set of
optimality cuts. According to Laporte and Louveaux [33], stochastic integer programs have both
valid feasibility cuts and valid optimality cuts. Thus, the integer L-shaped method can be used for
the solution of stochastic integer programs provided that: 1) the lower-level expectation function
F(z,y,£) (the attacker’s problem, in our model) is computable for a given upper-level (defender)
decision variable x; and 2) the objective value of the lower-level optimal solution has a lower
bound.

We can consider our problem a bilevel stochastic integer program where the defender interdicts
a set of arcs at the upper level, and then the attacker makes multiple attempts to traverse the network

at the lower level. The first assumption above (computability) is satisfied if there are enough paths
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for the attacker to traverse on a given attack graph. For the two-stage case, there should be at least
two available paths, and for the three stage case, at least three paths should be available, because
the attacker must select another path in a given attack stage if he fails at the previous attack stage.
Moreover, for sufficiently large defender budget levels, the defender might be able to interdict all
or most of the paths, in which case the attacker’s problem F'(z,y, ) would not be computable.
This situation is avoided, however, because of our assumption that if the defender interdicts arc
(1,7) € A; on the attack graph, then the probability of successfully attacking arc (i,7) € A; will
be reduced from p;; to g;; > 0. The second assumption (boundedness) holds because the objective
value of the attacker’s problem (the probability of succeeding in multiple attempts) is naturally
bounded below by 0.

For stage K of the integer L-shaped method, we define the master problem as follows:

min 60 (3.36)

s.t. Z cijTi; < B (3.37)
(3,7)€AL

0> () — oy () > ri), k=1, K (3.38)

(4,5)€A1: (g (35)=0)

On(2) >0,0>0, k=1,..,K (3.39)

Here, variable 6 represents an appropriate approximation of F'(x,y,£); i.e. an approximation sat-
isfying constraint 3.38, which represents the K identified optimality cuts. Function vy () repre-
sents the solution of the attacker’s SAA problem with /V scenarios for a given defender solution zy.
Constraint 3.37 represents the defender’s budget limit. As discussed above, because our problem
satisfied both computability and boundedness assumptions, the optimality cuts in 3.38 will always
be valid.

We use the following steps to solve the defender’s problem with the integer L-shaped algorithm:

e Step 0: Set ) = 0. The variable 6 is the lower bound for the objective function value of the

0

defender problem, so is set equal to 0. An initial defender solution x” is selected, and the
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corresponding attacker’s problem oy (z”) is solved. Set 1) = Dy (x”), where 1) is the upper
bound for the objective function value of the defender problem. If ¢ = 0, then go to Step 4.

Otherwise, set K = 1, add one optimality cut to 3.38, and go to Step 1.

Step 1: Set ¥ = ¥ + 1. Solve the master problem in 3.36 through 3.39. Let (2%, 6”) be an

optimal solution.
Step 2: Compute ¥y (2”) and ¢? = Dy (2?). If ¥ < ¥, set p = 1p”.

Step 3: If ¥ = ), then go to Step 4. Otherwise, set K = K + 1, add one optimality cut to

3.38, and return to Step 1.

Step 4: Set " as the optimal defender solution and stop.
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Chapter 4

Results for Attacker Model

In this chapter, we first solve the attacker’s SAA problem, find bounds on the attacker’s ob-
jective function, and illustrate the convergence of those bounds using Monte Carlo simulation.
Then, we explore whether it is necessary to model a non-myopic attacker, who considers his future
actions in choosing an optimal multi-stage attack strategy, or if it is sufficient to protect against
only a myopic attacker, who may launch an optimal single-stage attack without consideration of
future attack options. Also, we compare the two-stage and three-stage attacker cases, to explore
whether the two-stage case adequately approximates higher levels of non-myopic attacker strat-
egy. In the final section, we compare the current two-stage model with a relaxed version of the
two-stage model that allows the attacker to choose a set of arcs in the first stage that does not form
a complete path.

We use two simple attack graphs for our sensitivity analysis of the attacker model. The smaller
attack graph on the left side of Figure 4.1 includes |D| = 19 nodes and | A| = 35 arcs, with a single
source-terminal (S-T) pair. The second attack graph in Figure 4.1 is a larger instance consisting of
|D| = 55 nodes and |A| = 101 arcs, again with a single S-T pair.

For each attack graph, we generate instances using the uniform distribution to determine the
success probabilities p;;. In particular, we select distributions with different mean arc success
probabilities (0.2, 0.5, and 0.8). We are also interested in the effect of the variance of success
probabilities for a given mean, so for the mean of 0.2, we allow the arc success probabilities to

be distributed either Uniform(0,0.4) or Uniform(0.1,0.3). For a mean of 0.5, we use Uniform(0,1),
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Figure 4.1: Attack graph instances

Uniform(0.3,0.7), and Uniform(0.4,0.6); and for a mean of 0.8, we use Uniform(0.6,1) and Uni-
form(0.7,0.9). In total, therefore, we consider seven possible distributions of arc success probabil-
ities, for each attack graph, to test the effect of different mean success probabilities, and different
variances for a given mean.

Throughout the sensitivity analysis, we assume that the attacker has an unlimited budget. This

assumption can be revised in future work to explore the effect of attacker resource levels.
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In an attack graph, there are 2/! possible scenarios, so it is impractical to consider all of them
even for the smaller attack graph with |A| = 35. As discussed in Chapter 3, we use M independent
SAA samples each with a limited number of scenarios (V) to solve the attacker problem approx-
imately. After finding the optimal attack strategy for the /V randomly selected scenarios, we then
fix the first-stage strategy to the identified optimal strategy and run the model N more times to
assess the performance of that strategy in a process known as resampling. The average of the M
SAA samples gives the upper bound, and the average of the NV resamples gives the lower bound on
the optimal value of the objective function.

In our analysis, we use the CPLEX solver, which is reasonably powerful and is able to solve
our moderate-sized MIP problems to optimality. For larger instances, it is often able to find near-
optimal solutions. We ran the models on a computer with an Intel(R) Core(TM)2 CPU 2.13 GHz
processor and 2 GB RAM. Figures 4.2 and 4.3 show the computation time for the two-stage model
for the smaller and larger attack graphs, respectively. The results indicate that the computation
time typically increases more than linearly with the number of scenarios.

As the mean arc success probability increases, the required computation time also increases.
Moreover, for a given mean success probability, the required computation time is also usually
greater when the variance of the distribution is small, especially when the mean success probability
is large.

For the two-stage attacker problem, we used 30 independent SAA samples (M = 30), set the
resampling size to N = 300, and then varied the number of scenarios to explore the convergence
of the lower and upper bounds for each instance of both the smaller and larger attack graphs.
Figures 4.4, 4.5 and 4.6 show the lower and upper bounds for the smaller attack graph instances
with mean 0.2, 0.5, and 0.8, respectively. Likewise, Figures 4.7, 4.8 and 4.9 show the lower
and upper bounds for the larger attack graph instances with mean 0.2, 0.5, and 0.8, respectively.
It is easy to see from these figures that as we increase the number of scenarios (IV), the upper

and lower bounds converge reasonably well for most instances. Based on the results, it appears
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Run Time as a Function of Arc Success
Probability Distributions and # of Scenarios
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Figure 4.2: For the two-stage model, required run times for the smaller attack graph instances for

different number of scenarios (V).

that we can adequately approximate the optimal strategies for the small attack graph with only
N = 300 scenarios even though there are 23 possible scenarios in total. Similarly, we can find
reasonable bounds on the objective function value of the larger attack graph with around N = 200

scenarios even though there are 2191

possible scenarios in total. However, for small mean success
probabilities (Figures 4.4 and 4.7), a larger number of scenarios appears to be required for the
bounds to converge well. Of course, we could achieve better convergence for an even larger number
of scenarios, but because the computation time grows quickly in some of these instances, as shown
in Figures 4.2 and 4.3, we limited the number of scenarios to N = 300 for the smaller attack graph,
and N = 200 for the larger attack graph.

Based on these results, we can conclude that for a given mean success probability, greater
variability of the success probabilities from one arc to another generally yields a higher overall

success probability. This is reasonable, because when the variance of the distribution is large,

some paths on the attack graph would have much higher overall success probabilities than others.
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Run Time as a Function of Arc Success
Probability Distributions and # of Scenarios
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Figure 4.3: For the two-stage model, required run times for the larger attack graph instances for

different number of scenarios (V).

Another observation is that the confidence intervals of the bounds are generally wider when the
variance of the distribution is large, as expected. Finally, when the mean success probabilities
are close to 0.5 (Figures 4.5 and 4.8), a larger number of scenarios appears to be required for the
bounds to converge well, especially for larger attack graphs.

For the three-stage model, the required computational effort is much more than for the two-
stage model, because the problem size grows rapidly with the increase of number of stages [61].
Using SAA, we were able to find bounds on the objective function value of the three-stage attacker
problem, but we were able to solve the smaller attack graph problem for only 40 scenarios, which
might not be enough for good convergence. For more than 40 scenarios, the optimization problem
become computationally complex. For the smaller attack graph, we used 20 independent SAA
samples (M = 20), set the resampling size to N = 50, and varied the number of scenarios
to explore the convergence of the lower and upper bounds on the optimal value of the attacker

objective function. Figures 4.10, 4.11, and 4.12 show the lower and upper bounds for the smaller
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Figure 4.4: For the two-stage model, upper and lower bounds of the objective-function value of the
smaller attack graph instances with success probabilities uniformly distributed with mean 0.2, for
different number of scenarios (N). (UB: Upper bound, UB CI: Upper bound confidence intervals,

LB: Lower bound, LB CI: Lower bound confidence intervals)

attack graph. The results show reasonable convergence of the upper and lower bounds, at least
for 40 scenarios. However, the numerical values of the bounds are decreasing in the number of

scenarios. This indicates that results for significantly less than 40 scenarios are not reliable.
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Figure 4.6: For the two-stage model, upper and lower bounds of the objective-function value of the

smaller attack graph instances with success probabilities uniformly distributed with mean 0.8, for

different number of scenarios (N). (UB: Upper bound, UB CI: Upper bound confidence intervals,

LB: Lower bound, LB CI: Lower bound confidence intervals)

Thus, overall, we believe that we can get reliable results for the two-stage model, especially

for the smaller attack graph. For the larger attack graph, a large number of scenarios is required

to get good convergence on the bounds, especially when the mean of the arc success probabilities

is close to 0.5, making it difficult to get reliable results. Also, due to the difficulty of solving the
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Figure 4.7: For the two-stage model, upper and lower bounds of the objective-function value of the
larger attack graph instances with success probabilities uniformly distributed with mean 0.2, for
different number of scenarios (N). (UB: Upper bound, UB CI: Upper bound confidence intervals,

LB: Lower bound, LB CI: Lower bound confidence intervals)

larger attack graph even for a two-stage model, in our future analysis, we will not do sensitivity

analysis for the larger attack graph for the three-stage model. Therefore, for arc success probability
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Figure 4.8: For the two-stage model, upper and lower bounds of the objective-function value of the
larger attack graph instances with success probabilities uniformly distributed with mean 0.5, for
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LB: Lower bound, LB CI: Lower bound confidence intervals)
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Figure 4.9: For the two-stage model, upper and lower bounds of the objective-function value of the
larger attack graph instances with success probabilities uniformly distributed with mean 0.8, for
different number of scenarios (N). (UB: Upper bound, UB CI: Upper bound confidence intervals,

LB: Lower bound, LB CI: Lower bound confidence intervals)

distributions with large variances, we will use more SAA samples and recourse samples to find

narrower confidence intervals on the results, for the two-stage model.
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Figure 4.10: For the three-stage model, upper and lower bounds of the objective-function value
of the smaller attack graph instances with success probabilities uniformly distributed with mean
0.2, for different number of scenarios (V). (UB: Upper bound, UB CI: Upper bound confidence

intervals, LB: Lower bound, LB CI: Lower bound confidence intervals)

4.2 Comparison of Myopic and Non-myopic Attacker Cases

In the context of cyber security, it is important to anticipate the attacker’s likely strategy and
take proactive actions to defend the system. It is not unrealistic to assume an intelligent attacker
who plans his attack strategy carefully before attempting to attack a network. Thus, in our model,

we assume an intelligent and non-myopic attacker who considers his future actions when choosing



0.600

0.550
£ 0.500
S 0.450
0.400
0.350
0.300
0.250
0.200
0.150

ility

Success Probab

Uniform(0,1) —.—us

10

25 40
Number of Scenarios, N

0.600
0.550
0.500
0.450
0.400
0.350
0.300
0.250
0.200
0.150

Success Probability

Uniform(0.3,0.7) —a— Ut

10

25 40
Number of Scenarios, N

0.600
0.550
0.500
0.450
0.400
0.350
0.300
0.250
0.200
0.150

Success Probability

Uniform (0.4,0.6)

10

25 40
Number of Scenarios, N

45

Figure 4.11: For the three-stage model, upper and lower bounds of the objective-function value

of the smaller attack graph instances with success probabilities uniformly distributed with mean

0.5, for different number of scenarios (/V). (UB: Upper bound, UB CI: Upper bound confidence

intervals, LB: Lower bound, LB CI: Lower bound confidence intervals)
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Figure 4.12: For the three-stage model, upper and lower bounds of the objective-function value
of the smaller attack graph instances with success probabilities uniformly distributed with mean
0.8, for different number of scenarios (/V). (UB: Upper bound, UB CI: Upper bound confidence

intervals, LB: Lower bound, LB CI: Lower bound confidence intervals)

his current attack strategy. However, because modeling a non-myopic attacker is computationally
demanding, it is interesting to determine whether it is sufficient to model only a myopic attacker,
who at each stage may launch an optimal single-stage attack without consideration of future attack
options. To answer this question, we compared the myopic and non-myopic attacker cases on both
the smaller and the larger attack graph instances. In the comparison, for each attack graph instance,

we first solved the attacker problem deterministically (without considering future attacks) to find



47

the optimal first-stage attack path for the myopic attacker, and then fixed the first-stage strategy
to the identified optimal myopic strategy and ran the second-stage model N more times to assess
the performance of that strategy. Similarly, for the non-myopic attacker, we solved the two-stage
attacker problem to find the optimal first-stage attack path, and then we fix the first-stage strategy
to the identified optimal strategy and run the second-stage model N more times to assess the
performance of that strategy.

For each instance of the smaller attack graph, we used M = 200 samples (runs), N = 300
scenarios, and N = 400 recourse samples. Figure 4.13 shows the resulting ratios of the expected
success probability for the non-myopic attacker to the expected success probability for the myopic
attacker case. Similarly, for the larger attack graph, we used M = 100 samples (runs), N = 200
scenarios, and N = 300 recourse samples. Figure 4.14 again shows the ratio of the expected
success probabilities for the non-myopic attacker and myopic attackers. Here, to find the upper
confidence interval limit of a given ratio, we use the ratio of the upper and lower limits of the
confidence intervals of the expected success probability for the non-myopic and myopic attackers
at the 95% confidence level, respectively. Similarly, for the lower confidence interval limit, we
find the ratio of the lower and upper limits of the confidence intervals of the expected success
probability for the non-myopic and myopic attackers, respectively.

The results indicate as expected that non-myopic attackers perform better than myopic attack-
ers. This difference is especially great when the success probabilities are low, perhaps because
learning about non-promising paths is more important in that case. Moreover, for a given mean
success probability, the non-myopic attacker has a greater advantage over the myopic attacker
when the variance of the distribution is large. This is reasonable, because with wider distributions,
some paths are much better than others, so taking future actions into account may be especially

beneficial in that case.

4.3 Comparison of Two-stage and Three-stage Attack Strategies

Another important research question in a multi-stage defender-attacker model is how many

attack stages need to be modeled; since modeling even two stages of attack by a non-myopic
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Figure 4.13: Comparison results of the myopic and non-myopic attacker cases for the smaller

attack graph instances.
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Figure 4.14: Comparison results of the myopic and non-myopic attacker cases for the larger attack

graph instances.

attacker is demanding. To answer this question, we compare an attacker who can make only two

attempts to one who can make three attempts. If we can adequately approximate the results of
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the three-stage case with those of the two-stage case, then we may not need to model the problem
for more than two stages. In the comparison, we use only the smaller attack graph, because we
were able to solve the three-stage model only for the smaller attack graph. For each instance of
the smaller attack graph, we solved the two-stage model to find the optimal first-stage attack path,
and then fixed the first-stage strategy to the identified optimal strategy and ran the second and third
stage model N more times to assess the performance of that strategy. Similarly, we solved the
three-stage model to find the optimal first-stage attack path, and then fixed the first-stage strategy
to the identified optimal strategy and ran the second and third stage model N more times to assess
the performance of that strategy.

For each attack graph instance, we use M = 200 samples (runs), N = 300 scenarios, and
N = 400 recourse samples to solve the two-stage case. However, for the three-stage case, we were
able to use only M = 100 samples (runs), N = 40 scenarios, and N = 50 recourse samples for
each instance. Figure 4.15 shows the ratios of the expected success probabilities of the three-stage
and two-stage cases for the smaller attack graph. The confidence intervals on the ratios are again

calculated conservatively, as in section 4.2.
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Figure 4.15: Comparison results of the two-stage and the three-stage cases
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The results indicate that for a given mean success probability, the advantage of having three
attack stages is greater when the distribution is narrower. This is reasonable, because with wider
distributions, some paths are much better than other paths, so the best first-stage path is likely to be
much better than a possible third-stage path. However, for narrower distributions, the first, second,
and third-stage paths are all comparable, so a third attack stage gives more benefit.

Also, when the mean of the arc success probabilities is large, the three-stage model appears to
be less beneficial. This might be because the attacker is likely to already succeed on the first or
second stage. Thus, a third attack stage is more beneficial to the attacker when the mean of the arc
success probabilities are small.

Note also that due to the ability to learn from earlier attack stages, the benefit of increasing
the number of attacks by 1.5 (from 2 to 3) may yield much more than a factor of 1.5 increase in
the overall probability of successful attack, especially when the mean success probability is small.
this suggests that it is likely to be important to model more than two attack stages, especially for
well-defended systems. Fortunately, though, run times are also much less when the arcs success
probabilities are small, so this may not be a problem.

Unfortunately, however, the above findings are not highly reliable, because we were not able to
solve the three-stage model with a reasonable number of scenarios. We need solve the three-stage
case with many more than 40 scenarios to get reliable results, but this is not possible using the

current solution approach because of its computational complexity.

4.4 Two-Stage Attacker Problem without First-Stage Path Constraint

For the attacker’s problem, it is of course possible to allow a wider variety of attack options
by relaxing the current model. One interesting extension is to allow the attacker to choose a set of
arcs to attack in the first stage that does not form a complete path. With this relaxation, the attacker
could conduct more general explorations in the first stage, to see which arcs are traversable.

In order to assess whether limiting the first-stage attack to a valid attack path is a good strategy,
we compare the results of the current two-stage model and the relaxed model on the smaller attack

graph, using the Uniform(0,1) distribution to generate arc success probabilities. For the attacker
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budget, we use budget levels of B=5, B=10, B=15 for the number of arcs that can be targeted in the
first-stage attack. For each budget level, we solve the problem with M = 20 samples (runs) and
N = 300 scenarios, and compare the results with and without the first-stage path constraint. Ta-
ble 4.1 summarizes the average percentage improvement on the attacker’s expected success prob-
ability when there is no path constraint. Each column of this table shows the improvement in each
of 20 runs for a given budget level.

The smaller attack graph has five arcs on every path. So, a budget level of five allows the
attacker to try attacking the number of arcs that would be on a path. For this budget level, the
attacker without a first-stage path constraint sees on average only a 3.6% improvement over the
attacker with a path constraint. We also tried higher budget levels, to assess how the results change
when the attacker can attempt to traverse more arcs. The results indicate that having a first-stage
path constraint is a reasonable assumption when the attacker’s budget is limited, because the im-
provement is small (only 3.6%). However, when the attacker has enough budget to traverse more
than one path, requiring the first-stage attack to form a path becomes quite limiting relative to more
general exploration.

Figure 4.16 illustrates the attacker’s first-stage attack strategy both for the current two-stage
model and for the relaxed model with different budget levels. It is easy to see from the figure that
the attacker explores more paths when he has enough budget to traverse more than one path in the
first stage. However, we believe that the assumption of a first-stage path constraint is not overly

limiting if the attacker has only modest ability to explore in the first stage.
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Table 4.1: Performance comparison of the two-stage attacker model with and without first-stage

path constraint for different attacker budgets

% improvement on the attacker’s
success probability

Run B=5 B=10 B=15
1 10 32 42
2 2.1 38 56
3 0.92 41 67
4 0.81 26 41
5 2.5 11 17
6 0 16 18
7 6.1 24 33
8 4.2 32 49
9 3.1 21 33
10 7.1 22 27
11 4.3 45 62
12 6.1 40 58
13 0 6 8
14 0 18 28
15 53 23 29
16 2.1 25 36
17 2.1 16 21
18 0 48 86
19 8.4 35 40
20 59 34 48
Average 3.6 28 40
Std. Error | 0.68 2.5 4.3
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Figure 4.16: The attacker’s optimal first-stage strategy (as shown by the bold arcs for the current
two-stage model (top left), and the relaxed model with budget levels of 5 (top right), 10 (bottom
left), and 15 (bottom right)).
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Chapter 5

Results for Defender Model

In this chapter, we explore the effect of the attack graph size and structure, attack success
probabilities, attacker type, and defense level on the optimal solution of the defender problem. As

discussed in Chapter 3, we will use the integer L-shaped method for to solve the defender problem.

5.1 Sensitivity Analysis Setup

In our sensitivity analysis, we use three realistic network topologies (from literature [36], [37])
and two levels of vulnerability densities per host. Also, we include the smaller attack graph given
on the left side of Figure 4.1. For the network topology selection, we consulted with Prof. Ou from
Kansas State University. When selecting network topologies, our aim was to select common and
realistic topologies and use our model to obtain some insight into attacker behaviors and optimal
defense policies. Therefore, we selected networks similar to the fully-connected, and star-type
networks for use in our sensitivity analysis. In a fully-connected network, each of the nodes (hosts)
is connected to every other node, and in a star topology, every node is directly connected to the
central node.

At the beginning, we selected four networks topologies for the sensitivity analysis. However,
the corresponding attack graph of one network topology was not directed, that is not solvable by
our current model. Thus, we did not include that network topology in our analysis. Therefore,
in total, we have six attack graphs (three topologies, with two vulnerability densities for each

topology). The topologies and corresponding attack graphs for both one and two vulnerabilities
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bility per host (top left), and two vulnerabilities per host (bottom)
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per host are given in Figures 5.1 through 5.3. For each topology, we begin the analysis with one
vulnerability per host, and then add another appropriate vulnerability to each of the nodes in the
network. Prof. Ou advised us to add a remote exploitable vulnerability to all hosts, because under
many situations, other types of vulnerabilities may not be exploitable.

The attack graphs shown here were produced using the MulVal software [50]. However, the
resulting attack graphs include some types of nodes that are not necessary for our assessment.
Therefore, in order to simplify the attack graphs, we deleted those nodes. Also, for each attack
graph, we added dummy source and terminal nodes (since our model assumes a single source node
and terminal node). We connect the source node to the initial nodes of the attack graph with arcs
that have success probabilities of 1, and similarly for the terminal node and the final nodes of the
attack graph.

We start with a base case that assigns initial success probabilities to the arcs in each attack
graph. Initial success probabilities are assigned using the Common Vulnerability Scoring System
(CVSS), which is an industry standard for assessing the severity of computer security vulnerabil-
ities [43]. The National Institute of Standards and Technology tracks all emerging cyber attacks
and their corresponding CVSS scores in a National Vulnerability Database (NVD) [46]. In our
case, the MulVal software automatically assigns success probabilities using the NVD database.

In order to explore the impact of success probability changes on the optimal defense strategy,
we also vary the success probabilities of arcs on the attack graphs. We could explore the effects
of increasing the success probabilities of arcs, but making arcs more vulnerable does not seem
realistic in the context of computer security. Thus, we decreased the success probabilities of arcs
on all attack graphs by 50% in our sensitivity analysis.

In addition to changes in the success probabilities of arcs, we also explore the effect of the
defense level. We begin by solving each attacker problem with no defenses, and then increased
the number of arcs that the defender can interdict, until enough arcs have been interdicted that the
attacker can no longer reach the target value.

We consider both myopic and non-myopic attackers, and also vary the number of attack stages.

In particular, we consider a one-stage model (for which there is no difference between myopic
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and non-myopic attackers), as well as two-stage and three-stage models for both myopic and non-
myopic attackers. However, we did not apply the three-stage model to cases 1 and 2 (given in
Figures 5.1 and 5.2, respectively) with two vulnerabilities per host, because the attack graphs for

those cases were relatively large and computationally demanding.

5.2 Integer L-Shaped Method

To solve the defender’s optimization problem, we used the integer L-shaped method. As dis-
cussed in Section 3.4, the integer L-shaped method finds the optimal solution of the defender
problem by adding optimality cuts to the master problem at each iteration. The number of itera-
tions needed to solve the defender problem is an important measure for assessing the performance
of this solution approach, because of the need to solve the attacker problem at each iteration.

For a one-stage attack, we first solve the attacker problem to find the optimal attack path for a
given initial defender solution, find a candidate solution of the defender problem using the optimal
result of the attacker problem, and then repeat these steps at each iteration until we find the optimal
defender solution. For the two-stage myopic model, we first solve the attacker problem to find
the optimal one-stage attack path for a given initial defender solution, then run the second-stage
recourse model /N more times to assess the performance of that strategy, solve the master problem
using the results of the recourse problem to find a candidate defender solution, and again repeat
these steps at each iteration until we find the optimal defender solution. For the two-stage non-
myopic model, we first solve the two-stage attacker problem to find the optimal first-stage attack
path, then run the second-stage recourse model N more times to assess the performance of that
strategy, solve the defender problem using the results of the recourse problem to find a candidate
defender solution, and then repeat these steps at each iteration until we find the optimal defender
solution. The three-stage myopic and and non-myopic attacker problems are solved in a similar
manner.

Based on the results of case 1 shown in Table 5.1, the number of iterations needed to solve
the defender problem seems to depend on the defender’s budget level, and the selected initial

defender solution (even though the table does not show the selected initial defender solution). The
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results are similar for the other cases. For smaller defender budgets, the integer L-shaped method
performed no better then explicit enumeration, since it tried all possible defender solutions. For
larger budget levels, the method performed significantly better than explicit enumeration. However,
the sensitivity runs for the defender problem were still computationally demanding, especially for

the larger attack graphs.

Table 5.1: Number of iterations needed to solve the defender problem using the integer L-shaped

method versus using explicit enumeration

Case 1 - 1 vul/host (12 arcs) Case 1 - 2 vul/host (52 arcs)
Budget | L-Shaped Method | Explicit Enumeration | L-Shaped Method | Explicit Enumeration
B=1 12 12 52 52
B=2 144 144 2704 2704
B=3 220 220 2704 22,100
B= N/A N/A 2704 270,725
B=5 22,100 2,598,960
B=6 22,100 20,358,520
B=7 2704 133,784,560
B=8 2704 752,538,150
B=9 2704 3,679,075,400
B=10 2704 15,820,024,220
B=11 2704 60,403,728,840
B=12 52 206,379,406,870
B=13 N/A N/A

5.3 Sensitivity Analysis Results

As stated at the beginning of this chapter, we use three realistic attack graphs with two vulner-

ability levels each to assess the sensitivity of the defender solution to attack graph type and size,
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attacker type (myopic or not), number of attack stages, and defense level. Figures 5.4 through 5.9
show the results.

Based on the results, we see that the attacker’s success probability is generally increasing in the
number of attack stages, especially when few arcs are interdicted. As expected, smaller arc success
probabilities yield lower overall attack success probabilities, as does an increase in the defender
budget level, in general. However, when multiple paths in an attack graph have the same success
probability, interdiction of an arc on one of those paths will not reduce the overall probability of
success, because the attacker could select an equally good path.

In cases 1 and 2 with one vulnerability per host (Figures 5.4 and 5.6, respectively), and case 3
(Figures 5.8 and 5.9), the myopic attacker performs just as well as the non-myopic attacker. This
is because in the corresponding attack graphs, the paths do not involve any common arcs, so there

is no benefit to the attacker from thinking ahead.
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Figure 5.4: Sensitivity analysis results of the defender problem for Case 1 with one vulnerability

per host for both with the base and 50% decreased arc success probabilities

In cases 1 and 2 with two vulnerabilities per host (Figures 5.5 and 5.7, respectively), the non-

myopic attacker does slightly better than the myopic attacker at some budget levels, because in
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Figure 5.6: Sensitivity analysis results of the defender problem for Case 2 with one vulnerability

per host for both the base and 50% decreased arc success probabilities

these attack graphs at least some paths involve common arcs. However, even when the non-myopic
attacker performs better than the myopic attacker, the defender’s optimal interdiction strategy is the
same for both attacker types. Thus, the added computational difficulty of solving the non-myopic
attacker problem does not benefit the defender.

To see whether it is sometimes important to consider a non-myopic attacker, we also performed
sensitivity analysis on the smaller attack graph from Chapter 4 (given in Figure 4.1). We selected
that attack graph because it has a larger number of paths that share common arcs than the other
cases considered in this chapter, while also being small enough to complete the sensitivity analysis
in a reasonable amount of time.

Figure 5.10 shows the results for this attack graph with arc success probabilities distributed
Uniform(0,0.4). We selected this distribution because we observed in Chapter 4 that the non-
myopic attacker has a greater advantage over the myopic attacker when the arc success probabilities
are relatively small. Based on the results in Figure 5.10, we see that consideration of a non-myopic

attacker provides an advantage to the defender when he can protect one arc, since the defense
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strategies are different for the myopic and non-myopic attackers in that case, and relying on the

defense against a myopic attacker leads to almost a factor of 2 increase in success probability for
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the attacker. However, even in this case, the advantage of considering a non-myopic defender is not
large. Based on these results, we observe that anticipating the attacker’s future actions is especially

important when the available attack paths share more common arcs.
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Figure 5.10: Sensitivity analysis results of the defender problem for the smaller attack graph for

the arc success probabilities distributed Uniform(0,0.4)

Finally, we observed that the optimal defense is usually to protect arcs near the source node or
end node of the attack graph. In our defender sensitivity analysis, we solved 91 defender problems
on 7 different attack graphs. In all of these runs, the interdicted arcs were next to either the source
node or the end node, never at intermediate levels of the attack graph. For example, Figures 5.11,
5.12 and 5.13 illustrate the interdicted arcs for cases 1 and 2 with two vulnerabilities for a defender
budget of 10 arcs, and for the smaller attack graph from Chapter 4 (given in Figure 4.1) with a

defender budget of 2 arcs, respectively.
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Figure 5.11: Illustration of the optimal defense strategy for case 1 with 2 vulnerabilities for a

defender budget of 10 arcs
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Case 2 - 2 vul., Def. Budget = 10
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Figure 5.12: Illustration of the optimal defense strategy for case 1 with 2 vulnerabilities for a

defender budget of 10 arcs
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Figure 5.13: Illustration of the optimal defense strategy for the smaller attack graph for a defender

budget of 2 arcs
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Chapter 6

Conclusion and Future Work

In this research, we developed a general game-theoretic defender-attacker model for security
of computer networks, using attack graphs to represent the possible attacker strategies and de-
fender options. To represent the ability of the attacker to launch multiple attempts, we consider the
attacker’s success or failure on any arc of the attack graph to be probabilistic, and describe the re-
sulting security problem as a multi-stage stochastic network-interdiction problem. In our problem,
the defender interdicts a set of arcs, anticipating the attacker’s likely actions, and then the attacker
can make multiple attempts to traverse the network.

We formulated the resulting problem as a stochastic bilevel mixed-integer program with a “min-
max” objective. Here, the defender attempts to minimize the attacker’s success probability, and the
attacker maximizes the probability of traversing the network successfully in multiple attempts.

Many defender-attacker models have been developed for security of computer networks. These
models mostly use game theory to identify equilibrium strategies for both the attacker and the
defender. In the literature, there are also models using attack graphs to assess the security of
computer networks, but most of them are not game-theoretic. Our model is novel in the sense
that it is both game-theoretic (the defender makes his decision, anticipating the attacker’s likely
actions) and uses attack graphs to represent the vulnerabilities of a computer network in a compact
form [63].

We were able to solve the attacker’s problem for both two and three attack stages, using the
SAA approach. Of course, in the real world, an intelligent attacker may be able to launch many
more than three attempted attacks. In principle, stochastic programming allows us to formulate

models with multiple stages of uncertainty resolution. However, solution of problems with large
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numbers of stages is difficult. In our study, even the solution of the three-stage attacker problem
was computationally demanding. This limits the applicability of our method in practice.

However, from the literature ([24], [74]), we know that it is sometimes possible to represent
a large network with a relatively small attack graph by representing similar types of hosts with
similar or identical vulnerabilities as if they were a single host. In that case, it might be possible
to solve the attacker problem efficiently for large networks. Also, as discussed in Chapter 2,
dynamic programming could be used to solve the attacker problem, and may be more effective than
stochastic programming when the number of attack stages is large. This is because adding more
stages to the problem increases the size of a dynamic program less than in a stochastic program.

We compared the attacker’s and defender’s optimal strategies for two versus three attack stages.
The results indicate that due to the ability to learn from earlier attack stages, the benefit of increas-
ing the number of attacks by a factor of 1.5 (from 2 to 3) can yield much more than a factor of 1.5
increase in the overall probability of a successful attack, especially when the mean success proba-
bility is small. This suggests that it is likely to be important to model more than three attack stages,
especially for well-defended systems. Fortunately, though, run times are also much less when the
arc success probabilities are small, so this may not be a problem. When the mean of the arc success
probabilities is large, the three-stage model appears to be less beneficial. This might be because the
attacker is already likely to succeed on the first or second stage. Thus, a third attack stage is more
beneficial to the attacker when the mean of the arc success probabilities is small. For a given mean
success probability, the advantage of having three attack stages is greater when the variability of
the success probabilities from one arc to another is narrower. This is reasonable, because when
the variability is great, some paths are much better than others, so the best first-stage path is likely
to be much better than a possible third-stage path. However, for narrower distributions, the first,
second, and third-stage paths may all be roughly comparable, so that a third attack stage would
give more benefit.

We also compared the myopic and non-myopic attacker cases. The results indicate, as expected,
that non-myopic attackers perform better than myopic attackers. This difference is especially great

when the success probabilities are low, perhaps because learning about non-promising paths is
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more important in that case. Moreover, for a given mean success probability, the non-myopic
attacker has a greater advantage over the myopic attacker when the variability of the arc success
probabilities is large. This is reasonable, because with wider distributions, some paths are much
better than others, so taking future actions into account (e.g., by exploration to discover promising
paths) may be especially beneficial in that case.

For the defender problem, we found, as expected, that the attacker’s overall success probability
is decreasing in the level of defense. More significantly, we found that for the relatively small attack
graphs studied in our sensitivity analysis, the optimal defense against a myopic attacker often the
same as against a non-myopic attacker, and in any case rarely does too much worse. However,
preliminary results suggest that this might not be the case when the available attack paths share
numerous common arcs.

Overall, we were able to determine the optimal defense against a non-myopic attacker. Of
course, our method may not be directly applicable in practice, because the optimal defense is
computationally intensive to find, and in many cases, is not significantly better than the defense
against a myopic attacker. Cases where the benefit of defense against a non-myopic attacker is
large may tend to involve large networks, and may therefore be even more difficult to solve. Thus,
while the goal of defending against a non-myopic attacker is significant, the methods we have used
so far limit the applicability of our model. Thus, in future work, we plan to look for modeling and
solution approaches that would help to solve our problem more efficiently even for large networks,
such as dynamic programming.

Despite these limitations, however, our results nonetheless yielded some recommendations of
practical significance for defense of cyber networks. First, for networks that are not well defended
(i.e., highly vulnerable), defending against a myopic attacker may be adequate; the advantage
of assuming a non-myopic attacker is greatest for well-defended networks. Similarly, defending
against a myopic attacker may be adequate when the available attack paths share few common
arcs, and when the success probabilities of attacks on different arcs vary widely. Thus, while
the problem of defending against non-myopic attackers is difficult, it is encouraging to know that

defense against a myopic attacker will frequently give results that are equally or almost equally
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good. Finally, our results suggest that the optimal defense will usually be to protect arcs near the

source node or end node of the attack graph, rather than at intermediate layers of the attack graph.
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