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DISTILLING KNOWLEDGE OF NEURAL NETWORKS
FOR IMAGE ANALYSIS, MODEL COMPRESSION,
DATA PROTECTION AND MINIMIZATION

SUMMARY

Knowledge distillation is an effective tool for model training, which refers to
the process of knowledge transfer between models. In the context of knowledge
distillation, the model to be trained with the injected knowledge is named student,
where the teacher refers to the model whose knowledge is acquired. It can be exploited
for various aims including improving model performance, accelerating the model, and
reducing model parameters. Further, with the advent of diverse distillation schemes, it
can be efficiently applied in various scenarios and problems. Thus, it has a wide range
of application fields including computer vision and natural language processing.

This thesis comprises the studies conducted on numerous problems of knowledge
distillation, as well as the literature review. The first problem we focus on is hint
position selection as an essential element in hint distillation, which is transferring
features extracted in intermediate layers, namely hints. First, we demonstrate the
importance of the determination of the hint positions. Then, we propose an efficient
hint point selection methodology based on layer clustering. For this purpose, we
exploit the k-means algorithm with specially designed metrics for layer comparison.
We validate our approach by conducting comprehensive experiments utilizing various
architectures for teacher-student pairs, hint types, and hint distillation methods, on
two well-known image classification datasets. The results indicate that the proposed
method achieves superior performance compared to the conventional approach.

Another problem focused on in this thesis is model stealing, which refers to acquiring
knowledge of a model that is desired to be protected due to the privacy concerns
or commercial purposes. Since knowledge distillation can be exploited for model
stealing, the concept of the undistillable teacher has been introduced recently, which
aims to protect the model from stealing its knowledge via distillation. To contribute
to this field, we propose an approach called averager student, whose goal is distilling
the undistillable teacher, in this thesis. We evaluate the proposed approach for given
teachers which are undistillable or normal. The results suggest that the proposed
method outperforms the compared methods whose aim is the same as ours.

The last problem we addressed is cross distillation, which means the distillation
process between teacher and student models that operate on different modalities. In
this work, we introduce a cross distillation scheme that transfers the compressed
domain knowledge to the pixel domain. Further, we employ hint distillation which
utilizes our previously proposed hint selection method. We evaluate our approach
on two computer vision tasks, that are object detection and recognition. The results
demonstrate that compressed domain knowledge can be efficiently exploited in a task
in the pixel domain via the proposed approach.
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The proposed approaches in the context of the thesis, contribute to studies on image
analysis, model compression, data protection, and minimization. First, our study on the
selection of efficient hint positions aims to improve model compression performance,
although the proposed approach can also be employed for other distillation schemes.
The gains of our method in terms of model compression are presented as well as the
performance results of the proposed algorithm. Then, our work on model stealing
targets to contribute to the literature on model intellectual property (IP) protection
and data protection, where we introduce an algorithm to distill a protected model’s
knowledge. Moreover, our study on cross distillation provides a contribution to data
protection and minimization studies, where we propose a distillation methodology that
utilizes compressed domain knowledge on pixel domain problems. Our approach
demonstrates a technique that expands limited knowledge by employing different
modality data instead of more samples. Since we utilize compressed domain images
and eliminate the need for more samples to boost performance, we prevent the use of
more data that may be personal or sensitive.
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GORUNTU ANALIZI, MODEL SIKISTIRMA, VERI KORUMA VE
MINIMiZASYONU iCiN YAPAY SINiR AGLARININ
BILGISININ DAMITILMASI

OZET

Bilgi damitimi, modeller arasinda bilgi transferi siireci anlamina gelen ve model
egitimi i¢in kullanilan etkili bir tekniktir. Bilgi damitim1 baglaminda, enjekte
edilen bilgi ile egitilmesi amaclanan model 6grenci olarak adlandirilirken, bilgiyi
aktaran model ogretmen olarak adlandirilir. Model performansini artirmak, modeli
hizlandirmak ve model parametrelerini azaltmak gibi ¢esitli amaclar i¢cin kullanilabilir.
Ayrica, cesitli damitma semalart ile birlikte, cesitli senaryo ve problemlerde etkin
bir sekilde uygulanabilir. Bu nedenle, bilgisayarli gorii, dogal dil isleme, konusma
tanima, Oneri sistemleri, ¢cekismeli saldirilar, model sikistirma ve hizlandirma, gizli
bilgi damitimi, derin 6grenme modellerinin anlamlandirilmasi, federe 6grenme, ve
noral mimari arama gibi genis bir uygulama yelpazesine sahiptir.

Bilgi damitimi, basarili bir yaklasim olmasindan dolayi, bir¢ok farkli alanda calisan
arastirmacinin dikkatini ¢ekmeyi basarmistir. Tezde de incelendigi gibi zamanla,
Hinton ve arkadasglarinin Onerdigi sema gelistirilmis ve farkli ve karmagik bilgi
damitma yaklagimlart ortaya ¢ikmistir. Bu yaklagimlar bilgi ¢esidi, damtim semasi,
uygulama alanlar1 ve algoritmalar gibi farkli acilara gére gruplanabilir. Ornegin,
mevcut yontemler bilgi cesidine gore ii¢ alt basglikta toplanabilir: Cevap-tabanli,
Oznitelik-tabanli, ve iligki-tabanli bilgi cesitleri. Cevap-tabanli yontemler modelin
tahmin ettigi olasilik dagilimini esas alarak bilgi iletimi yaparken, Oznitelik-tabanl
yontemler modelin ara katmanlarda elde ettigi Oznitelikleri esas almaktadir.
Iliski-tabanl yontemler ise modelin 6grendigi, veri kiimesindeki ornekler arasindaki
iligkiyi bir sekilde diger modele iletmektedir. Ote yandan, mevcut bilgi damitim
yontemleri kullanilan sema agisindan gruplandiginda ii¢ bashik ortaya ¢cikmaktadir:
Cevrimdisi, cevrimigi, ve kendi kendine bilgi damitimi. Cevrimdist bilgi damitima,
klasik yaklasim olan ve dgretmen modelin 6nceden egitildigi durumu ifade eder.
Cevrimici damitim ise 0gretmen ve Ogrenci modelin birlikte egitildii senaryoyu
tanimlamaktadir. Kendi kendine bilgi damitimi ise 68retmen ve 6grencinin aynit model
oldugu yontemleri kapsamaktadir. Ornegin, ayn1 modelin farkli veya ayni katmanlari
arasindaki bir bilgi aktarimi bu baglik kapsamindadir.

Mevcut bilgi damitimi yaklagimlarinda kullanilan algoritmalara goz atildiginda cok
cesitli yontemler karsimiza c¢ikmaktadir. Ornegin, cekismeli damitim, cekismeli
O0grenmenin bilgi damitiminda kullanilmasim1 ifade eden yaklasimlar dizisini
tanimlar.  Capraz damitim ise Ogretmen ve Ogrenci modelin farkli modaliteler
tizerinde calistig1 senaryolar1 ifade etmektedir. Coklu Ogretmen algoritmalar1 ise
adindan anlasildig lizere bilgi damitimi semasinda birden fazla 68retmen modelin
bilgisinden faydalanildigi durumlari tanimlamaktadir. Bunlarin digindaki mevcut
bilgi damitim algoritmalar1 arasinda sunlar sayilabilir: Cizge-tabanli damitim, dikkat
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mekanizmasi-tabanli damitim, verisiz damitma, Omiirboyu damitim, néral mimari
arama-tabanli damitma, ve nicelenmis damitma.

Bu tez, cesitli bilgi damitim1 problemlerine odaklanan calismalar1 ve ilgili literatiir
taramasini icermektedir. Tez kapsaminda yapilan caligmalar ti¢ baglikta toplanabilir:
Ipucu damitimi icin ipucu pozisyonu belirlenmesi, model calma problemi igin
ortalamaci 0grenci yontemi Onerilmesi, ve sikistirilmig alandan piksel alanina bilgi
aktarimi saglayan bir capraz damitma yaklagimi tasarlanmasi.

Tez kapsaminda ilk olarak, ara katmanlarda cikarilan Ozniteliklerin aktarildigi ve
ipucu damitimi olarak adlandirilan bir tiir bilgi damitimi yaklagimi i¢in 6nemli
bir unsur olan ipucu pozisyonu se¢cimine odaklamilmistir. Bu calismada Oncelikle,
ipucu pozisyonlarinin belirlenmesinin bilgi damitiminda 6nemli bir etken oldugu
gosterilmistir. Sonrasinda ise, PURSUInT olarak adlandirilan ve katman kiimeleme
tabanli olan etkili bir ipucu noktas: secim metodolojisi Onerilmektedir. Bu amacla,
katmanlarin kiyaslanabilmesi icin yeterli sayida Ornek iizerinden katman temsil
matrisleri olusturulmakta ve katman karsilastirmasi i¢in ©Ozel olarak tasarlanmis
metriklerden faydalanarak k-ortalamalar kiimeleme algoritmasi kullanilmaktadir.
Onerilen yontem, cesitli 6gretmen ve 6grenci mimarileri, ipucu tiirleri ve ipucu
damitma yontemleri icin ve iki bilindik goriintii siniflandirma veri kiimesi lizerinde
kapsamli deneyler yapilarak degerlendirilmistir. Elde edilen sonuglar, Onerilen
yontemin geleneksel yaklasima gore iistiin basari elde ettigini gdstermektedir. Bununla
beraber, Onerilen yontem model sikistirma acgisindan degerlendirilmis, yoOntem
sayesinde elde edilen sikistirma oranlar1 ve ¢ikarim siiresi kazanglar1 paylasilmisgtir.

Bu tezde odaklanilan bir bagka problem ise, ticari amaclarlar veya gizlilik endiseleri
nedeniyle korunmak istenen bir modelin bilgisini ele gecirme olarak tanimlanan model
calma problemidir. Bilgi damitimi model ¢almak icin kullanilabileceginden, yakin
zamanlarda sikistirllamaz 6gretmen kavrami tanitilmigtir. Bu alana katkida bulunmak
icin, bu tezde sikistirllamaz 6gretmeni sikistirmay1 amaglayan ve ortalamaci 6grenci
olarak adlandirilan bir yaklagim Onerilmektedir. Bu yaklagim, 6gretmen modelin
tahmin ettigi bozulmus olasilik dagilimlarinin, ayni etiketli 6rnekler i¢in ortalamasini
alarak, olasilik dagilimindaki yaniltici zirve degerlerini gidermekte ve bu sekilde
ogrenci modele iletmektedir. Onerilen yaklagim, sikistirilamaz veya normal oldugu
bilinmeyen Ogretmen modelleri iizerinde degerlendirilmistir.  Sonuglar, Onerilen
yontemin kiyaslanan yontemlerden daha iyi performans gosterdigini belirtmektedir.

Ele alinan son problem, farklt modalitelerde calisan 6gretmen ve dgrenci modeller
arasindaki bilgi aktarim siireci olan ¢apraz damitmadir. Bu caligmada, sikistirilmig
alan bilgisini piksel alanina aktaran bir ¢apraz damitma yontemi Onerilmektedir.
Calisma, daha once Onerdigimiz ipucu noktas: secme yonteminden faydalanan bir
ipucu damitma yaklasimi icermektedir. Onerilen yaklasim, nesne tespiti ve tanima
olmak iizere iki bilgisayarli gorii problemi iizerinde degerlendirilmistir. Elde edilen
sonugclar, sikistirtlmis alan bilgisinin piksel alanindaki bir goérevde onerilen yaklagim
sayesinde etkin bir sekilde kullanilabilecegini gostermektedir. Yapilan ek deneylerde
ise, Ogretmen ve Ogrenci ikilisi icin tim modalite secenekleri degerlendirilmis ve
farkli modaliteler arasindaki bilgi damitiminin standart bilgi damitimindan daha
iyl performans gosterdigi gozlemlenmistir. Bununla beraber, en iyi performansin,
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Onerilen yontemdeki gibi sikistirilmig alandan piksel alanina yapilan bilgi aktarimi
senaryosunda elde edildigi raporlanmustir.

Tez kapsaminda Onerilen yaklasimlar, goriintii analizi, model sikistirma, veri
koruma ve minimizasyon calismalarina katki saglamaktadir. Ik olarak, etkili
ipucu pozisyonlarinin se¢imine iliskin calismamiz, model sikistirma performansini
lyilestirmeyi amaclamaktadir, ancak onerilen yaklagim bu alanda sinirli olmayip, diger
damitma semalar1 i¢in de kullanilabilir. Yontemimizin model sikistirma agisindan
kazanimlari, 6nerilen algoritmanin performans sonuclarinin yani sira sunulmaktadir.
Ardindan, model fikri miilkiyet (IP) korumasi ve veri korumas literatiiriine katkida
bulunmak amaciyla model calma konusu iizerine yapilan calismada, korunan bir
modelin bilgisini damitacak bir algoritma tamtilmistir. Bununla beraber, capraz
damitma iizerine yapilan ¢alisma veri koruma ve minimizasyon calismalarina katki
saglamaktadir. Bu ¢alismada piksel alan1 problemlerinde sikistirilmig alan bilgisinden
yararlanan bir damitma metodolojisi Onerilmigtir. Yaklasimimiz, daha fazla 6rnek
yerine farkli modalite verisi kullanarak sinirli bilgiyi genisleten bir teknik ortaya
koymaktadir. Sikigtirtlmig alan goriintiileri kullanilmas1 ve performansi artirmak i¢in
kullanilabilecek daha fazla 6rnek ihtiyacinin ortadan kaldirilmasi dolayisiyla, kisisel
veya hassas olabilecek daha fazla verinin kullanilmasi 6nlenmektedir.
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1. INTRODUCTION

This chapter comprises the motivation and contributions of the studies conducted in

the context of the thesis, as well as the organization of the thesis.

1.1 Motivation and Contributions

Knowledge distillation (KD) is a training technique that exploits the knowledge learned
by some model, to train another model [5,16,17]. It is widely used for enhancing model
performance as well as model compression whose aim is obtaining smaller models
that operate faster and have less computational cost. The model whose knowledge is
obtained is called the teacher, whereas the student refers to the model that receives
that knowledge. Since it is an efficient and needed tool for deep learning models, it
has drawn the attention of researchers studying numerous fields including computer

vision, natural language processing, and speech recognition [11].

In this thesis, we present the studies conducted on various problems of knowledge
distillation, which are focused on hint position selection, model stealing, and cross
distillation. Hint position is a crucial parameter for hint distillation, which is a research
direction of knowledge distillation and aims to transfer knowledge acquired from
intermediate layers of the teacher. The features to be transferred, which are obtained
from intermediate layers of the teacher are called hints in the distillation terminology.
In our study, we demonstrate that hint positions should be selected carefully since
the performance of the distillation depends on hint positions as well as the other
essential parameters. Further, we propose a hint position selection approach which
is based on clustering of the teacher model’s layers [18]. For this purpose, we utilize
specialized metrics for clustering teacher’s layers, by collecting layer representations

for a sufficient amount of samples. Our contributions can be listed as follows:



* It is demonstrated that the selection of hint positions affects the student model’s
performance and utilizing heuristics or rule-of-thumbs for hint positions may

degrade the generalization ability of the student.

* A novel method for searching informative hint locations is proposed, which mainly
applies clustering on the teacher model’s layers and employs cluster centers as
the hint locations. This is the first approach that introduces a hint point selection

algorithm based on layer clustering for hint distillation methodologies.

* The proposed scheme can be integrated into any hint distillation method that
transfers multiple hints. This ability is demonstrated through comprehensive
experiments that comprise numerous hint distillation approaches and various

architectures for teacher and student models.

* The introduced approach is suitable for any student network and does not require

any update during the training, after operating once on a selected teacher network.

* The proposed method is compared with the current state-of-the-art distillation
algorithms through experiments on CIFAR-100 and ImageNet datasets. Our
approach achieves superior performances on both of these datasets, for compression
of numerous teacher networks regardless of having identical or distinct architectures

with student models, as the results suggested.

Model stealing is an open research direction, where the studies focus on extracting the
knowledge of a model that is desired to be protected since it is a commercial product or
trained with private data. On the other hand, model intellectual property (IP) protection
aims to protect models from malicious users. With the advent of data-free knowledge
distillation methods, KD can be exploited as a tool for model stealing. In this context,
a recent study proposed the method called undistillable teacher [19], whose aim is to
protect its knowledge from malicious student models. On the contrary, to contribute to
this field, we introduce an approach called averager student, which targets a successful
distillation from undistillable teachers, in our study [20]. We can list the contributions

of this study as follows:



* We introduce an approach for distilling the undistillable teacher models, which is a

simple and effective approach.

* Our method computes the average values of the probability distributions that are

predicted by the teacher network, for the samples with the same label.

* We evaluate the proposed approach in the cases of that given teacher model is

undistillable or normal.

* Results suggest that our approach outperforms the prior study, whose aim is to

transfer the knowledge of the undistillable teacher, too.

Cross distillation refers to the knowledge distillation scheme where teacher and student
models operate on different modalities. In our work, we propose a cross distillation
scheme to enhance a model operating on the pixel domain, where the teacher is
trained on compressed domain images [21]. To train the student model, we utilize hint
distillation, which transfers the knowledge of intermediate layers of the teacher model,
namely hints. With this goal, we use the hint point selection approach we previously

introduced. The contributions of this study can be listed as follows:

* We introduce the first cross distillation method that transfers knowledge from the

compressed domain to the raw domain, to the best of our knowledge.

* The proposed method enhances the raw domain performance, while compressed

domain data are used only in the training step.

* We validate our method through two well-known common computer vision tasks

which are object detection and recognition.

The proposed approaches in this thesis contribute to the fields of image analysis,
model compression, data protection, and minimization. Firstly, our study on selecting
efficient hint positions aims to enhance model compression performance, though
this method can also be applied to other distillation techniques. We present the
benefits of our method for model compression and the performance results of the

proposed algorithm. Secondly, our work on model stealing aims to contribute to the



literature on model intellectual property (IP) and data protection by introducing an
algorithm that distills knowledge from a protected model. Additionally, our study
on cross-distillation contributes to data protection and minimization by proposing a
distillation methodology that uses compressed domain knowledge for pixel domain
problems. This work demonstrates a technique for expanding limited knowledge by
using data from different modalities rather than increasing the number of samples. By
using compressed domain images and reducing the need for additional data, our work

prevents the excessive use of potentially personal or sensitive information.

To sum up, knowledge distillation is a vital technique for training models. In this thesis,
light is shed on various problems that knowledge distillation can offer solutions to. It is
demonstrated that KD is effective for many different problems, datasets, architectures,
and purposes. Conducted studies suggest that KD is a multi-functional tool that can be

designed as varied frameworks and serves many application areas and tasks.

1.2 Organization of Thesis

The rest of this thesis is organized as follows: In Chapter 2, knowledge distillation is
explained in detail. The categorization of knowledge distillation methods, from the
viewpoints of knowledge type, distillation scheme, applications, and algorithms, is

presented. Further, existing studies in the literature are reviewed.

Chapter 3 presents the studies conducted on the hint position selection problem. After
reviewing the related literature, the importance of the selection of hint positions
is demonstrated. Further, an efficient approach to determine the hint positions
is proposed, which exploits the clustering of the teacher layers by the k-means
algorithm via specialized metrics. To validate the proposed approach, comprehensive
experiments are conducted, which employ pre-activation and post-activation hints.
Moreover, the proposed approach is integrated into state-of-the-art hint distillation
methods to compare the performances between the proposed and the conventional
approaches. Besides, experiments are conducted for numerous teacher-student pairs,
which have similar or distinct architectures. Furthermore, experiments are conducted
on two well-known image classification datasets which are CIFAR-100 and ImageNet.

Finally, the proposed approach is evaluated from the viewpoint of model compression.



Chapter 4 mentions the model stealing problem and its relationship with knowledge
distillation. Further, a recently proposed concept called undistillable teacher is
described, where the aim is designing undistillable teachers that protect their
knowledge from the student models. With the aim of contributing model IP protection
literature, a novel approach is proposed, which is called averager student and targets to
distill the undistillable teachers. The experiments are conducted on CIFAR-100 dataset
for the scenarios of that given teacher is undistillable or normal. Results suggest that

the proposed method is effective for distilling both types of teacher networks.

Chapter 5 describes the cross distillation framework, where teacher and student
networks perform on different modalities. It can be exploited in various scenarios
including having insufficient data in the target domain. Thus, a novel methodology
is introduced, where the teacher and student operate on the compressed and the pixel
domains, respectively. To evaluate the proposed approach, two computer vision tasks
are utilized, which are object detection and recognition. Further, experiments are

conducted from the viewpoints of domains and results are compared.

Chapter 6 presents the conclusion and possible future work in the context of this thesis.






2. KNOWLEDGE DISTILLATION

2.1 Introduction

Knowledge distillation (KD) refers to the knowledge transfer between models, where
the knowledge is mostly transferred from a large model (teacher) to a smaller/lighter
model (student). Although KD was first introduced by [16], it is recognized with
Hinton and his colleagues’ study [S]. The most reputed scheme of KD employs a
cost function that comprises the soft targets obtained from the teacher network and
hard targets, i.e., labels. The methodologies employing soft targets without hints are

referred to as output (logit) distillation [22].

To compute soft targets as in (2.1), training batches are passed through the teacher
network, and the softmax layer’s output is utilized with a higher temperature value

(T >1):

o _e(a/T)
"X exp(/T)

where p, T, and z represent the softened class probability, temperature value, and

2.1

logits, respectively. For example, i,j € {0,...,99} for a classification task with 100
classes, such as CIFAR-100. To produce both softened logits of teacher and student
networks, the same temperature value is utilized, where higher 7" yields a softer class
probability distribution. For training of the student model, a loss function (2.2) is

employed, as in the following:

L= ALgit(p°, p") + (1 = 2)Less(p°,) 2.2)

where A represents the balance between classification loss (L.;s) and logit distillation
loss (Lyggit), ¥ stands for the label, pS and pT are the softened logits of student

and teacher networks, respectively. Temperature value is chosen as 1 in L. ;. In
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Figure 2.1 : The representative scheme of response-based knowledge distillation [11].

general, Kullback-Leibler and Cross-entropy losses are employed for L;,g;; and Ly,

respectively.

KD methods can be categorized in terms of numerous viewpoints including knowledge

types, distillation schemes, applications, and algorithms [11].

2.2 Knowledge Types in KD

Regarding the knowledge type, KD studies can be divided into three classes, which are

response-based, feature-based, and relation-based knowledge.

2.2.1 Response-based KD

Response-based knowledge distillation refers to transferring output knowledge, which
is generally obtained from logits, where logit is the output of the softmax layer in a
classifier model. For different tasks, the content of the knowledge to be transferred
may be altered. For instance, logits are transferred as well as the bounding box
parameters in an object detection task [23]. Further, heatmaps for the landmarks
can be transferred as the teacher network’s output in a semantic landmark localization
task [24]. Nevertheless, the most exploited response-based knowledge is knowledge
obtained from logits, where classical knowledge distillation proposed by Hinton et
al. [5], utilizes logits. Thus, in this thesis, logit distillation term is utilized for the

response-based KD, which is visualized in Figure 2.1.
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Figure 2.2 : The representative scheme of feature-based knowledge distillation [11].

After Hinton et al.’s seminal study, numerous approaches were introduced to improve
logit distillation. For example, [25] proposes an approach to adjust logits that may be
incorrect or uncertain. [26] proposes to employ a third network called teacher assistant,
which receives knowledge from the teacher model and transfers the knowledge to
the student model. [27] introduces a method called Inverse Probability Weighting
Distillation which applies a weighting scheme to highlight under-represented samples

in the machine domain, that refers to the domain of teacher model outputs.

Although response-based knowledge distillation is an open research direction, these
methods don’t exploit the knowledge acquired from intermediate layers of the
teacher network, where that knowledge is a crucial source of learned representations.
Moreover, logit distillation is only applicable to supervised learning, which limits the

usage of these approaches [11].

2.2.2 Feature-based KD

Since neural networks extract features from the input layer by layer, these
features/learned representations can be employed as a supervision source in a
knowledge distillation scheme. Thus, feature-based knowledge distillation refers to
the process of transferring intermediate representations to the student model, as shown
in Figure 2.2. It can be also called hint distillation since the features to be transferred

are named hints [28].



First, it was proposed by Romero et al. [28], where the feature maps in the middle
layers of teacher and student models, are forced to match. After that study, numerous
approaches are introduced, where most of them alter the feature representation style
by applying some transformation. For instance, [1] proposes to transfer the attention
maps of the teacher network to the student network. [10] introduces an approach that
paraphrases the knowledge obtained from the teacher to ease the mimicking process
of the student model. [29] proposes to transfer the teacher’s knowledge acquired
from the layer before the activation function. [22] analyzes previous studies from
the viewpoint of teacher transformation, student transformation, feature position, and
distance function. Then, it designs a hint distillation scheme so that these components

operate in harmony.

Moreover, [30] combines self-distillation and online distillation schemes to introduce
a novel hint distillation method. In another study [31], a hint distillation scheme
is proposed, where the issue of teacher and student having different-sized feature
maps is mitigated in a setup of low-resolution object recognition problem. Further,
a self-distillation approach is suggested by [32], where the knowledge of the deepest

layer is transferred to the shallower layers in a multi-exit neural network.

Existing hint distillation studies mostly focus on improving the representation of
features. Nevertheless, the selection of hint layers is commonly overlooked [11], which
is an important parameter for the distillation scheme, that affects the performance of

the distillation [18].

2.2.3 Relation-based KD

On the contrary to exploiting the outputs of intermediate or last layers as in feature-
and response-based KD, the knowledge of relationships between layers or the samples
is the source of the supervision in the relation-based KD scheme, where an exemplary
scheme is demonstrated in Figure 2.3. For instance, [4] proposes to transfer the flow
of solving procedure (FSP) matrix of the teacher, which is obtained by the inner
product between features of different layers. Further, [33] introduces a method that
transfers the instance relation-based knowledge. Moreover, [34] employs singular

value decomposition (SVD) to extract the essential information in feature maps.
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Figure 2.3 : An exemplary scheme of relation-based knowledge distillation that
utilizes the knowledge of relationships between the layers [11].
[6] introduces a similarity-preserving distillation scheme, where pairwise similarity
matrices obtained from the activation maps are transferred between the models. Thus,
the student tries to learn the similarity between the data points, instead of mimicking
the representation space of the teacher. Besides, [35] proposes to transfer the instance
relationship graph, which comprises instance features, instance relationships, and the

feature space transformation across layers.

2.3 KD Schemes

From the viewpoint of learning schemes, knowledge distillation approaches can
be categorized into three groups: Offline distillation, online distillation, and

self-distillation. Figure 2.4 demonstrates the knowledge distillation schemes.

2.3.1 Offline distillation

Classical knowledge distillation [5] comprises two steps. First, the teacher model
is trained on a training set. Second, the extracted features from the trained teacher
network are transferred to the student network. The first step is not deliberated mostly,
since the teacher network is considered to be pre-trained [11]. Recently, this scheme
adopting a pre-trained teacher has been named offline distillation, with the introduction
of other schemes, including online distillation. Previously mentioned approaches

including [5], [28], [1], [26], and [36], adopt an offline distillation scheme.

11
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Figure 2.4 : Knowledge distillation schemes [11].

2.3.2 Online distillation

Online distillation is a technique introduced to address the constraints of offline
distillation, where it suggests training teacher and student networks simultaneously.
This scheme is particularly beneficial when a teacher with high performance is
unavailable. Numerous studies have adopted this scheme including [37], [38], and
[39]. For instance, [37] proposes a method called adversarial feature map distillation,
where it employs two discriminators to make each model mimic the other one at the
feature map level. Moreover, [38] introduces a scheme that exploits a group of student
networks where each network transfers its knowledge to other networks for training.
That study points out that there is no need for a pre-trained high-performing teacher.
Further, [39] proposes an online distillation method that employs m networks, where
m-1 peer networks are trained using each other’s knowledge, and then, a group leader

network is trained with the knowledge of the peer networks.

2.3.3 Self-distillation

Self-distillation refers to employing the same networks for both teacher and student

networks. This scheme can be considered a special case of online distillation [11]. For

12



example, [40] proposes a scheme where deeper layers transfer their knowledge to the
shallower layers. That study claims that self-distillation helps the networks solve the
vanishing gradient problem. Similarly, [41] introduces a scheme that transfers attention
maps of layers from deeper layers to shallower layers, for the lane detection problem.
Further, [42] proposes a method that utilizes the student model as the teacher model
after some epochs of training. Again, after some epochs of training, the student model

becomes the new teacher model. This process repeats until the training is done.

2.4 KD Algorithms

Various algorithms have been introduced to enhance the distillation process over time,
by designing more complicated schemes. For instance, adversarial distillation refers
to the knowledge distillation process in an adversarial setting [43]—[45]. For example,
[43] introduces a method called KDGAN which employs a discriminator, a teacher,
and a student. In addition to the distillation loss, an adversarial loss is utilized, where
the student learns to mimic the teacher by trying to fool the discriminator. Further,
some studies exploit a multi-teacher setting [46]—[48]. For instance, [48] introduces
a multi-teacher distillation scheme that transfers all of the teachers’ knowledge to
the student network at the feature-level, by employing non-linear transformations.
Moreover, another scheme of KD is cross-modal distillation, where the knowledge
is transferred between different modalities [49]—[51]. For example, [49] introduces a
cross-modal distillation scheme, where the teacher network operates on RGB images.
On the other hand, the student network operates on depth or optical flow images,
which are unlabeled and paired with the teacher’s samples. With this scheme, the
teacher’s intermediate representations obtained by using labeled data are transferred to

the student model that has no labeled data on a different modality.

Graph-based distillation can be another example of KD algorithms [33,52,53]. The
primary concepts behind graph-based distillation approaches include exploiting the
graph as a courier for the teacher’s knowledge and controlling the message passing
of the teacher’s knowledge through the graph [11]. For instance, [52] designs a
graph distillation method, where two graphs are obtained from logits and intermediate

features of the teachers for knowledge transfer in a multi-teacher scheme. Besides,
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some approaches utilize the attention mechanism, where they can be categorized as
attention-based distillation methods [1,54,55]. For example, [55] proposes to match the
distributions of neuron selectivity patterns between the models for knowledge transfer.
That method operates by minimizing the maximum mean discrepancy (MMD) metric
by these distributions, where Attention Transfer [1] can be classified as a special case
of that approach. In addition, some methods aim to eliminate the difficulties arising
from the unavailable data, which are named as data-free KD methods [44,56,57]. For
instance, [57] exploits the layer activation statistics to reconstruct the original dataset

to train the student model.

Other KD algorithms include quantized distillation, lifelong distillation, and
NAS-based distillation [11]. Quantized distillation refers to the KD methods that
employ quantization [58,59]. For instance, [58] introduces a KD scheme comprising a
full-precision teacher and a low-precision student model, where the feature maps of the
full-precision teacher are quantized before transferring them to the quantized student.
Moreover, lifelong distillation refers to the KD methods that utilize lifelong learning,
whose goal is to perform the learning similarly to humans [60,61]. For example,
[60] employs a meta-learning scheme to specify the content and the location of the
knowledge to be transferred. Furthermore, some approaches exploit neural architecture
search (NAS) in a KD framework, to determine the suitable student architecture [62],
whereas some studies utilize KD in a NAS framework, to enhance the performance of

the NAS method [63].

2.5 KD Applications

Since knowledge distillation is an efficient tool for training models with various aims
including model compression, enhancing the model’s performance, and reducing the
inference time, it has a wide range of usage areas for numerous tasks. The primary

fields of artificial intelligence that exploit KD, can be categorized as follows [11]:

Visual Recognition: KD is often utilized in various visual recognition applications
including image classification [18], image or video segmentation [64], object detection
[23], video classification [52], visual question answering [65], and anomaly detection

[66].
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Natural Language Processing (NLP): Since conventional language models are very
cumbersome, KD is a popular approach that enables training lightweight models, in the
field of NLP. Some of the applications in that field can be listed as text generation [67],

document retrieval [68], text recognition [69], and neural machine translation [70].

Speech Recognition: = Numerous studies utilize KD to improve the recognition
accuracy or reduce the response time of the deep acoustic models for speech
recognition, which have a range of applications including audio classification [71],
speech enhancement [72], spoken language identification [73], acoustic event detection

[74], and speech synthesis [75].

Other Applications: KD can be integrated into the training of the recommendation
models, to enhance the effectiveness of these models [76]. Further, KD is a powerful
tool for solving adversarial attacks or perturbations of deep models, as well as model
compression and acceleration [77]. Moreover, private knowledge distillation is an open
research direction, whose goal is addressing privacy concerns of models [78]. Other
applications of KD include interpretability of DNNs [79], federated learning [80], and

neural architecture search [63].
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3. HINT POSITION SELECTION

Hint distillation is one of the most powerful approaches for model compression,
which refers to training a student model by injecting knowledge (hints) from
intermediate layers of the teacher model [81,82]. Even though choosing different
hint positions/points can yield quite different compression performances, this fact is
ignored in conventional knowledge distillation studies, where the same hint positions
in the early studies are utilized. Hence, in this work, we introduce a hint selection
approach, which is based on clustering. Specifically, the teacher model’s layers are
clustered utilizing specially designed metrics, and the center positions of the clusters
are employed as the hint positions. Since the proposed approach mainly operates
on the teacher model, it is valid for any student network, once it is performed
on the selected teacher model. The proposed method’s performance is assessed
through comprehensive experiments on CIFAR-100 and ImageNet datasets, employing
numerous pairs of teacher and student models, and various hint distillation schemes.
The hint points determined by the proposed approach yield superior compression
performance compared to the state-of-the-art knowledge distillation methods on the

same setup of student models and datasets, as the results suggested.

3.1 Introduction

In recent years, there has been a serious surge in employing Deep Neural Networks
(DNNs) to succeed in numerous tasks of computer vision, such as classification
[83.84], object detection [85], segmentation [86], face recognition [87] and tracking
[88]. Further, implementing these models on edge devices is a requirement for
various applications [89]. Nevertheless, deploying large-scale deep learning models
is challenging due to their huge memory consumption and high computational load.
In this work, we aim to push the state-of-the-art in compressing large-scale neural

networks to enhance their inference speed while keeping the original performance
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as much as possible. With this aim, we introduce a novel knowledge distillation
methodology that exploits ideas from clustering and hint distillation, which is proven to
be the superior algorithm for the compression of numerous models performing various

tasks.

The development of deep learning-driven computer vision models gained momentum
with the introduction of the ILSVRC challenge [90]. Over the years, at the expense
of an important increase in model size and computational load, model performance
is enhanced with the launch of VGGNet [91] and ResNet [84], after AlexNet
model [83]. Alongside these advancements, researchers also put extensive efforts
into model compression [92], where numerous algorithms were proposed to change
the large models into smaller ones that perform comparably with the original models.
Knowledge distillation [5] is a proper methodology among these algorithms since the
compressed model can be determined to conform to the requirements and limitations of
the target hardware, which is essential to deploy the models on edge devices. Among
knowledge distillation methods, hint distillation algorithms [1,28,30,31] particularly
have been proven successful in model compression due to numerous design choices of
the scheme, where the original and large model is called as teacher, and the compressed
and small model is called student networks. The effectiveness of these methods arises
from incorporating intermediate feature maps/hints into the distillation process, where
the student model is forced to learn, not only the logit response but also the response
of intermediate layers of the teacher model, for a given input. The optimization of the

hint distillation scheme and its performance is still an open research direction.

The main contribution of this work is a novel hint distillation methodology that focuses
on the optimization of the hint locations utilizing a clustering operation of the teacher
model’s layers via specially designed metrics. We can summarize the contributions of

this work as follows:

* It is demonstrated that the selection of hint positions affects the student model’s
performance and utilizing heuristics or rule-of-thumbs for hint positions may

degrade the generalization ability of the student.
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A novel method for searching informative hint locations is proposed, which mainly
applies clustering on the teacher model’s layers and employs cluster centers as
the hint locations. This is the first approach that introduces a hint point selection

algorithm based on layer clustering for hint distillation methodologies.

* The proposed scheme can be integrated into any hint distillation method that
transfers multiple hints. This ability is demonstrated through comprehensive
experiments that comprise numerous hint distillation approaches and various

architectures for teacher and student models.

* The introduced approach is suitable for any student network and does not require

any update during the training, after operating once on a selected teacher network.

* The proposed method is compared with the current state-of-the-art distillation
algorithms through experiments on CIFAR-100 and ImageNet datasets. Our
approach achieves superior performances on both of these datasets, for compression
of numerous teacher networks regardless of having identical or distinct architectures

with student models, as the results suggested.

3.2 Related Work

Knowledge distillation is a methodology that aims to transfer knowledge between
models. Hinton et al. proposed to transfer the knowledge of logits, which are the
outputs of the softmax layers of teacher and student models [5]. After the recent
studies employing hints in the transfer scheme, Hinton et al.’s method is categorized

as a logit/output distillation method.

Among the numerous approaches introduced after the seminal paper of Hinton et al.,
Spherical Knowledge Distillation (SKD) [93] was recently proposed to improve KD,
where it applies a projection to all logits of the teacher and the student on a sphere by
normalization. To be specific, the SKD approach scales the logits into a unit vector
and multiplies them with the average teacher norm, to recover its norm to the original
level. Further, [94] proposes a novel distillation methodology, where it reformulates

the conventional logit distillation. Moreover, in [95], a logit distillation scheme is
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introduced to train a transformer student by employing lightweight teacher models

that have distinct architectures.

Logit distillation is an open research direction, where various schemes are employed
including data-free distillation [96], online distillation [8], ensemble distillation [97]
or federated learning [98]. Besides, hint distillation targets to transfer much more
knowledge to the student model via employing intermediate layers of the teacher in the
transfer process [1,22,28,31], which is also termed as feature matching and constitutes
the base of our introduced approach. It offers more advantages compared to the logit
distillation, by diminishing the capacity gap between teacher and student models and
being applicable to a wide range of tasks including regression and low-level vision
problems [99]. Thus, this section analyzes existing studies on model compression and

hint distillation.

3.2.1 Model compression

Considerable progress recently has been made in computer vision thanks to employing
deep neural networks. Nevertheless, many state-of-the-art models can not be
utilized for real-world applications, since employing these models is computationally
costly and requires high memory spaces. Thus, numerous model compression
methodologies have been introduced to address this problem, to compress especially
deep neural networks. These methods, namely model compression approaches, can be
categorized into four groups, which are parameter pruning and quantization, low-rank

factorization, compact convolutional filters, and knowledge distillation [100].

Parameter pruning techniques [101] explore discarding unnecessary weights based on
thresholding. Conversely, quantization-based methods aim to represent parameters
with fewer bits. Although parameter pruning methods lower the model size, they
typically do not lead to a reduction in inference time, which is a concern for real-world
applications on edge devices. On the other hand, low-rank factorization methods
are difficult to implement and computationally costly due to the decomposition
process. Further, compact convolutional filters are introduced in [102] and modified
by SqueezeNet [103] and MobileNet [104]. Employing compact convolutional filters

usually yields a decrease in computational load. Nevertheless, the performance of
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the models may be weakened in relatively complicated tasks due to a substantially
reduced number of parameters [105]. So, in this study, we concentrate on knowledge

distillation.

3.2.2 Hint distillation

In KD [5] and SKD [93], the soft targets consist of only logits of the teacher model, for
training of the student model. After the foundation of KD [5], approaches that exploit
intermediate feature maps of the teacher, have been introduced to enhance the logit

(output) distillation’s performance [28,30,106]—-[109].

In [28], the knowledge obtained from the middle layer of the teacher is transferred
to the middle layer of the student model. This methodology is named as FitNet and
comprises a two-stage training process. In the first step, the student model is trained up
to the guided layer which is the middle layer. After that, conventional logit distillation
is employed to train the whole student network, in the second step. It should be
highlighted that the classical KD [5] transfers the softened class probabilities of the
teacher model, which are employed in the cost function along with the cross entropy
loss between predictions and the labels. On the contrary, FitNet [28] transfers the
knowledge obtained from the middle layer of the teacher along with the standard task
loss. Further, [1] introduces activation-based and gradient-based Attention Transfer
(AT) methodology, that transfers knowledge from a heavy teacher model to a compact
student model. To employ AT in the knowledge distillation scheme, the distance
between [,-normalized attention maps of teacher-student layer pairs is minimized by
the cost function, as well as the standard cross entropy loss. Another study [106]
proposes a distillation scheme called Variational Information Distillation (VID), that
aims to maximize the mutual information of the teacher-student layer pairs to train the
student network. In [22], transferring knowledge obtained from the layer before the
activation function is proposed, as in [29]. Furthermore, this approach exploits a loss
function and a teacher transform, which are consistent with the feature position. It

revises the feature position and, however, retains the conventional grouping scheme.

In another study [110] focused on hint distillation, namely IAKD, models are

partitioned into smaller groups compared to the conventional grouping scheme. That
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study states that transferring hints from all of the breakpoints yields a degraded
performance compared to the conventional grouping. Further, [111] notes that results

from experiments exploiting numerous hint points exhibit poor performance.

Lately, few studies have addressed the hint position problem, which is called
feature linking by some studies [107]. For instance, [60] introduces a meta-learning
methodology for transfer learning to choose hint positions along with the weights
for hints. Nevertheless, this method deals with only the last layers of blocks of a
model as the potential hint points and implementation of it is computationally costly.
With the same purpose, [107] introduces an attention-based methodology, named AFD.
However, this method repeats the hint point search process for each iteration. This is a
limitation of the algorithm since it results in challenges in implementing the algorithm
for each potential hint point for large models such as resnet110. On the contrary, our
methodology offers a solution that is ready to apply to any student model and valid for

the whole training stage, which is obtained using a selected teacher model.

Moreover, transferring knowledge between different stages of teacher and student
networks is firstly suggested in [112]. Nevertheless, that method is based on the
conventional grouping of layers, too. [113] proposes two methodologies for hint point
selection on some problems of natural language processing, which are selecting every
k' layers and selecting the last k layers as the hint points. This method exploits a
stationary rule for hint points which does not consider the information that the network
layers own. [114] establishes a meta-learning scheme to determine hint points and
hint transformations which are utilized for the alignment of hints between teacher
and student. However, their search space is narrow and consists of only the last
layers of conventional groups for hint points. On the contrary, our method redesigns
the grouping of layers regarding the knowledge that layers maintain, where it allows
all layers to be selected as hint points. Further, [115] proposes a non-conventional,
random-selection-based hint point selection scheme for distillation. [116] aims to
address the elimination of redundant knowledge in the transfer scheme, as in our
proposed method. For this purpose, a selection is made among the samples to transfer
the selected samples’ knowledge. Nevertheless, our proposed method performs on hint

points of the teacher model. In [117], an attention-based method is employed, where
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natural language models are primarily concentrated. The knowledge obtained from

different layers of the teacher model is fused to transfer, in that study.

To summarize, conventional hint distillation methods acquire intermediate feature
maps by grouping layers of the teacher model, and then transfer the knowledge to the
student model. This is achieved by dividing layers considering the spatial sizes of the
feature maps. Opposed to employing a pre-determined scheme for hint point selection
utilized in the state-of-the-art knowledge distillation approaches, in this study, we
introduce a layer clustering approach as a systematized way to select more informative

hint positions.

3.3 Method

In this study, the effect of the selection of hint positions on the performance
of distillation is demonstrated. And, a layer clustering-based selection approach
for informative hint points, namely PURSUInT, is introduced. To be specific,
pre-trained teacher networks are employed and a clustering process is applied to their
sub-blocks. To this end, layer representations of each sub-block are collected. Then,
k-means [118] clustering algorithm is applied on these representation matrices to
acquire clusters of sub-blocks. This process results in clusters of similar sub-blocks
in terms of the predetermined layer similarity metric. As a result, one hint point
per cluster is selected for the distillation of the teacher model’s knowledge in a
comprehensively precise manner. Figure 3.1 visualizes the stages of the proposed

approach, which will be elaborated in this section.

3.3.1 Layer representation

Sub-blocks should be expressed in a suitable style, to cluster the sub-blocks of models.
In this work, the usually utilized setup for representing layers [119]-[121] is followed,

which will be explained in detail, in this section.

Let H; be the feature map of ' sub-block in a teacher model that comprises blocks such
as ResNet. The size of H; is N x C x H x W, where N represents the number of samples,
C shows the number of channels, H and W stand for the height and width of the feature

map, respectively. The channel dimension holds more information because spatial
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Figure 3.1 : The workflow of PURSUInT comprises three stages: (a) The
acquisition of layer representations. To this end, feature maps for a certain number of
samples (N) are collected from all of the sub-blocks of the pre-trained teacher and
averaged in dimensions of height and width to form matrices with the size of N x C.
(b) Clustering layer representations to obtain clusters of sub-blocks utilizing k-means.
We select one hint position for each cluster, specifically the center positions of the
clusters, to eliminate the redundancy. (c) Distillation with the determined hint
positions in the previous step. In the diagrams, HP stands for the index of the hint
point, H represents the transformation that determines the hint type, and CL depicts
the determined cluster. Best viewed in color.
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dimensions share parameters. Thus, the feature maps are averaged in dimensions of
height and width to acquire representation matrices with the size of N x C. For the
clustering step, feature maps of the sub-blocks are collected for 10* samples from the

training set.

3.3.2 Clustering of layers

Layer clustering is the major methodology exploited in the proposed knowledge
distillation approach. Clustering methods require a similarity or distance metric to
be able to perform, as known. To compute the similarity between distinct layers of
an artificial neural network, existing approaches utilize numerous attributes of the
model, including activation maps [119,120], weight matrices [122], and the layers
with the same order at different models [123]. For instance, [123] suggests exploiting
correlation as a similarity metric to assess the obtained knowledge of distinct models
that share an identical architecture. In that study, it is reported that correlation performs
similarly with mutual information, where they are utilized for comparison. Further,
[120] employs canonical correlation analysis (CCA) to assess the similarity between
layers. In addition, [121] suggests exploiting a weighting scheme to enhance this
metric. After that, [119] introduces to employ centered kernel alignment (CKA) as
a similarity index, whose linear case is reconciled with CCA. In this study, CKA
and mean squared CCA (R%C 4) are utilized as the similarity metrics for layers of a
neural network, where R%C 4 18 a statistic that represents the convergence of CCA [119].

Further, R%C 4 1s recognized as Yanai’s GCD measure [124].

Mean squared CCA can be computed by (3.1) as in the following:

Pe?_|lotoxl;

P1 P1

Ric (X,Y) = 3.1)

where p; represents the minimum of shapes of the components, p; stands for the i*"
canonical correlation coefficient, Oy and Oy are the orthonormal bases for the columns

of Y and X, respectively.

Moreover, CKA is calculated by (3.2) as in the following:

B HSIC(K,L)
VHSIC(K,K)HSIC(L,L)

CKA(K,L) (3.2)
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where HSIC represents Hilbert-Schmidt independence criteria.  The empirical

estimator of HSIC is computed in (3.3) as:

HSIC(K,L) =

1
= l)ztr(KHLH) (3.3)

where H represents the centering matrix, tr is the trace of the matrix and n stands for
the number of samples. K;; = k(x;,x;) and L;; = [(y;,y;) where k and I are two kernels.
In this study, we utilize linear kernels unless it is explicitly stated that RBF kernel is

employed.

Hints should have succinct information, to distill the teacher’s knowledge accurately.
Thus, we acquire clusters of similar layers in terms of the selected metrics, namely
R%C 4 and CKA, which are exploited to group the layers of the teacher model. Then,
optimum hint positions comprising only the necessary information, are determined by
choosing one hint position per cluster. To this end, 1 —R%C 4 and 1 —CKA are employed
as the distance metrics for the k-means algorithm where k corresponds to the number

of hints.

K-means is a clustering approach whose goal is splitting the n observations into k
clusters. While k-means searches the best centroids for each cluster, it repeats two steps
until the assignments are converged, where these steps are referred to as assignment

and update, and are explained as in the following:

1) Assignment: Assign the data points based on the labels of the current nearest

centroids:

yi= argm}nD(xinvLj)a (3.4)

where p; stands for the centroid of 7' cluster. x; and y; are the features and assigned
cluster of the i data point, respectively. D is the selected distance metric, which is

determined experimentally.

2) Update: Determine the centroids based on the current assignment of data points for

each cluster:
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Xi, (3.5)

where C; represents the j' cluster.

In this study, we employ k-means as the clustering methodology, because of its
simplicity and effectiveness. Even though it has disadvantages for other applications,
these are not a limitation for our problem, since the number of clusters is fixed
in advance, which is the number of hints and our data does not possess high
dimensionality. Further, our scheme eliminates the seeding problem by selecting three
layers farthest from each other according to their order in the network. To be specific,

we initialize the seeds as the first, center, and last layers (points) of a network.

The execution times for the first two steps of our workflow, namely, the acquisition
of layer representations and clustering of these representations, are exhibited in Table
3.1, for the teacher models used in experiments on CIFAR-100. It should be noted that
executing the first two steps once is adequate. Further, it is observed that clustering
takes a shorter time when R%C 4 1s employed as the similarity metric, compared to

employing CKA.

Table 3.1 : Execution times for Step 1 and Step 2 in our workflow, on CIFAR-100
dataset. Step 2 is accomplished by k-means with the stated similarity metrics. It
should be highlighted that the execution times for the clustering step are measured by
using only CPU, while this step can be accelerated by employing GPU.

Teacher Number of | Similarity | Execution time (s)
model layers metric Step 1 Step 2
WRN-40-2 18 Ry 272 180
resnet32x4 15 R%C A 239 220
resnetl 10 54 CKA 941 4797

3.3.3 Hint distillation with hint point search

In general, hint distillation approaches are employed to enhance logit distillation,
where the teacher sends more information to the student via the knowledge learned

in intermediate layers, namely hints. Thus, the loss function comprises multiple terms
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to supervise numerous layers of the student network [7,125]. Hence, the total loss

function, L;.4;, utilized to train the student network can be stated as in the following:

Ltotal = chls(psyy) + aLlogit (psapr) + BLhint (fS7fT) (36)

where Lj,g;; and L are the output (logit) distillation loss and classification loss,
respectively. y, p, and f represent labels, logits, and hints obtained from networks,
respectively. Moreover, T and S superscripts denote teacher and student networks,
respectively. Further, ¥, o, and 8 stand for the weights for the losses of classification,

logit distillation, and hint distillation, respectively.

Hint distillation loss Ly;,, can be defined as in the following:

k
Lyine = Y L(F(Si), F(T)), 3.7)

where k denotes the number of hints, L represents the predetermined loss function
for hint transfer, F' stands for the transformation which determines the hint type, 7;
and S; are the features from the " group of layers in teacher and student networks,
respectively. It should be highlighted that, contrary to most of the prior studies focusing

on the transformation F, our approach revises and reformulates the grouping approach.

The groups of layers that have the same spatial size, are employed in the studies done
so far. Nevertheless, in our analyses, it is monitored that some of these conventional
hint points belong to the same cluster which is obtained by clustering via particularly
designed metrics for layer similarity (See Figure 3.2). Our analyses indicate that
determining hint points has a significant effect on the distillation performance. Thus,
we suggest constructing the groups of layers by clustering utilizing suitable metrics,
to achieve the efficient hint points. Our approach avoids utilizing unnecessary

information acquired from similar layers, for distillation.

Further, we suggest exploiting the center points as the representative point of the layer
groups, instead of the last points as in the conventional method. Thus, we analyze the
performances corresponding to these points with distinct metrics as shown in Table 3.2.
In these experiments, the first points in the clusters are excluded, because selecting the

first points/layers in clusters results in transferring knowledge from the first layer of a
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model for the first hint. This would yield transferring uninformative knowledge since
the features learned in the first layer of networks are generic and usually irrelevant with

the objective function [126].

Table 3.2 : Top-1 accuracy (%) results of distilled resnet20 for different hint positions
in baseline grouping and clusters acquired with different metrics, on CIFAR-100.
Attention Transfer is employed as the distillation type in these experiments. * denotes
that normalization is applied before clustering. Although R%C 4 results in different
clusters for the normalized and non-normalized scenarios, the center points are
identical for these scenarios.

Metric type | Position on cluster | Accuracy
R last 71.22 +0.13
CCA center 71.59 +£0.32
. Tast 70.99 £ 0.16
ccA center 71.59 +0.32
last 71.20 £0.17
CKAinear o1 CKA center 71.50 £ 0.14
, Tast 71352043
None (Baseline) center 71.29 +0.15

The results indicate that employing center points results in better distillation
performance than the last points of clusters we obtained. Moreover, the experiments
highlight that altering hint points as the center points without the suggested grouping,

results in a decrease in the distillation performance instead of an improvement.

3.4 Experiments

To assess the performance of the proposed method, we conduct experiments on two
datasets, namely CIFAR-100 and ImageNet, which are usually employed datasets in
knowledge distillation studies. Furthermore, we exploit a wide collection of distillation
approaches and architectures for teacher and student networks including ResNet [84],
Wide ResNet [127], and ShuffleNet [128]. In addition, we analyze our method on the

scenarios of pre-activation and post-activation hints.

Our approach comprises three stages, as mentioned in previous sections. Following the
acquirement of layer representations of candidate hint points, we apply clustering on
these representations utilizing the k-means method. To conform with the conventional

number of hints, we select k = 3 for the experiments on CIFAR-100 and k = 4 for
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the experiments on ImageNet. Following the clustering step, we determine the center
points of the clusters as the proposed hint points. Table 3.3 points out the distinctness
between the conventional hint positions and hint positions determined by our method.
In addition, the classification performances of the teacher networks employed in our
experiments are demonstrated. It is monitored that some of the conventional hint
positions may be settled in the same clusters determined by our approach, as presented
in Figure 3.2. This is the main reason for the inefficiency in transferring knowledge
from the teacher network to the student network in the conventional methods. The
last stage of our scheme is the distillation via the proposed hint points, which will be

described in the following sections.

Table 3.3 : Comparison of baseline and proposed hint positions (HPs) for teacher
networks employed in our experiments. Proposed HPs are determined by our scheme
which exploits k-means with particular metrics as the distance functions. Further, the
datasets utilized to test the teacher models and the accuracies achieved by the teacher
networks are demonstrated. AT stands for the Attention Transfer [1] as the hint type.

Teacher Model Dataset Accuracy | Baseline HPs | Proposed HPs
Pre-activation hints:

resnetl1 10 (for AT) CIFAR-100 74.49 18, 36, 54 6,27,49
resnet110 (for others) | CIFAR-100 74.49 18, 36, 54 8,29,49
Post-activation hints:

resnet110 CIFAR-100 74.31 18, 36, 54 7,29, 49
resnet32x4 CIFAR-100 79.42 5,10, 15 3,8, 13
WRN-40-2 CIFAR-100 75.61 6,12, 18 1,8, 16
ResNet-34 ImageNet 73.31 3,7,13, 16 2,6,11,15

3.4.1 Experimental settings

The similarity metrics employed in the clustering process are chosen taking into
account the distillation performances, in our experiments. To implement the hint types,
the setup of [3] is followed, except FitNets [28]. In this work, three hints are utilized
for FitNets, for a fair comparison with other hint types. Further, weights for the loss
terms are selected via Bayesian search [129], for all methods. Besides, the query-key

dimension for AFD method [107] is selected similarly.

SGD is employed as the optimizer in all experiments. For experiments on

pre-activation hints, pre-ReLU hints are utilized for all methods. The maximum
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Figure 3.2 : Characteristic structure of lggs)f\let models with hint positions which are
colored black. The labels at the bottom right of the blocks stand for the spatial sizes
of feature maps, where I represents the spatial size of the input image. (a) Common

method to group layers of ResNets which only considers the spatial size of the feature
maps. The last points of these groups are determined as the hint positions. (b) Our
proposed method which employs clustering to focus on layer similarity. This figure

demonstrates the clusters determined by our approach with CKA metric on resnet110
sub-blocks, for the CIFAR-100 dataset. We select the center points of each cluster as

the hint positions for the distillation of teacher models. It is visualized using [12] and

best viewed in color.
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number of epochs and the batch size are selected as 350 and 64, respectively. Further,
the initial learning rate is 0.05 and it is decayed by 0.1 every 50 epochs after the first
200 epochs. For experiments on post-activation hints, post-ReLLU hints are utilized
for all methods. The maximum number of epochs is chosen as 240 to compare fairly
the proposed method with other methodologies. The remaining hyperparameters are

selected via Bayesian search, including temperature, learning rate, and batch size.

For ImageNet experiments, Attention Transfer is utilized as the hint type with p =1
[1]. The maximum number of iterations is chosen as 100 epochs, batch size as 256,
and temperature as 4, by following [3]. SGD is employed as the optimizer. Further,

the initial learning rate is 0.1 and it is decayed by 0.1 at epochs of 30, 60, 80, and 90.

3.4.2 Results on CIFAR-100

To assess the performance of the proposed method on the CIFAR-100 dataset,
experiments are conducted for pre-activation and post-activation hints, which are the

hints acquired before and after the last ReLU function in a sub-block, respectively.

3.4.2.1 Pre-activation hints

For experiments on pre-activation hints, three hint distillation methods are selected
to compare our findings, which are FitNets [28], Attention Transfer (AT) [1] and
Variational Information Distillation (VID) [106]. Two logit distillation methods are
chosen to employ along hint distillation methods, which are Hinton’s Knowledge
Distillation (KD) [5] and Spherical Knowledge Distillation (SKD) [93]. Hence, 6
experiments are conducted for each teacher-student pair. To evaluate our performance,
proposed hint positions are compared with the baseline hint positions, which are the
last layers before the downsampling. CIFAR-style ResNets are utilized as the teacher
and student networks for distillation. Further, the R%C 4 metric is exploited for the AT
(Attention Transfer) type of distillation, and the CKA metric is exploited for two other
types of hint distillation, in these experiments. Baseline and proposed hint positions

are demonstrated in Table 3.3.

The proposed hint positions are applicable for any student network with the same

number of hints since the proposed approach suggests efficient hint positions based
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on the given teacher model. Thus, we conduct experiments for three student networks,
which are resnet8, resnet20, and resnet32, by exploiting the hint positions obtained on
the teacher network, namely resnetl 10. The results of distillation from resnetl110 to
these student networks are demonstrated in Figure 3.3, for the scenarios of employing

the proposed hint positions and the baseline hint positions.

The proposed approach outperforms the conventional method for all hint types for
resnet20), as the results suggested. Further, our approach results in the best distillation
performance for resnet32. Moreover, it performs better than the baseline method
except AT type of distillation for resnet8, while it obtains a very close performance
to the best result among all hint types. Besides, the proposed approach substantially

enhances the distillation performance of FitNets for resnet8.

3.4.2.2 Post-activation hints

Six teacher-student pairs are employed for the experiments on post-activation hints.
Our approach is implemented on Attention Transfer (AT) along with the conventional
KD, which is referred to as AT+KD, where baseline and proposed hint positions
are exploited for AT hints. Further, our method is applied to state-of-the-art
distillation methods to boost their classification performance. With this aim, two
recently introduced approaches, namely, Weighted Soft Label (WSL) [130] and
Attention-based Feature Distillation (AFD) [107] are selected. WSL is a recent logit
distillation approach that performs a sample-wise weighting on the objective function.
This approach is enhanced by combining it with AT, to conduct experiments on hint
position. To combine these approaches, the loss function in (3.6) is employed, where
Lyin: stands for the loss for AT hints and other terms refer to the loss of the WSL
approach. After that, the results of WSL+AT are acquired utilizing the baseline and
proposed hint positions for transferring AT hints. Another approach leveraged for the
experiments is AFD, which searches informative hint positions between teacher and
student networks, by exploiting an attention mechanism. It performs a knowledge
transfer between these specified positions as well as the logits and repeats the search
process along the training step. All intermediate output positions are assumed as

potential hint positions for making connections between networks, in that approach.
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Although it normally searches informative positions among all intermediate output
positions, we integrate our method into this approach by limiting its potential hint

points of the teacher as our proposed three hint points.

Table 3.4 demonstrates the results on state-of-the-art approaches, while the
performances of the teacher models employed in the experiments are presented in
Table 3.3. CKA metric is exploited for resnet110 and R%CA metric is employed for
resnet32x4 and WRN-40-2 teacher networks, to achieve the proposed hint points. The
proposed hint position approach performs better than the baseline in most scenarios,
as the results suggested. Further, it achieves an increase in accuracy up to 1.5
9% compared to the baseline hint points. In addition, it consistently enhances the
distillation performance for resnet32x4, resnet20, and resnet8x4 networks where the
first one is employed as a teacher and/or the others as student networks. Though the
search space of AFD is constrained to three proposed hint positions, the proposed
approach mostly results in better distillation performances than the baseline. To be
specific, the proposed method enhances the WSL+AT approach except for the resnet32
student network and the AFD approach except for one teacher-student pair which is
WRN-40-2 - ShuffleNetV1. Moreover, it results in a 6.482 % increase in accuracy for

ShuffleNetV1 student, compared to the vanilla training.

Our approach is compared with numerous distillation methods as in [3], for further
assessment. To this end, the results of our approach are acquired by integrating it with
four distillation methods, utilizing the same pre-trained teachers as other methods. The
results acquired on the last epochs for a fair comparison with [3], are presented in Table

3.5.

Our method results in superior performance compared to the numerous methods,
except for one teacher-student pair, as the results suggested. It is monitored that
the best performances are achieved mostly by AT+KD and CRD+AT+KD methods
with the proposed hint points. Moreover, integrating CRD to AT+KD results in a
decrease in classification performance for the resnet32x4 teacher, while it enhances
distillation performances of the two teacher-student pairs which are resnetl10 -

resnet20 and WRN-40-2 - WRN-16-2. Though the AFD approach with the proposed
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Table 3.4 : Top-1 accuracy (%) results of student networks utilizing state-of-the-art
distillation approaches on the CIFAR-100 dataset. The results are compared between
the proposed and baseline hint points for each distillation scheme. Values in bold
stand for the best classification accuracies for each distillation approach. Each score is
computed over 5 runs. The column marked by * represents the reported results in [2].

AT + KD

Teacher Student Vanilla | Baseline \ Proposed
resnet110 resnet20 69.06 70.95 71.06
resnet32 71.14 73.59 73.48
resnet3xd ShuffleNetV1 | 70.50 75.49 76.98
resnet8x4 72.50 75.06 76.07
WRN-16-2 73.26 75.64 75.45
WRN-40-2 | pufieNetvi | 7050 | 7627 | 76.78

WSL + AT

WSL | Baseline | Proposed
resnet] 10 resnet20 71.24 71.45 71.63
resnet32 73.49 73.87 73.73
resnet3xd ShuffleNetV1 | 74.33 75.95 76.98
resnet8x4 75.24 75.04 75.69
WRN-16-2 75.56 75.49 75.60
WRN-40-2 | g uffieNetv1 | 75.29 75.84 76.52

AFD

Baseline* | Proposed
resnet110 resnet20 71.20 71.49
resnet32 73.46 74.05
resnet3xd ShuffleNetV1 75.08 75.11
resnet8x4 74.72 75.80
WRN-16-2 75.41 75.60
WRN-40-2 | g1 uffieNetvV 1 75.63 75.11
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Table 3.5 : Top-1 accuracy (%) results of networks utilizing numerous distillation
approaches on the CIFAR-100 dataset. Each score is computed over 5 runs. Values in
bold represent the best classification accuracies for each distillation method. It should

be highlighted that reported results are based on the last epoch for a fair comparison
with [3] where the results of other approaches are quoted from. Further, some results
for the FSP [4] approach cannot be acquired since it is suitable for only

student-teacher pairs having identical architectures.

Teacher WRN-40-2 | resnet110 | resnet110 | resnet32x4 | resnet32x4 WRN-40-2
Student WRN-16-2 | resnet20 | resnet32 | resnet8x4 | ShuffleNetV1 | ShuffleNetV1
Vanilla 75.61 74.31 74.31 79.42 79.42 75.61
73.26 69.06 71.14 72.50 70.50 70.50
KD [5] 74.92 70.67 73.08 73.33 74.07 74.83
FitNet [28] 73.58 68.99 71.06 73.50 73.59 73.73
AT [1] 74.08 70.22 72.31 73.44 71.73 73.32
SP [6] 73.83 70.04 72.69 72.94 73.48 74.52
CC (7] 73.56 69.48 71.48 72.97 71.14 71.38
VID [106] 74.11 70.16 72.61 73.09 73.38 73.61
RKD [33] 73.35 69.25 71.82 71.90 72.28 72.21
PKT [36] 74.54 70.25 72.61 73.64 74.10 73.89
AB [29] 72.50 69.53 70.98 73.17 73.55 73.34
FT [10] 73.25 70.22 72.37 72.86 71.75 72.03
FSP [4] 7291 70.11 71.89 72.62 n/a n/a
NST [55] 73.68 69.53 71.96 73.30 74.12 74.89
CRD [3] 75.48 71.46 73.48 75.51 75.11 76.05
Ours (AT+KD) 75.16 70.86 73.12 75.84 76.74 76.55
Ours (WSL+AT) 75.39 71.43 73.44 75.49 76.70 76.36
Ours (AFD) 75.33 71.22 73.79 75.52 74.94 74.94
Ours (CRD+AT+KD) 75.82 71.32 73.19 74.20 74.88 76.66

hint points, does not perform as well as others for ShuffleNetV1 student, it results
in the best accuracy for the resnetl10 - resnet32 pair. It should be noted that our
method on AT+KD results in a 1.6 % improvement over the second-best approach for

teacher-student pair of resnet32x4 - ShuffleNetV1.

3.4.3 Results on ImageNet

For further assessment of the performance of our method, the ImageNet dataset is
employed, which is a well-known large-scale dataset. With this aim, Attention Transfer
(AT) is exploited as the hint type to be transferred, and KD is employed for logit
distillation, where this experiment is referred to as AT+KD. In these experiments,

ImageNet-style ResNet-34 and ResNet-18 architectures are employed as teacher and
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Table 3.6 : Top-1 and Top-5 error rates on ImageNet validation set. ResNet-34 and
ResNet-18 are employed as the teacher and student networks, respectively. Results of
other methods are quoted from [3], where other methods comprises AT [1], KD [5],
SP [6], CC [7], Online KD [8] and CRD [3].

Online Ours

Teacher | Student| AT | KD SP CC KD CRD |CRD+KD (AT+KD)
Top-1| 26.69 30.25 [29.30/29.34({29.3830.04| 29.45 |28.83| 28.62 28.51
Top-5| 8.58 1093 |10.00(10.12|10.20|10.83| 10.41 | 9.87 9.51 9.83

student networks as in [3], respectively. The CKA metric is exploited for clustering
the layers of the ResNet-34 teacher network to acquire the proposed hint points for
AT hints. The results compared with the other knowledge distillation approaches are
demonstrated in Table 3.6, where the results of other approaches are quoted from [3].

Further, selected hint points by our approach are presented in Table 3.3.

Results suggest that the proposed hint position approach results in the best Top-1
accuracy among the compared distillation methods on ImageNet, which is one of the
most challenging datasets in computer vision. Furthermore, it is observed that only
altering hint points for a typical hint type may result in superior results compared to

the recent approaches employing contrastive learning.

The proposed approach enhances the hint distillation schemes which play a significant
role in knowledge distillation for model compression, as the results suggested. The
gains of our approach in terms of accuracy among inference time and model size, are
demonstrated in Table 3.7. Results point out that the inference time of resnetl 10 may
be enhanced by a factor of 2.99 with only a Top-1 accuracy loss of 0.26%. Moreover,
resnet32x4 can be compressed into resnet8x4 with a memory gain of 83.4 % and
a speed-up in inference time of 2.34. Further, WRN40-2 can be compressed into
ShuffleNetV1 with a memory gain of 57.9 % and an increase in accuracy of 1.27%. In
addition, WRN40-2 can be compressed into WRN-16-2 with a memory gain of 68.8
% and an increase in accuracy of 0.4%. Furthermore, results on ImageNet indicate
that ResNet-34 can be compressed into ResNet-18 with a speed-up in inference time

of 1.55 and memory gain of 46.4 %.
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Table 3.7 : Number of parameters, inference time per sample and Top-1 accuracy(%)
results for teacher and student models. Student models are compared with teacher
models in the viewpoints of compression ratio and achieved speed-up, where student
networks are trained by exploiting the proposed hint points. It should be highlighted
that the classification accuracies of ResNet-34 and ResNet-18 networks are acquired

on ImageNet.

Networks #Parameters Comp l‘(?SSlOH Infe.rence Speed-up | Accuracy
ratio time
Teacher: resnet110 1.74 M - 24.66 ms - 74.31
resnet20 278.32 K 84.0 % 5.84 ms x4.22 71.63
resnet32 472.76 K 72.8 % 8.25 ms x2.99 74.05
Teacher: resnet32x4 743 M - 8.00 ms - 79.42
ShuffleNetV1 949.26 K 87.2 % 13.37 ms x0.60 76.98
resnet8x4 1.23 M 83.4 % 3.42 ms x2.34 76.07
Teacher: WRN-40-2 226 M - 10.07 ms - 75.61
WRN-16-2 703.28 K 68.8 % 4.71 ms x2.14 76.01
ShuffleNetV1 949.26 K 57.9 % 13.37 ms x0.75 76.88
Teacher: ResNet-34 21.80 M - 3.30 ms - 73.31
ResNet-18 11.69 M 46.4 % 2.13 ms x1.55 71.49

3.5 Conclusion

In this study, the grouping problem on teacher models is addressed to select the hint
points among the model’s sub-blocks. With this aim, the k-means algorithm with
metrics designed for layer similarity is exploited for clustering these sub-blocks. The
proposed method is suitable for any hint distillation scenario employing at least two
hints, in an offline distillation setup. Moreover, it is valid for any student network since

it results in efficient hint positions based on the teacher model.

To assess the performance of the proposed method, we integrate our approach
to state-of-the-art distillation approaches with the comparison of the conventional
method and the proposed method. Further, a comprehensive comparison among
numerous distillation methods and approaches employing the proposed hint points is
demonstrated. The proposed method outperforms the state-of-the-art algorithms for
various architectures on CIFAR-100 and ImageNet datasets, as the experimental results
suggested. In addition, the proposed approach performs successfully in the viewpoint
of model compression, where it may result in a high compression ratio, speed-up in

inference time, and a gain in accuracy, at the same time.
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4. MODEL STEALING

Today, some black-box models are released by companies as a service for users, where
users can obtain the output of the model which is fed by their input. However, these
models are vulnerable to stealing via knowledge distillation by malicious users, who
aim to access the operating model which is a commercial product [131,132]. For
example, a malicious user can collect the model’s predictions for the inputs submitted,
which are designed to extract information from the model. Then this information is
utilized to train a substitute model. The malicious user can now offer this model as
a commercial product, which is obtained by only queries of this user. Further, the
malicious user can generate adversarial examples to make the original model make
wrong predictions, using the substitute model. To address this issue, the concept of an
undistillable teacher [19] has been introduced recently to prevent knowledge leakage.
An undistillable teacher is a specially trained model that nearly performs as a normal
teacher while it degrades the student’s performance which is trained by knowledge
distillation from the undistillable teacher. Hence, aiming to contribute to solutions for
protecting model intellectual property (IP), we propose a novel method that enhances
the distillation from an undistillable teacher, in this chapter. Our approach contributes
to the fields of model protection and data protection since protecting the model’s

intellectual property covers protecting the data used to train the model.

4.1 Introduction

Protecting the intellectual property (IP) of models is crucial due to the potential
negative consequences. Firstly, a stolen model could be exploited for commercial
gain, posing a threat to the original model’s owner company. Additionally, malicious
users might leverage the stolen model to generate adversarial examples. Moreover, the
extraction of a model could lead to the exposure of sensitive training data used in its

training step [133].
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While knowledge distillation offers many benefits across various applications, it also
enables a risk of IP stealing by malicious actors [19]. For instance, data-free knowledge
distillation methods can be employed to obtain the functionality and training data of
the original model [57]. In the literature, the methods to obtain the model’s IP can be

categorized as model stealing or model extraction [134,135].

4.2 Related Work

In the context of the model stealing problem, a recent study [19] introduced an
approach termed self-undermining knowledge distillation to protect models against
stealing via knowledge distillation. The proposed method in that study, namely,
undistillable teacher, is obtained with the training process via self-undermining
knowledge distillation. An undistillable teacher hardens the training of a student
that is trained with knowledge distillation from that teacher, while it keeps a
similar performance with normally trained teachers. Building on this research, [9]
introduced a method called skeptical student which aims to mitigate the performance
degradation caused by undistillable teachers. Their method changes the position of
distillation to train their student model, along with employing auxiliary classifiers and

a self-distillation approach.

4.3 Recap: Knowledge Distillation

Knowledge distillation (KD) is a method for training a model, which defines the
process of transferring knowledge between models via minimizing some sort of
distance function between the outputs of chosen layers of the models. Soft targets
define the knowledge obtained from the teacher model, where they are generally
transferred in combination with labels, namely, hard targets. We can define the
loss function for the student model as in (4.1), to clarify the difference between the

conventional knowledge distillation and the proposed approach:

L= ALgp(25,27) + (1= 2)Las(25,) 4.1
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where A represents the balance between distillation loss Lgxp and classification loss
L5, v is the label, z5 and 7/ are the logits of student and teacher networks, respectively.
Kullback-Leibler and cross-entropy losses are commonly utilized for Lgp and L,

respectively. The distillation loss, Lxp, can be calculated as in (4.2):

Lgp = ZZL(ZiTaZEg) (4.2)
b i

where L is the loss function, b represents the batches, i shows the samples in a batch,
zl.T and zf indicate the logits correspond to sample i obtained from teacher and student,

respectively.

4.4 Proposed Method

In both [9] and [19], it is demonstrated that multiple peaks are exhibited in undistillable
teacher’s softmax responses, which are then transferred to the student models. These
peaks are believed to be the major cause of misguidance in the student models. Thus,
in this chapter, we propose an approach to mitigate the impact of these multiple peaks
in the softmax responses of the teachers, where we introduce transferring the mean
of features with identical labels, as the soft labels. To achieve this, the features
of the teacher are extracted in batches and the mean values of them are computed.
Without loss of generality, we utilize logits as the features throughout this section,
corresponding to the scenario of logit distillation [5]. The loss function employed to

train the student model is presented in (4.3) as follows:

Ls=Y Y LE <) (43)

b i
where 7 is the adjusted logits in a batch, which consists of the mean values of logits
obtained from samples with the same labels. The mean values of logits in a batch for

a label y, namely zy, is computed as in (4.4):

N 1
5= 5 Lo (4
X
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where x, represent the samples with the label y, N is the number of samples that have

the label y, in a batch. Z, is the mean of logits correspond to x,.

4.5 Experiments and Results

To evaluate the performance of our proposed approach, we follow the experimental
setup of the prior work [9]. Thus, we obtain distillation results from undistillable
teachers, using the same architectures for teacher and student models as in [9]. To
be precise, we utilize ResNet-18 and ResNet-50 as the teacher models on CIFAR-100
dataset. We utilize ResNet-18, MobileNetV2, and ResNet-50 as the student models.

Moreover, we obtain results for the ensemble scenario as in the prior work. The results
are presented in Table 4.1. Results point out that our approach always outperforms [9]
for all scenarios.

Table 4.1 : Results on CIFAR-100 for the undistillable teachers. KD and Skeptical

represent [5]’s and [9]’s approach, respectively. Bold values indicate the best results
for each scenario. (RN: ResNet, MN: MobileNetV2, Ens: Ensemble)

Teacher Student : Skeptical Ours
Model Acc. (%) | Model Acc. (%) | KD Skeptical Ours | g/ " Ens
RN-18 77.55 75.00 77.33 77.39 | 76.38 79.69

RN-18 7755 MN 69.24 7.13  66.62 71.80 | 64.26 74.92
RN-18 77.55 72.28 T77.25 77.53 | 75.48 79.62

RN-50 76.57 RN-50 78.04 74.14  78.65 79.18 | 77.61 81.60
MN 69.24 772  66.38 70.73 | 62.93 74.98

In a real scenario, it is not clear whether the teacher is a normally trained or an
undistillable model. Thus, our approach is also evaluated on normal teachers, where

distillation performances are given in Table 4.2.

Results point out that our method mostly outperforms [9]. We achieve an improvement

in accuracy up to 2.2 % on CIFAR-100, for the scenario of a normal teacher.

4.6 Conclusion

In this chapter, a novel approach is introduced to improve the distillation performance
of a student from an undistillable teacher. The proposed approach mitigates the

incorrect supervision caused by the undistillable teacher by employing a simple yet
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Table 4.2 : Results on CIFAR-100 for the normal teachers. KD and Skeptical

represent [5]’s and [9]’s approach, respectively. Bold values indicate the best results

for each scenario. (RN: ResNet, MN: MobileNetV2, Ens: Ensemble)

Teacher Student . Skeptical Ours
Model Acc. (%) | Model Acc. (%) | KD Skeptical Ours | o _Ens
RN-18 77.55 78.96 78.79 78.98 | 79.68 79.95

RN-I8 7755 TN 6924 | 7512 71.63 73.83 | 7545  75.345
RN-18 77.55 7921 7851 79.39 | 79.86 80.205

RN-50 78.04 RN-50 78.04 7956  80.66 80.53 | 81.96 82.41
MN 6924 7528 71.76 73.42 | 76.32 75.455

effective technique. Results show that our method outperforms the compared methods.

We believe that our approach will contribute to the solutions for the field of model and

data protection.
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5. CROSS DISTILLATION

Data play a crucial role in the training of a model and directly impacts its performance.
Nevertheless, there might be inadequate data for a model to achieve sufficient
performance on some tasks [136,137]. To address this challenge, we propose a
knowledge distillation-based approach that aims to alleviate the limitations caused by
data scarcity. To be precise, our approach enhances the pixel domain performance of
a model by leveraging compressed domain knowledge via cross distillation between
these two modalities. We validate our method through experiments conducted on
two well-known computer vision tasks: object detection and recognition. The results
point out that compressed domain knowledge can benefit a pixel domain task via the
proposed method, especially when available data is limited due to privacy or copyright

concerns.

To sum up, the proposed methodology contributes to the literature on data protection
and minimization. Our work demonstrates a technique that expands limited knowledge
by exploiting different modality data instead of more samples. Since we use
compressed domain data and eliminate the need for more samples to enhance the

performance, we prevent the use of more data that may be personal or sensitive.

5.1 Introduction

Recent advancements in computer vision have led to significant improvements in
model performance. And, it is well known that these models often require large
amounts of data. Nevertheless, acquiring sufficient data for some tasks may be
challenging. For instance, collecting medical and multi-modal data poses difficulties.
Moreover, processing personal data is hindered by tight regulations, which limits
the available data to utilize in the training process of a model. These concerns are
related to the concept of data minimization, which aims to keep and process only the

necessary data for the operations [138]. It is an essential requirement imposed by data
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regulations including The European General Data Protection Regulation (GDPR) and
The California Privacy Rights Act (CPRA) [139,140]. Besides, knowledge distillation
aligns with the goals of data minimization since the student is limited to being fed by
the teacher’s feedback in some cases including unsupervised schemes and data-free

KD [141].

Given that data scarcity appears on numerous tasks due to various reasons, there is
growing research interest aimed at enhancing knowledge extracted from limited data.
On the other hand, compressed domain data is attractive data to be processed since it
requires less computational complexity and enables faster processing time [142,143].
Further, operating on the compressed domain is a more conservative approach for
processing sensitive data, compared to the pixel domain. For instance, the approach
introduced in [144], generates images from the HEVC compression scheme where it

limits the information in images for unintended tasks such as text recognition.

Thus, in this chapter, we introduce an approach to address the concerns of data scarcity,
protection, and minimization. It leverages the compressed domain knowledge, while
the task is in the pixel domain, on the contrary. Our method consists of a cross
distillation scheme that performs on two image domains, as illustrated in Figure 5.1.
Our approach contributes to data protection by enhancing model performance through
the utilization of compressed domain data rather than relying on additional pixel
domain data. Similarly, it addresses the concerns of data minimization, since it
prevents the need for more pixel domain samples that may be sensitive, to boost the

performance.

In this study, knowledge from the compressed domain is primarily employed to address
tasks in the pixel domain. To achieve this objective, images in the HEVC domain
are exploited, where HEVC (High Efficiency Video Coding) is a video compression
standard developed jointly by the ITU-T Video Coding Experts Group and the ISO/IEC
Moving Picture Experts Group. HEVC enables significantly improved compression
efficiency compared to its predecessor, H.264/MPEG-4 AVC. It utilizes a hierarchical
block structure, dividing a frame into coding tree units, coding units, transform units,

and prediction units for processing. The prediction mechanism in HEVC can be
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Figure 5.1 : The workflow of the proposed approach. The task loss is utilized to train
the student model, as well as the cross distillation loss, which is computed between
hints obtained from the pre-trained teacher model operating on the compressed
domain and features of the student model operating on the pixel domain. A prediction
unit (PU) based attribute of the HEVC legacy codec is applied on the "Paired Pixel
Image", to obtain "HEVC Image".
either intra or inter, which uses information within the same frame to reduce spatial

correlation or utilizes data from previous frames to mitigate temporal correlation,

respectively.

The HEVC images utilized in this work, are derived from the prediction-based
technique introduced by Beratoglu et al. (2021) [144]. The prediction units (PUs)
in the HEVC bitstream are exploited in this method, which predicts the pixel values in
the current block based on neighboring blocks. This approach involves a function
that assigns varying intensity levels depending on the size of the coding blocks
and particular regions within the image. It also employs a linear transformation of
prediction unit values, spanning from O to 34, to the pixel intensity range of 0-255.
This conversion procedure yields distinct gray-level regions in the ensuing image
corresponding to different prediction unit values. Thus, this technique preserves the

critical scene features while notably reducing image complexity.

Knowledge distillation is frequently employed to transfer knowledge from the pixel
domain to the compressed domain, in existing studies on the compressed domain.
Specifically, optical flow information is transferred into the models that perform on

the compressed domain, since acquiring optical flow at inference time is a costly
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computation. On the other hand, our proposed method employs compressed domain
knowledge to enhance the models’ performance on the pixel domain via knowledge
distillation. Therefore, we establish the direction of knowledge transfer from the

compressed domain to the pixel domain, contrary to the previous studies.

To summarize, we propose a method that leverages the compressed domain knowledge
for computer vision tasks on the pixel domain, to expand the knowledge obtained from

limited data. Thus, our contributions can be listed as follows:

* We introduce the first cross distillation method that transfers knowledge from the

compressed domain to the pixel domain, to the best of our knowledge.

* The proposed method enhances the pixel domain performance, while compressed

domain data are used only in the training step.

* We validate our method through two well-known common computer vision tasks

which are object detection and recognition.

5.2 Related Work

In this section, we review the literature from the viewpoint of two concepts, that are

cross distillation and knowledge distillation on the compressed domain.

5.2.1 Cross distillation

Knowledge distillation (KD) [5] mainly comprises the transfer of knowledge between
models, and this field has broadened to encompass a variety of subtopics including
hint distillation [145], self-distillation [40] and, online distillation [39]. One of these
subtopics, namely cross distillation [49], denotes the transfer of knowledge across
various modalities, such as RGB and depth images, or, pixel and compressed domain
images. It can find applications in numerous tasks including human pose estimation,
emotion recognition, object detection, and action recognition [49,146]-[149]. For
instance, cross distillation is utilized for the action recognition task in [146], where
the teacher model is fed by RGB videos and the student model is fed by paired
RGB videos and sequences of 3D human poses. Further, a cross distillation scheme

is employed in [49] to transfer knowledge between the modalities of RGB images

50



and depth images. In that study, obtained hints are transferred to the student model.
In another study [147], knowledge between the domains of RF heatmaps and RGB
frames is transferred to estimate human poses. Moreover, [149] employs an online
distillation scheme, where cross distillation is leveraged between modalities of RGB
and DensePose sequences. These mentioned studies utilize the RGB domain as the
source of auxiliary knowledge. On the contrary, our method employs RGB and
compressed domains as the main and auxiliary domains, whereas the RGB domain

includes more rich knowledge.

5.2.2 Knowledge distillation on the compressed domain

Knowledge distillation (KD) has been employed with various aims on the compressed
domain, in recent studies. It is mostly utilized to transfer the pixel domain knowledge
to models performing on the compressed domain in the literature. Since the
computation of optical flow is a costly operation, KD is used to transfer the optical flow
information to the models that are fed by compressed domain features in [150], [151],
[152], [153], [154] and [155]. For instance, optical flow information is transferred from
a pre-trained teacher model in [156], where a multi-modal student is employed which
takes motion vectors as the input, as well as the residuals. In [157], a KD scheme
is introduced to train a compressed domain student which imitates a pixel domain
teacher. This KD approach includes a hint distillation scheme between the models,
where I-frames and augmented residual frames are the inputs of the student model,
whose task is action recognition. Likewise, a cross distillation scheme is proposed to
transfer the pixel domain knowledge to the compressed domain in [158], where mostly
the last layers of the models are chosen as the distillation position. On the other hand,
the knowledge is transferred in a reverse direction in our proposed approach, i.e., from

the compressed domain to the pixel domain.

Furthermore, some studies employ KD for transferring knowledge or model
compression on the compressed domain, where both the teacher and student models
perform on the compressed domain. For example, a multi-teacher scheme is introduced
in [159], where each teacher model receives input from a single modality as in [160]

and the student receives I-frames as the input. Moreover, KD is employed to transfer
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spatial information to the student model that performs in the frequency domain, where
both the teacher and student receive I-frames as the input, in [161]. On the contrary,
the student model undergoes the training and inference steps within the pixel domain,

in our workflow.

5.3 Method

In this study, a cross distillation method is introduced where the pixel domain
performance is enhanced by leveraging the compressed domain knowledge. To achieve
this goal, a pair of teacher-student models is used, where HEVC domain images are
utilized to pre-train the teacher model. To train the student model, the student receives
the pixel domain images as the input, as well as the hints obtained from the teacher

whose inputs are the paired compressed domain images, as presented in Figure 5.1.

5.3.1 Training of teacher model

The HEVC domain images produced by the prediction-based method, are employed to

train the teacher model, which is trained from scratch, i.e., only task loss is utilized.

5.3.2 Training of student model

The set of image representations of the teacher model, namely ®7, is defined as

follows:

&y ={¢' Vi € {1,....k}} (5.1

where i is the index of the hint and & represents the number of hints. The representation

of the " hint layer, ¢i, can be denoted as:

0" 2 Xeomp — REPIWXC); (5.2)

A compressed domain image is mapped to a feature map with the size of (H x W x C);,
by ¢'. It should be noted that i stands for the index of the hint layer, instead of a layer

in a neural network.

Likewise, the set of image representations of the student model, namely ®g, can be

defined as follows:
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Og={y' Vi € {1,....k}} (5.3)

where ¥’ stands for the representation of the #* hint layer of the student model. A

pixel domain image is mapped to a feature map with the size of (H x W x C);, by y':

l,l/i :Xpix N R(HXWXC)i (5.4)

The following loss function is employed to train the student model:

Ltoml = thint +Ltask (55)

where, A represents the balance between loss terms and L, is the task loss, which is
object detection or object recognition loss, in our work. Hint loss Lj;,; can be defined

as in the following:

k . .
Lhint = ZLfeat (‘Pl(lcomp); DA(WZ(Ipix))) (5-6)

where (Ipix,lcomp) € P. P stands for the paired dataset which comprises the pixel
domain images and their corresponding compressed domain images. Moreover, DA
and Lg., are the domain adaptor module and feature loss that is determined by
hint type, respectively. Further, a convolutional layer is employed as the domain
adaptor, DA. We utilize a domain adaptor to diminish the domain gap between the

representations of teacher and student.

The neural networks in this study are characterized as a combination of three
components which are backbone, neck, and head, where the definition in [162] is
followed. To be specific, the proposed cross modal distillation scheme is established
between the backbones of teacher and student models, where the hint layers of the
teacher model are determined following the grouping and selection approach proposed

in our previous study [18].
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5.4 Experiments

In this section, conducted experiments will be explained, which are based on two
computer vision tasks. First, experiments are conducted for all scenarios in terms of
relative sizes of teacher-student model pairs, for evaluation of the proposed approach.
Further, various hint types in the proposed distillation scheme are applied for additional

assessment.

5.4.1 Datasets

In this work, a cross distillation scheme to transfer the knowledge from the compressed
domain to the pixel domain is introduced. To achieve this goal, two compressed
domain datasets are exploited that are CD-LP [13] and [15], which comprises the
compressed domain images of BIT-Vehicle dataset [14]. [13] and [15] are employed

for the problems of license plate detection and vehicle classification, respectively.

CD-LP dataset which comprises paired 2400 images for pixel and HEVC domains, is
employed for the object detection problem. In [144], two types of images are produced
for the HEVC domain, by two methods, namely block partition and prediction-based
approaches. The training and test sets involve 1800 and 600 images, respectively. All
images in the dataset are the identical size, which is 128 x 96. It should be highlighted
that we employ the HEVC images produced by the prediction-based method, in this

work.

The dataset in [15] is exploited for the object recognition problem, which comprises
9850 vehicle images for pixel and HEVC domains. This dataset was generated
based on the BIT-Vehicle dataset [14]. The employed dataset comprises six classes
of vehicles, which are bus, sedan, sport-utility vehicle (SUV), microbus, truck, and
minivan. The pixel domain images in the dataset can be in two sizes which are
1600 x 1200 and 1920 x 1080, while all HEVC domain images are 128 x 96 in size.
Nevertheless, the pixel domain images are resized to 128 x 96 pixels in the conducted
experiments. The dataset is divided into a training and a test set with a ratio of
4:1, following the prior study. Further, the images containing more than one vehicle

are removed and the HEVC images produced by the prediction-based method, are
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Figure 5.2 : Samples of compressed and pixel domain images from the license plate
detection dataset, namely CD-LP [13], and the vehicle classification datasets, namely
BIT-Vehicle [14] and compressed BIT-Vehicle [15].

exploited in this work. Some exemplary images of these datasets are presented in

Figure 5.2.

5.4.2 Implementation details and results

5.4.2.1 Object detection experiments

First, experiments are conducted on the license plate detection problem, to assess the
performance of the proposed approach. To achieve this goal, the YOLOv3 model [163]
is exploited as the object detector. Two types of backbones are employed to acquire
different-sized pairs of teacher and student models, which are DarkNet-53 [163] and
MobileNetv2 [104]. For these experiments, Attention [1] is utilized as the hint type
to be transferred, where the number of hints is 3. AdamW [164] is employed as the
optimizer. Furthermore, the maximum number of iterations is chosen as 300 epochs
and the batch size is set as 64. Moreover, the learning rate is chosen as 0.01 and the

learning rate multiplier for the backbone is set as 0.1 or 1.
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Table 5.1 : Student and teacher models’ performance in terms of AP50 (%) score, on
license plate detection problem. The row at the top stands for the backbones of
YOLOv3 teacher-student model pairs where DN is for DarkNet-53 and MN is for
MobileNetv2. Vanilla represents the training from scratch, i.e., training without
distillation. It should be highlighted that the performances of teacher and student
models are assessed on compressed and pixel domains, respectively. Each student
model’s score is computed over three runs.

T-S pairs DN — MN MN — MN MN — DN

Teacher 97.70 97.60 97.60
Vanilla 98.70 98.70 97.30
Proposed 99.03 98.77 97.97

The performance scores of the teacher and student models on the CD-LP dataset are
presented in Table 5.1, where the obtained results for teacher and student are on the
compressed and pixel domains, respectively. The performances are measured in terms
of the AP50 score which is the average precision when the Intersection over Union
(IoU) threshold is set to 0.50. The proposed method achieves an increase in AP50

score up to 0.67 (%) compared to the baseline method, as the results suggested.

5.4.2.2 Object recognition experiments

Secondly, the proposed method is validated on a vehicle classification problem. To
achieve this goal, ResNet-18 [165] is chosen as the teacher and student models. In
these experiments, distinct hint types [1,7,10] are applied in the proposed distillation
scheme, to further assess the proposed method, where the number of hints is chosen
as 4. SGD [166] is employed as the optimizer. Furthermore, the maximum number of
iterations is set as 300 epochs, the batch size is chosen as 64 and the learning rate is set
as 0.1. The obtained results for the vehicle classification problem on the BIT-Vehicle

dataset are presented in Table 5.2.

The proposed approach boosts the student’s performance regardless of the hint type
to be transferred, as the results suggested. Moreover, the proposed method yields
an increase in accuracy up to 0.40 (%) compared to the student model trained from

scratch.
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Table 5.2 : Accuracy (%) scores of teacher and student models for vehicle
classification task on BIT-Vehicle dataset. Vanilla stands for training from scratch.
Numerous hint types, which are FT [10], ATT [1] and CC [7], are applied in our
proposed distillation scheme. It should be highlighted that teachers’ and students’
performances are computed on compressed and pixel domains, respectively. Each
student’s score is calculated over three runs.

Vanilla Ours
Student ATT CC FT
Accuracy 91.68 9545 95.62 95.76 95.85

Teacher

5.4.3 Ablation study

Besides these experiments on cross distillation, experiments on classical distillation
and reverse distillation, are conducted, where the first refers to employing teacher and
student models performing on the same domain, and the latter refers to employing
student performing on compressed domain and teacher performing on pixel domain.
The results of classical and reverse distillation are presented in Table 5.3, which are

computed on the license plate detection task.

Student models that are performing on pixel domain, are better in detection than
models that are performing on compressed domain, as the results suggested, where it
is an expected outcome. Furthermore, from a student’s perspective, utilizing a teacher
in a different domain is always better than that in the same domain. This proves
that a cross distillation scheme performs better than a classical distillation scheme.

Moreover, the proposed cross distillation scheme outperforms the reverse distillation,

Table 5.3 : AP50 (%) scores of the student models on the license plate detection task,
for the distillation cases in the perspective of the domains that student and teacher
models are performing on. DarkNet and MobileNetv2 are used as the backbones of
YOLOV3 models for teacher and student models, respectively. Each score is
computed over three runs.

Teacher
Pixel HEVC

Pixel 98.63 99.03
HEVC 98.17 97.97

Student
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which highlights the significance of determining convenient domains for the teacher

and student models.

5.5 Conclusion

In this work, a cross distillation method is proposed to transfer knowledge between
different domains, to eliminate challenges of scarce or not fully available data in the
target domain, due to privacy or copyright concerns. Our method is validated through
experiments on two computer vision tasks, that are object detection and recognition.
The obtained results point out that the proposed cross distillation scheme between
different modalities boosts the performance of a uni-modal computer vision task. In
conclusion, our study is a step in the related literature that demonstrates the potential
of utilizing compressed domain knowledge in pixel domain tasks. Further, our work
contributes to the literature on data protection and minimization, by expanding limited
knowledge via exploiting different modality data instead of more samples. Moreover,
employing compressed domain images helps to avoid the use of more data that may be

personal or sensitive.
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6. CONCLUSIONS

In this thesis, knowledge distillation is explained in detail, which is a powerful tool
for training models, and related literature is reviewed. Further, studies conducted
on numerous problems of knowledge distillation, including hint position selection,
model stealing, and cross distillation, are presented. For the problem of hint position
selection, a novel hint point selection approach is introduced, which employs clustering
of the teacher model’s layers. It is applicable for any student architecture and hint
distillation scheme that uses two hints at least. Results suggest that the proposed
method outperforms the conventional approach, which only considers the spatial size

of the feature maps. Possible future work comprises the following:

 Evaluating the proposed approach on different tasks such as object detection on the

COCO dataset.

* Integration of the proposed approach into different distillation schemes including

online distillation and self-distillation.

* Enhancing clustering step by employing different metrics and layer representation

styles including optimized tensor decomposition approaches.

For the model stealing problem, an approach called averager student is proposed to
distill an undistillable teacher, whose aim is to protect itself from student networks. It
is a simple yet effective method that mainly exploits averaging operation on predictions
of the teacher network. Results demonstrate that the proposed method outperforms the
compared approaches. Possible future work for the model stealing problem includes

the following:

* Analyzing the undistillable teacher’s predictions by paying attention to the training

process of the undistillable teacher.
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* Improving the proposed approach by employing a sample-wise process after the

averaging operation.

* Enhancing the proposed method by analyzing the outlier probability distributions

of the teacher.

For the cross distillation problem, a novel scheme is introduced where a teacher
network trained on the compressed domain, is employed to train the student network
which operates on the pixel domain. The proposed approach comprises a hint
distillation scheme that utilizes our previously proposed hint point selection method.
Results indicate that the proposed cross distillation framework between different
modalities can help to boost the performance of a model on a uni-modal computer

vision problem. Possible future work comprises the following:

» Exploiting other compressed domain attributes in the proposed cross distillation

scheme.

» Extension of the proposed method by employing other knowledge types including

the response-based knowledge, in the cross distillation scheme.

* Analyzing the effects of the hyperparameters of the proposed scheme including hint

types and hint positions, on the performance of distillation.

The introduced methodologies in this thesis contribute to studies in image analysis,
model compression, data protection, and minimization. First, our research on selecting
efficient hint positions aims to enhance model compression performance, though
the proposed method can also be applied to other distillation schemes. We present
the benefits of our method for model compression and the performance results of
the proposed algorithm. Additionally, our work on model stealing aims to advance
the literature on model intellectual property (IP) and data protection by introducing
an algorithm to distill knowledge from a protected model. Furthermore, our study
on cross-distillation contributes to data protection and minimization by proposing a
distillation methodology that exploits compressed domain knowledge for pixel domain

problems. This work introduces a technique for expanding limited knowledge using
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different modality data rather than more samples. By using compressed domain images
and reducing the need for additional samples to boost performance, we avoid the extra

usage of pixel domain data which is potentially personal or sensitive.

To conclude, knowledge distillation is a crucial methodology for training models.
This thesis explores various problems that knowledge distillation can address,
demonstrating its effectiveness across different problems, datasets, architectures, and
purposes. The studies conducted point out that knowledge distillation is a versatile tool
that serves numerous application areas and tasks thanks to being adaptable enough to

be constructed as diverse frameworks.
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