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ABSTRACT

PUF-ENHANCED SCALABLE RFID SECURITY AND
PRIVACY

Radio Frequency Identification (RFID) is a very promising technology that en-
ables the automatic identification of objects. However, it has some challenging issues
such as scalability. Almost all of the existing solutions require the back end server to
work linear in the number of tags in order to identify a single tag. There are some
proposals providing O(1) or O(log n) identification complexity, yet, most of them are
susceptible to serious attacks including RFID tag corruption attacks. Besides, only a
few of them take attacks into consideration for the reader side. Nevertheless, they do
not have the desired level of privacy to provide resistance against compromising attacks

on both the tag side and the reader side.

In this research, we analyze the existing RFID protocols and specify the open
problems that cause scalability and privacy concerns. We extend the predefined privacy
model of Vaudenay by considering reader side attacks, and then propose a privacy-
preserving RFID authentication protocol that does not require any search operation
in the back end. It provides resistance against tag and reader corruption attacks by
using Physically Unclonable Functions (PUFs) as secure storage to keep secrets of the
system. Our protocol provides destructive privacy for tag holders in case of reader
corruption attacks without any conditions. Additionally, our protocol allows readers
to work offline by transferring the necessary database records to them and still provides
destructive privacy in case of corruption of offline readers. To the best of our knowledge,

it is the first protocol providing such a high privacy level without lookup property.



OZET

PUF TABANLI OLCEKLENEBILIR RFID
SISTEMLERININ GUVENLIGI VE MAHREMIYETI

Radyo Frekansi ile Tamimlama (RFID), nesnelerin otomatik olarak tanimlanmasini
saglayan umut verici bir teknolojidir. Ancak, 6lceklenebilirlik gibi bazi zorlu sorunlari
vardir. Mevcut ¢ozlimlerin neredeyse tamami, tek bir etiketi tanimlamak i¢in sunucu-
nun etiket sayisinda dogrusal ¢aligmasim gerektirir. O(1) veya O(log n) tanimlama
karmagikligi saglayan bazi galigmalar vardir. Ancak bunlarin cogu, RFID etiketi bozma
saldirilar1 da dahil olmak tizere ciddi saldirilara agiktir. Ayrica, sadece birkac ¢caligmada
okuyucu tarafina yonelik saldirilar diigiiniilmiis. Yine de hem etiket tarafinda hem de
okuyucu tarafinda ele gecirme saldirilara karsi direng saglamak icin istenilen gizlilik

diizeyine sahip degiller.

Bu aragtirmada, mevcut RFID protokollerini analiz ederek olgeklenebilirlik ve gi-
zlilik endigelerine neden olan agik noktalar1 belirlendi. Vaudenay’in 6nceden tanimlanmig
gizlilik modelini, okuyucu tarafi saldirilarim1 dikkate alarak genisletildi ve ardindan
arkaytlizde herhangi bir arama iglemi gerektirmeyen, gizliligi koruyan bir RFID kimlik
dogrulama protokolii onerildi. Sistemin sirlarini saklamak igin Fiziksel klonlanamayan
fonksiyonlar (PUF’ler) giivenli depolama olarak kullanilarak, etiket ve okuyucu bozma
saldirilarina kargt direng saglar. Protokoliimiiz, herhangi bir kogul olmaksizin okuyucu
bozma saldirilart durumunda etiket sahipleri icin yikici gizlilik saglar. Ek olarak,
protokoliimiiz okuyucularin gerekli veritabani kayitlarim1 onlara aktararak cevrimdist
calismasina izin verir ve ¢evrimdigt okuyucularin bozulmasi durumunda yine de yikic
gizlilik saglar. Bildigimiz kadariyla, protokoltimiiz, arama ozelligi olmadan bu kadar

yiiksek bir gizlilik seviyesi saglayan ilk protokoldiir.
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1. INTRODUCTION

Radio Frequency Identification (RFID) technology that is increasingly widespread
offers effective solutions in many sectors. RFID allows the identification of objects by
using radio signals. Tags, readers, and a back end server are the basic components of
an RFID system. General working principle of this technology are as follows: electro-
magnetic waves sent by the reader are taken by the tag as energy. In this way, the tag

is activated, and data transfer from the tag to the reader is carried out.

With the expansion of RFID-based applications, many people carry RFID-enabled
devices such as travel cards, credit cards, etc. Malicious people can make use of these
devices in order to track other people. The only thing they need is a reader which
is able to detect RFID-enabled devices. Even when a single tag is tracked, this vio-
lates the user’s privacy. Therefore, the most important issue to be solved is private
identification. Private identification can be achieved by using Public-key cryptogra-
phy (PKC). However, RFID tags do not have sufficient computational capabilities for
PKC. Therefore, symmetric-key cryptography has to be used to design identification

protocols.

In the RFID identification protocol, RFID tags should randomize their responses
in order to provide privacy. The reader searches on its database in order to find the
owner of the randomized response. When there are more tags in the system, the search
process increases the duration of identification. As a result, the scalability problem
arises in large-scale RFID systems. Many studies in the literature require a linear

search process.

There are several important solutions to solve the scalability problem. One of
them is the tree-based protocol proposed by Molnar and Wagner [1]. It reduces identi-
fication complexity from O(N) to O(log N). However, it is vulnerable to tag compro-

mising attacks [2].



Bringer et al. [3] modified the tree-based protocol in [1] by using Physical Obfuscated
Keys (POKs), and they increased the resistance of tags against corruption. Thus, an
adversary that is corrupting a tag cannot learn the secrets of the tag. Avoine et al. [2]
proposed a time-memory trade-off approach that reduces identification complexity to
O(N?/3). Wu and Stinson [4] proposed a scalable RFID protocol. The proposed proto-
col provides security and privacy by using the difficulty of reconstructing a polynomial
with noisy data. In this protocol, the maximum number of queries that a tag will
answer correctly is limited to Q.. That means an adversary querying a tag for @4z
times repeatedly can trace the tag. Alomair et al. [5] proposed an RFID protocol with
constant-time identification. They designed a special database infrastructure at the
back end server. In [6], a traceability attack on Alomair et al.’s protocol was pre-
sented. Akgiin et al. [7] proposed the first Physically Unclonable Functions (PUF's)
based RFID authentication protocol that provides NARROW — DESTRUCTIVE privacy
with O(1) identification complexity. However, Tiplea and Hristea [8] have shown that
the last interaction of a corrupted tag is defined by an adversary in the proposed attack.

Therefore, Akgiin et al. do not provide the claimed level of privacy.

Compromising attacks on the reader side is another problem of the RFID pro-
tocols. If a protocol does not have any security mechanism against the compromising
attacks on the reader side, the adversary can get important information like secret keys
and then impersonate the readers and tags. Most of the current studies emphasize the
attacks against the tag side. Only Kardag et al. [9] considered compromising reader
side attacks on their protocols. Kardag et al. categorized RFID systems into two groups
in terms of the connection of the reader and back end. If all readers of the system are
connected to the back end, it is an online RFID system. If the readers connect to the
back end only for synchronization of tag and reader information, it is an offline RFID
system. Their protocol was secure against the corruption of offline readers under two
conditions that are very difficult to meet. Indeed, this protocol does not solve reader
side compromising, it only proposed a mechanism in which compromised offline readers
are no longer a threat to the security of the entire system after certain conditions are
met. On the other hand, the other solutions do not even consider compromising reader

side attacks.



1.1. Contribution and Outline

In this paper, we examine the previous studies in terms of their strengths and
weaknesses, and we find three problems to improve and get a secure and scalable RFID

protocol. These three problems are as follows :

e Avoine et al. [6] present an open question of whether it is possible to design such a
protocol without any loss of security or privacy because they stated that a protocol
using only one master key has constant-time identification, but it does not provide
privacy and security as soon as one tag is compromised. Akgiin et al. [7] addresses
the open question in [6]. However, it does not provide privacy against reader side
compromising attacks and proposed attacks of Tiplea and Hristea [8]. Besides,
Hristea and Tiplea [10] claimed that the stateful RFID schemes with constant
tag identifiers do not provide any of kind privacy in Vaudenay’s model. We
addressed the open question in [6]. Our protocol does not require the search
process to identify tags by utilizing these master keys thus, it provides constant-
time identification and addresses the open question in [6]. Contrary to Hristea
and Tiplea’s claim, we proposed a secure protocol in Vaudenay’s model with

constant-time identification.

e As we mentioned before, Kardag et al. [9] considered compromising reader side
attacks on their protocols for only offline RFID systems. Therefore, their proto-
col has partial reader side privacy. No other protocol has addressed this issue.
We consider the reader and back end server together and call them reader side.
Considering this definition, we propose a destructive private RFID authentica-
tion protocol that is secure against both the reader side and tag-side compromise
attacks. Our protocol utilizes Physically Unclonable Functions (PUFs) on both
the reader side and tag-side in order to provide security to master keys that are
shared by all tags and readers. In that way, it provides security against reader

side compromise attacks using only PUF's without having to meet any conditions.



Besides, our protocol can be used for all RFID systems, regardless of the type
of the RFID system. By transferring database records to readers, offline RFID

systems can provide the same privacy level.

e RFID protocols require tag authentication on the reader side and reader authen-
tication on the tag side to maintain key or data synchronization between the tag
and the reader. In the protocol we offer, there is no need for key synchronization
thanks to the master key shared by the whole system. Therefore, there is no
need for reader authentication and verification message from the reader to the
tag. It means that our protocol does not have an extra communication step for
reader authentication on the tag side. Therefore, the proposed attack on the last
interaction step in Kardag et al.’s protocol [11] and Akgiin et al.’s protocol [7]

that is mentioned in Tiplea and Hristea [8] is not valid for our proposal.

To the best of our knowledge, our protocol is the first protocol that is secure
against both tag and reader side compromise attacks and provides destructive privacy

without lookup property for large scale RFID systems.

The rest of the paper is organized as follows: Chapter 2 gives some prelimi-
naries about Radio Frequency Identification (RFID), Physically Unclonable Functions
(PUFs), and Hash functions. In Chapter 3, we review some of the previous works
with novel approaches and problems. We state open problems of RFID systems to
be solved. Chapter 4 gives privacy and security definitions that are used to analyze
our protocol. Then, Chapter 5 introduces our new proposed protocol and its analysis.
In Section 5.1 we give notations that are used in describing the protocol. Section 5.2
describes the proposed protocol. In Section 5.3, we give a security and privacy analysis
of our proposal. In Section 6, we compare proposed protocols. Finally, in Section 7,

we conclude the paper. It summarizes the results we obtained in this study.



2. BACKGROUND INFORMATION AND
PRELIMINERIES

2.1. Radio Frequency Identification (RFID)

Radio-Frequency Identification (RFID) is a technology that uses radio waves to
identify and track objects. This technology offers effective solutions in many areas such
as the military, healthcare, security. Industries use RFID systems to perform such tasks
as road payment [12], billing systems in malls, ticketing systems [13], personal access

control, and other tasks.

.
RO
A=
s En

Backend System

A (C

Tags

Figure 2.1. An RFID System.

An RFID system consists of three components: a back end server, readers, and
tags (see Figure 2.1). When an RFID reader sends out radio waves, the RFID tag
gets these waves and is activated. The RFID tags have their own data such as unique

identifiers. It transacts and sends the answer back to the reader.

There are two types of RFID systems in terms of the connection of reader and
back end. If all readers of the system are connected to the back end, it is an online
RFID system. In online RFID systems, readers do not have an additional database.

The back end server stores all information on its database.



Since readers do not have an additional database, they transfer the information to the
back end server. It means that the back end server always is kept updated. If readers
connect to the back end only for synchronization of tag and reader information, it is an
offline RFID system. In this system, readers have additional databases besides the back
end server. The synchronization is done at regular intervals. Until the synchronization
is finished, readers store and use their own database. At the synchronization time, the

back end server and all readers’ databases are updated.

RFID tags are mainly classified into two groups: passive and active tags. Whereas
the former ones are powered by energy that is generated by the reader, the latter ones
are powered by a battery. Certain characteristics such as the range, costs, memory
capacity, security issues of RFID tags affects its the extensive usage. To illustrate,
passive tags are more costly-effective than the active ones, therefore, they are widely
used for the debit card system of public transit uses and so as to the process, when
a passenger scans the debit card on the post machine, the card is powered and as a
result, the payment occurs. As for the active tags, they have much greater range than
the passive tags and that’s why, they are extensively used for items where accurate

location tracking is necessary, for example, cargo containers.

The first device that uses the first state of RFID technology was invented in 1948
by Harry Stockman [14] and it was used to recognize friendly and hostile aircraft by
Germany in World War II by using transponders. Development on RFID technology
continued until the invention of the initial device that uses the first ancestor of modern
RFID [15]. Mario Cardullo’s device [15] was the passive radio transponder with 16-bit
memory. [t was convenient to use this device in many areas such as transportation.
Afterward, many improvements are done to RFID systems: active and semi-passive
tags were invented and came into use, the memory and the speed of communication
were improved, online and offline RFID systems were built, and RFID systems evolved,
as a result, to solve many problems in some areas such as manifactoring, transaction

systems, and people management.



2.2. Physically Unclonable Functions (PUFs)

Physically Unclonable Function (PUF) includes an unclonable noisy function that
is embedded into a device physically [16]. A PUF is a physical object that creates
responses based on physical properties of the circuit such as gate and wire delays. It
behaves as a unique identifier for the given input and conditions. It maps a challenge

¢ to a response 7.

It is impossible to duplicate a PUF because it uses randomness coming from the
manufacturing process. Basically, for the same challenge ¢, PUF generates slightly
different responses that are used by a small circuit, called Fuzzy Extractor, to map
to a unique value r (see Figure 2.2). On the other hand, two different PUFs generate
different responses for the same challenge with overwhelming probability (see Figure
2.2) which means that PUFs having the same logical circuit design produce different

responses. A PUF has the following characteristics [17]:

e [t is not possible to build two PUFs with the same challenge-response behavior.
(see Figure 2.2)
e [t is difficult to guess the response of a PUF for a given challenge.

e [t has random outputs.

There are several PUF implementations in the literature. The studies about the
usage of systems having different physical properties were started in the 1980s. The
first study that uses the term PUFs is [18]. The most important ones are delay-based
PUFs [19-21], memory-based PUFs [22-24], and coating PUFs [25]. The properties
and the most basic usage of delay-based PUF's and memory-based PUF's were analyzed
in [26,27]. Katzenbeisser et al. [27] stated that SRAM PUF's seem to achieve all desired

properties of a PUF.

PUFs are promising functions that can be used in the design of secure and low-cost
authentication protocols for RFID systems. PUFs can be used to solve the concerns of

the RFID solution by acting as a unique identifier.
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Figure 2.2. Challenge-response behaviour of different PUFs.

It provides to build more secure RFID solutions. Several studies have already been
made to implement PUFs on RFID tags, just as done by Devadas et al. [28]. They
designed and fabricated RFID ICs with the silicon PUF circuit based on MUXes and
an arbiter. Furthermore, Devadas et al. founded Verayo Inc. that provides PUF-based

security products for authentication of products and anti-counterfeiting and developed

the first commercial PUF embedded RFID tag.

Definition 2.2.1 (Physically Unclonable Function (PUF) [29]). Letl € N be a security
parameter, v,k € N be polynomially bounded in l. An ideal PUF P is defined as
{0,1}7 — {0, 1}* that has the following parameters:



(i) For all ¢ € {0,1}" and all pairs (r;, ;) € [P(c)]?, it holds that probability Pr(r; =
r;] = 1.

(11) Any physical attempt to tamper the device on which P is implemented results in
the destruction of P. Thus P cannot be evaluated any more correctly because its
behavior is changed.

(111) Any probabilistic polynomial time adversary who queried P for a polynomial num-

ber of times can compute the output of P with at most negligible probability.

2.3. Hash Function

8123 A543 210C 5655

Y

inputq —_— Hash Function

Y

inputy —> Hash Function 1143 FAOQ1 8221 9007

Y

inputy > Hash Function 1421 2B11 2006 00DA

inputg —_—> Hash Function

Y

1102 2204 B776 4921

Figure 2.3. Hash Function Behaviour Example.

A Hash function is a one-way cryptographic algorithm that converts inputs that
are keys for this function to numeric outputs. The main aim of the hash function which
does not have one-to-one property is to create a map between input and output. The
hash function acts as an algorithm to index the output. Therefore, the value returned
by a hash function is not unique for each key, and this set of values is called a Hash
Table. A hash table which has a fixed size generates the same output for the same
input. It uses certain bit operations inside to generate output like OR, XOR, or ADD.
Briefly, a hash function maps inputs with the hash table.
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The hash functions take many forms that come up with their advantages and
disadvantages. While many study areas use the hash function to benefit, there are
also several studies concentrated to develop more efficient hash functions. A hash
function reduces the amount of memory that should be stored since the hash function
has a fixed size. A useful hash function can provide fast computation and reduce the
number of duplication of output values. In that way, the hash function allows a fast
search for the application that’s why, hash functions are used in data storage and data
retrieval applications. It is very commonly used in cryptography, RFID solutions, and

authentication solutions.

It is possible to use hash functions in RFID tags since there are special crypto-
graphic hash functions that are designed for RFID tags [30] [31]. Most of the RFID
protocols that we mention in the upcoming chapters use the hash functions in differ-
ent ways. For example, Akgiin et al. [7] use hash function for the tag authentication,
Alomair et al. [5] and Kardag et al. [11] use successive hash functions to generate

temporary value to keep secure their secrets.

Definition 2.3.1 (Hash Function). Let | € N be a security parameter, v,k € N be
polynomially bounded in l. A hash function H is defined as {0,1}" — {0, 1}* with the

following basic requirements:

(i) For a given output y;, it is computationally infeasible to find an input x; satisfying

(11) It is computationally infeasible to find a pair (x;,x;) satisfying x; # x; and
h(z;) = h(z;).

(111) Any probabilistic polynomial time adversary who queried H for a polynomial num-

ber of times can distinguish the output of H with at most negligible probability.
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2.4. Symmetric Key and Asymmetric Key Cryptography
2.4.1. Symmetric Key Cryptography

Symmetric-key cryptography, also called Private-Key Cryptography, is one of the
old and simple encryption schemes. It uses only one secret key for both the encryption
and decryption of messages. This key should be kept protected by users. Encrypted
message format cannot be inspected without this secret key, thus the messages are

prevented from any compromising attack.

Private Key €— same key —>» Private Key

4

N\ 4
S

Original
Message

Encrypted
Message

Original
Message

Encryption———» —— Decryption ——»|

Figure 2.4. Symmetric Key Cryptography.

2.4.2. Asymmetric Key Cryptography

Asymmetric cryptography, also called Public-Key Cryptography (PKC), is an
encryption scheme that uses two keys: public and private. The public key is used for
the encryption of messages and it can be shared by users whereas, the private key is
used for decryption and it should be withheld by its owner. Encrypted message format
cannot be inspected without the private key, thus the messages are prevented from any

compromising attack.
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Public key Private Key
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( \
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Encryption——»

Figure 2.5. Asymmetric Key Cryptography.

2.4.3. The Differences Between Symmetric Key and Asymmetric Key Cryp-
tography

Symmetric-key cryptography is much simpler than asymmetric-key cryptography.
A massive amount of data can be transferred and take less time to encrypt and decrypt
the messages with symmetric-key cryptography. One drawback of symmetric-key cryp-
tography is that it has to be used in a closed system to achieve secure authentication

because all users should be trusted to share a secret key.

On the other side, an encryption scheme can be more secure with asymmetric
cryptography through its two keys feature. However, it has some disadvantages in
terms of its complexity and time consumption. For instance, it is a more complex and
time-consuming process. The length of the keys of asymmetric encryption is greater
than symmetric encryption’s, therefore asymmetric encryption can cause some CPU

problems.

There are examples of both being used to provide secure authentication in RFID
solutions. Avoine et al. [6] claim that public-key cryptography is expensive and time-
consuming to perform transactions in RFID tags due to the insufficient computational

capabilities of RFID tags.
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Therefore, Avoine et al. analyzed the protocols that used symmetric-key cryptography,
for example [32-34], in this paper. On the contrary, Hein et al. [35] claim that some
cryptography methods can be preferred in the RFID tags that have an asymmetric
approach. For example, they proposed a new processor based on elliptic curve cryp-
tography for tag authentication in RFID. Hutter et al. [36] and Lee et al. [37] also

studied on elliptic curve cryptography to present more effective solutions.
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3. RELATED WORK

There are several proposed RFID systems in the literature to produce effective
solutions. While some of them have scability problems to identify a tag, there are
also certain solutions to decrease that identification time but at the same time, they
have some security vulnerabilities to attacks such as replay attacks or impersonation
attacks. To increase the security of solutions, PUFs are utilized to keep keys as secrets
in some studies. This chapter aims to introduce those previously studied protocols
together with their novel approaches problems and vulnerabilities, besides, in order to
improve the protocol, some open problems will be specified in two sections in terms of

the usage of PUFs.

3.1. Scalable RFID Solutions

Molnar and Wagner [1] proposed a privacy-preserving RFID protocol to solve
privacy issues related to RFID systems in libraries. Their new protocol uses a balanced
tree structure to store keys to reduce identification complexity. When d is the depth
of the tree with branching factor «, each tag has d 4+ 1 keys and should store only that
number of keys. For authentication, the reader needs « - d keys in the tree. For each
tag, consecutive calculations for the challenge-response protocol are done to get the
main key of the tag. In that way, tag authentication is completed according to the
acquired key in a consequence of confirmation or error. The identification complexity

of this protocol is O(log N) if there are N tags in the system.

In the example Figure 3.1, the branching factor is 4, the depth of the tree is 3
and the number of tags is 16. Considering this example, the tag 75 has three keys:
ko, k12, and k9. For reader authentication, three consecutive calculations should be

done for each tag.

Avoine et al. [2] presented an attack to show the weakness of the protocol. In

this attack, an adversary can trace only one tag with a tampered tag.
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Figure 3.1. Balanced Tree Example for Molnar and Wagner’s Protocol.

It is mean that a tag can be traceable in this protocol. Avoine shows that this protocol

provides NARROW — WEAK privacy.

Table 3.1. Okhubo-Suzuki-Kinoshita Original Protocol [2].

System Tag

Avoine et al. [2] applied a variant of Hellman’s time-memory trace-off technique
in [38] in order to reduce the time complexity of the Okhubo-Suzuki-Kinoshita (OSK)
protocol from [33] and they reduced it from O(N) to O(N?/3). They show that Okhubo-
Suzuki-Kinoshita (OSK) protocol (see in Table 3.1) is vulnerable against replay attacks

which they also made some modifications afterwards to avoid.
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In this protocol (see modified version in Table 3.2), an adversary which tampers with a
tag cannot trace its past interactions however, the adversary can impersonate the tag
and can trace its future interactions. Avoine et al.’s protocol is NARROW — FORWARD

private.

Table 3.2. Okhubo-Suzuki-Kinoshita Modified Protocol by Avonie et al. [2].

System Tag

G(s;")®r
( ) Sik—H i H(Szk)

Avonie et al. [6] also proposed another protocol that has constant time identifi-
cation by using only one master key. In this protocol, they tried but could not prevent
DoS attacks. Due to this vulnerability to DoS attacks, they mention their open ques-
tion of whether it is possible to design a protocol that has constant time identification
without any loss of security, and they were successful at showing that many previous

protocols have vulnerabilities to different kinds of attacks such as traceability.

Wu and Stinson [4] proposed an RFID protocol to solve the scalability prob-
lem, which provides security and privacy thanks to the difficulty of reconstructing a
polynomial with noisy data. The time complexity of identifying a tag is to solve mb
polynomials of degree k& where m,b and k are predefined security parameters. Typical
values for m and b are given as 16 and 8, respectively in [4]. A server performs 128
polynomial operations to identify a tag, therefore it has the same calculation burden as
a tree-based system with 2'?® tags [5]. This protocol has O(1) identification complexity.
However, an adversary which is repeatedly querying a tag .., times can trace the
tag since the maximum number of queries that the tag will answer correctly is limited

t0 Qmaz, Which means this protocol does not provide privacy.
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Alomair et al. [5] proposed an RFID protocol that addresses the private identi-
fication problem with constant time identification. They constructed a three-layered
database structure. It works like a hashing mechanism but they truncate the inputs
according to their most significant bits. After three truncations, they get the actual
information about the tag. By means of this database structure, readers are able to per-
form both retrieving data and identifying a tag in an extremely short time. They have
mutual authentication and they obtain O(1) identification complexity (see protocol in

the Table 3.3).

Table 3.3. Alomair’s Proposed Protocol [5].

Database Reader Tag
k s Cy Di

T GR{O, 1}L

h(plv 0)7 T, = h(07p27 C, k7 T)

h(ps, c)

pi7k7p;

h(]-?pi7 k:7 T/) @pg,v h<2ap;7 k? TI)

Generally, Alomair’s protocol has the following variables:

e Each tag has a secret pseudonym p; that acts as a unique identifier. However, in
the system, the number of pseudonyms should be more than the number of tags
because the pseudonyms of the tags are updated after each authentication. The
main reason to update the pseudonyms is to prevent tags from any compromising

attacks.
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e Each tag has a secret key k. Similar to the pseudonyms, the secret key is also
updated after each authentication to provide privacy against tag compromising

attacks.

e Each tag has a counter c¢. At first, the counter is 0, and after every reader query,
the counter is increased gradually. If the authentication is successful, the counter

value is reset to 0. The counter is used to mitigate traceability attacks.

e There is a maximum counter number as C.

e For each pseudonym, the hash value h(p;, ¢) is computed for all ¢ (maximum C)

and they are stored in the database for tag authentication.

However, Avonie et al. [6] showed that an adversary could identify a tag by
querying C' consecutive times as well as track its past interactions. Although increasing
C number makes this attack harder, it still has a high probability to trace the tag,

especially for rarely used systems like ticket systems.

3.2. PUF-Based Solutions

Damith et al. [39] proposed a PUF-based protocol in which precomputed challenge-
response pairs are stored in the back end database. This protocol is vulnerable to
replay attacks. Precomputed challenge-response pairs can be used to trace a specific

tag, nonetheless, encryption of challenges and responses eliminates this problem.

Lenoid and Gabriel [40] proposed PUF based RFID identification protocol. In
the proposed protocol, PUFs are used to update identifiers of tags. The reader stores
k future identifiers of tags. This protocol is vulnerable to DoS attacks in case the tag

is forced to update its identifier more than k.
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Bringer et al. [3] use the tree-based protocol in [1] using Physical Obfuscated
Keys (POKs) and increase the resistance of tags against any probability of corruption
of the tags. Thus, an adversary which corrupts a tag cannot learn the secrets of

the tag. This protocol provides NARROW — DESTRUCTIVE privacy with O(log V)

identification time.

Sadeghi et al. [29] utilized PUFs to develop the first destructive private RFID
protocol. The proposed protocol is based on the weak private protocol in [41]. The
identification complexity of this protocol is O(N). Kardag et al. [9] showed that the
secret key K is revealed by applying a cold boot attack [42]. Thus, this protocol is
NARROW — WEAK private.

Mauv and Piramuthu [43] utilized PUFs in order to provide a solution for the
ticket-switching problem in retail stores. This protocol accomplishes authentication of

the tags thus it provides only one-way authentication.

Kardag et al. [11] proposed an RFID mutual authentication protocol (in Ta-
ble 3.4) which utilized PUFs to provide unique identities to the tags and to obtain
resistance against side-channel attacks. Kardag et al. claims this protocol provides
NARROW — DESTRUCTIVE privacy with O(N) identification complexity against the

attacks to both of a reader and a tag.

However, Tiplea and Hristea [8] have shown that this protocol does not provide
the claimed level of privacy with their proposed attacks to the last interaction for the
reader authentication used in Kardag et al.’s protocol and in that way, an adversary
can define a corrupted tag by tracing that interaction which means that this protocol

is vulnerable to traceability attacks.

In other respects, Kardag et al. [11] focused on the compromising attacks on the
reader side in this protocol. They categorized RFID systems into two groups: online

and ofline RFID systems which is also mentioned in Section 2.1.
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Table 3.4. Kardas et al. Protocol [11].

Reader
IDpg,cg

Tag
I-Di7 GiJ C;

DB - [(ID17K117K12)7
.., (ID;, Ki*, K?)]
Pick ng €x {0,1}

If 3(ID;, K;', K;* € DB)
s.t

then Send v}
else Send v}, € {0,1}”

IDg,cr,ng

nr,v1

Pick ny € {0, 1}
If cg > ¢; then
Sit = Pi(Gy)
K;' = H(S;',IDg, cg)
temp = H(K;*,ng,nr)
delete S;!, K;*
S = P(G; ® ID;)
K;* = H(S?,IDg, cg)
v1, vy = H(K?, temp)
delete S;%, K;?
else v; € {0,1}7

If vy = vy && cr > ¢; then

Cr = CR
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However, they have designed their protocol only for offline RFID systems and have
set two main conditions which are highly difficult to meet. In fact, it does not solve
the vulnerability of reader side compromising, instead they only have a mechanism in
which compromised offline readers are no longer a threat to the security of the entire
system as long as certain conditions are met. Therefore, it can be stated that this
protocol cannot provide reader side privacy strictly which is still an open problem to

be solved in RFID systems.

Akgiin et al. [7] proposed the first PUF-based RFID authentication protocol that
provides NARROW — DESTRUCTIVE privacy with O(1) identification complexity (see
the protocol in Table 3.5). They ensure the secure storage and use of the shared master
key between tags and readers by utilizing PUFs and their design is secure against tag
side compromising attacks. However, corruption of a single reader in the system causes
master keys to be revealed and as a result all tags to be compromised. Although the
result of reader corruption affects all tags in the system, no solution has been proposed

to prevent from this occurence.

In addition to this vulnerability, Tiplea and Hristea [8] have shown that this
protocol does not provide the claimed level of privacy. Akgiin et al. has mutual au-
thentication in their protocol and just as Kardag et al. have done in their protocol,
they added the last interaction for the reader authentication. However, in their paper,
Tiplea and Hristea have stated that in the proposed attack, the last interaction of a
corrupted tag can be defined by an adversary, yet, it neither can identify the tag’s
previous interactions nor impersonate the tag. Despite a tiny impact of this attack on
the security of the solution, it is indicated that Akgiin et al.’s protocol does not provide

claimed privacy and this proposed attack is another open problem to be solved.

Hristea and Tiplea [10] proposed a stateful (PUF based) scheme with constant
identifiers (see in Table 3.6). The proposed protocol updates the tag identifier after
tag identification. The key purpose of constant tag identifiers is to enable efficient tag
identification. Because of constant tag identifiers, tag identification in the database

can take only O(log N) time.



Table 3.5. Akgiin et al. Protocol [7].
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Reader Tag

S, [ID;,a;,b;, DAT A;] ID;,a;,b;, ¢

r € {0.1}

1
ry € {0.1}
M, < H(ry,79,a;)
My < H(ry,m,1) ® ID;
h < H(rs,1,2)
k < P(a;) ®ry
delete P;(a;) and ry
k< k@ P(b;) ® ¢
delete P;(b;)
My, My, k

r3 € {0.1}

rh— Sdk

ID} <+ My ® H(rh,ry, 1)

if (My = H(ry,7},a;))

My« H(H(r),1,2),r3,b;)
else
1L
r3, M

lf (Mg 7& H(h,?“g,bi))
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The authors claimed that the stateful RFID schemes with constant tag identifiers do
not provide any of kind privacy in Vaudenay’s model. Therefore, they proposed new
protocols that are WEAK private and DESTRUCTIVE private in randomized Vaudenay’s

model.

However, their protocol is still vulnerable to traceability and impersonation at-
tacks. Although RFID protocols require random messages to provide security against
traceability attacks, both or the readers and tags do not randomize its response in this
protocol for each challenge of the reader. For example, as it can be seen in Table 3.6,
until successful reader authentication step on the tag side, the tag always returns z for
the first message. Besides, the reader always response same message w, which means
that the tag is traceable by a passive adversary between the two successful identifica-
tions. This protocol allows adversaries to impersonate tags which is not possible to do
with the same tag consecutively because there is a mechanism that restores synchro-
nization between the tag and the reader. However, one-time tag impersonation is a
major security vulnerability in RFID applications such as access control. To illustrate,
an attacker could enter a room to which the attacker does not have an access right or
an attacker could use someone else’s train ticket. More importantly, an adversary that
corrupts a tag can identify all past interactions of the tag. Updating tags’ key in a

reversible manner causes the adversary to identify tags’ past interactions.

Therefore, it can be understood that randomized messages have crucial roles to
provide privacy against traceability attacks. It is another issue we pay attention to

while defining our protocol.



Table 3.6. Hristea and Tiplea’s Protocol [10].
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Reader Tag
DB.F K,z
z = Fk(0,0,x)
If 3(ID, K,z) € DB and
ie€{0,1}
stz = Fk(0,0,2 4 1)
then v = x 4+ ¢ and
w= Fg(0,1, 2 +1)
else w + {0, 1}
w' = Fg(0,1,x)
If w=w

If w = Fg(1,2,2+1)
the output ID,z =2+ 1
else

output L

then output OK

else

r=x+ 1w = Fk(1,2,x)

else output L
and v’ = Fk(1,0,2)
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4. SECURITY AND PRIVACY MODEL

In the literature, there are many privacy models presented to define the pri-
vacy of the RFID solutions. Avoine et al.’s [44] model formalizes privacy in terms
of distinguishing two tags. Afterward, Juels et al. [45] extended. Another example
is Damgard’s study [46] focusing on RFID systems with symmetric-key cryptography.
However, comparison of protocols by using these models could be hard because they
present their privacy classes according to their protocols or solutions. Establishing a
common model was a concern in order to present a common measure for the perfor-
mance of the RFID systems. For this purpose, Vaudenay [41] presented a new privacy
model that can be used for all protocols, it includes privacy and security definitions,

oracle definitions for adversaries, and analyzes.

In this chapter, we describe the RFID security and privacy model presented by
Vaudenay [41] and our extensions. In our model, there are a back end database, a set of
readers R;, and a set of tags 7;. The connection between readers and back end database
is secure. The main aim of using readers is to identify tags and specify unknown tags.
Tags have unique identifiers. Each tag T; and reader R; have computational abilities
like PUF evaluation, hashing, and random number generation. The back end database
stores tag identifiers and their information. Kp is a public key in this scheme and a

tag can be set up with this key.

4.1. System Model

The first step to describe an RFID scheme is to set up readers and back end
database. Then, tags with unique IDs are set up. In the end, the protocol is run
between a reader and a tag for the identification step, as a result, it returns an output
that is correct except with a negligible probability. Following procedures can formalize

the definition of an RFID scheme:
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e SetupReader(1°%): generates the back end database. Besides, it generates a pri-
vate/public key pair (Kg, Kp) with the given security parameter s. The Kp
represents a public key which is publicly released whereas Kg represents a pri-

vate key which the back end database stores.

e SetupTagk,(ID): generates tag instances by using Kp. They have unique identi-
fiers I D. This procedure also generates specific secret Kg and the initial state of

the tag.

e IdentTag: is a procedure between tags and readers. If the reader identifies the

tag, then the output is the tag identifier. Otherwise, the output is L.

4.2. Adversary Model

In this section, we describe oracles presented by Vaudenay [41] which are executed
by adversaries only for getting access to the current state of the tag and the reader.
Besides, we define our additional oracle which is executed by the adversary to corrupt
a reader. For each oracle, a tag can be free or drawn. Drawn tags, called ’virtual tag’,
are the ones which an adversary contacts. A virtual tag has a temporary identifier as

vtag.

o CreateTag(ID): uses SetupTagk, algorithm to create a tag with a unique identifier
only for legitimate tags and it updates the database to store information of this

new tag.

e DrawTag(distr): chooses a set of free tags as drawn tags at random with distribu-
tion probability distr. It assigns new identifiers to the selected tags. Then, this
oracle returns this set of tag identifiers and their bits telling whether they are

legitimate or not (vtagy, by, vtags, by, ..., vtag,, by).
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o Free(vtag): changes the status of the drawn tag with the identifier (vtag) to free.

It makes vtag unreachable from oracles.

e Launch: enables the reader to start a new IdentTag protocol instance 7.

e SendReader(m, 7): sends a message m to a protocol instance 7 for the reader.

Then, it receives the message m’ as an answer.

e SendTag(m, T;): sends a message m to a tag T;. Then, it receives the message m’

as an answer.

e Result(7): returns 1 in case the reader identifies a legitimate tag, and 0 otherwise

at the end of the protocol session.

e Corrupt(T;): corrupts tag T; and gets the internal states of that tag.

Because security issues of the reader side are ignored in Vaudenay’s model and
the readers can also be corrupted by adversaries like tags in our protocol, we added a

new oracle for readers to the privacy model. Our new oracle is:

e CorruptReader(R;): corrupts reader R; and gets internal states of it.

4.3. Security

Definition 4.3.1 (Security [41]). A scheme provides security if it provides secure tag

authentication.

e Tag authentication is secure if there exists a polynomial-time adversary such that
at least one protocol session m on the reader identified an uncorrupted legitimate
tag ID but m and I D do not have any matching conversation, with non-negligible

probability.
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4.4. Privacy

Vaudenay [41] defines the classes of adversaries. We extend it by considering

reader side corruption.

Definition 4.4.1 (Adversary Classes [41]). Weak, Forward, Destructive, Strong and

Narrow adversary:

(i) WEAK: Adversaries cannot execute CorruptReader and CorruptTag oracles which

means that corruption is not allowed.

(1i) FORWARD: Adversary can execute CorruptReader and CorruptTag oracles after
other executed CorruptReader or CorruptTag oracles.

(11i) DESTRUCTIVE: By adversaries, executing CorruptReader and CorruptTag ora-
cles destroys the reader or tag.

(iv) STRONG: Adversaries can execute all oracles which means that corruption is
allowed.

(v) NARROW: Adversaries cannot learn whether the reader identifies a tag or not.

When we want to sort the classes in terms of corruption, we consider the first

four classes and get this order:

WEAK C FORWARD C DESTRUCTIVE C STRONG. (4.1)

However, the class NARROW represents a highly different property of privacy,
which is evaluated according to whether adversaries can learn the reader identifies a
tag or not. A protocol can have both NARROW and one of the first four privacy
classes. For example, a protocol that does not allow an adversary to learn the result

of identification and corruption has both of NARROW and WEAK privacy level.
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Definition 4.4.2 (Privacy). RFID scheme is P-private if all such adversaries which
belong to class P cannot distinguish a real RFID system from a simulated RFID system
with non-negligible probability.
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5. SCALABLE RFID AUTHENTICATION PROTOCOL

This chapter introduces a new protocol that addresses three open problems that
are stated in previous chapters: a private protocol which runs with a constant identifi-
cation time; the proposed attacks presented by Hristea and Tiplea [8]; and reader side
compromising attacks. For the first open problem, Avonie et al. [6] questions whether a
private protocol may run with a constant identification time or not, actually, many pro-
tocols have constant identification time yet, they have distinct vulnerabilities against
attacks such as impersonation attack, traceability or side-channel attack. Another
open problem that is indicated by Hristea and Tiplea put forward that many proto-
cols have a vulnerability for the proposed attacks. As for the last but not least open
problem, there is not any strict privacy protocol against those attacks except for one
protocol [11] which partially considers reader side comrpomising attacks and applies a
certain mechanism. The new protocol addresses to these three problems without losing

any other features.

Before the detailed explanation, we can briefly mention our protocol as follows:
In our proposed protocol, two master keys shared by readers and tags are used and
they speed up the authentication steps. In order to provide security to master keys
against compromising attacks, PUFs are utilized in both tag and reader sides. We
also use hash functions to perform tag authentication on the reader side. Additionally,
we randomize the messages between the tag and reader due to the widely-known fact
that RFID protocols require random messages to provide security against traceability
attacks. Our random variables provide these randomized messages for protocol, and
by means of master keys and random variables, we get constant identification time and

desired level of privacy for our protocol.

In section 5.1 there is a table that shows the notations used in the proposed
protocol below. Section 5.2 describes our proposed protocol and its initialization and
authentication steps in details and finally, in the following part 5.3, the privacy and

security of the protocol are analyzed extensively.
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5.1. Notations

Table 5.1 gives the notations used in describing the proposed protocol.

Table 5.1. Notations.

Notation Description

S1 The master secret 1

Sy The master secret 2

1D, The identifier of a tag T;
DATA; Information about a tag T;

(a,b,c,d,e, f);  Secret values of a reader R;

(u,v,w,x,y,z); Secret values of a tag T;

H A hash function {0,1}' x {0,1}! x {0,1}} — {0, 1}
P, The PUF {0,1}! — {0,1} of a tag T;

. The PUF {0,1} — {0,1} of a reader R;

) XOR operator

T1,T2,73 Random numbers

€ Random choice operator

5.2. Protocol Description

We describe here the proposed authentication protocol in great detail. The pro-

posed protocol has two phases: initialization and authentication.

5.2.1. Initialization Phase

The back end server generates two random keys S; and S; which are common

keys shared by all tags and readers.
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Four random unique keys a,b,d, e generated for each reader. Then, keys ¢ =

S1® P(a)® P(b) and f = Sy® P(d) @ P(e) are computed for each reader. Each reader
uses its own embedded PUF P(.) for the calculation of ¢ and f.

Four random unique keys wu,v,x,y generated for each tag. Then, keys w =

S1@ P(u) ® P(v) and z = Sy @ P(x) @ P(y) are computed for each tag. Each tag uses

its own embedded PUF P(.) for the calculation of w and z. The back end server stores

[ID, DAT A] for each tag.

5.2.2. Authentication Phase

(i)

(i)

(iii)

The reader creates two nonces r1, 72 € {0, 1} and calculates M; « P;j(a;)®P;(rq).
After this calculation, P;(a;) and P;(r;) are deleted from the volatile memory.
The reader continues to calculate My < Pj(b;) @ Pj(re) @ M;. Then P;(b;)

and P;(r2) are deleted from the volatile memory. Finally, the reader calculates

M < ¢; @ M, and sends M; to tags.

Upon receiving M, a tag T; creates a nonce r3 € {0, 1}l and calculates M, =
rs @ Pi(x;) and k; = r3 @ P;(u;). After these calculations, rs, P;(x;) and P;(u;)
are deleted from the volatile memory. It XORes k; with P;(v;). Pi(v;) is deleted
from the volatile memory. The tag calculates ky < ki ® w, ke < H(k,1,2),
My < H(ky,ID;, My) and M3 < ko @ ID;. Then, the tag continues to calculate
M, as follows: It XORes My with P;(y;). P;(y;) is deleted from the volatile
memory. Finally, it computes M, by XORing with z; & M; and sends My, Mj
and M, to the reader.

The reader calculates My < Pj(d;) @ P;(r1) & M,. After this calculation, the
reader deletes P;(d;) and P;j(ry). The reader continues to calculate My < P;(e;)®
P;(ry) @ My. Then Pj(e;) and Pj(re) are deleted from the volatile memory. Then,
it obtains ky < f; @ My and ID; <— M3 & H(ky,1,2). It checks the validity of
Ms. If Ms is not valid, the reader stops the session.



Table 5.2. The Proposed Protocol.
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Reader R;
a, bj, Cj, dj, €j, fja [IDZ, DATAl]

Tag T;

IDZ'7 Uy Uiy Wiy Ty Yiy Z4

ri,re € {0, 1}
M, « Pj(a;) @ P;(r1)
delete P;j(a;) and P;(r)
M, + Pj(b;) @ Pj(rs) & M,
delete P;(b;) and P;(rs)
M < c; ® My
M,

M27 M37 M4

My = P;(d;) ® P;(r1) & M,
delete P;(d;) and P;(r)

My <+ Pj(ej) & Pi(r2) & M,y
delete Pj(e;) and P;(r2)

ki< f; © My

ID; < M3 & H(ky,1,2)

if (My # H(ky,1D;, My)) then L

r3 € {0, 1}

My + r3 & P;(x;)

ki < r3 ® Py(u;)
delete 73, P;(x;) and P;(u;)
ki < k1 @ Pi(v;)
delete P;(v;)

ki +— ki ®w

ko < H(k1,1,2)

My < H(ky,ID;, M)
Mz < ko & ID;

My < My @ Pi(y;)
delete Pi(y;)

My < My ® My @ 2
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This protocol is designed for online RFID systems. It means that the readers
are connected to the database at the back end. However, our protocol can be easily
integrated into offline RFID systems. The only difference is that the readers do not
connect to the back end continuously. Therefore, the readers have their own database.
Without changing the protocol, we can provide the same privacy for offline RFID

systems.

5.3. Analysis

In this section, we analyze the security and privacy level of our proposed protocol

with lemmas and theorems.

Lemma 5.1. Let A be a destructive adversary. The advantage of A of obtaining the
master keys S1 and Sy by corrupting a tag is negligible.

Proof. We assume that there is an adversary A that can learn the secrets S; and S
by corrupting a tag. If A corrupt a tag T; that is offline, A does not learn anything
because the volatile memory is empty and A has to simulate P;() to compute S; and Ss.
A can corrupt the tag while interacting with the reader. In this case, what the attacker
can obtain changes depending on the time of the corruption because three deletions
are carried out during the protocol execution. We consider each of the deletions one
by one to determine A’s advantage. We assume that 4 eavesdrops messages between
R; and T;. This means A knows M; during the corruption. Let assume A corrupts the
tag T; before the first deletion. A obtains My, u;, v, w;, T4, Vi, 2i, T3, Pi(z;) and P;(u;).
In order to obtain the master key S; from M, A has to know Pj(rq) and Pj(rs). P;(r1)
and P;(r9) are created by a reader R; from random values 7 and 75. It is impossible
for A to obtain these values by corrupting 7;. In order to obtain the master key Ss,
A has to simulate P;(.). Let assume A corrupts the tag 7T; before the second deletion.
A obtains My, u;, v;, wi, i, Yi, 2i, T3 ® Py(x;), and P;(v;). In order to obtain the
master key 57, A has to simulate P;(.) or has to know P;(r) and Pj(rs). Let assume

A corrupts the tag T; before the third deletion.
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A obtains My, My, Ms, u;, v;, wy, x;, Ys, 2, Pi(yi), 73 ® Pi(z;) and r3 & S; . In order
to obtain the master key Sy, A has to simulate P;(.) or has to obtain P;(z;) from
rs @ P(z;). A can obtain one secret value created with P;(.) at a time. Thus, A
has to simulate P;(.). This contradicts with security definition of the PUF (Definition
2.2.1). As a result, A can learn S; and Sy by corrupting the tag 7; with negligible
probability. l

Lemma 5.2. Let A be a destructive adversary. The advantage of A of obtaining the

master keys Sy and Sy by corrupting a reader is negligible.

Proof. We assume that there is an adversary A that can learn the secrets S; and S
by corrupting a reader. A cannot learn S; and S by corrupting a reader R; that is
not interacting with any tag. The attacker has to simulate P;() to compute S; and
Sy. A can corrupt R; while interacting with a tag 7;. In this case, what the attacker
can obtain changes depending on the time of the corruption because four deletions are
carried out during the protocol execution. We consider each of deletions one by one
to determine A’s advantage. Let assume A corrupts R, before the first deletion. A
obtains ry, ro, a;, b;, ¢;, d;, e;, fj, Pj(r1) and Pj(a;). This shows that A has to simulate
P;(.) In order to obtain the master keys S; and S,. Let assume A corrupts the tag R;
before the second deletion. A obtains rq, re, a;, b, ¢;, d;, e;, fj, Pj(r2), P;j(b;) and
P;j(r1) @ Pj(a;). In order to obtain the master key S;, A has to simulate P;(.) or has
to obtain Pj(a;) from P;(r;) @ P;(a;). In order to obtain the master key Ss, A has to
simulate P;(.). Let assume A corrupts a reader R; before the third deletion. A obtains
T, T2, aj, bj, ¢;, dj, e;, fj, My, My, Ms, My, P;(d;) and P;(r1). A has to simulate
P;(.) in order to obtain the master keys S; and S, using these values. Let assume A
corrupts the tag R, before the fourth deletion. A obtains 7, o, aj, b;, ¢;, d;, €;, f;,
My, My, Ms, My, Pj(e;) and Pj(ry). A can compute the S; & .S, in this step. However,
A cannot use this information to get master keys. In order to obtain the master key
Sy from M, A has to simulate P;(.). In order to obtain the master key Sy from My, A
also has to simulate P;(.). A can obtain one secret value created with P;(.) at a time.

Thus, A has to simulate P;(.).



36

This contradicts with security definition of the PUF (Definition 2.2.1). As a result, A

can learn S} or Sy by corrupting the reader R; with negligible probability. O

Theorem 5.3.1. The proposed protocol provides tag authentication if H is a hash
function (Definition 2.3.1) and P is a PUF' (Definition 2.2.1).

Proof. We assume that there is an adversary A that can impersonate a tag T; to a
reader R with non-negligible probability. After receiving a message M;, A has to
generate messages Ms, M3 and M, such that

M2 - H(k17-[Di7 Ml)

My =M, ®r3® P(z;) ® Pi(y;) ® 2.

We know that A cannot learn master secrets S; and Sy by corrupting tags (Lemma
5.1). A can corrupt the tag T; and learn ID;, u;, v;, w;, ;, y;, z;. The adversary has
to simulate P;(.) in order to correctly generate the messages My. This will contradict
with unclonability of P;(.). A may use previous responses of the tag T;. For example,
A eavesdrops the transcript (M7, My, M3, M) from the session s between the tag
T; and the reader. In the session s + 1, the reader queries A with M. In order to
generate valid responses, A uses 57! = 7§. A can easily generate M; ™ = Mo M @
M?. In order to generate Ms*t, A needs to know rs. My is generated by computing
H(ky,ID;, My) where M; comes from the reader and k; is not known by the adversary.
We know that H(.) is a random-like function (Definition 2.3.1). As a result, .4 can use
these previous responses with the negligible probability 2'~'/N where [ is the security

parameter (the bit length of random nonces and messages). ]

Theorem 5.3.2. The proposed protocol achieves narrow-destructive privacy if the pro-
tocol achieves tag authentication, P is PUF (Definition 2.2.1) and H is hash function
(Definition 2.3.1).
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Proof. We assume that there is an adversary A that can distinguish oracles simulated
by blinder B from the real oracles with non-negligible probability. To prove Theorem
5.3.2, we create a blinder B and then show that any destructive adversary A can
distinguish the blinder B from the real environment with at most negligible probability.

We first show how B simulates oracles.

e Launch() The simulation of Launch oracle is trivial.

e SendTag(My, vtag) Returns M, € {0,1}!, M3 € {0,1} and M, € {0, 1}".

e SendReader () Returns M; € {0, 1}!

e SendReader((M,, M3, My), m) The blinder B does not need to simulate this oracle
query because it does not produce any output and does not change the state of
the tag and the reader.

e Result(m) Returns 1 if 7 has been generated with Launch oracle and the cor-
responding protocol transcript has been generated with the real SendTag and

SendReader oracles and 0 otherwise.

Let assume that there is a game Gy where A interacts with real oracles. We
construct a new game G; from Gy. In the game Gy, the states of all tags are simulated
with randomly chosen values. For example, uniformly random values are assigned
to following values Pi(u;) € {0,1}, Pi(v;) € {0,1}, w; € {0,1}, Pi(z;) € {0,1},
Pi(y;) € {0,1}, z; € {0,1}, and ID; € {0,1}! of a tag T;. The same randomization
is done for the readers. Their state and keys are simulated with randomly chosen
values. During the attack, the challenger C responds to SendReader(w) oracle query
with either M; = S; & Pj(r1) & P;(rs) as in the game Gy or M; € {0,1}! as in the
game G;. The challenger C responds to SendTag(My, vtag) oracle query with M, =
H(S1®rs,ID;, My), Mz = H(S1®r3,1,2), and My = Sa@®rs® M values generated as in
the game Gy or My = H(S|®rs, D}, M), My = H(S]®rs,1,2), and My = Sydrsd M,
values generated as in the game G; where S € {0,1}, S5 € {0,1}, and 1D} € {0,1}".
A tries to distinguish G; from Gy. A can corrupt tags and readers. However, A cannot
obtain any secret (Lemma 5.1) and corrupted tags and readers cannot be used any

more (Definition 2.2.1).
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After a polynomial times of queries, A can distinguish G; from G,. That means A
can distinguish the output of a PUF from a randomly chosen value with non-negligible
probability. This statement contradicts with the security property of the PUF (Defi-
nition 2.2.1). As a result, the success probability of A is negligible.

We construct a new game G, from G;. Differently, in G5, SendReader and SendTag
oracles are simulated by the blinder B as given above. A tries to distinguish G, from
Gy. After a polynomial times of queries, A can distinguish G, from G;. That means
A can distinguish the output of a hash function from a randomly chosen value with
non-negligible probability. To do this, A must solve the output of the hash function.
This contradicts with the security property of the hash function (Definition 2.3.1). As
a result, the success probability of A is negligible.

We construct a new system Gz from G,. The only difference of G3 from G, is that
Result oracle is simulated by the blinder B as described above. A tries to distinguish
Gs from Gy. After a polynomial times of queries, A can distinguish Gz from G,. That
means A runs a protocol instance m and Gz returns a different output than G,. We
know that the simulation in Gs is perfect and this can only happen when A generates
a protocol transcript that makes the system G, returns 1. Theorem 5.3.1 says that
this can happen with negligible probability. As a result the success probability of A is
negligible.

Full proof shows that the game G5 equals to the set of all oracles simulated by the
blinder B described above. The game Gy equals to the game where A interacts with
real oracles. This means A cannot distinguish the full blinder B from the real system

with non-negligible probability.
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6. COMPARISON

We choose only some proposed protocols that have good results from related
works in Chapter 3 for the comparison part. Then we compare our protocol with these
protocols in terms of search time in the database, communication cost, computational
cost in the tag side, privacy on the reader side, mutual authentication, and privacy
level in Table 6.1. The main purpose of this comparison is to show what are open

problems in literature, missing parts, and what points we emphasize and improve.

e Search time: The time it takes to find a tag in the database for tag identification.
It indicates the speed of the algorithm. As shown in Table 6.1, the search time
of Wu and Stinson [4] and Alomair et al. [5] are O(1). They are as fast as
our proposal. However, when we look at their privacy levels, both of them are
vulnerable to traceability attacks by querying a tag repeatedly. Therefore, both
of them have no privacy. The search time of Akgiin et al. [7] is also O(1) but it
is not secure against reader side compromising attacks. The only protocol that

has high-level privacy and less search time is our protocol.

e Communication Cost: It describes the interaction number between reader and
tag. Especially, protocols that have mutual authentication can have more than 2
interactions. Since we do not see any need for mutual authentication between the
tag and reader in our protocol, 2 communication steps are enough for us. Avoine
et al. [2] has only two communication steps as our protocol. The others have
more than two communication steps. It means that our protocol and Avoine et

al.’s keep the communication cost low.

e Mutual Authentication: Some protocols require mutual authentication because
they need to update their states and secret keys after the authentication step or
maintain synchronization between readers, tags, and the back end server. For

example, Akgiin et al.’s protocol [7] has mutual authentication.
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However, Tiplea and Hristea [8] have shown that the last communication of the
tag and reader can be defined by an adversary and the tag can be traced. There-
fore, Akgiin does not have claimed privacy level. Similarly, Kardag et al.’s pro-
tocol [11] is also vulnerable to traceability attacks because of its last interaction
for reader authentication. Our protocol does not need mutual authentication
because the scheme has static variables and does not have any steps to main-
tain synchronization. It decreases communication costs. Besides, it protects our

protocol from the attacks that are mentioned in [8].

Computational Cost: The computational cost of a tag in the system to do cal-
culations and keep the system synchronized. Only Bringer et al.’s [3] and our
protocols have NARROW — DESTRUCTIVE privacy. However, when we look at
their computational costs, Bringer et al.’s protocol has a huge number of cal-
culations, depending on the tag number N. On the other side, Avoine et al.’s
protocol [2] has NARROW — FORWARD privacy but at the same time, its search
time is very high. The other protocols do not have any privacy. On the contrary,
we tried to keep computational cost low while offering high-level privacy with low

search time.

Reader Side Privacy: It means that an adversary can get important informa-
tion like secret keys by compromising attack on the reader side. For example,
Akgiin et al. [7] is vulnerable to reader compromising attacks and an adversary
can corrupt and compromise readers. Kardag et al. [11] claims that their protocol
has privacy to compromising attack on the reader for only offline RFID systems.
However, this protocol has some conditions to provide this privacy. Let’s assume
an adversary corrupts a reader and gets current state information. If the system
does not update the remaining readers and the tags do not have an interaction
with one of the updated readers then the adversary can impersonate this reader.
It means that Kardag et al.’s protocol [11] has partial reader side privacy. How-
ever, our protocol utilizes PUFs in both the reader side and tag-side in order to

provide security to master keys that are shared by all tags and readers.
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In that way, it provides NARROW — DESTRUCTIVE privacy for both offline and
online RFID systems without any conditions that must be met. On the other

hand, the other solutions do not even consider compromising reader side attacks.

e Privacy: the privacy level that is mentioned (Definition 4.4.1). Our proposal has
NARROW — DESTRUCTIVE privacy that is the best destructive privacy level in
Table 6.1. Bringer et al. [3] and Avoine et al. [2] have also high privacy level.
However, as we mentioned, our protocol has comprehensive privacy on the reader

side and tag side unlike them.

At the end of the comparison of proposals in terms of these factors, our proposal
gives the highest privacy level with the lower communication cost and search time on

the reader side.
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7. CONCLUSION

RFID technology offers effective solutions, therefore, it is being widely used for
many purposes such as personal tracking in business life, product or cargo tracking,
and also, to give examples from our daily life experiences, using a credit card to shop
and paying the toll can be counted for RFID’s usage. This increase also comes up
with some problems in the fields of security and privacy because tags and readers that
are parts of RFID systems are quite vulnerable to attacks. Similarly, studies in this
domain are also increasing and new suggestions are constantly being offered however,
there is still no scalable solution that has high-level privacy. Therefore, we study to

propose a scalable and privacy-preserving RFID protocol in this thesis.

In Chapter 3, we analyze the existing RFID protocols and specify the open prob-
lems that cause scalability and privacy concerns: a private protocol that runs with a
constant identification time; the proposed attacks presented by Hristea and Tiplea [8];

and reader side compromising attacks.

In Chapter 4, Vaudenay’s security and privacy model [41] is described, which
does not include reader side privacy and security. We introduce one additional oracle
for the corruption of the reader side because our protocol addresses reader side security
issues and provides privacy for the reader side attacks. Apart from this new oracle, we
extend Vaudenay’s adversary classes by considering also reader side corruption in order

to evaluate our protocol privacy and security level with regard to the other protocols.

In Chapter 5, we introduce a scalable and privacy-preserving RFID protocol that
addresses three issues that is already defined in details in Chapter 3. For the first open
problem, we address the Avonie et al.’s question which is about whether a private

protocol may run with a constant identification time or not and we propose a protocol

that provides NARROW — DESTRUCTIVE privacy with O(1) identification complexity.
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For the second issue, our protocol has only tag authentication but not an extra commu-
nication step for the reader authentication, in that way, the proposed attack presented
by Hristea and Tiplea [8] that cause a vulnerability is not valid for our protocol. For
the last issue, there is a proposed protocol that has partially reader side privacy, which
has some conditions to have this privacy mechanism and no other protocols in the lit-
erature solve this problem. We propose a protocol which utilizes Physically Unclonable
Functions (PUFs) on both the reader side and tag side in order to provide security to
master keys that are shared by all tags and readers. Therefore, it provides security
against reader side compromise attacks only by using PUF without any conditions
that must be met for all RFID systems. We present our protocol for online RFID sys-
tems, however, it can work regardless of the type of the RFID system. By transferring

database records to readers, offline RFID systems can provide the same level of privacy.

In Chapter 6, we compare our protocol with the other existing protocols in terms
of some important criteria: search time in the database, communication cost, compu-
tational cost in the tag side, privacy on the reader side, mutual authentication, and
privacy level. As a consequence, our proposal gives the highest privacy level with the
lower communication cost and search time on the reader side for large scale RFID

systems.
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