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ABSTRACT

COMPUTER NETWORK INTRUSION DETECTION USING
CASCADE BACK PROPAGATION NEURAL NETWORK

Elgetait, Sarah Alfitouri Mohamed

M.Sc., Information Technologies, Altinbas University,
Supervisor: Oguz ATA
Date: May/2022

Pages: 57

Security over the internet network is demanded, protecting the personal data and governing
the users access so that privacy level is maintained. This task is more complicated since the
internet is a public network that gives access to everyone, even to those users with malicious
activities hence an attacker may steal a users’ credentials, allowing them to access the server
without being recognized. Wide expansion on computer and internet network increases the
chances of network intrusion where hacking a malicious activity are more likely to exists.
Internet is considered as public network where all the parties required to exchange the data
need to share it over the internet through a server or cloud. The data being available in servers
or clouds; its safety is limited to the strength of cloud, server, etc. Firewalls which prevent
attacks to happen, but the advancement of software technology made the available firewalls
weaken to face overwhelmed attacks activities. Prediction of attack is made using deep
learning paradigms namely: Cascade Feed Forward Back Propagation (CFFBP), Feed
Forward Back Propagation (FFBP) and Layer Learning Neural Network (LLNN). Using the
dataset named ADFA-LD. In this study we proposed an automatic attack prediction approach

using deep learning technology. The proposed models are trained to detect six types of denial



of service attacks and the best achieved accuracy of attack prediction is corresponding to
82.7586207 percent.

Keywords: ADFA-LD, CASCADE, Intrusion Detection, Attack, Performance.
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1. INTRODUCTION

1.1 OVERVIEW

Computer network is increasingly expanded at the last twenty years especially after the
emerging of new communication technologies as well as handsets advancement. [4][5]
Internet network development has allowed data to steam in large quantity all over the world.
This data is variating in type and nature, including personal data, banking data, companies
and business-related data, etc. In order to participate the internet network and gaining the
advantages of networking, data in all types needed to be presented over the internet. Internet
development and mobile communication expansion made thousands of users share plenty of
data with personal and business content through the internet (public networks). Therefore,
virtual personal networks were designed to work as a tunnel containing the channels

(connections) taking place between particular nodes [6][7] .

The outbreak of security systems and their expansion is inspired by the necessity of privacy
for sensitively natured data, especially over the cloud servers[8]. Such kind of data imposed
the need for solid firewalls to prevent any stolen or snooping attempt[9]. Generally, attacks
detection technology has come into the image as a way of security enforcement over data
networks. The need for such a technique has gained extended interest in technology
providers due to its outstanding performance in tackling the privacy threats on the networks
[10]. Different types of computer attacks are being observed so far and hence different
prevention tasks are made to prevent the so-called attack. Most of those attacks are working
to interrupt the smooth process of the network by receiving the data from one node and then
dropping where the actual receiver as well as the sender will keep waiting to complete the
delivery process. Upon the delay, network will fall into stage call denial of service stage
where new requests to this network cannot be attended unless the current request is getting

clear, and as name implies, this attack is called as denial of service attacks (DoSs).

Research Terminologies:
Network Security:

New data privacy and security challenges are posed due to the vast expanse of networks and
enlargement of the subscribers' number[11]. Data being shared over the network may reach

1



the node of the source into the destination node without interruption. However, the expansion
of the internet and computing technologies raised the challenges of data snooping and
hacking. Those malicious processes are performed by other network subscribers intending
to perform malicious attacks on particular data[12].

The intensions of malicious attackers might steal the data or damage the data where both are
unpleasant events and need to be combated. The idea of network security was made initially
to ensure the access of only authorizers to the network[13]. It is imposed after defining the
internet of things and electronic commerce, and internet banking. Operations like the
mentioned are susceptible to malicious operations and required to be protected from any
third-party access. On the other hand, the development of mobile applications and internet
capabilities made tones of personal orientated transactions to be conducted over the internet.
The privacy of such data is essential[14].

Channel Impact:

For any network to operate, a path for exchanging data is mandatory so that the network
terminal can send and receive its payloads. The path used for carrying network traffics is
termed a channel. Two types of a channel can be recognized in the network context: wire
channel and wireless channel. Wire channel is subdivided into three categories: copper
coaxial channel, copper twisted pair channel, and optical fibber channel.

Data Packets:

Packet switching networks are made to tackle the problems of path noise observed in circuit
switching networks. The data stream is broken down into smaller blocks called packets; each
packet may pave its way towards the destination node using a different path, destination will
then have packets from various paths. Upon packets reaches the destination, the original
form of data will be recovered using the sequence number and packet identification number
attached to the packet frame overhead [15]. Data packets are generated in the source node,
where the packet overhead can be added to each packet. The overhead information integrated
into the packet frame[16] can be used to route the packet through the network. Routing
protocols are used in packet switching networks for sending the packets from the source into
the destination. The main task of routing protocols is to establish the path between node pairs
that give minimum delay and maximum throughput. As a result, packet switching networks

are less susceptible to data loss as the data packets reach the destination through different



paths. If the noise attacked any path in the network, only the packet of that particular path
would be affected, and other packets will be delivered to the destination [17][18].

On the other hand, Data can be transmitted between nodes in the network using circuit
switching technology. This technology is used to transmit the data from a particular node in
the network into another node by establishing a specific path between those nodes. Path
establishment between any pair of nodes may remain constant, so the connection of those
particular pairs will be dedicated only to their traffic. The path may remain idle if there is no
traffic between the nodes. Circuit switching technology can be used for those applications
which are required a slight time delay. On the other hand, if any noise impacts the path, all

data transmitted using this technology will be susceptible to loss [19] [20].

Packets Transmission:

Data generated in the source node is heading towards its destination node in the form of
packets where the source node itself will define the destination node identification number
and the paths that each packet needs to use to flee towards that destination. The path selection
mechanism may be identified using the shortest-path-to-go theory, where each node needs
to reveal its location and the status of its queuing process by broadcasting a piece of
signalling information. The broadcast of such messages also depends on network
infrastructure [19] [20].

In the seven-layer-TCP/IP network, each node reveals the traffic and location information to
the concerned node using an encrypted Hello message where only the concerned node may
receive this requirement and accordingly reply (respond) for it. On the other hand, networks
like Adhoc networks merely broadcast a HELLO message for all the nodes sharing the
location and traffic status; the concerned node and the other nodes will receive that
information. In normal conditions, the concerned node only will respond to the HELLO

message unless any malicious node is present[21][22].

The request back response will be sent from the destination node back to the source node,
intimating that this node is open and available to receive the payload, and it may ask for
sending the packets. However, the source node will be sharing the first packet with the
specific sequence number to the destination node. In addition, the source node will be

expecting to receive an acknowledgement from that node as the packet was successfully
3



delivered. Accordingly, the source node may wait for a nominated time until receiving the
acknowledgement from the destination node [23][24][25].

Hence, two scenarios are to be anticipated, which are as follow: either the destination node
will reply during the defined waiting time to the destination node with the acknowledgement
number of which acts as a confirmation of successful delivery packet and seeking for the
next possible packet. On the other hand, an acknowledgement may not be generated from
the destination node or even delayed (generated after the configured waiting time). In this
case, the source node will consider failed delivery and will retransmit the packet once more.

1.2 PROBLEM DEFINITION

Chances of data loss or privacy breaching has then increased since the internet is public
network, and anyone can gain the access by simply having an active connection. The hiking
and non-legitimate activity on the internet is also increased which made it more susceptible

to privacy breaching and data intrusion.

Data servers and clouds were established to accommodate the said data while it is presented
over the internet network. In every server or cloud, certain level of security is being built in
order to maintain the data privacy and to protect the data from the unauthorized accesses.
Due to the advancement of software technology, hacker was able to crack many famous/
popular networks security and stolen their data in last twenty years. Network undergoing the
denial of service is having economical losses as well if we considered the delay in the
sensitive data delivery i.e. banking data, business data and so on.

In order to clear those attacks, it is essential to discover the attack type, in other word, the
denial of service (DoS) attacks are classified according to their target type i.e. the attack that
is targeting HTTP protocol, attack that is targeting MAC layer, attack that is targeting
network layer, etc. This means that denial of service attack nature can be vary according to
the target and hence it is difficult to design a common attack detection program with high

compatibility using the traditional approaches.



1.3 RESEACH OBJECTIVES

In order to tackle the challenges mentioned in the above section and enhance the current
trends on network security, the following objectives are to be fulfilled.

a) monitoring the inward data of each connection requested on the general-purpose network
by analysing the routing information obtained from the log data.

b) implementation of smart, robust and rapid anti-intrusion paradigm using the deep learning

to predict the malware activity.

¢) providing a solution for the other network performance metrics such as throughput, time
delay, and packet losses in the presence of the proposed anti-intrusion paradigm. In other
words, learn through the impacts of the proposed approach on the other performance metrics

apart from the security enhancement.

d) effective data pre-processing model is to be developed to address the challenges in dataset
alike number of columns in every entry in the log data and data normalization. That can be

done using the MATLAB programming language.
1.4 THESIS STRUCTURE

This thesis report involves six technical chapters that illustrate hereinafter: Chapter one
(Introduction): Provides a briefing information about the data technology impact on the data
transmission and demonstrates the problem statement along with the objectives of this
research. Chapter Two (Literature Review): Illustrates the previous research activities that
conducted in the interest of the security alternatives and discuss the strength of each research
in order to define the problem statement and the works guidelines of this study. Chapter
Three (Methodology): Illustrates the underlaying technologies used to develop the entire
study and Illustrates the proposed model. Chapter Four (Results and Discussion):
Demonstrates the outcomes and discusses it in details and interprets the results in various
graphical representations. Chapter Five (Conclusion): Concludes and highlights the
outcomes obtained from this study. The thesis report will be terminated by mentioning the

references and books that have been used to construct this report.



2. LITRATURE REVIEW

Due to the outstanding role of the virtual private network in assuring the privacy of data over
the standard networks, comprehensive researches have been conducted in the interest of

virtual private networks performance enhancement[26].

At [10], the author stated that several popular service providers such as skype and Secure
Shell deploy virtual private network technologies in their infrastructures. Therefore, the main
goal of this study is to find the proper protocol for different types of network activities.
Furthermore, it was mentioned that protocol recognition in a virtual private network is vital

for the success of the security objectives.

However, the standard traditional virtual private networks have played an essential role in
security and privacy control over the internet network[27]. The increased traffic through the
internet due to the data revolution in the current years have led to the performance of
conventional security norms for re-evaluation. The extended traffic through the networks
and the increments of the regular payloads in network nodes have made the conventional

security programs fail in tackling the data threats[28].

At[29], various traffic over the networks, such as internet protocol traffic and relay traffic,
has led to more data types such as multimedia traffic into virtual private network design
consideration. In addition, voice over IP has an essential impact on the internet payload.
Therefore, in this study, the importance of virtual private networks for addressing the various

data nature is an add-on point for their performance.

The study[30] mentioned that virtual private networks had been grappled with the attention
of large retail companies worldwide due to their easy to establish and relatively low cost and
their noteworthy performance. However[31], some of those applications are looking for real-
time, very short latency in data transmission, while others seek a high throughput network
that can deliver high-quality data without dropping the packets. In order to fulfil such
demands over the virtual private network, another methodology is to be adopted by the
network service providers. This study suggests using of various nature switches labelled for
different kinds of traffic where all those switches are to be gathered on a centralized switch

unit. This kind of network topology is demonstrated in Figure 2.1.
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Figure 2.1: Wide area network topology for virtual private network structure.

At [32], a new study was proposed to ensure a high level of security over the intranet
networks such as inter-building networks, college networks and school networks. Authors
have done a new experiment using the network structure in school wherein the virtual private
network can be integrated into the structure. The virtual private network is made in another
approach in this study using unlikely the conventional approach of a software-defined virtual

private network.

The authors suggested chips in order to incorporate the virtual private network on the
hardware of the school’s network. This approach would enable a high level of security on
the intranet networks using microcontrollers and ensure a safe data transmission between
particular pairs only with no chance for changing this connection or hiking it by any malware
activity. However, the cost of adopting such a network is slightly higher than the

conventional software-defined virtual private network.

At[33], it used hardware gateways as an alternative way to incorporate the virtual private
network. However, the functionality of the virtual private network can be implemented using
unique microcontrollers, and that can be incorporated in network design where a permanent

safe connection can be produced.

At [34], organizations such as colleges and universities that are likely willing to be merged
under one organization face the problem of merging their networks under one centralized
network. However, this study was made given several network interconnections and the
possibility of security violating. Therefore, the authors suggested using IP Security protocol
as one of the most robust virtual private network protocols to ensure safety over data sharing

between the different blocks of the bigger origination.

7



The authors mentioned that IP security protocol is outperformed for latency tackling as well
as good throughput preservation. Figure 2.2 demonstrates the structure of the proposed
network used in this study[1]. The study had taken place over a campus where several

colleges are set to be connected in one network.

sP

s

Figure 2.2: Interconnection of several colleges at one campus using the concept of virtual private
network[1].

At [35], in a review of multiple scenarios of virtual private networks, observations are made
likely loads can be fluctuated by different nodes or even on the same node for the connection
period. Thus, load from each node is required to be under the so-called load balancing in
order to enhance the network's performance[36]. Additionally, the researchers in[37]
propose an algorithm that balances the load inside the network by anticipating the future

coming load from each node.

This anticipation is taking place by conducting a statistical calculation using the probability
theory. Each node might change the load or data payload every time during the connection
time. Thus, load balancing is to be conducted. The proposed algorithm considers the
conduction of load calculation as the first step in virtual private network server

assignment[37].

In order to assign a particular node for some virtual private network server, a scheduling

server is made[38], which takes the information of anticipation of load and calculates which

8



server of the virtual private network will fit those load requirements[39]. This technology
plays a crucial role in addressing the delay and enhancing the throughput over the network.

At [40], the article mentioned the importance of a virtual private network in securing users
via the internet. The author stated that the internet is not a safe network without security
norms and authentication algorithms existence[41]. However, the author has made the so-

called network data rates focal of the research.

The data rate[42] is an essential consideration in designing the virtual private network as
security is the main point in such network for ensuring the privacy of users’ data via a wide
network accessed by the public. Restriction of access is the only solution to prevent
unauthorized access to user's data. Access could be restricted using private networking
algorithms, which enabled the network and service providers to configure a software-defined
private network for security maintenance. However, the data rate is also another point to
consider. As this kind of network is used to prevent malfunctioning access, it must facilitate
the exchange of high data rates according to the users' needs. In other words, data rate
facilities should not be violented by the security enforcement algorithms via a virtual private

network.

At [43], virtual private network applications such as using the college library network has
gained more interest over the academic professionals. Usually, each college or research
Centre preserves unique access for some electronic resources such as requested journals and
electronic books providers. Furthermore, services related to student academics, such as
conducting the assignments and online submitting their homework, are usually dedicated to
those getting access from inside the campus. In contrast, people who are not able to access

from the campus cannot access from elsewhere.

That is due to making the network recognize the IP addresses only from the inter-campus
and block any incoming request from other IP addresses. In this study, the author stated that
inter-campus access might discomfort the researchers and delay many researchers' work.
However, using the virtual private network can be a good solution for access to intra-campus

requests and prevent the problems raised due to geographical access restrictions[44].



At [45], a new study was conducted to provide remote access for the academic professions
to the campus services, including the digital library, electronic books, etc. A virtual private
network was earlier proposed to support the demand for secure access for academic

professionals to campus services.

In this approach, a virtual private network is being used to implement secure access for those

users who are willing to access the campus network from out of the campus.

For doing so, IP security protocol is used over the virtual private network in cooperation
with internet service providers companies. The security network architecture is implemented

using the IPSec protocol over the virtual private network[46].

The network was instructed to permit the internet request coming from particular internet
service providers. This technology was proposed to allow outsider communication with
campus networks without physical presenting on the campus. It is also considered a cost-

efficient means of intra-campus access networking[47].

At [48], some communications networks that dedicated to particular tasks such as the
monitoring process. Those networks are responsible for transferring the sensing information
from the sites (the device or machines under surveillance) to the remote site where the data
is recorded and processed. For example, power monitoring systems[49] are usually
transferred through the so-called wide-area measurement system. Electrical power
components such as transformers, transmission lines, and other equipment are more

susceptible to faults (errors) due to various reasons such as environmental changes.

Those errors can cause a significant economic disadvantage as that equipment is very costly.
As a sort of solution, protection systems are found to prevent fault occurrences. Protection
systems involve a group of sensors for different tasks. Those sensors can learn about the
parameter fluctuations that lead to faults.

Each sensor produces a signal that reveals the current situation of the particle being
monitored. Like the networks, a wide-area measurement system (WAMS) is used as a
backbone to transmit those signals to the end system. In addition, server or end monitoring
system might act according to the received information and reply to the control device to
change the status of the machine (e.g. switching off the machine, changing the power feeder,

10



and so on ); this information; being transmitted, is vital for the safety of the power network
(the so-called smart grid)[50]. Therefore, virtual private networks are proposed in this study
to secure the information transmission between the power network nodes.

At [51], another approach to digitizing the content of the schools and colleges campuses is
proposed in this article. The author mentioned the necessity of making the school content
such as libraries, departments, offices, and administration work in electronic format. This
way enables students and the facility members to log in and get the required service. Virtual
private network impact in such application is necessary to secure the information transferred
among the facilities and safeguard the digital sources such as books and researchers from
unauthorized accesses.

The author mentioned that IPsec is the best option in the virtual private network protocols to
perform this task. Other details were found in this article, more likely, the methods used to

digitize the content of the entire campus. Figure 2.3 demonstrates the process of the IPsec

paradigm.
IPSec System
ESP AH
A L4 y
Encryption algorithm Authentication algorithm

e

> Domain Of Interpretation (DOT) <

v

Key Management Encryption

Figure 2.3: Internet protocol security in school based virtual private network.

At [52], the realization of mobile internet is made in this study and concluded that migration
from the stationary internet service in conventional devices into the mobile internet had
imposed huge amounts of data to be exchanged between the host and the servers. However,
this data preserves private content where security is the key feature of mobile internet
services. Therefore, this article proposed using IPsec protocol in the virtual private network

to impose the required security between the hosts of the mobile network. The mobile network
11



integration with the virtual private network begins with a vehicles-based network where the
two cars can communicate with each other using the virtual private network tunnel to ensure

the privacy as well as security of the being shared data.

At [53], cloud service has drawn an enormous contribution in data auditing service, data over
the cloud has made a considerable advantage in the technologies over cloud services more
likely, most of the computing service had been updated on the cloud, and hence the so-called
cloud computing has largely emerged. In addition, services such as getting access to
particular software which is not easy to access from the computer have made noticeable

advantages.

Enterprise e P ;
‘*’f" ) ___Internet _ ‘
[ A S z
\ - ‘ VPN
b User / —
fAi F Enterprise Edpw — -
L - 4

Figure 2.4: Cloud based virtual private network[2].
However, the advancement of cold computing enabled the big companies to get cloud
services so that each company will have an on-cloud server with the same capability as the
physical server. Virtual servers have been established over the clouds. Thus, each user can
be allotted those services upon his subscription to the cloud provider. Furthermore, (in Figure
2.4)[2], a virtual private network has gained its role to provide security to the data being

transmitted over the cloud.

At [54], the virtual private network is found to impose privacy and security over the data
being transmitted via public networks. Internet is an extensive public network where anyone
can get access and initiate any type of service over this extensive network. Therefore, the
virtual private network has outperformed as security enforcement means over the internet.
On the other hand, some services like susceptible services that require special access from
the users into the servers. For example, servers like government servers or sensitive
administration work like tax department or banking work have required another

enhancement.
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SSL certificate is being provided to those uses where the user can download this certificate
from the server before it connects to that server. This certificate enhances the job of the
virtual private network, especially where the user is part of a home network or office network
so, an SSL certificate can prevent any other computer access by any means to this server
apart from the computer with an SSL certificate. This task significantly correlates with
firewalls on both host and server sides.

At [55], Risks of system security of library network information face two kinds: external and
internal. This internal risk contains software, hardware, management and technical. In
contrast, viruses and hackers are external ones. Lacking control over the first kind of risk
will foray the external risk and opportunities. Therefore, managing internal risk on digital
library and network security is a prerequisite and cornerstone. Through VPN technology for
the tunnel, encryption, and QOS approaches, the technology of VPN can assist us in
maximizing the usage of the network, public network, lowering costs, improving efficiency,

and improving network security.

At [56], As the industry criterion, SSL protocol determines between two specific layers,
namely transport and application layer in the reference model TCP/IP. Therefore, the
architecture of this layering protocol is divided into two layers. The record protocol is in a
lower layer, and three parallel protocols are in the upper layer: alert, handshake and change

cipher spec protocol.

Power utilities, whose objective is to deliver a secure and reliable electricity supply, have
higher safety needs for enterprises’ information systems than regular enterprises. In addition,
demand for data sharing among a diversity of the remote terminals of wireless and Intranet
IS increasing as power utility informatization progresses. How to ensure the wireless remote
access's security in power utilities has emerged as a significant issue. The authors[56] have
analysed existing SSL VPN technology besides designing a new secure platform for wireless
remote access depends on SSL VPN for power utilities, which gives a novel solution for safe
wireless in distance access in it, based on the characteristics and particular demands of power

utilities.
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3. RESEARCH METHODOLOGY
3.1 INTRUSION DETECTION

The intrusion detection system (IDS) is a tool that is used to monitor network traffic so
that the network can protect itself from potential intrusions. To grantee its
confidentiality, availability, as well as integrity. The classification of it is presented in
figure 3.1 below[3]. Although many studies have been conducted, I1DS still encounter
challenges in increasing detection accuracy while decreasing false alarm rates, as well
as in detecting novel intrusions. Recently, like machine learning (ML), deep learning
(DL) systems[57] have been deployed as potentiality solutions in order to detect

intrusion across the network in an efficient way|[3].

Intrusion Detection System (IDS)

Deployment Method based IDS Detection Method based IDS
|
[
v v

Host based IDS Network based IDS Signature based IDS L nily DC(L:(‘ Hon
2 based IDS

Machine Learning / Deep Learning Models

Figure 3.1: The classification of intrusion detection[3].

3.2 NEURAL NETWORK MODEL

Artificial neural network is one of the classification tools that proven reliable performance
in addressing of numerous problems in sciences and technology. This model is structured
of three parts namely input layers, hidden layers and output layers as showed in figure 3.2.
Each layer is responsible for particular task that to be applied on input data in order to
perform the required mapping or classification. According to the number of hidden layers,
the said neural network model complexity is measured. The denser of hidden layers may
lead to undesired occurrences such as large training time and computational complexity that
required high processing power which applies cost of hardware adaptation. In this work,
three type of neural networks are adopted with the structed made in Table 3.1.
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Figure 3.2: Neural Network Overview

Table 3.1: Neural network structure and parameters.

Parameter Details
General structure Three layers
Hidden structure Single layer
Algorithm of training LM
Targeted training performance MSE
Targeted performance value 1e-33
Data portions 80 % training, 20 % testing

The proposed neural network models are mentioned in hereinafter:
3.2.1 Cascade Feed Forward Back Propagation (CFFBP)

In this model, the structure detailed in Table 3.1 are used so the final structure given in Figure
3.3 is established. The training of the model is made using the backpropagation model and
thus results are determined. The model is containing of multiple feed forward

backpropagation models connected in cascade style.
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Hidden Layer QOutput Layer

Input

500

Figure 2.3: Layer structure of Cascade Feed Forward Back Propagation (CFFBP).
3.2.2 Feed Forward Back Propagation (FFBP)

In this model, the structure detailed in Table 3.1 are used so the final structure given in Figure
3.2 is established. The training of the model is made using the backpropagation model and
thus results are determined. The model is containing of single feed forward backpropagation
models connected using feedback loop. Two weights coefficients are included in the output

layer of this model.

Output Layer

Hidden Layer

Figure 3.4: Layer structure of Feed Forward Back Propagation (FFBP).
3.2.3 Layer Learning Neural Network (LLNN)

This model is consisting of single backpropagation model with three parameters one is called
bias coefficients and two groups of weights coefficients at the hidden layer. Model is

demonstrated in Figure 3.5.

Figure 23.5: Layer structure of Layer Learning Neural Network (LLNN).
16



3.3 WORK OVERVIEW

Training Dataset ML /DL
80% Algorithm

Test Dataset 20% ML / DL Model

Figure 3.6: The generalization of the proposed work



3.3.1 Dataset Description

The dataset about intrusion attacks named ADFA-LD is referred to from the GitHub
respiratory. This data is not actually labelled; Thus, the labelling process of the data lines is
performed at the commencing stage of processing. The data is divided into six classes that

represent the following six types of intrusion attacks on the web/cloud network:

Add_user
Hydra FTP
Hydra_SSH

o

o O

Java_Meterpreter

D

Meterpreter
f. Web_Shell
Table 3.2: The generation of ADFA-LD attack dataset using attack vectors[58].

Attack Payload/Effect Vector
Hydra-FTP Password brute force FTP by Hydra
Hydra-SSH Password brute force SSH by Hydra
Add user Add new superuser Client-side poisoned executable
Java-Meterpreter Java based Meterpreter TikiWiki vulnerability exploit
Meterprete Linux Meterpreter Payload Client-side poisoned executable
Web shell C100 Web shell PHP remote file inclusion vulnerability

The process that made in the next phase is data normalization where every row of the said
data is being normalized by dividing the row elements by the maximum row element value.
One more operation is performed on the said row data which is related to data
dimensionality. It was realized that attacks base data in every row are not in identical count
hence that presented a serious training error. The error is being rectified by extending the
less length rows with zeros so that equal number of elements is made in every row of this

database.
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3.3.2 K-fold Cross Validation

In this stage dataset is being divided into ten folds using the 10-fold cross validation
algorithm, every fold itself is divided into 80 percent and 20 percent portions that stands for
training set and testing set. This stage is deployed here in order to investigate the

performance of every algorithm with different data structures.
3.4 PERFORMANCE METRICS

In order to examine the performance of every model used in this study, four performance

metrics are defined here:

1. Accuracy: stands for the percentage of the correct detections of the attacks (Ci) to the
total number of attacks existed in the dataset (Ti) and can be represented as in equation
3.1

Ci :
Accuracy = i 100% 31)

2. Mean Square Error (MSE): stands for the averaging the square error values that are

calculated in the error vector as following:

Error = [E1,E2,E3, ....,En]|

MSE = Z’flz (3.2)

3. Root Mean Square Error (RMSE): stands for the natural root of the mean square error

metric results and given in the equation 3.3.

RMSE = (MSE)°5 (3.3)
4. Mean Absolute Error (MAE): stands for the averaging the absolute value of errors that
are calculated in the error vector as following:

MAE = ZEL (3.4)

n
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4. RESULTS AND DISCUSSIONS

In this section each algorithm is designed in order to do the claustration of the attack, hence,
it can be predicted in advance. Four performance metrics have been used to evaluate the
performance of each algorithm and the results that have been obtained are presented below.

4.1 CASCADE FEED FORWARD BACK PROPAGATION (CFFBP)

Accuracy of attack prediction using Cascade Feed Forward Back Propagation (CFFBP)
algorithm is determined using tenfold cross validation. Data is divided into tenfold and every
fold is then used to train the algorithm/ model in 80:20 portions. Thus, ten accuracies are
determined for the same dataset as in Table 4.1, the same is demonstrated in Figure 4.1. from
the other hand, other performance metrics alike mean square error (MSE) (see Table 4.2 and
Figure 4.2), mean absolute error (MAE) (see Table 4.3 and Figure 4.3), and root mean square
error (RMSE) (see Table 4.4 and Figure 4.4) are determined. It has been found that best

accuracy of attack prediction is 74.13 percent.
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Table 4.1: Accuracy of Cascade Feed Forward Back Propagation (CFFBP) algorithm after 10 folds

cross validation.

Fold number Accuracy %
1 72.4137931034483
2 63.7931034482759
3 56.8965517241379
4 29.3103448275862
5 13.7931034482759
6 8.62068965517242
7 20.6896551724138
8 62.0689655172414
9 74.1379310344828
10 44.8275862068966
70 - ‘f
!
|
60 -
50 -
<
30 -
20 T
!
10 4L

1
10-folds

Figure 4.1: Demonstration of Accuracy of Cascade Feed Forward Back Propagation (CFFBP)

algorithm after 10 folds cross validation.
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Table 4.2: MSE of Cascade Feed Forward Back Propagation (CFFBP) algorithm after 10 folds

cross validation.

Fold number MSE

1 1.37931034482759
2 1.39655172413793
3 1.67241379310345
4 2.39655172413793
5 6.87931034482759
6 5.34482758620690
7 5
8 1.18965517241379
9 1.41379310344828
10 1.50000000000000

i s

| |

!
sk !
ﬁ =

10—;)\(15
Figure 4.2: Demonstration of MSE of Cascade Feed Forward Back Propagation (CFFBP)

algorithm after 10 folds cross validation.
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Table 4.3: MAE of Cascade Feed Forward Back Propagation (CFFBP) algorithm after 10 folds

cross validation.

Fold number MAE
1 0.517241379310345
2 0.603448275862069
3 0.706896551724138
4 1.15517241379310
5 2.15517241379310
6 2
7 1.68965517241379
8 0.568965517241379
9 0.517241379310345
10 0.810344827586207
22F '
—
2t |
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02F

1D-fi)lds
Figure 4.3: Demonstration MAE of Cascade Feed Forward Back Propagation (CFFBP) algorithm
after 10 folds cross validation.
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Table 4.4: RMSE of Cascade Feed Forward Back Propagation (CFFBP) algorithm after 10 folds

cross validation.

Fold number RMSE
1 1.17444043902941
2 1.18175789573750
3 1.29321838569650
4 1.54808001218862
5 2.62284394214135
6 2.31188831611886
7 2.23606797749979
8 1.09071314854722
9 1.18903032065977
10 1.22474487139159
26 T
241 ‘
|
\
221
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121
1
Al
08

1
10-folds

Figure 4.4: Demonstration of RMSE of Cascade Feed Forward Back Propagation (CFFBP)

algorithm after 10 folds cross validation.
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4.2 FEED FORWARD BACK PROPAGATION (FFBP)

Accuracy of attack prediction using Feed Forward Back Propagation (FFBP) algorithm is
determined using tenfold cross validation. Data is divided into tenfold and every fold is then
used to train the algorithm/ model in 80:20 portions. Thus, ten accuracies are determined for
the same dataset as in Table 4.5, the same is demonstrated in Figure 4.5. from the other hand,
other performance metrics alike mean square error (MSE) (see Table 4.6 and Figure 4.6),
mean absolute error (MAE) (see Table 4.7 and Figure 4.7), and root mean square error
(RMSE) (see Table 4.7 and Figure 4.7) are determined. It has been found that best accuracy
of attack prediction is 82.75 percent.

Table 4.5: Accuracy of Feed Forward Back Propagation (FFBP)algorithm after 10 folds cross

validation.
Fold number Accuracy %
1 15.5172413793103
2 48.2758620689655
3 25.8620689655172
4 15.5172413793103
5 18.9655172413793
6 27.5862068965517
7 10.3448275862069
8 82.7586206896552
9 67.2413793103448
10 75.8620689655172
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Figure 4.5: Demonstration of Accuracy of Feed Forward Back Propagation (FFBP)algorithm after

10 folds cross validation.

Table 4.6: MSE of Feed Forward Back Propagation (FFBP)algorithm after 10 folds cross

validation.
Fold number MSE
1 6.46551724137931
2 3.20689655172414
3 4.39655172413793
4 7.74137931034483
5 3.62068965517241
6 5.13793103448276
7 7.98275862068966
8 0.706896551724138
9 2.48275862068966
10 1.08620689655172
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10-folds

Figure 4.6: A demonstration of MSE of Feed Forward Back Propagation (FFBP)algorithm after 10

folds cross validation.

Table 4.7: MAE of Feed Forward Back Propagation (FFBP)algorithm after 10 folds cross

validation.
Fold number MAE
1 2.01724137931034
2 1.13793103448276
3 1.56896551724138
4 2.22413793103448
5 1.51724137931034
6 1.72413793103448
7 2.32758620689655
8 0.327586206896552
9 0.827586206896552
10 0.465517241379310
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Figure 4.7: A demonstration of MAE of Feed Forward Back Propagation (FFBP)algorithm after 10

folds cross validation.

Table 4.8: RMSE of Feed Forward Back Propagation (FFBP)algorithm after 10 folds cross

validation.
Fold number RMSE
1 2.54273813857804
2 1.79078098932397
3 2.09679558472874
4 2.78233342903844
5 1.90281098776847
6 2.26670047304066
7 2.82537760674386
8 0.840771402774939
9 1.57567719431667
10 1.04221250066948
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Figure 4.8: A demonstration of RMSE of Feed Forward Back Propagation (FFBP)algorithm after
10 folds cross validation.
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4.3 LAYER LEARNING NEURAL NETWORK (LLNN)

Accuracy of attack prediction using Layer Learning Neural Network (LLNN) algorithm is
determined using tenfold cross validation. Data is divided into tenfold and every fold is then
used to train the algorithm/ model in 80:20 portions. Thus, ten accuracies are determined for
the same dataset as in Table 4.9, the same is demonstrated in Figure 4.9. from the other hand,
other performance metrics alike mean square error (MSE) (see Table 4.10 and Figure 4.10),
mean absolute error (MAE) (see Table 4.11 and Figure 4.11), and root mean square error
(RMSE) (see Table 4.12 and Figure 4.12) are determined. It has been found that best
accuracy of attack prediction is 81.76 percent.

Table 4.9: Accuracy of Layer Learning Neural Network (LLNN) algorithm after 10 folds cross

validation.
Fold number Accuracy %
1 12.0689655172414
2 58.6206896551724
3 39.6551724137931
4 51.7241379310345
5 29.3103448275862
6 56.8965517241379
7 81.7675206000052
8 25.8620689655172
9 46.5517241379310
10 56.8965517241379
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Figure 4.9: A demonstration of Accuracy of Layer Learning Neural Network (LLNN) algorithm
after 10 folds cross validation.

Table 4.10: MSE of Layer Learning Neural Network (LLNN) algorithm after 10 folds cross

validation.
Fold number MSE

1 8.75862068965517
2 1.17241379310345
3 2.13793103448276
4 0.948275862068966
5 1.51724137931034
6 1.67241379310345
7 0.982758620689655
8 2.51724137931034
9 1.27586206896552
10 1.67241379310345
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Figure 4.10: A demonstration of MSE of Layer Learning Neural Network (LLNN) algorithm after

10 folds cross validation.

Table 4.11: MAE of Layer Learning Neural Network (LLNN) algorithm after 10 folds cross

validation.
Fold number MSE

1 2.51724137931034

2 0.620689655172414
3 1

4 0.603448275862069
5 0.931034482758621
6 0.741379310344828
7 0.327586206896552
8 1.20689655172414

9 0.724137931034483
10 0.706896551724138
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Figure 4.11: A demonstration of MAE of Layer Learning Neural Network (LLNN) algorithm after
10 folds cross validation.

Table 4.12: RMSE of Layer Learning Neural Network (LLNN) algorithm after 10 folds cross

validation.
Fold number RMSE
1 2.95949669532763
2 1.08278058400742
3 1.46216655497339
4 0.973794568720203
5 1.23176352410288
6 1.29321838569650
7 0.991341828376900
8 1.58658166487274
9 1.12954064511443
10 1.29321838569650
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Figure 4.12: A demonstration of RMSE of Layer Learning Neural Network (LLNN) algorithm

after 10 folds cross validation.
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44 PERFORMANCE COMPARISON

The performance comparison of each algorithm is based on:

4.4.1 Accuracy Metrics

The accuracies of the three proposed algorithms are being compared and results are tabbed
in Table 4.13 and demonstrated in Figure 4.13. The best accuracy is achieved when Feed
Forward Back Propagation (FFBP) is used corresponding to 82.758 percent. Similarly, MSE
(Table 4.15, Figure 4.15), MAE (Table 4.16, Figure 4.16) and RMSE (Table 4.17, Figure
4.17) are found minimum in when Feed Forward Back Propagation (FFBP) is used for attack

prediction.

Table 4.13: Comparison between accuracies in the proposed methods.

Algo. Accuracy %
CFFBP 74.137931
FFBP 82.7586207
LRNN 81.7675206

Accuracy %

100
80
60
40

20

CFFBP FFBP LRNN

Figure 4.13: A demonstration of Comparison between accuracies in the proposed methods.
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442 MSE METRIC

This section presented the results that have been obtained regard to the MSEs of each

algorithm.

Table 4.14: Comparison between MSEs in the proposed methods.

Algo. MSE
CFFBP 1.18965517
FFBP 0.70689655
LRNN 0.98275862
MSE
1.4
1.18965517
1.2
0.98275862
1
0.8 0.70689655
0.6 =
0.4 =
0.2 =
O —_
FFBP

Figure 4.14: A demonstration of Comparison between MSEs in the proposed methods.
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443 MAE METRIC

This section presented the results that have been obtained regard to the MAEs of each

algorithm.

Table 4.15: Comparison between MAEs in the proposed methods.

Algo. MAE
CFFBP 0.51724138
FFBP 0.32758621
LRNN 0.32758621
MAE
0.6
0.5
0.4
0.32758621 0.32758621
0.3
0.2
0.1
0

CFFBP LRNN

Figure 4.15: A demonstration of Comparison between MAEs in the proposed methods.
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4.4.4 RMSE Metric
This section presented the results that have been obtained regard to the RMSEs of each

algorithm.

Table 4.16: Comparison between RMSEs in the proposed methods.

Algo. RMSE
CFFBP 1.18903032
FFBP 0.8407714
LRNN 0.99134183

RMSE

.99134
84077 83
4
CFFBP FFBP LRNN

Figure 4.16: A demonstration of Comparison between RMSE in the proposed methods.
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4.5 THE COMPARASION OF PROPOSED METHOD WITH PREVIOUS STUDIES

In[59] two algorithms on ADFA-LD dataset have been used namely ‘“k-nearest
neighbour(KNN) as well as k-means clustering (kMC)”. They used a frequency-based
paradigm to represent the data also reduced the feature vector's dimension using “principal
component analysis (PCA)”. Hence, the accuracy that they achieved is 60% with 20% of
FPR. In[60] the abnormal system detects anomalies using a CNN-based model, which has a
small detection rate that is 60.18% and high FAR. On the same dataset in[61], a one-class
SVM they used associated with a short sequence-based-technique. The maximum accuracy
that they achieved is 70% using a single-class SVM. In [62] the authors proposed the
DeepIDEA and the result that had obtained is 45.31%. In[63] presented a novel lightweight
IDS relying on a representation of vector space associated with a Multilayer
Perceptron(MLP) and the result was 94%. In[64] WOA and Genetic Algorithms has DR that
is 94.44% in detection the attach except DOS attacks. They analysed the performance of the
classifier depend on FN,TN,FP FN rates as well the execution time for the training dataset
was high so it still needs to be decreased. In[65] to get a good accuracy which is 80%, they
utilize CNN to grabs local liaison within trace files as well as RNN to learn sequential liaison
correlation despite this result their Model is extremely complex, as the proper amount of
hyperparameter regard to CNN and RNN-based modules must be defined. It knows that the
accuracy scores of all approaches implies the proposed in this study has a good result, as it
is illustrated in table 4.17.
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Table 4.17: Comparison of the proposed methodology results with other methodologies from the

literature.
Approach Performance
KNN+ KMC[59] 60%
one-class SVM[61] 70%
DeeplDEA[62] 45.31%
CNNI[60] 61.18%
MLP[63] 94%
CNN+RNN[65] 80%
WOA+ Genetic 94.44%
Algorithm[64]
Proposed (FFBP) 82.7586207 %

40



5. CONCLUSION

Malicious attack prediction is vital for the security of computer networks, thus various types
of attack prediction are developed in the literature. Automatic attack prevention by automatic
attack detection is used in this study. Prediction of attack is made using deep learning
paradigms namely: Cascade Feed Forward Back Propagation (CFFBP), Feed Forward Back
Propagation (FFBP) and Layer Learning Neural Network (LLNN). Using the dataset
descripted in the chapter 3, all those algorithms are trained for the attack prediction task and
hence every algorithm performance is examined using four performance metrics namely:
accuracy, means square error (MSE), mean absolute error (MAE) and Root mean square
error (RMSE). The best algorithm that yielded the best attack prediction performance is the
Feed Forward Back Propagation (FFBP) with accuracy of 82.7586207. with the proposed
work, the performance of this model is compared with other studies from the literature and

the results are listed in Table 4.17.

Future Work:

Intrusion detection in cloud servers and computer networks involves evaluating the
authenticity of the inward connections; however, the current research work involves
improving the performance of evolution of the techniques used for performing the same by
automatic sensing of the inward connections. Future work might be conducted using parallel
programming (hardware-based deep learning), i.e. using FPGA devices where more doors

of performance optimization are available.
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