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ABSTRACT

PRIVACY PRESERVING HOMOMORPHIC ENCRYPTION
IN CLOUD STORAGE

Lafta, Zahraa Sabbar Lafta
M.Sc. Information Technology, Altinbas, University,
Supervisor: Asst. Prof. Dr. Muhammad ILYAS
Date: 08/2022
Pages: 72

The notions of cloud computing and homomorphic encryption were separated by two distinct
authorities. In light of earlier research, we sought to give a more comprehensive illustration of the
link between the two notions. Our study was conducted with the expectation that other researchers
in this field may find it useful. As established, issues over data privacy and security provide a
substantial barrier to the spread of cloud computing. The user must encrypt their data before
uploading it to the cloud so that their information remains private. If he needs to manipulate the
encrypted data, he must first download it to his computer, decrypt it, do the required operations,
encrypt it again, and then upload it to the cloud storage. In such a scenario, the client would have
no option except to pass over his key to the cloud service provider in order for it to do calculations
on his behalf, which is not a safe solution. Homomorphic encryption is a topic that has great
promise in the field of cryptography. The use of HE schemes, which allow computations to be
performed on encrypted data without exchanging the secret key, has the potential to significantly
increase the security of cloud computing. This project aims to determine if it is feasible to maintain
symmetric encryption in cloud storage. The purpose of this research is to explain the Cloud's data
security flaws and how encryption may be used to mitigate them. Also reviewed were
Homomorphic Encryption (HE) and its various implementations. To accomplish this, the
following goals will be discussed: Provide a summary of the cloud computing security problems

and a definition of cloud computing. Describe the efficacy of classical encryption as a threat

Vi



deterrent and the difficulties inherent in its implementation. Demonstrate the principles of

Homomorphic Encryption (HE), and then describe some practical uses of the technique.

Keywords: Cloud Computing, Fully Homomorphic Encryption, AES, IT, HE, Date Security.
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1. INTRODUCTION

1.1 BACKGROUND

A significant shift has occurred in people's day-to-day lives as well as in almost all spheres of
human knowledge as a direct result of the lightning-fast pace at which information technology (IT)
has developed in the last few decades. The proliferation of different access methods, such as
mobile devices, the development of various technologies, such as virtualization, and the growing
demand from users for new systems and services that are adapted to the new trends in the market
were the fuel that led to the emergence of a new paradigm known as cloud computing (CC). [69]

Cloud computing is the inevitable progression of conventional datacenters, which differentiate
themselves from one another by providing computational resources such as storage, processing,
and managed applications by means of standardized web services [69]. Cloud service providers
provide their clients access to computer infrastructure, software platforms, and applications in the
vast majority of situations rapidly, without the involvement of any bureaucracy, and with the mere

signature of a service contract.

Data Centers

Client Computers

Distributed Servers

Figure 1.1: Basic architecture of cloud computing. [69]



Is an example of a storage service that is included in the portfolio of services marketed by CC
platforms from large international corporations? Are examples of storage services that belong to
the portfolio of services provided by cloud providers the data storage service is one of the most
common services provided by cloud providers. Cloud data storage services are lightning-fast,
remarkably affordable, and remarkably scalable. On the other hand, there are concerns over the
dependability of the data, since even the greatest service providers might experience downtime.
For many businesses, the primary barriers to using cloud services are concerns around security and

privacy.

As a result, it is essential that CLOUDs be able to offer ways to ensure the integrity of data that
has been saved while also guaranteeing the data's confidentiality. Keeping data in outsourced
environments is not always reliable because it makes users dependent on the availability and
integrity provided by the service providers. This is true despite the fact that CC provides users with
flexibility and relieves them of the burden of worrying about the complexity of managing the
storage infrastructure. However, despite these benefits, keeping data in outsourced environments
is not always reliable. In this scenario, structural or human failures that could corrupt or allow the
leakage of stored data, as well as, in the worst-case scenario, the deliberate deletion of this data,
can be omitted from their owners for extended periods of time. This is especially true in
circumstances in which the data in question are rarely accessed. In light of the information
presented above, it is essential that precautions be taken to ensure, from the perspective of the

customer, that the integrity and confidentiality of data that are kept in the cloud be maintained [2].

Applying cryptographic solutions, such as the Advanced Encryption Standard (AES)
cryptographic algorithm, is one method that may be used to attain confidentiality. However, there
is still difficulty involved in assuring honesty. There are a number of research papers that focus on
verifying the integrity of files. As a consequence, these researchers propose a variety of methods
to enable clients to verify the integrity of their own files. Some of these methods include the
utilization of homomorphic asymmetric cryptography, the application of cryptographic hash
algorithms, the utilization of challenges, and third-party auditing. The examined ideas, although
highlighting a variety of methods for validating the integrity of files, have features that make it

challenging to use them in contexts other than the one for which they were designed.



This is the case even though the mechanisms have been identified. In consideration of the
applications of the suggested solutions in the field of asymmetric cryptography as well as the high
consumption of network bandwidth caused by the need to download the complete file's content
prior to carrying out the verification process In addition, none of the offered solutions include a
system that seeks to proactively react to faults that have been found in a particular service provider
in order to simplify the process of verifying the remainder of the files that are kept inside. Another
issue that was not discussed in the articles that were reviewed was the waste of computing
resources that occurred when the researchers checked files that were kept with providers that had
an outstanding track record, particularly in terms of integrity and availability. In this context, the
architecture that was proposed in this work also uses trust concepts to perform load balancing of

integrity checks.

This prioritizes the verification of files stored in clouds that have already failed and saves
computational resources for clouds that have historically provided a quality storage service. In
other words, the architecture that was proposed in this work uses trust concepts to perform load
balancing of integrity checks.

Encrypred clowd data

Cloud data
p Rtt-d Solomen

IEnc".-p‘ls-n
ro|
= - é
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Regenerates
messages digest
Decryption
I Receiver |

Figure 2.1: Cryptography in clouds [3]




1.1.1 HE APPLIED TO CLOUD SECURITY

Even though the above definition of cloud computing is meant to be a modern explanation of cloud
computing, the definition makes no mention of the security of cloud-stored data. In light of this, it
is evident that cloud computing lacks adequate security, privacy, and transparency. It is not
sufficient for a cloud provider to provide Infrastructure as a Service (laaS), Platform as a Service
(PaaS), or Software as a Service (SaaS) if they cannot also guarantee that the customer's data will
be safeguarded against unwanted access and kept confidential. Protecting the Cloud entails
safeguarding the processing (calculations) and storage of personal or business data that occurs
outside of the organization's control (that is, outside of the organization). This expression is used

in relation to cloud computing (databases hosted by the Cloud provider).

On the cloud platform supplied by cloud providers like as IBM, Google, and Amazon, many
enterprises' virtualized storage and treatment areas may coexist on the same server. To guarantee
the safety of the data flowing from each of the firms, security and confidentiality problems must
be addressed. In order to ensure the security of data storage and processing while using a modern
cryptographic technique, it is required to adhere to specific conditions. These include the time
required to reply to client queries and the volume of encrypted data that will be kept on a cloud
server. When you entrust a third party with the administration of your data, you abdicate some

responsibility for maintaining its security and ensuring that it conforms to existing requirements.

It is understandable that security specialists would fear the potential consequences of a terrorist
attack. Therefore, you must have entire faith in your cloud service provider. The usage of cloud
computing reduces overhead expenses and simplifies access to accessible resources, which
increases the profitability of a corporation. According to our method, we would encrypt data before
moving it to the cloud provider, but we would need to decrypt it before making any modifications.
In the past, it was impossible to encrypt data, rely on a third party to keep it secure, and do remote
computations on it. Currently, all of these are feasible. Homomorphic Encryption cryptosystems
must be used to enable the Cloud provider to perform actions on encrypted data without decrypting
the data first [8]. When data is sent to a cloud service, the service's operations and data storage are
encrypted using industry-standard methods. Encrypting the data before to transferring it to a cloud

storage provider was the first and most critical step. In contrast, the last component must decrypt



the data before to every operation. Before doing the required computations, the Cloud provider

will need the client's private key in order to decode the encrypted data.

This might compromise the security of the data and the user's right to privacy while it is stored on
the cloud. Thanks to the approach presented in this article, we will be able to run operations on
encrypted data without first decrypting such data. The outcomes will be the same as if we had dealt
with the raw data directly. In a system that utilizes homomorphic encryption (i.e., one that does
not need decryption), only the individual who has access to the secret key may conduct operations
on encrypted data. When the result of any operation is decrypted, it is same as if the computation
had been performed on the raw data. This is true regardless of the procedure undertaken. This
concludes the ninth cycle of defining [9]. A homomorphic encryption is one that can be determined
from Enc(a) and Enc(b), where f (a, b) may be: +, without the need for the private key. This
encryption method is also known as reversible encryption. According to Paillier [10] and
Goldwasser-Micalli [11], one of the Homomaorphic encryptions that may be assessed on raw data
is additive homomorphic encryption. This kind of homomorphic encryption just inserts the

unencrypted data.

Table 1.1: Existing Homomorphic Encryption Cryptosystems' Characteristics [4]

Homomorphic Encryption Cryptosystems

Characteristics RSA Paillier El Gamal Gold\-vas§er- Bom‘:h—'Gnh- Gentry
Micali Nissim
Platform Cloud Cloud Cloud Cloud Cloud Cloud
Computing Computing Computing Computing Computing Computing
) Additive, butit | Unlimited
Homomorphic can enervot number of
Encryption Multiplicative Additive Multiplicative P additions but Fully
’ only a single
type only one

bit

multiplication

Privacy of data

Is ensured in
communication

Is ensured in
communication

Is ensured in
communication

Is ensured in
communication

Is ensured in
communication

Is ensured in
communication

and storage and storage and storage and storage and storage and storage
processes processes processes processes processes processes
Security Cloud Provider | Cloud Provider | Cloud Provider | Cloud Provider | Cloud Provider | Cloud Provider
applied to Server Server Server Server Server Server
The client The client The client The client The client The client
(Different keys | (Different keys | (Different keys | (Different keys | (Different keys | (Different keys
Keys Used by are used for are used for are used for are used for are used for are used for

encryption and
decryption)

encryption and
decryption)

encryption and
decryption)

encryption and
decryption)

encryption and
decryption)

encryption and
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1.2 PROBLEM STATEMENT

The need of preserving the truthfulness of one's information has grown even more pressing in
recent years as the use of electronic document management (EDM) has become more widespread
not only in public administration organizations but also in the commercial sector. With the advent
of the usage of the documents in physical medium (paper), they were replaced by solely electronic
documents, the validity, temporality, and categorization of which in regard to confidentiality are

backed by the law that is in force today [4].

The duration for the protection and conservation of electronic documents is called their
temporality. This term, which is set in the law, may range anywhere from five to thirty years in
length, depending on the nature of the document and the information included within it. The need
to access a document after it has been processed and filed, despite the fact that law mandates that
its custody be maintained, is very uncommon. This is particularly true if more than a year has

passed after the document was first filed.

The amount of backup copies may easily approach 10 gigabytes in size depending on the number
of documents that are processed in the organization as well as the substance of those documents.
Therefore, the use of clouds for the purpose of their storage may be a workable option, taking into
consideration the potential of minimizing the need for the business to make investments in its
information technology infrastructure. However, in order to make use of clouds, it is required to
guarantee that the integrity of the data that are stored can be continuously checked. This is
primarily necessary to satisfy legal requirements. Current works on verifying the integrity of
cloud-stored files offer interesting solutions for the domains for which they were made, but they
fall short in some ways, such as high computational cost, use of homomorphic asymmetric
cryptography, or need to retrieve the file as a whole to perform the verification. Due to the shared
integrity verification key, you must trust IVS; and need to retrieve the file in its entirety to perform
the verification In light of the issues that are still present and those that have been brought to light,
it is imperative that research be conducted on the technologies that are currently available, and that
a proposal be developed for a protocol that would enable users of files to permanently monitor the
integrity of their files through the use of a service that was specialized in integrity checks and was
provided by third parties, and that would have a low computational cost and be capable of
redundancy [5].



1.2.1 Cryptography Drawbacks and Benefits

Currently, data only exists as bits and bytes owing to the globalization of network infrastructure.
Computer systems and open communication channels of all types are utilized to store, process,
and send digital information.

As a result of the high value of information, attackers are focusing their efforts on computer
systems and open communication channels in an attempt to either steal information or disrupt
important information systems. Using modern encryption, it is now possible to prevent unwanted
users from accessing sensitive data while still allowing authorized users to see the data. In this
chapter, we will analyze the use of cryptography, its limitations, and its potential applications.
Numerous advantages of utilizing cryptography in today's digital world, the necessity of using

encryption cannot be overstated.

It offers the four services listed below, which are the most basic in information security: It is
feasible to prevent unauthorized exposure or access to one's information and communications by
using different kinds of encryption. Using cryptographic methods such as MAC and digital
signatures, it is possible to safeguard information against forgery and spoofing. This is possible
because to the security offered by these approaches. Cryptographic hash functions play a crucial
role in ensuring that users can trust the validity of the data they save. The non-repudiation service
provided by the digital signature protects against the possibility of a dispute arising from the sender
disputing that they sent the communication. All of these key services have been provided by
cryptography, which has made it possible to conduct business across computer networks in a very
effective and efficient way.

A study of the disadvantages of utilizing cryptography even while the four most important aspects
of information security are crucial, there are a vast number of other concerns that might reduce the
use of information. Even an authorized user may have difficulty acquiring access to highly
encrypted, genuine, and digitally signed material at a crucial moment in the decision-making
process. A malicious user may disable a computer system or network, preventing it from running
correctly. Cryptography cannot ensure the high availability that is regarded as one of the most
crucial components of information security. Additional measures must be taken to protect against

threats such as denial of service and total system failure. Selective access control is one of the most



essential needs for information security that cryptography cannot provide. For the same reason,
administrative controls and processes must be implemented. It is challenging for cryptography to
guard against the risks and vulnerabilities created by poorly constructed systems, protocols, and
processes. To tackle these issues, it is necessary to develop and deploy a defensive architecture in

accordance with best practices. There is a cost connected with cryptography use.

This is a difficult job that will need a substantial commitment of time and money. The processing
time of information rises when cryptographic methods are used. Establishing and maintaining a
public key infrastructure needs substantial financial resources, which must be committed in order
to use public key cryptography. The computational complexity of mathematical problems is the
foundation for the security that may be provided by cryptographic methods. It is feasible for a
cryptographic system to become susceptible to attack if processing power is enhanced or if a

solution to certain mathematical problems is discovered.
1.3 CONTRIBUTIONS AND OBJECTIVES

Users of Cloud Data Storage Services will be able to continually check the integrity of their data
thanks to this work's overarching goal, which is to make it possible for third parties to provide a
privacy preservation system to customers of Cloud Data Storage Services. The following are some

of the specific goals that this work aims to achieve:

a. To develop a mechanism that, while processing data, maintains the data's confidentiality while
preventing the user from having to access the entire file's contents at each stage of processing;
this is one of the specific goals of this work.

b. prevent cloud administrators from gaining access to the contents of stored files through the use
of cryptographic algorithms and passwords strong enough to resist brute force attacks during
the anticipated period of storage;

c. guarantee the recoverability of a file that is stored in the cloud according to the criticality of
the file, allowing the client to not have to keep a copy of the original file;

d. allow cloud storage providers to do a security check on files without access to any of the files

themselves.



1.4 SIGNIFICANCE OF THE STUDY

The Security of Homomorphic Encryption in Cloud Computing is a new method for safeguarding
data that may transmit the results of computations conducted on encrypted data without revealing
the raw data. This safeguards the data's secrecy. Using a Cloud Computing platform, this
dissertation investigates a variety of various Homomorphic Encryption cryptosystems, including
RSA, Paillier, and EI Gamal. Taking into account the following criteria: Homomorphic Encryption
is a kind of encryption that protects the privacy of data. Security precautions made with reference

to the keys used.
1.5 RESEARCH QUESTIONS

a. How will cloud-stored text documents be homomorphically encrypted for searches that do not
need the documents or the query to be decrypted on any device other than the one doing the
search?

b. Can you describe the data type of the encryption key?

c. How many iterations are necessary to do homomorphic encryption and a search for phrases
inside a text document?

d. The index’s contents and structure will decide whether it is kept in plaintext or ciphertext. At

which location will the textual records be encrypted and decrypted?
1.6 THESIS ORGANIZATION

For a better understanding of this work, the thesis organization is described below:

In the second chapter, we will look at some of the previous research that has been done on this

topic.

Cloud computing, trust, security, and homomorphic encryption are the primary topics that are
reviewed in Chapter 3, which gives an overview of the most important ideas discussed. In addition,

works that are linked to this topic are discussed, as are some of the outstanding issues.

The idea for a system that permits the execution of the proposed architecture as well as the

protection of individual privacy is presented in Chapter 4.

The simulations that were run and the findings that were obtained are presented in Chapter 5.
9



This work comes to a close with the discussion of Chapter 6, which summarizes the findings,
draws conclusions about the findings, and outlines potential future directions that might be pursued

as a direct consequence of this study?

10



2. LITRITAURE REVIEW

2.1 INTRODUCTION

The classic technique of encryption necessitates the exchange of a key, which may be public or
private, between the parties participating in a secure transmission. On the other hand, this method
may lead to privacy breaches. Users or service providers who possess the key are the only
individuals who have ownership of the data. When employing popular cloud services, customers
often surrender control over the amount of confidentiality offered to sensitive data. Even if the
encryption keys are kept confidential, it is common practice to pass encrypted data to a third party
that does not need access to the content. Users may be susceptible to monitoring even after they
have ceased using the services of untrustworthy servers, providers, or cloud operators.
Homomorphic encryption, often known as HE, is a kind of encryption that does not need the data

to be decrypted beforehand.

This may make it feasible to avoid the aforementioned issues. Craig Gentry is credited with
presenting the first viable and workable fully homomorphic encryption (FHE) solution in 20009.
This component of the HE approaches has been understood for over three decades. Significant
progress has been made in this regard, but there is still a considerable way to go before FHE can
be reliably implemented on any platform. As a direct result, the HE and FHE models are the major
focus of this investigation. In the beginning, we will explore the concepts of higher education as
well as the specifics of the well-known PHE and SWHE, both of which are crucial building blocks

for finishing FHE effectively.

In the next phase, the essential FHE families that have served as the foundation for subsequent
FHE schemes are detailed. In addition, we examine recent advancements in the use and
enhancement of FHE systems based on the Gentry model. In this section, we shall ultimately
explore the future possibilities of research. This chapter gives a summary of the findings and

conclusions of each study, as well as a review of the previous research conducted on this issue.
2.2 PREVIOUS WORKS

2018, Joseph Selvanayagam and his colleagues published research with the title Secure File
Storage on Cloud Using Cryptography. This was a study that was authored by Selvanayagam. [1]
11



Using a wide range of cryptographic strategies, the goal of this effort is to conduct research on the
possible security issues that are linked with data that are kept in the cloud. In this paper, both
asymmetric and symmetric techniques, both of which are well-known for their use in encryption
and decryption, are reviewed. In this work, extensive information on AES and DES, including
coverage of each step of the process, has been provided. This article goes through a few different

encryption techniques, one of which is the RC-2 Encryption Algorithm.

In 2018 Bin-hwaang Lee [2] conducted research on the problem of ensuring the safety of data
stored in cloud computing environments by using AES. In this research, concerns about cloud
computing security are investigated, and the appropriate security measures that may be taken to
address such concerns are uncovered. In this post, the authors established a website for data
security and employed AES as a data security algorithm. This was a follow-up to their previous
discussion, which was centered on the HEROKU Cloud and its usage of AES for cloud data

storage.

In 2019 S. Lei His paper, titled "Planning and Studies of Cryptography Cloud framework,"[3]
discussed many cryptographic frameworks applicable to cloud computing and was named after the
paper's title. In addition to that, they have gone into great detail discussing the several techniques
of protecting cloud computing by using both public and private keys, as well as a virtualized
cryptography machine (VCM) and how it operates. It is one of the research papers on cloud
cryptography that has the most information on virtual cryptography machines, and it is one of the
most thorough articles ever written on the topic (VCM). Which of the several companies that offer
cryptography services are you referring to? In order to demonstrate that customers will be able to
access cryptographic services via a cloud computing architecture, they presented the CC

framework as a component of this.

In 2021 Ahmad.S.A. The paper that he wrote on "Hybrid Cryptography Automated system in
Cloud Computing"[4] discussed the hybrid approach, which combines two separate encryption
methods to provide more reliability to data compared to using just one encryption method. This is
because one encryption scheme is relatively easy to crack, whereas two encryption algorithms are
more difficult for third parties to decrypt. He wrote the paper to discuss the hybrid approach, which
combines two separate encryption methods to provide more reliability to data compared to using

just one encryption method. In light of the fact that there have been more instances of data breaches
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recently, this is an innovative approach to ensuring the safety of our information. Due to the fact
that he covered a wide range of approaches used by a number of researchers, his review study is a
good resource for expanding our knowledge of cryptography algorithms. The comparison in this
research illustrates the numerous hybrid approaches that are available.

The research paper authored by Pandey and titled "Data Security in Cloud-Based Applications™
was handed in in the year 2019. [5] He highlighted the security problems that we face now in this
piece, and he did it by focusing on the word "today." Because of this, he recommended making
use of a method that is known as AES. The Advanced Encryption Standard (AES) is a block
encryption method that uses a private key for further security. In this piece of work, he provided a
comprehensive explanation of the AES method. In addition to that, he went through the three
security patterns—namely, filtering, encryption, and authorization—that may be used to guarantee
that one's data is kept safe. Filtering is the first security pattern, followed by encryption, and then

authorization.

In the year 2020, the researchers Sarojini et al. proposed a technique that they named the Enhanced
Fully Trusted Access Optimization Approach (EMTACA). [6] Establishing a trusting relationship
between cloud services and cloud service providers is one way to circumvent any security risks
associated with cloud computing. Through the use of the EMTACA algorithm, which is a
component of this article's system, the experimentation described in this research was successful
in maintaining the data's secrecy, integrity, and availability, which are the three most important

components of data security.

Using methods such as watermarking and fingerprinting, it is possible to include extra information
in digital data: With the assistance of the homomaorphic property, a unique identifier is constructed
for previously encrypted material. Typically, watermarks are required to safeguard the copyright
of digital objects by identifying the owner or seller of each particular item. To guarantee that
fingerprint information is not unlawfully disseminated via fingerprinting programs, it is vital to be
able to identify the purchaser. This will prevent the abuse of the information. The concept of
oblivious transmission is intriguing in the world of cryptography. In two-party 1-of-2 oblivious
transfer protocols, the first party typically transmits a bit to the second party with a probability of
1.2 and subsequently informs the second party of the bit's reception. There are several basic

cryptographic primitives known together as commitment schemes. A player makes a commitment
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in a system that employs obligations. As a result, she is able to choose a value from a set and
become so devoted to it that she can no longer alter her mind. Even if she decides to do so at this
time, she is not compelled to do so. Using the homomorphic property, the functioning of some
commitment systems may be made more efficient. It is customary for a cryptographic lottery to
require each participant to choose a number from a preset range that will be used to decide the

winning ticket.

The following is an example of a technique that may be used when employing a homomaorphic
encryption scheme to accomplish this objective. Each participant participates by selecting a
random integer and encrypting it. Using the homomorphic characteristic, it will be feasible to
effectively calculate the encryption of the sum of the random values. The needed functionality may
be achieved by combining this approach with a threshold decryption algorithm. Mix-nets, which
gather ciphertexts and then emit randomly the plaintexts that correspond to those ciphertexts, are

an example that everyone may examine.

One technique for ensuring privacy inside this system is to hide the permutation that decides which
outputs correlate to which inputs from all users other than the mix-net. Specifically, if an
input/output pair must be identified, there should be no input/output pair that is more efficient than
a random pair. In such mix-nets, it is important to be able to do encryption, and homomorphic
encryption provides this capacity. The gathering of information using wireless sensor networks by
leveraging in-network data aggregation, intermediary nodes in WSNs may aggregate incomplete
findings. This may assist in reducing communication overhead and optimizing bandwidth
utilization in wireless networks. If the sensor nodes are compelled to share the data they gather

with the aggregator node, however, this strategy poses privacy and security concerns.

In extremely sensitive applications, such as healthcare and military surveillance, where the data
acquired by the sensor is highly secret, aggregation that protects privacy is a critical component.
[35] V.FHE Gentry's FHE approach employs ideal lattices in order to provide an asymmetric
encryption solution. After the production of secret keys, a large number of public keys containing
"noise™ are generated. This guarantees that an attacker cannot determine the secret key based only
on the public keys. The fault in the original approach caused the "noise™ in the ciphertext to become
more apparent as more computations were performed. Because the ciphertext has an overwhelming

quantity of "noise," it can no longer be decoded to disclose the original message. Data encryption
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is achieved via the use of technologies known as partially homomorphic encryption (SHE). This
concept suggests that there is a limit to the amount of homomorphic processes an individual can
do.

[5] In addition, Gentry describes the fundamental process for converting the SHE to the FHE. This
is referred to as "bootstrapping.” As the quantity of "noise™ increases, it becomes more difficult to
correctly decipher information. Using the bootstrapping approach, the issue may be handled by
first conducting homomorphic decryption on the ciphertext, then executing a single calculation on
it, and then re-encrypting it using a new public key. As a result, the bootstrapping procedure is
exceedingly theoretical and, hence, inefficient. For bootstrapping, the nonstandard assumption of
circular security is required in addition. It is believed that encrypting the secret key with its own
public key offers the required degree of security [36, 5, 37]. In 2009, Gentry released its first FHE

scheme, and in the years that followed, the business developed a substantial number more

2010 saw the first application of FHE, which was conducted by Smart and Vercauteren [28]. Since
then, much effort has been invested in the establishment of more realistic policies. The FHE
technique can only be used when there is just one person doing the calculations. Therefore, the
input received from users must be encrypted with the same key. Imagine instead a situation in
which users who have uploaded encrypted data to the cloud are trying to calculate a joint function
utilizing their encrypted data while using distinct keys. In 2012, Lopéz-Alt et al. [44] developed a
multi-key FHE approach based on the NTRU cryptosystem [45]. This strategy is used when many
parties are engaged. Despite the fact that this scenario is more difficult than the case of a single
user, considerable progress has been made in this field. (36-37-47-8) According to the author's
best knowledge, there is no multi-key FHE implementation available in the single-user setting.
The choice to adopt nonrival systems that have not yet been implemented has the unexpected effect
of making difficulties in general unanticipated. To finish this project effectively, you will need to
overcome a number of obstacles, including analyzing the plan and turning it into code, choosing
parameters, constructing algorithms, selecting benchmarks, and conducting testing. In addition,
Perlman and Brakerski argue that their system cannot be implemented in its present state due to a

number of unorthodox assumptions.

As a direct result, putting it into effect will be an extraordinarily difficult undertaking. It is vital to

remember that our proposal is not a viable solution to the issue on its own. Due to the manner in
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which we use the bootstrapping equipment, the assessment procedure requires much more effort.
Instead, we intend to illustrate that multi-key FHE has theoretical constraints and to open the door
to further enhancements that will bring solutions closer to a reality that can be implemented.
Paragraph 5.1 of the FHE Plans Let's take a closer look at the fundamentals of FHE in a single-
key and multi-key environment, as well as the many ways it may be implemented. 100 percent
homomorphic single-key encryption in both directions: Even while the construction of
homomorphic encryption may seem straightforward, this is not always the case. On the other hand,
there are situations that need the usage of many types of operations. It is common practice in the
field of cloud computing to outsource calculations that are impossible to do on one's own owing
to their scale or complexity. In order to do this, the homomorphic encryption techniques used must
enable arbitrary activities. GSW: Let's suppose that the value of s in C1 and C2 is identical to the
value of sin C2. Is it feasible to build an encryption system in which the secret key s is represented
by C and C's eigenvalues are the message that m wishes to transmit as an eigenvector? If the
eigenvector is to be kept hidden, it is advised that the message be buried; nevertheless, if the

eigenvector is known, it is recommended that the message be retrievable.

It is feasible to find an eigenvalue in polynomial time using Gaussian elimination; hence, the
answer seems to be no. Gentry, Sahai, and Waters [49] went one step further by employing
approximation eigenvectors instead of eigenvectors as secret keys in order to further this concept.
This action was taken to advance this notion further. In order to decrypt the ciphertext, the noise
vector must have a norm value that is less than the modulus. When the requirement is no longer
enforced, the LWE issue becomes very difficult to remedy. Gentry, Sahai, and Waters were able
to create a successful encryption system by beginning with a basic principle that has served as the
basis for several other encryption approaches. Homomorphic and fully homomorphic multi-key
encryption: The possibility of fully homomorphic encryption (FHE) to encrypt data locally while
outsourcing computation of the encrypted data without disclosing the actual data was one of the
motivations for the development of this technology. FHE can solve this issue when ciphertexts are
encrypted with the same key for a single user and only that user.

The multi-key FHE that was developed by Lopéz-Alt and colleagues [44] enables the computation
of functions on ciphertexts encrypted with multiple public keys. After the calculation is complete,
the ciphertext must be decrypted using the private keys of all parties involved. To put it another
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way, all parties must cooperate in order to decode the ciphertext and get the output. If you currently
have a GSW FHE and want to switch to a multi-key FHE, you may convert the GSW FHE to the
multi-key FHE format. Clear and McGoldrick developed an extension of the GSW method for
multikey FHE in 2014. As a consequence, the very first LWE-based multi-key FHE was produced.
In 2016, Mukherjee and Wichs[47] published an updated and simplified version of their prior
findings. This research led to the creation of SHMK FHE. If you intend to join ciphertexts
encrypted using several ciphers, you must first complete a process known as bootstrapping. Before
beginning the homomorphic computation, this phase stipulates that all necessary keys must be
known. Before commencing the calculation, each of these investigations required comprehensive

and correct understanding of all input data.

In 2016, Brakerski and Perlman [36] shown how to improve prior work to eliminate this restriction
and allow an infinite number of homomorphic processes with an endless number of participants.
This was made feasible via the expansion of previous work. It is possible to dynamically include
additional parties in a computation throughout the course of an activity. This is permitted at any
moment. In addition, they increased the length of the ciphertext and the complexity of the atomic
operation space. This specific design is referred to as the FDMK (Fully Dynamic Multi-Key) FHE
system. The approach's dynamic nature might be ascribed to the ease with which more players can
be included into the computation. Gentry [5] offered Bootstrapping as a method for completing

this job because of its seeming simplicity. [2] is one instance of this.
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3. MATERIALS AND METHODS

This chapter describes the necessary and essential concepts in the development of this work, in
order to make a classification of the existing cloud computer architecture for a better understanding
of the different CC behaviors.

3.1 CLOUD COMPUTING

The term "cloud computing” (CC) refers to an emerging model for the delivery of computing
infrastructure; many definitions of this concept are available online. One of the causes for this
condition is due to the fact that computer security (CC) is a relatively new field, and the authors
propose various strategies or directly tied to the qualities of the services that are provided. This is
one of the reasons why this situation has arisen. Only a few of these definitions will be discussed
in this book; nevertheless, those that are discussed include the primary elements that may be found
in the other definitions. According to [12], cloud computing (CC) is a model that enables
convenient, on-demand network access to a shared pool of configurable computing resources that
can be rapidly provisioned and released with minimal management effort or service provider
interaction. CC can be defined as a model that allows for this. Regarding [14], network computing
(NC) can be conceptualized as a collection of virtualized computing services that are made
available to users via the internet. These services are characterized by a number of important
qualities, including low cost, location, reliability, high scalability, security, and sustainability.

According to [11], the CC is a large group of virtualized computing resources that are easily
accessible and usable, such as hardware, development platforms, and services. These resources
can be dynamically configured and adjusted to the workload in order to allow for the maximum
use of these resources, which are economically exploited through the pay-as-you-go model. Not
only does cloud computing deal with a computational paradigm, but it also deals with a business
model. Cloud computing brings together a number of technologies, including virtualization,
distributed computing, grid computing, and service-oriented architecture, amongst others. The
model is a representation of the converging trends of efficiency and agility in information
technology. [4] In order to attain efficiency, it is necessary to make optimal use of the processing
capacity of current computers by relying on resources that are both highly scalable in terms of both
hardware and software.
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In addition to this, it incorporates the concepts of environmentally responsible computing by
enabling computers to be physically situated in areas of the world where the cost of energy is lower
and to be accessible remotely through the internet from any geographic location. The capability of
fast deployment, processing in parallel, the use of intense computing for analysis, and the
utilization of interactive mobile apps that reply in real time to user demands are all factors that
contribute to agility. In the long run, agility can also be achieved by having the ability to make use
of computational tools that can be rapidly deployed and scaled while simultaneously reducing the
need for the enormous upfront investments that are typical of today's IT setups.

This is how long-term agility can be achieved. According to [2], the fundamental aspect for CC
was the development and operation of extremely large-scale datacenters in regions with minimal
operating expenses. These datacenters had to be in places where they could be run efficiently. In
these settings, a decrease in expenditures associated with energy consumption, network bandwidth,

operations, hardware, and software was found to be between five and seven times lower.
3.1.1 Key Features of Cloud Computing

Features such as on-demand service delivery, access flexibility, resource sharing, elasticity and
measurement of consumed services are essential in CC. Table 3.1 presents the description of each

of these characteristics.
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Table 3.1: Characteristics of cloud computing [2]

Characteristic Overall question Capability
1. Trust, respect, and To what extent are trust, * Openness and respect of
responsibility respect, and responsibility opinions/ideas
core values? * Coaching and delegating
management

* Involvement and
commitment to decisions

2. Fact-based decision Is fact-based decisions part of | » Openness and respect of
making culture at all levels in the opinions/ideas
organization? * Coaching and delegating

management
¢ Involvement and
commitment to decisions

3. Creativity and Is creativity encouraged, « Strategic role of NPD
entrepreneurship valued and part of product * System/process for
and technology strategy? capturing ideas

» Separated research from
development

4. Digital tools in product What is the perceived role of | « People and process over
D&E digital tools (relative to tool and technology
others) in achieving goals? * Stabilization before
automation

* Implementation, rather than
tool, as a competitive factor

5. Simple and visual To what extent is visual * A3s used for visual
communication communication anchored in communication
the culture? * Visual management

practices/environment

* Visual communication for
learning and
problem-solving

3.1.2 Cloud Computing Architecture

A significant number of the technologies that underpin CC, like as virtualization and grid
computing, are not necessarily brand new. The convergence of these technologies, on the other
hand, in an environment in which information can be accessed independently of the device used
by the consumer or the geographic location of the customer, indicates a significant departure from
the method of computing known as conventional computing. [16] The infrastructure of the cloud

is a collection of hardware and software that is organized in two layers: the physical layer, and an
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abstraction layer. The hardware resources that are necessary to deliver cloud services are contained
inside the physical layer of the cloud. On the other hand, the abstraction layer is made up of the
software that is installed on top of the physical layer, and it is the medium through which the cloud

reveals its qualities.

[17] The physical layer's hardware resources, including as servers, storage, and network devices,
are often housed in datacenters, which itself may be set up in a variety of geographic locations.
The physical layer is one of the three layers that make up the OSI model. The virtualization and
management layers are combined to form what is known as the abstraction layer. [18] Because it
enables location independence, resource sharing, and the quick provisioning or release of these
components, the virtualization layer is the necessary component for the cloud computing
implementation. The management layer is responsible for monitoring traffic and reacting to spikes

or dips in resource use by either generating new servers or eliminating ones that are no longer

required.
EndU
n q\sers Resources Managed at Each layer Examples:
P e
\'}\ﬂ'i_ I,_ —> ' Business Applications, Google Apps,
(Wi Web Services, Multimedia Facebook, YouTube

Software as a .. Saleforce.com
Service (Saa$) Application )

Software Framework (Java/Python/.Net) y | Microsoft Azure
Platform as a ' Storage (DB/File) ' Google AppEngine
Service (Paa$) Amazon SimpleDB/S3

Platftorms | TEEEAETREEE
memssssssssss=ssasss Amazon EC2,
Computation (VM) Storage (block) GoGrid
i Flexiscale
Infrastructure Infrastructure e
as a service (laa$)
CPU, Memory, Disk, Bandwidth
Data Centers
Hardware

Figure 3.1: Cloud Computer architecture [16]

It is vital to be familiar with the most popular service models in order to have an understanding of
the many forms of assets that may be housed in the cloud as well as the various forms of attacks
that can be launched against them. It is essential to have an understanding of the ways in which
various players, such as end users and external agents, may interact with the individual components

that make up any service model. The different players' degrees of engagement in the process of
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maintaining the safety of cloud assets are directly proportional to the types of interactions that take
place and the associated levels of control [12]. The usual design of a cloud is shown in a clear and
straightforward manner in Figure 3.2. This architecture highlights the fundamental aspects of cloud

computing, including the many service levels that are used most often.

The many deployment models, including public, communal, hybrid, and private, are listed at the
top. The following properties of cloud computing services are outlined in the table that can be seen
directly below: big pool of available computer resources, provided on demand, with high levels of
quick flexibility, in the form of a metered service, and delivered across a network with a substantial

capacity.
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Figure 3.2: Elements of Cloud computing structure [12]

The public cloud is the most typical deployment strategy. In this approach, an organization makes
its computing capacity available for purchase on an open market. A community deployment is a

situation in which a consortium of organizations share the costs of deploying and maintaining data
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centers, leveraging the resources through a metered service provisioning interface that is typical

of cloud computing.

In general, this is referred to as a "community deployment.” In a private deployment, a single
organization is responsible for covering the expenses of the data center, while the organic units of
that company make use of the resources available in the form of cloud services. And lastly, where
there is extra capacity in a community or private deployment, and that capacity is supplied to the
general public, a hybrid approach is being examined. The standard service layers are shown in the
third frame of this animation. The services that are provided at the lowest layer are often referred
to as laaS. These services usually reflect more fundamental resources, which are direct
representations of physical equipment. Some examples of these services include processor time,
disk space, and network traffic. These solutions are used by way of a collection of virtual
computers, each of which is administered by way of a bespoke user interface developed by the
service provider. This interface need to provide capabilities such as generating virtual machines,
deleting them, turning them on and off, copying and customizing them. There are more
complicated services, such as application servers, database management systems, and other tools

directly tied to the requirements of an application, which are located in the second layer [15].

The services provided in this layer are known as Platform-as-a-Service (PaaS), and they cater to
consumers who have less stringent requirements. These consumers need only an environment in
which to run an application, and they do not need to be concerned with the specifics of the
environment, such as the settings of the operating system or the network interfaces. A management
interface is used to facilitate communication between the consumer and the provider. This interface
typically offers functionality such as the ability to create, make available, pause, or remove an
application, as well as the ability to send and update application sources and configure resource
usage limits. Finally, the highest-level services, which are categorized as Software-as-a-Service,
are located on the very top layer (SaaS). Under this style of service delivery, the customer interacts
directly with apps that were built by the service provider, and the customer pays a fee to utilize

particular functions.

The ones that are the most expressive (in transaction volume and commercial value) include
consumer relationship management (CRM) or sales platforms, particularly those that are

associated with e-commerce, enterprise content management (ECM), enterprise resource planning

24



(ERP), and enterprise platforms. Risk Management (ERM). This industry is responsible for
billions of dollars in revenue for organizations like as Salesforce and SAP. This cloud services
stack demonstrates that the degree of control that is left to the customer decreases proportionally
with the complexity of the services being provided. When you relinquish authority over your
business's operations, you also relinquish control over the safety of its data. This does not imply
that it will be more vulnerable because, on the other hand, it delegates the responsibility to the
provider, who will probably have greater investment capacity and more qualified personnel, to
know and respond adequately to the various threats. This does not mean that it will be more

exposed.

Five Components of ECM

The CAPTU
electronic fo

The STORE componen warily back
information in the

The DELIVER component provides clients and end users

with requested mformatios

Figure 3.3: Enterprise Content Management (ECM) in cloud computing (CC) [15]
3.1.3 Service Delivery Models

When using CC, it is not required for the client to have knowledge about the number of servers
utilized, the hardware and software configurations, how the processes are planned, or even the
geographic location of the datacenter. CC abstracts all of this information for them. What is
important is that users may access the service at any time, on any device, and in any location. It is
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possible to install a cloud solution using a private, community, public, hybrid, or federated
paradigm. The architecture of a cloud system will differ depending on which model is used. The
features of the computing burden, and not necessarily the size of the organization, are the primary
considerations that guide the selection of the model to be used. CC is now regarded as one of the
most promising technologies in the information technology industry. This is due to the fact that,
as a result of its distinctive qualities, it is fundamentally able to solve a number of shortcomings

that have been recognized in conventional designs.
3.2 CLOUD NETWORK SECURITY

Cloud computing is a model of doing business in which a pool of computing power is made
available over a high-capacity network, on demand and with elastic provisioning, in the form of a
metered service [2]. [Citation needed] [Citation needed] [Citation needed] [Citation needed]
[Citation needed] [Citation The fact that cloud consumers can convert their capital expenditures
into operational costs is the primary advantage of this model. This allows cloud providers to take
full responsibility for deploying and maintaining the infrastructure that is necessary for the
operation of their customers' systems, relieving cloud consumers of this burden entirely. As a
result, they steer clear of the dangers and expenses associated with under- or over-provisioning
[3]. The idea of delivering computers as a service is not a new one; in fact, discussions on the topic
date back to the 1960s [9, 7].

However, the appropriate economic backdrop has only lately been identified, in which computers
and communication are part of the fundamental business of the majority of firms. This realization
came very recently. Because of this new economic setting and the maturing of technology that
facilitates the remote delivery of computer resources, the market for cloud computing was able to
emerge. The creation of virtualizes, hypervisors, and statistical techniques for multiplexing and
load distribution are some of the causes that made this possible. But the expansion of capacity and

the cheapening of internet services were unquestionably the deciding elements.

These characteristics made it possible for data centers to be placed distant from significant
metropolitan areas, which reduced the cost of installation as well as the cost of power. The

combination of these elements made it possible for an unprecedented expansion in the size of data
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centers, which in turn produced the surplus capacity that is currently sold in the market for

computing resources and is known as cloud computing [8].

Cloud Computing Risks

When thinking about risks related to using cloud services, what are your top concerns?

Bl 2015 2014

Unauthorized access to or leak of our Inability to track or troubleshoot data
customers’ information once it enters the cloud
[ I, 20
I, 5 1 % N/A

Security defects in the technology itself Business viability of provider; risk company will fail
48% I 20 %)

Unauthorized access to or leak of our Vendor lock-in

proprietary information B 16

—3ﬂ“fnm . I 16

I /41 %o

Inability to set or enforce security policy Features and Eeneral maturity of technology

in cloud service-provider environment m 299,

I 3 1 %o ’

N/A Other

Application or system performance 1%

28% . 3%
-

Provider's business continuity and disaster recovery readiness

I 2%
I 3. %o

Figure 3.4: Risk factors in CC according to [12]

Naturally, the many parties (see Figure 3.4) in this market have their own unique interests, which
results in a variety of perspectives on cloud security [12]. In the context of the economy as a whole,
security refers to the measures taken to guarantee the company's ongoing operations and to

safeguard its core principles (facilities, products, services, knowledge, corporate image, etc.).

This protection is achieved by a process that involves identifying, evaluating, and managing the
risks of loss or disruption. Professor of computer security at the University of Cambridge Ross
Anderson offers this definition of computer security: "Computer security is defined as a series of
measures taken over the course of the entire life cycle of the software or hardware apparatus

(design, development/manufacturing, deployment, maintenance, and improvement) in order to
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prevent exceptions to the desirable operation of the software or hardware apparatus.” It claims that
any exceptions, in this context, may be described in terms of unlawful access to or modification

of data, whether as a consequence of malice, error, or eventuality [5].

This definition applies regardless of the reason for the unauthorized access or manipulation. In
other words, the availability, integrity, and secrecy of information are the fundamental factors that
govern the proper functioning of computer systems. In a broad sense, cloud security can be viewed
as a series of functional requirements that need to be clearly defined and implemented in the
various layers of the service infrastructure. This is necessary in order to guarantee that the business
expectations of the actors that are involved will be met. As a result, the interfaces, application
programming interfaces (APIs), environment settings, operational and management procedures
(such as maintenance and auditing), and service delivery models are only some of the parts of the

cloud that are impacted by these needs.
3.2.1 Service Providers

Cloud service providers essentially want to ensure that they will be able to continue charging
customers for the usage of their resources. In order to do this, they need to accurately measure as
well as identify and eliminate any abnormalities in the usage of the resource. Having a trustworthy
setting that customers are prepared to spend more for is obviously essential for them. Providers
are also subject to the legal framework of the region in which they operate. This legal framework
may require providers to comply with a variety of standards, certifications, and audit processes in
order to maintain their ability to do business there. Therefore, the provision of security for
providers is inextricably tied to the management of access to their assets, in addition to the
maintenance of certain standards and levels of service. In turn, customers have a responsibility to
continue exercising stewardship over their holdings, even if the technology infrastructure that
underpins your business is being outsourced. Because customers do not have control over the
continuity of the services they get from the cloud, they must further contend with the possibility
that their cloud service provider or carriers would be unavailable (ISPs that give access to the high-

capacity network to the provider, consumer or users finals).

This is significant because customers are ultimately responsible for the protection of the end-

personal, user's private, and personally identifiable data, even if they may share control with
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providers and carriers over the availability of their systems. Information security and end-user
privacy are consequently more closely tied to cloud users' sense of safety while using cloud
services. When carrying out the traditional tasks of the state, government institutions make it a
priority to encourage the establishment of stable markets, which in turn contribute to the growth
of the economy and the well-being of society. On the other hand, because they operate highly
important systems, such as those used for monitoring and regulating the banking system, for fiscal
and tax administration, and for controlling the justice process, they use an enormous amount of

computing resources.

This is one of the reasons why they are so resource-intensive. For this precise reason, these types
of institutions are entrusted with the most sensitive information that pertains to persons and
businesses in a country, particularly that which is associated with matters of national security.
Therefore, governmental bodies have a twofold interest in encouraging the evolution of cloud
computing market technologies, agents, standards, and best practices. This is because they have a
dual role to play in the market. For the sake of the market as a whole, or so that they may take use
of cloud computing services that can be relied upon. Other players, such as auditors and brokers,
have their market share virtually dictated by the availability of security standards and processes.

This is the case because of the importance of the industry. Brokers or brokers

The red Tine represents the

OFFLOADING path (¢ The mobile operator’s core is
\\

responsible for bypassing the
mobile cloud traffic as normal

data exchanged with the
internet

Shim Client (Mobile) /"', \
/ eNodeB\

N
S1MMEN

Internet

Cloud Service
Provider

Smart Phone (Mobile)
The user is subscribed with
this CSP which already
contains the user’s Processing
environment, This cloud
processes the offloaded jobs.

When the user decides to

offload a job, he connects to

her CSP and upload his job as

normal data traffic such as http
or https.

- > - B - S—

. Mobile Operator’s Core oud Service

E-UTRAN meﬂrk Internet Provider’s
Network

Figure 3.5: Combined ISP in CC [15]

29



As shown in Figure 3.5, may mix services offered by many suppliers or only add value to the
offering of a single source. In any scenario, service level guarantees and security measures are an
important component of your company's operations. Auditors, on the other hand, simply would
not exist in this setting if there were not preexisting standards and norms of behavior that were
relevant to cloud computing services. It is also essential to keep in mind that, in the vast majority
of instances, the cloud consumer is not the final user of the computational inputs. The entity that
pays the provider for the usage of resources, which are then consumed by the end user via the use
of apps or services made accessible to them, is referred to as the consumer.

This might be a member of the cloud-consuming organization's employees, or it could be an agent
working independently of the company. In the case of a virtual shop, for instance, the consumer
would be the organization that is responsible for the store's upkeep, while the end user would be
the client that engages in business transactions with that organization. In scenarios such as the one
depicted in this illustration, it is very common for the end user to be unaware that they are
interacting with more than one organization and that the data that they have entrusted to the store
IS, in a sense, also being delivered to the cloud provider. This is because the end user is dealing
with more than one organization. Therefore, guaranteeing that only those companies that are
permitted to have access to your data is an essential part of data security from the standpoint of

end users.

This conversation is helpful for elaborating on the point that the security of cloud computing
cannot be considered in a reductionist manner. It is not feasible to reduce it to a universal
mathematical model since it is not a computing paradigm and it is not a particular class of
computational systems. With that kind of model, it would be able to present security proofs and
the limitations that they impose. Because of this, the literature in this field do not give any
universally applicable answers. On the other hand, the vast majority of them are centered on
particular attacks, particularly those that are associated with the invasion of virtual machines and
the breaking of cryptographic keys via common side-channels in shared settings. Therefore, in
order to evaluate the safety of a resource that is stored in the cloud, the first step is to decide which
point of view to adopt: whose interests will be safeguarded? From the manufacturer, the purchaser,
or the ultimate recipient? In addition, the security of an application or the data that it manages is

not determined by the simple accumulation of mechanisms and technologies; rather, it is
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determined by an in-depth comprehension of the connections that exist between the assets that

need to be protected and the threats that are technically feasible and economically relevant.
3.3 SECURITY THREATS AND COUNTER MEASURES

There is a one-to-one correlation between the kind or degree of cloud service and the kinds of
security risks that the customer is exposed to as a direct result of using that service. Customers of
laaS should be worried about the vulnerabilities that are characteristic of shared environments, as
well as assaults on virtualization tools, denial of service attacks, and other types of threats to data
processing. PaaS customers, on the other hand, are free to concentrate more on the safety of their
data since the PaaS provider is responsible for ensuring that their processes are secure. It is
abundantly obvious that customers of SaaS have a far greater degree of confidence in the provider,
and their primary concerns are the consistency of the service levels and business circumstances

(availability, performance, pricing, etc.) given by the supplier [59].
3.3.1 Homomorphic Encryption and DNS Hijacking

Take note that there is a feature that is shared by all of them, and that is the fact that any cloud
service can be administered and used over the Internet. The user interface that an end user interacts
with is almost often an application that was developed using web technology and may either be
executed in a web browser or on a mobile device. As a result, everyone has to be prepared to
defend themselves against attacks such as session injection, session fixation, DNS hijacking,
CSRF, and XSS. The most fundamental step is to enhance the authentication and authorization
processes by making use of cryptographic primitives. One example of this would be to implement
the SRP (Secure Remote Password) protocol, which is described in RFC 5054 [33]. Increasing the
degree of security of cloud apps is also possible via the use of methods such as two-factor
identification [30].

Other minimum measures include the correct use of the HTTPS protocol, combined with the
standardized security features present on the end user's machine. These standardized security
features include HSTS (Strict-Transport-Security), CSP (Content-Security-Policy), and SRI (Sub
resource Integrity) headers, which alter the interaction between the application server and the user

device agent. This prevents the downgrade of TLS settings and mitigates the risk of injecting
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malicious code into the When the objectives of an attack on a web application are exactly the
customer account management interfaces with the cloud provider, the possibility for web
application vulnerabilities is amplified. There have been many incidents of attacks in which control
of the service was taken by taking advantage of these vulnerabilities.

Google.com

Ok, I'm gonna look
for google.com
at 6.6.6.6 87.245.200.153

«Google.com»
is at 6.6.6.6

Fake google.com

Where is

Q;oogle.com»?

6.6.6.6

(@ o
vll°

Rogue DNS

Figure 3.6: DNS hijacking through HSTS traffic in CC [33]

Another security vulnerability associated with administrative interfaces, particularly for laaS and
Paas services, is that they are not very intuitive. There is also very little uniformity in terms of the
ideas and capabilities that they provide. This results in the customer making setup mistakes, which
ultimately creates vulnerabilities that may be exploited by attackers to get access to their service
account or to their application [14]. Transport the vulnerabilities that are related to user agents
(such browsers, email readers, and RSS feeds, for example) are related to the vulnerabilities that
are related to the transport channel. The security of the HTTPS protocol, which is the primary
response to threats to communication between providers, customers, and end users, has severely

decreased as a result of widespread oversights in the installation and usage of the protocol.
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The formation of a secure TCP channel by the use of another protocol, such as SSL or TLS, is
necessary for the security of HTTPS on the one hand. Additionally, the most popular application
servers and browsers on the market place a greater emphasis on the ease of use than they do on the
requirements for security. As a result, during the initial steps of protocol negotiation, they continue
to permit downgrading to older implementations of SSL that have been shown to be demonstrably
insecure. On the other hand, even when greater care is taken in configuring the protocol that
underpins HTTPS, even when the most recent version of TLS is used, and even when a stronger
combination of cryptosystem and hash function is used, there are still vulnerabilities introduced
by the HTTP protocol itself, or by the way that HTTPS uses the TLS channel. These vulnerabilities
can be mitigated by using a stronger combination of cryptosystem and hash function. The reliance
of HTTPS on the ‘web-of-trust,” which is the trust model constructed around the public key and
certificate infrastructures that provide meaning to the RSA keys that are used to authenticate hosts
on the web [28], is the most significant flaw in the protocol. The X.509 certificate that is supplied
by a web host is validated with the help of a pre-installed list of public keys that originate from

reputable certificate authority.

This list is included with commercial browsers and is used to verify the certificate. This is how the
browser determines whether or not the server is legitimate and also how it exchanges cryptographic
keys that will be used to safeguard communications sent during a session. Impersonation of the
certifying authority, faults in certificate revocation lists, and difficulties in the execution of
validation processes are some of the several types of attacks that may be launched against this
system. On many mobile devices, carelessness is so bad that just the certificate is tested for

validity, but not its relationship to the host (domain) that provided it [40].

This is due to the fact that the only thing that is examined is the certificate's digital signature.
Attacks against DNS and NTP protocols, which are rarely configured to travel over a secure
channel, can also cause a device to accept an expired certificate or accept a valid certificate issued
to a different domain. Both of these scenarios are possible due to the fact that DNS and NTP

protocols are rarely configured to travel over a secure channel [18].
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Table 3.2: DNS, NTP and DHCP purposes in clouds [18]

Protocol Purpose

CDP/LLDP To obtain VLAN/Voice VLAN, negotiate PoE

EAPOL To authenticate endpoints to the access port

DHCP To obtain IP address and initial configuration information

ARP To discover the network’s default gateway

TFTPMHTTPS To obtain device configuration files, firmware, Certificate Trust List, etc.
NTP Synchronization to the network clock, ensure accurate CDRs

DNS To resolve hostnames to |IP addresses

In addition, there are security flaws that are associated with certain implementations. These flaws
may be fixed by simply upgrading the cryptographic libraries, but they continue to be a problem
since consumers and providers are mostly stationary. An illustration of this would be the
implementation of OpenSSL's TLS and DTLS (TLS variant for UDP channels) protocols, which
are distributed on millions of Linux hosts. Even after the publication of concrete attacks (such as
Heartbleed and FREAK), these protocols have not yet been updated on a significant number of
servers [12]. It is possible to draw the conclusion that the security of communication channels is
dependent on a series of measures that require total control of the configuration of application
servers, cryptographic libraries, network interfaces, and other components of the operating

systems.

This is something that is not feasible for the majority of consumers who use laaS services, and it
is simply unthinkable in the context of PaaS and SaaS services. As a consequence of this, it is
essential to keep in mind that any information that is being transmitted will be made public, unless
it has been previously and dependably encrypted on the user's device, and the keys that are required
for this cipher are never transmitted along with the data. In this case, the information will be safe.
Discretion and personal identity New technologies that are used in the construction of rich-
interface web applications, such as the WebSQL, Web Storage, Web Sockets, Web Workers, and
Web Messaging standards of HTMLY5, as well as the new message format and binary frame format

of the HTTP/2 protocol, all introduce specific vulnerabilities. Although it makes programs

34



incredibly agile and responsive, the potential of collecting a significant amount of data on the client
and opening many binary streams from a single HTML page might be harmful to users' privacy.
Both of these features can be accessed from a single HTML page. The many traces that are left
behind by the program may be exploited by utilizing sophisticated device fingerprinting methods

in order to connect a device with an application user (fora, web mails, social networks, etc.).

It is the goal of various initiatives, such as the DNT (do not track) extension of the HTTP protocol
and the standards proposed in the context of the PRISM (privacy-aware secure monitoring) project
of the European Union, to lessen the negative impact that traffic analysis tools have on the privacy
of users. The majority of projects aim to protect user privacy by altering one end of the connection,
specifically the configuration and functionality of user devices. This may be observed in
technologies that are widely used, such as the incognito mode found in browsers and proxy
networks like the Thor project. All of these measures, however, are inadequate since the outcome
is equally dependent on the care given by service providers and, more importantly, on a more
proactive attitude on the side of the user [16]. The consumer of cloud services often has very little
or no influence on the configuration or behavior of end-user devices. As a consequence of this, it
does not have any solutions that can regulate the quantity of information that leaks to network
traffic analyzers. However, it does have the potential to lessen the amount of user identification
that is exposed via apps. It was for this reason that the German court ordered Facebook to block
services such as public profiles, the search for friends, and the listing of persons who clicked on

the "like" button linked with publications.
3.3.2 Threat Path Processing

The dangers that have been discussed up to this point are associated with the journey that the
information taken from the device used by the user to the cloud server. Even if the information is
sent to the cloud in a safe manner, while it is being processed, it will be vulnerable to a number of
dangers that are characteristic of distributed applications and shared settings. The most
fundamental kind is associated with the negligence of the programmer, who often forgets to
encrypt the communications that are sent back and forth between the application server and the
storage or database server, which, in a public cloud, might even be located on a different continent.
Assuming there isn't such a fundamental error, the problem of building secure communication

routes between the many components of cloud applications still remains.
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3.3.3 Virtual Machines VM

The issue of obtaining a powerful and isolated source of randomness for each virtual machine
(VM) is one of the largest obstacles that we may highlight among the most challenging tasks [72].
These different sources of randomness are an essential component of the cryptographic primitives
as well as the protocols used for safe processing and communication. The most significant use is
found specifically in the realm of algorithms that produce or derive cryptographic keys. Desktop
computers are dependent on sources such as the electrical status of peripherals and user activity,
which may be seen on the display as the number and address of running processes, visual
components, or mouse pointer locations. These sources are not present on a server since a server
does not have any peripherals and does not have direct interface with the user. As a result, it has
the potential to produce keys for each virtual machine (VM) with a low level of entropy or keys
that are quite similar to one another, if not precisely the same, in numerous of them. Another very
common type of vulnerability involves flaws in the software used for virtualization, monitoring,
and resource orchestration. These vulnerabilities, which can be exploited by an attacker so that the
attacker obtains data from a VM, can also involve flaws in the communication between the
components of this fundamental software stack. The major focus in the academic community has
been the detection and mitigation of side-channel attacks, which leverage information spilled by

these components to break the cryptographic keys of target virtual machines (VMs).
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In addition, the provider has the ability to engage in unethical behavior by exploiting the standard
functionality of the software that maintains the virtual machines (VMs). For example, it has access
to VM snapshots, which are comprehensive views of the state of a machine at a particular point in
time. These views include the data that is persistently stored on virtual disks, as well as the contents
of memory and network buffers. Because there aren't any auditing or abnormal usage detection
tools integrated into the main software stack itself, the risk of assaults coming from inside the
organization, known as the "insider threat," is significantly increased. Note that even if the attack
is not carried out by an agent that is inside to the provider, the mere leak of a collaborator's

credentials may expose all customers [12].

This is something that should be taken into consideration. Changing the structure of this software
so that general administration privileges (such as monitoring the state of physical resources,

enabling users, and assigning VMs to users, etc.) are kept separate from other administrative tasks
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(such as taking snapshots, copying VMs, and other administrative tasks) is one solution to this
issue. [24]. another approach would be to include more stringent auditing procedures, which would
ensure that any effort at misuse made by an administrative agent would not be able to be covered
up or removed [16]. The administration of virtual machines that are operating inside of virtual
machines provided by the provider is an example of a different method that is referred to as "VM
nesting." The consumer is the one who is responsible for managing and coordinating the operation

of these machines and has the ability to use features such as encryption that is based on a password.

This ensures that an attacker cannot access the content of the second level even if they have
complete access to the first level because they do not have adequate passwords and keys [74].
Compiling and configuring application servers and other components of this service architecture
that are managed by the customer may help increase security, and even make it possible for

processing to take place on an encrypted version of the data [13].
3.3.4 Consumer Platform

Customers that utilize services provided by a Platform-as-a-Service provider do not have a great
deal of control over the service, and as a result, they are unable to use such intricate defensive
strategies. Despite this, businesses may improve the degree of information security by reducing
the surface area of their apps that are exposed to potential threats. The creation of barriers —
preferably with the help of powerful cryptographic primitives — so that the information can only
make sense within the context of a particular component of the application is known as the virtual
partitioning of the application. This is a technique that is used quite frequently and is considered
to be one of the most effective. Therefore, even if a vulnerability in the program is exploited at
one point, the information created or processed in other partitions will still be safe [47, 36].
Encrypting all of the data using unique keys that are assigned to each user or data item represented
is yet another method of logical partitioning that may be used. All of the processing requirements
of less complex applications may be satisfied by using a mix of partly homomorphic cryptosystems
as the application of choice. After being encrypted, the data is subsequently stored and processed
utilizing application servers and database systems that are typical within the industry [35, 19].

Throughout the duration of this investigation, this tactic was used as the chosen approach.
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The selection of cryptosystems that are appropriate for the semantic domain of the application,
which means that they are appropriate for the format and nature of the data, as well as the essential
operations that are to be performed on them while they are stored in the cloud, is the primary
concern when implementing this kind of procedure. The user never gives up control of the data
because the data are encrypted in such a way that it is possible to perform basic operations. This
allows the user to use the computing power of the cloud without disclosing any relevant
information to the provider or any other party. The rationale behind this decision comes from the
intuition that the user never gives up control of the data attacker. There are works that concentrate
on applications that deal with textual content, enabling keyword searches and even the
establishment of chat rooms [11, 6, 5]. Other works concentrate on applications that deal with

structured data, which necessitate the utilization of relational or object-oriented databases. [7].
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Figure 3.8: General view of the consumer and provider interaction platform in clouds [7]
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3.3.5 Storage Space

Users and prospective consumers of cloud services have the most significant worries around data
loss and leakage. Data leakage is without a doubt the most difficult challenge to solve, since it is
dependent on security from beginning to finish, beginning with the user's device and continuing
via transport channels, cloud processing, and storage. During this whole trip, there does not exist
a single method or product that is capable of handling data security on its own. However, there are
a variety of methods that may protect against data loss and enable the customer to make an accurate
assessment of the quality and dependability of the services provided by the supplier. Techniques
like as Proof-of-Ownership, Proof-of-Possession, and Proof-of-Retrievability make it possible for
a customer with minimal computational power to design non-forgeable challenges for the provider
to meet in order to demonstrate accurate data storage [55, 17, 15]. Oblivious Storage is a method
that not only enables the user to conceal the information that is persistently stored in the cloud, but
also the access patterns and the correlation that exists between the various blocks of data [17]. It
is possible to say that this is the sector of cloud security activities that has produced the most
mature results, with a number of commercial solutions already having been consolidated and being
made readily accessible. The possibility of lock-in is another hazard; this one, however, is given
far less consideration, despite the fact that it is maybe more pertinent. That is, how difficult it is to
move an application along with all of its data to a different service provider. In the contractual
connection that exists between the customer and the provider, the consumer will always have a
hypo sufficient condition. That is to say, the customer is nothing more than a price taker and will
never be in a position to ensure the upkeep of the contractual conditions on their own unilaterally.
As a result, you are required to accept the possibility that the service provider may suddenly alter

the terms or the quality of the service.
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The service provider also has the option of withdrawing entirely from the market. As a result of
all of these factors, customers may discover that they lack the resources necessary to ensure that
they retain ownership of their data and can continue to access it. Lock-in occurs often as a result
of the usual practice of charging more significantly for network traffic than the storage capacity
itself. In addition, each service provider use a distinct file system, database, and even virtual
machines and disk format for its customers. The full stack of services and technology that a
supplier offers might vary quite a bit from one another. These diverse implementations not only
serve as a tool for compelled customer loyalty but also attempt to simplify and expedite the process
of integrating the several components of the provider's infrastructure in order to make it simpler
and more cost-effective. For instance, Amazon divides its services up into highly specialized
"zones" that each have their own software stacks that are suited for either storing, processing, or
distributing data (CDN). Microsoft, the second biggest 1aaS provider, arranges its solutions in a
manner that is closer to that of ordinary operating systems, with all of the functionality in a single
package, in a single core software stack. This is accomplished by using a single core software
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stack. Each of the major providers of PaaS, such as Google and Heroku, manages its own
application container format, as well as their own application programming interfaces (APISs),
libraries, and even their own language to define and grade services. When a consumer deploys an
application in the cloud, they must thus be prepared with tools that ensure the ability to effectively
pick a new provider and move their data at any moment. This must be done before they install the
application. The use of numerous clouds (or many cloud services) from the perspective of the
application design is one of the methods described in the existing body of research [106]. The
usage of frameworks that provide the decoupling of the application from the application server
and other aspects of the environment [52] is another factor that should not be overlooked since it
is a significant consideration. In addition, it is feasible to establish a general application
programming interface (API) and then construct adapters that translate this generic API for each

unique environment offered by the various providers.
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4. SIMULATION AND RESULTS

In this chapter, we have proposed a method for generating a partly homomorphic encryption. This
method ensures the preservation of the order between the encrypted data that is stored on the
Cloud, which enables the execution of the various operations that can be performed on the data
that is being protected. Because it is based on linear and modular expressions, this method is
straightforward and easy to implement. We determined how difficult it would be to adapt a
program so that it would function in accordance with our methodology. A set amount of
performance and security effect may be supported by query and application types when employing
linear computation. Python3 was also discussed while using a simple example in which it was
believed that the cloud database is hosted by an unreliable service provider. During the
implementation phase, we conducted an investigation into the suggested method and verified that
it is applicable to a variety of cloud-based services. A significant portion of the testing is focused
on validating its functioning within the context of a cloud database. Our suggestion is an approach
that is more formal than architectural, and as a result, it is flexible to the database that is developed.
This allows it to circumvent the limits that are inherent to relational databases. It is capable of
meeting the requirements for high-frequency read and write operations, high-efficiency access and
storage, high-availability, and scalability. Because a database requires a fixed schema and is
typically organized in a distributed structure, and because cloud database data, in contrast to SQL
database data, does not impose any data structure, there is no need to declare a schema of table

before inserting it because there is no need to do so.
4.1 SYSTEM SETUP

In this work, we provide a description of a high-level security architecture of cloud database
storage and communication services. Specifically, we focus on how these services interact with
one another. A depiction in schematic form of the suggested architecture may be seen in figure
4.1. The framework was built with two levels of construction. The first layer is the database service
provider, and it resides on a public cloud that cannot be trusted. The second layer of the architecture
is known as the client tier, and it is deployed into the client environment via a client proxy. A
proxy is used by the client in order to query the encrypted database. This proxy also maintains the

communication that occurs between the encrypted database and the client applications. A request
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that is carried out by the client is transformed by the proxy into an encrypted request that is
processed directly in the cloud. The query result is decrypted by the proxy before being sent to the
client once it has been obtained from the cloud after being processed. A metadata module, which
includes database schemas as well as encryption and decryption keys, is required for the proxy to
function properly.

Perform function on encrypted data

e Store Encrypted Data

Encrypt data using Cloud Server

Homomorphic Perform Decrypted

Encryption l

e Plain Text e Plain Text

Figure 4.1: General view of the proposed system [9]

To be more specific, the proxy makes advantage of the PHE encryption and indexing method
described earlier in order to construct an index and ciphertext (1A, CA) for each attribute A of the
tuple before it is added to the database. The tuple is then saved into the encrypted database once it
has been processed. The proxy does an examination of the request's syntax whenever it is received
from the client. When it comes to the parameters of a ranking operation, the proxy determines the
index that corresponds to the value in the query condition. On the other hand, when it comes to the
parameters of a homomorphic operation, the proxy determines its encryption. After that, the proxy
will deliver the query that was just passed to the cloud so that it may be run against the encrypted
database. The proxy will decrypt the result after it has been received from the Cloud and is ready
to be used.
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During this stage, the proxy sends queries to the client in its capacity as the administrator of the
database management system in order to establish the client's database (DBMS). Metadata is
produced as a direct consequence of this activity; the structure of the metadata is determined by
the proxy encryption procedure. The schema that was developed, which was then encrypted, is not
the same as the one that is utilized in the client layer. All of the client's database schemas are
included in the metadata, and an additional encrypted database schema is produced for each of the
client's database schemas. Algorithm 1 outlines the processes that are involved in the

transformation architecture that has been defined.

Algorithm 1: Paillier probabilistic encryption

Paillier’s encryption scheme
Paillier’s probabilistic encryption scheme PA, is given by (KCp, Epy, Dpy) as follows:
Key generation algorithm Kp:
(1) Choose two large primes p, g, with ged(pq, ¢(pq)) = 1.
(2) Compute n = pq.
(3) Compute d = A(n).
(4) Choose g € Z; 4 s.t. the order of g in Z7, is an nonzero multiple of n .

Output: ek = (n,g) and dk = d.

Encryption algorithm &p,:
Input: ek = (n,g) and m € Z,.
1. Choose random r € Z.
2. Compute ¢ = y4(m, ) = ¢g"r"™ mod n2.

Output: c€ Z7,.

Decryption algorithm Dp:
Input: dk =dand c€ Z,.

L(c*™ mod n?)

L(gM™) mod n?) mod n.

1. Compute m =

Output: m € Z,.
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Because modular arithmetic uses both positive and negative integers to express quantities, negative
numbers may also be represented by positive numbers. Every integer will be represented as a
positive value that is smaller than n 2 in the cipher domain. In the notation Z n2, the multiplicative
inverses of negative values are used to denote such values. When it comes time to decode the result
that was produced for the sum (1), there will be a chance of two different values: one positive and
one negative. This is one of the drawbacks that was discovered through carrying out this
experiment. However, the numbers that were obtained are quite variable, which validates the
conclusion that was made based on the issue modeling. The next part will provide a description of

some of the experimental findings that were achieved in relation to the processing time.

Setup | Set n =pg, A =lem(p —1,q —1).
Select g € Z*, such that n |ord,,2(g).

g"—1mod n?

mod n.
- ;

Compute p = (
and s which is the integer with the least
absolute value such that A|ns — 1.
Publish n, g and keep A, p, s in secret.
Enc. Given m € Z,,2, set m = mq + nms.

The ciphertext is ¢ < ¢"™*m% mod n?,

¢ —1mod n?
Dec. my < p | "] mod n,

may < (cg~™)° mod n.
m $<— my + nmes.

As was pointed out before, the Paillier cryptosystem is additive homomorphic, which gives rise to
two distinct features. The first one says that the product of two ciphertexts will be decoded as the

same as the total of the plaintexts that correspond to those ciphertexts, which means that:
D(E(my,m1) - E(my,r5) mod n?) =m; +my mod n.

The second says that a ciphertext raised to a constant k will be deciphered as the product of the

plaintext by the constant, that is:

D(E(my,r)* mod n?) = km; mod n.
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In the next subsection, a way to use properties to homomorphically process the Gaussian
quadrature calculation will be demonstrated. Homomorphic processing is done in the right part of
equation (1). Values f(xi) are encrypted, while weights wi are kept flat. Therefore, property (5) is
used to perform the multiplication wi - E(f(xi)) and property (4) is used to calculate the sum, as

follows:
D(E(f(z;),m)" mod n®) =w; - f(x;) mod n;

Paillier calculations can only be performed with positive integers, due to modular arithmetic,
however, Gaussian quadrature uses decimal numbers. To make these systems compatible, a fixed-
point representation was used. Choosing a fixed precision of decimal places j, a decimal number
a can be represented by the integer a, whose first digits will be the integer part of o and the last j

digits will be the j fractional digits of a.
4.2 IMPLEMENTATION OF PAILLIER ALGORITHM

In the beginning, the programming language Python 3 was used in order to carry out an
implementation of Paillier's method. This programming language has built-in support for modular
exponentiation as well as arbitrary-precision integers (making it unnecessary to implement an
algorithm such as double-and-add). In addition to the functions that have previously been specified
by the theory, an implementation of the Euclid algorithm that includes integers was also carried
out. The program finds the inverse of the integer a, which is a negative one, if it exists (mod n).
During the process of key generation, it is used to do the calculation of L (g (mod n 2)) 1 (mod n).
After then, the technique was implemented in the json programming language by making use of
the PHE library (partially homomorphic encryption Library), which is a library that has been
enhanced for the arithmetic of arbitrary-precision integers. This was done for performance reasons.
Not only does the library enable modular exponentiation, but it also has a native implementation
for the modular inverse computation and the Miller-Rabin primality test, both of which are
required in order to get k-bit random primes during the process of key creation.
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Figure 4.2: Python 3 libraries needed for the execution

The following procedures need to be carried out in order to produce random k-bit primes: A
random Kk-bit string may be generated using either the 'dev'urandom output of Windows or the
'rdrand’ instruction, provided that the latter is enabled by the CPU (it has better performance
because it is a simple machine-level instruction). After that, it performs a straightforward AND
operation with 1 in order to validate that the value of the string is an odd integer. The next step is
to perform the Miller-Rabin primality test, which will reveal if the number is prime with an error
probability that is inversely proportional to the number of iterations of the method. The Miller-
Rabin primality test was developed by Miller and Rabin. If there is a low chance of it becoming a
prime, the procedure will be carried out once again.
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TEST (n)

1. Find integers k, g, with k > 0, g odd, so that
(n — 1= 2%g);

2. Select a random integer a,l1 < a < n — 1;

3. if a%modn = 1 then return('inconclusive");
for j =0 to kK — 1 do

5. if a°9modn =n — 1 then return("inconclusive");

6. return/ "composite” )i

Note that at each iteration it is necessary to obtain the inverse of the highest degree coefficient of
v, however this must be the inverse modulus g, obtained through the Euclid's algorithm extended

to integers.

Table 4.1: Paillier encryption and some variants that will later be used for comparison

v o

n = pq is an RSA modulus, A = lem(p — 1,4 — 1).

Variant 1 g €L 5, ord,2(g) = an. PK: n, g: SK: a.
(Paillier) mE Ly, 7 €Ly, ¢ = g™ mod n?.

m = (Ca_limd nz) / (gailzc’d n2) mod 7
Variant 2 k=71\ 7=A""mod n. PK: n; SK: &.
(Damgard-Jurik) M € Ly 7 € Ly ¢ = (1 +mn)r™ mod n?.

0 S —lmodn?

Variant 3 ¢ =1 +nmod n?. PK: n,g; SK: \.
(Choi-Choi-Won) m € Ly, 1 € Ly, ¢ = ¢g™r™ mod n?.

c*—1mod n?
n

VT

Variant 4 e <n,d=-e tmod ¢(n). PK: n,e; SK: d.

(Catalano-Gennaro | m € Z,,, v € Z,,, ¢ = (1 +mn)r® mod n?.

-Howgrave-Nguyen) S T—
— (c® mod n)
T

—1mod n?

Both calculating the polynomial inverse during key creation and performing modulo g reductions

are examples of activities that are very resource-intensive. Since it is not required for g to be a
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prime, we are free to select it as a power of two in order to maximize the efficiency of modular
reductions. To do this, simply carry out an AND operation between the number and a mask in
which the log q 1 most significant bits are set to 1 and the remaining bits are set to 0. Note that
since polynomials in C are represented as pointers to allocated regions, the exchange of vectors u
v and r s in the expanded Euclid method may be done in constant time rather than O time. This
allows the process to run much more quickly (N). Despite the fact that q values are used in the
literature that may be represented by 32-bit integers, we decided to utilize the Phe library since
each coefficient of the polynomial is represented by a multiple-precision integer. Because we
anticipated that the numbers would be somewhat huge, we decided it would be best to tackle an

early implementation in C for 64-bit integers.

In order to perform operations such as multiplication and modular reduction between 64-bit
numbers, it was essential to develop a library for 128-bit integers. The library that was obtained,
in addition to having a restricted amount of bits, also had a performance that was inferior to that
of PHE, which had been optimized by the use of vectorization and assembly instructions. For this

reason, we would rather use PHE in the process of putting Paillier into effect.
43 TEST RESULTS

All of the codes that were used for the experimental assembly that is described in this section were
written in the PYTHONS3 programming language. They made use of the PHE library, which not
only offers a native implementation for the modular inverse calculation and primality tests, but
also offers an optimized representation of arbitrary precision integers. The OpenMP Application
Programming Interface (API) for the C programming language was used to measure the time by
calling the pub key, priv key = cust.getKeys() function. Experimentation was carried out on a
computer equipped with an Intel i7-6500U 2.50 GHz quad-core processor, 16 gigabytes of random
access memory (RAM), and the Windows 11 operating system in order to evaluate the amount of
time required to perform the Gaussian quadrature calculation in plane mode and homomorphically
when compared with Paillier. In order to provide an approximation of the definite integral R 55
and x cos(x)dx, the Gauss-Legendre quadrature was randomly selected as the method to be used
for the testing. Experiments were carried out for approximations ranging from the order of five to

one hundred, and the accuracy of the decimal places used ranged from three to nine. The results
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of the computation using flat values are shown in Figure 4.3, along with the average processing

times that were achieved.

Encryption time across the optimised libraries

700

600

500

400

Time [millisec]

300
200

100

0 ——
1024 2048 3072 4096

Key size [bits]

oV

© Java-Biginteger Rust-RAMP © V4 V3 o V2

Figure 4.3: Encryption time comparison of the proposed V1 algorithm and other variations.

Based on our examination of the data and the graph, we are able to draw the conclusion that the
degree of accuracy used contributes positively to the amount of efficiency that is lost when
homomorphic processing is utilized. When precision is applied to three decimal places, the
homomorphic processing time is roughly 1153 times slower than the plaintext processing time.
When precision is applied to nine decimal places, the average value of the homomorphic
processing time rises to 3234. Utilizing parallelization strategies is one of the possible alternatives

that may be used to increase the performance of cryptography using Paillier.
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Figure 4.4: Performance of the proposed method after parallelization. [14]

Devised an effective parallelization technique for modular exponentiation that may be found in
their paper. The concluding thoughts of this work will be addressed in the part that comes after
this one. It was anticipated that the use of homomorphic encryption would lengthen the processing

time.
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Table 4.2 Evaluation of different dataset for the same encryption scheme

Dataset Dataset Size Functions and Processing Time
Name Encryption Decryption Indexing Time
Time Time

DataSet 1 781 KB 163,094 MS 147,634 MS 36,221 MS
DataSet 2 26 KB 446,63 MS 15,427 MS 38,641 MS
DataSet 3 170 KB 62,272 MS 39,447 MS 23,246 MS
DataSet 4 55 KB 42,020 MS 26,858 MS 20,487 MS
DataSet 5 588 KB 116,069 MS 87,067 MS 19,553 MS
Data Set 6 594 KB 98,270 MS 80,102 MS 21,466 MS
DataSet 7 1.2 MB 191,919 MS 103,678 MS 31,051 MS
DataSet 8 50 KB 41,209 MS 16,991 MS 25,801 MS
DataSet 9 440 KB 69,467 MS 42,287 MS 31,779 MS
DataSet 10 139 KB 58,358 MS 61,839 MS 30,218 MS

The findings of the experiments support the hypothesis that using homomorphic processing of data
results in a significant loss of efficiency. According to these findings, using homomorphic
processing of data is on average 3234 times slower than using flat processing of data, with a
precision of nine decimal places. This provides an excellent contrast to the increased safety and
discretion that are realized via the use of homomorphic cryptography. When it comes to making
decisions, the idea of reasonableness should always be used. This includes deciding whether or
not to utilize one approach instead of another. It is essential to keep in mind that the results were

achieved for the same system and did not make use of any optimization techniques.

The ability of homomorphic encryption to handle sensitive data on devices belonging to third
parties is one of its primary advantages. The use of cloud processing or machines with high
computational power can enable homomorphic computation of data without compromising its
security or privacy. This makes this strategy a potential option for use with low-computing-power

devices, such as sensors and smart cards, which are examples of this type of device.
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5. CONCLUSIONS AND FUTURE WORK

In this thesis, contributions to the fields of HE cryptography and analytical query processing on
HE encrypted and kept in the cloud were presented. These contributions include: (i) the
specification of a cryptography scheme known as the homomorphic cryptography methodology
for records; (ii) the specification of an OLAP system known as COOL, which processes analytical
queries over encrypted records maintained in the cloud by utilizing the scalability provided by the

cloud; and (iii) an extensible query processing system for encrypted records.
5.1 CONCLUSIONS

Cloud computing has the potential to save organizations money, but it still has to overcome a
number of challenges before it can realize this promise. It is necessary to find solutions to the
problems of data security, privacy, and confidentiality that surface as a direct consequence of
extensive network access. At the present time, homomorphic encryption is one of the most efficient
technologies available for preserving the confidentiality of data stored in the cloud. It is generally
accepted knowledge that all homomorphic encryption methods allow for the processing of part or
all encrypted data, which in turn increases the data's level of security. In this article, we take a look
at homomorphic encryption algorithms and schemes, both of which are important areas of
discussion within the realm of cryptography. This study tackles these problems in further depth by
making use of a cloud computing encryption technology known as Homomorphic Encryption
(HE), which is detailed in length throughout the paper. In addition, an in-depth discussion is held
on the most frequent methods that may be used in order to achieve the appropriate degree of
security. The use of cloud computing comes with a number of benefits, some of the most notable
of which being flexibility, accessibility, and scalability. Nevertheless, this presents a number of
potential security risks, which calls for severe precautions to be taken. Understanding the possible
dangers and issues with security in today's culture is very necessary in order to keep oneself secure
in this world. Working in the cloud requires a greater amount of effort from all involved parties
(customers, providers, and the network) in comparison to the implementation of conventional
security solutions. This is necessary to keep up with the dynamic and ever-evolving nature of the

cloud computing environment. The following are some final recommendations for how to act when
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faced with dangers and aggressors. Ensure the application's safety by putting in place a number of

different levels of protection. Not duplicate (e.g. factor authentication).

The management of authentication and identity procedures. Data that is sent to a location that is
not part of your local network should be encrypted; cloud servers should have this capability. It is
the most secure means of storing data. Organizations should safeguard their data by using cloud-
based security measures. Organizations must choose the cloud computing model that most
effectively fulfills their requirements (e.g., group can use a hybrid model if they need to employ

personal information on the private model, and they can use a public model to manage application).

When establishing security settings, you should avoid utilizing the defaults that the manufacturer
has given. Make use of application interfaces that have a significant amount of security. Isolation
and division of multi-tenant systems are both possible via the use of methods such as segmentation
and isolation. Customers who are aware of the relevance of safety are more likely to have a positive

connection with the service provider they use.
5.2 FUTURE WORK

Researchers have longed for a cloud-based operating environment for a very long time. Data
privacy and security have emerged as two of the most critical factors to consider while designing
a wide range of applications, particularly those that will be hosted in the cloud, in the modern
world. We want to focus more in the future on the following fields of study: — - Gentry's creation
of completely homomorphic encryption is recognized as a key achievement in the world of
cryptography as of 2010. This encryption approach permits the linking of varied computations in
order to homomorphically process encrypted data. Fully homomorphic encryption enables an
entity to do computations on behalf of a user and provide just the encrypted result. On the other
hand, this is not a viable solution in terms of the performance itself. In the sections that follow, we
will evaluate the totally homomorphic encryption system that we have built and compare it to other
current cryptographic methods that use partial homomorphic properties. FHE has the additional
constraint that several users cannot access the system simultaneously. Homomorphically vast and
sophisticated algorithmic calculations are required; however, this is not feasible for real-world

applications such as fully homomorphic encryption (FHE), which requires a substantial amount of
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computer labor. In order to discover a solution to this issue, we will study a number of potential

solutions.
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