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ABSTRACT

A NOVEL APPROACH FOR IOT DEVICES TO COMMUNICATE
DIRECTLY WHILE OPTIMIZING COMMUNICATION SYSTEM
PERFORMANCE

FARHAN, Bassam Abdulabbas
M.Sc., Electrical and Computer Engineering, ALTINBAS University,
Supervisor: Asst. Prof. Dr. Sefer KURNAZ
Date: 08/2022.

Page: 61

With the use of internet access to establish communications amongst different types of devices,
other than computers, the era of Internet of Things (IoT) has emerged, demanding the internet to
adopt the new requirements of these devices. The main concerns about these devices are
according to the limited resources available on them, such as bandwidth, processing power and,
most importantly, energy. Despite these limitations, the limited resources are implied by the main
features of the 10T devices, which are the low cost and high mobility. Hence, the need for
alternative communication protocols, other than the ones that are used by default by services
being provided over the internet, e.g., the Hyper Text Transfer Protocol (HTTP), according to the
relatively higher resources required to use these protocols. Moreover, according to the lack of
public Internet Protocol (IP) addresses, these devices are normally assigned with local addresses,
which are addresses that can be used to access the internet but cannot be accessed from the
internet. This limitation is according to the use of Network Address Translation (NAT), which
allows multiple hosts to use a single public address to establish connections to remote hosts with
public addresses. Despite the ability of 10T devices to interchange information using a midpoint
server with public IP, such topology increases the length of the path the packets travel through,
i.e., more delay, in addition to the need of servers with huge resources to handle a huge number of
loT devices. Thus, a new method is proposed in this study based on port-hole punching, in which

Vi



a server with public address is required to only create a direct link between the 10T devices and
has no further role in the communications. Hence, the proposed method has significantly reduced
the time required to deliver the packets, as well as reducing the resources required from the

designated server, such as the bandwidth and processing power.

Keywords: Internet of Things, Porthole Punching, Point-to-point Connections, Internet

Protocol.
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1. INTRODUCTION

Other than computers, numerous smart gadgets have been linked to the internet in recent years as
the age of smart devices has progressed. The goal of these connections is to enable these devices
to communicate with one another as well as access internet services [1]. These connections allow
for the collection of many forms of data from various places, allowing for a greater understanding
of the environment and better judgments. The Internet of Things (IoT) is a network of connected
gadgets such as vehicles, appliances, and other household items.refrigerators and even lights have
been connected to the internet [2]. However, as the internet is designed and implements mainly
for computers, it has become important to accommodate the rapidly growing number of these

devices and propose services that are more suitable for them to use [3].

Because the addresses used to differentiate each device are limited, one of the fundamental issues
of the internet is dealing with the continually rising number of devices linked to it. Despite the
fact that the internet's addressing technique can support 4,294,967,296 hosts since each address is
four bytes long, the fast increasing number of devices connected to the internet, per person,,
imposes the need to expand this addressing method [4]. To overcome this limitation, the internet
uses private subnets, where the devices in such a network have access to each other but cannot
be accessed from outside the network.However, these devices still have access to the internet
using a router that redirects their traffic to the corresponding hosts on the internet [5].

As the hosts in a private network are not reachable from the internet, the available addressesin the
system used for the internet are split into multiple ranges. The public and private rangesare the most
important, which are used to connect devices to the internet and allow them to access the services
available on the internet. Public addresses are assigned to hosts that provide these services, so
that, they can be reached from anywhere on the internet. Private addresses are used for hosts in
the private networks, where hosts on the internet are not allowed to use the addresses in these
ranges to prevent any confusion. However, the route back to the hosts that requested the services

is still required, in need for internet services to be able to send answers back to these hosts [6, 7].



Each host on the internet or in a private network can provide, or make use, of one or more
services, using different applications. Thus, in addition to specifying the host that the data is
targeting, it is also important to specify the application running on that host that the data mustbe
delivered to. For this purpose, a two-byte value, known as the port number, is appended with the
address of the host in order to identify the application that the traffic is designated to. Port
numbers of services provided on the internet are predefined, so that, the applicationscan access
them. However, when an application accesses a service on the network, or the internet, a random
port number is assigned to that application, using any unused port numberon that host. The remote
computer communicates with the host requesting the service using the host's address and port
number [8, 9].

Multiple devices on different private networks may have the same address, which makes it
impossible for the routers that connect networks on the internet to distinguish which of thesehosts
is the traffic directed to. Thus, the router that connects these private networks to the internet
manipulate the addressing information in the traffic directed out of the network. Theaddress that
the packet is originated from is changed to the public address of the router, whilethe port number is
changed depending on the available port numbers on that address, whichare not assigned to other
applications. When the traffic is transmitted to the internet's destination host, the address
information retrieved by the destination host point to the public address of the router. Thus,
responses are sent back to the public address of the router, which keeps track of the changes it
makes to traffic so that it can deliver it to the host that initiatedthe communication [10, 11].

Hosts that belong to private networks can initiate connections to other hosts on the internet, which
have public addresses, and the domains on the internet may respond to the hosts on the private
network. However, hosts on the internet, as well as hosts in other private networks, cannot initiate
connections to hosts on a certain private network. Thus, to establish communications, normally,
between two hosts over the internet, one of these hosts must havea public address, so that, An other
device creates a link that may be used to send and receive data. However, devices on different
networks, especially the 10T devices, need to interchange information in order to achieve the

tasks assigned to them. For this



purpose, computers with public address, known as relay or proxy servers, are used to redirecttraffic

among these devices [12, 13].

Hosts that need to interchange information over the internet are connected to the proxy server,where
each host establishes the connection that allows the data to be transferred back and forth. When
one of the hosts needs to send data to another, data is provided to the proxy server, together with
details about the device to which the proxy server must send the data.. Using the connection
established by the other device, the proxy server, then, deliversthose data to the intended host.
However, One such design necessitates the usage of a host with relevant application transmission
capacity to handle the communicationsamong an enormous number of devices. Moreover, the fact
that the data must be delivered tothe proxy server before they are forwarded to the destination host
imposes security threats, as these data are revealed and cached in the proxy server. Revealing
sensitive information tothe proxy server does not only jeopardizes its confidentiality, regarding
the proxy server, it also imposes the risk of revealing and manipulating it by attackers who gain

unauthorized access to the proxy server [14, 15].

Another technique is used by computers to establish communications among computers over the
internet. This technique also uses a server with a public address that can be reached by all the
hosts that intend to communicate with each other. However, in this method the server’s role is
limited to introducing the information of the remote device to each other. This method is known
as porthole punching, where both devices that intend to communicate establish connections to the
server in order to reveal their public address information that can be used to deliver data to them.
After delivering the information of one of the hosts to the other, or both information to each other,
the communications between these devices are established directly, i.e., the traffic is initiated
from one device to another without being passed through the server. This method improves the
security of the information being exchanged and minimizes the route it follows to reach the

destination device, compared to the use of proxy, or relay, servers [16, 17].



1.1 PROBLEM DEFINITION

Various sorts of gadgets are linked to the internet in order to exchange data in order to complete
their functions, which has created the Internet of Things. According to the limited numberof public
addresses available for the hosts connected to the internet, Before connecting to the internet, the
majority of gadgets are linked to private networks. Hosts on private networks can communicate
with each other and any other host with a public address on the internet. However, these devices
do not have the ability to communicate with hosts on otherprivate networks. In order to establish
communications among these devices, In the earlier methods, servers were utilized. These servers
have a public speech available to anybody with a connection to the internet, so that, to transmit
data from one host to another, the transmitting device writes the data to the proxy server, which
delivers them to the destination device. Thisapproach has three main drawbacks, which are the
security of the interchanged data, the huge resources required by the proxy server and the high

latency.

Revealing the data to the proxy server imposes the risk of compromising these data by attackers
that gain unauthorized access to the proxy server, in addition to the risk of revealingthe data to a
third-party, which is the proxy server itself. Attackers who gain access to the proxy server can
also manipulate the cached data, so that, Wrong data is supplied to the destination device, which
has an impact on the reception device's results relative to the faults caused by the incorrect data.
Moreover, as all the data flowing from one host to another must pass through the proxy server,
huge resources are required to handle all these communications, especially the processing power
and the bandwidth of the proxy server. Asthe data flowing through the proxy server increase, the
resources required from the server arealso increased. Otherwise, dramatic latency is imposed in
order to handle this amount of data.In addition to the resources’ limitation, When a proxy server is
used as a middleman in connection, the data must take a longer path to reach the target host than

if the data were sent straight of one site to the other.



1.2 THE AIM OF THE THESIS

The study seeks to propose a communication system that allows 10T devices in different, as well
as the same, private network to communicate with each other using the minimum possible route.
To achieve this goal, a server is required to deliver the informationthat can be used to contact a
certain host to the other one. However, the server in the proposedmethod does not have any role in
the communications. though when the devices that need to engage with one other find a clear
connection, the server's function ends.The proposed system uses port hole punching approach to
retrieve the information ofthe public address that maps the communications back to the intended
host. This informationis forwarded to the other device, which uses it to contact the requested device
and interchangethe data, without sending them to the server. In addition to minimizing the path, the
proposed method increases the security of the communicated data, as they are not revealed to a
third- party and any extension of the communications route is eliminated. Moreover, as the role of
the server is terminated by establishing the connection between the communicating device,
Because the resources used are unrelated to the data being transferred among these devices, a

server with low resources may manage a large number of 10T devices.

1.3 THESIS LAYOUT

The rest of the study is structured as follows:

i.  Chapter two reviews earlier studies related to the methods and applications related to
the topic of this thesis.

ii.  Chapter three describes the proposed method, including the role of the server and the
connection establishment procedures.

iii.  Chapter four presents the experiments conducted to suggested approach is utilized
to establish connections, assess the performance of the 10T device., as well as, their
performance when using the existing proxy-based method.

iv.  Chapter five discusses the results of the conducted experiments.

v.  Chapter six illustrates the conclusions of the study.



2. LITERATURE REVIEW

Communications among devices connected to a network are established based on predefined
protocols that define the formation that is used to transfer data from one host to another. These
protocols are derived from the internet protocol, which defines the basic characteristics of the
protocols used in the network. However, different protocols use different approaches to deliver
the data from one host to another. Thus, each protocol has its own benefits that make it more
appropriate for some applications than other [18, 19]. Two of the most extensively used Internet
protocols are Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) (IP). To
demonstrate the unique features of each methodology and select the most appropriate one to
establish point-to-point communications among loT devices [20, 21]. These protocols, as well as,

porthole punching are illustrated in this chapter.

2.1 INTERNET PROTOCOL

A packet sent across the network from one host to another travels through the five layers shown in
Figure 2.1, which are chosen from the Open Systems Interconnection (OSI) model, in order to be
translated to the proper format for the media used to link the host to the network. Each layer
processes sent packets from top to bottom, whereas received packets are handled in reverse order
[22]. The Network Interface Controller, as the name implies, is in charge of the physical layer
activities (NIC), which converts the digital information coming from the link layer into electrical
signals that can be transferred using the media that the NIC card is connected to. The duty of the
link layer is to ensure that the transmitted information is directed to the requested host, on the
hardware level, i.e., the NIC of the transmitting host communicates only with the NIC of the
receiving host, or the host responsible of forwarding the transmitted message to the destination
host. These two layers handle the communications at a very low level, very close to the hardware
of the NIC, and are out of the scope of this study. However, the remaining layers, which are the
network, transport and application layer, are of significant importance for establishing direct

communications among 10T devices [23].
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Link

Physical

Figure 2.1: Communication layers used in networking

As defined by the internet protocol, each host on the network is identified using four bytes, which
are known as the IP address. Such domain is established at the network layer and is used to
address the data transferred across the network to its intended destination. These addresses are
split into ranges based on the restricted number of usable IP addresses, which is limited by the
four-byte width. Each range has a defined function. Using these ranges, it becomes possiblefor any
number of hosts to be connected to each other by creating subnets. These subnets aredefined by
the netmask, which specifies the range of IP addresses that a host in a certain network can
communicate with, directly. The netmask is also described using four bytes, butthe values of these
four bytes have different topology [8]. Some of the widely used IP rangesare [24]:

i.  Public IP addresses: These addresses are unique over the internet, so that, no two hosts
can have the same address. A public IP address may be in the range 1.0.0.0 to
191.255.255.255. As these addresses are unique, Any domain having a public IP

address may be contacted through the web from every host.

ii.  Secret Ip address is assigned to hosts who are not required to offer net access.
connections. However, these hosts may access hosts that havepublic IP addresses and



communicate with them, using gateways. Three main ranges exist to be used for
private IP addressing, which are 10.0.0.0 to 10.255.255.255,

iii. 172.16.0.0 to 172.31.255.255 and 192.168.0.0 to 192.168.255.255. Multiple hosts
iv.  may have the same private IP address, but are nested in different subnets.

v. Loopback IP addresses: Addresses in this range point to the same host, which is
normally used for testing the protocol operations and test applications on the same
computer, on how to respond to requests over the network. The range reserved for
these addresses is 127.0.0.0 to 127.255.255.255.

That whenever a server tries to transmit a packet, the target host's IP address is compared to the
range of IP addresses in the same network, as determined by the subnet mask. The range of IP
addresses that may be used is determined by comparing the bits in each byte of the subnet mask to
the corresponding bits in the bytes of the IP address. be contacted directly is calculated. The first
IP addressin the network is calculated by setting the bits in the IP address of the host to zeros, for
eachbit that has a zero bit in the same position of the subnet mask. The last IP address in the rangeis
calculated by setting the same bits to one [25]. The initial IP address of the subnet is 192.168.1.0,
as illustrated in the example in Figure 2.2 as the value of the last byte of the subnetmask is 0, while
the last IP address in that subnet is 192.168.1.255. This subnet can also be described as
192.168.1.0/24, as the first IP address of the subnet is 192.168.1.0, and the subnet mask consists
of 24 bits with values equal to one. Thus, the first IP address of the subnet cannot be assigned to a
host, as it is used to describe the range of the network. Moreover, the last IP address of the subnet
is also reserved, and cannot be assigned to a host, where packets sent to this IP address are
broadcasts to the network, i.e., sent to all hosts in the subnet. Thus, the last IP address is known as
the broadcast IP address of the network.



192 168 1 10
IP Address
11000000 10101000 00000001 00001010
255 255 255 0
Subnet Mask
11111111 11111111 11111111 00000000

Figure 2.2: Sample IP address and subnet mask of a host in a subnet.

If the destination host's IP address is in the same subnet as the source host, the packet is sent
straight to the destination host. The IP address of the destination hosts, on the other hand, does not
belong to them. The packet is transmitted to a specific device in the network, which is on the
same subnet. is used to interconnect different subnet, known as the router. These routers have the
ability to connected different subnets, using multiple NICs. The IP address of each NIC must be
within the rangeof the subnet that it is connected to. Using tables, known as routing tables, these
routers canmake the appropriate decision about the To deliver the packet to the targeted host, the
packet should be passed to the next hop. If the target host's IP address is lies in the range of one of
the subnets that the router is connected to, it is directly delivered to that host, otherwise, the
packet is forwarded to another router [26]. This topology is the backbone of the internet, where the
routing table are either statically configured in the routers, or generated automatically, by

interchanging information about the subnets that each router can reach [27].

Moreover, a single host on the network may provide or access multiple services on another host,
which require the identification of the application running on a certain host that the packet is
targeted to. For this reason, each application is assigned with a specific number thatcan be used to
distinguish that application, among many applications running on the host and accessing the
network. This number is known as the port number, and have a size of two bytes, i.e., a range from
zero to 65535. Thus, If a host asks that packets be sent to a specific host, the IP address of that
host must be specified as well as the port number that theapplication is expecting the packet to
arrive on. The socket is the pairing of an IP address and a port number. each connection is defined



by the source anddestination socket information [8, 28]. Normally, hosts that provide services over
the networkuse predefined port number for the application that provide the service, so that, hosts
can reach to those services, while random port numbers can be assigned to the applications
initiating the connection, so that, the requested service can send the required information to the
requesting application. Some of the well-known examples of port number are the ports number
80, for Hyper-Text Transfer Protocol (HTTP) web services, 23 for telnet, 53 for Domain Name
Server (DNS) requests and 20 for File Transfer Protocol (FTP) [29].

Due to the limited amount of public IP addresses accessible, these addresses are often provided to
routers that link subnets to the internet. As the routers in such topology handle all the traffic

outside the subnet, they are called gateways. Hosts in the subnet sent all

packets that have destination addresses outside the range of the subnet to that gateway. However,
as most of the connections to internet services require responses to be It is critical for servers
outside the network to detect the path back to the host that originated the connection. Because
these hosts may have private IP addresses that are replicated across networks, a subnet's gateway
utilizes a method known as Network Address Translation (NAT) to mask the IP addresses of the

hosts in the private network using its own public IP address [29, 30].

As illustrated earlier, normally, hosts with private IP addresses are not reachable from outside the
subnet that they belong to. Thus, a response from a host on the internet cannot be sent back to the
host requesting the services, as the private IP ranges do not exist in the routing tables of the
routers. Many hosts may have the same IP address, which makes it impossible for the routers to
distinguish the requested host. Thus, the source A host with a private The IP address and port
number of an Ip vary at the channel's entrance. This gateway uses a random unused port number
and its own public IP address as the source socket in thepacket. Information about this mapping is
stored in a table in the gateway, known as the NAT forwarding table, so that, a host on the internet
sends the information back to the gateway of the network, using the socket information in the
packet, instead of using the the host's private IP address. When a packet arrives at the gateway, the
port number in the packet's destination socket is compared to the gateway's NAT forwarding
table. Then, using the socket information of the host in the private network that originally initiated

10



the communication, extracted from the NAT forwarding table, to forward that packet to the
intended host [31]. An example of the steps executed in the gateway to Figure 2.3 shows how to
use NAT to create communication between a host on the private network and a host on the
internet.

NAT Table

8305 1I92.168.1.10:126

19.11.20.11:28305

— Destination:

1- Request

Source:

4.3.45:80 4- Response 4.3.4.5:8 -

192.168.1.10:12654 3- Response
Source: -

Destination: Source:
434580 4.3.4.5:80
Destination: Destination:
192.168.1.10:12654

19.11.20.11:28305

Figure 2.3: Sample communications with NAT.

2.2 Transmission Control Protocol / Internet Protocol (TCP/IP)

The TCP/IP protocol is implemented in the model depicted in Figure 2.1's transport layer, which
is above the network layer and below the application layer. In order to be communicated to the
target host, data transmitted by applications is separated into packets in the application layer. A
three-way handshaking protocol is used to establish a connection between the source and
destination sites before the packets are sent. The source host sends a connection request to the

destination host, which should respond with a connection acceptance message, which the source

11



host confirms. Once the link has been established,the packets are sent from the source host, after
being encapsulated by the TCP/IPprotocol [32]. This encapsulation adds a total of 20 bytes to each
packet, shown in Figure2.4,where in addition to the standard information required by the internet

protocol, information about the position of the packet in the sent data is also included. Using such

an approach, thereceiving host can rebuild the send data, even if the packets are received in a non-
ordered manner. As packets may follow different routes, depending on the decision of the routers
that connect the communicating hosts, some packets may go through shorter paths, while some
may follow a longer one [33, 34]. Thus, these packets may not be received in the same order they
are transmitted and using the position that the TCP/IP added to the packet, they are rearranged and

presented to the

source port number destination port number
2 bytes 2 bytes
sequence number
4 bytes
acknowledgement number
4 bytes
data offset | reserved control flags window size
4 bits 3 bits 9 bits 2 bytes
checksum urgent pointer
2 bytes 2 bytes

optional data
0-40 bytes

Figure 2.4: The structure of the TCP/IP's header [35].e application layer [35].

12



Moreover, each packet received by the destination host is acknowledged to the source, so that, the
source host retransmits packets that haven't been recognized Although a failure to acknowledge
the arrival of a packet may occur for one of two reasons, unacknowledged packets are
retransmitted by the source hosts regardless of the cause since the host is unable to determine the
exact cause of failure. Loss of a packet broadcast from the source to the destination, or loss of the
acknowledge message sent back to the source hosts, might cause an acknowledgement failure,
from the destination host. Packets retransmitted from the source host are acknowledged by the
destination host, regardless of the actual reason, which is known to the destination host, because
without sending back such acknowledgment, the sources host keeps sending the same packet over
and over [36].

2.3 User Datagram Protocol

This technique is also implemented in the model presented in Figure 2.1's network layer, which
transports data from the application layer to the networks layer, and the other way around as
illustrated in Figure 2.5, this technique simply adds eight bytes of information to the packets.
Only the source and destination port numbers, the length of the data in the packet, and the
checksum of this data are included in the information., the only possible check that can be
executed over a received packet is the validity of the data. This check can be executed by
calculating the checksum of the data received in the packet and compare it to the checksumarrived
in the packet. If the calculated checksum is different from the received one, the datais considered
invalid, regardless of the possibility that the data may be received correctly butthe error occurred
in the checksum of the packet. However, in most of the application, the data received in a packet
that is not validated using its checksum are also forwarded to the application layer, but with a flag
that indicates that the data is invalid [37].
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Source port number Destination port number
2 bytes 2 bytes
Length Checksum
Data

0-64,507 bytes

Figure 2.5: The structure of the UDP's header.

As the header of the UDP does not include any information about the position of the packetin the
transmitted data, these packets are forwarded to the application layer, according to theorder they
reach the destination host. Moreover, the UDP does not require any connection establishment
prior to data transmission, i.e., data can be sent directly to a UDP port that is assigned to a specific
application, and these data are forwarded to the application layer. However, as the amount of
information added by the header of the UDP is relatively smallerthan that added by the TCP and
according to the higher capacity of the UDP packet to transfer more data, it is widely used in
applications that require faster data transfer, where the structure of the data is less important. An
example of such an application is the Voice Over IP (VOIP) applications, where the sound is
transferred from one host to another using the UDP protocol, in order to establish telephone-like
communication. In such application, whena packet is received and the audio data in it are decoded

and delivered to the user, any packets

prior to it become of no importance, so that, retrieving a packet that has been lost prior to thispacket
has no value to the user. Thus, it is more important to make use of the higher capacityof the UDP
protocol for such application [37].

14



2.4 The IEC 870-5-101 Protocol

The IEC 780-5-101 protocol is one of the widely used protocols in remote data collections
systems, SCADA (Supervisory Control and Data Acquisition) systems, for example. This
protocol has two types of messages, the fixed and variable length messages. Fixed length
messages are normally used to send commands among the different parts of the system, whilethe
variable length messages are normally used to send data. The popularity of this protocolis a result
of the low size of the data used to encapsulate the information being sent, the need of
acknowledgment per every sent packet, and the ability to detect errors in the data sent in the
packet [38]. Per each variable length packet sent using this protocol, only nine bytes of data are

added to the original data in that packet, as shown in Figure 2.6.

Start 68H

Length of data

Length of data (Repeated)

Control field

Address field 1
Address field 2
Payload data

Checksum

End 16H

Figure 2.6: Structure of the IEC 870-5-101 packet [38].
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Each variable length package must start with the value of 68H, which is followed by the length of
that payload data repeated twice. The control field is used to append information about the
communications to the packet, so that, the source device can send information to the destination
device, such as whether to expect further packets or this packet is the last in the transmission. Two
address fields can be used to specify the address of the destination device, as this protocol can be
implemented in the transport layer in a communication systemwhere each device can have a two-
byte address. Before the packet is terminated with the value 16H, a single-byte checksum is
calculated for the payload and appended to the packet,so that, the destination device can verify the
incoming data in order to detect any corruption. The checksum is calculated by summing all the
payload data and selecting the leastsignificant byte of the summation results, as this byte if the

most sensitive in the calculated summation against any corruptions during transmission [39].

If a package arrives at its desired target, the packet is validated using a set of rules that must be

met [40]. These rules are:

I.  The received packet starts with the value 68H.

ii.  The value of the data length must be identical in both fields.

iii.  The length field's value corresponds to the size of the payload data received in the
packet.

iv.  The received packet is terminated with the value 16H.

v.  The checksum in the received packet is identical to the checksum calculated for the
received payload data in the packet.

That whenever a packet is deemed to be legitimate, a single-byte acknowledgement message with
the value E5 is sent back to the transmitter. If the transmitter doesn't get a response from the target
device, the packet is retransmitted with an indication in the control fieldthat it is a retransmitted
packet. Thus, if the packet is found to be corrupted at the destinationdevice, no acknowledgment is
sent back to the transmitter, so that, corrupted packets and packets lost during communications are
retransmitted by the source device.
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2.5 PROXY SERVERS

Proxy servers, also known as relay servers, are computers that are reachable by the different
devices communicating on different networks. Despite the possibility that these devices may or
may not be reachable by each other, these devices must always establish communicationsthrough
the relay server, as it is guaranteed to be reachable. The relay server manages the data flow from
one device to another, where the destination device is defined in the data sentto the relay server.
The relay server looks for the target device among the devices connected to it and transmits the
data to it as soon as the data is received [41]. As shown in Figure2.7, each piece of information
sent from one device to another using this approach must go through the proxy server, which also
stores them in certain situations, such as logging or delivering the data when the destination
device becomes available. Moreover, the figure shows that any communications between the

devices A and B are required to go through theproxy server, despite both devices are on the same

e\ W o )

Figure 2.7: lllustration of proxy server topology.

Many methods are proposed to allow IoT devices to communicate using proxy servers, suchas the
method proposed by Maureira et al. [42] that allows users to define variables for the 10T devices
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to write values to, so that, other devices can read these values in order to deliverthem from one
device to another. The server also stores all the values written to the variables, so that, users can

retrieve logs of the values with their timestamps. This illustrates how values

should be provided to the proxy server in order to transmit them across multiple devices,
jeopardizing the security of data shared between these phones, even if it is encrypted. Moreover,
this method does not provide the ability to send any confirmations between the communicating

devices, unless another variable is defined for this purpose.

Another method is proposed by Banaie et al. [43] based on the use of a proxy server to
accomplish communications among loT devices. However, this method emphasizes more onthe
receiving device and data validation, in order to deliver the most up to date data to that device.
This method uses a hybrid proxy model to queue the information incoming to the proxy server, so
that, the least possible delay in values update is achieved. If the requested data is found to be
outdated, A demand to transfer the most current version of the desired information is sent back to
the source device. This illustrates the heavy load applied by the communicated data over the
proxy server, as it must handle these data by receiving them from the source devices, store them

and forward them to the destination devices.

Jin and Kim develop an 10T proxy that is based on virtual resources to interpret communications
among loT devices that use different protocols and services available on theinternet. This allows
the heterogeneous platform, applications and devices that comprise the internet of things to
communicate with each other, regardless of their implementation. The proxy server uses the
resources of the Open Connectivity Foundation to allow all these devices to connect to the proxy
server and communicate with the other devices or the web services. The clients can also use
consistent discovery interface in order to explore the existing devices and services on the internet

that can be communicated or exploited.
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2.6 PORT HOLE PUNCHING

As illustrated in this chapter, when a device communicates with another on a network, both
devices need to know the socket information of the other device in order to transferinformation.
The device that is initiating the communications use a predefined socket of a device on the
network that has a known address and is listening for connections on the predefined port. The
socket information of the client is contained in every packet transmitted by the client, so that, the
listening server can send back the information requested

from the client, or any other connection-related information. Packets outgoing from a private
network to another are masqueraded at the gateway of the network, as the address of such devices
is not reachable from remote networks. The gateway replaces the socket informationof the source
device is replaced utilizing the gateway's IP address and an arbitrary destination address that hasn't
been allocated to any other sites on the network, by the gateway. Information about the original
socket information and the replaced one is stored in the NAT table at the gateway, so that, when
data are received on the new socket information, these data are forwarded to the original device

that initiated the communication [44].

As soon as a new socket is assigned at the gateway for a specific port on a certain device, thedata
received on Regardless of the source socket information in the packet, it is routed to the selected
device. Thus, in Figure 2.8, if the device A sends data to the deviceB, which lies in another subnet,
and the socket information of the received packet is shared with the device C, any data incoming
to that socket from device C are still forwarded to the device A. Using this approach, Device C
has been able to communicate with device A directly, despite that these devices are in different
networks and have private IP addresses. This approach is known as porthole punching [45].
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Figure 2.8: lllustration of the porthole punching approach.

The use of porthole punching with the TCP protocol is more complex to achieve, comparedto the
UDP protocol, which required more of the limited resources on the 10T devices. This complexity
is a result of the handshaking required by the TCP protocol to establish a

connection between the communicating devices, prior to any data communications, where the
socket information of both devices is used during the handshaking. Moreover, the complex header
added by the TCP protocol also includes sequence numbers that are used torearrange the received
packet, in case the data are not received in the order they are sent in [45, 46]. Thus, must
applications that employ port hole punching rely on using UDP protocol, as no connection
establishments are required and the information is forwarded to the hosts in the connection

regardless of the source socket information in the packet.

Using port hole punching, the path between devices from different networks is minimized,
compared to the use of the proxy server, which improves the communication speed by eliminating
any unnecessary hops in the path. When a proxy server is used to establish the communications,
In reaching its target device, every packet must first transit via the proxy server, in most situations

lengthens the route between them. Furthermore, because the proxy server reveals details sent from
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hole punched increases the security of the item by allowing it being sent to the targeted system.
give a clear picture by avoiding the proxy server and reducing the number of hops to the shortest

possible, reducing the security threats posed by intruders and hackers.

The method proposed by Sung Woo Cho [47] uses UDP port hole punching to communicate
sensitive and personal information among devices in a social network. Instead of the existingsocial
networking methods, such as Facebook, Yahoo and Twitter, this method does not usea centralized
computer to store and exchange this information. The server in this method onlyexchanges network
socket information among related devices, which is used by these devicesto communicate the
required data. Using such an approach, the communicated data is never delivered to the server,
which improves the security of the personal and sensitive data being communicated. This
application illustrates the importance of employing UDP hole punchingregarding the security of

the communicated data [48].

An update distribution system is proposed by Herry et al. [49] that employs UDP port hole
punching to transfer a large amount of data between different devices on different networks.
Instead of using a single host for all computers to download these updates, any host that has the
update also has the ability of communicating with the host requesting the update using porthole
punching. Using such an approach, the load on the single host that has these updatesis reduced, as
the load is distributed over different networks or hosts. This application illustrates the reduction in
the bandwidth consumption from the main server that is providing the server, as well as the
resources required to handle these connections. Thus, better servicesare provided to the end users,
and less resources are required from the main server, which reduces the expenses required for the

bandwidth and resources.
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3. METHODOLOGY

The method proposed in this study relies on a computer that is reachable by all the loT devices to
manage the connections among different IoT devices, hence, the server is denoted as the
Connections Management Server (CMS). The main task required from the server is toestablish
point to point connections among the 10T device, where these connections are used for data
communications directly from one loT device to another, without sending any data to the CMS.

However, 10T devices would still keep a communication link in order to exchange orders with it.

3.1 CONNECTIONS MANAGEMENT SERVER

In order to create point-to-point connections with other 10T devices, any l0T device that desires to
utilize the proposed approach must first establish and maintain a connection with the CMS using
TCP/IP protocol. This connection is never used to interchange users’ data but it is mandatory for
the CMS to send command and receive requests from the 10T devices. An IoT device is registered
to the CMS using a device ID and a secret key, which are used to authenticate the 10T device to the
server when establishing the TCP/IP connection.After the connection is established and the device
Is authenticated, it is the device’sresponsibility to maintain that connection, by checking the status
of that connection and establish a new connection in case the older connection’s state changes to

disconnected.

When a connection to a certain loT device is required, the source device sends a request to the
CMS asking for the connection information of the destination device. This request must be
initiated from an authenticated device and includes the ID of the destination device and its secret
key as well, to deny any unauthorized access. As soon as the request is received from the source
device, using the TCP/IP connection, the credentials of the destination device are authenticated
against the database of the registered devices. If the requested device existsin the database, the
CMS scans for that device in the list of devices connected to the server. Then, the CSM sends a
new connection request to the destination device, if it is found connected to the server. Otherwise,

The source device receives a failure message.
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Whereas if 10T destination device is found in the list of devices connected to the CMS, the server
starts listening for new UDP connection on any unused port number. In order to protect the CMS
from attacks that attempt to connect to any available listening port, which denies the legitimate
IoT device from making use of the service provided Each seeking to bring causes the server to
create a random string. This random string must be unique among the strings created for the
devices presently connected to the server, and it is delivered to the destination device together
with the CMS's expected port number.When the destination device receives a connection request
from the CMS, through the TCP/IP connection, with the random string generated for the new
connection The target 10T device initiates a new UDP connection using the port number on which
the CMS is listening for a connection. The random string obtained from the CMS over the TCP/IP
connection is transmitted back to the server to verify the connected device's validity. The CMS
examines the source IP address in the received UDP packet, which must be equal to the source IP
address in the TCP connection, as soon as the connection is established and the string is received.
If the IP addresses are same, the CMS is activated. validates the received string againstthe one sent
to the 10T device, which proves that it is the same IoT device that the connectionis requested from,

as it is possible to have multiple devices sharing the same public IP address.

The source socket information in the received packet, which includes the IP address and port
number, is obtained by the server and transmitted to the 10T device that requested the connection
when a new UDP connection is verified at the CMS. As the necessary entries in the NAT tables
are already made by the routers responsible of connecting the 10T device to the internet, when the
device has sent the string to the assigned UDP port at the CMS, the route back to the device is
already established using the socket information provided by the CMS. Thus, the 10T device that
has requested the connection can use to socket information receivedfrom the CMS to send the data
to the requested device directly, without forwarding them to the server. Thus, the UDP port that
the CMS server has used to wait for a connection from the requested device is no longer needed

and can be closed or used with other devices.
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Algorithm 3.1: summarizes the steps required to establish point to point connections using theproposed
method.

Algorithm: Creating an loT stage communication. This method establishes internet
connections amongst 10T devices. The asking device is represented by the The desired
loT device is represented by the Interval scale, whereas the function f represents the

desired lot system.

Input: As in an 10T device with ID=y, a connection request is sent to a Device with
ID=x. Cx and Cy interfaces are intended to be used to communicate those devices to the

Server.

Step1: [Nnitialization

As a string, use the socket /Storage of the asked device's socket details, to be
transmitted to the asking one.

Verify to see if the device you're looking for is linked to the service that
manages connections.

If x can sometimes be accessed via Cx, then
Strings like a one-of-a-kind string

Step2: /Instruct the desired device to use the existing connection to establish a

new connection.

Deliver a message to machine x to establish a new communication to

On any CMS-accessible ports (P), the CMS uses Like for verification.

Step3: /Wait again for requested object to interact with the CMS to use the CMS's new
bridge.
Nevertheless (On line P, there is no new connection from x)

Using port P, look for a new connections from x.

Step4: / Can get external port data for the user's includes a pair to line P.

Connection Access data about the distant socket for the connection

made via port P.

24



StepS:

If Socket and AS are valid:

Step 6:

Even if everything fails, notify the asking device that the desired item is
unavailable.

Convey the signal "Unattainable" to device y through Cy.

25




3.2 POINT TO POINT CONNECTIONS ESTABLISHMENT

After illustrating the role of the CMS server in retrieving and providing the information required
to establish a point to point connection by the 10T device, it is important to describe how such
connections are established, from the IoT devices’ point of view. First, each IoT device connects
to the CMS using the TCP/IP protocol and provide its authentication credentials. Devices that are
not willing to communicate with others are also required to connect and authenticate to the CMS,
so that, if another IoT device requires communications with them, the required device can be
reached by the server. Each 10T device is also requiredto monitor the state of that connection, so

that, new connections are established if the currentconnection is lost for any reason.

When a connection to another 10T device is required, the requesting devices sends the login
credentials of the requested device to the CMS server, in order to prove the right to communicate
with that device. The requesting IoT device, then, receives the socket information, The desired
I0T device's public IP address and destination port are specified by the visible Id number, as well
as the device id The inquiring equipment transmits the data necessary for transmission to the

requested item using the socket information acquired.

from the content management system. After the data have been transmitted to the destination
device, the connectioncan be disposed as it is no longer required. Algorithm 3.2 illustrates the key
steps required toby the proposed method from the requesting device to send data to another 10T

device.
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Algorithm 3.2: Establishing point to point connection for data transmission.

Algorithm: Passing packets of data from x to y IOT through connection

Stepl: | /a fresh link attempt to the CMS server for the needed item.

Obtain connectivity data as from CMS for item (y).

Step2: | // To use the data from the CMS, access to the required device.

Utilize Info to communicate to an loT device.

Step3: | /Send all content to the specified device to use the connections based on the
connection evidence gleaned from of the CMS, without contacting the CMS
again. In the messages set, for each message:

Deliver the package to y immediately.

Step4: | /Close the desired device's connections.
y's connexion should be terminated.

A requested 0T device, on the other hand, is only required to send the random string sent from
the CMS, through the TCP/IP connection, back to the server using UDP protocol and the port
assigned for that device by the server, which is sent alongside with the string throughthe TCP
connection. As soon as the server authenticates the received information, the requested IoT device
receives the data directly from the 10T devices that requested the communications. The socket
information that permits this device to interact with the device that requested the communications
becomes accessible as soon as the first packet is transmitted to the requested device. This
information may be derived from the received packet's socket information, which is found in the
source's socket information. As a result, data may be sent back and forth between these devices.
These three stages are shown in Figure 3.1 shows how to link two lot technologies in a moment in

time link.
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Cen. Info: “IP:Port”

(2)Con. Heq.
(1)Con. td: x

loT
Device
ID:y

loT
Device
ID: x

loT
Device
ID: x

loT
Device
ID:y

Step 1
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Step 3

(1)Con. Info

loT
Device
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Device
ID: x

(3)Send Data
(2)Connect using Con. Info.

Figure 3.1: This figure depicts the three steps required to establish a node link among lot systems
using the proposed technique.

Moreover, as there is a significant chance that the IoT devices that require exchanging
information placed in the same environment, and most probably to be connected to the same
subnet, another approach is also utilised in the suggested technique, which tries connections first
using the desired 0T device's local socket details. As such information isnot known to the CMS,
this information is retrieved by the requested device and delivered tothe server with the random
string used for authentication. The server forwards both the localand public socket information to
the requesting device. The asking device then uses the local socket details to try to connect to the
other device. If the host isunreachable or the port is not listening for connections, the requesting
loT device attempts toconnect using the public socket information. Although such approach may
add another step to the connection establishment procedure, communications using the local
network can reduce the latency of data delivery, eliminate unnecessary processing by the gateway
and improve the security of the communicated data, as it never reaches the public network.

Moreover, devices that communicate using the local network become independent of the
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public IP address of the router, so that, losing connectivity to the internet does not interrupt these

communications.

3.3 APPLICATION-LAYER PROTOCOLS

As the 10T devices communicate with the CMS and each other using TCP and UDP protocols, a
predefined format is required, so that, the received information can be interpretedby the receiver.
As the TCP/IP protocol guarantees the delivery of the information communicated between two
devices intact, i.e., complete and in the same order they are transmitted in, a very simple protocol
is implemented to transfer the commands and requestsbetween the 10T devices and the CMS. The
information being sent from one host to anotherusing the TCP/IP connection are predefined, so
that, no definition is required for the information in the protocol. Thus, two symbols are selected to
indicate the beginning and theend of each piece of information, where the symbol < is placed
before the first alphanumerical character and the symbol > is places after the last one.

This configuration decreases the amount of processing needed by loT devices, since using more
complicated protocols like Hyper-Text Transfer Protocol (HTTP) or eXtensible Markup
Language (XML) takes more processing and therefore more resources. from the IoT device.
Figure 3.2 shows the formation required from loT devices to send their authentication credentials
and the data received from the CMS to initiate a new connection, where the top message
represents the message sent from the IoT device, with ID ‘IoT1’ and secret key ‘Secret-Key1’, to
the CMS for authentication. The middle message is an example of a requests for a connection
establishment on port 5261 from the CMS to the IoT device, using the random string
‘RandomString12’ for authentication. The bottom message is an example of a message sent to an
loT device that requested communication with the device ‘IoT1’, providing the device's IP

address and port number.
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<loT1><Sercret-Keyl>
<5261><RandomString123>

<35.28.16.41><3128>

Figure 3.2: Examples of the messages communicated among the devices in the proposed method.

Top: Authentication credentials from an IoT device to the CMS; Middle: new connection request

Moreover, as some applications require communicating sensitive data, where the completionand
arrangement of the data are important, and as the communications between the 10T devices is
implemented using UDP protocol, it is important to employ an application layer protocol that
ensures the arrival of the transmitted data as it is sent. For this purpose, the IEC780-5-101 protocol
can be used, which is illustrated in Section (2.1.3). The transmitting IoT device waits for a
confirmation message from the receiving one indicating that the data in the last transmission has
been received and validated. Next, the transmitting device transmitsthe next packet, until the entire
data is sent. The last packet created in the application layer, for the payload data, is marked at the
control field, so that, the receiving host can recognize that this packet represents the end of the
data being transferred. The data from the received packets are extracted and appended before

being forwarded to the application that isdesignated to interact with these data.

3.4 SUMMARY

Although the loT devices rely on the CMS to establish communications among them, the server
has no role in the data exchanging among these devices. The customer's role changes when a clear
link is created among Internet of things which need to exchange information function ends. This
approach improves the speed of the communications among the devices, reduces the resources
required from the server and secures the data flowing from one loT device to another, as they are
not revealed to the server. According to the very low resources required to manage the

communications among any number of 10T devices, the proposed method canbe run using on-
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premises, as well as, cloud servers.

The 10T devices can establish the communication in a simple three-step procedure, by
authenticating to the CMS, requesting the socket information of a certain 10T device then connect
to that device. The communications are formed using the Tcp / ip protocol, which lacks the
capacity to check and rearrange the received data to match the broadcast data in the event of any
changes occurring during transmission. As a result, for applications that transfer sensitive data

that must be received precisely as it is provided.
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4. EXPERIMENTAL RESULTS

Despite the illustrated benefits of using the proposed method in establishing point to point
communications among the 10T devices, It is critical to guarantee that the suggested approach has
no negative impact on the loT device's efficiency. The performance of the I0oT devices in
communicating data can be described using the energy consumption, time and total amount of
data interchanged in conveying the user's transmitted signalThus, three experimentsare conducted,
one using the existing proxy-server-based technique and two using the proposed method, to
evaluate the performance of 10T devices while transmitting a set amount of information from one

to another

For evaluation purpose, two of the popular ESP8266-E12 microcontrollers with embedded WIFI
modules, which are widely used in loT devices, are used in the implementation of the
experiments. For accurate evaluation, all servers that are used in the experiments to establish
communications among the loT devices are implemented in an Amazon Web Services cloud
server, with one virtual CPU running at 2.5GHz frequency and2GB of memory. The 10T devices
are powered through an energy meter, to calculate the consumed energy, The gateway device
collects the quantity of data sent from and to the 10T devices. Timers are also connected to the 10T
device, which are controlled by one of the pins of the ESP8266-E12, so that, the timer is started
before data transmission and halted as soon as all the data is transferred to the other device. The
servicesthat run on the server are implemented using The Microsoft Visual Studio development
environment allows you to use the C# coding language. Applications that run on Connected
systems and allow data to be transferred from one device to another are implemented using C++

programming language, using the Arduino integrated development environment.
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4.1 EXPERIMENT A -USING RELAY SERVER

This research looks at the present approach of employing a relay, also known as a bypass, system
to control the flow of electricity send data across numerous linked devices. The structure used for
this analysis is shown in Table 4.1, Both results were used as control values for comparing the

effects of the various approaches.

» »

Figure 4.1: The design for using a gateway network to transfer data from one lot system to some other
[50].

Any packet sent from one loT device to another must pass via the relay server, as indicated in the
diagram. This lengthens the journey that the data must go and jeopardizes the data's security since

it must be given to the relay server. Table 4.1 summarizes the outcomes of this investigation.
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Table 4.1: Observations of the an IoT device utilizing a relaying server to convey information.

Data (Bytes)
Energy(mWh) Time (Sec) Sent Received Total
1K 0.734 6.478 1863.00 572.00 2435.00
100K 3.886 44.244 103615.00 2403.00 106018.00
1M 12.716 122.342 | 1572864.00 14538.00 1587402.00
Avg 5.78 57.69 559447.33 5837.67 565285.00
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4.2 EXPERIMENT B —USING CMS AND PUBLIC SOCKET INFORMATION

In this research, channel punched is accomplished utilizing connection data obtained first from
CMS side of the connection, i.e., no knowledge well about 10T device's local socket details is
accessible. Even though the transmitting and recipient Connected technologies should be on the
same private network, connection is handled thru the network'’s internet gateway, It connects the
local network to the internet using a conventional gateway. Links are broken if the gateway loses
its internet connection, for instance, owing to a connection reset, and the Website must frequently
re knowledge here about how to contact the target server.The topology used in the stage 2 of the
this test is shown in Figure 4.2, where first phase, obtaining information from the CMS server for

the target device, is only done again.

N N
Sender loT ‘h ‘h Receiving loT

Figure 4.2: Representation of the structure utilized to transport data to use the suggested approach
through public socket port punching.

As shown in the figure, each packet of information needs to be delivered to the gateway of the
network, as these packets are directed to the public IP address of the subnet, which existsin the
router. Then, the router uses the NAT table in order to recognize the host that the packetshould be
delivered to. Thus, in addition to the dependency on the public IP address, this approach also
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increases the processing required by the gateway router to deliver the packet. To scenarios are
experimented using this topology. The first scenario does not use any protocols at the
applications layer, i.e., data is sent and received using the UDP protocol without any

modification. Table 4.2 displays the data obtained from the transmitting IoT device.
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Table 4.2: Observations of 10T devices exchanging information on the network socket using port
punching and no application layer protocol.

Data
(Bytes)

Energy Time Sent Received Total

(mWh) (Sec)
1K 0.53 3.15 1161.00 24.00 1185.00
100K 2.33 26.12 102537.00 24.00 102561.00
1M 6.36 61.07 1048713.00 24.00 1048737.00
Avg 3.07 30.11 384137.00 24.00 384161.00

The IEC 870-5-101 scheme is based at the application level in the later case to verify that the data
is received precisely as it was delivered. Packets are sent one by one, wherea confirmation is
required from the receiver to ensure that the transmitted packet is receivedand validated, before
the next packet is transmitted. The last packet in the transmission is marked at the control field, so
that, the receiving device can detect the end of the transmission, append the received packets and
forward it to the application responsible of processing the received data. Table 4.3 depicts the data

collected from the transmitting device in order to complete the transmission of data.
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Table 4.3: Observations of such an loT device sending data over a public socket employing port
punching and the IEC protocol on the application level.

Data
(Bytes)

Energy Time Sent Received Total

(mWh) (Sec)
1K 0.63 5.21 1186.00 49.00 1235.00
100K 3.51 35.72 104947.00 | 2434.00 | 107381.00
im 10.58 95.18 1073386.00 | 24696.00 | 1098082.00
Avg 4,91 45.37 393173.00 | 9059.67 | 402232.67

The findings demonstrate that using the application layer protocol enhanced the 10T device's
usage of resources. The additional time needed for processing the data, splitting them into packets
and encapsulating these packets before being transmitted over the networkhas also increased the
energy consumption, compared to transmitting the same amount of data using the application
layer protocol is not required. Furthermore, the data added to the payload data has also increased
the amount of transmitted data, which also increases the energy consumption, according to the
extra power required by the network module to transmit these data. The findings also reveal that
the quantity of data received by the transmitting device is now dependent on the amount of data
sent, which is a result of the confirmation messages sent back from the receiving to the
transmitting devices. However, the overall energy consumption and time required to send the

same amount of data has remained below those required by using the relay server topology.

4.3 EXPERIMENT C - USING CMS AND LOCAL SOCKET INFORMATION

The goal of this experiment is to evaluate the performance of lot systems while they are on the
same subnet and share local socket data over the CMS, using the suggested technique. As a result,

the requested 10T device's confidential socket information is sent to the CMS server, where it
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Because it cannot be retrieved by the CMS, it gets known to the CMS host. Such data is provided
to the requesting machine alongside public port details, which can be seen in Figure 4.3, As a
result, the enquiring machine tries to connect towards the output port using secret network data at
first. If the desired device cannot be reached using this information, the connection is established
using the public socket information.However, as the 10T devices in this experiment are connected

to the subnet, the private socket information is used to communicate their data.

Sender lIoT Receiving 10T

Figure 4.3: The architecture used to send data utilizing a private socket port punching is shown in
this diagram.
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As the figure shows, the data is transmitted directly between the communicating 10T devices,
without being forwarded to the gateway of the network after retrieving the local socket
information from the CMS. Thus, the communications between these devices do not rely onthe
gateway router or the public IP address, hence, losing internet connectivity or even losing the
gateway router does not interrupt the communications between the devices. The performance
measures collected from the transmitting device, Table 4.4 shows the results without utilizing the

application layer protocol.

Table 4.4: Observations of the an lot system sending data over a local connection via point punch.

Data
(Bytes)

Energy Time Sent Received Total

(mWh) (Sec)
1K 0.17 1.48 1161.00 38.00 1199.00
100K 0.81 11.08 102537.00 38.00 102575.00
im 3.20 24.87 1048713.00 38.00 1048751.00
Avg 1.39 12.48 384137.00 38.00 384175.00
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The performance of the 10T device transmitting the same data, The service layer's use of the IEC
870-5-101 protocol is also assessed. Table 4.5 summarizes these measurements for the

transmitting device.

Table 4.5: Observations of an 10T device sending data via a closed connection utilizing port bashing and
the IEC protocol at the protocol stack.

Data
(Bytes)

Energy Time (sec) | Sent Received Total

(mWh)
1K 0.24 1.71 1186.00 63.00 1249.00
100K 131 13.68 104947.00 | 2448.00 | 107395.00
im 4.25 38.97 1073386.00 | 24710.00 | 1098096.00
Avg 1.93 18.12 393173.00 | 9073.67 | 402246.67

The findings reveal that confidential socket data may be used to create conversations among I0T
devices. in the same subnet has been able to reduce the difference between the resources required
when the IEC protocol is used in the application layer, and when it isnot used. Moreover, The
amount of bytes received by the asking End devices has also grown marginally, according to the
data, which is a result of sending the local, in addition to the public, socket information by the
CMS. However, this information is sent once, which illustrates the slight increment, but it has

significantly reduced the resources consumption atthe transmitting loT device.
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The average performance of the transmitting device using the existing relay server method, as
well as the different scenarios implemented using the proposed method are summarized in Table
5.1. This summary allows comparing these results to each other and the existing method, to
illustrate the improvement in performance and the suitable scenarios that can be implemented for

different applications.

5. DISCUSSION

Table 5.1: Summary of the transmitting device's average performance in the conducted

experiments.

Data (Bytes)
Energy (mWh) Time (Sec) | Sent Received  Total
Relay Server 5.78 57.69 559447 5837.67 565285
- Public Socket. 3.07 30.11 384137 24 384161
%g Public Socket + IEC. 491 45.37 393173 9059.67 402233
« & | Private Socket. 1.39 12.48 384137 38 384175
= Private Socket + IEC. 1.93 18.12 393173 9073.67 402247

Based on this summary, Figure 5.1 illustrates the average energy consumed by the transmitting
IoT device, for all the evaluated approaches, to transmit the exact same amount of data. These
dialogues are completed in the time it takes to transport data from one loT device to another.
Figure 5.2 depicts the time it takes to transmit the same data from one 10T device to another under

different scenarios and approaches. layer has increased the energy consumption, compared to the

applying the same topologies without the IEC protocol in the application layer.
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Figure 5.1: lllustration of the average energy consumption by the transmitting loT device in the
evaluated topologies.
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Figure 5.2: Average time required to transfer the data in the evaluated scenarios.
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Figure 5.2 shows the amount of time it takes to transmit the same data from one 10T device to
another using various methodologies and This comparison shows that in addition to the security
improvement imposed by the proposedmethod, Because of the restricted connection of such units
in specific application, the amount of data sent and received by the receiving End devices is
indeed important to monitor. The numbers of bytes delivered and received by the transmitting 10T
device on an average basis.. Even the extra time required to preparethe data for transmission,
using the IEC 870-5-101 protocol, the communications have been faster than using the proxy
server, despite the use of the gateway’s public IP address. Moreover, the use of local socket
information to connect to the requested device, directly, has also shown significant impact over
the communications speed. Thus, despite the slight difference that the addition of the local socket
information exchange poses to the communications, the difference in speed is significant, which

makes this addition efficient.

Because of the restricted connection of the these devices in specific application, the volume of
data moved from and to the transmitting I0T device is also vital to track. The numbers of bytes
delivered and received by the transmitting loT device on an average basis, as well as their totals

are illustrated in Figure 5.3.
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Figure 5.3: lllustration of the average number of sent, received and total bytes.

The comparison illustrates that the suggested solution uses the UDP protocol rather than the
TCP/IP protocol to interact via the proxy server, the amount of additional data required to
communicate the same payload data has been significantly reduced. This communication data

reduction improves the performance of the IoT device on two aspects.
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It reduces the bandwidth consumption, which can be very limited in certain connections, andthe
power required to transfer the data to the next hop, which is the WIFI access point in the
conducted experiments. Moreover, despite the slight size addition that the use of IEC 870-5-101
introduces to the communications, which has is very small compared to the use of the proxy
server and to the sent data, comparing the scenarios that use this protocol with those that do not
show that it is relatively high. Thus, it is recommended to limit the implementationof this protocol
in the application layer to only applications that require transferring sensitivehuge data. According
to the high capacity of the UDP packet, it is most likely that the entiredata is sent in one packet,
which eliminates the risk of receiving the data in a different arrangement than the one they are

sent in.

A further significant advantage of this form method is the ability to regulate data flow among
communicating devices. When a proxy server is used, different policies are applied to deny any
abusive use of the provided services, which can be exploited by attackersto deny legitimate users
from accessing these services. One of these policies in the limited number of read or write
commands in a certain interval of time, which imposes a limit to applications that required real-
time monitoring. The method proposed by Sharmad Pasha [51]uses the proxy service provided by
ThingSpeak in order to transfer information from remote loT devices and analyze the retrieved
data using Matlab. The use of the proposed method in such an application can significantly
improve its performance by controlling the number of samples collected from the remote loT
devices per second. As the CMS has no role in the communications, It is unaffected by the
amount of the data or the frequency in which it is collected, allowing users to choose the rate that

is best for their purposes.

Another application proposed by Bharadwaj et al. [52] monitors the vital signs of patients inorder
to find the appropriate diagnosis. The ECG and the patient's body temperature are the most often
monitored signals. These data are sent to the doctors through a proxy server, which also limits the
rate of data transmission, as well as the speed of communications. According to the importance of
communication speed in such application, the use of the proposed method can significantly

improve the diagnosis decisions made by the doctors, by allowing more data in a shorter time.
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However, according to the sensitivity of the data communicated in this application, It is suggested
that the IEC 870-5-101 be implemented in this system's application layer. So that, the received

information is accurate and ordered inthe same order they are transmitted in.

A smart surveillance system based on the use of 10T is proposed by Chandana and Javeed [53].
This system also uses ThingSpeak’s proxy server to establish the communications between the
I0T devices that are collecting the information from remote sites and the observer of the system.
In order to notify the observation, the data is available to the proxy server, and according to the
sensitive security of the information communicated in such system, revealing and storing the
information on the proxy server poses security threats to the users of the system. An intruder that
can hack into the proxy server can manipulate the data stored on the server, before being delivered
to the observer, as well as the risk of compromising such sensitive data, which may enable
intruders to collect and analyze these data. Thus, It is feasible to increase security of interactions
to use the suggested strategy., as the information is exchanged directly between the remote
devices and the observer. However, encrypting the data before being sent to the observer can
improve the security of the communications, so that, hackers that are passively listening to the

communications cannot interpret the intercepted packets.

47



6. CONCLUSION

The number of devices that use the internet to establish their communications is growing rapidly
in the recent years. Different types of devices are being connected to the internet, which is mainly
designed to be used by computers, This has ushered in the Internet of Things era. To connect with
one another and share data, the majority of such gadgets rely on the internet. The restricted
amount of public IP addresses, on the other hand, necessitates these devices to be linked to private
local networks that are connected to the internet through a gateway router. This architecture
prevents these devices from being accessed from outside the private local network to which they
belong. Supplying an internet Connection to every device connected to the internet saturates the
available number of addresses, due to the restricted size of these numbers. As a result, these
devices interact via a single server with a public IP address, known as a proxy server, since its

address is visible anywhere on the internet.

The use of proxy servers imposes security and performance issues to the loT devices using it to
interchange data. The security issues are imposed by the existence of a third-party in the
communications between two devices, which is the proxy server. As the data is revealed and
cached in the proxy server, before being sent to the destination host, any attacks on the proxyserver
may compromise the confidentiality of these data, as well as, the ability to manipulatethem when
an attacker gains unauthorized access to the proxy server. Moreover, as the proxyserver needs to
handle all the data passing from one host to another, huge resources are required, especially the
processing power and bandwidth. Overloading the proxy server by an enormous amount of data to
be transferred may result in significant latency in the deliveryprocess. Furthermore, using a proxy
server as a connection midway lengthens the path that data must travel to reach its target.

In this thsis, a strategy for allowing interaction between Internet of things is suggested. This
method uses a server with a public IP address that all 10T devices connect to it in order to reveal
their public socket information. When communications to a certain 10T device is requested, the
server sends the socket information to the requesting device. The asking item uses this data to

provide the tracking data. This approach is known as
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porthole punching and relies on the UDP protocol to transfer the data from one host to another. As
most of the IoT devices that require data exchange belong to the same local network, the local
socket information is sent from the requested device to the server, which delivers it to the
requesting device. This information is used to establish communications first, then, the public

socket information is used, in case the private connection fails.

The proposed method is evaluated and compared to the existing proxy-based method, using
different scenarios. Two possibilities employ the requesting device's public connection details to
initiate connections, with and without the IEC protocol implementation in the application layer,
while the other two scenarios use the private socket information to establish the connection. In
addition to the obvious benefits of using the proposed method, which is the lower server resources
and improved security, the results have shown significant by transmitting data using the suggested
technique, the performance of the IoT device improves. Unlike the usage of a proxy server, the
server's function in the proposed technique is limited to forwarding the desired device's port
information to the requesting one. As a result, the resources used are not proportional to the
quantity of the data being sent.Moreover, as the communications are established directly, data are
not revealed to the serverand the route they travel through is minimized, which reduces the attack
risks. In addition, the time and energy required from the lIoT device have significantly dropped
when the proposed method is used to communicate, instead of proxy servers, which are very

importantto the 10T devices according to their very limited resources.

Encrypting data solutions will be deployed and tested in upcoming work to protect connections
amongst 10T devices. Using the described approach and encrypting the information, the security
can be significantly improved, as the encrypted data is not revealed to any third-party and the
route between the communicated devices is minimized. However, the use of data encryption
techniques may impact the performance of the loT devices, according to the complexity of these

techniques and the limited resources of available on the 10T devices.
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