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SUMMARY

IoT (Internet of Things) networks for sensor data acquisition applications
require facilities such as master/slave interchangeability and reconfigurability. In this
thesis work, we propose a hardware/software codesigned framework possessing the
stated features and several more in addition. With the stated framework, virtually all
IoT devices can be reconfigured with ease via predefined reconfiguration schemes.
There must be a library for each such device utilizable by the PC application that
comes with the proposed package; consequently master/slave roles in operation can
be assigned for the managed devices to participate in a data acquisition application.
In contemporary IoT networks, devices are accessed through various communication
interfaces such as Wifi/BT, Ethernet, PCle, LVDS, CAN, UART, SPI, I12C, etc. The
proposed framework is virtually capable of being extended to capture boards with
many of the stated interfaces accommodating processors such as Raspberry Pi,
Orange Pi, NXP/Freescale, STM, Sitara, Intel, Xilinx, and Microchip; and we claim
to be able to configure and initialize each of the 10T devices in a network, managed
by our framework, to have master or slave behavior through specifically

programmed files stored in their external flash memories.

Key Words: Internet of Things, FPGA, Microcontroller, Dynamical

Reconfiguration, Bootloader, Data Acquisition.



OZET

Sensdr veri alicis1 odakli uygulamalarda IoT (Nesnelerin Interneti) tabanli
aglar, efendi/kole olarak gorev yapan aygitlarin rol degistirebilmelerinden ve tekrar
ayarlanabilme 0Ozelliklerinden faydalanmak durumunda olabilirler. Bu tez
calismasinda, belirtilen ozellikleri ve daha fazlasim1 da igeren, donanim/yazilim
birlikteligi temeline gore tasarlanmis bir ana yap1 sunulmaktadir. Belirtilen ana yap1
ile, onceden tanimli konfigiirasyon se¢imlerine gore neredeyse tiim IoT aygitlarinin
ilgili sekilde ayarlanmas1 miimkiin olabilmektedir. Onerilen paket ile birlikte gelen
PC wuygulamasi tarafindan kullanilabilen her bir aygit igin bir kiitiiphane
bulunmalidir; boylece isletim sirasinda efendi/kdle rollerine biirtinmesi istenen
aygitlarin veri alicis1 odakli uygulamalarda kullanilmak {izere ayarlanabilmesi
saglanmaktadir. Cagimizdaki IoT aglarinda, aygitlara Wifi/BT, Ethernet, PCle,
LVDS, CAN, UART, SPI, I2C, vs. gibi iletisim arayizleri araciligiyla
erigilebilmektedir. Sunulan ana yapi, Raspberry Pi, Orange Pi, NXP/Freescale, STM,
Sitara, Intel, Xilinx ve Microchip gibi islemcileri lizerinde bulunduran ve bahsi gecen
araylzlerin birgcogunu da 6zellik olarak sunan kartlar1 kullanima alabilecek sekilde
genisletilebilme kabiliyetine sahiptir; boyle IoT agindaki aygitlarin harici tasinir
belleklerinde saklanacak onceden programlanmis dosyalar araciligiyla efendi veya
kole olacak sekilde ayarlanabilmesini bahsedilen ana yapmin saglayabilecegi

belirtilmektedir.

Anahtar Kelimeler: internet Tabanh Bilesenler, FPGA, Mikrodenetleyici,
Dinamik Programlama, Onyiikleyici, Veri Aktarimu.
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1. INTRODUCTION

Nowadays, embedded systems can contain different processor types to
accomplish functions defined in each sector. These processors could be general
purpose processors, FPGAs or ASICs. These types come with different advantages
and disadvantages while doing the system design. Designer should consider different
requirement sets defined as functional, performance, physical, data interface,
electrical interface, cooling interface, safety, reliability, maintainability, testability,
supportability, security and environmental. Because in radar applications, automotive
or avionics there are very strict differences with time critical, safety critical, mission
critical or flight critical functions and processing systems could have different
strengths, weaknesses to be used on those functions. To exemplify this, parallel
computing could achieve better performance for time critical tasks and system could
be obliged to use FPGA series[1]. If high computational need of different tasks with
lot of resources in a computer cluster network, system could use Intel Xeon or Stratix

processor series with high floating point processing capability[2].

1.1. Scope of the Thesis

In this work, it is aimed to examine a general framework to distribute tasks and
workforce between loT devices dynamically for resource management. For this
project, different type of processors will be used to imitate the behavior of different
0T devices. Thus 7 series Xilinx FPGA and STM series Microcontroller has been
selected since all of them can be used effectively for dynamic reconfiguration
purposes nowadays. Also there will be a sensor block to sense the motion and data
will be read in SPI communication interface. In the first step, system will boot with
initial configuration files with specific behaviors of applications. There will be a
master, slave relationship between 10T devices and one of them will send sensor data
to the main controller for data acquisition purposes. In the second step, when user
triggers different assignment of the tasks, system will send commands via
communication interface and both IoT devices’ tasks will be switched on runtime.
Then master module will be changed back to slave module properties and remaining

module will start transferring sensor block data within short time interval on runtime.



In order to reflect a system which includes vast amounts of accelerated data
processing via parallel computing while retaining time-critical properties, | have
chosen FPGA as my first 10T system.

In the next generation FPGA systems, there were partial and dynamic
reconfiguration concepts introduced[3]. FPGAs can be effectively acquire changes
dynamically in execution cycles which means while it is operational. For our
purpose, | have chosen Xilinx Artix-7 FPGA with Cmod-A7 development board with
external QSPI Flash memory of 4 MB size. To distribute tasks and changing the
behavior of FPGA, | have used multiboot property of the FPGA via ICAPE2
primitive. Thus | was able to design an 10T device with run-time full reconfigurable
embedded platform. Basically, Artix-7 FPGA Multiboot feature enables switching
between two or more configuration files, during normal operation, from an
external SP1 Flash memory[4]. When an error or an interruption is detected during
the Multiboot configuration process, the FPGA triggers fallback feature that
ensures the configuration with a golden “safe” image file. That’s why I have created
two image files both will be saved to the QSPI Flash memory before start-up. Then
system could be able to jump between two image files to reconfigure FPGA on the
fly[5]-[6].

For the second loT system, | have selected STM32 series MCU to reflect low-
power, low cost easily implemented systems. Since those kinds of processors execute
tasks sequentially, it is not possible to maintain time critical functions via these
processors easily. The major factor to choose those systems could be that
development and life cycle costs are low comparing to FPGAs. Also it is easier and
faster for developers to implement various kinds of communication interfaces with
embedded C language and specific set of instructions. For my thesis work, it was
possible to use internal bootloader and custom bootloader application with this
specific microcontroller family of ST Microelectronics[7].

Mixture of different processor families, it is aimed to show interoperability and
scalability while having a generic sustainable framework which does not have to

change with newer devices connected to the system.



1.2. Motivation

Dynamical Reconfiguration of 10T Devices that has been done by other

researchers can be summarized like this:

e Using reinforcement learning or cognitive frameworks to trigger
reconfigurations to achieve failover schemes, fault recovery in runtime [9]-
[12].

e Changing the data traffic to failed network equipments to continue running a

specified function or graceful degradation of that function[13]-[14].

Differences and contributions of my thesis work from previous researches

explained below:

e Master - Slave operations are assigned at each timeframe via PC Application to
each IoT device. This shows the implementation’s interchangeability feature.
Dr.Wiswanath Karad’s work proposes an high speed data acquisition
framework which collects data from other devices which have dedicated
firmware/functions without the capability of reconfiguration[15]. Our work
surpasses that approach by assigning different tasks between devices which
have MCU, FPGA, SOC architectures.

e There will be a library generated for each device and different device types can
be connected to our main CPU/PC. This shows the implementation’s easy
adaptability capability[15]. Dr.Wiswanath Karad’s work also has the capability
of the different device types’ connection. Our work has an upside of
connection capability to all industry standard communication protocols such as
Ethernet, USB, Wifi/BT etc.

o All different device types can be connected to main CPU/PC via USB hub.
Instead of connecting, one STM32 and one Artix-7, we can connect two stm32
device or two Artix-7 devices. This shows the implementation’s portability.
Dr.Wiswanath Karad’s work have IoT framework connected to Internet via
Wifi for high speed data acquisition purposes[15]. Our work has an upside of
connection capability to all industry standard communication protocols such as
Ethernet, USB, Wifi/BT etc.



e Also we can change the master 10T device with another 10T device with the
same functionality as in our implementation of reading ADXL345 data. That
means if master loT device malfunctions, we can continue the sensor reading
function via another 10T device with same functionality. This shows
implementation’s high availability. K.S.Rekha’s proposed work have a solution
for resolving unstable data traffics in the Network which have dedicated
devices connected to Wireless Sensor Network[16]. Our generic framework
will have more than only Wifi connection with the rest of the features
mentioned in other bullets.

e This framework can be applied to different communication interfaces of loT
devices such as Wifi/BT, Ethernet, Pcie, Uart, SPI, CAN, I2c etc. This shows
the generic framework implementation’s rich heterogeneous capabilities. We
can plug each loT device with this application via all those mentioned
communication interfaces. Asad Javed’s work has proposed a 10T Network to
come up with an architecture which has heterogeneity, interoperability,
discovery and scalability[17]. Apart from these features, our work has high
availability, portability, interchangeability and upgradeability features.

e We can assign two master applications simultaneously to two or more different
loT devices connected to our main CPU/PC. This shows our implemetation’s
redundancy feature. Since if one 10T device is broken we cannot lose the
function because other 10T device will still keep running. Conrado Pilotto’s
work has triple modular redundancy by using partial reconfiguration
framework for FPGA’s[8]. As an example, our proposed work can have
redundancy in overall system via assigning master-slave role and tasks between
each 10T device. Generic framework will have redundancy feature for all loT
devices connected to network by assigning the same function to different
FPGA, MCU, SOC types.

e We can plug next generation of loT equipments with improved version of the
processors to usb hub of CPU/PC which runs our GUI App. We can pre-load
master/slave programming files to those improved boards external flash
memories. Then this shows our implementation’s scalability feature. Asad
Javed’s work has proposed a 10T Network to come up with an architecture
which has heterogeneity, interoperability, discovery and scalability[17]. Apart



from these features, our work has high availability, portability,
interchangeability and upgradeability features.

In this framework, we can use full resources of each IoT device FPGA and
MCU type, since we are doing full reconfiguration via multiboot for FPGA or
bootloader for STM32. This shows we can achieve high performance in each
loT device. Because at any time, there will be only one application running
inside 10T devices. Furthermore, we are not running two application embedded
codes at the same time in one 10T device. As an example, our framework have
advantage compared to Damian Wanta’s work only includes partial

reconfiguration of FPGA’s for specific applications[18].

e Within our CPU/PC App, device types and lists can be enlargened via adding

1.3.

different MCU types bootloader applications. Then we can connect devices
differ from STM32 or Xilinx FPGA such as processors of ATMEGA, Texas
Instruments, Arduino etc. This shows the upgradeability feature of generic
framework. As an example, our framework have advantage compared to
Amir Masoud Gharehbaghi’s work as reconfigurable architecture can be
applied to only FPGA’s[19].

Thesis Structure

This thesis work contains background and related works for concepts of

reconfigurable computing and architectures of both Xilinx-7 FPGA series and

STM32 series in second chapter. Behavioral model of the generic framework have

been explained in separate parts for 10T devices and central controller in third

chapter. Implementation of the systems and generic framework solution explained in

detail with the working system results, analysis have been stated in fourth chapter. In

Chapter 5, conclusion and future work have been explained. Furthermore, | have

explained two ongoing projects to reflect the improved version of the generic

framework in 10T networks.



2. BACKGROUND AND RELATED WORK

Reconfigurable devices like FPGAs and MCUs are being used in many sectors
such as automotive, avionics, military, scientific computing and enterprise
computing. The main ideas behind those devices were to have high reliability, high
availability, interoperability and scalability of the hardware infrastructure. Thus there
are concepts such as static, dynamic reconfiguration of the FPGAs and internal
bootloaders for the MCUs have been introduced and used rapidly with ever-growing
industries defined above.

2.1. Concepts of Reconfigurable Computing

2.1.1. Architecture of Xilinx 7-Series FPGAs

In the FPGA architecture, it contains configurable logic blocks and all of these
logic blocks are connected each other via internal connections inside the IC. There
are also block RAMs and DSP blocks between configurable logic blocks as seen in
figure below. All of the input output pins are located near to the configurable logic
which enables user to write the code to use all 1/Os and logic blocks for their
application specific properties[20].

The well-known FPGA families in the world produced by Xilinx and Altera
companies. Thus they produce also application specific FPGAs which could serve
for different needs of the companies work in automotive, military, enterprise, space
industries. Depending upon the design of the system architecture, FPGA’s could
include different number and type of logic elements, different custom block core for
peripherals, hardened blocks such as DSPs or hardened ARM processors inside logic
blocks via AXI interconnects[21]. To illustrate this, figure 2.1 demonstrates
RAM/DSP blocks, processor subsystem, peripherals, PCle/Memory controller’s

interconnection.
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Figure 2.1: Reference fpga architecture.

Xilinx 7 Series FPGAs have high performance FPGA logic which includes 6-

input look up table (LUT) as memory element. These smart units include 36 Kbyte

block RAM for data buffering via integrated FIFO logic. Optimized high throughput

with low power consumption has been acquired via these Xilinx FPGAs. There are 4
different FPGA families which are defined as Spartan-7, Artix-7, Kintex-7, Virtex-7

to meet the demanding requirements of high-tech industries. There are some

advantages and drawbacks between different 7 series FPGA families as seen in the

following table[22]. Therefore those processors should be selected via the application

specific requirements of the customer.



Table 2.1: 7 Series fpga families’ comparison.

Spartan-7 Family

Artix-7 Family

Kintex-7 Family

Virtex-7 Family

Optimized for low cost,
lowest power, and high

1/0O performance.

Optimized for low power
applications  requiring
serial transceivers and
high DSP and

throughput.

logic

Optimized for best
price-performance
with a 2X
improvement

compared to previous

generation

Optimized for

highest  system
performance and
capacity with a
2X improvement
in system

performance.

Available in low-cost,
very small form-factor
packaging for smallest
PCB footprint

Provides the lowest total
bill of materials cost for
high-throughput,  cost-

sensitive applications.

With its own features,
enables a new class
of FPGAs.

Highest capability
devices enabled
by stacked silicon

interconnect (SSI)

technology.

In my thesis work, | have chosen Artix-7 35t FPGA which is part of 7 series
FPGASs since it has its own flash memory of size 4 MB located on the development
board. Also it could be fully configured on the fly with image files located in flash.
Furthermore, the logic block resources was enough for my applications as it has
33280 logic cell number and it has 50% less power consumption compared to the
previous generation[22].

2.1.1.1. Static and Dynamic Configuration

There are some configuration concepts in reconfigurable hardware. A
reconfigurable device like FPGA can be configured in two ways; static and dynamic
configurations. When the device is configured just after power-up, it is called static
configuration. To reconfigure a running device statically, the user must stop the
execution cycle and reconfigure it again. Dynamic configuration means changing the
configuration while the device is running. The user does not have to reset the device
or stop the execution to enable dynamical change of configuration image files[23].

Full reconfiguration of 7 series FPGAs is possible via multiboot property
without interrupting execution cycles or reset power of the FPGA.

In the 7 series FPGAs, there are two features known as multiboot and fallback

to makes it possible to update firmware inside logic blocks while system is



operational. For developers, this concept is also known as on-the-fly programming to
dynamically change bitstream images. Also there is a protection mechanism inside
fpga which is known as fallback feature. In the thesis work multiboot feature will be
used to change application firmwares inside fpga dynamically. But if there is a
corrupted file as application firmware, system will abort the process and load initial
working bitstream to the FPGA. Therefore, system will continue running and prevent
the unexpected errors to happen via corrupted firmware[4]. It is possible to quickly
boot whole configuration dynamically via QSPI flash 4 MB memory which is shown

below as SPI x4 Configuration interface[5].

Program_B —
QSPI Flash

7 Series FPGAs

JTAG Interface

Figure 2.2: 7 Series fpga spix4 configuration interface.

Multiboot feature works in two ways:

Firstly, WBSTAR-warm boot address and internal PROGRAM-IPROG
command could be embedded in the bitstream. if FPGA system acknowledges the
internal PROGRAM command. System first starts from flash address O which
contains initial bitstream which is also indentified as golden bitstream. The second
firmware application is stored at flash address which is defined in the WBSTAR
register to show next configuration address. Normally WBSTAR value is default
value. The IPROG is automatically embedded in the bitstream when WBSTAR takes
over another value then default. Configuration logic will execute initial-golden
bitstream from flash address 0 at start. When system reads IPROG command then
configuration logic will jump to the flash address specified in WBSTAR register to
update the firmware to change the field inside FPGA. If there is an error condition to
load the firmware inside FPGA then fallback mechanism will be enabled.

Configuration logic pulls INIT_B and DONE to low state and clears the



configuration memory. Then system will convert to the initial golden image file and
ignores the WBSTAR and IPROG commands in fallback process. By doing so,
system will restart the configuration process to run initial golden image file which is

in good condition[4].

Golden Image starts from Addr 0
Dummy Data
Sync Word

WBSTAR =B1
IPROG Command Initiated

Jump to Updated Image

Updated Image starts from Addr B1
Dummy Data

Sync Word

WBSTAR=0

Null Command

Mo - Fallback trigg ered

Is Configuration
Successful

Yes

Continue with
Updated Image File

Figure 2.3: Multiboot fallback flash memory components and configuration
steps.

Secondly, in 7 series Xilinx FPGAs, there is also another way of initiating
multiboot property via ICAPE2 primitive. This primitive enables users to trigger
multiboot via written VHDL code in VIVADO programme. In this thesis work, I
have used ICAPE2 primitive to control multiboot property via communication
interface and handle the reconfiguration mechanism independently to the embedded
bitstream values[24].

ICAPE2 primitive is a design element to reach internal configuration logic of
the FPGA. By using the primitive, it is possible to send data and commands to
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configuration logic. Developers can use this primitive by just instantiation in VHDL
code rather than choosing from IP catalog, inference or macro support. The port
definitions of the ICAPE2 primitive is defined in the table below.

Table 2.2: Port descriptions for icape-2 primitive.

Port Direction Width Function

CLK Input 1 | Clock Input

csiB Input 1 | Active Low ICAP Enable
1<31:0> Input 32 | Configuration data input bus
0<31:0> Output 32 | Configuration data output bus
RDWRB Input 1 | Read/Write Select Input

In order to accomplish multiboot feature, the user determines the start address to
the updated firmware located in flash memory and sends the synchronization word
first. Then user writes the updated firmware’s flash address value to WBSTAR
register. Then user initiates this reconfiguration process by sending the IPROG
command by ICAPE2 primitive[5].

When configuration logic receives IPROG command, FPGA resets itself but
lets the reconfiguration logic to run. It controlls INIT_B and DONE pins to become
low state. Then FPGA clears all configuration memory and makes INIT_B to high
state. Then system will be configured by updated bitstream address which is located
in WBSTAR register[5]. Also configuration mode decides which pins will be
controlled via WBSTAR. It can be seen in below figure for all configuration modes
that is possible. In this thesis work, I will be using SPI interface to field upgrade
from 4 MB Flash memory inside Cmod-A7 board.

Configuration Mode | Pins Controlled by WBSTAR

Master Serial RS[1:0]

Master SPI START_ADDR([23:0] is sent to SPI device serially
Master BPI RS[1:0], A[28:00]

Master SelectMAP RS[1:0]

JTAG RS[1:0]

Slave SelectMAP RS[1:0]

Slave Serial RS[1:0]

Figure 2.4: WBSTAR controlls for configuration mode.
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2.1.2. Architecture of STM32F103 Series MCUs

The STM32F103 is a microcontroller unit with ARM Cortex-M3 32-bit RISC
core which uses 72 MHz frequency. MCU contains flash memory up to 128 Kbytes
of size and SRAM up to 20 Kbytes of size. It has general purpose input and outputs,
two ADCs, timers plus PWM timer and several peripherals which can be used as
communication interfaces known as 12C,SPILUART,USB and CAN|[25]. It can be
seen in below table in STM32F103Cx columns.

Table 2.3: STM32F103xx medium-density device features and peripheral
counts.

STM32F103 | STM32F10 | STM32F103 | STM32F103V

Peripheral Tx 3Cx Rx X
Flash - Kbytes 64 128 64 | 128 64 | 128 64 | 128
SRAM - Kbytes 20 20 20 20
General
Timers Purpose 3 3 3 3
Advanced-
Control 1 1 1 1
Communicati
on SPI 1 2 2 2
12C 1 2 2 2
USART 2 3 3 3
USB 1 1 1 1
CAN 1 1 1 1
GPIOS 26 37 51 80
12 bit synchronized ADC 2 2 2 2
Number of Channels 10 Channels 10 16 16 Channels

Channels Channels
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2.1.2.1. Bootloader of STM32 Series

STM32F103 series have different boot modes and those modes could be
selected via boot pins on the board. Through the boot pins, it is possible to adjust the
STM32 configuration file to be used from User Flash, System Memory and
embedded SRAM[7].

STM32 internal bootloader is embedded inside System Memory and it can be
used to program flash memory via UART interface[25].

Table 2.4: STM32f10xx configuration in System memory boot mode.

Bootloader
Feature/Peripheral State Description
Clock Source HIS Enabled The system clock is equal to 24 MHz using PLL.
512 bytes starting from address 0x20000000 are
RAM - used by the bootloader firmware.
2 Kbytes starting from address Ox1FFFFO0O contain
System Memory - the bootloader firmware.
The independent watchdog prescaler is configured
to its maximum value and is periodically refreshed
IWDG - to prevent reset.
USART1 Enabled Once initialized, the USART1 configuration set.
USART1_RX pin Input PA10 pin
USART1_TX pin Output push-pull PA9 pin
Automatically detects the serial baud rate from
SysTick timer Enabled host.

2.2. Software Tools for Programming of the Systems

2.2.1. Software Tool for Xilinx FPGASs

| have used VIVADO 2020 for programming Artix-7 FPGA with two image
files. I have selected boot from QSPI Flash and programmed two image files to the

QSPI flash to jJump from golden file to the updated file.

2.2.2. Software Tool for STM32 MCUs

| have used STM32CubelDE tool for writing and compiling the application
codes. Also | have used STM32CubeProgrammer to load the bootloader firmware
and two different application firmwares to the predefined Flash locations separately.

13



3. BEHAVIORAL MODEL OF THE GENERIC
FRAMEWORK

Generic framework follows the flowchart described below.

POWER THE MSP420 MCU,
STM32F103CE MCU, CMOD
ARTIX-T FPGA BY CONMECTING
USBE PORT V1A USB HUB

MSP430 CENTRAL CONTROLLER CODE STARTS
STME2F103CE AND ARTIX-7 FPGA STARTS IN SLAVE MODE OF
APPLICATIONS

’—> MSP430 CENTRAL CONTROLLER COMMUNICATES PC-APP VIA UART

NO

USER STARTED THE OPERATION BY SELECTING
MASTER APPLICATION FOR ARTIXT OR STM22

USER SELECTED 5TM32 AS USER SELECTED ARTIX-7 AS
MASTER, ARTIX-7 AS SLANE MASTER, STM3Z AS SLAVE

YES YES

SET B11 GP1O OF STM32 HIGH, THEN SET
RESET PIN OF STM22 TD LOW STATE.
THEM SET RESET PIN TO HIGH FOR
STMZ32 TO START AS MASTER

ACTIVATE MULTIBOOT OPERATION BY
SETTING RECONFIGURATION PIN TO HIGH
STATE

STM32 MASTER MODE TAKES THE
ADXL345 DATAS FROM 5P, SENDS TO PC

ARTIX-T MASTER MODE TAKES THE ADXL345

V1A LIART DATAS FROM 5P1, SENDS TO PC VIA UART

'SER WANTS TO STORE THI SER WANTS TO STORE TH
INCOMING SENSOR DATA TO INCOMING SENSOR DATA TO
EXCEL EXCEL

YES YES
¥

SAVE ALL INCOMING DWTA TO SAVE ALL INCOMING DATA TO

"STM32_Sensor_DataAcruisition_Outpant*
Excel File

"ArtiT_Sensor_Data_AcquisitionDutpat™
Excel File

Figure 3.1: Flowchart of the generic framework implementation.
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3.1. Data Acquisition System GUI Model

PC Application Software follows the below sequence after opened by user:

e It sends the user input for master — slave selection of STM32 device and Artix-
7 device from GUI via PC UART connection.

¢ Monitors the incoming data from central controller unit.

e By users’ activation, GUI will log the incoming data of sensor to the excel file.

Central Controller Unit
MSP430 Device

Embedded Code to

trigger
reconguration of
devices

UART COMMUNICATION INTERFACE—

PC Application Software

Monitoring App

Figure 3.2: Relationship between central controller unit and gui.

3.2. Central Controller Model

MSP430 Central Controller Device follows the sequence below after power-up:

e |t gets the user input for master — slave selection of STM32 device and Artix-7
device from GUI via PC UART connection.

According to the user’s selection input, system determines the functionality of

the devices and uses appropriate triggers to handle bootloader mechanism for

Artix-7 device and STM32 device as seen in figure 3.3.

e If the Artix-7 board is in master mode, MSP430 board gets the SPI interfaced
ADXL345 data from UART interface.
e If the STM32 board is in master mode, MSP430 board gets the SPI interfaced
ADXL345 data from UART interface.

e Then MSP430 board continuously sends the incoming data from the sensor to

the PC via UART interface connection for data acquisition purposes.
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e To determine the master modes of each device, MSP430 will send the sensor
data with unique identification number which refers to the IoT device type.

Thus it will be possible to log the data with the 10T device type.

Central Controller Unit
MSP430 Device

Device - 1: STM32F103C8 Board Device - 2: Artix A7-35t Board

Slave Device; Slave Device;
Application 1 Application 1

Master Device; Master Device;
Application 2 Application 2

SPI Interface SPI Interface

Sensor Type - 1 Sensor Type -2
ADXL345 Accelerometer ADXL345 Accelerometer

Figure 3.3: Relationship between msp430 central controller with iot devices.

3.3. 10T Device-1 Model with Artix-7 FPGA

CENTRAL CONTROLLER UNIT e BRI cyice - 2: Artix A7-35t Board
GPIO to trigger IPROG Commands

MSP430G2553 Device
PC - Visual Studio Application UART Communication Interface—»|

Slave Devi
Application 1

Master Device;
Application 2

Figure 3.4: 10T Device 1 Model.
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These properties are valid for master and slave modes of Artix-7 FPGA Board:

e Two different application image files have been compiled with VIVADO
2021.1 and those application image files have been saved in QSPI Flash
memory.

e IPROG command will be used to trigger application flash memory address
jump to run FPGA with updated image file.

e Application 1 will run as slave mode of the FPGA.

e Application 2 will run as master mode of FPGA to use SPI interface to
communicate with ADXL 345 accelerometer sensor.

e Multiboot operation will be triggered by MSP430 board via dedicated 1/0O as

reconfiguration pin to start sending the critical DataStream of ICAPE2.

3.3.1. 10T Device-1 Application-1 Model

In CMOD-A7 board, application-1 corresponds to the slave mode application
where system do not access to the ADXL345 sensor datas and changes the brightness
and color on the RGB in given time intervals and system will run with clock speed of
100 Mhz.

Artix-7 FPGA board follows the sequence below after power-up:

e System starts by changing the brightness and color of RGB led on CMOD A7
board by its own counter.

e System will continuously monitors the reconfiguration pin’s state with a
process inside VHDL module with 100 Mhz clock’s each rising edge.

o If system recognizes the high state at reconfiguration pin, it will execute the
reconfiguration mechanism. Then fpga will run with updated image file which
contains master mode operation to get ADXL345 sensor data. Otherwise, fpga

will continue with initial slave mode configuration.
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3.3.2. 10T Device-1 Application-2 Model

In CMOD-A7 board, application-2 corresponds to the master mode application
where system accesses to the ADXL345 sensor data.

Artix-7 FPGA board follows the sequence below after triggered reconfiguration:

e System starts running with updated image file which starts from flash memory
address 0x002FFFFF.

e System reads the values in x axis, y axis and z axis and acknowledges the
gravity acceleration. Since accelerometers should detect gravity acceleration as
1 g value even in steady motion.

e If system detects more than the threshold for gravity acceleration in z axis, it
turns on the led and it turns led off otherwise.

e Then system sends these acquired sensor values to the MSP430 board via

UART interface for data acquisition purposes.

3.4. 10T Device-2 Model with STM32F103C8

CENTRAL CONTROLLER UNIT Application Sg;‘?gmgl‘;a L RN Device - 1: STM32F103C8 Board

MSP430G 2552 Device UART Communication Interface—
. q - Slave Device;
PC - Visual Studio Application RESET PIN of the device ) Application 1

Master Device;
Application 2

Figure 3.5: 10T Device-2 Model.

These properties are valid for master and slave modes of STM32 Board:

e Three different application image files have been compiled with
STM32CudelDE and those application image files have been saved in 64
Kbytes of Flash memory located on STM32 board.

e Those application image files are bootloader custom image, slave mode
operation image file and master mode operation image file.
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e After power-up or reset, system starts running from flash address 0x800000
and initially controls GPIO pin B1l. This dedicated GPIO pin will be
controlled by booting application.

Firstly, if B11 is in low state system will jump to flash address 0x8005000 to
continue working in slave mode namely application-1.

Secondly, if B11 is in high state system will jump to flash address 0x800A800
to continue working in master mode namely application-2.

e Through flash linker file, system runs from flash address 0x8005000 or
0x800A800 within bootloader custom firmware.

e Reconfiguration will be triggered by MSP430 board via dedicated GP1O which
is B11 pin and Reset pin as reconfiguration pins.

Firstly, MSP430 board changes the B1l pin to make device ready for
reconfiguration. This is done after user selects the master-slave choice for
STM32 board from PC GUI Application.

Secondly, MSP430 board changes the Reset pin from low state to high state for
the system to enter into reset condition. Then MSP430 board releases Reset pin

to low state for bootloader custom application to start.

3.4.1. 10T Device-2 Application-1 Model

In STM32f103C8 board, application-1 corresponds to the slave mode
application where system do not access to the sensor data.
STM32F103C8 board follows the sequence below after bootloader executed for

application-1:

e STM32 board will start its own counters for specific time delay.

e Then STM32 board will toggle the led on and off in given time intervals.
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3.4.2. 10T Device-2 Application-2 Model

In STM32f103C8 board, application-2 corresponds to the master mode
application where system accesses to the ADXL345 sensor data.
STM32F103C8 board follows the sequence below after bootloader executed for

application-2:

e System reads the values in x axis, y axis and z axis and acknowledges the
gravity acceleration.

e Since accelerometers should detect gravity acceleration as 1 g value even in
steady motion. Whenever system detects an acceleration value which is above
0.5 g in z-axis of ADXL345, it will turn on the led. Otherwise it will turn off
the led on the STM32 board with acceleration values below 0.5 g in z-axis of
ADXL345.

e Then system sends these acquired sensor values to the MSP430 board via

UART interface for data acquisition purposes.
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4. IMPLEMENTATION

In my thesis work, there are one UART interface between MSP430G2553 board
and PC with micro USB cable via FTDI FT232RL USB to TTL converter.
MSP430G2553 board’s three discrete pin output of port 2 have been used for
reconfiguration trigger for Cmod A7 Artix-7 module board and STM32f103C8
development board. There are SPI interface between SDA, SDO, SCL, CS pins for
Cmod A7 Artix-7 module and ADXL345 sensor. Also similar interface established
for STM32f103C8 board’s dedicated SPI1 interface which are A4 pin as chip select,
Ab5 pin as SPI clock, A6 pin as master in slave out signal, A7 pin as master out slave
in signal. Also FTDI converter has been used to power the Cmod A7 Artix-7 module
and STM32f103C8 board since USB output of the computer can supply up to 500
mA of current. This power supply was enough as a source because maximum current
that can be drawn for STM32 board is around 150 mA and Artix-7 FPGA board
draws around 55 mA even in master mode configuration firmware loaded. As a total
I needed a power supply which has 5 Volts in power rail and can supply more than
205 mA of current for the implementation. For the MSP430G2553 board, | have used
other USB 3.0 port and the need was around 330 uA/MHz for active mode as stated
in datasheet. Maximum amount of current need could be 23,76 mA for 72 MHz of
running clock inside of the chip via frequency division of PLLs. Then USB port of
the PC was more than enough to supply enough power even the prepared central

controller firmware running in MSP430G2553.
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FTDI FT232RL —_— ’“ﬂ"?"
-
USB TTL Converte

\ | CMOD A7-35T STM32F103C8

I
(‘\

\ ADXT.345

N

COM Po STM32 E&

COM Port %[SP430
‘COM Port AQIX—7

\f\/f

Figure 4.1: Implementation of the thesis project for data acquisition system.

4.1 GUI Implementation Results

For the central controller data acquisition purposes, | have developed a graphical
user interface via Microsoft Visual Studio 2019 in C# programming language to
communicate between MSP430 boards.

The purpose for the GUI is to configure the image files in the boards and capture
the incoming sensor data via MSP430 and save those data to excel sheet in the name
of the selected board which runs the master application. As it is seen in the below
figure, there are three uart interface serial ports which are connected to the MSP430
board, Artix-7 board and STM32 board for data acquisition purposes. Also user can
switch the master and slave modes for Artix-7 board and STM32 board to exchange

the tasks between them.
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# PC - COMMUNICATION APPLICATION

N .
€ SERIAL PORTS

E
MSP430 Port Name JiCOM4 v
Emm

Artix-7 Port Name
|8 =
STM32 Port Name

/ 4

OPEN ALL COMM PORTS

CLOSE ALL PORTS

‘COMMUNICTION DATAS

IPORT SUCCESSFULLY OPENED

N

XC7A35T™
CSG325ABX1729
D5442744A

wen
" b :
e @ ) w0 "

(L) MASTER MODE ARTIX-7 / SLAVE MODE STM32 FOR SENSOR PROCESSING
() SLAVE MODE ARTIX-7 / MASTER MODE STM32 FOR SENSOR PROCESSING
. —

Device-1 Artix-7 35t FPGA MODE Device—\Z STM32 MCU MODE

SLAVE MODE STARTED g SLAVE MODE STARTED
—

DEVICES CONFIGURATION

e

START THE DEVICES WITH VALID
CONFIGURATION IMAGE FILES

SAVE - PROCESSED SENSOR DATAS

e

ARTIX-7 BOARD SENSOR DATAS

STM32 BOARD SENSOR DATAS )/ Q B \

Figure 4.2: PC application gui for user to control master-slave functions of the

devices.

When PC-APP executable object file opened, user must click open-port button
to connect to the FTDI USB-TTL converter port of MSP430 board. After it opens the
port there will be a message shows “PORT SUCCESSFULLY OPENED” and both
loT devices will start as slave mode for Artix-7 board and slave mode for STM32

board.

After user selects the Artix-7 board as master and STM-32 board as slave mode
of operation and click the button which states “START THE DEVICES WITH
VALID CONFIGURATION IMAGE FILES”. Then application communication log
will show the exchanged datas between MSP430 and PC-App in the following

figure.
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# PC - COMMUNICATION APPLICATION = X

RN W
.SEleL PORTS A :
MSP430 Port Name : g Xi—\"fﬁx ¥
| 4 o £ S

Artix-7 Port Name AC7AIST

. CSGI25ABX1720
54427444

STM32 Port Name ) COM5

ra o [
rd I
-

o
Stop Bits {1 =
-

Pat Ll m ARLES oL
h‘\ ® MASTER MODE ARTIX-7 / SLAVE MODE STM32 FOR SENSOR PROCESSING

OPEN ALL COMM PORTS md) SLAVE MODE ARTIX-7 / MASTER MODE STM32 FOR SENSOR PROCESSING
e o i
CLOSE ALL PORTS Device-1 Artix-7 35t FPGA MODE Device—\Z STM32 MCU MODE

MASTER MODE IMAGE FILE LOADED g SLAVE MODE IMAGE FILE LOADED
| —
COMMUNICATION DATAS : — DEVICES CONFIGURATION

“W414244 30 415254 49 58 37 20 4D 41 53 54 45 52 20 4D 4F 44 45
120 2F 20 53 54 4D 33 32 20 53 4C 41 56 45 20 4D 4F 44 45 20 41 43 START THE DEVICES WITH VALID
1143 4F 4D 50 4C 49 53 48 45 44 0D 0A 40 40 40 30 CONFIGURATION IMAGE FILES

SAVE - PROCESSED SENSOR DATAS

Figure 4.3: PC application when user start devices as artix-7 master, stm32 slave.

PC-Application will send the bytes 0x41, 0x42, 0x44, 0x30 to start operation and
MSP430 board sends the rest of the datas to show Artix-7 master and STM32 slave

mode operation started. In ASCII format, we can see the below screen for this

specific transmission in RealTerm serial monitoring program in the figure below.

& RealTerm: Serial Capture Program 2.0.0.70

CENTRAL CONTROLLER APPLICATION STARTED(iir
ABDBARTIX? MASTER MODE / STM32 SLAVE MODE ACCOMPLISHEDC(ilr
CeEa

Display | Port | Captwe | Pins ~ Send | EchoPort| 12C | 12C2 | 12CMisc | Misc

EOL
[ax41 Bx42 0x44 Send ASCI |1~ +Cr

Figure 4.4: Realterm capture of the datastream as artix-7 master, stm32 slave.
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After user selects the Artix-7 board as slave and STM-32 board as master mode
of operation and click the button which states “START THE DEVICES WITH
VALID CONFIGURATION IMAGE FILES”. Then application communication log
will show the exchanged datas between MSP430 and PC-App in the following
figure.

# PC - COMMUNICATION APPLICATION o X

o . T A
{ SERIAL PORTS 4 s o5 SR -
= . - le ®
.- i ) ra N ART])\. / . N
Mixﬂ’%me COom8 v éié;ﬁ N

n [ [ [ o1 )
STM32 Port Name Dosdzias

2 4 1 %

Stop Bits v Ny
11l = . R
Part e e - o
H (O MASTER MODE ARTIX-7 / SLAVE MODE STM32 FOR SENSOR PROCESSING Il
OPEN ALL COMM PORTS md® SLAVE MODE ARTIX-7 / MASTER MODE STM32 FOR SENSOR PROCESSING

S I =
CLOSE ALL PORTS Device-1 Artix-7 35t FPGA MODE Device-\z STM32 MCU MODE

SLAVE MODE IMAGE FILE LOADED @ MASTER MODE IMAGE FILE LOADED
P —

\COMMUNICTION DATAS [ — DEVICES CONFIGURATION

W41 42 43 30 53 54 4D 33 32 20 4D
. W{2F 20 41 52 54 49 58 2D 37 2053 START THE DEVICES WITH VALID
| 1/4343 4F4D504C 4953484544 CONFIGURATION IMAGE FILES

SAVE - PROCESSED SENSOR DATAS

E9 71 0D 2D E9 E9 71 A4 A4 E9
2D DA FA DA 0D E9 08 96 FE

Figure 4.5: PC application when user start devices as artix-7 slave, stm32 master.

PC-Application will send the bytes 0x41, 0x42, 0x43, 0x30 to start operation and
MSP430 board sends the rest of the datas to show Artix-7 slave and STM32 master
mode operation started. In ASCII format, we can see the below screen for this

specific transmission in RealTerm serial monitoring program in the figure below.
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Bly RealTerm: Serial Capture Program 2.0.0.70

CENTRAL CONTROLLER APPLICATION STARTED(:lr
ABCASTM32 MASTER MODE ~/ ARTIX-7 SLAUE MODE ACCOMPLISHEDC(:Lf
PeeO

Display | Pot | Capture | Pins ~ Send |EchoPort| 12 | 12c:2 | 12CMisc | Misc |

Ox41 Bx42 Bx43

Figure 4.6: Realterm capture of the datastream as artix-7 slave, stm32 master.

As seen above, there are two data streams that can be sent from PC-Application.

o If PC-Application sends four bytes as 0x41 0x42 0x44 to MSP430 board, then
MSP430 board reconfigures Artix-7 device as master and STM32 as slave
mode of operation.

o If PC-Application sends four bytes as Ox41 0x42 0x43 to MSP430 board, then
MSP430 board reconfigures Artix-7 device as slave and STM32 as master

mode of operation.

Last but not least, PC-Application has final feature of recording the datas to
excel file to save sensor data, if user selects “SAVE-PROCESSED SENSOR
DATAS”.

e If STM32 MCU is in master mode, then Application creates
“STM32 Sensor Data Acquisition_ Output.xls” file under “.\\Documents” file
section in the PC. In Visual Studio code, there is a Boolean which controls the
user input choice of master-slave selection which is defined as
“STM32master_ARTIX7slave” as seen in figure 16. This Boolean variable has
been set to true for STM32 master mode of operation as seen in figure below.

Then application will save the values to excel as seen in figure 4.7.
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S SERIAL PORTS

[y O x-:'w-x:;
MSP430 Port Name lCOM4 M| % 4 )
ey & UARTIXE

Artix-7 Port Name P ¥ XC7AIST!
CSG6325ABX1729

STM32 Port Name DAAZIAAA

Baud Rate

Stop Bits <
A1 - T , y
‘ () MASTER MODE ARTIX-7 / SLAVE MODE STM32 FOR SENSOR PROCESSING

OPEN ALL COMM PORTS mA®) SLAVE MODE ARTIX-7/ MASTER MODE STM32 FOR SENSOR PROCESSING
AT o\

Crmm— |
CLOSE ALL PORTS = Device-1 Artix-7 35t FPGA MODE Fevioe—Z STM32 MCU MODE
Wy — X \GE FILE LOADED

\ COMMUNICATIO IEFIGURATION

p Excel file created , you can find the file

gl‘: ;ﬁ ::: gg 55434594; g:r:ch’:rts‘;\s::'rsuiker\OneDrive\Documents\.STMSZ_Sensor_Data_Acquisiti CES WITH VALID
| %143 43 4F 4D 50 4C ¢« - IN IMAGE FILES

» D SENSOR DATAS

s ARTIX-7 BOARD SENSOR DATAS

Figure 4.7: PC application when user selects to store sensor datas for stm32.

336 = if (STM32master_ARTIX7slave)
{
Microsoft.0ffice.Interop.Excel.App tion x1App;
Microsoft.0ffice.Interop.Excel.lor x1WorkBook;
Microsoft.0ffice.Interop.Excel.lor x1WorkSheet;
object misvValue = System.Reflection.! g.value;
x1App = new Microsoft.O0ffice.Interop.Excel.Application();
x1WorkBook = x1App.Workbooks.Add(misValue);
x1WorkSheet = (Microsoft.Office.Interop.Excel.Worksheet)xlWorkBook.Worksheets.get Item(1);
//StreamReader reader = new StreamReader("Array.txt");
line = richTextBox3.Text;

string[] hexValuesSplit = line.Split(' ');

351 int storage = 1;

352 int alignment = 1;

353 //Code to save datas to excel file

354 =] foreach ( hex in hexValuesSplit)

355

356 =] if (hex != ' '.ToString() & hex != "".ToString())

357 {

358 o int value = Convert.ToInt32(hex, 16);|

Figure 4.8: Code fragment which creates excel sheet for stm32 data.
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Figure 4.9: Saved excel sheet which contains stm32 sensor acquisition data.

If Artix-7 FPGA is in master mode, then Application creates
“Artix7_Sensor_Data_Acquisition_Output.xls” file under “.\\Documents” file
section in the PC. In visual studio, else condition states the
“STM32masterARTIX7slave” as false, thus ARTIX-7 has been selected by
user as master mode of operation. Then application will get the values of Artix-
7 communication port and stores these values to excel sheet as seen in Figure
4.10.
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OPEN ALL COMM PORTS md) SLAVE MODE ARTIX-7 / MASTER MODE STM32 FOR SENSOR PROCESSING
A O —_— -—\—
CLOSE ALL PORTS == Device-1 Artix-7 35t FPGA MODE Device-2 STM32 MCU MODE
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;A ;'2__ ;(4) gg 54414% 5 ﬁ:\g::;‘;f;?ruiker\OneDrive\Documents\Artix?_Sensor_Data_Acquisitio CES WITH VALID

| W434F 4D 504C 495 N IMAGE FILES

D SENSOR DATAS

D%

Figure 4.10: PC application when user selects to store sensor datas for artix-7.

28



= else

Microsoft.Office.Interop.Excel.Application x1App;

Microsoft.0ffice.Interop.Excel.Wor x1WorkBook;
Microsoft.0ffice.Interop.Excel.Works
object misvalue = System.Reflection.Missing.value;

392 x1App = new Microsoft.Office.Interop.Excel.Application();
x1WorkBook = x1App.Workbooks.Add(misValue);

xlWorkSheet = (Microsoft.0ffice.Interop.Excel.Worksheet)xlWorkBook.Worksheets.get_Item(1);
//StreamReader reader = new StreamReader("Array.txt");

line = richTextBox2.Text;
string[] hexvaluesSplit = line.Split("' ');

int storage = 1;
int alignment = 1;

)2 //Code to save datas to excel file

= oreach ( hex in hexvaluesSplit)
" {
5 = if (hex != ' ".ToString() & hex != "".ToString())
{

Figure 4.11: Code fragment which creates excel sheet for artix-7 data.

Al N fr Artix-7 Processed Sensor Datas
A B C D E F G H 1 ] K L M N o P Q R 5
571 224 224 224 192 128 192 192 192 192 224 192 224 192 224 192 254 254 248 248
572 240 248 240 240 224 252 248 240 224 255 248 255 252 224 192 255 252 224 192
573 224 240 224 192 192 224 224 224 192 192 192 224 192 252 252 192 128 240 224
574 252 252 255 254 254 252 252 248 240 248 240 254 252 248 240 252 248 252 248
575 240 248 240 248 240 248 240 248 248 248 240 240 240 240 240 240 224 254 252
576 248 248 240 248 240 248 240 248 240 240 240 240 240 240 248 240 224 240 224
577 224 248 240 240 240 224 224 224 224 224 192 224 192 224 192 224 192 192 192
578 128 128 128 192 128 192 128 192 128 192 128 192 128 192 192 192 192 192 192
579 192 192 128 192 128 192 128 192 128 192 128 192 128 192 192 192 128 192 128
580 192 192 192 192 192 192 192 192 192 192 192 192 128 192 192 192 192 192 192
581 192 192 192 192 192 192 128 192 128 192 128 192 192 192 192 192 192 192 128
582 192 192 192 192 128 192 192 192 192 192 128 192 192 192 192 192 128 192 192
583 192 192 192 192 192 224 192 192 128 192 192 192 192 192 192 192 192 192 192
584 192 192 192 192 192 240 224 248 240 248 240 240 240 224 192 240 224 224 224
585 192 224 192 224 192 224 192 224 192 224 192 224 224 224 224 255 254 254 254
586 254 248 248 255 255 254 255 248 240 240 240 240 240 248 240 248 240 255 248
587 252 248 240 252 248 248 240 248 240 240 224 240 240 248 240 248 240 255 248
588 240 240 240 248 240 240 240 248 240 224 224 224 224 224 224 240 224 240 240
589 240 240 240 248 248 248 240 252 248 255 254 254 252 255 252 252 248 254 254
590 252 252 248 252 248 248 248 252 248 254 252 255 255 252 248 252 248 252 252
591 252 252 252 254 252 240 240 255 255 254 248 254 252 255 254 252 248 255 255

Figure 4.12: Saved excel sheet which contains artix-7 sensor acquisition data.

4.2. Central Controller Implementation Results

In my thesis work, | have developed embedded C++ code for MSP430 board via
Code Composer Studio program. After MSP430 system gets the master-slave
configurations of the devices from PC Application via UART interface, MSP430
board handles the switching tasks between the boards via their reconfiguration
GPIOs. In both boards, one discrete GPIO assigned to handle the full reconfiguration
via jumping between image files in flash memories. As seen below figure, the central
control application firmware takes the 198 Kbytes of memory out of 512 Kbytes of
RAM. Also firmware uses 924 Kbytes of memory out of 16350 Kbytes of Flash
memory located in MSP430G2553 board.

29



s Advice = Memory Allocation ¥ = Stack Usage
Project 'CENTRAL_CONTROLLER_UNIT": Link successful
PERIPHERALS_8BIT
PERIPHERALS_16BIT

v RAM 0 out of 240 bytes used (0%) 238 (46%)
.data
.stack 80
v FLASH 940 (5%)
text
.cinit 122

Figure 4.13: Code composer studio memory allocation for central controller unit
project.
There are two working modes for MSP430 board for configuration
purposes.

First working mode established like this:

® |f PC-App sends datastream of 0x41 0x42 0x44 via UART interface, MSP430
board will detect the incoming messages via synchronization bytes of 0x41
Ox42. Then mode of operation will be initiated via third byte which has the

value 0x44.

® After this, MSP430 will reconfigure Artix-7 as master by pulling the
RESET_RECONFIGURATION_PIN to high state and start multiboot
operation of Artix-7 to start via updated bitstream in Flash memory. Since
STM32 started as slave mode, MSP430 board will not change anything on
STM32 device.

Second working mode established like this:

® If PC-App sends data stream of 0x41 0x42 0x43 via UART interface, MSP430
board will detect the incoming messages via synchronization bytes of 0x41
Ox42. Then mode of operation will be initiated via third byte which has the

value 0x43.

® After this, MSP430 will reconfigure STM32 as master by pulling the reset pin,
B11 pin to high state. Then MSP430 board will change the reset pin state to
low and start bootloader jump operation of STM32 to start with updated
application file located in Flash memory. Since Artix-7 started as slave mode,

MSP430 board will not change anything on Artix-7 device.
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while(1){

//SYNC BYTES CONTROL
if((IFG2&UCABRXIFG)){
if(synccontrol == 2){
synccontrol = @;
ReceivedData[2] = UCAGRXBUF;
ser_output(ReceivedData);

if(UCABRXBUF == @x41 & synccontrol == ©){
synccontrol = 1;
ReceivedData[@] = ex41;

if(UCABRXBUF == ©x42 & synccontrol == 1){
synccontrol = 2;
ReceivedData[l1l] = ©x42;

// *ReceivedData = UCABRXBUF;
IFG2 &= ~UCAGRXIFG; // Clear RX flag

Figure 4.14: Code fragment of msp430 board to control synchronization bytes and
mode byte.

£ ARTIX-7 OR STM32 CONFIGURATION ARRANGEMENT---------=--=--=--—-—------"---—-- /A
//STM32 Reset and Pin5 set as high for ADXL345 Reading Master and Artix-7 FPGA as Slave
if(ReceivedData[2] == Ox43){

P20UT = ©x28; //make it low for slave function eeleleee

__delay cycles(32768);

P20OUT = ©x28;

__delay cycles(32768);

P20UT = ©x28;

ser_output(text3);

//Artix-7 FPGA as Master , STM32 as slave after reset
if(ReceivedDatal[2] == ex44){

P20UT = ©x18; //make it HIGH for master function of Artix-7

__delay cycles(32768);

P20UT = exle;

__delay cycles(32768);

P20UT = ©x18;

ser_output(text2);

Figure 4.15: Code fragment of msp430 board for the management of artix-7, stm32
boards.

4.3. 10T Device-1 Implementation and Results

I have used VIDADO 2021.1 to write the VHDL code for two application

firmwares and loading the firmware to the flash memory on CMOD A7 board.

For the initial golden VHDL code, | have declared the iprog_rst module inside

main module as seen below:

component iprog rst is
generic (

WBSTAR : std logic vector (31 downto 0) := x"Q02fffff"

RST : in  std_logice;
CLE : in std_logic;
RIP : out std logic

end component;

Figure 4.16: Golden vhdl file top module’s iprog_rst declaration.
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The ICAPE2 primitive is used and instantiated inside iprog_rst module as seen

below:

ICAPE2_inst: ICAPE2

generic map (
DEVICE_ID => X"362093",

ICAP_WIDTH => "X32", -
SIM CFG_FILE NAME => "NONE" —-

)
port map (
o => open,
CLKE => CIK,
CSIB => cs 1,
I => d_swapped,
RDWRB => T _Wx

Figure 4.17: ICAPE2 primitive declaration.

As seen above, ICAPE2 primitive contains the definitions which are
DEVICE _ID, SIM_CFG_FILE_NAME. These definitions are for simulation
purposes and configuration registers could be read from those. Input and output data
width can be defined via ICAP_WIDTH variable. As it is defined as 32 bit values, |
have used 32 bits as ICAP_WIDTH value. In the interface, we needed to define the
read and write select and chip select to send with the datastream. In the datastream, it
is defined in which series of data will be sent to do the multiboot operation properly
according to the application note.

It is recommended to use the words like this for multiboot operation by Xilinx
Application note[5]:

Configuration Explanation
Data (hex)()

FFFFFFEF Dummy Word
RR995566 Sync Word
20000000 Type 1 NO OP
30020001 Type 1 Write 1 Words to WBSTAR
00000000 Warm Boot Start Address (Load the Desired Address)
30008001 Type 1 Write 1 Words to CMD
0000000F IPROG Command
20000000 Type 1 NO OP

Figure 4.18: IPROG command through icape2 primitive.

Normally flash addresses contain “’FF’’ value, when configuration logic
acknowledges the sync word, then system captures the datastream and processes it.

Then system expects “’Type 1 NO OP’’ data to exist and continues operation. Then it
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is needed to define the WBSTAR register value as 32 bit address. This value

determines the updated image file location in flash memory and | have defined

“002fffff>> as my start address in flash memory for my updated image file. Then |

have to write IPROG command to the CMD register. This will trigger the

reconfiguration mechanism inside FPGA but will hold the WBSTAR register value.

The ordering of the bits for each byte in datastream is reversed and send to the

datastream to allow 3 cycles for Artix-7 FPGA to function properly as seen below

figure.
case count is

when 0 => data <= x"FFFFFFFF"; -
when 1 => data <= x"FFFFFFFF"; -
when 2 => data <= x"FFFFFFFF"; -
when 3 => data <= x"FFFFFFFF"; -
when 4 => data <= =x"FFFFFFFF"; -
when 5 => data <= x"20000000"; -

cs_ 1 <= '0";

r_wx <= '0';
when € => data <= x"AA995566"; -
when 7 => data <= x"20000000"; -
when 8 => data <= x"20000000"; -
when @ =>» data <= x"30020001"; - TAR
when 10 => data <= WBSTAR; -
when 11 => data <= x"20000000"; -
when 12 => data <= x"20000000"; -
when 13 => data <= x"30008001"; -
when 14 => data <= ="0000000F"; -
when 15 => data <= x"20000000"; -
when 16 => data <= x"20000000"; -

cs_l <= "1";

WX <= "1"'";
when others =>

cs_l <= "1";

T_WX <= "1'";

end case;

Figure 4.19: VHDL code fragment to send the icape2 datastream.

In the main module of application-1, | have declared input and outputs for the

golden file as below figure:

entity Applicationl is
Port |

UART_ THD

RGBO Blue
) ;
end Applicationl;

: out STD_LOGIC

: in  STD_LOGIC_VECTOR (1 downto 0);
: in  STD_LOGIC;
: out STD_LOGIC_VECTOR (1 downto 0);

: out STD LOGIC;

RESET_ SIGNAL RECONFIGURATION: in STD_LOGIC;

: out STD_LOGIC;

: out STD_LOGIC;

: out STD_LOGIC;

CMOD_A7_FPGA_PRO)
OneDrive/Bureaublad

GOLDEN 000000/CM

Figure 4.20: Main module input/output declaration of applicationl.
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As seen above, golden image will be triggered via signal defined as
“RESET_SIGNAL_RECONFIGURATION”. This signal is connected to the reset
signal in the iprog_rst module. If this signal goes high, the count variable will start

from zero to send the appropriate datastream to handle reconfiguration as seen

below.
if(CLK'event and CLE='1l") then
if(RST = "1") then
run <= "17;
end if;
if(run = '0") then
RIP <= "0';
cs 1 <= "17;
r wWx <= "1'";
count <= 0;
data <= (others => "1");
else
RIP <= "1l";
if (count /= CMAX) then
count <= count + 1;
end 1if;

Figure 4.21: Code fragment in iprog_rst module to start datastream.

Inside of the process definition, if reset signal goes high, system will set signal
“run’’ to go high. Then system will send the datastream to determine WBSTAR
memory address, send IPROG command to start reconfiguration mechanism to
immediately run FPGA with updated bitstream.

In the application 1, 11 1/O pins, 164 Cells, 267 Nets have been used, It can
be seen in schematic tab inside synthesized design of VIVADO 2021.1 The
application 1 only contains RGB led brightness change, led lighting functions and
uses 100 MHz clock frequency. Static power consumption is 0.072 Watt and
dynamic power consumption is 0.111 Watt as a total chip draws 0.183 Watts of
power for its own firmware. In the power consumption, clocks draw more power as
0.002 Watts because in this application system runs with 100 MHz frequency via
frequency divider of PLLs. The VIVADO 2021 figure which contains this

information can be seen below.

34



SYNTHESIZED DESIGN - xc7a35tcpg236-1
@ Project Summary % iprog rst.vhd % Schematic x
5
A @ a 3 X O C  164Cells  111/0Ports 267 Nets
z =0 I
2 =0 £
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g
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I
Figure 4.22: Schematic output of vivado 2021.1 for golden image file for
application-1.
Q = ¢ | C : Summary
settings Power analysis from Implemented netlist. Activity On-Chip Power
Summary (0.183 W, Margin: N,  derived from constraints files, simulation files or . .
Power Supply vectorless analysis. Dynamic: 0111w (6
+ Utilization Details Total On-Chip Power: 0.183 W — Clocks: 0.002 W
Hierarchical (0.111 W) Design Power Budget: Not Specified Signals:  0.001W
Clocks (0.002 W) Power Budget Margin: N/A Logic: 0.001W
~ Signals ( Junction Temperature: 25.9°C W MMCM: - 0.104 W
Data (0.001 W) Thermal Margin: 59.1°C (11.8 W) 39% 1/0: 0.002 W
Clock Enable ( i : °
ok tnable Effective BIA: socw Device Static. ~ 0.072W  (39%)
Set/Reset (<0.007 W) Power supplied to off-chip devices: 0 W
Logic (0 Confidence level: Medium
Clock Manager (0.104 W) Launch Power Constraint Advisor to find and fix
1/O (0.002 W) invalid switching activity

Figure 4.23: Power activity of application-1.

In the main module of application-2, | have declared input and outputs for the
golden file as below figure:
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entity ApplicationZ is

Port |
SPI_SCLK o out std logic;
SPI CS : out std _logic;
SFI_MOSI : out std logic;
SPI_MISO : in std logie;
BTN : in S8TD_LOGIC_VECTCR (1 downto 0);
CLK : in STD_LOGIC;

LED : out STD_LOGIC_VECTOR (1 downto O0);
power3V : out STD_LOGIC;

GND : out STD_LOGIC;

EESET SIGNAL RECONFIGUEATION: in STD_LOGIC;
UART TXD : out STD_LOGIC;

RGB ed : out STD_LOGIC;

R( een : out STD_LOGIC;

RGBO_Blue : out STD_LOGIC

end ApplicationZ;

Figure 4.24: Main module input/output declaration of application2.

As seen above, updated image will have SPI pins declarations as input master
in slave out pin namely SPI-MISO, output master out slave in pin namely SPI-MOSI,
output SPI-clock and also output for UART interface. Also system runs with 10 MHz
of clock frequency which is different from the golden initial files ‘clock which is 100
MHz.

In the application 2, 16 1/O ports, 208 Cells, 360 Nets have been used, It can be
seen in schematic tab inside synthesized design of VIVADO 2021.1 The application
2 contains RGB led brightness change, led lighting functions and SPI interface with
ADXL345 sensor and uses 10 MHz clock frequency. Also it sends the SPI interfaced
ADXL345 data via UART interface in master mode. In Synthesized design, it is
possible to see the power activity of the Artix-7 FPGA according to the master mode
application. Static power consumption is 0.072 Watt and dynamic power
consumption is 0.106 Watt as a total chip draws 0.178 Watts of power for its own
firmware. In the power consumption, clocks draw less power as 0.001 Watts because
in this application system runs with 10 MHz frequency. The VIVADO 2021 figures

which contain this information can be seen below.

36
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Figure 4.25: Schematic output of vivado 2021.1 for updated image file for
application-2.
Power
- -~ *
Q| = $|C » Summary
Settings N . . . .
Power estimation from Synthesized netlist. Activity On-Chip Power
Summary (0.178 W, Margi  derived from constraints files, simulation files or .
Power Supply vectorless analysis. Note: these early estimates can Dynamic: 0.106 W (60%)
change after implementation.
~ Utilization Details s Clocks:  <0.001 W
Hierarchical (0.106 W) Total On-Chip Power: 0.178 W Signals:  <0.001 W
Clocks ( Design Power Budget: Not Specified Logic: <0001TW (<1%
“ Signals (<0 Power Budget Margin: N/A B VMCM: 0105 W
Data (<0.001 W) Junction Temperature: 25.9°C 40% 1/0: <0.001 W
(=n¢  Thermal Margin: 59.1°C (11.8 W)
Clock Enable (<04 ) Device Static ~ 0.072 W (40%)
Set/Reset (<0.001 Effective QJA: 5.0°C/W
Logic (<0.001 W) Power supplied to off-chip devices: 0 W
Confidence level: Medium

Clock Manager (0.105

1/O (<0.001 W)

Launch Power Constraint Advisor to find and fix

invalid switching activity

Figure 4.26: Power activity of application-2.

4.4. 10T Device-2 Implementation and Results

In the thesis work, | will be using bootloader custom file and two
application files written for STM32 to embed three different firmwares inside flash
memory via STM32CubeProgrammer tool. Custom bootloader code will be written
to flash address starting from 0x08000000. Application-1 firmware code will be
written from address A to address B. Application-2 firmware code will be written

from address C to address D as seen in figure.
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At the customized bootloader file, user should first select boot from flash mode
to enable flash for programming files. The system will run with a customized
bootloader file that’s written inside flash memory. When system boots, it will check
its own dedicated GPIO to see which application is wanted. After this control, system
will jump to the specific application address to run the programming file allocated to
it.

Flash Memory
Bootloader Code

< Flash Address: 0x08000000

Initially controls dedicated GPIO to
select Application

< Flash Address: A
Application-1

Starting from Flash Memory

Address-Ato B Flash Address: B

< Flash Address: C

Application-2
Starting from Flash Memory

Address-Cto D

Flash Address: D

»~

Figure 4.27: STM32 board flash memory for bootloader application.

After each reset, bootloader custom firmware inside flash memory will be
activated to control the dedicated GPIO, if that GP1O set to high, system will jump to
Application-2 memory address. Then system will continue working with
Application-2 firmware. If user selects dedicated GPIO to go low, system will jump
to Application-1 memory address. Then system will continue working with
Application-1 memory address.

At this implementation of STM32F103C8 board, bootloader file is created to
control the dedicated GPIO pin B11 to determine which application from flash to
execute. In bootloader project, linker file and bootloader ¢ code to jump between
applications.

In linker files memory addresses and sizes are determined as 20 Kbytes for each

application file since | had 64 Kbytes of flash memory on the board. For bootloader
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custom file, 20 Kbytes of size have been given via flash line in memory section as it
can be seen from below figure 4.28.

As seen below in figure X, | have address space from 0x8000000 to address A of
flash memory for bootloader mode application. Thus | have separated address space

starting from 0x8000000 to the bootloader file as it can be seen in figure below.

/* Highest address of the user mode stack */
| estack = ORIGIN(RAM) + LENGTH(RAM); /* end of "RAM" Ram type memory */

| Min_Heap_Size = @x2e@ ; /* required amount of heap */
| Min_Stack_Size = ex4ee ; /* required amount of stack */

/* Memories definition */

MEMORY
RAM (xrw) : ORIGIN = ex2eeeeeee, LENGTH = 28K
FLASH (rx) : ORIGIN = ©x800eeee, LENGTH = 20K /*Flash Memory of 64 Kbyte */
/*2@ Kbytes given to bootloader Fi1e|*/
}

Figure 4.28: STM32 bootloader flash linker file memory definition.

As seen below in figure 4.29, | have address space from A to address B of
flash memory for slave mode application. Thus | have separated address space
starting from 0x8005000 to the application 1 for slave mode as it can be seen in

figure below.

/* Highest address of the user mode stack */
_estack = ORIGIN(RAM) + LENGTH(RAM); /* end of "RAM" Ram type memory */

_Min_Heap_size = ex2ee ; /* required amount of heap */
_Min_Stack_Size = @x40@ ; /* required amount of stack */

/* Memories definition */

MEMORY
RAM (xrw) : ORIGIN = ©x20000000, LENGTH = 28K
FLASH (rx) : ORIGIN = ©x8ee5ee9, LENGTH = 22K /*Flash Memory of 64 Kbyte */

/*20 Kbytes given to slave mode application file */

Figure 4.29: STM32 application-1 flash linker file memory definition.

As seen below in figure x, | have address space from C to address D of flash
memory for master mode application. Thus | have separated address space starting
from Ox800A800 to the application 2 for master mode as it can be seen in figure

below.
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/* Highest address of the user mode stack */

_estack = ORIGIN(RAM) + LENGTH(RAM); /* end of "RAM" Ram type memory */
_Min_Heap_Size = ©x200 ; /* required amount of heap */
_Min_Stack_Size = ©x400@ ; /* required amount of stack */

/* Memories definition */
MEMORY

RAM (xrw) : ORIGIN = ©@x2e0000080, LENGTH 20K
FLASH (rx) : ORIGIN = Ox800A800, LENGTH = 22K /*Flash Memory of 64 Kbyte */
/*22 Kbytes given to master mode application file */

Figure 4.30: STM32 application-2 flash linker memory definition.

In bootloader ¢ code, dedicated GPIO state is being controlled, if the state goes
the same as Reset pin, slave mode application will be chosen. Otherwise, system will
run from master mode application since App2 is chosen in below figure. The main
reason to assign this pins’ state to reset pin, is to synchronously select system

running application if reset pin is pushed or triggered by user.

if(HAL_GPIO_ReadPin(App_GPIO_Port, App_Pin) == GPIO_PIN_RESET)
App = Appl;

else
App = App2;

Figure 4.31: Application selection via bootloader ¢ code section.

In bootloader c file, there is a state defined as “JumpMode”. If JumpMode is
active, system will first control which application is selected via GP10O. Then it will
control whether there are empty addresses or not to see the code exists in the memory
section. APP1_START refers to the flash address where the slave mode application
is located. Similarly, APP2_START belongs to the flash address where the master

mode application is located.
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if(bootloaderMode == JumpMode)

{
if(App == Appl)

//This control aims to understand if the code really exist
uint8_t emptyCellCount = @;
for(uint8_t i=@; i<1@; i++)

if(readWord(APP1_START + (i*4)) == -1)
emptyCellCount++;

1
if(emptyCellCount != 1)
jumpToApp (APP1_START);
else
errorBlink();

else

//This control aims to understand if the code really exist
uint8_t emptyCellCount = ©;
for(uint8_t i=B8; i<1@; i++)

if(readWord(APP2_START + (i*4)) == -1)
emptyCellCount++;
}
if(emptyCellCount != 18)
jumpToApp (APP2_START);
else
errorBlink();

A

Figure 4.32: Bootloader jump feature at dedicated c file.

In STM32 Board, | have implemented the master mode application file to
get sensor values via SPI interface. First |1 have written the functions to write, read
and initialize the ADXL345 sensor device. For ADXL sensor initialization, | have
determined the data format range to cover +4g acceleration to -4g acceleration by
writing the 0x31 register to value 0x01. To reset all bits in the sensor, | have written
0x00 value to 0x2D register. Then for power control measurement, | have written
value 0x08 to the 0x2D register. For ADXL sensor to read, multiple byte read mode
enabled, CS pin state changed to low for enabling sensor. Then it is needed to send
the address where we want to read the data from. In the address, | have read 6 bytes
of data since multiple byte read is enabled. Then CS pin state changed to high for
disabling the sensor. For ADXL sensor to write, multiple write modes are enabled.
Similarly, CS pin should go low state to enable the sensor, and then it is possible to
transmit address and data values. To end operation, CS pin should go high state to

disable the sensor.
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void adxl_write (uint8_t address, uint8_t value)

{
uint8_t data[2];
data[@] = address|ex4e;
data[1l] = value;
HAL_GPIO_WritePin (GPIOB, GPIO_PIN_7, GPIO_PIN_RESET);
HAL_SPI_Transmit (&hspil, data, 2, 1€9);
HAL_GPIO WritePin (GPIOB, GPIO_PIN_7, GPIO_PIN_SET);
1
void adxl_read (uint8_t address)
{
address |= @xse;
address |= @x4e;
HAL_GPIO_WritePin (GPIOB, GPIO_PIN_7, GPIO_PIN_RESET);
HAL_SPI_Transmit (&hspil, &address, 1, 18@);
HAL_SPI_Receive (&hspil, data_rec, 6, 100);
HAL_GPIO_WritePin (GPIOB, GPIO_PIN_7, GPIO_PIN_SET);
1
void adxl_init (void)
{
adx1l_write (@x31, exel);
adx1l_write (©@x2d, exee);
adxl_write (ex2d, exes);
1

Figure 4.33: ADXL345 write, read, initialization functions in master mode main
c file.

In master mode c file, ADXL345 sensor values will be continuosly read via
SPI interface for x axis, y axis and z axis. If z Axis value goes higher than 0.5 g
value, GPIO pin 13 which is connected to the LED on the board turns on. Otherwise,

led will go to turn off state to show the gravity acceleration of 1 g is not detected.

while (1)
{

// READ DATA

adx1l_read (©x32);
((data_rec[1]<<8) |data_rec[e]);
((data_rec[3]<<8) |data_rec[2]);
((data_rec[5]<<8) |data_rec[4]);
// Convert into 'g°’

<
nnu

Xg = x*.e078;
yg = y*.0e78;
zg = z*.0078;

// Acceleration value control
if(zg > ©.5)

HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO PIN_SET);
else

HAL_GPIO_WritePin(GPIOC, GPIO_PIN_13, GPIO PIN_RESET);

/* USER CODE BEGIN 3 */
HAL_Delay (2@@); // wait for 28@ ms

Figure 4.34: Code fragment in application-2 to read spi interfaced sensor data.

For the STM32 board implementation, STM32CubelDE creates files with
the “ELF” extension. The bootloader project elf file contains 19.77 Kbyte memory
starting from address 0x08000000 to address 0x08005000. The slave mode
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application project elf file contains 3.84 Kbyte memory starting from address
0x08005000 to address 0xO0800A800. The master mode application project elf file
contains 12.91 Kbyte memory starting from address Ox0800A800 to address
0x08010000. The memory output details of the STM32CubelDE can be seen in

figure below:

Memory Regions Memory Details

Region Start address End address
=RAM 0x20000000 0x20005000
=FLASH  0x08000000 0x08005000

Memory Regions Memory Details

Region Start address End address
=RAM 0x20000000 0x20005000
=FLASH  0x08005000 0x0800a800

Memory Regions Memory Details

Region Start address End address
=RAM 0x20000000 0x20005000
=FLASH  0x0800a800 0x08010000

Size
20 KB
20 KB

Size
20 KB
22 KB

Size
20 KB
22 KB

Free
13.64 KB
240 B

Free
18.45 KB
18.16 KB

Free
18.19 KB
9.09 KB

Used
6.36 KB
19.77 KB

Used
1.55 KB
3.84 KB

Used
1.81 KB
12.91 KB

Usage (%)

B 75%
(9883%

Usage (%)
§7.73%
W7.47%

Usage (%)
§9.06%

58.66¢%

Figure 4.35: Memory regions for bootloader firmware’s elf file, slave mode
firmware’s elf file and master mode firmware’s elf file.
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5. CONCLUSION AND FUTURE WORK

5.1. Conclusion

Reconfigurable models for 10T devices are chosen in this thesis work to
establish a system which is capable of switching tasks on the fly with full
reconfiguration. For this purpose, | have chosen widely used processor families in
automotive, military, aerospace, enterprise, healthcare industries which are Xilinx
FPGA, STM, MSP series MCUs. Since all boards communicate via serial
communication interfaces with each other and the sensor block, | have come up with
a GUI to communicate and configure 10T devices via user inputs. In a network full of
IoT devices, it is possible to reconfigure those devices firmware without unplugging
them to stop operation or cut the power in each of them. This increases the flexibility
and development with the complex infrastructure to reduce the life cycle costs and

maintainability efforts.

5.2. Future Work

System runs completely bare-metal and that creates a need to use additional PC
for GUI development. In the future there could be an improvement to use embedded
Linux, Linux or Windows running on multicore CPU board to control the MSP, STM
series processors. Then GUI could be developed and run within that CPU’s operating
system. This implementation is finished and demonstrated in section 5.3.1.

After this, next step is to assign different tasks between cores in the CPU and
external MSP, STM series processors. Then generic framework could be applied and
extended to heterogeneous tasks for diverse applications easily with CPUs, FPGAs
and various MCU boards. This work can continue to accomplish a library with all
these different MCUs, CPUs implementations with mixture of communication
interfaces such as Ethernet, PCI Express, LVDS, Bluetooth, Wifi, USB, CAN, SPI,
I12C, UART. Then it will be possible to use this library in our central controller multi-
core CPU’s embedded operating system where any 10T component can be plugged to
be configured easily via different communication interfaces. This implementation

nearly finished and can be seen in section 5.3.2.
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5.3. Ongoing Projects

5.3.1. Generic Framework Implementation with Multicore
Application Processor

Application Layer:

Runs application sofiware to assign master-siave tasks
between loT devices. Saves the incoming datas of those
systems in SD-Card via "csv™ file extension.

UART UART

MSP430G2553 Board

Runs application to exchange funcionality of Artix A7 via
muitiboot and STM32 via bootloader by incoming user
datas of IMXEM MINI LPDDR4 board.

O o)
S 0
& 5

Cmiod Artix A7-35T FPGA Board

Q5P1 Rash:

1- Application-1 for Master Operation
7- Application-2 for Slave Operation

Figure 5.1: Flow diagram of IMX8 Application Processor Implementation.

As seen above, | have used NXP IMX8M Mini LPDDR4 board for
implementation of generic framework proposed in the thesis work. In this
application, whole software runs inside of IMX8M Mini board with its own
operating system which is Windows 10 10T Core. Therefore, | have created Visual
Studio XAML project which can be deployed to 64 bit ARM processor. In Visual
Studio software, it is possible to deploy XAML projects to 32 bit/64 bit ARM, 32
bit/64 bit Intel processors after defining the IP address of the device[26]. This is a

developer approach to debug applications to arm processors which are connected to
Ethernet network.
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After deployment of Visual Studio Project, it is possible to connect to
MSP430G2553, Artix-7 and STM32F103C8 boards simultaneously. Then same
operation of the boards for master-slave interchangeability is accomplished and it is
possible to save the incoming sensor data to the SD card as storage file with csv
extension. | have used 16 GB SanDisk SD Card to boot windows 10 IoT Core for
IMX8M board and save the data in the remaining space of the SD Card. For large
volumes of data this implementation can be extended by NVMe SSD memory
connected to the PCI express bus underneath this IMX8M board since those
memories could have 1Terabyte or more space. Then system could run for longer
periods of time without interruption to have data acquisition function in an IoT

Network.

Deployed XAML
Application

MSP430G2553
ARTIX A7-35t
STM32F103C8

Figure 5.2: Generic framework implementation with imx8m processor.
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5.3.2. Cluster Network Implementation of Generic
Framework

i

Gigabit Ethernet
Connection

1 TP-LINK WIFI ROUTER
/

Intel Joule 570x Module
05-1: Windows 10 Enterprise LTSC NXP IMXSM MINI LPDDR4 Module Artix A7-100T FPGA Board Cora Z7-10/ZYNQ FPGA Board
05-2: Windows 10 10T Core 03: Yocto Embedded Linux Distribution - Core Image Base 05: Linux with 64 bit Microblaze and MMU 05: Linux created from Petalinux for Zyng

Application e Application Layer-
s dmﬂ":’:"m'* D 1-Runs individual scripts to assign tasks
between loT devices.
i n

2-Runs individual script to run mathematical 2-Runs individual script to run mathematical
functions functions:

Figure 5.3: Generic framework implementation with multiple processor boards.

As seen above, | have enlarged the implementation of generic framework with
different processor boards which includes Intel Joule series, NXP IMX series and 7
series Xilinx FPGA boards.

As seen below, there are 4 different operating systems run on each board:

e Intel Joule 570x module is capable of running windows 10 10T core and
windows desktop versions as well. In this specific example, intel joule module
runs 64 bit windows 8.1.

e NXP IMX-8 board runs core-image-base image file which is created by yocto
project. Yocto project is used to create custom embedded linux to access all
peripherals of the board. | have created ‘’core-image-base’’ file for imx8 and
partitioned it in SD card which boots linux on power-up[27].

o Artix A7-100t FPGA board is used with 64 bit Linux which runs on microblaze
processor. This implementation’s programmable/hardware logic have been
done by VIVADO software. Then | have exported this hardware for
configuring petalinux to have embedded linux for Artix A7-100t FPGA board.
There are several other demonstrations possible with RISC-V processor
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implementations inside this FPGA but | have used microblaze processor to run
linux for this application[28].

e Cora Z7-10 Zyng FPGA board is used with petalinux tools to create embedded
linux distribution to access all peripherals of the board after exporting
hardware from VIVADO software.

The purpose is to use the application software of Intel Joule Module to access all
application processors via SSH connection and assign functionalities of 10T devices
that are connected to Zynq, Artix, IMX8M boards via message passing interface[29].

For this setup, Artix-7, Zynq and IMX8M boards are connected to TP-LINK
router via gigabit-ethernet cables. Intel Joule Module is connected to TP-LINK
router via WIFI connection. | have used USB 3.0 compatible WIFI adapter which
have 1200 Mbps speed on 2.4GHz and 5GHz networks. Then it is possible to access
Artix-7, Zyngq, IMX8M boards via router by ethernet connection through Intel
Joule’s user application which can be seen on Figure 5.5. | have used SSH
connection to remotely login each of the board and | have created individual shell
scripts to run executables dedicated for master-slave functionality assignment
between loT devices connected[30]-[31]. Then generic framework proposed in this
thesis is applied to IMX8M, Artix-7 and Zynq boards separately. Thus it is possible
to attach Artix A7-35t and STM32F103C8 to these boards to switch between master
— slave modes and data acquisition purposes.

In short, this generic framework can be widened with multi operating system
with multi user applications instead of one operating system to control 10T devices
with one user application. In thesis studies, | have created visual studio application in
PC to save the incoming datas from Artix A7-35t or STM32F103C8 boards

accelerometers.
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Figure 5.5: Cluster network master node application software.
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