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ABSTRACT

We are witnessing an arms race between attackers and security ex-
perts in today’s Internet. Attackers hide their intentions and mimic
legitimate behaviour to evade detection. Prominent attacks target end-
users’ systems with a wide range of goals, such as monetary, finan-
cial, political, espionage, destructive. . In this thesis, I examined two
well-known instances of these attacks. One of these attacks is the
widespread use of trick banners that use social engineering tech-
niques to lure victims into clicking on deceptive fake links and po-
tentially leading to a malicious domain or malware. Other examined
approaches involve e-mail attacks, such as spearphishing and e-mail
attachment attacks. By impersonating trusted e-mail senders through
carefully crafted messages and spoofed metadata, adversaries can
trick victims into launching attachments containing malicious code
or into clicking on malicious links that grant attackers a foothold
into otherwise well-protected networks. Unfortunately, current mit-
igations are unreliable and relying on fallible malware detection tech-
niques or user education.

Our hypothesis is that online systems can be designed with opti-
mized settings to help users to make security decisions efficiently.

Thus, in this dissertation, I make several contributions to help end-

users to make decisions on security:

Trick banner is an
Internet advertising
banner with a
deceptive visual
appearance, crafted
to lure users into

clicking on them.

In Spearphishing
attacks the adversary
crafts e-mail
messages that are
custom-tailored to
the victim and thus

appear legitimate.



¢ This dissertation shows how to distinguish trick banners from
legitimate download links. I present a set of features to charac-
terize trick banners based on their visual properties such as im-
age size, color, placement on the enclosing web page, whether
they contain animation effects, and whether they consistently
appear with the same visual properties on consecutive loads of
the same web page. I have implemented a tool called TrueClick,
which uses image processing and machine learning techniques
to build a classifier based on five identified features to detect
the trick banners on a web page automatically.

* This dissertation shows how to identify a legitimate e-mail sender
from a spearphishing e-mail attack. I present a novel automated
approach to defend users against spearphishing attacks. The ap-
proach first builds probabilistic models of both e-mail metadata
and stylometric features of e-mail content. Then, subsequent e-
mails are compared to these models to detect characteristic in-
dicators of spearphishing attacks.

¢ This dissertation aids the end users in making an informed de-
cision about whether or not an e-mail attachment is what they
expect. I present adopting a default policy of isolated attach-
ment rendering. E-mails bearing attachments are transparently
rewritten to contain static renderings of the attachments within

a sandboxed virtual machine environment.
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INTRODUCTION

1.1 OVERVIEW

Seventy years ago the first bug, a moth, which produced faulty, un-
intended results in computers was discovered'. Nowadays, bugs are
not moths anymore, and definitely, they are not the sole reason of
security vulnerabilities in computer systems. Rapid advances in com-
puter technology have had profound effects on today’s society. Huge
amounts of information can be accessed on the Internet, and commu-
nication can be made with any number of people across the world
almost instantly. The ultimate goal of computer security systems is
to detect every attack and prevent attackers from being successful.
Maintaining computer security is critical, and achieving this is de-
pendent on each user’s awareness of the risks to which information
can be violated and their corresponding behavior. Given that the de-
velopment of new security attacks is constant, users are required to
be knowledgeable and vigilant to prevent successful attacks.

The weakest security link of a system is the ordinary user (i.e. ev-
eryone except security experts) who is targeted or used as a stepping

stone to reach a main target. Unfortunately, the number of computer

Grace Hopper Murray logged in her notes on September 9, 1947 that “First actucal
case of bug being found”



INTRODUCTION

system owners is far more than users who received systems security
education. Deception techniques are used by attackers to make de-
tection of potential attacks challenging. The ubiquity of the Internet
usage amongst ordinary users has made deceptive techniques popu-
lar. The combination of the ordinary users’ awareness of the risks to
which information can be violated and their corresponding behavior
and prosperity of the deception techniques are key factors in ensuring

successful attacks.

KEY FACTORS FOR SUCCESSFUL ATTACKS:

1. User Awareness: These uneducated users are challenged every
day to make important decisions without knowing the conse-

quences of their actions.

2. Deceptive Attacks: Deceptive attacks take advantage of the (per-
ception of) legitimate systems by forging them through imita-
tion of the look, and the behavior. Malicious contentment is

subsequently embedded within the bogus system.

Considering these two major factors, in this dissertation, I focused
on the deceptive attacks that take advantage of end-users’ actions.
Therefore, in order to restrain attackers’ success, I explored deceptive
attacks that are popular and widely used on web pages and in e-

mails.



1.2 MOTIVATION

1.2 MOTIVATION

Advances in technology have made the Internet accessible to billions
of users. Users utilize the Internet through a wide variety of devices,
such as personal computers, tablets, mobile platforms, and smart tele-
visions. While web activities and e-mail usage have increased on these
devices over the past few decades, the number of attacks and attack

success ratios have rapidly accelerated as well.

WEB ACTIVITY TARGETED ATTACKS: Traditional forms of ad-
vertising using web banners, e-mail campaigns, social media, and
mobile marketing schemes are easy for attackers to use deceptive
techniques that integrate malicious content into publishers” and ap-
plication developers” content. Malicious advertisement rate doubled
each year since 2011 according to RiskIQ’s malvertising reports [96].
For example, a recent and pervasive trend among attackers is to im-
itate the “download” or “play” buttons in popular file sharing sites
(e.g., one-click hosters, video-streaming, and bittorrent sites) in an at-
tempt to trick users into clicking on these fake banners instead of the
genuine link. Consequently, attackers have leveraged these channels

as efficient mechanisms for distributing malware.

E-MAIL TARGETED ATTACKS: When attacks via e-mails are con-
sidered, spearphishing is a prominent targeted attack vector. In Ver-
izon 2017 Data Breach Investigations Report [114], it is stated that

imposters are emerging trends amongs e-mail compromises and also
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66% of malware is downloaded by malicious e-mail attachments. In
spearphishing attacks, the attacker typically leverages publicly avail-
able information about the victim, so the attack e-mail is customized
to improve the chance that the victim will click on the malicious link.
Sophisticated attackers can craft highly-targeted e-mail attachments,
using publicly available information about potential victims to create
convincing documents that contain hidden malicious payloads. Users
who open these attachments using vulnerable applications are at the
highest risk of infection. A key obstacle in reducing user vulnerabil-
ity to attack lies in not being able to easily determine whether an
attachment is a legitimate artifact or a malicious document until the
attachment has been downloaded and opened.

Naturally, the computer security community has shown an increas-
ing interest in developing approaches to identify and reduce attacks.
Researchers have produced a large body of work to address critical
security issues surrounding Internet advertising and e-mails using
technical based approaches, such as sandboxing of advertisements
from the actual content [5, 34, 72], filtering spam e-mails [30, 120], re-
solving user privacy concerns [20, 46], and preventing ad and e-mail
fraud [3, 22]. In spite of this, there have been numerous attacks on
high-profile websites, ad networks and e-mail servers in recent years
demonstrate the enormity of the issue [61, 71]. Why are such attacks
successful in practice? The straight forward answer is likely due to
poor user decisions: users often do not have updated system soft-
ware, are typically overburdened with making security choices, and

often end-up blindly clicking any button on a web page or opening
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e-mail attachments that are highly risky. There is a lack of available
security approaches that aim to aid the user in assessing risk in an
easy-to-use format.

Therefore, in this thesis disseration, I focused on the problems of
security from the perspective of end-users. I aimed to develop tools

that aid the user in assessing risk and adapting their behavior accord-

ingly.

1.3 RESEARCH GOALS

The overall goal of this dissertation is to develop approaches that
assists users in making educated security-based decisions about their

web and e-mail activity and prevent some devastating attacks.

1.3.1 Hypothesis and Thesis Statement

Overall, in this dissertation, I tested the hypothesis that assisted Inter-
net users perform better in making decisions to protect themselves
from malicious attacks, and improve the quality of their online expe-
rience compared to unassisted users. To test this hypothesis, I devel-
oped a series of online systems with optimized settings designed to
assist users in making informed decisions about their web and e-mail
activity. I tested the effectiveness of my security systems by conduct-

ing user studies and determining the attack-success ratio in each user

group.



TrueClick
determines and
blocks the regions on
the webpage where
trick banners are

displayed.

INTRODUCTION

To this end, my thesis demonstrates that online systems can be
enhanced with additional security protections to help users to make

informed security decisions effectively.

1.4 MY APPROACH

In this dissertation, I explore the problem of designing techniques
for automatically assisting Internet users in successfully detecting
and protecting against malicious trick banners, spearphishing e-mails,
and malicious e-mail attachments.

To address these attack vectors, my specific research goals are to
develop tools to help users make informed decisions before they com-
mit potentially risky actions during the following web or e-mail based

ideal scenarios:
1. Clicking only on legitimate banners instead of trick banners

2. Identifying whether an e-mail sender is valid when spearphish-

ing e-mail is received

3. Downloading and opening only non-malicious e-mail attach-

ments instead of downloading every attachment

To detect malicious trick banners: I first identified a set of features
to characterize trick banners based on their visual properties such
as banner size, color, placement on the web page, whether they con-
tain animation effects, and whether they consistently appear with the
same visual properties on multiple copies of the same web page ob-

tained with separate requests. I then leverage these features in an ap-
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proach combining image processing and machine learning to detect
trick banners automatically.

To detect spearphishing attack e-mails: I developed an approach
that incorporated text content with in the received e-mail (in order
to identify triage sender information into malicious or legitimate)
and that simultaneosly maintained a policy of isolated e-mail attach-
ment rendering. The first approach was designed to identify potential
spearphishing attacks on the e-mail recipient’s side of the communi-
cation. The program extracts a set of 23 features from e-mail head-
ers, and leverages 199 stylometric features inspired by the field of
natural language processing. The observed feature values are then
aggregated by the sender into a behavioral profile that characterizes
the behavior of the corresponding author. Incoming e-mail messages
undergo the same feature extraction process where the values are
checked for consistency with the existing profile. If the difference of
the newly extracted features with the behavioral profile is above the
detection threshold, the approach will flag the incoming message as
a potential spearphishing e-mail.

To neutralize e-mail attachment attacks: In addition to detecting
spearphishing attacks based on the e-mail sender’s information, I fo-
cused on e-mail attachment attacks. I developed a technique that (1)
converts malicious files to a PNG format (e.g., converting a Word,
Excel, or PDF document to a PNG image), (2) removes the exploit
code (i.e., executable parts of the document) from the artifact to make

it safe to view. With this approach, the user has a chance to check

EmailProfiler
identifies potential
spearphishing
attacks on the email
recipient’s side of the

communication.

Pellucid Attachment
renders attachments
into safe PNG

images.
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the authenticity and the validity of the contents in order to make an

informed decision about their e-mail attachment content.

1.5 ORGANIZATION

The second chapter of this dissertation provides more detailed in-
formation on malicious trick banner identification. In Section 2.2, I
stated the malicious advertisement banner problem. My image ex-
traction approach to the problem is presented in Section 2.3. Then I
describe the implementation of TRUECLICK in Section 2.5. In Section
2.6, I explain the results of evaluation of this work. In Section 2.7, I
presented the related work in the Internet advertising and advertise-
ment blocking. Before concluding the study in Section 2.9, I discussed
the limitations of the study in Section 2.8.

In chapter 3, spearphishing attack detection study is presented. Af-
ter explaining our motivation for this work in 3.1, I place our design
of EMAILPROFILER in Section 3.2. I then describe a communication
protocol for centralized privacy-preserving profile evaluation in Sec-
tion 3.3. Evaluation of the work is presented in Section 3.4. I explained
the differences of our approach with existing work in the context of
related work in Section 3.5 before I conclude the study in Section 3.6.

In chapter 4, I present my work on e-mail attachment attacks. In
Section 4.2, I provide background information on malicious e-mail
attachments. In Section 3 4.3 System Design, I present the overview of
our proposed approach. In Section 4.4, I discuss our threat model and

our assumptions. Section4.5 describes a prototype implementation
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of our approach. Section 4.6 presents an evaluation of the proposed
system with real users. Section 4.7 discusses related work and, finally,

Sectiong.9 concludes the work.






Part I1

RESEARCH PROBLEMS AND SOLUTION

TECHNIQUES






TRICK BANNER IDENTIFICATION

2.1 OVERVIEW

Publishers and application developers find it increasingly easy to inte-
grate advertising into their content and, consequently, attackers have
leveraged this channel as an efficient mechanism for distributing mal-
ware. Naturally, the computer security community has shown an in-
creasing interest in this field as well. Researchers have produced a
large body of work to address critical security issues surrounding
Internet advertising, such as sandboxing of advertisements from the
actual content, resolving user privacy concerns, and preventing ad
fraud.

While the security community has primarily focused on finding
solutions to the technical side of the problems around Internet adver-
tising so far, the human factor in Internet advertising and the class
of attacks that attempt to exploit an Internet user’s perception have
largely been left unexplored. One well-known instance of such an at-
tack is the widespread use of trick banners [74]. Trick banners are
advertisement banners that are crafted to deceive and mislead users
into clicking on them, potentially linking to a malicious domain or a

malware executable. While trick banners have traditionally come in
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the form of colorful and animated messages, or as pop-ups imitating
application messages, a more recent and pervasive trend is to imi-
tate the “download” or “play” buttons in popular file sharing sites
(e.g., one-click hosters, video-streaming sites, bittorrent sites) in an
attempt to trick users into clicking on these fake banners instead of
the genuine download link.

Previous work has explored user behavior and security awareness
when browsing the Internet, and shown that trick banners found in
file sharing sites are effective at tricking even technically sophisticated
users who had previous famil- iarity with file sharing sites used in
the study[86]. This study concluded that trick banners pose a signifi-
cant security risk to ordinary Internet users, and even to those with a
heightened security awareness. Indeed, abuse of advertisement ban-
ners in this way (a practice that is also referred to as “malvertising”)
has been recognized as a current and effective attack vector[98, 108].
It has also been shown that rather than using complex exploitation
techniques, simply buying ad space is an easy and effective way for
attackers to spread malware and quickly victimize a large number of
Internet users[44]. Numerous attacks on high-profile websites and ad
networks in recent years demonstrate that the problem is real and is
actively being exploited [79, 119].

In this work, we explore the problem of automatically assisting In-
ternet users in successfully detecting malicious trick banners, focus-
ing on distinguishing fake download buttons ubiquitously found in
popular file sharing websites from genuine download links. We first

identify a set of features to characterize trick banners based on their
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visual properties such as banner size, color, placement on the web
page, whether they contain animation effects, and whether they con-
sistently appear with the same visual properties on multiple copies
of the same web page obtained with separate requests. We then lever-
age these features in an approach combining image processing and
machine learning to automatically detect trick banners on a web page.

We implement our system in a prototype Firefox browser exten-
sion called TRUECLICK, evaluate its effectiveness on a data set of 259
banners collected from 88 file sharing websites, and demonstrate that
TrRUECLICK achieves a 96.97% true positive rate given a false positive
rate of 3.03%. Note that unlike state-of-the-art ad blocking, our ap-
proach does not require a priori blacklisting of advertising domains,
or any other manual classification of known banners. After an ini-
tial training phase, it operates in a completely automated manner
by analyzing the visual properties of banners. In other words, the
approach we propose is complementary to existing blacklisting ap-
proaches, and can support them in identifying previously unknown
trick banners. Moreover, TRUECLICK does not rely on examination of
the source code of web pages or the structure of the Document Ob-
ject Model (DOM) tree. Instead, it utilizes image processing techniques
to capture and analyze web pages as the user sees them, and there-
fore is not affected by attempts to thwart detection through dynamic
modifications to the page.

In summary, we make the following contributions in this work.

* We present five visual features that can be used to characterize

trick banners and experimentally demonstrate that these fea-

17



18 TRICK BANNER IDENTIFICATION

tures can be used in practice to distinguish trick banners from

genuine download links.

¢ We present a novel methodology for automatically and reliably
distinguishing trick banners from genuine download links by

using a combination of image processing and machine learning.

* We describe a prototype implementation of our solution as a
Firefox browser extension called TRUECLICK that can effectively
guide users toward finding and clicking on the genuine down-

load link in a file sharing website littered with trick banners.

* We evaluate the usability of TRUECLICK with a user-study, and
demonstrate a 3.55 factor improvement in selection of benign
links in the presence of trick banners. We also show that TRUECLICK
is able to detect trick banners missed by a popular ad detection

tool, Adblock Plus.

2.2 PROBLEM STATEMENT

A trick banner is generally defined as any Internet advertising banner
with a deceptive visual appearance, crafted to lure users into clicking
on them [74]. They often do not contain any indication of the identity
of the advertiser or the advertised service or product. Trick banners
are known to integrate well with the look and feel of the website they
appear on, and often imitate popular applications, operating system

windows, and pop-up messages.
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ivIDI ad

€ DOWNLOAD ’\ © PLAY NOW DOWNLOAD ¥

M GET THIS TORRENT fi ANONYMOUS DOWNLOAD

Download

Figure 2.1: Four trick banner samples taken from popular file sharing sites

In this work, we focus on a specific pervasive class of trick banners:
fake download buttons found on file sharing websites, which have re-
cently been shown to be effective at tricking even users with security
expertise[86]. Figure 2.1 shows various examples obtained from pop-
ular file sharing services The Pirate Bay, Rapidgator, and FilesTube
that imitate the look and feel of genuine download buttons to deceive
users. Note that the techniques we present are sufficiently generic to
be applied to other kinds of trick banners as well. We believe that
fake download buttons represent an up-to-date manifestation of the
more general trick banner problem, and pose a challenging research
task because of their tight integration with the file sharing sites they
are displayed on. To illustrate, one of the sample trick banners taken
from The Pirate Bay (Figure 2.1, lower left corner) displays identi-
cal replicas of the correct download links (i.e., the links “GET THIS
TORRENT” and “ANONYMOUS DOWNLOAD”), making it an es-
pecially difficult trick banner to spot for an unsuspecting user.

Also note that banner design (and user interface design in general)
for attracting users and maximizing click-through rates has been ex-

tensively studied in computer science and other, non-technical fields

[2, 16, 21, 49]
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Our use of the term trick banner in this research could refer to
images with either benign or malicious intent. In other words, trick
banners we examine could be crafted with malicious intent, such as
directing a user to an attack site or downloading malware to her com-
puter. Or, they could simply be used as a device for artificially inflat-
ing the number of visitors to a destination website, without explicit
malicious intent. In this work, we do not aim to verify whether the
trick banners lead to malicious destinations (other recent work has
explored this aspect of the problem ([65]), nor do we visit the sites
or download the files they link to. Instead, our goal is to detect trick
banners regardless of their purpose, and distinguish them from legit-
imate, genuine download links.

We divide the threat model we consider for this work into two
scenarios. In the first scenario, an Internet user visits a file sharing
website with the intention to download a specific file. We do not
make any assumptions about the security expertise or awareness of
the user. The pages on the website can contain any number of trick
banners and regular advertisements, and one or more correct down-
load buttons defined as the link to the content the user intends and
expects to download. In cases where the website requires the user to
step through a number of different pages to complete the download,
we take the links that lead the user closer toward the final download
link as the correct one.

The second scenario is identical to the first except that the web-
site in question does not actually contain any correct download links.

Such sites could be found on the Internet, for example, as part of a
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well-known scam scheme in which a scammer creates web pages that
contain detailed descriptions of various content despite not includ-
ing any actual download links, possibly in an attempt to trick search
engines and steal clicks from users for ad revenue.

In both of these cases, regardless of whether a correct link exists
or not, our system analyzes the web page and determines the page
regions that contain trick banners. If trick banners are detected, they
could be marked with warning cues to alert the user or blocked en-
tirely, depending on implementation choices or user preferences.

Finally, we would like to point out that there exist other types of at-
tacks involving malicious modifications to websites and browser user
interfaces that aim to make users inadvertently click on incorrect or
malicious links. For example, various forms of clickjacking attacks
compromise the visual and temporal integrity of the pointer cursor
or browser’s display to this end [53]. The problem we aim to address
in this work is separate from those attacks in that, in our threat model,
the system’s integrity is not compromised; instead, trick banners ex-
ploit weaknesses in human perception to trick users. In clickjacking
attacks, the user’s system is technically crippled, making her unable
to click on the correct link even if she can identify it. However, in the
attacks we aim to address, the user willingly clicks on a trick banner,
thinking that it is a genuine download link. While defenses against
both types of attacks are necessary for secure browsing, we only ex-

plore the latter problem in this work.
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Figure 2.2: Image extraction process

2.3 IMAGE EXTRACTION

Before we can compute any features on potential trick banner images,
we first need to identify and extract all of the image regions on a web
page, which are subsequently fed to our trick banner classification
system. Note that simply searching for HTML image tags in the page
source is not suffcient to perform this task correctly, because some of
the banners may be loaded dynamically by JavaScript, or they may
come in non-image formats like Flash files or regular links stylized to
look like buttons. In this section, we briefly explain the details of this
process.

The image extraction technique we propose in this work is a two-
step process. Initially, we leverage well-known image processing tech-
niques designed for this task, which follow the common pipeline
of edge detection, region filling and connected component analysis
[39], and banner region identification on the web page. However,
the enormous variability in web page content often does not allow
a single generic image processing pipeline to perform perfectly in
all cases, and our early experiments indicate that extracting image
regions solely through image processing usually falls short. For ex-

ample, when faced with a trick banner that displays several button
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lookalikes in a single image file, the aforementioned image processing
pipeline yields multiple detection results for each disconnected com-
ponent in the image. The banner presented in 2.2 for a real example.
The image extraction process illustrated on a real trick banner. Step 1
detects four superfluous sub-regions on the banner, Step 2 then cor-
rects this error, and matches the fragments to the actual image. Sim-
ilarly, more sophisticated visual designs could result in a large num-
ber of superfluous detections of small sub-regions on a single image
(or, conversely, missed portions of banners), which would later result
in unnecessary detection feature computations or inaccurate results.
Although image processing methods that are customized for each
specific website can be devised to improve extraction accuracy and
performance, such an approach would be time and effort-intensive,
without any clear indication as to how the extraction scheme could
be adapted to the future banner designs.

Instead, based on the observation that while the discussed image
processing techniques are imperfect, they rarely completely miss en-
tire banner regions, we employ a second step to correct for partially
detected and fragmented banners. This involves collecting and tem-
porarily caching all of the actual image files requested from the web
server for a given web page to form a small image database. Next,
the possibly fragmented banners extracted using the initial image pro-
cessing step are matched to the images in the database. This matching
is performed using the Speeded-Up Robust Features (SURF) (Speeded-
Up Robust Features) feature detector and descriptor, which is widely

used for object detection and recognition in the computer vision com-
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munity[11]. Our experiments show that even when a significant por-
tion of the banner is fragmented, SURF is able to match the banner to
the correct image in the database. When a match is found, or in other
words the extracted region is detected as a fragment of a larger image,
the extracted banner image is simply replaced with the correct image
from the database.

This process is illustrated in 2.2. In Step 1, the image processing
pipeline incorrectly identifies four separate regions in the banner.
Later, in Step 2, these four extracted regions are all matched to the
actual banner image stored in the database (and are replaced by it),
resulting in an accurate banner extraction.

We must point out that even in the presence of the image database
we build in Step 2 of this process, the banners extracted through im-
age processing in Step 1 still provide valuable information for de-
tecting trick banners; specifically, those that come in non-image for-
mats. For example, in our experiments we observed static banners
delivered in Flash files, or as regular links in HyperText Markup
Language (HTML) iframes stylized to look like buttons. While image
processing can identify and extract such non-traditional banners, at-
tempts to match them to image files in Step 2 would fail since there
does not exist a corresponding image file on the web page. Therefore,
in cases where we cannot find any successful match in Step 2, we do
not discard the regions extracted in Step 1 but instead input them to

the classifier as-is.
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2.4 TRICK BANNER CLASSIFICATION

Once possible trick banner regions have been identified on the web
page, five visual features are extracted to help classify each region as
either a trick banner or a genuine download link. These features in-
clude 1) image color, 2) image size, 3) image placement, 4) presence of
animation, and 5) image differences between consecutive page loads.
In the remainder of this section, we provide details on each of these
features, explain why they are useful for distinguishing trick banners
from genuine download links, and then present the classification ap-

proach we adopt in this work.

2.4.1 Features

2.4.1.1  Color

Trick banners are often not designed by the site owners, and are usu-
ally served by third-party advertising networks just like regular ad
banners. Consequently, the designers of trick banners do not know
the exact website their banners are going to be displayed on, which
leads them to follow common web page theme specifications in their
visual designs. As a result, trick banners often do not fit the general
color theme of the website, but instead display distinctive color sig-
natures. In contrast, genuine download buttons usually cohere to the
overall website colors. This distinction suggests that banners can be

classified based on their color similarity to that of the overall website.
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This classification requires first a description of the colors inside
the banner region. Experiments indicate both genuine and trick ban-
ners can be quite complex in terms of the color patterns they contain.
Most banners are composed of a multitude of colors, highlights, and
gradients, and also include other small images.

Color histograms are ideal for the purposes of capturing the global
color features of the banner. Histograms are constructed simply by
binning the color of each pixel in the banner region. The histograms
are finally normalized by their total mass such that they are invariant
of the number of pixels in the banner region. Classification based on
color histograms also requires a method to compute the similarity
between histogram pairs. In our work, we compute color histogram
similarity using the EMD [97], which is widely used in content-based
image retrieval applications. In short, EMD is a metric between two
distributions (of equal total mass) that measures the minimal cost
incurred to transform one distribution to the other. The comparison
is made between each banner and the whole page histograms. We
made our computations on the RGB channel.

Note that the EMD score of a banner is computed with respect to
the color histogram of the overall web page and, thus, this score pro-
vides a measure relative to the other banners within the web page. For
instance, web pages in Figure 2.3 that illustrate that EMD scores vary
with the color theme of the websites, and should only be compared af-
ter normalization. The correct banners are marked with dashed boxes.
On the web page in Figure 2.3a, the EMD score of the correct banner

(marked with dashed lines) is 17443.67, and the trick banners on the
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same web page have higher scores than the correct banner. However,
we cannot generalize this outcome and consider scores higher than
17443.67 obtained from different pages to indicate a trick banner. To
illustrate, the web page in Figure 2.3b has a correct banner that has
an EMD score of 19773.83, and while this value is still lower than the
EMD scores of the trick banners on the same web page, it is higher
than 17443.67. Therefore, a normalization is required so that the EMD
scores of all banners in training and classification are comparable.
Mapping the EMD scores of banners in each website to a fixed inter-

val such as [o, 1] is suffcient for this purpose.

2.4.1.2 Size

Websites often reserve fixed sections in their visual layouts where ad-
vertisements can be displayed. The sizes of these reserved spaces are
not strictly controlled. However, in accordance with the Interactive
Advertising Bureau online advertisement size guidelines [56], these
sections are usually large, horizontal, or vertical rectangular regions
in which standard web banners that advertising networks serve can
fit. In contrast, genuine links on a file sharing website usually take
the form of a single, relatively small image that serves as a download
button. Consequently, in order not to throw off their disguise by dis-
playing unusually large fake buttons that contrast with the rest of the
page’s style, many trick banners resort to tricks such as using large
empty borders around a smaller fake button image, or including two

or more button images on a single banner as if they were separate
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clickable entities. Thus, image size is a strong feature for distinguish-
ing trick banners from genuine buttons.

We measure the size of these images in the x and y dimensions in
the number of pixels. In order to deal with varying web page sizes,
we first normalize the numbers to [0, 1] with respect to the absolute

size of the enclosing web page.

2.4.1.3 Placement

Navigation links on a website, including the genuine download but-
tons, are tightly integrated with the rest of the site’s content. In con-
trast, advertisement banners are often laid out separately in reserved
spaces in order not to interfere with the coherence of the website’s
interface and content. They are usually placed at the page header,
footer, sidebars, or are otherwise isolated from the actual page con-
tent. Therefore, the position of the banner can be used as an indicator
for trick banners. We use the x and y positions of the geometric center
of the banner as the placement feature. Similarly to the size feature,

we first normalize the values to [o, 1].

2.4.1.4 Animation

Another significant indicator for trick banners is the use of anima-
tions that are employed to draw the attention of the user. Animated
banners rapidly display a sequence of images, typically in the form of
Graphics Interchange Format (GIF) images. Most genuine download
links do not contain animations. In fact, during our study we didn’t

encounter any genuine links that contained animations.
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Animation is a binary feature, indicating whether or not the banner
is animated. The presence of animation is detected by first checking
whether the banner image format allows animations. If it does, the
number of frames embedded in the file is used to decide the presence
of animation. This animation check is performed only on the images
that were selected from the database because it is not possible to
reach fragmented image information unless it matches with a cached

image.

2.4.1.5 Visual Differences

A common method for deploying advertisements on a page for a web-
site owner is to utilize advertising networks, which serve a different
ad banner every time a user visits the page. Similarly, large content
publishers may use their own advertising infrastructures that rotate
the banners displayed on the page each time the page is visited. Con-
sequently, the visual contents of banner spaces on web pages tend
to be very dynamic, often changing every time the page is loaded or
refreshed in the browser. In contrast, the user interfaces of web pages
are often comprised of a fixed set of images that seldom change once
the website’s design has been finalized. To promote usability and pro-
vide a consistent user experience, menus, navigation links, and but-
tons on the page are placed at specific positions and use static images.

We take advantage of the dynamic characteristics of banners and
the static nature of the rest of the Ul elements on a web page to
propose a trick banner detection feature based on comparing multi-

ple views of a single web page. Specifically, we first take two screen
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captures of the same page obtained through two separate requests
to the web server. We then visually compare them, extract the parts
that have changed between the requests, and mark those as potential

banner regions.

2.4.2  Trick banner Classifier

A binary classifier is a function that takes as input a set of features,
such as the visual features described above, and outputs a binary
decision — in this case, trick banner or non-trick banner. The machine
learning literature offers a wide variety of binary classifiers [48]. In
this work, we choose to use the popular random forest classifier, and
train it using the method proposed by Breiman [13]. The details of
our training data collection methodology is explained in Section 2.6.
Note that although the random forest is used for all experiments in
this work, we have observed that the results are comparable using

other state-of-the-art classifiers such as the support vector machine.

2.5 IMPLEMENTATION

We implemented the trick banner detection methodology in a proto-
type system called TRUECLICK, as a Firefox browser extension that
uses external image processing libraries. In this section, we explain

the implementation-specific details of our system.
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Figure 2.4: Overview of the architecture and various components of
TRUECLICK.

2.5.1  System Overview

TrRUECLICK is implemented as a browser extension that runs on de-
mand when the user visits a file sharing website containing trick ban-
ners and clicks on a button to activate the system. Once the analysis
of the banner images is complete, TRUECLICK can either mark the de-
tected trick banners as such, or block them entirely. In this prototype
implementation, we elected to visually obscure the trick banners from
the user.

An overview of the architecture of TRUECLICK is presented in Fig-
ure 2.4. When the user triggers the analysis on a given web page,
the Screen Grabber and Image Grabber components first take screen-
shots of the web page and cache all image files downloaded from
the web server in an image database, respectively. Then, the screen-
shots and image database are input to the Image Extractor component,
which identifies the banner regions on the screenshots, and attempts
to match them to the files in the database, as explained in Section

2.3. Once all banner regions are detected, they are sent to the Fea-
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ture Extractor which computes the five trick banner detection features
on each image. Finally, TRUECLICK runs the resulting feature vectors
through its classifier and determines the regions on the web page
where trick banners are displayed.

Note that during this process, all extracted images smaller than 16
X 16 (i.e., the standard size for favicon files) are discarded in order to
speed up the detection process and display more relevant warnings
to the user since they are most likely not banners.

In the following, we elaborate on the details of the Screen Grabber

and Image Grabber components.

2.5.2 Screen Grabber

The Screen Grabber component is primarily responsible for taking
a screenshot of the web page as rendered by the browser. In order
to ensure that the resulting screen capture is identical to what the
user of the browser sees, TRUECLICK copies every pixel displayed in
Firefox’s main browsing window in a hidden HTML canvas internal to
the browser, and dumps the results into an image file.

This component is also tasked with providing the necessary infor-
mation for the Feature Extractor to identify the visual difference in
multiple views of the same web page. To this end, once TRUECLICK is
activated, the Screen Grabber issues an additional Hypertext Transfer
Protocol (HTTP) request for the displayed web page, renders it in a
hidden browser window, and uses this to take a second screenshot

of the page with (potentially) different banners. Note that during this
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process, care must be taken to ensure that the dimensions and display
properties of the hidden window are identical to that of the original
window so that the two screenshots obtained match and the subse-

quent comparison can be carried out accurately.

2.5.3 Image Grabber

The Image Grabber component identifies the image files referenced
by the web page, and builds a temporary image database to be used
by the Image Extractor to match fragmented banners against. How-
ever, simply parsing the DOM tree of the web page is not an effective
way of accomplishing this task since many banners are displayed dy-
namically after page load by JavaScript ad libraries. Similarly, even
when the Uniform Resource Locator (URL)s to the image files can be
detected, downloading the banners from those locations is not a reli-
able way of obtaining the images, because the URLs provided by ad
delivery frameworks often rotate between different banners and serve
different image files with each request.

In order to address this problem, Image Grabber transparently in-
tercepts HTTP responses from web servers and inspects the payload.
Once it has been determined that the data corresponds to an image
file, it is copied and inserted to the image database. This technique
has the additional benefit of avoiding downloading the same image
files a second time, saving bandwidth and allowing for quick detec-

tion of trick banners.
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2.6 EVALUATION

In this section, we describe our experiments to measure the accu-
racy and usability of our solution in identifying trick banners in the
wild. We evaluated the effectiveness of our classifier on a data set
of banners we collected, conducted a user study to demonstrate that
TrUECLICK is practical, and finally, compared the detection effective-

ness to an existing ad detection system, AdBlock Plus.

2.6.1  Data Collection

We collected trick banner samples and images of genuine download
buttons from popular file sharing websites, including one-click hosters,
bittorrent sites, and online video streaming sites to train and evaluate
our system. Our training data set consists of only English websites,
while the evaluation data set contains both English and non-English
websites. We chose to perform the data collection and labeling proce-
dure manually instead of crawling these websites, so that we could
use cues from the pages to determine whether the collected samples
are trick banners or not with high confidence and train our classifier
with an accurate data set. We reached the actual file download pages
by searching for popular movies and computer programs at the file
sharing websites and services. In the banners we collected, we looked
for keywords that could be intended to trick users such as Download,

Watch, Now, Save, Play, Get it, and Store.
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Figure 2.5: ROC curve for a 10-fold cross validation of TRUECLICK ‘s random
forest classifier.

We note that such file sharing websites are not exclusively used
for illegal media trading, but are also often used to distribute media
to large audiences (e.g., software updates, non-commercial documen-
taries). Hence, our aim is to protect users in general, even though
some might be engaged in illicit behavior when they are tricked by
malicious banners.

We used 165 trick banners and 94 images corresponding to genuine
download links for a total of 259 banner samples from 88 file sharing
websites to train and evaluate our classifier. For the comparison with
AdBlock Plus, we used a disjoint set of 415 trick banners collected
from 82 websites. In total, we collected 674 banner samples from 170

file sharing websites.
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Table 2.1: Information gain for each feature.

FEATURE IMPORTANCE (BITS)
X-position 23.37
y-position 2591

Size 100.06
Color 28.71
Animation 21.98
Multiview 52.14

2.6.2  Evaluation of the Classifier

To build a classifier to distinguish between trick banners and genuine
download links, we used the R statistical machine learning environ-
ment and, specifically, the ipred package, to train a random forest
classifier from which the importance of predictors were assessed.
Figure 2.5 displays a ROC curve for a 10-fold cross validation of
the resulting random forest classifier over our training set, using a
cutoff value of 0.1. An n-fold cross validation partitions the entire
data set into n equal-sized samples, or folds, trains on n-1 folds, and
then validates the resulting model on the remaining fold. This process
is repeated for each fold. The ROC curve plots the true positive rate
against the false positive rate of the best-performing classifier as the
discrimination threshold —i.e., the boundary between the trick banner
and genuine link classes — is varied over [0,1]. The value of the ROC
curve lies in the guidance it provides in selecting thresholds to bias
towards true positives at the expense of false positives, and vice versa.
The ROC curve shows that our classifier achieves a 96.97% true pos-

itive rate given a false positive rate of 3.03%, which is lower than the
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Table 2.2: Results of the TRUECLICK user study, showing the number of cor-
rect and incorrect clicks.

EXPERIMENT CORRECT INCORRECT MEDIAN AVERAGE

CLICKS CLICKS SCORE SCORE
Original Page 29 91 0 0.725
w/ TRUECLICK 103 17 3 2.575

critical false discovery rate threshold of 5%. In other words, 3.03% of
trick banners were incorrectly classified as correct banners. As shown
in Table 2.1, the size feature is the most effective in distinguishing
trick banners from legitimate download links. The table is generated

using out-of-bag samples from the training data.

2.6.3 Effectiveness of Trick Banner Detection

We tested TRUECLICK s usability and effectiveness in guiding users
to identify and click on the genuine download links on a file shar-
ing website by conducting a user study, and comparing its detection

performance to AdBlock Plus.

2.6.3.1  User Study

We performed our user study on 40 undergraduate and graduate
computer science students. While we did not explicitly evaluate the
participants’ technical savviness, it is reasonable to expect them to be
relatively expert computer and Internet users.

We first briefed all participants that they were going to take part in
a user study on identifying the genuine download links on English-

only file sharing websites, and then instructed them to click on the
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link or button they thought was legitimate on the web pages they
were shown. Next, we presented each participant with unmodified
pages from three different file sharing websites for them to perform
this task on. In order to control for the fact that advertisement ban-
ners change every time a page is requested, we did not use the ac-
tual websites in our test, but instead created identical offline replicas
with a fixed set of banners. Once the participants completed the first
three tasks, we repeated the experiment using the same three web-
sites, but this time in a browser window running TRUECLICK so that
our system could analyze the page content and mark detected trick
banners as such. We observed each participant complete all six tasks,
recorded the number of correct and incorrect clicks for each of them,
and assigned scores based on the number of correct clicks. The results
are shown in Table 2.2. The presence of incorrect clicks when using
TrUECLICK is due to trick banners missed by our system.

These results demonstrate that in the experiments where the par-
ticipants were assisted by TrueClick, there was a 3.55 factor improve-
ment in the scores on average. We also checked these results for statis-
tical significance using a standard paired difference test, namely, the
Wilcoxon signed-rank test. The results of the test (V =0, p < 4.82 X
10-7) confirm that the scores obtained with and without TRUECLICK

indeed constitute non-identical populations.

2.6.3.2  Comparison to AdBlock Plus

Existing systems such as Adblock Plus are capable of identifying

and blocking trick banners in some cases. To understand whether
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TrRUECLICK is necessary given the existence of such systems, we com-
pared its detection effectiveness with Adblock Plus.

We conducted experiments with 415 manually-identified trick ban-
ners from 82 websites that were not used in the training phase of the
previous experiments. TRUECLICK correctly identified 380 (91.6%) of
these as trick banners using the previously-generated classifier with-
out extra training or manual tuning, whereas Adblock detected 190
(45.8%). In contrast, there were only 8 banners detected by Adblock
Plus, but not TRUECLICK.

We stress that these result do not suggest TRUECLICK is a substi-
tute for Adblock Plus. TRUECLICK, as discussed and evaluated in this
work, focuses on detection of trick banners, and this experiment is
not su cient to draw conclusions on its ability to detect ordinary, be-
nign advertisements. Therefore, we conclude that while Adblock Plus
provides an effcient filter against general Internet advertising, sup-
porting it with TRUECLICK significantly improves protection against

potentially malicious trick banners.

2.7 RELATED WORK

In order to highlight the differences between our work and current ad-
vertisement detection systems we present related work and the state-

of-the-art in this field.
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2.7.1 Internet Advertising and Trick Banners

There is a large body of prior work on Internet advertising and the
technologies around it, both in computer science and other non-technical
fields. The effectiveness of various types of ad banners and ways
to influence user click-through behavior have been studied widely
in marketing, finance, psychology, and related fields [17, 35]. In a
recent work, Onarlioglu et al. [86] presented a study that investi-
gates the computer security implications of trick banners, and showed
that trick banners can mislead even technically sophisticated Internet

users and expose them to attacks.

2.7.2  Advertisement Blocking and Filtering

A simple method of blocking trick banners, and advertisements in
general, is to disable prerequisites for displaying such content in web
browsers. This can involve disabling image loading, blocking Flash
Player and similar browser plugins, or blocking JavaScript code used
by advertising networks through widely available browser security
extensions [55]. Similarly, Web proxies could be deployed to filter out
trick banners before they could be displayed in the browser [91, 103].
While these solutions are effective at blocking trick banners, they also
significantly impair the user’s browsing experience, or even render
many websites nonfunctional, as the World Wide Web today makes

extensive use of multimedia and dynamic content. Moreover, deploy-
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ing HTTP proxies might not be accessible to the average Internet user,
or might not be a viable option on more restricted mobile devices.
An alternative approach to the problem is using specialized ad fil-
tering software that is often included as part of commercial antivirus
suites, or designed as open-source web browser extensions such as
the popular Adblock Plus [3]. On the one hand, these solutions offer
the ability to selectively block offending content and therefore pro-
vide improved usability over the previously discussed solutions. On
the other hand, they typically detect links to advertisements by con-
sulting various blacklists and whitelists that must be continuously
maintained and updated, which often involves significant manual la-
bor. TRUECLICK instead performs trick banner detection based on the
visual characteristics of such content in a completely automated man-
ner and, thus, is able to detect trick banners that have not previously

been classified into blacklists or whitelists.

2.7.3  Security Uses of Visual Features

Another body of work applies image comparison techniques and vi-
sual similarity metrics to different Internet security problems. For
instance, various groups have investigated phishing site detection
techniques based on visually comparing suspected phishing pages
to their legitimate counterparts [19, 75, 77, 118], and Gargiulo and
Sansone [36] use image processing to extract visual and text features
from spam emails. In contrast, we identify visual features specifically

tailored to detect trick banners and implement them in TRUECLICK.
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Doppelganger [7] explores the results of different cookie policies
on websites by transparently mirroring the user’s web session to cre-
ate two conceptual browser windows, one with cookies enabled and
one without. They then compare the two to investigate the impact
of accepting cookies from a given website on the content displayed.
Likewise, TRUECLICK utilizes a detection feature based on comparing

multiple views of a web page, as we explain in 2.4

2.7.4 Securely Isolating Ads and Applications

A large number of studies aim to protect sensitive web content from
potentially malicious third-party ads by sandboxing the ads displayed
on the page. Several projects use language containment and static pol-
icy enforcement to restrict JavaScript features used by ad networks [5,
34, 45, 52, 72], while others perform dynamic policy enforcement [41,
58, 109]. Likewise, researchers have investigated the ad ecosystem on
mobile devices and proposed approaches that aim to isolate third-
party ad libraries from mobile applications [42, 64, 89, 100]. Other
approaches to create general secure mashups of advertisements and
applications include secure browser architectures and browser-based
operating systems [43, 94, 116].

In another set of studies, researchers explore the privacy issues
around Internet advertising, and propose techniques to deliver tar-
geted ads while limiting the exposure of privacy-sensitive user infor-

mation to ad networks[46, 47, 59, 95, 111] .
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These studies have the common goal of protecting applications
against uncontrolled and potentially malicious ad code. While the
isolation they provide is clearly essential for secure deployment of
online ads, the measures they employ do not provide protection in
a scenario in which Internet users are deceived and misled to click
on a trick banner that links to a malicious destination. In contrast,
TrUECLICK addresses this problem by analyzing the ad banners on a
web page and guiding users to identify the genuine download link

among a set of trick banners.

2.8 DISCUSSION

The system we propose for automated trick banner detection has
some limitations that we highlight here. First, we stress that in con-
trast to other work on trick banners and attacks against users, TRUECLICK
is intended to address the specific case of images that masquerade as
genuine download or play links on web pages. While the techniques
we make use of here could be extended to cover other attacks, that is
not the focus of this work.

As we noted in our evaluation of the random forest classifier TRUECLICK
uses, the models we are able to build over our data set generate a non-
trivial number of false positives. However, our models nevertheless
classify the majority of trick banners correctly even when the thresh-
old is set to produce a 0% false positive rate. Therefore, this represents
a significant reduction in the number of trick banners that users must

navigate, and our user experiments demonstrate that this translates
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to much better security decisions in practice when TRUECLICK is de-
ployed.

We note that due to variations in content between consecutive page
loads, we have observed our system to classify some non-clickable re-
gions of the page as trick banners. However, due to the way in which
we deploy our classifier in the browser, this does not have generally
have a deleterious effect on the user experience as the mislabeled
content is non-interactive and obscuring it does not affect the func-
tionality of the page.

Finally, an unlikely but interesting limitation of our system we dis-
covered during our experiments involved a small number of image
files that contained a corrupt GIF header. Although these files could
successfully be displayed in a browser window, attempting to run our
analysis on them caused the image processing library in our imple-
mentation to fail and abort the detection process. We only encoun-
tered three such images over the course of our experiments. After
manual analysis of the files, we concluded that the images were likely
created by a buggy image editor. Still, this observation demonstrates
that purposely injecting errors inside image files could be used by
trick banner creators as an evasion technique against automated anal-
ysis by TRUECLICK and similar tools, and highlights the importance
of building an implementation with analysis routines robust against

errors in image file headers.
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2.9 OUTCOME

In this work, we have highlighted the problem of trick banners that
masquerade as benign links to download files or play videos by emu-
lating the visual characteristics of the correct links. We have defined
a number of visual features that distinguish trick banners from gen-
uine links, including image size, color, placement on the enclosing
web page, whether they contain animation effects, and whether they
consistently appear with the same visual properties on consecutive
loads of the web page. Using these features, we have built TRUECLICK,
which uses image processing and machine learning to automatically
detect trick banners. Our approach operates purely over visual fea-
tures and, after an initial training, requires no further manual effort,
for instance, to compile blacklists as current approaches do.

We have evaluated our system over a data set of manually labeled
trick banners and benign image links. Our experiments with collected
data showed that our classifier achieves a 96.97% true positive rate
given a false positive rate of 3.03%, showing that TRUECLICK can cor-
rectly detect the majority of the trick banners on file sharing websites
with a reasonable low false positive rate. We tested our implementa-
tion of TRUECLICK on 40 users, and found that TRUECLICK resulted in
a 3.55 factor improvement in correct link selection.

We also demonstrate that TRUECLICK serves as an effective and use-
ful complement to existing approaches for identifying trick banners

such as Adblock Plus. We conclude that TRUECLICK successfully as-
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sists even technically-sophisticated users in correctly selecting benign

image links despite the presence of malicious trick banners.






SPEARPHISHING E-MAIL DETECTION

3.1 OVERVIEW

Spam and phishing messages frequently contain executable email at-
tachments or links to malware that the victim should run. However,
technical advances in spam and phishing protection significantly re-
duce the reach and success of large-scale attacks. To increase success
rates, especially with high-value targets, adversaries have switched
their strategies towards so-called spearphishing attacks.

In a spearphishing attack, the adversary leverages publicly avail-
able information about his victim to craft email messages that are
custom-tailored to the victim and thus appear legitimate. This char-
acteristic of custom-tailoring sets spearphishing attacks apart from
regular phishing attacks, which commonly can be easily identified
due to poor grammar and other obvious tell-tales [50]. haling attacks
are specific variants of spearphishing where the attacker poses as his
victim’s superior. Spearphishing and whaling attacks have advanced
to a major attack vector for advanced persistent threatsAdvanced Per-
sistent Threat (APT)s as usable technical defenses that allow potential

victims to identify such attacks are scarce and limited in applicability.
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Existing systems, such as IdentityMailer [107], identify spearphish-
ing attacks before the offending email message reaches its intended
victim. This is achieved by monitoring emails sent by legitimate, yet
compromised, accounts within the same organizational entity (e.g.,
company). To this end, IdentityMailer observes the sending behavior
of email accounts with respect to writing habits (e.g., character dis-
tributions), composition habits (e.g., the time when emails are com-
monly sent), and interaction habits (e.g., the list of recipients com-
monly included in outgoing email messages). Because IdentityMailer
targets a single organizational unit, it can capture all these characteris-
tics conveniently at a company’s Simple Mail Transfer Protocol (SMTP)
server.

Unfortunately, this reliance on observing all email traffic originat-
ing from a given email account implies that such defenses can only
be effective within a given company. Recipients at other companies or
regular email users cannot be protected by systems such as Identity-
Mailer. Thus, while potentially very useful, IdentityMailer and simi-
lar approaches only afford full protection if they are comprehensively
deployed. As benefits from partial deployments are limited, incen-
tives for initial deployments are limited too. This circular dependency
implies that a comprehensive deployment of techniques such as Iden-
tityMailer seems unlikely.

Instead of relying exclusively on sender-based deployment and co-
operation, we present our approach —EMAILPROFILER — which iden-
tifies potential spearphishing attacks on the email recipient’s side

of the communication.Such a deployment has the immediate advan-
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tage of protecting the user from spearphishing attacks even in the ab-
sence of other cooperating entities in the ecosystem. Thus, a gradual
deployment will benefit users as soon as they adopt such a protec-
tion scheme. Furthermore, EMAILPROFILER also supports cooperating
email senders which allows for increased detection accuracy.

EMAILPROFILER identifies spearphishing attacks on the recipient’s
side by building a behavioral profile for each email sender. To this
end, EMATLPROFILER extracts a set of 23 features from each email.
While previous work relied heavily on meta-information accessible
from email headers, EMAILPROFILER also leverages 199 stylometric
features inspired by the field of natural language processing. The ob-
served feature values are then aggregated by the sender into a behav-
ioral profile that characterizes the behavior of the corresponding au-
thor. Incoming email messages undergo the same feature extraction
process, but instead of integrating the feature values with the behav-
ioral profile, the values are checked for consistency with the existing
profile. If the difference of the newly extracted features with the be-
havioral profile is above the detection threshold, EMAILPROFILER will
flag the incoming message as a potential spearphishing email.

Of course, bootstrapping is a significant challenge for systems such
as EMAILPROFILER. To ameliorate this problem, EMAILPROFILER pro-
vides two mechanisms that ease the bootstrapping problem. First,
users who wish to adopt EMAILPROFILER can train behavioral pro-
files based on previous correspondence with a given author. A sec-
ond mechanism that EMAILPROFILER supports is the sharing of behav-

ioral profiles via a privacy-preserving trusted entity. This approach
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allows EMAILPROFILER to query behavioral profiles of participating
email users. This enables EMAILPROFILER to precisely classify incom-
ing messages from authors with whom the receiving user did not
have previous correspondence.

To summarize, this work features the following contributions:

* We propose and demonstrate that behavioral features drawn
from email header information and stylometric properties of
the email body text allow for a precise characterization of the

email’s author.

* We leverage this insight to implement EMAILPROFILER, an anti-
spearphishing technique that accurately identifies spearphish-

ing emails on the email-recipient’s side of the communication.
g p

* We design a privacy-preserving trusted infrastructure that al-
lows users who opt into using this component to aid in over-
coming the bootstrapping challenge that EMAILPROFILER and

other approaches face.

* We evaluate EMAILPROFILER based on a real-world contempo-
rary dataset obtained from participating volunteers at our re-
search institution. During this evaluation EMAILPROFILER veri-

ties authors with accuracy rates between 67% and 100%.

3.2 DESIGN

The main goal of EMAILPROFILER is to identify whether a received

email originates from the author claimed in the email’s metadata. To
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this end, EMAILPROFILER creates behavioral profiles for each sender
and compares new incoming emails against these profiles. The be-
havioral profiles themselves consist of a combination of syntactic and
stylometric features 3.2.1. EMAILPROFILER supports two modes of op-
eration: First, evaluating incoming emails based on receiver-trained
profiles; second, generating profiles at the sender and making the pro-
file available for querying at a trusted server. The feature sets used
for these two variants slightly differ, as received emails contain addi-
tional information (e.g., header information pertaining to intermedi-

ary email servers) over emails that are about to be sent.

3.2.1 Feature Set and Extraction

Natural language processing techniques have identified a lower-bound
threshold of 500 words to precisely identify the author of a given
text[63]. Unfortunately, email messages frequently consist of less than
500 words. Fortunately, email messages provide ample opportunity
beyond the email text itself to draw identifying information from. In
particular, EMAILPROFILER leverages the structured information con-
tained in email headers in combination with the information in the
email’s body text.

EMAILPROFILER analyzes the email body for three categories of fea-

tures: lexical, syntactic, and structural features [1].

1. Lexical features:Lexical features comprise the total number of

words, characters per word, characters in the whole text, char-
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acters per line, lines, sentences, single character frequencies in
the text, and character frequencies that are used to end a sen-

tence.

. Syntactic features: Syntactic features include part-of-speech tags

as defined and supported by the Stanford CoreNLP system
[112]. These features include, for example, the number of ad-
jectives, adverbs, coordinating conjunctions, and past participle

verbs.

. Structural features: Structural features consist of personal identi-

fiers of the author, such as their signature, signature extras (con-
tact information such as address, phone number, etc.), farewell,
greeting, and sentence beginning and ending types. There are
two features that consider the beginnings of sentences. The first
feature is the number of sentences that start with an uppercase
letter. The second feature gives the number of sentences that
start with a lowercase letter. There are four features that char-
acterize the sentence ending habits of an author. The first value
corresponds to the number of sentences where an author uses
spaces to delimit sentences. The second value indicates the num-
ber of sentences that the author terminates with a dot. The third
value counts the number of sentences where the author uses
spaces after ending a sentence. The fourth and final feature
counts the number of sentence-ending punctuation characters

except dots.
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EMAILPROFILER also leverages information contained in the email
headers. More precisely, the following header fields have correspond-
ing features in the behavioral profiles: return-path, x-mailman-version,

x-originating-hostname, x-originating-ip, x-spam-flag, x-virus-scanned, and

carbon copy. Most of these features are defined only for received emails.

For example, a x-spam-flag header is commonly injected by a mail
server acting as a spam filter. Such filtering capabilities are most fre-
quently employed at the receiving mail server and, thus, an outgoing
email will lack such header information. EMAILPROFILER draws addi-
tional information from the timestamps recorded in the email headers.
However, because the precise time is likely not significant to identify
an author, we broadly classified the sending time into four categories:
midnight, morning, afternoon, or night.

In total, the behavioral profiles extracted by EMAILPROFILER con-
sist of 222 features. Most features values are captured as the normal-
ized number of occurrences. However, features that contain words or
phrases are not adequately captured by this representation. Instead,
the feature value for such features is a binary value with o indicating
that the corresponding feature has not been observed previously for
a given author and 1 representing the case that the same value was

already observed for the author.

3.2.2  Training Profilers

In the previous section we described the features EMAILPROFILER uses

to characterize individual emails. Here we describe how the individ-

55



56

SPEARPHISHING E-MAIL DETECTION

ual features are aggregated into a behavioral profile of the author of
an email message. As stated previously, EMAILPROFILER has two dif-
ferent modes of extracting behavioral profiles. The inbox profiler will
generate behavioral profiles based on the email messages previously
received by the user of EMAILPROFILER. The sentbox profiler, however,
is an optional component that users of EMAILPROFILER can use to gen-
erate behavioral profiles of their own email sending behavior which
can then be shared on a trusted server. Behavioral profiles shared in
that way can be leveraged by EMAILPROFILER to evaluate the veracity
of incoming emails for senders with whom the recipient did not have
sufficient prior communications to exercise the inbox profiler.

If the author of the email is a frequent contact of the receiver and
has sent a sufficient number (>S)* of emails to the receiver, that au-
thor is labeled a recognized author. A recognized author sent suffi-
ciently many email samples to be identified and distinguished from
other authors in the receiver’s inbox. An unrecognized author has not
previously sent any emails to the receiver or the number of the emails
is not enough to create a training set to identify the author. To assess
whether an email claiming to originate from a recognized author is
likely spearphishing, the user will compare the incoming message
against the profile generated by the inbox profiler. Emails from un-
recognized authors can be checked with the help of a trusted server

that contains profiles generated from the sentbox profiler.

1. Inbox Profiler: For a recognized author, the receiver can compare

an incoming email against the behavioral profile extracted for

S is a tunable parameter of EMATLPROFILER, and in our experiments we empirically
determined that a value of S = 50 performs well.
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the sender. To establish this profile, EMAILPROFILER first aggre-
gates all emails sent by the same sender. Subsequently, the fea-
tures (as discussed in Section 3.2.1 ) are extracted, and finally
these features are used to train a classifier through a Support
Vector Machine (SVM). The classification task at hand is to de-
tect whether an email is sent by the author who is listed as the
sender. As the SVM performs best if it is provided with roughly
equal amounts of positively and negatively labeled samples, we
augment the list of emails sent by the same author (positive la-
bel) with the equal number of emails drawn at random from
other authors (negative label). EMAILPROFILER then uses the
SVM to determine the weights that indicate how characteristic
each feature is for the style of the recognized author for whom
the behavioral profile is built. These weights will then be used
as coefficients in the decision function that separates legitimate

from potential spearphishing emails.

. Sentbox Profiler: As EMATLPROFILER does not generate behavioral
profiles for unrecognized authors, it cannot assess the veracity
of the sender’s identity with the same mechanism for emails
originating from unrecognized authors. Instead Section 3.3 ilus-
trates how a recipient can query a trusted server to check the
features extracted from a received email against a behavioral
profile of the sender. Of course, this method is only applicable
if the sender chose to make her behavioral profile available to

the server.
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An email sender who chooses to make her profile available to the
trusted server will first run the sentbox profiler. This component op-
erates quite similarly to the inbox profiler. However, instead of gener-
ating a behavioral profile for all senders in a recipient’s inbox, the
sentbox profiler generates a single profile for the cooperating user. To
this end, EMAILPROFILER aggregates all sent emails of the user and
extracts the features as described above. Subsequently, the same SVM
classifier is trained based on the observed feature vectors and the re-
sulting feature weights are combined into the behavioral profile of the
user. In a final step, this behavioral profile is shared with the server
to ease the challenge of bootstrapping.

We should note that the use of the sentbox profiler and the trusted
server is only one way of overcoming the bootstrapping challenge.
As the inbox profiler can start generating behavioral profiles based
on only S messages from a given sender, the value of S directly af-
fects the window of opportunity for potential attackers. That is, a
spearphishing attack only circumvents EMAILPROFILER if it is one of
the first S messages from a given sender. Attackers commonly try to
leverage existing trust relationships, and spoofing sender email ad-
dresses and identities is a convenient way to misuse this trust. Thus,
confining attackers to sending their spearphishing messages within
the first S messages significantly reduces the exposure of potential

victims to such attacks.
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3.3 SENTBOX MODEL

As described in the previous section, one deployment model sup-
ported by EMAILPROFILER is for users to publish authorship profiles
trained on their own sentbox to a trusted third party. This model is
primarily intended to address situations where recipients do not have
enough emails from a given author to train an authorship profile on
the receiving side (i.e., unrecognized users). In the following, we elab-
orate upon the details of this model.

The sentbox model is comprised of three steps:
1. Users train and upload their sentbox profile
2. Unrecognized user sends email

3. Receiver validates authorship against the sender’s sentbox pro-

file

In the first step, users who participate in this model train an author-
ship profile using their own sentbox. This profile is then uploaded to
a trusted third party server, as shown in Figure 3.1. In the second
step, a user receives an email from an unrecognized user - ie., a
user for which no receiving side profile exists or can be built due
to insufficient training examples (Figure 3.2). This triggers the third
step: validation of authorship for the received email by querying the

sender’s sentbox profile at the trusted third party, shown in Figure

3:3-

59



60 SPEARPHISHING E-MAIL DETECTION

SENTBOX SENTBOX
PROFILE C \ PROFILE D

SENTBOX N SENTBOX
PROFILE A o PROFILE B

Figure 3.1: Users upload trained sentbox profiles to the trusted server.

UNKNOWN USER F
SENDS EMAIL TO USER A

USER A STARTS

VALIDATION PROTOCOL

Figure 3.2: Unknown user F send email to user A, triggering the valudation
protocol.
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Table 3.1: Notation and Definitions

NOTATION DEFINITION
us Public key of the server
Eus Encryption of a message with the server’s public key
Addy E-mail address of user A
Cery Certicifate of user A
N Nonce
TS Timestamp
RS Private key of the server
Dgs Decryption of the message with
the server’s private key
UA Public key of user A
Euc Encryption of a message with user A’s public key
S Secret that will be used to generate a session key
f(N) A function that takes a nonce N and returns
a value N that is based on N
N’ Result of f(N)
RA Private key of user A
Dgra Decryption of a message with user A’s private key
g(S) A function that takes secret S and returns another
value that will be used as session key K S
KS Session key
Eks Encryption of a message with a session key
Profr Profile of user F
Ve Feature vector of user F’s email
Dks Decryption of a message with the session key
Res Accept or reject result from a profile comparison
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1) Eus[AddrA, CerA, N,TS]

SERVER
2) EyalS,N’]
3) Exs[Profe]

4) EK5[RES]

Figure 3.3: Validation protocol

In order to securely communicate with the trusted third party, a
communication protocol was devised for the first and third steps. A
summary of the notation and corresponding definitions is shown in
Table 3.1

User A starts the validation protocol with the first message. This is
encrypted with the server’s public key U S. The message contains the
email address of user A Add,, a certificate Cers belonging to A that
contains the public key of A U A, a nonce N, and a timestamp T S. N
is used to prevent replay attacks, whereas T S is used for freshness.
As soon as the server receives Msg;, it decrypts it as Drs {Msg,} with
its own private key RS. The server checks if this message is fresh
using its timestamp. Then, the server generates the value N” = f(N),
where f(N) is a shared function that is known by the server and user
A. Nonce N” will be used to prove to user A that the next message
actually originates from the server, because N can only be learned
by decrypting the message with the server’s private key. Therefore,

N’ can only be generated by the server and user A. The server also
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generates secret S which is used to generate a session key KS . KS is
produced by function g(S) which is a pre-agreed function.

In Msg,, the server sends S and N’ by encrypting with user A’s
public key UA. When user A receives Msg,, he first decrypts it as Dra
{Msg,} with his own private key RA. Then, user A checks whether N’
agrees with his local computation of f(N). If they are equal, he contin-
ues the protocol, otherwise he terminates it. Afterwards, he computes
KS = ¢(S) in order to decrypt the following messages. He sends Msg;,
including a feature vector of user F’s email Vr by encrypting with KS.
When the server receives this message, it decrypts it by using KS and
compares it with the sentbox profile of user F that was uploaded in
step 1. If the query returns positive, it sends a validation message as
a result, otherwise it sends a reject message. The resulting message
Msg, that contains Res is encrypted with KS. When user A receives it,
he decrypts it using KS and learns the result.

When users upload their sentbox profiles, a similar validation pro-
tocol is applied on uploading sentbox profile procedure with two
small differences in Msg; and Msg,. Profr in Msg; is the sentbox pro-
file of user F in the upload procedure, whereas in the validation pro-
tocol it is the feature vector Vi of an email received from user F. Also,
in Msg, , Res contains an accept or reject decision in the validation
protocol, whereas in the upload procedure it contains a confirmation

that the server has received the complete profile of user F.
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3.4 EVALUATION

In this section, we evaluate the efficacy of EMAILPROFILER in gen-
erating behavioral profiles that capture user behavior. Furthermore,
we evaluate how well EMAILPROFILER generated behavioral profiles
characterize the email writing and sending behavior of 20 volunteer
users at our academic institution. Besides this empirical evaluation,
we also analyze the robustness of the generated behavioral profiles
from a theoretical standpoint against privacy attacks. Finally, we also
discuss assumptions and limitations that underlie the current proto-

type implementation of EMATLPROFILER.

3.4.1  User Data Collection

Previous studies on email security and spam frequently used pub-
licly accessible datasets such as Enron and Symantec for their evalu-
ation. However, spearphishing is a precisely targeted and relatively
new phenomenon that we believe is insufficiently reflected in these
datasets. Thus, we chose to evaluate EMAILPROFILER on a contempo-
rary dataset of emails provided by volunteers at our academic institu-
tion. To this end, we were able to solicit the help of 20 connected users
on our campus. All the participants are PhD students and professors
in the field of computer science and bioinformatics.

Extrapolating from our own mindset, we assumed that none of

the participants would want to give us direct access to their email
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archives. Thus, we developed the profilers as stand-alone components
that each volunteer could easily run for themselves. Collecting the
data to evaluate EMAILPROFILER in this way had two significant ad-
vantages. First, users could inspect the data transmitted back for the
evaluation and be convinced that no privacy sensitive information
was contained in the transmitted results. Second, this forced us to en-
gineer the profilers robustly to make them integrate smoothly with
the email habits of the participating users.

To avoid privacy leaks in the output, we replaced email addresses
with hashed versions thereof. Furthermore, all the participants were
given explanations on how to use the profilers and what information
is contained in the output data. We specifically asked the participants
to run the profilers on their institution-associated email data. This
allowed us to evaluate the functionality of the trusted server that con-
tains the profiles extracted by the sentbox profiler. In our experiments,
we set the threshold S at a value of 50. Furthermore, volunteers were
selected in a way that each person had at least 50 emails from another
person that participated in the experiment. As a result, each partici-
pating user has at least one recognized user associated with the user’s
profile in their inbox.

We acquired both inbox and sentbox generated profiles from par-
ticipants. This way even if a user did not have enough sample emails
from a participant but had at least one email, we were able to com-
pare that received email with the sender’s own profile which was
obtained from the sender. This gave us the opportunity to design

multiple testson the collected data.
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Table 3.2: Dataset Statistics

EXPERIMENT CORRECT INCORRECT MEDIAN
CLICKS CLICKS SCORE

Uz 216 1,434 722
U2 41 670 8,915
Us 107 631 629
Ug 320 1,168 4,188
Us 156 852 18
U6 84 433 220
Uz 343 1,459 282
Us 235 3,127 1,416
Ug 745 4,290 1,272
U1o 246 3,032 509
U1zt 892 7,955 2,392
U1z 759 6,346 2,395
U3 965 6,493 2,005
U4 311 2,607 709
Uis 418 1,603 402
Ui6 526 3,423 488
Uiy 1,244 17,303 2,948
U18 846 11,450 2,274
Uig 698 8,715 13,791
U2o 1,279 16,440 1,094
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A detailed breakdown of the data our volunteers processed with
the profilers is presented in Table 3.2.

We also computed statistics on the processed messages. For exam-
ple, many email messages did not contain any or only very short
text in their body. This observation is a clear indicator that existing
stylistic-only author attribution schemes would likely result in poor
accuracy. However, as real-world use of email features such charac-
teristics prominently, a defense system such as EMAILPROFILER must
be able to handle such email messages too. The excellent accuracy es-
tablished in our evaluation (see Section 3.4.2) thus demonstrates that
drawing information from the structured email header is beneficial

to perform author re-identification based on email messages.

3.4.2 Experiments

Based on the feature vectors extracted by the profilers, we trained a
one-class SVM classifier as discussed in Section 3.2.

To evaluate the accuracy of the behavioral profiles, we performed
10-fold cross validation for the profiles generated for each recognized
author. To this end, we randomly separated the email messages from
each recognized author into ten equal-sized non-overlapping subsets.
We then used nine subsets or 9o% of the messages for training and the
remaining 10% for testing. This was repeated 10 times with a different
subset used for testing in each iteration. In total, we performed this
profile generation 215 times. The worst-performing profile resulted

in 67% accuracy, whereas the best performing profile reached 100%
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accuracy. Averaging the accuracy of all 215 profiles results in a 93%
accuracy value for EMAILPROFILER. As the sentbox profiler generates
one profile per participating user, we obtained 20 profiles using this
method. Similar to the inbox testing case, each generated profile was
tested using 10-fold cross validation.

Additionally, they have been put in tests where each user’s whole
profile data vs all other authors are used for training and tested
against a profile generated with sent profile through using inbox data
of a participant. This way, we created the case of a user receiving an
email from a unrecognized user (Section 3.3). This case was repeated
for each participant vs the rest of the participants. 10-fold cross val-
idation results are between 80% and 100%, in 20 tests. Comparison
with inbox data of another participant give the results in between

75% — 100%.

3.4.3 Theoretical Analysis

In the following, we perform a theoretical analysis of the robustness

of the sentbox model described in Section 3.3 against various attacks.

3.4.3.1 Denial of Service Attack:

In our proposed architecture, the trusted server presents a single
point of failure. While redundant operation and over-provisioning

can reduce the risk of accidental failure, attackers might strive to



Table 3.3: Feature List

3.4 EVALUATION

69

FEATURES TH. # OF TH. EMP. # OF TRIALS FOR
RANGE ANALYSIS  RANGE EMP ANALYSIS

Email address String 232 [0, 23?] 232
Time of day [o, 3] 4 [o, 3] 4
Letters in subject Integer 232 [0, 176] 176
Caps in subject ~ Integer 232 [0, 103] 103
Words in subject Integer 232 [0, 29] 29
Chars/word Double 2% [0, 75] 75
in subject
Total words Integer 232 [0, 23675] 23675
Chars/word Double 2% [1, 217] 216
Chars Integer 232 [0, 200259] 200259
Line count Integer 232 [0, 8521] 8521
Chars/line Double 2% [0, 40088] 40088
Sentences Integer 232 [1, 4457] 4456
Caps sentence Integer 232 [0, 987] 987
start
Small sentence Integer 232 [0, 4433] 4433
start
Sentence end Integer 23* [0, 2701] 2701
spaces
Sentence end Integer 232 [0, 431] 431
dot
Sentence end Integer 232 [0, 4256] 4256
w /o space
Sentence end Integer 232 [0, 4208] 4208
punctuation
Chars Double 2% [0, 1] 1024 X 232
Non-chars Double 2% [o, 1] 1024 x 232
POS Double 2% [0, 1] 1024 x 232
BCC Bool 2 [o, 1] 2
CC Bool 2 [o, 1] 2
Farewell Bool 2 [o, 1] 2
Greeting Bool 2 [o, 1] 2
MIME version Bool 2 [o, 1] 2
Sender Bool 2 [o, 1] 2
Signature Bool 2 [o, 1] 2
Extended Bool 2 [o, 1] 2
signature
X-Mailer Bool 2 [o, 1] 2
X-Originating-IP  Bool 2 [o, 1] 2
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launch denial of service attacks against this part of the infrastructure?.
In order to prevent accidental brute force attacks, there are some com-
mon use cases that need to be considered. An unknown email sender,
such as user F in Section 3.3, can send a collective email to multiple
receivers. For instance, a professor can send an announcement to all
university departments. In this case, he would be an unrecognized
user for most of the recipients. The features of this email would be
submitted as queries to the server multiple times in short succession.
However, this simple case of an unintentional DoS can be mitigated
with a caching layer at the server. That is, since the email is identical,
the feature vector sent to the server during the validation protocol
will be identical and, therefore, the validation result can be cached so

long as the user profile itself remains valid.

3.4.3.2 Profile Reversing:

If the number of times that a given profile is queried is not limited,
a targeted profile reversing attack can be possible. A distributed at-
tacker can query the server from a large set of disparate addresses
with different feature vectors for the profile of a targeted user. The
attacker can exhaustively search the feature space and thus reverse-
engineer the target’s profile.

In order to prevent this attack, a request limit L which determines
the maximum number of queries for an unrecognized user can be

asked is defined. This limit is set to a reasonable default value (e.g.,

Note that even if the attacker succeeds in this DoS attack, he is still limited to sending
his spearphishing email as one of the first S messages. The client-side inbox profiler
builds and maintains profiles for recognized authors independently of the server.
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1 query per second) and can be adapted to the email behavior of the
user. For instance, for the above-mentioned case of the announcement
email, a higher threshold might be advisable. While it is unlikely that
a legitimate user consistently sends one email per second, such a limit
would effectively prevent the exhaustive search of the feature space

as we illustrate in Section 3.4.3.3.

3.4.3.3 Analysis of Reqular and Smart Adversaries:

In this section, regular and smart attacker cases are considered. The
regular attacker is one who knows the features that are used in this
model. He can only deduce the parameter types by considering the
features. According to these types he determines the number of bits
for each feature and applies a brute force profile reversing attack. All
of these features, parameter types, and the parameter space in bits
are illustrated in Table 3.3. Assuming that all the features are inde-
pendent, in order to find the number of trials all values in the third
column of the table are multiplied. According to this result, a regu-
lar attacker can expect to uncover the user’s profile in approximately
2™M%trials. If the attacker spoofs IP addresses and attacks in a dis-
tributed manner, then the number of years Y required to search the

feature space will be

12,140
Y =
365L
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where L is the maximum allowable number of times an unrecog-
nized user can be queried from the server. Due to the huge feature-
value space, the linear dependency on the number of spoofed IP ad-
dresses and the query limit set at the server makes this unstructured
attack an intractable challenge.

A smart attacker is one who knows the most popular range of val-
ues for each feature. He does not try all possibilities, but instead will
only try the most probable cases which are deduced from empirical
results. By multiplying all values in the fourth column of the table
which represent conservative estimates of the ranges of likely values
for each feature, the total number of trials needed to obtain a profile
of a user is obtained. If the attacker spoofs IP addresses and attacks
in a distributed manner, then the number of years to break the system

will be

y _ 26731070 - 2%
~ 365L  365L

While this is a significant reduction in difficult from a na“ive brute-
force feature space enumeration, given L = 100 it would nevertheless

take an insurmountable number of years to acquire the correct profile.

3.5 RELATED WORK

EMAILPROFILER makes use of email metadata and stylometric fea-

tures of email content in order to identify spearphishing emails. In
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the following, we discuss significant prior work in authorship de-
tection using stylometric features, natural language processing, and

spearphishing detection.

3.5.1 Stylometric Authorship Identification

Spearphishing and whaling emails use identity hiding and imperson-
ation attacks. Since stylometry assists revealing the authorship it is
reasonable to use stylometry while solving the identity problem of
an email.

One of the main studies on authorship identification is Abbasi’s
work Writeprints[1]. In Writeprints, the authors used online texts
from different sources such as Enron emails, eBay comments, Java
forums, and CyberWatch chats as their datasets. They extracted a
comprehensive feature set and experimented with their technique on
the datasets for identification and similarity detections. They showed
that when the number of authors in a dataset increases, the accuracy
of the Support Vector Machine (SVM) for authorship identification
decreases.

Afroz has applied stylometry to the problem of authorship identifi-
cation in the area of cybercrime in their works. In one approach, they
studied obfuscated writing where an author imitates someone else
[6]. In another study, they studied doppleganger accounts in under-
ground forums that included English, German and Russian texts [7].
They found that a hybrid method that combines stylometry with fo-

rum specific features were more successful in finding doppelgangers.
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McDonald tested whether their author identification framework,
called Anonymouth [76], could handle manually anonymized text.
Where Anonymouth focuses on privacy of the author, Narayanan
studied author identification using a large set of forum posts[83].
They showed a correlation between the number of features and the ac-
curacy of different classification methods. Another common point of
all these authorship identification works is that they constructed their
corpus based on word counts greater than 500 or character counts
greater than 7500. Ledger used single character frequencies to iden-
tify the author of acts in Two Noble Kinsmen between Shakespeare
and Fletcher[63]. They stated that text samples of 500 words or fewer
will not allow for accurate authorship identification.

Email authorship problems are investigated as well. Given the short-
ness of email documents, de Vel limited the topics in the emails to
movies, food and travel and classified authors based on the struc-
tural characteristics and linguistic patterns of emails [113]. Similarly,
in a feasibility study [40] raw keystrokes and emails have been used
for author identification with a limited feature set. Nizamani used
cluster based classification to identify authors in emails [85].

In a similar manner to Afroz’s work, Igbal studied the feasibility
of forensic investigation of cyber crimes using stylometric features of
emails [57]. In their study, they used most of the stylometric features
listed in Writeprints [1] on the Enron email dataset. We used a dif-
ferent feature set in our work that includes a subset of Writeprints’

stylometric features and header information features. Aside from the
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feature set, the main difference between their study and ours is the
data used for testing.

Another email forgery detection method is Lin’s work that uses
both stylometry and geolocation during email analysis [68]. Their
client-side plugin is tested using the Enron corpus. Brocardo also
studied authorship verification [14], and proposed a method that uses
n-gram analysis to verify the author of short messages.

One of the most recent papers on authorship verification of emails
is IdentityMailer[107]. IdentityMailer uses header information of an
email as well as stylometric features. More specifically, they extracted
reply, forwarded, time of day, day of week, and recipient informa-
tion from the metadata of the email to verify email authorship. The
main difference between our work and IdentityMailer is the deploy-
ment model. IdentityMailer is designed to prevent transmission of

spearphishing emails from compromised machines before they are

forwarded to SMTP servers. In contrast, our profilers check for spearphish-

ing emails after they are received by the user.

3.5.2 Natural Language Processing

Utilizing correct classifying methods while using Natural Language
Processing (NLP) plays a key role. Classify, But Verify [105] exam-
ines this issue. Other NLP work includes NoCrack, which used Nat-
ural Language Encoders to crack passwords [18]. Crowston used NLP
techniques to acquire qualitative data [23]. Recently, Palka and McKoy

[88] combined NLP analysis with email filters. In that work, they
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tested the effectiveness of email filters using a fuzzing strategy based

on n-gram analysis.

3.5.3 Spam and Phishing Email Filtering

Spam and phishing email filtering is pervasively deployed on today’s
Internet. Spam filters typically use both linguistic and sender reputa-
tion features for detection. Moreover, email clients incorporate feed-
back from users who mark suspicious emails as spam. Spam filter
performance and efficiency has been studied and enhanced by many
researchers [30, 120]. Over time, the term spam has come to include
those that include links that direct users to unwanted, unsolicited do-
mains as well. While studying spam links, Thomas compared the fea-
tures of email spam with the features of tweet spam [110] and found
that email spammers do not overlap with tweet spammers. Some of
email spammers bypass filters by embedding spam into images. In
his work [117], Wang describes a solution to image-based spam by
clustering a new corpus of spam images and comparing them with
non-spam image-based emails.

In the same way as spam filtering, linguistic features of an email
are important for detecting phishing emails. Some characteristics of
phishing emails are typos in the body, lack of knowledge of the re-
ceiver’s name, asking for a monetary deposit, or asking users to click
on a link. Aggarwal used NLP techniques to detect phishing emails
[8] using these characteristics. Ramanathan employs multi-stage fil-

tering on phishing emails, which combines NLP techniques with ma-
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chine learning [93]. More recent work by Lottre [70] proposes a frame-
work that marks emails as safe or non-safe; the aim of the framework
is to educate users and increase their security awareness.

Spearphishing attacks are considered a subset of phishing email at-
tacks; however, popular preventative methods for spam and phishing
attacks are not well-suited to detecting spearphishing attacks. The
main reason for this is that spearphishing emails are crafted to im-
personate someone that the recipient would trust, and are therefore
more likely to bypass mass-market spam filters.

Our work uses some of the methods described above for spam
and phishing email detection, such as NLP and author identification.
However, EMATLPROFILER uses an extended feature set and different
classification methods. For example, the linguistic features EMAILPRO-
FILER extracts are classified per person instead of into global safe and
unsafe categories. Another distinguishing feature of our work is that
we use header information to understand the writing habits of email

authors.

3.6 OUTCOME

In this work, we proposed EMAILPROFILER, a new approach to de-
tecting spearphishing attacks using both features extracted from both
email metadata and stylometric information. We evaluated this ap-
proach using an dataset comprising email from 20 volunteers at our
academic institution. The results demonstrate that EMAILPROFILER s

techniques can reach an average 98% accuracy when verifying email

77



78

SPEARPHISHING E-MAIL DETECTION

authorship through inbox and sentbox profiling. We also show that
email profiles are robust to reverse-engineering in both a theoretic
and empirical analysis. Finally, in contrast to prior work, EMAILPRO-
FILER supports gradual adoption by users, leading to increased utility

as a real-world, usable defense against spearphishing attacks.



MALICIOUS E-MAIL ATTACHMENT

NEUTRALIZATION

4.1 OVERVIEW

Today, e-mails are used heavily for a wide range of activities such as
sending out meeting invites, bills, receipts, and news articles. Often,
documents are attached to e-mails and the user is required to open
this attachment to access the contents of the artifact. Unfortunately,
documents and links embedded in e-mails can create a serious at-
tack surface against users. Today, attackers exploit vulnerabilities in
software that processes the content from these attachments to infect
the targeted machine with malicious code. That is, once the victim
opens the delivered attachment, an existing vulnerability (e.g., a use-
after-free) can be exploited to execute arbitrary code on the victim’s
machine.

E-mail based attacks are often highly effective and successful. As
a result, such attacks are one of the main ways attackers typically
launch targeted attacks against specific victims. For example, it is
widely reported that the Democratic National Committee was hacked

using such targeted, spearphishing e-mails (e.g., see [15]).
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As email-based attacks are very successful in allowing attackers
to compromise endpoints and gain an initial foothold for launching
further attacks, this raises the question: What makes these attacks so
successful in practice? The straightforward answer to this question
is that users are typically not qualified to make security decisions re-
garding attachments they receive, often do not have updated systems,
and often end up opening attachments that are highly risky. In fact,
it is often difficult for a typical user to assess which attachments are
riskier than others. That is, until an attachment has been downloaded
and opened, a victim might not be able to easily determine if the at-
tachment is a spearphishing attempt, or a legitimate artifact sent by
someone that the victim knows. Hence, to check the contents of an at-
tachment that sounds interesting, a user is typically left with the sole
choice of opening the attachment and attempting to read its contents.

Recognizing a malicious e-mail might be difficult even for an ex-
pert user. While it is true that some e-mails might have traces of mali-
cious behavior such as a suspicious-looking e-mail sender, poor word
choice of the subject, and any other unusual attributes in the e-mail,
many malicious e-mails may look very authentic besides the attach-
ment that is malicious. Although training users to spot phishing e-
mails is helpful (e.g., [22]), spearphishing e-mails are very challenging
to detect for most users. Especially in attacks where the e-mail sender
imitates a (possible) genuine user, victims are prone to downloading
and opening any attachments.

In spearphishing attacks, the attacker leverages information about

the victim to tailor the attack e-mail to improve the chance that the
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victim will click on the e-mail attachment and open it. It has been
reported that sophisticated targeted attacks (i.e., Advanced Persis-
tent Threats (APTs)) often contain a spearphishing component [102].
Hence, it is clear that mechanisms are needed that can protect users
against malicious attachments.

The key insight of our approach is that by converting the e-mail
attachment to an image format and attaching this image to the e-mail
to allow the user to check the contents of an e-mail, we would be
giving users a chance to protect themselves against spearphishing at-
tacks. Hence, users are able to peer into the contents of an attached
document (e.g., a malicious PDF file) without having to download,
and open it and potentially be compromised. By converting poten-
tially malicious files to a different format (e.g., converting a Word
document to a PNG image), we remove the exploit code from the ar-
tifact and render it safe. The user can then examine the contents, only
interacting with the original attachment after having had a chance to
check the authenticity and validity of the contents.

In order to evaluate the usability and effectiveness of our technique,
we conducted a user study with 50 participants. Our findings show
that our proposed technique is a minimal addition to existing e-mail
security systems, and has significant security benefits for users in
avoiding malicious attachments.

In summary, this work makes the following contributions:

e We present a novel approach for protecting users against ma-
licious e-mail attachments that we call PELLUCIDATTACHMENT.

Our proposed technique automatically renders attachments into
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safe PNG images, and replaces the original attachment with the
generated image. The conversion gives users the chance to dis-
tinguish between a benign attachment and a malicious one with-
out having to open the attachment and potentially be compro-

mised.

* We empirically evaluated our approach with 39 real-world ma-
licious attachments. We show that by rendering malicious at-
tachments into PNG images, our system removes the existing
exploit code for all of the tested files (10 PDF, 10 Microsoft Ex-

cel, 10 Microsoft Word, and 9 PNG files).

* We evaluated the security benefits of our approach with a ran-
domized user study (n=50). Our multi-protocol user study shows
that PELLUCIDATTACHMENT is usable and improves user secu-

rity by helping them avoid exposure to malicious documents.

4.2 BACKGROUND

Many document formats, such as MS Word, MS Excel, PDF, and PNG
documents, can be crafted to be malicious. Once exploit code is in-
serted into the document, malicious activity can be triggered, often
just by opening and viewing the document. Document viewers or
editors may be vulnerable to memory corruption exploits due to un-
patched or zero-day security flaws, while some document formats

such as PDF can also potentially contain malicious scripts.
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[8 To protect your privacy, Thunderbird has blocked remote content in this message. Preferences

(@)

U This message may be a scam.

A Anti-virus warning - 1 attachment contains a virus or blocked file. Downloading this attachment is disabled. Leam more

(©

Figure 4.1: E-mail warning banners.

4.2.1  Document Vulnerabilities and Exploitation

4.2.1.1  Attacks via Microsoft Office Files

An attacker may be able to craft a malicious Microsoft Office file that
runs arbitrary code when the document is opened. Some unpatched
versions of Microsoft Office have memory corruption, elevation of
privilege, denial of service, and similar vulnerabilities. A recent exam-
ple is CVE-2016-7193[27], where RTF file content is not handled prop-
erly by the software, leading to the execution of attacker-supplied
code.

Macros are another popular method that attackers use to launch
attacks. Macros are used to simplify common tasks by automating
them in Microsoft Office. However, this legitimate functionality may
be used to deliver malware as well. Unfortunately, macros have been
abused by attackers so often[78] that they have been disabled in re-
cent versions of Microsoft Office. Nevertheless, an attack may be suc-
cessful if the victim chooses to run the macro (e.g., through social

engineering).
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4.2.1.2 Attacks via PDF

A vulnerability in a PDF reader may cause arbitrary code to be ex-
ecuted on the targeted host. The complex structure of PDF files has
historically provided attackers many opportunities to exploit memory
corruption errors. PDF documents may also be able to run unautho-
rized JavaScript, ActionScript, and other types of malicious scripting
code.

An example of a recent Adobe PDF vulnerability[25] allows re-
mote attackers to execute arbitrary code on vulnerable installations

of Adobe Acrobat Reader DC[4].

4.2.1.3 Attacks via PNG

Imagemagick[54] is a free software package that allows developers
to programmatically manipulate images. As a result of its advanced
capabilities, attackers may be able to craft PNG images that are ma-
licious. For example, a recently exposed vulnerability was published
on the Common Vulnerabilities and Exposures Database where an at-
tacker can execute arbitrary code via shell meta-characters in a crafted
image[26].

Moreover, the PNG reference library libpng[66] is also vulnerable
to various memory corruption attacks. CVE-2016-10087[24] is an ex-
ample of the libpng vulnerability, where the attacker takes advantage

of a null dereference bug in earlier versions of libpng.
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4.2.2  Defense Against Malicious Files

The best defense mechanism against malicious e-mail attachments
would be to prevent them from being downloaded to the victim’s
system. However, this would require that benign documents can reli-
ably be distinguished from malicious ones. Static or dynamic analysis
techniques may be used to perform this detection.

Unfortunately, as explained in Sectiony.7, static and dynamic detec-
tion techniques have their limitations. As a result, once a malicious
document falls through the cracks, the user needs to make a deci-
sion. In fact, in most of the attacks listed in the previous section, the
attacker counts on the victim’s input such as downloading the mali-
cious e-mail attachment, opening a PDF file that launches a remote
attack via JavaScript code, activating the macros of a Microsoft Office
document, and viewing a PNG image that opens a backdoor on the
compromised system.

Previous research has determined that warning users frequently
about the results of their actions may be effective[9] in detecting some
attacks. In the case of e-mail security warnings, mail user agents (Mail
User Agent (MUA)) (i.e., e-mail clients) have improved over the years.
Two concrete examples of MUA warnings would be the warning ban-
ners that Thunderbird and GMail present to users (Figure4.1). Such
banners inform users whether the content of the e-mail is suspicious.
In Figure 4.1a, a security alert banner is shown to Thunderbird users
when there is an image or stylesheet embedded in an e-mail message.

Similarly, in Figure 4.1b another banner is shown to notify users about
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a suspicious e-mail which might be a potential phishing attempt. Fig-
ure 4.1¢ shows a security banner that blocks users from downloading
a possibly malicious file. However, these banners are unfortunately
frequently ignored by users due to the underlying detection algo-
rithms” lack of precision (i.e., too large a false positive rate)[33, 80].
In this work, rather than trying to detect malicious files that are
spread through e-mail, we adapt a generic defense approach that con-
verts the potentially malicious document to a harmless image format.

By doing so, we automatically remove and prevent the exploit.

4.3 SYSTEM DESIGN

The key insight of our work is that e-mail users have insufficient in-
formation to distinguish potentially malicious attachments from be-
nign attachments. PELLUCIDATTACHMENT narrows this information
gap by allowing the user to safely peek into the contents of each
attachment without first downloading and opening it. PELLUCIDAT-
TACHMENT provides this capability by modifying e-mails as they are
received at the recipient’s Mail Transfer Agent (MTA). In particular,
PELLUCIDATTACHMENT modifies how the MTA processes incoming e-
mails along two dimensions (Figure 4.2). First, attachments of incom-
ing e-mails are replaced by renderings thereof. Second, the system
must provide a mechanism to access the original unmodified attach-

ments if the user so chooses.
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Figure 4.2: Overview of PELLUCIDATTACHMENT System
4.3.1 Replacing Attachments

To replace incoming e-mail attachments, PELLUCIDATTACHMENT fol-

lows a sequence of three consecutive steps for each attachment.

4.3.1.1

Extract and preserve original attachment

Upon receipt of a new e-mail, PELLUCIDATTACHMENT parses the e-

mail content and extracts all attachments. Each attachment is then

used in two ways. First, PELLUCIDATTACHMENT persists the attach-

ment in case the user needs access to the unmodified attachment

later on (see Section 4.3.2). Second, each attachment is subjected to

a conversion process where its contents are rendered into an image.
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4.3.1.2 Render attachment into an image

PELLUCIDATTACHMENT converts each attachment into a visual repre-
sentation (i.e., an image) of its content. For example, the contents of
a PDF document will be rendered into an image file that visually car-
ries the same information as the original file itself. Note that the input
to this rendering process are the potentially malicious attachments
sent by the attacker. Thus, this conversion step warrants additional se-
curity precautions. To counter the situation where a malicious attach-
ment attacks and exploits PELLUCIDATTACHMENT's rendering infras-
tructure, all conversion is performed in a sandboxed virtual machine
that is restored to a known good state for each attachment. Further-
more, PELLUCIDATTACHMENT provides a firewall around the sandbox
to prevent any communication beyond the MTA and the sandbox it-
self. Thus, for each attachment, PELLUCIDATTACHMENT requests the
sandbox to convert the attachment into an image, and then retrieves

the image from the sandbox.

4.3.1.3 Replace original attachment with its image

The final step carried out by the MTA replaces the original attachments
with the rendered images thereof. In addition to replacing the attach-
ments, PELLUCIDATTACHMENT also includes a link at the bottom of
each e-mail that allows the user to access the original unmodified

attachment if needed.
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4.3.2 Accessing Original Attachments

Sometimes, the user must access the original, unmodified attachment
that was included in the e-mail. This can become necessary if the
user, for example, is required to fill a form or is expected to make
modifications to a document. A user can gain access to the unmod-
ified attachments by following the link at the bottom of the e-mail.
However, instead of providing direct access to the unmodified and
potentially dangerous attachments, PELLUCIDATTACHMENT confronts
the user with a security warning analogous to Transport Layer Secu-
rity (TLS) certificate warnings used by all major web browsers. Thus,
before gaining access to the original attachments, users have to ac-

knowledge their awareness of potential negative impacts.

4.4 THREAT MODEL

As PELLUCIDATTACHMENT tries to protect recipients from e-mail mes-
sages that include malicious attachments, we assume the following
threat model. First, we assume that the attacker has a reliable way of
delivering malicious e-mails to the victim. That is, the attacker has the
capability to circumvent all of today’s frequently deployed defensive
measures, such as spam filtering, anti-virus scanning of e-mail attach-
ments, or statistical models to detect malicious e-mails. Furthermore,
the attacker knows about the software installed on the victim’s com-

puter, and additionally knows of at least one arbitrary code execution
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vulnerability in one of the installed software packages. In addition to
the vulnerability, the attacker has the capability to create exploits that
target that vulnerability and include this exploit in a file of the format
that will be processed by the vulnerable software if the victim opens
the file.

A concrete and realistic example is an attacker with knowledge of a
vulnerable version of Adobe Reader installed on the victim’s machine,
and a readily available exploit in the form of a malicious PDF file that
will grant the attacker arbitrary code execution capabilities if it were
to be opened with the vulnerable software.

Beyond these capabilities, the attacker is also assumed to be aware
of PELLUCIDATTACHMENT and its use by the victim, and he might
want to attack PELLUCIDATTACHMENT itself instead of the victim user.
Note that PELLUCIDATTACHMENT’s main goal is to provide additional
information about attachment content without exposing users to the
potential threats therein. However, PELLUCIDATTACHMENT must and
does provide the user with access to the original attachments if the
user so chooses. Thus, while we assume that the attacker has the var-
ious technical capabilities outlined above, we also assume that the at-
tacker does not have the capability to lure the user into downloading
and opening the original malicious attachment. This assumption is re-
alistic when considering an attacker who indiscriminately attacks his
victims. We argue that creating e-mails that convince users to down-
load an attachment despite the provided preview, acknowledge the se-

curity warnings, and then open the resulting file, requires significant
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and more importantly individualized effort, and thus significantly
raises the bar for the attacker.

While operating in the above-stated threat model, PELLUCIDATTACH-
MENT tries to impose as few restrictions on users as possible and thus
is deployed exclusively at the MTA of the recipient. This implies that
users can continue using the MUA’s that they are most accustomed
to without any changes to the client-side software. Furthermore, as
PELLUCIDATTACHMENT operates in conjunction with the MTA, it is
compatible with an enterprise setting where a company maintains
its own e-mail system. Deployed in this way, PELLUCIDATTACHMENT
can seamlessly afford its protections to any user throughout the en-

terprise.

4.5 IMPLEMENTATION PLANS

We implemented a prototype of PELLUCIDATTACHMENT on Ubuntu
Linux running Postfix[go] as the MTA. PELLUCIDATTACHMENT intro-
duces three additional components to an existing MTA.

* A content filter

¢ The rendering sandbox

* A facility to provide access to unmodified attachments



92

MALICIOUS E-MAIL ATTACHMENT NEUTRALIZATION

4.5.1  Content Filter

Postfix uses the term content filter for any software component that in-
spects or modifies e-mail data (including both headers and payload).
To simplify the process of creating content filters, Postfix provides
a standardized interface that PELLUCIDATTACHMENT leverages. The
MTA is configured to trigger the PELLUCIDATTACHMENT filter which
in turn parses the body of each e-mail.

The content filter itself first extracts all attachments and preserves
them should the user require access later on 4.7. Subsequently, the
attachments are sent to the rendering sandbox that converts each at-
tachment into a visual representation thereof.

Finally, the content filter replaces the original attachments with the
renderings obtained from the sandbox, and attaches links to the bot-
tom of the e-mail to allow the user to fetch the unmodified attach-
ments.

To extract attachments from an e-mail, the content filter parses the
information contained in the message. Within a Multipurpose Inter-
net Mail Extensions (MIME) e-mail message, individual attachments
are described through a content-disposition header field according
to the specification in RFC2183". For example, to transmit UTF-8 for-
matted data through the ASCII SMTP protocol, the content needs to be
identified and encoded appropriately. Figure 4.3 shows an example
where the UTF-8 formatted text of an e-mail is labeled with a cor-

responding content type. Thus, PELLUCIDATTACHMENT iterates over

1 https://tools.ietf.org/html/rfc2183
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Delivered-To: XXXXXXXXXXXXXXXXXXXX
Received: by 10.28.185.202 with SMTP id j193csp631151wmf;
Wed, 7 Sep 2016 19:53:02 -0700 (PDT)
Return-Path: <XXXOOXXXXXXXXXXXXXXX>
Received: from mail-ua®-x235.google.com (mail-ua®-x235.google.com.
[XXXXXKXXXXKXXXKXXXXKXXXXKXX] )
by mx.google.com with ESMTPS id 89s5i11936998uay.2016.09.07.19.53.02
For <XXXXXXXXXXXXXXKXKXXXXXXXX>
(version=TLS1_2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);
Wed, 07 Sep 2016 19:53:02 -0700 (PDT)
Received: by mail-ua®-x235.google.com with SMTP id 31s50214XXXXX33uao0.0
for <XXXXXXXXXXXXXXXXXXXXXXXX>; Wed, 07 Sep 2016 19:53:02 -0700 (PDT)
X-Received: by 10.176.83.110 with SMTP id y43mr27283362uay.70.1473303182157;
Wed, 07 Sep 2016 19:53:02 -0700 (PDT)
MIME-Version: 1.0
Received: by 10.31.67.79 with HTTP; Wed, 7 Sep 2016 19:52:41 -0700 (PDT)
From: Niko XXXXX <XXXXXXXXXXXXXXXXXXXXXXXX>
Date: Wed, 7 Sep 2016 22:52:41 -0400
Message-ID: <CAA3KUjhVO+CGXXxxxaYi-UGYeAxBEVPwXXXXX47PeVxF=uYXA@mail.com>
Subject: Final 2016 Novice Racing Clinic
To: XXXX XXXXXXX <XXXXXXXXXXXXXXXKXKXXXXXXXX>
Content-Type: multipart/alternative; boundary=94eb2c19laced1b522053bf6202d

--94eb2c191aced1b522053b6202d Header Field

Content-Type: text/plain; charset=UTF-8

Hello former and recent students,

The final clinic of the summer, aimed directly at you all, is this Sunday,
about 2pm. If you are looking to get your feet wet, or if you've been
racing a couple of times and would like some beginner coaching, come on
down and sail with us this Sunday afternoon.

0f course you can also always come down on Fridays, and also come crew
Sunday mornings at regular Tillers Club Racing.

As always, please let me know if you'd like to be removed from this list.

Cheers,

Niko .
Body Field
—-94eb2c191aced1b522053bf6202d--

Figure 4.3: Raw format view of an e-mail
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all attachments identified in this way and stores the original content
locally to allow the user to retrieve the original attachment should
that be necessary. Note that for security purposes, PELLUCIDATTACH-
MENT assigns new random file names when storing the attachments
locally. This is similar in spirit and motivation to the sharing capabil-
ities of systems such as Google Drive or Dropbox. The long random
file names represent a capability that prevents attackers from enu-
merating or iterating over all attachments stored on the server. As the
next step, the content filter forwards each attachment to a sandbox to

render its contents into an image.

4.5.2 Rendering Sandbox

The goal of the rendering sandbox is to convert a given attachment
into a visual representation (i.e., an image) of its content. Because
the attacker might try to attack PELLUCIDATTACHMENT directly, the
rendering sandbox operates in a virtual machine environment.

Our prototype implementation uses the KVM [60] hypervisor for
this purpose. In a naive implementation, PELLUCIDATTACHMENT would
spawn a new virtual machine from a known clean state for each at-
tachment. However, to optimize performance without compromising
on functionality, PELLUCIDATTACHMENT does not boot the virtual ma-
chine instance from a power-off state, but rather uses the snapshotting
mechanism provided by the KVM hypervisor.

Of course, PELLUCIDATTACHMENT can only render attachments into

images if the attachment is of a known file type. To achieve compat-
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ibility with a large number of file-formats that are frequently used
as e-mail attachments, PELLUCIDATTACHMENT leverages off-the-shelf
utilities, such as the LibreOffice[67] office suite, Ghostscript [37], and
Imagemagick[54]. Thus, PELLUCIDATTACHMENT supports any format
produced by Microsoft Office products, as well as pdf and postscript
content, and dozens of image formats.

Our current prototype implementation renders each attachment
into an image in the PNG file format. As all popular mail user agents
support PNG files natively, this ensures compatibility with a wide
userbase. Once the attachment is rendered, the content filter receives

the resulting image and continues to modify the content of the e-mail.

4.5.3 Replacing Attachments

To replace the converted attachments, the content filter simply re-
places the content of the original attachment with the resulting im-
ages obtained from the rendering sandbox. While removing the origi-
nal attachments is straightforward, PELLUCIDATTACHMENT must take
care to insert the new images with the correct meta information to
describe the content-type, length, and encoding. The filename of the
converted attachment is assigned after the original attachments’ name
(including the old extension), followed by the page number and new
extension. Therefore, the recipient of the e-mail can use the filename
information of the file beside the image version of the attachment to
decide the validity of the e-mail attachment before downloading the

original attachment.
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[ Malicious Attachment Warning X

e | * OO0 phd
This is a warning! Are you sure? Do you really want to download this file?

1 want to proceeatt

1DON'T want to proceed!

(@)

[ Malicious Attachment Warning x

ey = %00 @ pd

This is a warning! Are you sure that you want to continue? Do you really want to download this
file?

‘You have attempted to download a file to your computer but we cannot confirm that the file is secure.

The file may contain malicious code that could be harmful to your computer. Attackers might be trying to steal your information.
Normally, when you look at the preview of the attachment, you would see what is included in the attachment and get information
whether this is a secure attachment.

‘You should not proceed, especially if you do not trust the owner of the attachment.

1 DON'T want to proceed!

More Advanced Options

Before you proceed to download this file, you should understand the risks. This file might contain a malicious content, which steal your data without your permission or use your computer to deploy
attacks on other computers. Before being a victim of an email attachment attack, reconsider if you trust the email sender.

To download the file, you should click on I want to proceed button below:

1 want to proceeatl!

(b)
Figure 4.4: Warning page version 1 and 2
In addition to inserting the rendered images, PELLUCIDATTACH-
MENT also modifies the content of the e-mail to include hyperlinks
to the unmodified attachments stored on the mail server. Of course,
these links correctly refer to the randomized le names mentioned

above.

4.5.4 Providing Access to Unmodified Attachment

Should users require access to unmodified attachments, PELLUCIDAT-
TACHMENT serves the unmodified attachments via HTTP. To this end,
our prototype leverages the popular NGINX [84] HTTP server. Of
course, it is straightforward to use any other HTTP server, such as

Apache or Flask instead.



4.6 EVALUATION

To request access to an unmodified attachment, the user simply fol-
lows the corresponding link that PELLUCIDATTACHMENT inserted at
the bottom of the e-mail. However, although attachments are served
by a web server, the server prevents direct access to the content and
instead presents the user with a warning screen (see Figure 4.4) mod-
eled after the TLS certificate warnings found in all major web browsers.
This warning informs the user of the potential negative implications
of accessing the original attachment, and serves as a deterrent to un-
necessary exposure to malicious documents. Only after the user has
acknowledged that they want to proceed to download the original

attachment does the download begin.

4.6 EVALUATION

In this section, we present the experiments and results we obtained by
evaluating PELLUCIDATTACHMENT along two orthogonal dimensions
that aim to answer the following two research questions.

RQ1: Does PellucidAttachment’s rewriting capability prevent oth-
erwise successful attacks? PELLUCIDATTACHMENT aims to improve
the security of e-mail users by rewriting e-mail attachments with ren-
dered images thereof. As the resulting images are included in the
e-mail, PELLUCIDATTACHMENT must ensure that any malicious com-
ponents of the original attachments are filtered out during the ren-
dering process. To demonstrate the technical efficacy of PELLUCIDAT-
TACHMENT against successful attacks through e-mail attachments, we

evaluated PELLUCIDATTACHMENT with a variety of malicious files.
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RQz: Does PellucidAttachment improve the security of e-mail users?
The rewriting capabilities implemented by PELLUCIDATTACHMENT pro-
vide additional information to the recipient of an e-mail. Ideally, this
additional information allows the users of our system to make better
security decisions (i.e., whether they should open a given e-mail at-
tachment or not). To answer this research question, we performed an
extensive user study on 50 volunteers.

In summary, our evaluation found that PELLUCIDATTACHMENT an-
swers RQ1 in the affirmative and demonstrates significant (i.e., almost
4x) improvements of the security of e-mail users against malicious at-
tachments as an answer to RQz. The details of these experiments are

presented next.

4.6.1 RQ1: Efficacy of PELLUCIDATTACHMENT

The technical efficacy of PELLUCIDATTACHMENT is determined by the
system’s capability to replace malicious attachments with benign ren-
derings of their contents. Thus, to evaluate this aspect of PELLUCIDAT-
TACHMENT, we obtained a representative sample of malicious files
whose file types correspond to those commonly used in email-borne
attacks. We obtained our dataset of malicious files from Google’s
VirusTotal service. In total, our dataset consisted of 39 malicious files
(10 .pdf, 10 .docx (i.e., MS Word), 10 .xlsx (i.e., MS Excel), and 9
.png).

Once the files were confirmed as malicious, we composed one e-

mail per file and included the file as an attachment in the e-mail.
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These e-mails were sent to an MTA that ran the PELLUCIDATTACHMENT
system. To ascertain whether PELLUCIDATTACHMENT indeed strips the
malicious functionality from replaced attachments, we opened each
e-mail with Thunderbird. As expected, we did not observe any signs
of a malware infection after the attachments had been rewritten by
PELLUCIDATTACHMENT. Additionally, we submitted all rewritten at-
tachments to VirusTotal and not a single alert was raised, nor was

any of the submitted files labeled as suspicious.

4.6.2  RQ2: Security improvements for e-mail users

To assess whether PELLUCIDATTACHMENT improves the security of
regular e-mail users, we performed the following user study. As elab-
orated above, the rewriting capabilities offered by PELLUCIDATTACH-
MENT add information to the e-mail that a user can leverage when
considering whether she should open a given attachment or not. We
consider that PELLUCIDATTACHMENT increases a user’s security if this
additional information is sufficient for the user to decide not to open
otherwise malicious e-mail attachments.

Thus, to evaluate PELLUCIDATTACHMENT’s effectiveness in this re-
gard, we designed a test scenario where participants were asked to
read a series of e-mails. As the user study involves human volun-
teers as test subjects, we applied for and obtained approval from our
university’s institutional review board prior to launching the experi-

ments.
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4.6.2.1  Study Design

Participants were initially unaware of the purpose of the study. In-
stead, participants were told the study was an “experiment to in-
vestigate the effects of interruptions on concentration and decision-
making when multi-tasking.” Each participant was debriefed and in-

formed of the true goal of the study once she finished the experiment.

4.6.2.2  Experiment Environment

Each participant in the study was provided with access to a Win-
dows computer where Microsoft Office, Adobe Reader, and a pre-
configured installation of Mozilla Thunderbird as the MUA were in-
stalled. The entire experiment was conducted in the context of the
following fictitious scenario. We instructed study participants that
they should assume the role of a graduate student aide in the uni-
versity’s writing center. As one would expect, this role included tasks
such as answering e-mails and reviewing and editing documents (e.g.,
for grammar and spelling) that other students at the university sub-
mitted (also via e-mail). Furthermore, participants were told that they
should assume that the provided e-mail account was their private uni-
versity account, and thus treat it with equal care as their real accounts.
Finally, the experiment suggested the prospect of a PayPal gift card
for exceptional service.

Once the scenario was set up, each participant received a sequence
of 16 e-mails. As this study focuses on e-mail attachments specifi-

cally, the e-mail set was structured as follows. Out of the 16 e-mails,
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10 had no attachments, 4 e-mails featured malicious attachments, and
the attachments of the remaining 2 e-mails were benign. The focus of
our attention was on whether users would open the 4 malicious at-
tachments, and whether the introduction of a system such as PELLUCI-
DATTACHMENT would have a positive effect on this number (i.e., fewer
opened malicious attachments). To identify whether users opened at-
tachments, all interactions with the provided computer were screen-
captured and evaluated by the authors. True to the study protocol, all
interaction between the researchers and the participants happened

via e-mail.

4.6.2.3 Recruitment

We recruited participants on our university campus and the broader
metropolitan area via e-mail. We only applied two criteria to prospec-
tive study participants. First, all applicants had to be between 18 and
49 years of age, and second, computer science students were excluded
from the study. We excluded members from the computer science de-
partment to prevent any sort of security-knowledge bias that might be
ingrained in CS students. Following this process, we found 50 volun-
teers from a broad spectrum of occupations, backgrounds, ethnicities,

nationalities, and gender.

4.6.2.4 Experiment Details

On average, each participant required 25 minutes to read and react
to all of the 16 e-mails. Additionally, each participant spent around

10 minutes to complete the study protocol form, the consent form,
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and answer the security awareness questionnaire detailed later in this
section.

Of the 16 e-mails, the first and last e-mail had the purpose of in-
troducing participants to the system, and informing them that the
experiment had concluded. The three e-mails following the introduc-
tory e-mail consisted of two e-mails with benign attachments and one
e-mail without an attachment. The remaining eleven e-mails were a
random sequence of the four e-mails with malicious attachments and
the remaining seven e-mails with no attachments.

The four e-mails that contain malicious attachments were mod-
eled after real-world attacks as follows. One of the attack e-mails
imitated a non-existent university division that invited students to
register for courses and internships by submitting the attached doc-
ument. Another attack e-mail was composed to imitate a PayPal no-
tification and allegedly included an attached invoice. The third at-
tack e-mail appeared to originate from the university’s human re-
sources division and featured a subject line of “documents from -
work.” The e-mail did not contain any text but included a PDF at-
tachment with a filename of “everyones_updated_salary_chart.pdf”.
The fourth attack e-mail was designed to trick users into sharing their
password and deleting their e-mails. The e-mail was tailored to imi-
tate an e-mail from the IT department. It included a file named “ac-
count_confirmation”, and the users were told that their mailbox ex-
ceeded the storage limit. The e-mail explained that if the users would
like to continue receiving e-mail, they should fill out the attached

document with their username, password, and an error code that is
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Table 4.1: Protocol designs

LABEL INTRODUCTION E-MAIL VERSION WARNING PAGE PERSION

Control N/A N/A

Group 1 Version 1 Version 1
Group 2 Version 1 Version 2
Group 3 Version 2 Version 2

Table 4.2: Download behavior per protocol

BENIGN  ATCH. MALICIOUS ATCH.
Downloaded X X
Not Downloaded X X
Control 20 (100%) 0 (0%) 25 (62.5%) 15 (37.5%)
Group 1 18 (90%) 2 (10%) 15 (37.5%) 25 (62.5%)
Group 2 16 (80%) 4 (20%) 9 (22.5%) 31 (77.5%)
Group 3 24 (60%) 16 (40%) 13 (16.3%) 67 (83.7%)

inserted at the end of the e-mail, and send the document back to the

IT department.

4.6.2.5 Protocols

We assigned the 50 participants in our study to four distinct groups.
The control group and Groups 1 and 2 contained ten participants
each. The remaining 20 participants were assigned to Group 3.

The control group followed the study protocol without the protec-
tions afforded by PELLUCIDATTACHMENT, and the differences between
Groups 1, 2, and 3 were confined to the introductory e-mail and the
design of the warning page. As our results demonstrate, slight varia-
tions in the introductory e-mail or the warning page can have positive

effects on the realized security gains. We included the control group
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in our experiment to establish a baseline against which we can mea-
sure the improvements introduced by PELLUCIDATTACHMENT.

Participants in Group 1 received their e-mails through PELLUCIDAT-
TACHMENT. The introduction e-mail for Group 1 contained a descrip-
tion of the differences in the style of e-mail the participants would re-
ceive. This e-mail described that any attachments would be included
as an image only and that if the participant needed to access the
original attachment, a link would be included at the bottom of each
e-mail. If a participant from Group 1 clicked a link to retrieve the
original attachment, she was redirected to the warning page shown
in Figure4.4a. This initial version of the warning page provides two
simple buttons to either proceed or abort.

Participants in Group 2 performed the same experiments as those
in Group 1 where the only difference was the warning page that
would open once a user requested an original attachment. Instead of
the simple warning page used for Group 1, Group 2 uses a warning
page that was inspired by Chrome’s certificate warning page. In par-
ticular, the “Proceed” option was hidden, and would only become
visible after the user clicked the “Advanced Options” link on the
warning page (see Figures.4b).

Participants in Group 3 experienced the same warning page as
those in Group 2. Additionally, these participants received a slightly
different version of the introductory e-mail which was designed to
focus participants” attention on the pertinent content. To this end, we
reduced the amount of text in the introductory e-mail and highlighted

operative words in bold-red typeface.
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4.6.2.6  Results of User Study

After carrying out the experiment according to the protocols defined
above and in Table 4.1, we obtained the following results. The ten
participants in the Control Group downloaded 25 (or 62%) of the
40 malicious attachments. Recall that each experiment features four
malicious attachments, and thus ten participants will receive a total
of 4 x 10 malicious attachments. This protocol was conducted to as-
sess the baseline behavior of users when they receive e-mail attacks
without the protection of PELLUCIDATTACHMENT. Groups 1, 2, and
3 received processed e-mails where the original attachments are re-
placed with images depicting their content. Group 1 had 10 partic-
ipants, and they downloaded 15/40 (37.5%) of the malicious e-mail
attachments in total (see Table 4.2). The more explicit warning page
featured in the experiments for the ten participants in Group 2 fur-
ther reduced the number of malicious attachments that were opened
to merely 9/40 (or 22.5%). Finally, the improved introductory e-mail
led to only 13/80 (or 16.3%) of downloaded malicious attachments
among all 20 participants in Group 3. That is, PELLUCIDATTACHMENT
reduced the probability of downloading a malicious attachment from
62% to only 16.3% an improvement of 3.8x when compared with the

control group.

4.6.2.7  Discussion of Experiment Results

The aim of the user study is to show that our proposed approach

indeed helps users to make better security decisions. Besides the
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Table 4.3: P-values of the three protocols against the control group

CHI-SQUARE GROUPS P-VALUE
Control Group vs. Group 1 0.0253
Control Group vs. Group 2 0.003
Control Group vs. Group 3 0.001

The probability of downloading malicious
Null Hypothesis 1.  and benign attachments is independent of the

assigned experimental group.

Table 4.4

clear improvements introduced by PELLUCIDATTACHMENT, there was
a trend of opening malicious files across all of the groups. Hence,
the user study was designed to deceive the participants. The con-
tent of the e-mails and the names of the attachments were chosen
to lure users into downloading the attachments. Thirty-one partici-
pants opened at least one malicious attachment, and twenty-one of
those participants downloaded the first malicious file they received,
independent of the group they were assigned to. However, once par-
ticipants learned about the correlation between attachments and their
images embedded in the e-mails, they read e-mails with attachments
more carefully, and the frequency of downloading malicious docu-
ments decreased. Although our study was deliberately designed to
deceive users, using our system helped them avoid downloading ma-
licious attachments and decreased the malicious attachment down-
load rate from 68% to 16%.

To assess the utility of the different design decisions in PELLUCI-

DATTACHMENT we assess the following:
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Table 4.5: P-values of the three protocols against the control group

Password Virus Habit Deletion Attack Confidence Mean

Control 84 63 75 58 45 36 36.1
(n =10)

Group 1 100 54 86 66 54 44 40.4
(n = 10)

Group 2 85 36 98 55 63 39 37.6
(n = 10)

Group 3 154 87 166 129 123 81 37
(n = 20)

To test the null hypothesis, we performed a chi-squared test be-
tween the control group and each of the three groups that used PEL-
LUCIDATTACHMENT. As Table 4.3 illustrates, all three chi-squared tests
have p-values of less than 0.05 which indicates that the null hypothe-
sis should be rejected. We conclude that using an explicit introductory
e-mail and a warning page modeled after Chrome’s certificate warn-
ing significantly reduce the probability that users open malicious at-
tachments. In our experiments, users of PELLUCIDATTACHMENT were
almost four times less likely to open malicious attachments than users
from the control group. As such, we postulate that PELLUCIDATTACH-
MENT provides a significant increase in the security posture of regular

e-mail users against email-borne threats.

4.6.2.8  Security Awareness Survey

At the end of each experiment, we asked each participant to complete
questions about their security awareness. To this end, we adminis-

tered a modified version of the Security Awareness Survey published
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by the SANS Institute[gg]. We selected 18 out of 25 questions and
divided them into six sections.

The first section contained five questions about password habits of
the participants. The second section contained three questions about
anti-virus usage and virus experience. The third section contained
five questions that covered computer security practices and habits of
the participants such as whether they backup their data. The fourth
section contained three questions concerning the participants” knowl-
edge of data deletion. The fifth section had three questions that asked
about online attacks, such as phishing. The sixth section had two
questions which measured the security knowledge confidence of a
participant. The scoring system was developed to penalize the false
answers by giving them lower points or zero while true answers were
given full points. For example a participant who answered the ques-
tion "Do you install updates on your computer or is it automatically
updated?" as No updates was given zero, Manual Updates was given 1
point, and Automatically updates was given 2 points. As a result of
this scoring method, a participant with higher awareness had higher
scores in each part.

Table4.5 shows the score of each section for each group. The mean
of scores between groups was similar across all groups, which leads
us to conclude that neither group had an advantage in security knowl-

edge over any of the other groups.
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Figure 4.5: Preview of malicious files via GMail, Outlook and PELLUCIDAT-
TACHMENT

4.7 RELATED WORK

Malicious PDF files can be created by embedding JavaScript, exe-
cutable code, or any other content directly into the PDE. One of the
most commonly used techniques to detect such attacks is structural
analysis (e.g., checking n-gram features, the number of objects and
the streams of the PDF file, etc.). Laskov and Srndic [62], Smutz and
Stavrou [101], and Srndic and Laskov[104] perform structural analy-
sis of PDF files to assess if the file is malicious. Other research groups,
in contrast, have used reverse mimicry techniques to show that assess-
ing structural features alone is not enough[73]for detecting malicious
documents.

Liu et al. [69] present a different approach to detect malicious files.
In this work, the authors use both static and dynamic features for
detection, and implement a prototype malicious PDF detector. They

had evaluate their system with real benign and malicious samples.
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In 2001, Balzer [10] implemented a system called SafeEmail Attach-
ments as a wrapper on Windows NT systems. SafeEmail Attachments
was designed to follow safety and active content rules before the at-
tachment was authorized to be opened. SafeEmailAttachments suc-
cessfully blocked the I-Love-You virus when the virus first started
spreading [51].

Malicious Email Tracking (MET) addresses the virus infection prob-
lem through e-mail by using behavioral-based analysis[12]. Later, the
authors proposed an approach that supports a wider scope of this
online behaviour-based security system[106].

Muniandy [82] proposes a practical approach for educating Inter-
net users using e-mail screen shots. To increase the awareness of
phishing e-mails, e-mail screen shots of dedicated phishing e-mails
are shown to the Internet user. These screen shots highlight character-
istics upon which a user can recognize phishing attempts. Both ours
and Muniandy’s approach leverage visual impressions to let the user
decide if the e-mail is benign or malicious. However, our approach dif-
fers in several fundamental ways. First, our approach is not primarily
for educational purposes. Second, our tool processes every incoming
mail. Third, our system generates an image for every single e-mail at-
tachment whereas Muniandy uses eight pre-defined dedicated screen
shots for educating people.

Moreover, there are commercial solutions for preventing virus dis-
tribution through e-mail that integrate an anti-virus engine into their
MTA[28, 29]. These commercial tools claim to provide an image dis-

play of the delivered attachments similar to GMail[38] and Outlook[87].



4.7 RELATED WORK

However, we could not gather any information about these commer-
cial solutions to perform a comparative analysis. Figure {fig:pdf2png}
demonstrates that both GMail and Outlook fail to display any pre-
view of the tested malicious files and provide any guidance to users.
On the other hand, PELLUCIDATTACHMENT successfully generates pre-
views for the same malicious attachments.

Additionally, there is a variety of research on isolation of execution
environments for preventing attacks through e-mail or web browsers
where users can download a malicious file in a virtual machine. For
example, Moshchuk et al.[81] present an anti-malware tool called
SpyProxy. This tool detects drive-by-download attacks by rendering
webpages in virtual machines. SpyProxy was developed as a front end
module that redirects HTTP requests to a virtual machine depending
on the webpage contents. The webpage undergoes static analysis, and
if the webpage has active content or has any non-HTML content types
that are considered to be unsafe, the page is queued for dynamic pro-
cessing. A performance analysis of SpyProxy revealed that it would
add a considerable (600 ms) delay to each web page load.

Furthermore, Radhakrishnan et al.[92] propose to leverage dynamic
sandboxing to provide an isolated execution environment for poten-
tially malicious content. These works drastically differ from PELLU-
CIDATTACHMENT, along two major directions. First, users can benefit
from PELLUCIDATTACHMENT without changing the workflow or tools
(e.g., mail clients) they are already accustomed too, and these tools
do not need to be modified. And second, while virtual machines and

sandboxes are at the core of the above-mentioned systems, PELLUCI-
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DATTACHMENT merely uses virtual machines exclusively for the pur-
pose of automatically rendering attachments into image files. A PEL-
LUCIDATTACHMENT user is not inconvenienced by the existence of a
virtual machine, nor is she even aware of its use.

In summary, our proposed solution is substantially different from
existing research. Unlike previous work, PELLUCIDATTACHMENT does
not try to distinguish between malicious or benign attachments. In-
stead, our approach converts attachments into images so that the user

has less exposure to malicious content.

4.8 DISCUSSION

Spam and phishing prevention tools exist to keep users away from
any malicious e-mails. In this study we focused on malicious e-mail
attachments, which might be in the form of spam, phishing, spearphish-
ing, or even from a legitimate source where the sender is unaware of
malicious activity contained inside the attached file.

While PELLUCIDATTACHMENT prevents the spreading of generic ma-
licious documents that are crafted for a general audience, users will
still be vulnerable to malicious e-mail attachments that are specifi-
cally crafted to render to a meaningful image that convinces the user
to acknowledge the security warning, download, and finally open the
original file. However, \basename significantly raises the bar for the
attacker by requiring an image to be semantically meaningful to elicit

this user behavior.



4.9 OUTCOME

One of PELLUCIDATTACHMENT's limitations is the lack of support
for non-visual file formats. PELLUCIDATTACHMENT cannot render files
that have no meaningful visual representation (e.g., binary files, or
compressed archives). However, according to VirusTotal statistics [115],
\basename covers the majority of the top 10 malicious file types that
typically include malicious functionality.

PELLUCIDATTACHMENT's e-mail content filter only replaces e-mail
attachments with corresponding PNG image versions. Our approach
protects users from malicious documents by blocking these artifacts
before they are downloaded to the victim’s system. Clearly, the modi-
fications that \basename performs on e-mails would break any cryp-
tographic signatures. However, PELLUCIDATTACHMENT could be aug-
mented to either pass through (unmodified) cryptographically signed
e-mails from verified and trusted senders or to re-sign e-mails with a
trusted identity. The threat model of cryptographic signatures states
that attackers cannot forge valid signatures of verified senders, and
thus such a mechanism would allow the small number of crypto-

graphically signed e-mails to be authenticated correctly.

4.9 OUTCOME

In this work, we proposed a novel defense mechanism against the
prevalent threat of malicious e-mail attachments. One core insight of
our work is that today, e-mail recipients have insufficient information
to make an informed decision on whether a given attachment is be-

nign (i.e., can be opened without concern) or malicious (i.e., opening
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the attachment poses a security risk). Our prototype implementation
PELLUCIDATTACHMENT narrows this information gap and replaces all
attachments with images of their content. The conversion applied by
PELLUCIDATTACHMENT strips any potentially malicious traits of an at-
tachment while preserving the attachment’s visual appearance. This
methodology provides additional information to users and allows
them to make better-informed decisions on how to handle e-mail at-
tachments.

We evaluated PELLUCIDATTACHMENT with an experiment on 39 ma-
licious attachments that attack various vulnerabilities in real-world
software. The transformations applied by PELLUCIDATTACHMENT suc-
cessfully rendered all attacks ineffective. Additionally, we performed
an extensive user study (n=50) that measures and demonstrates the ef-
fectiveness of PELLUCIDATTACHMENT to protect potential victims from
email-borne attacks. Our results indicate that PELLUCIDATTACHMENT
reduces the probability for an untrained user to open a malicious
e-mail attachment by a factor of almost 4.

These results demonstrate that PELLUCIDATTACHMENT significantly
raises the bar for attackers that seek to infect their victims through

malicious e-mail attachments.
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CONCLUSION

The constant fight between attacks and defenses in computer systems
is going to remain as far as technology exists in our lives. While secu-
rity experts develop new methods to overcome security issues, attack-
ers also counteract and design new techniques that are more difficult
to identify. As a result, these new techniques provoke more critical
problems. Today, attackers exploit vulnerabilities in web browsers
and e-mails which are the most utilized tools by any level of user.
Throughout this dissertation, I examined possible automated security
solutions for deceptive attacks on web pages and e-mails. I depicted

my claim as:

* Online systems can be designed with optimized settings to help

users to make security decisions effectively.

The support for this claim has been presented in the form of three

discrete research projects:

1. Trick Banners: One of the most common attacks that are easy
to integrate on web pages is malicious advertisement banners.
This deceptive attack deploys advertisement banners that dis-
guised as correct links. They imitate the visual characteristics of
correct links, and they are typically placed in multiple places on

a web page to confuse the victim on distinguishing the correct
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link on a web page. To solve this problem, I designed and imple-
mented a Firefox extension: TRUECLICK. TRUECLICK determines
and blocks the regions on the web page where trick banners are
displayed to help users on distinguishing trick banners from

correct links.

. Spearphishing E-mail Attacks: After spam and phishing e-mails

success rate started to decrease, attackers concentrated on so-
cial engineering techniques to tailor personalized attack e-mails:
spearphishing e-mails. This type of deceiving attack is success-
ful because it impersonates a trusted e-mail sender. I designed
and implemented a new approach to solve this problem: EMAIL-
PROFILER. EMAILPROFILER detects spearphishing attacks using
both features extracted from both e-mail metadata and stylomet-
ric information. A profiler application has been implemented
that analyzes e-mails and shows the similarity rate of that e-mail

with the sender.

. Malicious E-Mail Attachments: In this study, I focused on mali-

cious e-mail attachments, which might be in the form of spam,
phishing, spearphishing, or even from a legitimate source where
the sender is unaware of malicious activity contained inside the
attached file. To solve the problem with malicious e-mail attach-
ments, I designed and implemented a new e-mail attachment
protection approach: PELLUCIDATTACHMENT. PELLUCIDATTACH-
MENT allows users to check the contents of the attachment be-

fore the attachments are downloaded to users’ systems.



5.1 EXPECTATION VS. RESULTS DISCUSSION

5.1 EXPECTATION VS. RESULTS DISCUSSION

Across this dissertation, I argued that current mitigations for attacks
neglect human factor in the systems. I examined deceptive attack in-
stances such as trick banners and social engineering attacks on emails.
I showed that it is possible to develop approaches to enhance end-
user’s assessment on risky actions and to help users to adapt their
behavior accordingly.

In Chapter 2, our approach of image extraction was effective to
distinguish trick banners, and consequently the users were exposed
to less malicious advertisement banners. My initial approach was to
use an algorithm to detect trick banners based on spurious links.
However, the links did not provide enough information to catego-
rize, detect, and block them automatically. Generating blacklists and
whitelists are some of the approaches that current mitigation meth-
ods utilize. While examining the web pages, I realized trick banners
were different than legitimate download links visually. Based on this
heuristic I started collecting data. Another, interesting point with this
project is data collection. All data points are labeled manually as trick
banners and legitimate links by inspecting each one them at the time
of collection. After obtaining classification results with image process-
ing approach, I conducted the user study. I tested the implementation
of TRUECLICK on 40 users, and found that TRUECLICK helps users to
distinguish correct links almost four-fold improvement compared to

not using any trick banner blocking software.
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In Chapter 3, to warn users on possible spearphishing attacks I
proposed to create a profile per user and analyzed 20 users’ e-mails.
By changing the sender label, I recreated spearphishing attack sce-
narios and tested the profilers” results. Overall, I generated 215 test
cases for sentbox model and 20 test cases for inbox model. The best
case both models reached 100% predictability. The worst case for sent-
box model was 67% predictability, and 80% predictability for inbox
model. In constrast to the study results, I had expected to see similar
predictability rates because both models used the same profiling ap-
poroach. Then, I realized that the low prediction rate was caused by
e-mails with only subject information or with only email attachments
that were sent from different machines with different IPs. When there
is no consistent information in the header and the body part of the
emails, the generated profile based on those e-mails do not perform
well against the sender’s original e-mails.

In Chapter 4, I looked deeper in e-mail attacks and searched for
ways to remove malicious e-mail attachments before they deceive
users. When attachments converted into PNG image formats, their
content was available to users. First, I tried only PDF files and I re-
liazed that the converted version of e-mail attachments is not mali-
cious anymore. Later on in the project I converted other file types
(Microsoft Word, Microsoft Excel, PNG) that were frequently associ-
ated with malicious content. I set up different protocols for user study
where I changed the design of the new systems introduction email
and warning page. With each improvement in the design participants

were more aware of the risks encountered. PELLUCIDATTACHMENT re-
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duced the probability of downloading a malicious attachment from
62% to only 16.3% an improvement of 3.8x when compared with the

control group.

5.2 FUTURE DIRECTION

Although my approaches helped users to make better security deci-
sions during the user studies, I believe that there is always space for
improvement.

TrRUECLICK could be supported with static analysis of web pages in
order to further improve detection effectiveness, which is a promising
direction for future research.

While PELLUCIDATTACHMENT prevents the spreading of generic ma-
licious documents that are crafted for a general audience, users will
still be vulnerable to malicious e-mail attachments that are specifi-
cally crafted to render to a meaningful image that convinces the user
to acknowledge the security warning, download, and finally open
the original file. Adding an extra layer of protection and checking
new rendered attachments’ safety automatically before of delivering

them to the users would prevent the attack aforementioned.
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5.3 DISCLAIMER AND COPYRIGHTS

The portion of this research related to human subjects was approved
by the Northeastern University Institutional Review Board (IRB #15-
09-12 and IRB #16-09-08).

Trick banner detection, spearphishing identification and secure e-
mail attachment parts of the research have been finalized and ex-
plained in Chapter 2, Chapter 3 and Chapter 4. The work in Chapter

2 is published in [32] and the work in Chapter 3 is published in [31].
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