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ABSTRACT

Complete Group Law for Genus 2 Jacobians on Jacobian Coordinates

C)zbay Giirler, Elif
MSc, Computer Engineering
Advisor: Assist. Prof. (PhD) Hiiseyin HISIL
June 2023

Hyperelliptic curves of genus g are algebraic curves with g > 1, defined by the equation
y?> = f(x), where f(z) is a polynomial of degree 2g + 1. Hyperelliptic curves have
received much attention due to their rich structure and applications in cryptography and
coding theory. Genus 2 hyperelliptic curves are particularly appealing because they
offer a good balance between security and efficiency in cryptographic protocols. On the
other hand, the Kummer surface remains the speed leader in curve-based cryptosystems,
indicating the unexplored potential of genus 2 hyperelliptic curves. While the group law
in affine coordinates on hyperelliptic curves provides a general idea of the performance
of such curves, inversion-free formulas in projective coordinates are mainly used in
cryptographic applications. The Jacobian coordinates have shown a significant reduction
in operation counts of divisor addition on genus 2 curves; however, the coordinates are
only applied to the common case and the cases that include a degenerate divisor, which
leaves out a number of rare cases. This thesis presents explicit, complete group law
formulas for hyperelliptic curves of genus 2, both in affine and Jacobian coordinates.
The formulas do not require using polynomial arithmetic operations such as resultant,
mod, or gcd but only explicit field operations. The interpretation of the group law
through geometry, polynomial arithmetic, and divisor arithmetic is also presented here,
which provides an insight that offers a deeper understanding of the structure of the
curve. This work provides a framework that can be put directly into practice for the

efficient implementation of cryptographic protocols.

Keywords: Group law, genus 2, hyperelliptic curves, explicit formulas, complete

formulas, inversion-free, Jacobian coordinates
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Genus 2 Jacobiyenler i¢in Jacobiyen Koordinatlarda Tam Grup Kanunu

C)zbay Giirler, Elif
Yiiksek Lisans, Bilgisayar Miithendisligi
Damigman: Dr. Ogretim Uyesi Dr. Hiiseyin HISIL
Haziran 2023

Genus g hipereliptik egriler, g > 1 olmak iizere, y*> = f(z) denklemiyle tanimlanan
cebirsel egrilerdir. Burada f (), derecesi 2g+1 olan bir polinomdur. Hipereliptik egriler,
zengin geometrik yapilari, kriptografi ve kodlama teorisindeki uygulamalar1 nedeniyle
bityiik ilgi gérmiistiir. Ozellikle genus 2 hipereliptik egriler, giivenlik ve verimlilik
arasinda iyi bir denge sunmasi sebebiyle 6ne cikmaktadir. Ote yandan Kummer yiizeyi,
egri tabanh kriptosistemlerde hiz lideridir ve bu da hipereliptik egrilerin heniiz tam
olarak kesfedilmemis potansiyelinin bir gostergesidir. Hipereliptik egriler tizerinde
afin koordinatlarda grup kanunu, bu tiir egrilerin performansi hakkinda genel bir fikir
vermektedir. Buna karsin, kriptografik uygulamalarda, ters alma islemi icermeyen,
projektif koordinatlar {izerinde tanimlanan formiiller kullanilir. Jacobiyen koordinatlar,
her ne kadar bolen toplama i¢in gereken iglem sayisinda belirgin bir azalma saglasa da,
yalnizca genel toplama ve dejenere bdlen iceren toplama operasyonlarina uygulanmaisgtir.
Bu cer¢evede, nadir olusan baz1 6zel durumlar gz ardi edilmigtir. Bu tezde, hem afin
hem de Jacobiyen koordinatlar cinsinden genus 2 hipereliptik egriler icin acik grup
kanunu formiilleri ortaya konmustur. Formiiller; resultant, mod ve EBOB gibi polinom
aritmetigi hesaplamalari icermemekte olup, salt acik cisim iglemleri icermektedir. Grup
kanunu; geometrik, polinom aritmetigi ve bolen aritmetigi yoluyla aciklanmis, ve bu
sayede, egrinin yapisinin biitiiniiyle anlasilmasi i¢in bir girisim yapilmigtir. Bu ¢alisma,
kriptografik protokollerin gerceklenmesi icin dogrudan uygulamaya konulabilir bir

cerceve sunmaktadir.

Anahtar Kelimeler: Grup kanunu, genus 2, hipereliptik egriler, acik formiiller, tam
formiiller, ters alma icermeyen, Jacobiyen koordinatlar
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CHAPTER 1
INTRODUCTION

As one of the main problems of today, secure communication has been in the interest
of many disciplines, especially mathematics and computer sciences. The field of
cryptography has been producing cryptosystems based on mathematical foundations
for years to ensure the confidentiality of data, and many tasks in our daily lives depend
on these cryptosystems. In general, cryptosystems are divided into two: symmetric
and asymmetric cryptosystems. Symmetric cryptography generates one key that parties
share, while in asymmetric (or public-key) cryptography, both parties have their own

secret and public keys.

Public-key cryptography was first introduced by Diffie and Hellman (1976) and is
still being used in communication systems. Elliptic curves are offered for the use of
public-key cryptography by Miller (1986) and then by Koblitz (1987). Elliptic Curve
Cryptography (ECC) depends on the algebraic structure of the point set of an elliptic
curve over a finite field. This set of points forms a group, with the group operation
being point addition. The scalar multiplication of a point is derived from the addition,
and k& times a point P is denoted as [k|P. The security of an ECC scheme is based
on the difficulty of finding k& where the point P and [k]P are known. Let Q = [k]P.
Now, finding £ when only P and () are known, is conjectured to be intractable, and
named as the (hyper)elliptic curve discrete logarithm problem (DLP). Accordingly,
scalar multiplication has been studied extensively, and its acceleration has become

essential. Refer to (Silverman, 1986, 1994) for further information on elliptic curves.

Koblitz (1989) proposed that hyperelliptic curves of the arbitrary genus can replace
elliptic curves in cryptosystems. However, this claim was falsified by Gaudry (2000),
who showed that security is conversely proportional to the genus. Gaudry’s work led the
cryptographic studies to be focused on genus 1 and genus 2 cases specifically. Genus 2
hyperelliptic curves have been used in different areas. Lenstra Jr et al. (1993) incorpo-
rated genus 2 hyperelliptic curves for the factorization of B-smooth numbers, analogous
to the Elliptic Curve Method (ECM) (Montgomery, 1987). Gaudry, Hess, and Smart
(2002) pointed out that while hyperelliptic curves can help construct cryptosystems,
they can also provide attacks on elliptic curve cryptosystems. The fastest results for
pairing on hyperelliptic curves were provided by Barreto et al. (2007), defeating elliptic

curves.



A genus 1 curve is an elliptic curve, and the points of an elliptic curve can be made
into an abelian group. In comparison, a hyperelliptic curve of genus > 2 is not an
algebraic group by itself; however, the Picard group of its divisors forms a group
under the binary operation, namely divisor addition. A landmarking algorithm for
divisor addition was introduced by Cantor (1987, §3, §4). The algorithm operates on
Mumford’s coordinates (Mumford, 1984), which is a polynomial representation of
divisors and, consequently, makes heavy use of polynomial arithmetic. Therefore the
algorithm is relatively inefficient for cryptographic applications. However, the algorithm
is deterministic and works for arbitrary genus hyperelliptic curves. Explicit formulas
are studied for hyperelliptic curves of genus 2 to dispose of the inefficient polynomial
arithmetic. After much notable work on the topic, Gaudry (2007) proposed explicit
formulas to perform pseudo-group operations on genus 2 Kummer surfaces, which are
currently the speed leader in curve-based cryptosystems; see the implementation in
(Bernstein, Chuengsatiansup, Lange, & Schwabe, 2014). A comprehensive explanation
of the aspects of hyperelliptic curves can be found in the cornerstone book of Cassels
and Flynn (1996). Refer to (Menezes, Zuccherato, & Wu, 1998) for a brief introduction.

Curve-based cryptosystems are actively being used in secure communication. It is
of great importance to produce fast addition/scalar multiplication formulas for these
cryptosystems. Once these fast formulas are implemented in a low-level programming
language (i.e., assembly), cryptographic protocols can be constructed upon them to be
used in secure communication channels. While ECC is widely being used in protocols,

Hyperelliptic Curve Cryptosystems (HECC) is still in the development stage.

1.1. MOTIVATION

Hyperelliptic curves of genus 2 are promising for cryptographic applications. Although
many sources make simple and understandable descriptions, a comprehensive interpreta-
tion of arithmetic on the curve is missing in the literature. The geometric interpretation
is often neglected when describing rare cases. Cantor’s algorithm provides a bird’s-
eye view of the work done in polynomial arithmetic. However, when the algorithm’s
operation is examined case-by-case, the picture in rare cases is revealed algebraically.
[lustrating the geometric, polynomial arithmetic, and divisor arithmetic points of view,
along with the connections in between, is one of the motivations of this work. This
multidirectional interpretation seems necessary to support the advancements in this

promising field.

Although not widely used yet, genus 2 hyperelliptic curves will soon find a place in
cryptographic applications. One of the essential accelerators of this transition process

is yielding fast group law formulas. In this sense, the most recent development is

2



Hisil and Costello’s Jacobian coordinates. Unlike those previously offered, these
coordinates have weights that naturally match the Jacobian, reducing the operation
counts of divisor addition significantly. However, the adoption of Jacobian coordinates
on such curves is restricted to common (Hisil & Costello, 2017) and a few degenerate
cases (Hu, Lin, & Zhao, 2021). This leaves out the rare cases which do not contain a
degenerate input/output. Therefore, previous studies cannot be considered conclusive,
and a complete explicit algorithm for divisor addition on Jacobian coordinates seems

necessary for a state-of-art software implementation.

To provide a guide and ready-to-use formulas for cryptographic applications are the

motivations of this thesis.

1.2. AIMS AND OUTCOMES

The aims to achieve in this thesis are as follows:
 enhancing the group law on genus 2 hyperelliptic curves,
* associating different perspectives of the group law,

* reviewing how the formulas and algorithms for group law have evolved and

accelerated in the literature over time,

* studying inversion-free formulas for divisor addition adopting different weights

in projective coordinates,
* investigating different weighted coordinates that are missing in the literature.
The outcomes achieved with this thesis can be summarized as follows:

 a comprehensive interpretation of the complete group law on genus 2 hyperelliptic

curves via
— geometric construction,
— divisor arithmetic,
— polynomial arithmetic, and
— explicit formulas,

* an inversion-free, complete, and explicit algorithm for divisor addition on genus 2

hyperelliptic curves on weighted Jacobian coordinates,
* scripts in Magma language that verify the complete group law algebraically,
* a script in Magma language that verifies the complete group law empirically,
* an article titled “Complete Group Law for Genus 2 Jacobians on Jacobian

3



Coordinates” has been submitted to the Journal of Cryptographic Engineering

that passed the technical review.

1.3. LITERATURE REVIEW

Public-key cryptosystems can be constructed upon a finite abelian group if the DLP
is hard for the group (Koblitz, 1989). ECC is based on the fact that the points of an
elliptic curve form such an abelian group. As the Jacobian variety of a hyperelliptic
curve also provides the necessary conditions, Koblitz (1989) indicated the potential
of HECC. Hyperelliptic curves with genus greater than 1 provide the same level of
security with a smaller base field in contrast to elliptic curves. This development
gave rise to hopes that the key size could be reduced to much more efficient levels.
However, a sub-exponential algorithm proposed by Adleman, DeMarrais, and Huang
(1994) claimed that cryptosystems based on hyperelliptic curves of genus sufficiently
high could be broken easily. The algorithm was based on heuristic assumptions, which
were criticized by Flassenberg and Paulus (1999) for being unrealistic in where they
proposed a sieving version of the algorithm. Miiller, Stein, and Thiel (1999) offered
a probabilistic algorithm that runs on subexponential time. The assumptions made by
Adleman et al. (1994) were disposed of by Enge (2002). Gaudry (2000) introduced an
algorithm similar to index-calculus and an experiment where a cryptosystem based on a
genus 6 hyperelliptic curve is broken. He has shown that hyperelliptic curves of genus
greater than 4 do not provide the desired security level and should be avoided. A faster
algorithm for genus > 3 is given by Thériault (2003), which is further advanced by
Gaudry et al. (2007) that resulted in an algorithm asymptotically faster than Pollard’s
Rho method (Pollard, 1978).

Cantor (1987) introduced a deterministic algorithm for divisor addition on arbitrary
genus hyperelliptic curves. Although the founding of Cantor’s algorithm is a ground-
breaking development, the heavy use of polynomial arithmetic makes it relatively
inefficient for cryptographic applications. Adjustments to the algorithm are proclaimed
in advance. Koblitz (1989) generalized the curve equation used in Cantor’s algorithm
to include characteristic 2. Smart (1999) improved the reduction step of the algorithm.
Nagao (2000) proposed inversion-free division on polynomials and the computation of

the extended greatest common divisor (GCD) with one inversion only.

The difficulty of polynomial arithmetic led to advances in explicit formulas for fixed
genus hyperelliptic curves. Lange (2002b) reports in her thesis that Spallek (1994)

proposed explicit formulas for the most common addition on genus 2 curves, later

1

optimized by Gaudry and Harley (2000) for odd characteristic curves '. Harley’s

'Last accessed: 14 February 2023, http://cristal.inria.fr/~harley/hyper/adding
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approach is extended for even characteristics by Lange (2002b) in her thesis, where
she also gave formulas for the rare cases. Matsuo, Chao, and Tsujii (2001) improved
Harley’s formulas, which were later sped up by Miyamoto (2002) and Takahashi (2002).
Both Miyamoto and Takahashi exploited Montgomery’s trick to cut the number of
inversions to 1. Sugizaki, Matsuo, Chao, and Tsujii (2002) and Lange (2002a) advanced
the work in (Miyamoto, 2002; Takahashi, 2002) for even characteristic independently.
The explicit formulas for common addition and doubling in projective homogeneous
coordinates are given by Lange (2002c). Later, Lange (2002d) produced the formulas
for weighted coordinates, with 2 as the weight for the first two coordinates and 3 for the

latter, and gave operation counts for different characteristics.

Hyperelliptic curves gained popularity with the advancements that indicate the analo-
gous structure between ECC and HECC. Hess, Seroussi, and Smart (2001) presented the
hyperelliptic versions of verifiably random curve construction and divisor compression.
A better approach to divisor compression is proposed by Stahlke (2004). Avanzi (2004)
showed that the performance of HECC is closer to ECC than it was thought to be.
T. J. Wollinger (2004) achieved the best operation counts by applying various methods
such as normalization, Karatsuba multiplication, and reduction and optimization of
inversion-free formulas. In his thesis, T. J. Wollinger (2004, §6) also presents the soft-
ware implementation of a hyperelliptic cryptosystem. While improving Cantor’s and
Harley’s algorithms, T. Wollinger, Pelzl, and Paar (2005) stated that Cantor’s algorithm
could be more efficient than Harley’s approach in some cases. A different approach
is presented by Costello and Lauter (2012) to produce explicit formulas, where the
new formulas for Cantor’s composition step are derived by incorporating solving linear
systems instead of polynomial arithmetic. Hisil and Costello (2017) extended the work
(Costello & Lauter, 2012) by introducing Jacobian coordinates, reducing the operation

counts significantly.

Degenerate divisors are proven to have secure usage in hyperelliptic cryptosystems
(Katagi, Kitamura, Akishita, & Takagi, 2003). Although a chosen divisor is unlikely to
be degenerate, in some cases, the divisor may be chosen degenerate on purpose for the
sake of faster arithmetic. Duursma and Lee (2003) first mentioned using degenerate
divisors for pairing computation on genus > 2 hyperelliptic curves. The second
argument of the pairing can be fixed (Costello & Stebila, 2010), which allows the use of
a degenerate divisor in place of the second argument. Many studies exploited the use of
degenerate divisors in pairing computation and achieved significant speed-up (Barreto
et al., 2007; Katagi, Akishita, Kitamura, & Takagi, 2005; Katagi et al., 2003).

A recent work by Hu et al. (2021) solely analyzes the cases of addition where a

degenerate divisor is present and gives the formulas in terms of the common sub-
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expressions proposed by Hisil and Costello (2017). The work of Hu et al. (2021) does
not take care of the cases where neither the input divisors nor the output divisor is
degenerate, but the common addition formulas do not apply. These cases occur because
of joint supports of the input divisors and are all handled in the algorithm Lange (2002b)

presents.

Apart from these developments, which are the main focus of this work, Gaudry (2007)
provided explicit formulas to perform pseudo-group operations on genus 2 Kummer
surfaces which are currently the speed leader in curve-based cryptosystems; see the
implementation in (Bernstein et al., 2014). However, some cryptographic constructions
enforce the use of prime order genus 2 Jacobians, which do not allow a Kummer

parameterization.

1.4. ORGANIZATION

The thesis is organized as follows. A background on genus 2 hyperelliptic curves and
the group law will be given in Chapter 2 to form the necessary infrastructure for the
upcoming chapters, including the properties of hyperelliptic curves, divisors, Mumford’s
representation, and Cantor’s algorithm. Chapter 3 presents the 4-fold interpretation of
divisor addition, along with the explicit formulas in affine coordinates for all possible
cases. The inversion-free explicit formulas in Jacobian coordinates are going to be
examined in Chapter 4. Finally, Chapter 6 will conclude the thesis with a summary
of the work done. For the convenience of the reader, the computer-aided verification
scripts are attached in the Appendix.



CHAPTER 2
PRELIMINARY

This chapter recalls basic definitions and facts about hyperelliptic curves. Throughout
this section, assume that K is a field with char(K) # 2.

2.1. HYPERELLIPTIC CURVES

A hyperelliptic curve H of genus g over K is a non-singular curve with the equation
H(K) :y* + h(z)y = f(z) @.1)

in K[z,y| where h(z), f(z) € K|x], deg(h) < g, deg(f) = 2¢ + 1, and f(x) is monic.

The point set of H is denoted as H(K) = {(z,y) € K xK : y*>+h(x)y = f(2)}U{O},

where O is a special point called the point at infinity. In the following sections, the
df ()

2
notation f'(x) and f”(x) are used for the derivatives =7 and %(f), respectively.

Under the assumption char(K) # 2, H can be put in the simplified form y? = f(z).
Additionally, under the assumption char(K’) # 5, a genus 2 hyperelliptic curve can be
put in the form

2 5 3 2
Y =" + azx” + a2x” + a1x + agp.

The following sections will use the letter / to address such a curve.

2.2. DIVISORS

In order to present the group law on H, recalling basic definitions of the divisor theory

is useful. A divisor D on H is a formal sum

D= > np(P)

PeH(K)

where only a finite number of np € Z are nonzero. The identity is the zero divisor,
denoted 0, with no nonzero np. The support of D is the set supp(D) = {P € H(K) :
np # 0}, and the degree of D is given by deg(D) = > pc () np. A divisor of a

function f is given by (f) = >_pc (g ords(P) where ord;(P) is the multiplicity of f
7



on P.

A semi-reduced divisor has the form D = Y np(P) — (> np)(O) where np > 0
and —P ¢ supp(D) if P € supp(D) unless P = —P with np = 1. The inverse of a
semi-reduced divisor is formulated as —D = > np(—P) — (>_np)(O). A reduced

divisor is a semi-reduced divisor D with deg(D) < g.

Throughout this thesis, the zero, degree 1, and degree 2 divisors will be referred to as

trivial, degenerate, and non-degenerate divisors, respectively.

The set of all divisors are denoted as Div z (H ); the degree zero divisors as Div([)—((H );
and the principal divisors (divisors of a function) as Pring(H). These sets all form
groups that satisfy the relation Pring (H) C Divk(H) C Divg(H). The quotient
group Div(H)/Pring (H) is called the Picard group and is denoted by Picz (H).
Picard group is a divisor class group and isomorphic to the Jacobian variety of H,
denoted by J(H ). Two divisors Dy, Dy € J(H) are equivalent, denoted D; ~ D, if
Dy — Dy € Pring (H). The critical observation about the Jacobian is that each of its
cosets has a unique reduced divisor. Moreover, let D, Dy € J(H) be reduced divisors,
then there exists a reduced divisor D such that D ~ D + D,.

A reduced divisor D in the Jacobian of a genus 2 hyperelliptic can be represented
using the Mumford representation (Mumford, 1984) with two polynomials as D =

[u(z),v(x)] where the following assumptions hold
(1) w is monic,
(i) deg(v) < deg(u) < 2,
(i) u | v* — f.

Mumford’s representation of a degenerate divisor D = (P;) — (O) where P, =

(x1,71) € H(K) has the form D = [z — x1,y;]. Notice that the point in the support

of a degenerate divisor is in H(K) but not H(K). For a non-degenerate divisor

D = (Py) + (P,) — 2(O) where P, = (x1,y1) € H(K) and P, = (z2,y2) € H(K),

the notation D = [:U2 + qx + r, sx + t] is used. Here, assuming x; # o,

Yr — Y2 T1Y2 — 372y1> 7 2.2)

(Q7ra 87t> = —x1 — T, 12, ;
Ty — T2 xT1 — T2
otherwise

(q’ T, s, t) _ (—21151, ZE%, 51"1l + 3a3$% + 20271 + aq —3@'? — CL3!B‘;’ + aymy + 2aq
21 201

(2.3)
Note that y; = 0 is not possible by definition of a reduced divisor whose support cannot

contain opposite points. Finally, the identity is represented by the divisor [1, 0].



2.3. GROUP LAW

The point set of elliptic curves, along with the point at infinity, forms a group; however,
this does not hold for hyperelliptic curves of genus greater than 1. Consequently, the

group law is defined on the divisor class group Pic i (H) for genus g > 2 curves.

A function f that intersects the curve at the points in supp(D;) and supp(D>) also
intersects the curve at the negatives of the points in supp(D; + D). Negating the found
intersection points completes the addition. The operation is geometrically represented

in Figure 2.1. Fortunately, the entire formula can be written in terms of Mumford’s

g2 -

o b B

Figure 2.1. Divisor Addition

representation, which means the coordinates of the points in the supports need not be

known explicitly.

The divisor arithmetic behind the addition is analogous to the geometric interpretation.
Two divisors, Dy and D», in Pici(H) are equal if their sum/difference can be written

as a principal divisor. Thus, the function f and the vertical lines ¢g; and g, form the

9



principal divisors that can be freely added to the system of equations.

Dy + Dy ~ Dy + Dy — (f)
~ —(=PF5) = (=F) +2(0)

Dy + Dy ~ Dy + Dy — (f) + (91) + (92)
~ (B5) + (Bs) — 2(0)

Another way to interpret divisor addition is through using polynomial arithmetic in
Cantor’s algorithm. The algorithm operates on the polynomials in Mumford’s represen-
tation that define the divisors and the polynomials that define the equation of the curve.

Cantor’s algorithm is going to be detailed in the next section.

2.4. CANTOR’S ALGORITHM

Cantor (1987, §3, §4) introduced an algorithm to compute divisor addition on hyperellip-
tic curves, analogous to class group arithmetic, which is generalized and presented later
by Koblitz (1989); Menezes et al. (1998). Cantor’s algorithm mostly depends on the
theory of class groups of quadratic fields and the ideal composition methods proposed
by Daniel (1971), see (Lang, 1959). The algorithm operates polynomial arithmetic on
quadratic forms and works for hyperelliptic curves of arbitrary genus. There are two
stages of the algorithm; the composition stage (Figure 2.2 lines 1-4) computes the semi-
reduced divisor that is equal to the addition of the inputs; the reduction stage (Figure
2.2 lines 5-9) computes the related unique reduced divisor. For further information,
refer the reader to the appendix of (Koblitz, Menezes, Wu, & Zuccherato, 1998).

At the composition stage, all the roots are brought together, and then, if there are
common roots, the necessary elimination is done to prevent duplicates. The composition
phase exploits the Chinese Remainder Theorem (CRT) to construct of the semi-reduced

divisor. The reduction phase is based on Gauss’s quadratic form reduction algorithm

10



LIRS B

11

Input: Reduced divisors Dy = [u1,v1], Dy = [ug, vs] € Jac(H) and
hyperelliptic curve H(K) : y* + h(z)y = f(x) of genus g

Output: Reduced divisor D3 = [u, v] where D3 ~ Dy + Dy
Compute dy, e, e5 where d; = gcd(uy, uz) = ejuy + e
Compute d, ¢q, ¢ where d = gcd(dy, vy +ve + h) = c1dy + ca(v) +v9 + h)
Let S1 = C1€1, S92 = C1€9 and S3 = Co such that

d = sjuy + Soug + S3(vy + va + h)

Uyl 51U V2 + Saugvy + Ss3(vive + f)
U = , U= mod u
d? d
. f—vh—0?

W=———— v =(=h—v) mod v

u

if deg(u’) > g then
u—u, v
Go to step 5

end if

u + monic(u)

return u’, v’

and is applied to the semi-reduced divisor until the degree falls below the genus and the

Figure 2.2. Cantor’s Algorithm

unique reduced representative is found.

This algorithm is used to verify the correctness of the explicit formulas presented in
Section 3.1. Since the computations involving these verifications are tedious, carrying
them out succinctly with the help of computer algebra is preferred rather than a pages-

long algebraic investigation. Now the complete and explicit group law is presented in

Chapter 3.
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CHAPTER 3
DIVISOR ADDITION

Beforehand, the basic facts referenced in the algorithm’s body are given.

Lemma 3.1. Let Dy and D, be degenerate divisors such that Dy # Ds. Then, D1 + Do

is non-degenerate.

Proof. Simply Mumford’s composition. 0

Lemma 3.2. Let Dy be a degenerate, and D, be a non-degenerate divisor. Then,

D1 + Dy cannot be the zero divisor.

Proof. Let Dy = [x—x1,y1] and Dy = [22+qox+73, Sow+15] as in the definition of the
lemma. —D; = [x — x1, —y;] is degenerate by construction. Assume that D + Dy = 0.
So, Dy = —D;. However, D> is non-degenerate, contradiction. Thus, the addition of a

degenerate divisor with a non-degenerate divisor cannot give the zero divisor. [

Lemma 3.3. No degenerate divisor D € J(H) exists such that 3D = 0.

Proof. Let D be a divisor in J(H) such that 3D = 0. Assume that D = (P) —
(O) is degenerate. So, 2D = (—P) — (O). However, by Lemma 3.1, 2D must be
non-degenerate while (—P) — (O) is clearly degenerate. This is a contradiction by

Lemma 3.2. Therefore, D must be non-degenerate. [

In the remainder of this section, two input divisors, Dy, D, and an output divisor D3 =
D1+ D, are defined, and the complete formulas for D3 are examined. The output divisor
is set as D3 = [z — x5, y5] when degenerate and D3 = [2? + g3z + 73, s37 + t3] when
non-degenerate. The cases are interpreted from 4 perspectives: geometric construction,
divisor arithmetic, polynomial arithmetic of Cantor’s algorithm, and explicit formulas.
Often the polynomial arithmetic and geometric interpretation are omitted when it is

trivial or complicated to be presented here.
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3.1. INTERPRETATION AND EXPLICIT FORMULAS
3.1.1. TRIVIAL INPUTS

Here, the output is investigated when at least one of the input divisors is the identity,
namely the degree zero divisor. The cases are trivial, i.e., if one input divisor is 0, then

the output is the other input divisor (which is also true when both inputs are 0).

3.1.2. DEGENERATE/DEGENERATE INPUTS

Let Dy = (1) — (0) = [z — 21,y1] and Dy = (P3) — (O) = [z — x3,y3]. Now, it
is investigated whether D, and D, are joint by examining the points at their support:
P1 = (.Tl,yl) and P3 = (Qfg,yg) in H(K)

* Case r7 = x3 : The input divisors are joint with P, = 4+ Fs.

— Case y; = —y3 : Then, P, = —P5. The direct addition of the divisors gives the

degree zero divisor (P;) + (—P;) — 2(0O), which is neither reduced nor semi-
reduced. However, since the divisors are on the Jacobian, any principal divisor
can be added to the sum to reach the unique reduced representative. The divisor

arithmetic is shown below.

Di+Dy, = (P)+(—FP)—-20)
(9) = () +(=P)—2(0)

D1+ Dy ~ 0 (The Zero Divisor)

Such principal divisor (g) exists, and function g corresponds to a vertical line, as

seen in Figure 3.1.

AN
N

Figure 3.1. D1 ~ (Pl) — (O), D2 ~ (—Pl) — (O)
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Cantor’s algorithm gives the same result via polynomial arithmetic, summarized

below.
dy = ged(ug,ug) = ged(x — xy, 0 — 1) = — 14 (Cantor step 1)
d = ged(dy, vy +v9) = ged(z — 21,0) = x — x4 (Cantor step 2)
U= itz _ (z—2)(z — =) =1 (Cantor step 4)

d? (x —x1)?

v = 0 (After some more complicated calculations)

Thus, D3 = 0.
- Casey; = y3 : So, P, = P5. Therefore, D; = Dy and D3 = 2D, = 2(P;) —

2(0) = [z + gz + r3, s3T + t3] is non-degenerate and can be computed with
Mumford’s composition Equation (2.3). [Script 12] in the Appendix verifies the

correctness of this formula.

e Case xr; # w3 : The input divisors are disjoint and D3 = [2% + g3z + 73, s37 + t3]
can be computed with Mumford’s composition Equation (2.2). [Script 13] in the

Appendix verifies the correctness of this formula.

Since the conditions above exhaust all possible cases, a degenerate output is not possible,
as stated in Lemma 3.1. Note that the case where 1 = z3 and y; = y3 = 0 (special

point doubling) is handled by “Case y; = —y3".

3.1.3. DEGENERATE/NON-DEGENERATE INPUTS

The addition of a non-degenerate and a degenerate divisor is the next step. Assume
that the inputs are swapped, if necessary, in order to have D; and D, degenerate
and non-degenerate, respectively. Let Dy = [z — 1,y and Dy = [us(x), va(x)] =
(2% + gox + 79, SoT + to] be divisors in J(H). Set P, = (z1,y1) € H(K) — {O} such
that D, = (P,) — (O).

* Case us(xy) =0 : Since z; € K is a root of the polynomial us(z), us(x) must

have the roots =3, x4 € K satisfying (z3 — z1)(x4 — x1) = 0, though x3 and x4
are not known explicitly. Without loss of generality, we assume x5 = z;. Now,
Y3, T4, and y4 can be computed as y3 = vo(x1), T4 = —qo — 3, and Yy = vo(xy).
Clearly, x1,y1, T3, Y3, x4, ys € K. Before moving forward to investigate the following
subcases, it is important to note that P; = (x3,y3) and Py = (24,y4) are in H(K) —
{O} and Dy = (Ps) + (FPy) — 2(0).

— Case y; = —y3 : Then, P, = — P3. The opposite points cancel each other out when

the vertical line that passes through them is added to the sum as a principal divisor.

The arithmetic is shown below.
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Di+ Dy = (P)+ (=) +(P) = 3(0)
(9) = (P)+(=P) - 2(0)

D+ Dy ~ (Py)—(0)

The composition stage of Cantor’s algorithm, likewise, cancels out points with
their negatives. For this case, it is known that 1 = z3, y; = —y3 and v; = ¥, then

(x — x1) in u vanishes. This is shown as follows:

dy = ged(ug, ug) = ged((z — 1), (x — 21)(z — x4)) = (x — x1) (Cantor step 1)

d =ged(dy, v +vq) = ged(z — 21, 41 + sox + o) (Cantor step 2)
=gcd <:c — I, w(m — :cl))
T1 — X4

=ged(x — 21, 82(r — x1)) = — 14

J— 2 —
u = uclz? = (;:11 5:?)2 ) (Cantor step 4)

Similarly, v reduces to y4 and the degenerate output is D3 = (P;) — (O) =

[m - $47?/4]-

— Case y; = y3 : Here P, = P; and moving forward with investigating the rare case
P =P;=P,.

* Case r; = x4 : Here, P, = £P,. Now, P, = —P, is not possible, because
otherwise Dy = (P,) + (—P;) — 2(O) would be non-reduced. Therefore,
P, = P; = P4, and the divisor arithmetic behind the calculation of D5 consists
of forming the principal divisor with function f that passes through P; with
order 3. The function f intersects the curve at 2 other points, —P5 and — F,
which are the negatives of the points in the resulting divisor’s support. Then,

what remains is only to negate — P5 and — P with the vertical lines g; and gs.

Di+Dy = 3(P)-3(0)

(f) = 3(P)+ (=F)+ (=F) — 5(0)
= —(=F)—(—F%) +2(0)

(91) = (B5)+(=F5) —2(0)

(92) = (%) + (=F) —2(0)

_l’_
Dy +Dy ~ (F5)+ () —2(0)

The explicit formula for the computation of D3 = 3(P;) — 3(O) = 3D; is given
16



in (Hu et al., 2021, §3.2) as

qs :3.1'1_142’
r3 =ag — 2A - B+ 3x1(q3 — 1), 3.1
83:A'Q3_B7
t3:A'T3_C7

where the common subexpressions A, B, and C' are given as (2y}f”(z1) —
F(x1)?)/(8y2), f'(x1)/(2y1) —2A-x1, and y; — A- 2?2 — By, respectively. Note
that D; = (P;) — (O) cannot have order 3'. Note also that the denominators
of ¢3, 3, s3, and t3 are all powers of y;. Here, y; # 0 because the case

y1 = 0 is handled in “Case y; = —y3". Therefore, the denominators never

vanish. [Script 18] in the Appendix verifies the correctness of this formula.

x Case x1 # x4 : Now, Py is disjoint with other points in both supports. The
addition of the divisors gives the semi-reduced divisor D5 = 2(P;)+(P;) —3(O)
which can be reduced to its final form with the help of a function f. The function
f intersects the curve at P, twice and P, once, and it forms a principal divisor.
It intersects the curve in two other points —FP5 and — Fg, which can be negated

with the vertical lines g; and gs.

D1+ Dy = 2(P)+ (FPy) —3(0)

(f) = 2(P1) + (Py) + (=F5) + (= F) — 5(0)
= —(=F) — (=F%) +2(0)

(1) = (P5)+ (—F5) —2(0)

(92) = (F) + (=F) — 2(0)

_|_

The functions are represented geometrically in Figure 3.2.

For the explicit formula, the addition can be split into two parts: the doubling of
Dy = (P;) — (O) and the accumulation of (P;) — (O) on 2D;. First, the divisor
2(P) — 2(0) = [#® + qx + 7, sz + t] is computed as in (2.3). Note that the
denominator y; in (2.3) does not vanish since the case y; = 0 is again handled in

“Case y; = —y3". Then the resulting non-degenerate divisor is calculated with

'This is assumed in (Hu et al., 2021, §3.2). The proof can be found in Lemma 3.3.
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Py

Figure 3.2. Dy ~ (P)) — (0), Dy~ (P1)+ (Py) —2(0)

the following formula,

q3:x4—q—A2,

r3s=a3+¢>—1r— A-(B+5)+ 1403,
s3 =A-q3 — B,

ts=A-r3 —C,

(3.2)

where the common subexpressions A, B, and C' are given as (y, — szq—1t) /(23 +
qry + 1), s+ q- A, and t + r - A, respectively. Notice that the denominator
of A vanishes only when P, is in the support of divisor 2(P;) — 2(O), which
contradicts the assumption x; # x4. [Script 22] in the Appendix verifies the

correctness of this formula.

* Case uz(x1) # 0 : In this case, the divisors are disjoint, and a function f passes

through P, P;, and P once.

D+ Dy = (P1)+(P3)+(P4>_3<O)

(f) = (P)+ (Bs) + (Py) + (=F5) + (=F%) — 5(0)
= —(=F)— (=) +2(0)

(91) = (B5)+(=F5) —2(0)

(92) = (F) + (=) —2(0)

+
D1 + DQ ~ (P5) + (PG) - 2(0)

The function f and the vertical lines g; and g, are represented in Figure 3.3.
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Here, the formula in (Hu et al., 2021, §3.1) applies, which is a general form of (3.2).
Then,

g3 =11 — g2 — A%,
r3=az+qs — 1y — A (B+ s3) + 7103,
s3 =A-q3— B,

ts=A-r3—C,

(3.3)

where the common subexpressions A, B, and C are given as (y; — soxy — to) /(22 +
Q21 + T2), So + g2 - A, and ty + ro - A, respectively. Note that the denominator
1?2 + o1 + 19 = uz(w1) # 0. [Script 15] in the Appendix verifies the correctness of
this formula.

Finally, recall that the addition of a non-degenerate divisor with a degenerate divisor

cannot give the zero divisor by Lemma 3.2.

3.1.4. NON-DEGENERATE/NON-DEGENERATE INPUTS

This section examines the most common addition, where both inputs are non-degenerate.
Let Dy = [ug,vq] = [22+qua+r1, s1x+1] = (P)+(P)—2(0), and Dy = [ug, v5] =
(2 4+ Gox + 79, S2x + to] = (P3) + (Py) — 2(0).

* Case u; = uy : This implies that {x, 2} = {x3, x4}, though z; and y; are not known
explicitly. Moving forward by investigating v; and v,.

— Case v; = —vy : Now, either vy (z1) = —vo(z3) and vy (z9) = —va(xy) Or vy (1) =
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—vy(x4) and vy (x2) = —vy(x3) which implies that {y,, y2} = {—v3, —ys4}. With-
out loss of generality we may assume P, = —P5 and P, = — P,. With the help of

vertical lines g; and go,

Di+Dy = (P)+(—P)+(R)+(—FR)—40)
(1) = (P)+(=P) —2(0)
(92) = (P)+ (=) —2(0)

Dy + Dy ~ 0 (The Zero Divisor)

it results in D3 ~ 0.

— Case v; = vy : Similarly, either vy (z1) = va(x3) and vy (x) = vo(z4) Or v1(21) =
vo(z4) and vy (x9) = vo(x3) which implies that {y;, y2} = {ys, y4}. Also note that
y1 # 0 or yo # 0 because otherwise {y1,y2} = {—ys3, —y4}, which is covered
in “Case v; = —vy". Thus, D; = D,, and the doubling operation D3 = 2D, is

present. The common subexpressions A, B, and C' are defined for doubling as in
(Hisil & Costello, 2017, §5).

A=((¢ =41+ ag)qn — az + s7)(qs1 — 1) + (3¢ — 2r1 + ag)risy,
B = 2( 151 — t1)t1 o 27’181, (34)
C=((¢? —4r +a3)q — ay + s2)s1 + (3¢2 — 2r, + as)t;.

The doubling formula in (Hisil & Costello, 2017, §5) is not defined for two cases;
when the output is degenerate and when the denominator B vanishes. The approach
in (Lange, 2002b, §3.1,§3.4) properly handles each case, but it requires the use of
polynomial arithmetic. However, to eliminate polynomial arithmetic and carry out
the computation solely with field arithmetic is aimed here. Therefore, it is required
to algebraically pinpoint the cases where the output is degenerate or non-degenerate.

These cases are given as follows.

% Case B=0: B is equal to —2y,y, which corresponds to the resultant(h +
2v1, uy ) calculated in (Lange, 2002b, §3.1). Now, B = 0 induces at least one of
the points in the support is a special point that gives the identity when doubled.
Without loss of generality, we may assume P, is special. This indicates that

there exists a vertical line g that intersects P, twice.

Di+Dy, = 2(P1) + 2(P2) - 4(0)
(9) = 2(P)—-2(0)

Dy +D; ~ 2(P)—2(0)
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Since P, is special, so that y» = 0, 2 can be computed by explicitly calculating
gcd(ug,v1) = x — z; as in (Lange, 2002b, §3.1). Then, o = —t1/s1, 11 =
—q1 — x9 and y; = vy(xy). Finally, D3 = 2(P;) — 2(O) can be computed with

the composition formula (2.3).

% Case B # 0 : Here, the points in the support are not special points, but a degen-
erate output is possible. The line “s = k/(h + 2v) mod u” of Section 3.4 of
(Lange, 2002b) is subject to accidental cancellation, which may lead to a degen-
erate output that is again handled implicitly. An explicit approach is to detect the
degenerate output beforehand and to generate new formulas free of polynomial

arithmetic. For this purpose, the common subexpression C' is investigated next.

- Case C' = 0: As stated in (Hu et al., 2021, §3.3), C' = 0 implies a degenerate
output since the coefficient of the degree 3 term in the function f : y =
dx® + az* + bx + cis equal to —C/B. C being zero annihilates the degree 3

term, and f intersects the curve in exactly one more point instead of two.

Di+Dy, = 2<P1) + 2(P2) = 4((9)

(f) = 2(P) +2(P) + (—F5) —5(0)
= —(=F)+(0)

(9) = (B)+ (=F5) —2(0)

_'_

Di+ Dy ~ (PB5)—(0)

The functions f and g are represented geometrically in Figure 3.4.

Figure 3.4. D, ~ (P)) + (P) — 2(0),
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The corrected version of the formula in (Hu et al., 2021, §3.3) is as follows 2

2

r5 =2q1 + B

A A (3.5)
Ys = (E(% + 25) — 31) Ts + (Erl - 751) .
[Script 14] in the Appendix verifies the correctness of this formula.

- Case C' # 0 : This is the common case where the function intersects the curve

at two more points.

Di+ Dy = 2(P)+2(P) —4(0)

(f) = 2(P) +2(R) + (=F5) + (= F) — 6(0)
= —(=F)—(=F)+2(0)

(91) = (B)+ (=) —2(0)

(92) = (Fs)+ (—Fs) —2(0)

_|_

Figure 3.5. D1 ~ (Pl) + (PQ) — 2(0),

Here, the doubling formula in (Hisil & Costello, 2017, §5) applies for the
non-degenerate output Ds. The formulas are reproduced here to keep the text
self-contained; see (Hisil & Costello, 2017, §5, §6) for operation counts and

%Incorrect 3 is replaced with 5.

22



further information.

_2A_32
Q3_ C 027

A2—|—2 B 2 B
T3 =—5 N T 4S1 4
37T 02 Q1C,2 Lo (3.6)
= (1) — s~ a5) 3+ 1 — )
S3 =" 7’33 q3\q1 qu q1 CJ3B S1,

A C

753Z(Tl—r3)§—7’3(CI1—Q3)E—t1-

[Script 16] in the Appendix verifies the correctness of this formula.

— Case vy # v, : Since {x1, 22} = {x3,24} and P, = (x;,y;) are points on the

curve, the equality {y;, y2} = {z£ys, £y4} holds. This results in four configurations
0 {y1y2} = {ys, va}s () {y1, 92} = {—ws, ya}, GiD) {y1, 92} = {ys, —pa}, and
(v) {v1,92} = {—vy3, —vs}. Notice that (i) implies v; = vy and (iv) implies
v1 = —vq. Thus, either (ii) or (ii1) holds in this case but not (i) and (iv). Without
loss of generality, we may assume P, = P; and P, = —P;. Then, there exists a
vertical line g; that allows us to cancel P, with — P, and a function f that doubles
Py.

Di+Dy = (P)+(R)+(P)+(—P)—4(0)
(91) = () +(—F)—2(0)
= 2(P) —2(0)
(f) = 2(P)+ (=F)+ (=F) — 40)
= —(=B)—(=F) +2(0)
(92) = (B)+ (=) —2(0)
(93) = (%) + (=F) —2(0)
+

Fortunately, x1, y; can be computed with z; = (t; —t3)/(s2 — s1) and y; = v1(x1)
explicitly as in (Lange, 2002b, §3.1). The doubling of P, can be done with the
formula (2.3).

» Case u; # us : Here, the supports of D; and D, are not identical. Thus, next are the
addition formulas. Let Dy = [z + g1z + 11, 8170 + 1] = (P) + (P2) — 2(O) and
Dy = [2% + qo + 19, 591 + o] = (P3) + (Py) — 2(O). The common subexpressions
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A, B, and C are defined as in (Hisil & Costello, 2017, §5),

= (t1 — t2)(q2(q1 — g2) — (11 —72)) — r2(@1 — q2) (51 — s2),
(1 = r2)(@2(qr — @2) = (11— 72)) — ror — @2)°, (3.7
=(q1 — q@2)(t1 — t2) — (11 — r2) (51 — S2).

A
B
C
As before, the cases where the addition formula in (Hisil & Costello, 2017, §5) is
not defined need to be detected first. The common subexpressions B and C' are

investigated for that purpose. The reason for concentrating on B is illuminated when

B is written in terms of 1, x5, 3, and x4 which is given as follows,

B = —(x9 — xy)(x2 — x3) (11 — 24) (21 — 3).

The value — B corresponds to the resultant(uy, us) in (Lange, 2002b, §3.1) and
becomes zero when { P, Po} N {+Ps, £P;} # (), which means that the supports of
the input divisors are joint. When B = 0, the common addition formula collapses
since B is in the denominator. However, the intersection of the supports gives a clue

about the explicit formulas for the coordinates of the points P, P», Ps, .

— Case B = 0: The supports of the input divisors are joint. Without loss of generality
we may assume x; = x3 and calculate x1 = — (1, — 72) /(1 — ¢2), y1 = vi(x1),
T3 = 11, Y3 = v2(¥3), T2 = —q1 — T1, Y2 = vi(T2), T4 = —q2 — 73, and

ys = va(x4) as in (Lange, 2002b, §3.1).

x Case y; = —ys : Here, P, = (z1,y1) and Py = (z1, —y;) are negatives of each

other.

Di+Dy = (P)+(P)+(—P)+ (Py)—4(0)
(1) = (P)+(-h)—2(0)

(93) =
_|_

Dy +Dy ~ (B5)+ (Fs)—2(0)

After eliminating P, with — P, (with g;), what remains is the composition of P,
and P, (with f), which can be calculated with the formula in (2.2).

* Case y; = ys3 : Here P, = P5 and the addition consist of the doubling of P, and
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the addition of P, and F;.

Di+Dy = (P)+(P)+(P)+ (P ) 4(0)

(f) = 2(P) + (P2)+ (Py) + (=PF5) + (—=Fs) — 6(0)
= —(=F) - (=F%)+2(0)

(91) = (P5)+(=F5)—2(0)

(92) = (Ps)+ (—=Fs) —2(0)

+

Dy + Dy ~ (P5)+ (Fs) —2(0)

Explicitly, P, = (x1,%;) can be doubled with the formula in (2.3), and P, =
(x2,y2) and P, = (x4,7y4) can be added one by one using the procedure in
Section 3.1.3.

— Case B # 0 : Here, the supports of the divisors are disjoint. Next, the case of
degenerate output is investigated. An accidental cancellation occurs in the addition
formulas of (Lange, 2002b, §3.2) when the output is degenerate, just as in doubling.
In (Hu et al., 2021, §3.3), it is stated that C' = 0 implies a degenerate output
since the coefficient d = —C//B = 0 in the function f : y = d® + az® + bz + ¢
annihilates the degree 3 term.

* Case C' = 0 : The function f intersects the curve at one more point instead of

two.
Di+Dy = (P)+(P)+ (P)+ (Py) —4(0)
(f) = (P1)+ (P2) + (P3) + (Py) + (=F5) — 5(0)
= —(=5)+(0)
(9) = (P5)+(=F)—2(0)
+

Di+Dy ~ (PB5)—(0)

See Figure 3.6 for a geometric interpretation of the case.

The corrected version of the formula in (Hu et al., 2021, §3.3) is as follows, >

AQ
r5 = (@1 +C]2)+§»

a A (3.8)
Ys :Q35<Q1 —+ l’5)§ — I581 + TlE — tl-

[Script 12] in the Appendix verifies the correctness of this formula.

3Incorrect 3 is replaced with .

25



[ —

[51
f

Figure 3.6. D, ~ (P,) + (P,) — 2(0),

Dy ~ (Ps) + (F4) — 2(0),

C=0

% Case C # 0 : This is the common case where the function intersects the curve

at two more points.

Di+Dy = (P)+(R)+ (F)+ (P) —4(0)

(f) = (P)+ (P) + (Ps) + (Py) + (=F5) + (=Fs) — 6(0)
= —(=F)—(=F)+2(0)

(91) = (B)+ (=) —2(0)

(92) = (P%)+ (=) —2(0)

_.|_

D+ Dy ~ (P5)+(Fs)—2(0)

See Figure 3.6 for a geometric interpretation of the case.

Here, the common addition formula applies. Furthermore, this is the most

frequent case in most cryptographic applications. The formulas are reproduced
here to keep the text self-contained; see (Hisil & Costello, 2017, §5, §6) for

operation counts and further information.

A  B?

e — 2— _ —

@ =(@ —q)+ c o
A2 B2 B

r3 = (q1 — Q2)5 + o2 + (g1 + qQ)@ — (51 + 32)5,

C

C
83 = (7”1 - 7“3)— - Q3(611 - QS)—

B
A

A
+ (C]1 - Q3)— — S1,

B B

C
ts=(r1—r3)= —r3(qn —q3) 5 — t1.

B

26
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(3.9)



Figure 3.7. D1 ~ (Pl) —+ (PQ) F— 2(0),

[Script 14] in the Appendix verifies the correctness of this formula.
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CHAPTER 4
JACOBIAN COORDINATES

The first inversion-free projective formulas for divisor addition on genus 2 hyperelliptic
curves are proposed by Lange (2002¢) where an affine divisor (¢q;, 71, s1,t1) is repre-
sented as (@1, Ry, S1, 11, Zy) satisfying the equation (AQ1: ARy: AS1: NT1: A\Z;) =
(q1:7r1: s1:t1: 1) and A # 0. Lange improved the operation counts by adopting a
new weighting where (g1, 71, s1,t1) is represented as (Q1, Ry, S1, 11, Z1, Wh) satisfying
(A2Qq1: N2Ry: NuSy: NuTy: MNZy: uWi) = (qy: ry:sp:ty: 1: 1) and A\, # 0 in
(Lange, 2002d).

Hisil and Costello (2017) introduced Jacobian coordinates for hyperelliptic curves
of genus 2. Their work transfers the weights of  and y coordinates of H across
Mumford coordinates and provides a weighted projective representation of divisors.
Let (q1, 71, 51, t1) represent an affine non-degenerate divisor [z + q1x + 11, 512 + 1] €
J(H). Such divisor (q1,71, $1,t1) is represented as (Q1, Ry, S1, 11, Z1, W) satisfying
(A2Qq1: MRy: N3uSy: NuTy: N2y uWy) = (qu: ri: sp:ti: 1: 1) and A\, # 0.
Refer to (Hisil & Costello, 2017) for further details.

In this work, the degenerate divisors are represented following the same construction.
Let (x1,y;) represent an affine degenerate divisor [x — x1,y;] € J(H). By adopting
the Jacobian weights to x, y coordinates, (z1,y;) is represented as (X3, Yy, Z;, W1)
satisfying (A2X: NuYi: AZ: uW) = (z1: y: 1: 1) and A\, pu # 0.

The inversion-free formulas in weighted Jacobian coordinates are given only for the
generic addition and doubling (Hisil & Costello, 2017) and for the cases that contain
degenerate divisors (Hu et al., 2021). Moreover, the degenerate divisors in (Hu et al.,

2021) are considered to be in affine coordinates.

By following the same order as in Section 3, inversion-free formulas with all divisors in
weighted Jacobian coordinates are presented here for the sake of a complete inversion-
free divisor addition algorithm. The cases already given in (Hisil & Costello, 2017; Hu
et al., 2021) are omitted by referring the reader to the mentioned papers. Finally, an
optimized implementation of the complete and inversion-free divisor addition algorithm
is given at https://github.com/ozbayelif/jac-on-jac in the Magma
language (Bosma, Cannon, & Playoust, 1997).

Throughout this section, the output divisors is represented as D3 = (P5) — (0O) =
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(X5,Y5, Zs5, Ws) if degenerate and D3 = (P5)+(Ps) —2(0) = (Qs, Rs, S, T3, Z3, W3)
if non-degenerate.

4.1. DEGENERATE/DEGENERATE INPUTS

Let the input divisors be represented as Dy = (X1, Y7, Z1, W1) and Dy = (Xa, Y, Z5, W5).
The inversion-free formulas of the two cases D1 = D, and D # D, are given in (Hu

et al., 2021, §4.4); however, the input divisors are considered to be in affine coordinates.

The formula for the case D; = D5 below corresponds to Equation (2.3).
Qs = —2Xy
Ry = X?
Sy = (a1 Z} + 242 X1 Z3 + 3a3 X7 Z} +5X,) Wi

4.1)
Ty = (2a02:° + 1 X1 Z7 — a3 Xi 2y — 3X7) Wy
Zs =12,
W3 =2Y;
The inversion-free version of Equation (2.2) for Dy # D, is as follows.

Qs = — X175 — Xo Z3

Rs = X1 Z5 X, 73

Ss = Y1Z3Wy — Y2 Z7 W, “2)

Ty = (X0 YaZi Wy — XoY1 Z3Ws) 27 23
VAW AVA
Wy = (X125 — XoZ7) Wi W,

4.2. DEGENERATE/NON-DEGENERATE INPUTS

Let the input divisors be represented as D, = (P,) — (O) = (X1,Y1,Z;, W) and
Dy = (Ps) — (Py) —2(0) = (Q2, R, So, T, Z>, W5). As investigated in Section 3.1.3,

there exist 4 cases that can occur.

The case where P, = —P; gives the degenerate output D3 = (P,) — (O) whose

coordinates can be recovered, as described in “Case uy(x1) = 07, with the following
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formula.

X5 =X, Xy = Q77 — X373

Yz = SoZi X3 723 + ThZ? Yy = SoZ3 Xy + To 7} 43
Zy =17, Zy=Z1Zs

Wy = WyZ3 W, =W,

The inversion-free tripling formula in (Hu et al., 2021), for P, = P5 = P, leaves the

point P to be tripled in affine coordinates. Here, the fully weighted formula is given,

which corresponds to Equation (3.1).

F' = (a1 Z} + 200X, 2} + 3a3 X1 Z} + 5X{) Wi

F" =2 (ayZ7 + 3a3 X1 Z; + 10X7)
K =8Y}

A= (2F”Yf - F’2> W,

B =2FY? - AX,

C =YK — (AX, +2B) X,
Zs=KZ,

Qs = 3X  K? — A?

Rg == CL32§ - (4AB - 3X1 (Qg - X1K2)) K2

Sy = AQsW, — 2BK*W,
Ty = ARsW, — CK*
Ws =W,

(4.4)

The following case is where P, = P; # P,. Let 2Dy = (Q,R,S,T,Z,W) be
computed with Equation (4.1). Then, 2D, and (P;) — (O) can be added, as in Equa-

tion Equation (3.2), with the below formula.

K = (QZ°X,Z} + X;Z"* + RZ}) W,
A=Y, Z°W — (SZEX, 22 + TZ3) W,y
B=SKZ+ AQ

C=TKZy+ AR

L=KZW

M =KZW
Qs = XyM? — QL? — A?

Ry = (a3Z*+@Q* — R) L' — A(B+ KSZy) L* + Q3 X4, M
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Sy = AQs — BL?
Ty = AR; — CL*
Zy = KZZ,W
Ws =1

4.5)

The last case corresponds to Equation (3.3), where the supports are disjoint. The

inversion-free formula is given below.

K = (QuZ3X\Z} + X1 Z5 + RoZ{) Wi
A=VZ3Ws — (5223 X1 Z3 + T Z3) Wi
B = S,K7Z + AQ,

C =Ty,KZ + AR,

L=KZ,W,

M = K Z,W,

Q3 = X1 M? — QL7 — A

Ry = (a3Zy + Q3 — Ro) L' — A(B+ KS:Zy) L* + Q3 X1 M?
Ss = AQs — BL?

Ty = ARy — CL*

Zs = K 2,7, W,

Wy =1

(4.6)

4.3. NON-DEGENERATE/NON-DEGENERATE INPUTS

Let the input divisors be Dy = (Py) + (P) — 2(0) = (@4, Ry, S1,T1, Z,,W;) and
Dy = (Ps) + (P1) — 2(0) = (Q2, R2, 53, T3, Zo, Wa).

The cases where the output is degenerate are omitted; see (Hu et al., 2021, §4.3).
Likewise, refer to (Hisil & Costello, 2017) for the common subexpressions in Jacobian
coordinates and the formulas for the common cases. Throughout this section, the points
in the supports are notated as P; = (Xp,, Yp,, Zp,, Wp,) to avoid confusion between the

Z, W coordinates of points and divisors.

Next is the doubling, where u; = uy and v;1 = vo. When B = 0, the result D3 =
2(P;) — 2(O) can be calculated by making the coordinates of P; explicit as below and
doubling it with Equation (4.1).



Yp, = ($1T1 + Xp,) 5§
ZP1 — 51Z1 (47)
Wpl - W1

The addition in the case u; = ug, v # +vq gives D3 = 2(P;) — 2(O). The coor-
dinates of P, can be computed with the following formula and can be doubled with
Equation (4.1).

K = 81 Z3Wy — So Z3W,

Xp, = (LZiW, — TV Z3Ws) K

Yp = (S1Xp, + TV Z3K?) K°Z3 (4.8)
Zp, = K717,

Wp, =W,

Now the addition case where u; # us is investigated. When B = 0, the coordinates of

the points in the supports can be calculated as below.
K =175 — Q277

Xp, = (ReZ! — RiZ3) K
Yp = (S1Xp, + TW1K*Z3) K°Z3

Zp, = 2172, K
Wp, = Wy

Xp, = Xp,

Yp, = (8:Xp, + TLK*Z}) K°Z}
Zp, = Zp,

Wp, = Wy

Xp, = Q1 K*Z3 — Xp,

Yp, = ($1Xp, + TK*Z3) K*Z3
Zp, = Zp,

Wp, = W)

Xp, = —QK*Z% — Xp,

Yo, = (S:Xp, + T,K*Z2) K*Z3 o)
Zp, = Zp,
Wp, = Wy
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In the case where Yp, = —Yp,, the result is D3 = (FP2) + (P;) — 2(O) and can be
calculated with Equation (4.2).

If Yp, = Yp,, the result can be calculated by doubling P, with Equation (4.1) and
adding P, and P3 with Equation (4.2).
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CHAPTER 5
COMPUTATIONAL ASPECTS

In the scope of this work, the formulas given in Chapter 3 and Chapter 4 are generated
and verified with the help of the mathematical languages; Magma and Maple ™. The
formulas are formed by parametrically running Cantor’s algorithm for different cases of
divisor addition. Each case of divisor addition occurs due to a condition (i.e., B = 0).
A quotient ring can be built where these conditions are met, thanks to Magma’s built-in
algebraic functions. Finally, executing Cantor’s algorithm over the quotient ring allows
us to produce the formulas for each case. That way, the polynomial arithmetic of
Cantor’s algorithm is explicated. However, formulas produced in this way are far from
their simplified forms. At this point, Maple stepped in with its simplification methods
based on elimination theory. By incorporating what is known into the system, simpler
forms of the formulas with reduced operation counts are found. Maple also has been
used to generate the plots given in the text, which are later drawn in TikZ package
in ISTEX. The simplified formulas are then verified in Magma algebraically through

quotient rings; see the scripts in the Appendix.

The implementation of the complete divisor addition algorithm can be accessed through
the repository link given in the text. The implementation consists of; the sub-functions
containing the explicit formulas for each case, a main function that determines the case
for the given input and calls the corresponding sub-function, and a test function that
adds all divisors of a curve with all other divisors and compares the result with the result
of Magma’s built-in function. The test function runs repeatedly for different base fields
and different genus 2 curves. All of the functions are implemented for both affine and

Jacobian coordinates.

The computations were done on a 64-bit Linux environment running on an AMD Ryzen
7 4700U processor. Magma 2.16-9 is used for the implementation of the complete
divisor addition algorithm, which is compatible with the latest version available on

Web-Magma. Maple 2019 is used for simplifications and the generation of the plots.
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CHAPTER 6
CONCLUSION

Elliptic curves were studied in depth from many aspects and have been the basis of
several cryptosystems with new developments that are constantly taking place. Besides,
hyperelliptic curves have a much richer structure, but many things that are trivial in
elliptic curves are not yet applicable to hyperelliptic curves. Rather than pointing out
that higher genus hyperelliptics are not viable, it does indicate that much remains to
be discovered. Genus 2 curves being faster than elliptic curves in some cases is the

strongest indicator of this.

There are sources that introduce the aspects of hyperelliptic curves in a simple and
understandable language, see (Menezes et al., 1998; Cohen et al., 2012; Galbraith,
2012). However, the subject of higher genus hyperelliptic curves is usually explained in
many books with an advanced language, e.g. (Cassels & Flynn, 1996). Furthermore,
the interpretation of the arithmetic on hyperelliptic curves, along with its analogy with
elliptic curve arithmetic, is lacking in the literature. This thesis illustrates the group law
on genus 2 hyperelliptic curves in terms of geometry, polynomial arithmetic, divisor
arithmetic, and explicit formulas. So, one can see the connection between the cubic
intersecting the curve, the polynomial representing that cubic in Cantor’s algorithm,
and the function divisor representing the cubic. This 4-fold interpretation welcomes the

readers to the topic as a comprehensive introduction.

One other concern of this work was cryptographic applications. The applicability
of hyperelliptic curves in cryptography is directly proportional to the speed of the
arithmetic on it. Although it is momentous that Cantor’s algorithm enables divisor
addition in all genus, the algorithm has no claim in terms of speed. This has led
the direction of research to turn to explicit formulas that promise performance. In
cryptographic applications, inversion-free formulas in projective coordinates are always
preferred to affine formulas. This is simply because the division operation is expensive
by means of time complexity. Projective formulas in different weights are given for
genus 2 hyperelliptic curves in the literature. The Jacobian coordinates reduced the
operation counts significantly but only applied to common addition formulas. Later,
Jacobian coordinates are used for cases that include a degenerate divisor, either in the
inputs or the output. The other cases, which are not common but also do not incorporate

any degenerate divisor, remain to be a gap in the literature.
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In this thesis, the complete arithmetic on hyperelliptic curves of genus 2 is examined as
a completion of the works in (Lange, 2002c; Hisil & Costello, 2017; Hu et al., 2021).
The formulas are derived from Cantor’s algorithm and merged in a procedure that is
structured in regard to the degrees of the divisors and the intersection of their supports.
The algorithm is implemented in Magma language, and an access link to the script is
provided within the text. The verifications of the formulas are also provided as Magma
scripts. The formulas are given in affine coordinates for all common and rare cases and
in inversion-free Jacobian coordinates for the missing cases in the literature. While the
weighting of Jacobian coordinates seems natural for the cases with a non-degenerate
output, it does not fit that well for the cases with a degenerate output and causes some
inefficiencies. On the other hand, the need for a ready-to-use, complete divisor addition
algorithm for genus 2 hyperelliptic curves on Jacobian coordinates is met within this
thesis. Anyone wishing to build a cryptosystem based on such curves can directly
inherit the open-access Magma code through the repository link provided in the text.
The formulas given are optimized by eliminating the common subexpressions, and
what remains is the migration of the script to a low-level programming language. The

parallelization of the algorithm can be considered as future work.

The advancements in generic forms of genus 2 hyperelliptic curves may seem worthless
and impractical after the discovery of the Kummer surface. However, many cryptosys-
tems require a prime order genus 2 Jacobian, which is not possible for the Kummer
surface. Any cryptographic application which enforces using a prime order genus 2
Jacobian is amenable to introducing exceptional situations, such as the addition of two
divisors with joint support. Our formulas provide an efficient fallback that eliminates the
need for polynomial arithmetic required by Cantor’s algorithm. Although the formulas
we present consist of rare cases, a cryptographic application based on an operation
such as digital signature verification is expected to handle all cases properly. In such a
scenario, our complete algorithm can be used to prevent active attacks based on faulty

inputs which target to trigger an exceptional output.

As a result, hyperelliptic curves have a rich structure waiting to be discovered. It has
been seen how fast and competitive operation counts can be reached when the genus
is fixed. This thesis aims to pave the way for studies in this field with a guide and
a framework for cryptosystems based on generic genus 2 hyperelliptics. The best
operation counts are not targeted in the given formulas. However, the proposal of
generic and optimized formulas in Jacobian coordinates that handle attacks exploiting
the vulnerabilities in degenerate divisors is targeted. In addition, an idea of the overall

performance of the Jacobian coordinates is presented.
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APPENDIX A
VERIFICATION SCRIPTS

This section contains Magma (Bosma et al., 1997) scripts that verify the formulas
presented in the text and assists in proving selected lemmas. These scripts can be
executed freely online through Web-Magma (http://magma.maths.usyd.edu.au/calc/),

noting that each script requires [Script 20] to be loaded in advance.

Cantor:=function(ul,vl, u2,v2, £f)
dl,el,e2:=Xgcd(ul,u2); d,cl,c2:=Xged(dl,vi+v2);
sl:=clxel; s2:=clxe2; s3:=c2;
u:=(ul%u2) div d*2; v:=((slxul*v2+s2*u2*vl+s3* (vlixv2+£f)) div d) mod u;
while Degree(u) gt 2 do

u:=(f-v*2) div u; v:=(-v) mod u;
end while;
u:=Normalize (u);
if Degree(u) eq 0 then
return 1,0;
elif Degree(u) eq 1 then
return —-Coefficient (u,0),v;
elif Degree(u) eq 2 then
return Coefficient (u,1l),Coefficient (u,0),
Coefficient (v,1),Coefficient (v,0);
else
print "error: Non-reduced divisor!";
end if;
end function;

Code A.1. Cantor’s Algorithm for genus 2

F<a3,a2,al,a0,x1l,yl>:=FunctionField(Rationals (), 6);
_<x>:=PolynomialRing (F) ;
q,r,s,t:=Cantor (x-x1,yl, x-x1,yl,x*5+a3*x*3+a2+x"2+al*x+a0);
/*x% START OF FORMULA xx%/

g3:=-2xx1;

r3:=x1"2;

s3:=(5%x174+3%a3xx1*2+2+a2+x1+al) / (2xyl);
t3:=(-3*x175-a3*x143+al*x1+2%a0)/ (2*yl);

/*%% END OF FORMULA #*x%/

Q:=RingOfFractions (quo<Parent (Numerator (q)) |yl*2-(x1*5+a3*xx1*3+a2*xx1*2+alxx1+a0)>);
Q! (q-q3) eq 0; Q! (r-r3) eq 0; Q!(s-s3) eq 0; Q!(t-t3) eq 0;

Code A.2. Verification of Equation (2.3) and Section 3.1.2 Case "y; = 5"

F<a3,a2,al,a0,x1,yl, x2,y2>:=FunctionField (Rationals(),8);

_<x>:=PolynomialRing (F) ;

q,r,s,t:=Cantor (x-x1,yl, x-x2,y2, x*5+a3*x*3+a2+x"2+alxx+a0) ;

/*x% START OF FORMULA xx%/

qg3:=-x1-x2;

r3:=x1*x2;

s3:=(yl-y2)/ (x1-x2);

t3:=(x1*xy2-x2xyl) / (x1-x2);

/*%% END OF FORMULA *x%/

Q:=RingOfFractions (quo<Parent (Numerator (q)) |yl*2-(x145+a3*x1*3+a2*xx1*2+alxx1+a0),
y2°2-(x275+a3*x243+a2+xx2"2+al*xx2+a0)>) ;

Q! (q-q3) eq 0; Q! (r-r3) eq 0; Q!(s-s3) eq 0; Q!(t-t3) eq 0;

Code A.3. Verification of Equation (2.2) and Section 3.1.2 Case "x; # x5"

F<a3,a2,al,a0,x1,yl>:=FunctionField(Rationals (), 6);

_<x>:=PolynomialRing (F) ;

ql:=-2%x1; rl:=x172; sl:=(5%*x174+3%a3xx1"2+2xa2*x1+al)/(2xyl); tl:=(-3*x1*5-a3xx1”3+al*xx1l+2xa0l)
/(2%y1) ;

q,r,s,t:=Cantor (x*2+gl*x+rl, sl*x+tl, x-x1,yl, x*5+a3*x*3+a2+x"*2+al*x+al);

/*x% START OF FORMULA *x*/

fdashxl:=5xx1"4+3*a3*x1*2+2xa2*x1l+al;

fddashxl:=20*x143+6*xa3*xx1+2%a2;

A:=(2xyl*2xfddashxl-fdashx1"2)/ (8xyl”3);

B:=fdashxl/ (2*yl) —2%A*x1;
C:=yl-A*x142-Bx*x1;

g3 :=3*x1-A"2;
r3:=a3-2*AxB+3*x1l* (q3-x1);
s3:=Axq3-B;

t3:=A*r3-C;

/*%% END OF FORMULA #*x%/

Q:=RingOfFractions (quo<Parent (Numerator (q)) |yl*2- (x1*5+a3*xx1*3+a2*xx1*2+alxx1l+a0)>);
Q! (q-q3) eq 0; Q! (r-r3) eq 0; Q!(s-s3) eq 0; Q!(t-t3) eq 0;

Code A.4. Verification of Equation (3.1)
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P<a3,a2,al,a0,ql,rl,sl,tl,x3,y3>:=PolynomialRing(Rationals(),10);
Q<a3,a2,al,al,ql,rl,sl,tl,x3,y3>:=RingOfFractions (quo<P |
x372+ql*x3+rl, y3-(sl*x3+tl), /* x1=x3 and yl=y3 */
rl* (s172+ql”*3-(2*xrl-a3)*xql-a2)-(t1l*2-a0), glx(sl”*2+ql*3-(3*rl-a3)*qgl-a2)-(2*xsl*xtl-rl*(rl-a3)-
al)>);
_<x>:=PolynomialRing(Q);
q,r,s,t:=Cantor (x*2+ql*x+rl, sl*x+tl, x-x3,y3, x*5+a3*x*3+a2+x"*2+alxx+al) ;
/*%% START OF FORMULA *x*/
x1:=x3; yl:=y3; x2:=—ql-x1; y2:=slxx2+tl;
2xx1;
x142;
s2:=(5*x1%443*a3*x1*2+2*a2+x1l+al) / (2xyl);
t2:=(-3*x145-a3*x1*3+al+x1+2%a0) / (2xyl);
A:=(y2-(s2xx2+t2)) / (x272+g2+x2+r2) ;
B:=s2+q2*A;
C:=t2+r2*A;
g3 :=x2-q2-A"2;
r3:=a3+q222-r2-Ax (B+s2) +x2*q3;
s3:=A*g3-B;
t3:=Axr3-C;
/*%% END OF FORMULA *%x/
Q! (q-q3) eq 0; Q! (r-r3) eq 0; Q!(s-s3) eq 0; Q!(t-t3) eq 0;

Code A.5. Verification of Equation (3.2)

F<a3,a2,al,a0l,x1,yl,x2,y2,x3,y3>:=FunctionField(Rationals(),10);
_<x>:=PolynomialRing (F) ;

ql:=—x1-x2; rl:=x1*x2; sl:=(yl-y2)/(x1-x2); tl:=(xlxy2-ylxx2)/(x1-x2);
q,r,s,t:=Cantor (x*2+ql*x+rl, sl*x+tl, x-x3,y3, x*5+a3*x*3+a2+x"2+al*x+al);
/*%% START OF FORMULA xx%/

A:=(y3-(slxx3+tl))/ (x342+ql*x3+rl);

B:=sl+ql*A;

C:=tl+rl*A;

q3:=x3-ql-A"2;

r3:=a3+ql”*2-rl-Ax (B+sl) +x3*q3;

s3:=A*q3-B;

t3:=A*r3-C;

/*%* END OF FORMULA *%x/

F!(gq-9q3) eq 0; F!(r-r3) eq 0; F!(s-s3) eq 0; F!(t-t3) eq O0;

Code A.6. Verification of Equation (3.3)

P<a3,a2,al,a0,ql,rl,sl,tl>:=PolynomialRing(Rationals(),8);

Q<a3,a2,al,al,ql,rl,sl,tl>:=RingOfFractions (quo<P|
((gl~2-4xrl+a3) xql-a2+sl1”2) xsl+(3xgqlr2-2xrl+a3) *tl, /* C=0 */
rl*(s142+ql”*3-(2*xrl-a3) xql-a2)-(t1l*2-a0), glx(sl”*2+ql”*3—-(3*rl-a3)*ql-a2)-(2*slxtl-rl*(rl-a3)-

al)>);

_<x>:=PolynomialRing (Q);

x,y:=Cantor (x*2+ql*x+rl, sl*x+tl, x*2+ql*x+rl, sl*x+tl, x*5+a3*x*3+a2*x*2+al*x+a0);

/*%% START OF FORMULA #*x%/

A:=((gql*2-4xrl+a3) *xql-a2+s1”2) x (qlxsl-tl)+(3*ql*2-2xrl+a3) xrlxsl;

B:=2% (qlxsl-tl) *t1-2xrlxsl”*2;

x5:=2xql+A"*2/B*2;

y5:=(A/Bx* (ql+x5) —s1) *x5+ (A/B*rl-tl);

/*%% END OF FORMULA *%x/

Q! (x-x5) eq 0; Q!(y-y5) eq 0;

Code A.7. Verification of Equation (3.5)

P<a3,a2,al,al,ql,rl,sl,tl>:=PolynomialRing(Rationals (), 8);
Q<a3,a2,al,al0,ql,rl,sl,tl>:=RingOfFractions (quo<P|

rl*(s142+ql”*3-(2*xrl-a3) xql-a2)-(t1l*2-a0), glx(sl”*2+ql”*3-(3*rl-a3)*ql-a2)-(2*xslxtl-rl*(rl-a3)-

al)>);

_<x>:=PolynomialRing (Q);
q,r,s,t:=Cantor (x*2+ql*x+rl, sl*x+tl, x*2+ql*x+rl, sl*x+tl, x*5+a3*x*3+a2+xx"*2+alxx+al) ;
/*%% START OF FORMULA #*x%/
A:=((gql*2-4xrl+a3) *xql-a2+s1”2) x (qlxsl-tl)+(3*ql*2-2xrl+a3) xrlxsl;
B:=2% (qlxsl-tl) *t1-2xrlxsl”2;
C:=((gl*2-4xrl+a3) *gl-a2+sl1”2) *sl+(3xql*2-2xrl+a3) *xtl;
g3:=2% (A/C)-B*2/C*2;
r3:=A"2/C*2+2xql*B*2/C*2-2xslx (B/C);
s3:=(rl-r3) * (C/B)-q3+ (ql-q3) * (C/B) + (q1l-q3) » (A/B) -s1;
t3:=(rl-r3) +« (A/B)-r3%(ql-g3) * (C/B)-t1;
/*%% END OF FORMULA #*x%/
Q! (g-q3) eq 0; Q!(r-r3) eq 0; Q!(s-s3) eq 0; Q! (t-t3) eq O;

Code A.8. Verification of Equation (3.6)

P<a3,a2,al,a0,tl,t2,ql,rl,sl,g2,r2,s2>:=PolynomialRing(Rationals(),12);

Q<a3,a?,al,aO,;l,tZ,ql,rl,sl,q2,r2,52>:=RingOfFractions(quo<P|(ql-qZ)*(tl-t2)-(r1-r2)*(sl-sZ)>L
* C=0 *

_<x>:=PolynomialRing (Q) ;

x,y:=Cantor (x*2+ql*x+rl, slxx+tl, x"2+q2*x+r2, s2xx+t2, x*5+a3*xx*3+a2*xx*2+al*x+a0) ;

/*%% START OF FORMULA xx%/

A:=(tl-t2) * (g2* (gql-g2) - (rl-r2) ) -r2* (gql-g2) x (s1l-s2);

B:=(rl-r2) * (gq2* (ql-q2) - (rl-r2) ) -r2* (ql-q2) ~2;

x5:=(ql+qg2) +A*2/B*2;

y5:=(A/B* (ql+x5) —s1) *x5+ (A/B*rl-tl);

/*%%x END OF FORMULA *%x%/

Q! (x-x5) eq 0; Q!(y-y5) eq O;
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Code A.9. Verification of Equation (3.8)

F<a3,a2,al,al,ql,rl,sl,tl,g2,r2,s2,t2>:=FunctionField(Rationals(),12);
_<x>:=PolynomialRing (F) ;
q,r,s,t:=Cantor (x*2+ql*x+rl, sl*x+tl, x*2+q2*x+r2, s2*xx+t2, x*5+a3*x*3+a2xx*2+al*x+al) ;
/*x% START OF FORMULA xx%/
A:=(tl-t2)* (g2* (gql-g2) - (rl-r2))-r2* (gql-g2) x (sl-s2);
B:=(rl-r2) * (q2* (ql-q2) - (rl-r2) ) -r2* (ql-q2) *2;
:=(ql-q2) x (t1-t2) - (rl-r2) * (sl-s2);
q3:=(ql-g2)+2% (A/C)-B*2/C*2;
r3:=(ql-q2) * (A/C) +A*2/C*2+ (ql+g2) *B*2/C*2—-(s1+s2) * (B/C) ;
s3:=(rl-r3) * (C/B)-q3* (ql-g3) * (C/B) + (q1-q3) * (A/B) -s1;
t3:=(rl-r3) x (A/B)-r3* (ql-q3) * (C/B)-t1;
/*%% END OF FORMULA *%x/
F!(gq-q3) eq 0; F!(r-r3) eq 0; F!(s-s3) eq 0; F!(t-t3) eq O0;

Code A.10. Verification of Equation (3.9)
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