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GELECEK NESIiL KABLOSUZ HABERLESME AGLARINDA
KOORDINELI COK NOKTALI SISTEMLER

OZET
Muhammad Sohaib Jamal Solaija
Elektrik-Elektronik Miihendisligi, Doktora
Tez Danigmani: Prof. Dr. Hiiseyin Arslan
Temmuz, 2023

Besinci nesil (5G), ultra giivenilir, diisiik gecikme ve masif makine tipi iletisim gibi
hizmetlerin tanitilmasiyla insanlardan ziyade nesnelerin baglanabilirligine vurgu yaparak
kablosuz iletisim aglarinda bir paradigma degisiminin sinyalini verdi. Bu, enerji/spektral
verimlilik, baglanti, gecikme, giivenilirlik ve giivenlik vb. gibi yeni veya daha yiiksek
gereksinimlere ihtiyag gerektirmektedir. Koordineli ¢oklu noktayr (Coordinated
MultiPoint - CoMP), bunlardan bazilarmi, Ozellikle de baglanti gereksinimini
gerceklestirmenin potansiyel saglayicisi olarak goriilmektedir. Ilk olarak, geleneksel
yerden-yere kanala kiyasla havadan-yere kanalin sinyal yayilim 6zelliklerindeki farktan
yararlanarak giivenilirligi artirmak i¢in hibrit hava-yer agmin kullanilmasi
onerilmektedir. Ozellikle, daha yiiksek goriis hatt1 olasilig1, daha az gdlgelenmesine ve
daha yiiksek alinan sinyal giiciiniin alinmasina yol acar. Hava ve karasal kanallarinin
uygun sekilde birlestirilmesi, gelismis sinyal kalitesi ve giivenilirligini saglar. Daha
sonra, fiziksel katman giivenligi (Physical Layer Security - PLS) saglamak i¢cin CoMP
tarafindan sunulan mekansal olarak dagitilmis iletim noktalarindan (Transmission Points
- TPs) yararlanilir. Spesifik olarak, farkli TP’lerden boliinmiis ve iletilen kullanici verileri
iizerinde baglantiya 6zgii kanal kisaltma filtreleri kullanilir. Bu boliimleme, kulak misafiri
olan kisinin, baglantilardan biri {izerinden daha iyi yayilim deneyimlese bile bilgileri
dogru sekilde yorumlayamamasini saglamak i¢in yapilir. Ayrica, CoMP’un smirl
spektrum, ana tasiyict bant genisligi ve enerji gibi ag kisitlamalarint géz Oniinde
bulundurarak farkli kullanict ve uygulama gereksinimlerini destekleyebilen proaktif ve
verimli bir kaynak yonetimi cercevesi i¢in CoMP’un genellestirilmesi Onerilmektedir.
CoMP semalarinin (koordineli programlama, koordineli hiizme olusturma, ortak iletim
veya dinamik nokta se¢imi) ve kiimeleme yaklagimlariin (dinamik veya statik) c¢esitli
kombinasyonlarmin farkli kosullar altinda kullanilabilecegi gosterilmistir.

PLS ile devam ederek, isbirlik¢i iletisimlerde kimlik dogrulama ve gilivenlik
mekanizmalariin  eksikligi vurgulanmaktadir. Sonrasinda, isbirlik¢i iletisimde
giivenilmeyen rdlelere kars1 koruma saglamaya yonelik bir yontem de sunulmaktadir.
Burada, orthogonal frekans bolmeli ¢ogullama sistemlerinde hizli Fourier doniistimiiniin
varligindan yararlanilir. Spesifik olarak, hedef diiglim, dongiisel 6nek siiresi boyunca,
rOledeki tiim alt tasiyicilara yayilan ve miidahale kabiliyetini azaltan bir (bilinen)
karistirma sinyali iletir. Ayrica, kablosuz kanalin gecikmeli Doppler gosteriminden
yararlanildig1, ara¢ her seye iletisimde frekans bolmeli dupleksleme igin bir anahtar
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olusturma mekanizmasi sunulmaktadir. Son olarak tez, yalnizca mevcut yaklasimlari
kapsamakla kalmayan, ayn1 zamanda yeni nesil PLS yontemlerinin gelistirilmesini de
saglayan birlesik bir PLS ¢er¢evesi sunmaktadir

Anahtar sozciikler: 5G, 6G, havadan/havaya iletisim, koordineli ¢oklu nokta (CoMP),
kooperatif iletisim, dongiisel onek (CP), karistirma, karasal olmayan aglar (NTN),
orthogonal frekans bélmeli cogullama (OFDM), ortogonal zaman-frekans uzayi (OTFS),
fiziksel katman giivenligi (PLS), karasal aglar, aragtan her seye (V2X).
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The fifth generation signaled a paradigm shift in wireless communication networks by
laying emphasis on the connectivity of things rather than people by the introduction of
services such as ultra-reliable low latency communication and massive machine type
communication. This led to new (or more stringent) requirements such as energy/spectral
efficiency, connectivity, latency, reliability, security and so on. We look at coordinated
multipoint (CoMP) as a potential enabler of fulfilling some of these, particularly the latter
ones. First, the use of hybrid aerial-terrestrial network is proposed to improve reliability
by exploiting the difference in signal propagation characteristics of the air-to-ground
channel compared to the conventional ground-to-ground one. In particular, the higher
line-of-sight probability leads to reduced shadowing and higher received signal strength.
Proper combining of the aerial and terrestrial segments leads to improved signal quality
and reliability. Later, the spatially distributed transmission points (TPs) offered by CoMP
are leveraged to provide physical layer security (PLS). Specifically, link-specific channel
shortening filters are employed on user data which has been split and transmitted from
different TPs. The splitting is done to ensure that the eavesdropper cannot interpret
information properly even if it experiences better propagation over one of the links.
Moreover, the generalization of CoMP to a proactive and efficient resource management
framework capable of supporting different user and application requirements while
considering network constraints such as limited spectrum, backhaul bandwidth and
energy, is proposed. It is shown that various combinations of CoMP schemes (coordinated
scheduling, coordinated beamforming, coherent/non-coherent joint transmission, or
dynamic point selection) and clustering approaches (dynamic or static) can be utilized
under different circumstances.

Continuing further with PLS, the lack of authentication and security mechanisms in
cooperative communications is highlighted. Then, a method for providing protection
against untrusted relays in cooperative communication is also presented. Here, the
presence of fast Fourier transform in orthogonal frequency division multiplexing systems
is exploited. Specifically, the destination node transmits a (known) jamming signal during
its cyclic prefix (CP) duration which spreads to all subcarriers at the relay reducing its
interception capability. Furthermore, a key generation mechanism for frequency-division
duplexing vehicle-to-everything communication is presented where the delay-Doppler
representation of the wireless channel is leveraged. Finally, the thesis presents a unified
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PLS framework which not only encompasses the existing approaches but also enables the
development of next-generation PLS methods.

Keywords: 5G, 6G, aerial/airborne communication, coordinated multipoint (CoMP),
cooperative communication, cyclic prefix (CP), jamming, non-terrestrial networks
(NTNs), orthogonal frequency division multiplexing (OFDM), orthogonal time-

frequency space (OTFS), physical layer security (PLS), terrestrial networks, vehicle-to-
everything (V2X).
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CHAPTER 1

1. INTRODUCTION

The fifth generation (5G) of cellular networks signaled a paradigm shift in wireless com-
munications. Rather than focusing on increasing the data rates, it emphasized diversifying
the supported applications and use cases. While 5G catered to the enhancement of data
rates under the enhanced mobile broadband (eMBB) service, it also expanded its vision to
incorporate the increasing number of wireless devices and stringent reliability and latency
requirements under the massive machine type communication (mMTC) and ultra-reliable
low latency communication (URLLC) services, respectively [3]. This diversity of appli-
cations is expected to increase even further in sixth generation (6G), with more stringent
requirements of throughput, latency, reliability, energy and spectral efficiency, security,

and so on [4].

This diversity is evident not only in the applications and services, but also in the en-
abling technologies for future wireless networks. For instance, 5G tried to address the
different requirements by introducing the concept of numerologies [5], [6]; the lack
of available spectrum has led to research regarding spectrum sharing and utilization of
higher frequency bands such as millimeter wave (mmWave) [7], visible light commu-
nication (VLC) [8] and terahertz (THz) communication [9]; furthermore, the diversity
of network infrastructure itself is expected to increase with the incorporation of non-
terrestrial networks [10] and reconfigurable intelligent surface (RIS)-aided smart radio

environments [11].

The incorporation of these new paradigms, along with the increased heterogeneity of the
device capabilities and operating conditions of the network introduces two main chal-
lenges (amongst various others). These are (i) the lack of a cohesive/coordinated network

and (ii) the inability to ensure security and privacy, particularly for low-end user devices.



Consequently, in this thesis, we look at two main concepts, i.e., COMP and PLS as their

respective solutions.

1.1. Coordinated Multipoint (CoMP)

CoMP was introduced in Long-Term Evolution (LTE) Rel-11, where the goal was to im-
prove the quality of service (QoS) experienced by cell edge user equipments (UEs). Since
LTE focused on increasing the data rates and/or spectral efficiency of the network, CoMP
was also limited to interference mitigation and throughput/capacity improvement [12]—
[22]. However, the expansion of industry verticals and use cases promised by 5G has
signaled renewed interest in CoMP. This is primarily due to a metamorphosis of the
mentality behind CoMP, where instead of limiting it to multiplexing gains for capacity
enhancement, methods are being developed to leverage diversity for reliability and other

requirements [23].

The reemergence of CoMP is illustrated by multitude of works in literature targeted at
addressing the diverse requirements of 5G and beyond networks such as mobility man-
agement [24]-[29], reliability and latency [30]-[34], energy efficiency [35]-[41], and se-
curity [42]-[44]. Table 1.1 summarizes the state-of-the-art work leveraging CoMP prin-
ciples used to address the aforementioned user requirements. Inspired by these works, we
propose generalization of CoMP as a potential flexibility enabler for the next generation

wireless networks.

1.1.1. Thesis contributions under CoMP

* Although CoMP systems were primarily proposed to improve the cell edge perfor-
mance in 4G, their collaborative nature can be leveraged to support the diverse re-
quirements and enabling technologies of 5G and beyond networks. To this end, we
propose the generalization of CoMP to a proactive and efficient resource manage-
ment framework capable of supporting different user requirements such as reliabil-
ity, latency, throughput, and security while considering network constraints in [45].
This work elaborates on the multiple aspects, inputs, and outputs of the generalized
CoMP (GCoMP) framework. Apart from user requirements, the GCoMP decision

mechanism also considers the CoMP scenario and network architecture to decide



Table 1.1: Summary of CoMP state-of-the-art categorized according to different 5G
and beyond network requirements (CB = Coordinated Beamforming, CS = Coordinated
Scheduling, DPS = Dynamic Point Selection, JD = Joint Detection, JP = Joint Processing,

JT = Joint Transmission).

Requirement

Contribution/Goal

CoMP Scheme

Conduction of field trials to validate performance of CoMP.

ID[12], [13],

Throughput/ €S, IT[12]
Data Rates | Scheduling and frequency reuse schemes are extended to CoMP environment. (j_i Eg’
CS[16],

Comparison of different coordination schemes amongst themselves and with non-CoMP transmission. CB [16], [18],
JT [16]-[18]
. L . L . JP [19], CB [20]

CoMP performance in HetNets is discussed [19]-[21] and stochastic geometry-based analysis is carried out [22]. IT 210, 2]

Soft handover using CoMP. JT [24], [25]

Mobility Frequent handover mitigation using CoMP. CB, JT [26]
Support Scheduling mechanisms to support mobile users. CS [27]
Performance comparison of different handover algorithms in a CoMP setting. DPS [28]

Proactive network association [29].

Reliability

Spatial/macrodiversity is utilized to enhance reliability of the communication.

JT [30]-[32],
DPS [31], [32]

and
Lat Clustering is done considering uRLLC requirements as constraints [33]. -
atenc
v Resource allocation is done in a multi-cell network in a coordinated manner. CS,JT [34]
Clustering is carried out with the goal of improving energy efficiency. JT [35], [36]
Energy . L . JT [37]
] Selective activation of TPs to reduce energy consumption.
Efficiency DPS [38], [39]
. . JT [40]
Wireless power transfer [40] and energy harvesting [41] P 41]
Directional modulation against eavesdropping. JT [42]
Security Signal misalignment at the eavesdropper by leveraging multiple TPs. JT [43]
Beamforming to ensure signal strength/quality at legitimate user only. CB [44]

upon outputs such as CoMP scheme or appropriate coordinating clusters. To enable
easier understanding of the concept, a case study illustrating the effect of differ-
ent combinations of GCoMP framework’s outputs on varying user requirements is

presented.

» uRLLC is undoubtedly the toughest service class in 5G-NR from the network ser-
vice provider’s perspective. Different methodologies have been utilized to meet the
reliability and latency requirements of uRLLC including proposition of various di-
versity techniques. The work in [46] envisages a hybrid network using terrestrial
and flying base stations to provide ubiquitous and reliable service to uRLLC users.
We propose utilizing the macro-diversity in the hybrid environment by exploiting
the significant differences in path loss and shadowing characteristics of flying base
stations (FBSs) as compared to the terrestrial base stations (TBSs). Preliminary re-
sults are presented to this effect and recommendations are made to their inclusion

in the networks for supporting uRLLC users in the future.



* Cryptography has been conventionally used to tackle communication security, but it
may not be scalable (in terms of key exchange and management) with the increas-
ingly heterogeneous network deployments. PLS provides a promising alternative
but struggles when an attacker boasts a better wireless channel as compared to the
legitimate user. In [47], a spatially distributed channel shortening approach is lever-
aged to address this problem. Specifically, the user data is split into multiple parts,
where each part is sent using a different transmission point. This ensures that at
least one of the illegitimate links experiences worse propagation channel as com-
pared to the legitimate one. Additionally, a channel shortening filter is applied w.r.t
legitimate links, which results in inter-symbol interference being introduced at the
receiver. Results show significant enhancement of the achievable secrecy capacity

as compared to state-of-the-art channel shortening-based PLS methods.

1.2. Physical Layer Security (PLS)

Wireless communication has pervaded all aspects of human existence. The recent pan-
demic has further cemented its importance, with different facets of our daily lives includ-
ing (but not limited to) education, retail, banking, healthcare all depending heavily on
reliable wireless communication for their continuity despite the challenging restrictions
worldwide [48]. While this ubiquitous availability of wireless signals is desirable from a
communication (and sensing) perspective, it is becoming increasingly challenging to en-
sure the privacy of confidential data and information when it is being transmitted openly
into the environment [49]. This broadcast nature of wireless communication renders it
susceptible to threats such as eavesdropping, jamming, and spoofing. In eavesdropping,
the attacker tries to intercept and interpret the ongoing communication between legiti-
mate nodes. In jamming, the attacker’s target is to disrupt the communication, while in

spoofing, the attacker impersonates a legitimate node for malicious purposes [50].

The conventional security paradigm, i.e., cryptography does not scale well enough to ad-
dress the diversity in applications, devices, and network deployment scenarios. As illus-
trated in Figure 1.1, this is due to the following reasons: firstly, cryptographic security
depends on the computational complexity of the key-breaking which is rendered a naive

assumption with the advent of quantum computing [51]; secondly, in applications such
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Figure 1.1: Illustration of some wireless scenarios where conventional cryptography-
based security struggles.

as Internet of things (IoT)/mMTC the terminal devices are constrained in terms of power
and other computational resources necessitating simple and lightweight security mech-
anisms [52]; thirdly, the high-mobility applications such as high-speed trains, vehicle-
to-everything (V2X) communications and non-terrestrial networks (NTNs) manifesting
in a continuously changing network topology require renewed key management and au-
thentication procedures [53]; and lastly, for uRLLC/extremely reliable and low-latency
communication (ERLLC) applications, latency is a critical issue and conventional crypto-
graphic methods might be too time-consuming to be practical [54]. The next-generation
network, therefore, necessitates a new approach that could complement (if not replace)
cryptography. PLS is arguably the most compelling candidate; it addresses the quantum
threat by providing various alternatives where the security is ensured by providing better
link quality for legitimate nodes compared to the illegitimate links [55]; unlike cryptog-
raphy, which requires computational capabilities at both computing nodes, PLS also sup-
ports asymmetrical security mechanisms where the processing may be kept on the base
station (BS)/access point (AP) side, rendering it suitable for IoT terminals [56]; PLS also
simplifies the key management by allowing communicating nodes to extract keys from the
channel observed between themselves, eliminating the need for secure key exchange [57];
moreover, since key exchange and encryption/decryption are not necessary, PLS boasts re-
duced latency compared to cryptographic approaches [58]. Consequently, we have made

the following contributions to the PLS literature in this thesis:



1.2.1.

Thesis contributions under PLS

Cooperative communication has been widely used to provide spatial diversity bene-
fits for low-end user equipments, especially in ad hoc and wireless sensor networks.
However, the lack of strong authentication mechanisms in these networks leaves
them prone to eavesdropping relays. In [59], we propose a secure orthogonal fre-
quency division multiplexing (OFDM) transmission scheme, where the destination
node transmits a jamming signal over the cyclic prefix (CP) duration of the received
signal. Simulation results verify that as long as at least a part of the jamming sig-
nal falls to the actual data portion of the eavesdropping relay, it spreads through
all the data symbols due to the fast Fourier transform (FFT) operation, resulting in

degraded interception at the eavesdropper.

Key generation for secure communication is challenging in high-mobility scenarios
due to the low coherence time. This is further exacerbated in frequency-division
duplex systems due to the non-reciprocal wireless channel in uplink and downlink.
Our work [60] leverages the symplectic Fourier transform to convert fast-varying
time-frequency domain signals to slow-varying delay-Doppler (DD) domain and
utilizes the wireless channel representation in the DD domain to generate shared
keys. The proposed approach is evaluated in terms of key generation and mismatch
rates considering correlated eavesdropper, as well as the various randomness criteria

provided by National Institute of Standards and Technology (NIST).

Despite the plethora of literary works regarding different facets of PLS being
present, a unified framework is still absent. In the paper [61], we provide a PLS
framework that not only encompasses the existing works but also enables the de-
velopment of next-generation PLS methods. In line with this, the importance of
PLS for emerging technologies such as joint sensing and communication, vehicular
communication, non-terrestrial networks, millimeter-wave, terahertz communica-
tion, etc. is highlighted. Furthermore, the key challenges and directions for future

PLS mechanisms are identified.



CHAPTER 2

2. THEORETICAL PART

In this chapter, we first (in Section 2.1) talk about the generalized CoMP (GCoMP) frame-
work. More specifically, the background of coordinated multipoint (CoMP) and its evo-
lution through different 3rd Generation Partnership Project (3GPP) releases is discussed,
followed by a review of the literature where CoMP is leveraged for various requirements.
Eventually, we present the GCoMP framework along with a description of its inputs and
outputs. Section 2.2 presents the concept of using a coordinated hybrid terrestrial/aerial
network to improve the reliability of the network, targeted at supporting ultra-reliable low
latency communication (URLLC) applications by leveraging macrodiversity. Section 2.3
provides yet another representative case study of CoMP, where the spatially distributed

transmission points (TPs) are leveraged to improve the privacy of communication.

Continuing in the same vein, Section 2.4 provides a physical layer security (PLS) mech-
anism to combat eavesdroppping relays by leveraging the properties of orthogonal fre-
quency division multiplexing (OFDM) and fast Fourier transform (FFT), while Sec-
tion 2.5 discusses the challenge of secure and reciprocal key generation in frequency-
division duplexing (FDD) systems before presented an orthogonal time-frequency space
(OTFS)-based solution. Finally, the chapter concludes by presenting a unified framework
for PLS in Section 2.6.

2.1. Generalized CoMP (GCoMP) Framework

2.1.1. Evolution of CoMP

Wireless communication systems have always been hindered by co-channel interference

(CCI), particularly at cell edges. This section describes how the CCI problem ignited the



need for coordination in cellular networks leading to the emergence of techniques like
inter-cell interference coordination (ICIC), enhanced ICIC (eICIC), and finally CoMP.
Towards the end of this section, we highlight fifth generation (5G) enhancements related

to CoMP or coordinated networks in general.

Earlier generations of cellular systems increased the frequency reuse distance [62] to miti-
gate or reduce the CCI experienced by cell edge users. Different reuse mechanisms such as
integer frequency reuse (e.g. reuse-3 and reuse-7) [63], fractional frequency reuse (FFR)
and soft frequency reuse (SFR) [64] are illustrated in Figure 2.1. In general, these mech-
anisms restrict the resource utilization in the spectral domain to reduce CCI. Despite their
simplicity, the aforementioned mechanisms are hampered by their static and standalone
nature since there is no provision for the TPs to coordinate with each other. This led to
the emergence of the ICIC concept in 3GPP Rel-8, allowing the TPs to allocate trans-
mission resources in a coordinated manner by leveraging different flags, namely relative
narrowband transmission power (RNTP), high interference indicator (HII) and overload
indicator (OI) [64]. These flags indicate if the interference power on certain resource
blocks (RBs) is expected (or measured) to be high, allowing neighbor TPs to schedule
resources accordingly. However, even this method fails to control CCI in heterogeneous
networks (HetNets) due to the power disparity of TPs. eICIC was, therefore, introduced
in 3GPP Rel-10. eICIC also considers time dimension to ensure orthogonal resource al-
location in the form of absolute blank subframes (ABSs), where the macro TPs are muted

to allow interference-free transmission for micro/femto TPs [65].

The increase in device density, combined with elevated heterogeneity of wireless infras-
tructure compounded the CCI problem. This necessitated more sophisticated and dynamic
coordination approaches. Consequently, CoOMP was introduced in the Rel-11 of 3GPP as
a mechanism to allow different TPs connected with ideal backhaul to coordinate with
each other [66]. CoMP introduces spatial domain to the resource allocation problem,
thereby improving spectral efficiency in addition to interference mitigation. Figure 2.2
illustrates the different CoMP schemes, including coordinated scheduling (CS), coordi-
nated beamforming (CB), joint transmission (JT) and dynamic point selection (DPS). The
concept was extended to multiple eNodeBs (eNBs) connected with non-ideal backhaul in
Rel-12 [67]. This required the standardization of signaling over X2 interface to enable

exchange of CoMP hypothesis set and its associated benefit metric, including reference
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Figure 2.1: Illustration of different frequency reuse techniques for ICI avoidance. Reuse-
1 scheme uses the whole spectrum in each cell, while reuse-3 splits the spectrum into three
bands and different bands are used in neighboring cells. FFR and SFR split the cell into
inner and outer regions, where the neighboring cells use different bands for the latter.

signal received power (RSRP) measurements, between cooperating eNBs. The sharing
of this information amongst the coordination cluster helps improve the radio resource
management (RRM) [68]. 3GPP Rel-13 provided some enhancements regarding chan-
nel state information (CSI) and enhanced RNTP (eRNTP), where the latter is particularly
useful for power allocation in a CoMP setting [69]. Rel-14 looked at alternatives to JT
due to its stringent synchronization and CSI requirements, leading to discussion around
non-coherent JT (NC-JT). The performance results indicated the suitability of NC-JT and
CS/CB in low and high traffic load scenarios, respectively [70]. Rel-15 proposed mon-
itoring X2 characteristics and the spatio-temporal traffic variation to update or manage

CoMP sets under the self-organizing network (SON) umbrella.

Having revisited the motivation and evolution of ICIC/CoMP, we now turn our attention
towards the multitude of technologies introduced to fulfill the myriad of requirements
imposed by 5G and beyond networks. Here we try to identify and highlight the paradigms
that are relevant to CoMP and have already been discussed in the 3GPP standardization

activities:

» Functionality split between central and distributed units: 3GPP Rel-14 specifies

eight different functionality splits between central and distributed units for 5G [71].
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=== User Data and Scheduling Information ==== Scheduling Information

Figure 2.2: Illustration of CoMP schemes. CS/CB require exchange of channel and
scheduling information amongst cooperating TPs. JT/DPS, on the other hand, also re-
quire sharing of user data to be transmitted.

The functionality split has a major impact on the backhaul and can potentially relax
the corresponding requirements regarding overall capacity, delay, and synchroniza-
tion. This is also applicable to the concept of cloud-RAN (C-RAN) which is a po-
tential implementation of CoMP network. However, a study showing the feasibility

of lower split options illustrates the preference of standardization in this regard [72].

* Non-uniform application coverage: 5G introduced a variety of services with differ-
ent requirements, that are expected to further diversify in succeeding generations.
Given the current network infrastructure, these applications have different coverage
areas. Figure 2.3 shows the preliminary simulation of coverage areas for different
throughput requirements. For a user equipment (UE) at the edge of its application’s
coverage area, it is similar to being at a cell edge. Since CoMP was introduced to
improve quality of service (QoS) at cell edges, the same concept can be extended

to support the diverse user requirements of next generation of wireless networks.

» mmWave and beyond: The spectrum scarcity issue in sub-6 GHz frequencies and the
envisioned extremely high data rate requirements in the future networks have led to
the exploration of higher frequency bands (millimeter wave (mmWave), terahertz
(THz), and visible light communication (VLC)). However, they are susceptible
to higher path loss and blockages. The exploitation of macrodiversity offered by
CoMP has been experimentally shown to provide link and capacity improvement in

the 73 GHz band [73].

* MIMO enhancements: mmWave networks depend on technologies such as

10
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Figure 2.3: Coverage map of Istanbul Catalca Region - Turkey for different throughput
requirements obtained using Atoll radio planning tool.

multiple-input multiple-output (MIMO) and beamforming for their reliable oper-
ation. Accordingly, 5G and 3GPP Rel-16 have offered significant MIMO en-
hancements over Long-Term Evolution (LTE), including multi-panel/transmission-
reception point (TRP) operation, which is similar in essence to the CoMP concept.
Furthermore, improved (type II) codebook, flexible CSI acquisition and reference
signal design (including zero-power signals for interference measurement), and
beam management for higher (> 6 GHz) bands promise significant boost in MIMO

performance [74].

* Coexistence and convergence of wireless networks. In a trend which is expected to
continue in sixth generation (6G), 5G has tried to incorporate unlicensed spectrum
in its fold for improved network capacity, as evident from the presence of work item
inRel-17[75], [76]. In fact, access traffic steering, switching and splitting (ATSSS)
enables the simultaneous use of 3GPP (5G) and non-3GPP (Wi-Fi) access networks
with the 3GPP-based core network [77]. Coordination between these networks can

enable more efficient resource utilization in the unlicensed and/or shared spectrum.

2.1.2. CoMP for 5G and Beyond Requirements

As mentioned earlier, fourth generation (4G) focused on achieving higher data rates and
improved spectral efficiency. Consequently, COMP was also targeted towards the same
goals. However, 5G introduced diverse applications such as uRLLC and massive ma-

chine type communication (mMTC) opening up CoMP to leverage its spatial diversity
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for various other requirements [23]. 6G aims to expand the communication paradigms
envisioned by 5G even further, providing the concept of a human-centric digital soci-
ety that encompasses the various aspects of human life including healthcare, transporta-
tion, immersive entertainment, education, financial transactions, agriculture, and indus-
trial automation. Compared to 5G, 6G envisions a 50-100 times increase in data rates and
about three times increase in spectral efficiency under further-enhanced mobile broad-
band (FeMBB), 5-10 fold decrease in latency under extremely reliable and low-latency
communication (ERLLC), support of twice the mobility speeds under long-distance and
high-mobility communication (LDHMC), ten times higher device connectivity under
ultra-massive machine-type communication (umMTC), and 10-100 fold increase in en-
ergy efficiency under extremely low-power communication (ELPC) [4], [78]. In addition
to the extension of these 5G services, 6G will also open up new paradigms of which secu-
rity is arguably the most important [79]. Figure 2.4 illustrates the services and concerning
requirements for some selected use cases discussed under 5G/6G visions. The remainder
of this section describes some selected works to highlight different approaches used under

the context of coordinated networks for the fulfillment of these requirements.

2.1.2.1. Mobility

To ensure continuous connectivity, dual connectivity based solution was considered
(though not eventually standardized) in addition to Make-Before-Break (MBB) handover
technique [80]. CoMP or C-RAN provide a possible realization of multi-connectivity.
Additionally, CoMP also reduces the number of handovers as long as the UE is within
its coordinating cluster. A CoMP scheme like DPS seems particularly suitable for mobile

UEs, owing to the similarity in nature of handover and DPS concepts since both revolve

12



around the dynamic selection of best suited TP. Along the same lines, the switching aspect
of ATSSS is capable of supporting smoother handovers by leveraging Multipath Transmis-
sion Control Protocol (MP-TCP) [81].

2.1.2.2. Reliability and Latency

Out of the different services of 5G and beyond networks, uRLLC or ERLLC (in 6G)
presents arguably the toughest challenge owing to the targeted reliability with strict la-
tency bounds. There are generally two approaches to address the uRLLC requirements,
increasing the reliability of one-shot transmission or lowering the latency between retrans-
missions. CoMP, with its JT approach, can provide different versions of the transmitted
signal at the receiver at the same time reducing the necessity of retransmission and ad-
dressing the latency constraint. Properly combining the received copies of the signal can
improve the signal-to-interference-plus-noise ratio (SINR) performance and hence the re-
liability of the system. Macrodiversty is an approach to provide multiple paths for the
communication of the same signal, targeted to exploit the variation of path loss and large
scale fading in the different paths. An interesting idea related to this is to utilize hybrid
aerial-terrestrial networks, which provide additional diversity in the wireless link owing
to the different propagation characteristics of the air-to-ground channels [46]. In these
networks, the aerial TPs provide a much higher probability of line of sight and reduced
shadowing, resulting in improved reliability of communication. An alternative to this is
the packet duplication approach supported in Rel-15 [82] which is a higher (packet data
convergence protocol (PDCP)) layer complement of the physical (PHY) layer diversity
techniques [83].

2.1.2.3. Energy Efficiency

Energy efficient operation is imperative for future wireless networks. There are two as-
pects of it; firstly, the energy usage needs to be minimized for devices/sensors that are not
easily accessible, medical implants being a perfect example; secondly, the overall energy
consumption of the network needs to be managed so that the increasingly dense deploy-
ments are feasible. In the first case, if there are multiple communicating devices, it is
possible to consider DPS with energy conservation as a goal. A similar idea in drone-

based disaster recovery scenario is proposed in [84] where the uplink TP is selected from
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the UEs while taking into consideration their remaining battery lives. On the other hand,
energy harvesting using simultaneous wireless information and power transfer (SWIPT)
and TP sleeping are the two prevalent approaches for the second case. For SWIPT, coordi-
nated beamforming can be optimized to provide both minimum SINR and required power
transfer to the information and energy receivers, respectively [40]. TP sleeping, while
beneficial from an energy conservation perspective, can lead to increased handovers. To
cater to this situation, a simple uplink CoMP scheme is devised in [41] where the UE
transmits to two cooperating nodes in a heterogeneous network. Another approach for
facilitating the TP sleeping is dynamic clustering [36], since static clustering might not be

able to support UEs if the network is loaded or the UE distribution is changing.

2.1.24. Security

PLS has attained increasing importance in wireless networks due to its ability to secure
the link/signal rather than just the data. This is particularly useful for applications such
as wireless sensing. However, an overwhelming majority of PLS mechanisms rely on
independent channel observations at legitimate and illegitimate nodes. This may not be
realistic for mmWave bands and poor scattering environments. In such cases, the spatial
diversity offered by coordinating TPs can be exploited to attain multiple/different channel
and device fingerprint observations [49]. For instance, in [42] TPs transmit the signal
such that data is only decodable at the intersection of their transmission beams providing
location-based security against eavesdropping. CoMP has also been utilized for security in
underwater communication by ensuring that the signal components sent from different TPs
collide at the eavesdropper while remaining collision-free at the intended receiver. This
is achieved by controlling the transmission schedule and power [43]. Power control with

coordinated beamforming has also been exploited to provide service-based security [44].

Unlike eavesdropping, where the aim of the attacker is to intercept and/or interpret the
legitimate communication, jamming is targeted at disrupting the communication. This is
generally achieved by the transmission of noise or noise-like signals to reduce the SINR
experienced by the legitimate receiver. The spatial diversity offered by the geographically

separated TPs may be utilized to combat such attacks.
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2.1.2.5. Throughput

As mentioned earlier, the spatial diversity offered by CoMP systems is exploited in var-
ious ways. JT-CoMP promises significant gains in terms of network capacity and UE
throughput by combining signals from different TPs either coherently or non-coherently.
Coherent JT is capable of providing higher throughput as compared to its non-coherent
counterpart since it uses a joint precoding procedure while the latter focuses on improving
the received signal strength [85]. Multi-TRP MIMO utilizing beamforming at mmWave
bands also promises increased data rates. Furthermore, this requirement can leverage the
MP-TCP and underlying ATSSS concept to split the traffic over multiple access networks,

resulting in improved throughput for the user [77].

2.1.3. GCoMP Framework

Given how the CoMP principle has been utilized to address different requirements of 5G
networks, we believe that the scope of CoMP should be widened from mere interference
mitigation to intelligent network resource management, helping satisfy these diverse re-
quirements. This section is dedicated to the description of the conceptual GCoMP frame-
work, illustrated in Figure 2.5. The first group of elements represents the inputs to the
GCoMP decision mechanism. The decision making is the intermediate stage, followed by
the outputs at the end. Here, it should be noted that while most options in the inputs/outputs
are well-established, we have taken the liberty of identifying some additional ones, shown

in red, that are either related to beyond 5G vision or at least recent to CoMP.

2.1.3.1. Inputs

The input elements include UE requirements, CoMP architecture, and scenario. The re-
quirements are considered first since everything that follows revolves around them. Sec-
tion Subsection 2.1.2 has extensively discussed the usage of CoMP for different require-

ments such as throughput, security, reliability, mobility, and energy efficiency.

Following requirements, the second input considered is the architecture. The conventional
categories include centralized or distributed coordination. In the former, all administrative
tasks are controlled through a central unit, while in the latter, one of the cooperating TPs

acts as a master cell and performs all resource management and communication tasks.
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Figure 2.5: GCoMP conceptual framework. User requirements, CoMP architecture, and
scenario serve as inputs to the decision mechanism. The outputs of this mechanism include
(but are not limited to) selection of CoMP scheme and coordinating cluster.

Here it is pertinent to mention the concept of centralized or C-RAN, which has gained
significant traction with operators due to its promise of reduced capital and operating ex-
penditures. Despite its promise, one major challenge for C-RAN is to balance the tradeoff
between easier network management offered by centralized control and the increasingly
strict backhaul bandwidth and latency requirements. This might be critical for use cases
like vehicle-to-everything (V2X) communication. In light of this, recent works have pro-
posed the utilization of fog/edge computing to provide intelligence to components of the

network close to the UE [86], [87].
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The third input element is COMP scenarios. 3GPP proposed three different CoMP scenar-
ios for both homogeneous and HetNets [66]. The first scenario is homogeneous intra-site
CoMP, in which the coordination takes place between different TPs (sectors). Due to
the colocation, there is no additional load on the backhaul. The second scenario is inter-
site CoMP which is also implemented on a homogeneous network. It uses high power
remote radio heads (RRHs) to expand the coverage. The third scenario is implemented
on HetNets and utilizes low power RRHs. Inter-site CoMP and HetNet scenarios require
high-speed backhaul links, like fiber, to make the connection between the macrocells and
their respective RRHs. In line with HetNets, another scenario that may be of interest
is hybrid aerial-terrestrial networks. The wireless propagation channel characteristics of
the air-to-ground channel are fairly different as compared to the conventional terrestrial
channel, providing a better QoS to the UEs [46]. This can be extended to incorporate the
non-terrestrial network or satellite communication scenarios, aimed at improving network
coverage [88]. The logical next step to exploiting the variation in the propagation environ-
ment is the capability of modifying the environment itself to improve the coverage and user
experience. reconfigurable intelligent surface (RIS) is a technology that promises exactly
that by selectively modifying the incident signal’s properties, such as phase, amplitude,

and polarization [89].

Here it is important to categorize the nature of the above-mentioned inputs in terms of their
dynamicity. While the architecture is primarily static, the scenario might change due to
paradigms like TP sleeping and dynamic deployment of non-terrestrial network entities.
UE requirements (unless a device is specialized for a particular application) are expected
to change on an even finer timescale, depending on the particular application/service being

used.

2.1.3.2. Decision Making

The GCoMP decision making evaluates the above-mentioned input elements, network
constraints, and channel conditions to make informed decisions regarding the appropriate
resource allocation, namely, selection of the best suited CoMP scheme and coordination
cluster. Figure 2.6 illustrates an exemplary decision making process [90], which starts
by identification of the goal/utility function and corresponding constraints. Common ex-

amples of utility functions include fairness [91], throughput [92], or combination of the
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Figure 2.6: Example of a decision making flowchart for GCoMP

two [93], [94]. Generally, in a network comprising of N TPs the goal is to maximize
this function over all TPs, which takes the form F(B1, Bs, ..., By), where Bj refers to
the k-th TP. This function is commonly assumed to have properties such as, i) F is ad-
ditive for the coordinating TPs, i.e. F(Bjy,...,By) = 2\]:1 F(By) and ii) if the TP does
not serve any UEs, F(By) = 0 [95]. The typical constraints, on the other hand, include
transmission power [96], available spectral resources [97], and the provisioned backhaul

bandwidth [98].

Here, it should be highlighted that there are cases such as uRLLC, where the goals (relia-
bility, latency, throughput) are often competing. As illustrated in Figure 2.7, it is possible
to optimize any two of the requirements at the cost of the third [1]. This is visible for point
A where reliability and latency are optimized, but throughput is compromised. Point B,
on the other hand, provides the opposite. In such scenarios, a single optimum solution is
not possible. Rather, there is a set of (possibly infinite) Pareto-optimal solutions where

improving one objective would lead to degradation in the other(s) [99].

Apart from the aforementioned utility functions and constraints, another factor that needs
to be considered is the priority of the users. In the case of wireless standards, priority

levels are defined to ensure the necessary QoS for different applications. For instance, in
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Figure 2.7: A sketch illustrating the tradeoff between latency, reliability and throughput
(inspired from [1])

5G these levels are indicated by 5G QoS identifier (5QI) [100]; and in the case of Wi-
Fi, user priority (UP) or access category (AC) fields serve a similar purpose [101]. The
examples of link quality metrics include SINR, RSRP, received signal strength indica-
tor (RSSI), distance etc. The link quality helps identify coordination clusters which are
used to evaluate the performance of different coordination schemes. The combination of
clustering mechanism and coordination scheme which maximizes the utility function is

then assessed by

N
Q" = argmax Z F(Bp)la; (2.1)
QiE{Ql,...,QX} k:1

where Q* and €; refer to the optimum and i-th hypotheses, respectively. As long as the
constraints mentioned earlier are fulfilled, Q* is chosen and the coordinated transmission

can be carried out.

In general, the approaches for the decision making process are categorized into user-
centric, network-centric, or hybrid. The user-centric approach makes decisions on a per-
user basis, targeted at fulfilling that particular UE’s requirements. The network-centric
decision making, on the other hand, places more emphasis on simplifying the implementa-
tion from the network perspective, including the architecture and overhead while trying to
optimize the performance of all connected UEs. The overhead includes information (data
and CSI) sharing between the nodes and processing of the information necessary for the
said decision making. The hybrid approach provides a tradeoff between both the above-

mentioned methods by optimizing the decisions for a group of UEs while keeping the

19



network overhead bearable. The decision to pick any of these approaches itself presents a
challenge. One way to address this is to consider the historical user behavior and prefer-
ences in a given network. For networks with more consistent user behavior and application
requirements, a network-centric approach is more appropriate. In the case of significantly
varying user preferences, user-centric decisions have to be used despite their consider-
able overhead. In the case that users have similar requirements and preferences, they are
grouped and facilitated under the hybrid approach. Moreover, since these decisions are
dependent upon variable parameters such as UE requirements and spatio-temporal traffic
patterns, they need dynamic updates. These updates can either be periodic or triggered.
As the name suggests, the former analyzes the network situation repeatedly after a fixed
interval and revisits its earlier decisions, making it suitable for scenarios where the cir-
cumstances are expected to change constantly. The triggered updates, on the other hand,
are set off by certain conditions. This approach is, therefore, suitable for cases where

sporadic variation in the backhaul availability or traffic patterns is expected.

2.1.3.3. Outputs

The first output of the framework is the selection of the appropriate CoMP scheme, which
are illustrated in Figure 2.2. CS reduces interference by ensuring instantaneous exchange
of channel information between coordinating TPs. In the following section, we consider
a special case of CS (CS with muting), where apart from the serving TP, all other TPs are
muted on the corresponding allocated RBs for a scheduled user. CB allows the edge UEs
to use the same frequency resources as long as the beam patterns for different UEs do not
interfere with each other. Due to the significant use of beamforming in 5G networks, CB
has attained increased importance. JT, arguably the most interesting CoMP technique,
constitutes of UE data being transmitted from different TPs, potentially providing macro-
diversity against path loss, shadowing, and blockage. Since coherent JT (C-JT) performs
joint beamforming, it requires backhaul links with high capacity and low latency as well
as strict synchronization among coordinated TPs. NC-JT, on the other hand, provides
a complexity-performance tradeoff by removing the burden of joint precoding and strict
synchronization while still providing significant gains as compared to other schemes [70].

DPS is a special case of JT, where even though the UE data is available at different TPs,
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it is only transmitted from one TP at any given time [85]. All these schemes have differ-
ent backhaul requirements and provide varying benefits. Therefore, the GCoMP decision
needs to consider both, UE’s requirements and the available backhaul bandwidth before
making a decision. An interesting approach pertaining to the latter consideration is pre-
sented in [102], where the system adaptively switches between the CS/CB and JT CoMP

schemes depending on the backhaul availability.

The second output identified for this framework is the decision about the coordination
cluster, which comprises of the TPs that are supposed to coordinate with each other. In
literature, there are three main types of clustering. Static clustering, which is primarily
based on topology and does not vary according to the nodes or UEs, thereby providing
limited performance gains. Semi-dynamic clustering - an enhanced version of the former
- where more than one static clustering patterns are set up and UEs can select the most
suitable cluster, leads to an increase in both complexity and performance. Dynamic clus-
tering responds to network and UE mobility changes and reduces inter-cluster interference
by updating the clusters dynamically [103]. To identify the coordinated TPs per cluster,
a set of solutions is proposed in [104] taking into account real operating conditions such
as connectivity and network layout. One of the solutions is to adapt the coordination ar-
eas (CAs) depending on the spatial distribution of the UEs in order to avoid concentrations
of UEs on inter-CA borders. Another solution is the use of layered CAs where the borders
between adjacent CAs are covered by an overlaying CA. Indeed, a coordinated TP can be
part of different CAs and partitioning of scheduler resources between the CAs is needed
which might cause some peak UE throughput limitations. Therefore, CA layers should be
activated only when needed. In addition to the clustering approach, there is the concept
of virtual cell [86], where each virtual cell is occupied by a single UE. This UE is served

by multiple cooperating TPs leveraging different logical slices of the network.

2.2. CoMP For Reliability

As highlighted in Subsection 2.1.2.2, uRLLC is undoubtedly the toughest 5G service to
support with stringent latency and reliability requirements. In near future numerous in-
dustrial control, traffic safety, remote surgery, autonomous vehicle and drone-based deliv-

ery, and internet services will depend on wireless connectivity with guaranteed consistent
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latencies between 1 — 15ms and exceedingly stringent reliability requirements between
99.9 — 99.9999%, depending on the particular application [105]. The difficulty in achiev-
ing these targets primarily stems from fundamental trade-offs among reliability, latency
and throughput which renders maximizing all of them simultaneously impossible [1]. Dif-
ferent methodologies have been proposed in literature over the last few years to find a
suitable solution, but the continuous research going on indicates that we are still far from

achieving the set goals for this particular service of 5G communications.

As the name uRLLC suggests, reliability and latency are the two critical criteria of this
service. Therefore, it is logical that the techniques aim towards improving reliability or
reducing latency, since doing both simultaneously is unlikely. As far as the latency re-
duction is concerned, 5G facilitates it by allowing the use of mini-slots and introduction
of multiple numerologies in NR [106]. The use of grant-free transmission in uplink (UL)
communication is also targeted to reduce the latency incurred by the scheduling request
and its associated feedback in grant-based scheduling. However, this comes at the cost
of increased collisions. For this different hybrid automatic repeat request (HARQ) based
retransmission schemes are present in literature like Reactive, K-repetition and Proac-
tive. All of these are discussed in [107] and their performance is compared to the tradi-
tional grant-based methodology. In addition to grant-based and grant-free schemes, semi-
persistent scheduling (SPS) [108] has also been considered which is essentially a hybrid
between the two, i.e., a TP can periodically allocate the resources to the users after an

initial scheduling request.

For reliability improvement, link adaptation in terms of selecting optimum modulation
and coding is discussed in [109]. Increasing diversity helps improve the reliability of a
communication link, interface diversity for uRLLC is considered in [110] to achieve the
required latency and reliability targets. Network densification might be considered as a
technique to help with both latency and reliability enhancement, since increased num-
ber of TP would shorten the association distance, provide more resources to the users
and possibly allow multiple associations [111]. Dual-connectivity (DC) is being touted
as the technique that would primarily be used in the initial implementation of 5G for its
co-existence with LTE networks. Dynamic packet duplication in DC architecture can be

used to support uRLLC. DC-based solution is also considered for handovers in uRLLC
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in addition to MBB, RACH-less (for synchronized network), 2 7x/Rx MBB handover tech-
niques [80]. CoMP and its implementation in the form of C-RAN can be the driving force
behind multi-connectivity. Different levels of functionality splits under C-RAN architec-
ture are analyzed for uRLLC provisionin [112]. C-RAN is also considered in [113], where
a low-complexity centralized cell selection and scheduling algorithm for uRLLC users is
proposed. Use of unmanned aerial vehicles (UAVs) for uRLLC is investigated in [114],
results showing that a single link is not enough to provide the required reliability for urban

environment.

Considering these efforts, it is clear that uRLLC requirements still remain a huge challenge
and fulfilling them requires major research and effort. Motivated from that, in this paper,
we propose macrodiversity scheme considering a terrestrial and aerial hybrid network for

ensuring ubiquitous and reliable service to uRLLC users.

2.3. CoMP For Physical Layer Security (PLS)

As highlighted in Subsection 2.1.2.4, CoMP can be leveraged to provide PLS to wire-
less links, an example of which is provided here. This is based on a rather interesting
approach to combat eavesdropping given in [2], which utilizes channel shortening to in-
duce inter-symbol interference (ISI) at the illegitimate receiver, Eve. Channel shortening
filters (CSFs) have been conventionally used in multicarrier systems such as OFDM and
discrete multi-tone (DMT) to shorten the delay spread of the channel such that it is less
than cyclic prefix (CP) in length [115]. In [2], this CSF is designed considering the chan-
nel between legitimate transmitter (Alice) and legitimate receiver (Bob). As a result, the
channel impulse response (CIR) experienced on this link is shortened, allowing the legiti-
mate devices to use shorter CPs. For Eve, on the other hand, the convolution of CSF with
original CIR leads to even longer effective CIR, causing ISI which, in turn, deteriorates
Eve’s interception capability. However, in the case that Eve is closer to Alice compared
to Bob (and consequently has a shorter maximum excess delay), the shortening approach
fails. This shortcoming is addressed in the current work by exploiting the spatially dis-

tributed TPs afforded by approaches such as CoMP or multi-connectivity.

CoMP, originally introduced for interference mitigation, has been leveraged to satisty var-

ious other communication requirements including PLS against eavesdropping [45]. The
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authors in [42], [116] utilize CoMP to address the limitation of directional modulation,
while [43] uses coordinated scheduling and power allocation of transmission from dis-
tributed antenna elements in an underwater communication scenario to provide security.
A dynamic CoMP scheme is proposed in [117] to enhance secured coverage. CoMP is also
being used in UAV systems to achieve secrecy [118], where multiple ground nodes coop-
eratively detect the legitimate information sent from the UAV to enhance the legitimate

user’s performance in eavesdropper’s presence.

In this work, a spatially distributed implementation of channel shortening-based PLS is
provided. This helps mitigate the limitation of the existing shortening-based PLS [2] men-
tioned above. The performance is evaluated in terms of achievable secrecy capacity for
both approaches, showing the gains of the proposed approach over existing scheme. How-
ever, before going into the specifics of the proposed approach, we would like to provide

a brief recap of the channel shortening concept itself.

2.3.1. Overview of Channel Shortening

Multicarrier systems have attained increasing popularity due to their ability to convert
frequency-selective fading channels into flat-fading (which allows simpler frequency do-
main equalization) by dividing the transmission band into smaller bands or subcarri-
ers [119]. This capability has led to the adoption of OFDM and DMT in various cellu-
lar, WiFi, and audio/video broadcast standards. However, the advantages of multicarrier
schemes can only be realized as long as they allow for a CP or guard duration longer than
the delay spread of the multipath channel. If the CP is not sufficiently long, it leads to a
loss of orthogonality of the subcarriers resulting in inter-carrier interference (ICI) and ISI.
This motivated the design of finite impulse response filters, also referred to as CSFs, that

shorten the CIR experienced by a wireless link such that it is less than the duration of the

CP [120].

One of the most popular approaches for CSF design, referred to as maximum shortening
signal-to-noise ratio (MSSNR), was proposed by Melsa et al. [115]. The CSF in MSSNR
tries to maximize the ratio of the energy in desired CIR window, h;,, of the effective
channel to the energy outside this window, in h,;. The energy in both cases can be
expressed as

Bl hyin=w"Aw, (22)
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hT  hya =w!Bw, (2.3)

wall

where A and B are symmetric and positive semidefinite matrices, (.)7 shows trans-
pose operation, and w represents optimal shortening as long as it satisfies the constraint
wl Aw = 1, while minimizing w” Bw. The resultant effective channel is then the convo-
lution of the original CIR with CSF (or multiplication in the frequency domain), which
can be written as

1T (n) = h(n) * w(n), (2.4)

where h(n) refers to original CIR and w(n) is the CSF. Figure 2.8 provides an illustration
of how the CSF shortens the desired CIR. In this figure, the original CIRs for both, Bob and
Eve are assumed to have length, L = 8 while the desired CIR length is set as 4. Since it is
designed to increase the shortening signal-to-noise ratio (SNR) for Bob only, the effective
channels for Bob and Eve differ significantly. It can be seen that the CIR for Bob after
shortening is indeed limited to 4 taps (near zero values after that). On the other hand,
for Eve a significant amount of energy lies outside the original CIR length, shown as the
shaded rectangle, which is exploited in the form of ISI to degrade its decoding capability.
It should be noted that the CSF block is part of the transmitter, therefore, received signals

at both Bob and Eve pass through the same shortening filter.

2.4. Secure Communication In The Presence Of Eavesdropping Relays

MIMO is considered to be an essential enabler for 5G (and even Wi-Fi) and beyond wire-
less networks [121]. However, services such as mMTC and Internet of things (IoT) cannot
always ensure the availability of hardware capabilities that can support MIMO operation.
This led to the emergence of cooperative communication paradigm around the turn of
the century, where the aim is to improve the QoS of the users through cooperation. Co-
operative communication, while generally applicable to different network realizations, is
more suited to ad hoc and wireless sensor networks (WSNs) compared to the cellular
systems [122]. Unlike the latter, the former two systems lack a sophisticated authentica-
tion mechanism. This may lead to violation of a user’s data confidentiality by the very
nodes that are expected to improve the communication via spatial diversity. Accordingly,

there exists a plethora of approaches for PLS in cooperative communication, which can
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Figure 2.8: Effective CIR after (MSSNR) channel shortening is applied. Original CIR
has a length of 8 taps, while the desired CIR length is 4 taps.

be broadly categorized into cooperative relaying, cooperative jamming and their hybrid
combinations. Both these approaches usually comprise of two phases, where the first
one is broadcast of information from the source. In the second step, the appropriate re-
lay forwards the message to the destination. In the case of relaying, the selection of the
helper (relay) is done to degrade the eavesdropper’s interception capability. In the case of
jamming, the source itself, the destination, or any other helper node transmits noise-like

signals such that the eavesdropper cannot hear the message [123].

Despite the clear advantage in terms of degraded eavesdropping capability [ 124], the coop-
erative jamming techniques have various limitations. For instance, in the case of friendly
jamming the presence of a trustable node is necessary [125]. Furthermore, the jamming
signal from this helper can also degrade the destination’s performance. Destination-based
jamming techniques resolve this issue by exploiting their prior knowledge of the jam-
ming signal. However, they require full-duplexing capabilities to achieve spatial diver-
sity [126]. In both cases, jamming signals are to be transmitted throughout the first phase
(where the source broadcasts the signal) of cooperative communication, which is unsuit-
able for power-limited devices. To this end, we propose the design of a jamming signal
which is only transmitted for part of the broadcast phase, yet its effect is spread through-

out the signal duration by exploiting the properties of OFDM signals and FFT operation.
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Since the jamming signal is only transmitted during the CP part at the destination, it also

eliminates the need for full-duplexing capability.

2.5. Delay-Doppler Based Key Generation In V2X Communication

Key generation from the legitimate wireless link has been widely studied and exploited to
encrypt or modify the transmitted signal. A critical limitation in this regard, however, is
the need for reciprocity of the channel parameters used for key generation. This condition
is only satisfied in time-division duplexing (TDD) systems. While TDD systems have be-
come increasingly popular recently, they inherently incur latency which can be hazardous
in certain mission-critical, low-latency applications such as V2X communication. This
latency is cut in half in FDD systems that are also used for narrowband IoT (NB-IoT)
by 3GPP standardization. In FDD, the users experience different small and large-scale
fading due to their dependence on frequency and the fact that uplink and downlink chan-
nels are separated by more than coherence bandwidth. Hence, the generation/extraction

of matching keys in these systems is quite challenging.

Most of the key generation work in FDD systems involves estimation of the combined (up-
link and downlink) channel using some feedback mechanism between the communicating
nodes such as pilot loopback [127], combined channel frequency response (CFR) [128]
and precoding matrix indicator (PMI) [129]. An alternative is to use frequency-invariant
channel parameters such as delay [130] or angle [131]. The former considers a device-to-
device (D2D) scenario where the time-varying distance (or propagation delay) is used for
key generation. In [131], angle of arrival (AoA) in both elevation and azimuth dimensions
is used to generate the key. The angle-based approach is extended to an UAV MIMO sys-
tem in [132], where the three-dimensional spatial angle between the legitimate nodes is
used to generate the key. The eigenvalue reciprocity of the channel’s covariance matrix
is used in [133], while a reciprocal channel is constructed in [134], which is then used to

generate keys.

Amongst the aforementioned works, the combined channel-based approaches suffer from
extra latency incurred due to the feedback process. On the other hand, the angle-based

methods require a high number of antennas at the communicating nodes. Moreover, the
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covariance matrix-based technique offers low key generation rate (KGR) [135]. There-
fore, it is necessary to devise novel mechanisms capable of providing reciprocal keys in
FDD systems. In line with this, we look to leverage OTFS transmission, which has been
recently popularized for high-mobility scenarios, for PLS. Presently, the secrecy perfor-
mance of OTFS-based transmissions has been studied for uplink satellite [ 136] and unicast
services [137]. The former considers an eavesdropping satellite and a cooperative UAV
jammer, while the latter analyzes the impact of the eavesdropper’s mobility on secrecy.
A channel-based pre-rotation is proposed in [138] which leads to constellation distortion
at the eavesdropper. Channel-dependent seed is employed in [139] to generate a Gosu-
darstvennyi standard-based sequence which is then used to perturb the OTFS modulation
and secure the transmission. However, none of these works utilize the delay/Doppler
channel representation as the source of shared secret sequence, which is addressed in this

work in the following manner:

 This is the first work that uses the delay/Doppler indices of the wireless link be-
tween legitimate transceivers to generate the shared private sequences (referred to
as “key* henceforth). Since high-speed scenarios are susceptible to fast variation
of the channel, an FDD system is considered and OTFS transmission is employed
to convert the fast-varying channel to slow-varying in the delay-Doppler (DD) do-
main. Moreover, the realistic case of integer delay and fractional Doppler shifts is
considered, since it is implausible to have long frame duration in systems with low

coherence time.

* Itis analytically shown how distinct Doppler shifts are encountered at the legitimate
receiver versus eavesdropper as a function of the node velocities and angles between
the transmitter, receiver, and environmental reflectors. In conjunction with the in-
teger delay and Doppler shifts, the fractional Doppler shifts are used to generate the

keys via quantization.

» To provide further insights, the proposed approach is evaluated in terms of KGR,
key mismatch rate (KMR), and secret key capacity as a function of the quantiza-
tion levels and channel correlation. Moreover, the randomness of generated key
bits is assessed in light of the statistical test suite provided by National Institute of

Standards and Technology (NIST).
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2.6.

Unified PLS Framework

PLS is not necessarily a new topic. In fact, there is a plethora of academic

works. Readers are referred to https://www.comsoc.org/publications/

best-readings/physical-layer-security for a list of selected readings on

PLS that look at the different facets of PLS ranging from information-theoretic foun-

dations to its practical implementation. That said, till now there is no unanimous

definition for PLS or an accompanying framework that encompasses the different

approaches developed. Accordingly, in this work we contribute the following to the

PLS literature:

— Keeping in view the myriads of mission-critical applications expected in

2.6.1.

5G and beyond networks, wireless security is a non-negotiable requirement.
Even though PLS has primarily been studied to secure communication, it ap-
plies to any wireless technology application including sensing. Accordingly,
in this work, we provide a generalized framework for PLS that is relevant for

all wireless systems.

We split the PLS fabric into observation and modification planes and provide
a novel manner of categorizing the existing (and future) PLS mechanisms
depending on how they leverage the physical properties of the wireless signal

and/or radio environment to secure the wireless link(s).

The different domains of PLS are discussed under the modification and ob-
servation plane concepts, enabling a vision of future PLS mechanisms for

next-generation wireless systems.

The importance of PLS in paradigms such as non-terrestrial networks
(NTNs), uRLLC, IoT, V2X, THz, and joint sensing and communication (JSC)
is highlighted, followed by identification of the associated technical chal-

lenges.

Overview of Wireless Security Threats

Wireless systems enjoy a uniquely important place in our daily lives. While their

ubiquitous presence simplifies countless tasks, the broadcast nature of wireless
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transmissions poses inherent security risks, some of which are illustrated in Fig-
ure 2.9. In this section, we briefly describe the primary motivations behind various

attacks before providing some examples from real networks.

2.6.1.1. Classification of Attacks

The preliminary goal of PLS approaches is to make use of the properties of the
PHY layer such as randomness of wireless channel and uniqueness of radio fre-
quency (RF) fingerprints to address all the security requirements in wireless sys-
tems. These requirements are represented by the CIAA quartet (confidentiality,
integrity, authenticity, and availability), fulfillment of which characterizes a secure
and reliable communication system. In the following text, we will look at each

requirement one by one along with the possible attacks that target them.

Confidentiality is arguably the first requirement that pops into one’s head when
thinking about communication security. A confidential system aims to limit the
disclosure of information only to the legitimate receiver while preventing its inter-
ception by malicious entities [140]. The violation of confidentiality, referred to as
an eavesdropping attack, results in the attacker being able to obtain and decode the
secret data/signal content [55]. Conventionally, data encryption is the most com-
monly used technique for masking important and sensitive contents (where the en-
cryption key may be shared or extracted from the wireless channel). In this case,
an eavesdropper might be able to intercept the transmitted signal but cannot obtain

any critical information from it [141].

Authentication ensures correct identification of the communicating nodes while
integrity ensures that the message/data is not tampered with by the malicious at-
tacker(s). A spoofer, on the other hand, attempts message injection, false reporting,
data modification, and so on. A man-in-the-middle attack, for instance, is an at-
tack against the integrity of information where, as the name implies, the attacker
sits between the communicating nodes and manipulates the transmitted data [142].
To mitigate any inconvenience of such kind, the communicating nodes first per-
form mutual authentication (i.e., initial handshake) before establishing a commu-
nication link for data transmission using unique identities such as medium access

control (MAC) and Internet protocol (IP) addresses. This step is to confirm that
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Figure 2.9: Types of PLS threats in wireless network.

the communication request comes from the authorized nodes, distinguishing them
from other nodes. It is evident that authenticity and integrity can be fulfilled simul-
taneously. For the sake of node authentication at the PHY layer, hardware [143],

channel [144], and tag-based authentication [145] methods are employed.

Even if the transmitted data is kept confidential and its integrity and node authen-
ticity maintained, it is often useless unless the authorized nodes are capable of ac-
cessing a wireless network anytime and anywhere upon request. The violation of
availability, referred to as denial of service (DoS), will result in the authorized nodes
being unable to access the wireless network, which in turn results in an unsatisfac-
tory user experience. More specifically, a malicious node may launch DoS attack at
the PHY layer by generating interference signals for disrupting the desired commu-
nication, which is also known as a jamming attack. This type of attack is segregated
into proactive and reactive attacks [146]. A proactive jamming attacker transmits a
jamming signal irrespective of the legitimate data transmission. As opposed to the
proactive jamming attack, the reactive jammer starts jamming only over non-idle
channels. To mitigate these attacks and ensure availability, we can use redundant
communication links that become available when the primary link has been dis-
rupted. Spread spectrum techniques are also used to combat jamming attacks by

spreading the signal’s energy over time and frequency domains [147].
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2.6.1.2. Examples of Real-World Attacks

To enable better understanding for the readers, we provide some examples of se-
curity breaches in real-world communication systems. These attacks typically in-
volve low-end IoT terminals normally seen in smart city paradigms such as smart
homes, transportation, and grids. Here it should be reiterated that conventional
cryptographic approaches are relatively complex and, therefore, ill-suited to such

applications.

Intelligent transportation systems (ITSs) envision the integration of sensing, control,
analysis, and communication technologies into travel infrastructure and transporta-
tion to improve mobility, comfort, safety, and efficiency. As such, they rely heavily
on secure V2X communication to ensure their smooth operation. However, mali-
cious adversaries can disrupt their safety functions by injecting false measurements
to compromise the security of drivers and pedestrians. In the case of obstacle/object
detection, the falsified data might result in drivers making incorrect and unsafe de-
cisions leading to collisions [148]. When launched on a larger scale, these attacks
can cause multiple accidents, delays, and traffic jams. If combined with any disas-
ter, it could even hamper the movement and performance of disaster-relief teams,

leading to increased casualties.

Besides, the smart grid, which is basically the next generation of power electric
system, relies on robust communication networks to provide efficient, secure, and
reliable power delivery. Thus, network security is of critical importance in the smart
grid. A set of attacks on the smart grid is investigated in [149], ranging from di-
rect load shifting to meter data manipulation. Specifically, at a smaller scale, the
adversaries can control certain IoT devices, such as home appliances, in the smart
grid and induce an abnormal working state in these devices, e.g., increasing the
power consumption. In terms of large-scale attacks, aggressive adversaries can
compromise many high-wattage [oT devices to manipulate the power demand in
a larger smart grid. The work in [150] demonstrates a large-scale attack model on
real-world grids, using a botnet to turn on and off a large number of IoT devices
synchronously, resulting in massive power fluctuations with the potential to cause

a large-scale blackout.
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In addition to the active attacks described above, smart home appliances such as
IP cameras, smart motion sensors/speakers, and other [oT devices tend to have ac-
cess to significant amounts of personal data through various user accounts as well
as real-time spatial or positional information, which may be the target of passive
eavesdropping attacks. An adversary may learn a user’s behavioral patterns as well
as their credentials for different accounts. With such information, the adversary can
then apply the password dictionary in a brute-force attack to guess the password
and compromise the system. This has been demonstrated in a real-world case of [P

camera identity leakage [151].

2.6.3. Physical Layer Security Framework: Definition and Domains

The basic idea of PLS is providing unbreakable, provable, and quantifiable secrecy
from an information-theoretical point of view [140]. This is generally thought to be
achieved through the intrinsic characteristics of the wireless channel such as fading,
interference, and multipath propagation [50], [152], [153]. These methods are used
to either authenticate the identity of the user or ensure confidentiality of the trans-
mission by ensuring better signal reception at the legitimate receiver compared to
the illegitimate/malicious attacker [154], [155]. Apart from the channel itself, other
works have also exploited the hardware/RF properties of the transceivers for device
authentication [156], as well as physical parameters (such as distance/angle between

devices) in the environment to ensure confidentiality [157].

In essence, PLS admits the following approaches to its fold: (a) extraction of secret
keys to encrypt/decrypt data bits, (b) modification of physical signal/transmission
based on securely shared keys, and (c) modification of physical signal/transmission
based on extracted keys. While the current literature boasts various works provid-
ing an overview of existing PLS techniques with the focus either on certain attack
types or their counter-measures - such as [55], [158] focusing on confidentiality
and [159], [160] targeting anti-jamming PLS mechanisms - a singular definition
and framework that not only encompasses the existing works but also enables the
development of next-generation PLS methods is still lacking. Consequently, in this
work, we provide a PLS framework that plugs the aforementioned gap in the liter-

ature by elaborating how PLS is achieved by first observing and then utilizing the
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Figure 2.10: Illustration of PLS conceptual framework.

dynamic characteristics of wireless signals, RF front-end of the devices, transmis-
sion medium, and radio propagation environment to secure wireless transmissions.
Here we would like to clarify that the goal of this particular work is NOT to survey
all PLS works, rather we just present selected works relevant to different categories

of approaches to illustrate how they fit in with the proposed framework.

Figure 2.10 provides a high-level illustration of the PLS framework. Essentially, an
observable plane serves as the source of randomness/uniqueness that can be lever-
aged to secure or authenticate wireless transmissions. These observations may come
from the channel, RF front-end, or the radio environment as long as they follow
certain criteria. The parameters extracted from the observation plane (or securely
shared sequences) are then used to modify the transmissions on the bit, signal, or
network level. However, it should be noted that in any approach either the ob-
servation or modification parameters should be physical in nature. For instance,
the combination of non-observable shared sequence with bit-level modification is
NOT considered to be covered under the PLS umbrella (rather it is considered to be
cryptography). The following passage provides more details regarding the modifi-
cation/observation planes with selected examples from the literature, while a sum-

mary of the same is provided in Table 2.1.
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Table 2.1: Examples of existing PLS schemes categorized according to PLS’s threats,
countermeasures and definition.

Physical Observable
Threats Countermeasures Example
Modification | Parameter
v/ X Constellation rotation using pseudo-random sequence
Signal design [161], [162] and Chaotic-random sequence [163].
v/ v/ Using channel information for constellation rotation
Eavesdroppin [164], modulation selection [165], symbol interleav-
pping ing [166], channel shortening filter design [2].
Key generation X v Generating channel-based key to secure the transmit-
ted bits [167].
L. v v Design channel-based alignment signal [168].
Interfering signal - — -
v X Adding pseudo-random artificial noise [169].
Beamforming v v Design channel-based linear precoding matrix [170].
Cooperative
P o v X Utilizing cooperative jamming [171], [172], and
communication CoMP [43].
RE/Hardware-based X v/ Identify the receiver devices based on hardware fea-
tures, e.g., IQI and power spectral density [173].
Spoofing Channel-based X v Identify the receiver devices based on location fea-
tures, e.g., RSSI and CSI [174], [175].
Authentication tag v v Generating channel-based authentication tags [176].
Cooperative
P . v X Cooperative communication using trusted relays
communication [177].
Jamming v v Generating channel-based frequency hopping se-
Spread spectrum
quence [178].
v X Utilizing pseudo-random frequency hopping se-
quence [147].
Beamforming v X Implementing directional antenna [179], and RIS
[180]

2.6.3.1. Observation Plane

The observation plane consists of the various parameters related to the wireless
propagation environment that serves as a source of entropy and randomness which
can be leveraged to secure the wireless link. These parameters should comply with

the following properties:

— Measurability: This term indicates the extent to which the observable pa-
rameter is capable of being noticeable, visible, and discernible. Specifically,

it must be quantifiable, i.e., it can be measured using a scientific process.

— Reciprocity: This expression implies that the observable parameter’s re-
sponse measured at location A is theoretically identical to the response mea-
sured at location B, considering that the wireless transmission takes place

between location A and B.

— Uniqueness: For a particular transmission, the observable parameter should
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be unique, distinctive, and solitary in its characteristics. For instance, a third
party that lies away from the legitimate transceivers should obtain a parameter

uncorrelated to that between the legitimate parties.

— Randomness: From a statistics perspective, the observable parameter should
have no apparent order and its individual values are uncertain and unpre-
dictable. Specifically, the values of the observable parameter can be ran-

domly modeled.

In the following text, we will evaluate the different domains, i.e., wireless channel,

RF front-end, and radio environment, one by one in light of the same criteria.

2.6.3.1.1 Channel: Asawireless signal passes through the propagation environ-
ment, the interaction between the signal and objects in the environment manifests
in the form of phenomena such as absorption, reflection, refraction, and diffraction.
These phenomena are rendered time-variant and random due to mobility in the en-
vironment [181]. From the communication perspective, the random behavior of the
channel becomes challenging, especially in rich scattering environments since the
coherence distance, time and bandwidth become limited. On the other hand, this is
invaluable from the PLS perspective as the channel observations of legitimate and

illegitimate nodes become independent (as long as they are half-wavelength apart).

Here it is important to look at the wireless channel in terms of the ideal properties of
the observable plane parameters. Even though the interaction between the wireless
signal and the environment is fairly complex, various models have been developed
to provide a mathematical representation of the influence that the environment has
on the signals. As such, various quantities such as RSSI, CSI, CIR, and CFR are
used to measure the channel. For the sake of modeling and analysis, the channel is
generally represented as a finite impulse response (FIR) filter. If all other parameters
(especially frequency) are kept constant, the channel is reciprocal, i.e., the channel
response is the same in both uplink and downlink directions. In fact, reciprocity is
one of the main motivations for the use of TDD systems. Moreover, the propagation
environment consists of several objects with different reflection/absorption capa-

bilities, leading to multipath propagation, i.e., when different replicas of the signal
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Figure 2.11: Difference in observed channel parameters such as CIR’s amplitude (shown)
and phase (not shown) can be used for link/device authentication.

arrive at the receiver with varying power levels and phases. These multipath compo-
nents (MPCs) are modeled to be random and may add up constructively or destruc-
tively [182]. This randomness in turn means that the observed channel parameters
are unique for different wireless links (as shown in Figure 2.11), and can therefore
be used for link authentication. For instance, in [183] an machine learning (ML)-
assisted wireless fingerprinting approach is proposed to complement higher-level
authentication where the identity of each node is validated by its wireless channel
properties. It should be noted that the uniqueness of the channel depends on the
richness of the environment which, in turn, is a function of transmission parameters
like carrier frequency. In case the propagation environment has poor scattering, the
assumption regarding the independence of legitimate and illegitimate channels may
not hold [184]. Consequently, in such cases, it is advisable to complement channel-
based PLS techniques with other approaches that consider RF front-end or radio

environment map (REM) information, as discussed later.

One of the major advantages of exploiting wireless channel for PLS comes from the
fact that channel estimation is an integral part of wireless communication. Since
the wireless channel is highly dynamic, the communicating nodes need to know
the effect that the environment has on the signal so that it can be removed, and a

clean signal can be recovered at the receiver. The PLS methods, therefore, do not
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cause unnecessary overhead in terms of channel estimation. Consequently, wireless
channel and its properties have been widely used in PLS for link adaptation [185],
channel-based key generation [186], node authentication [187], and interfering sig-

nal injection [188].

In link adaptation, the goal is to utilize the independence of channel fading experi-
enced by the legitimate and illegitimate nodes. In this category of approaches, the
transmission parameters are adapted to optimize the communication over the legit-
imate link. Since the transmitted signal is adapted and optimized specifically for
the legitimate receiver, it provides inherent security against any other user without
requiring any additional processing or computation at the former [55]. Examples of
link adaptation-based PLS approaches include subcarrier allocation [166], adaptive
modulation and coding [185], power allocation [189], pre/post-coding [190], etc.
As illustrated in Figure 2.12, key generation has four main steps. The first step is
called channel probing where both users obtain their measurements of the shared
channel. This is followed by quantization, where the analog measurements are con-
verted to binary values. The quantization level is usually dictated by the SNR level
of the measured channel. Quantization is followed by the information reconcilia-
tion step to take care of any disagreement/mismatch in the earlier measurements.
Since this step involves the public exchange of information between the legitimate
nodes, it is possible a malicious node might also extract some information. There-
fore, to ensure the security of the generated key, privacy amplification is employed
where any compromised information/bits from the keys are removed [191]. In node
authentication, the spatial decorrelation of the wireless channel between legitimate
and illegitimate nodes is exploited to verify the identity of the user. Generally,
node authentication consists of training and message transmission phases. In the
former, a database of the channel fingerprint is built, while in the latter the actual
transmission is tested against the database to corroborate that the current and prior
transmissions are carried out by the same user [192]. Here, it should be noted that
for channel-based authentication to be useful, both training and transmission phases
need to occur within the coherence time of the channel. Interfering signal injection

(discussed in detail later) includes techniques where intelligently designed signals
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Figure 2.12: Basic steps for wireless channel-based key generation

are added on top of the transmitted data while taking into consideration the legiti-

mate channel to ensure that they do not interfere with the legitimate reception.

Here, it should be reiterated that the channel observations are in fact a function of
the transmission parameters used. For instance, path loss depends on the carrier fre-
quency, with higher frequencies such as mmWave and THz undergoing significantly
increased attenuation compared to the conventional systems. Since the classical
channel models were developed for sub-6 GHz bands, they are unable to capture the
propagation at these higher bands. As[193] illustrates, non-line-of-sight (NLoS) en-
vironment can not be modeled by a Rayleigh distribution at 28 GHz while a similar
observation for THz bands is provided in [194]. Given that propagation in mmWave
and THz bands is similar to each other [195], while being vastly different from con-
ventional systems, it is necessary to develop and utilize more appropriate (and ac-
curate) models capable of representing the heterogeneous networks expected in be-
yond 5G networks. Consequently, based on two-wave with diffuse power (TWDP)
model [196] - which provides a physical explanation of why Rayleigh/Rician fad-
ing might not completely capture wireless fading - other models such as N-wave
with diffuse power (NWDP) [197] and fluctuating two ray (FTR) [198] have been
developed. NWDP generalizes TWDP to include N dominant MPCs in addition to

the diffused components. The impact of the number, amplitudes, and total power
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of these dominant MPCs on PLS metrics such as secrecy outage and capacity is
provided in [197]. The authors analytically show that a more unbalanced distri-
bution of amplitudes amongst the dominant MPCs of legitimate link compared to
illegitimate one can significantly increase secrecy. The security analysis for FTR
is found in [199], where the authors validate that increasing (decreasing) SNR of
the legitimate (illegitimate) link leads to secure communication, and light shadow-
ing in the eavesdropper’s link improves secrecy capacity. In addition to the dif-
fuse component-based models, other generalized models have also been proposed
recently. «-u fading model, which provides a generalized representation of line-
of-sight (LoS) environment, has been analyzed from secrecy capacity and secrecy
outage probability in [200]-[203] where [201], [202], and [203] focus on single-
input single-output (SISO), single-input multiple-output (SIMO) and MIMO sys-
tems, respectively. Secrecy outage for a-n-u and a-k-u in presence of a passive
eavesdropper is provided in [204]. It should be noted that @-r-u model is used to
represent the NLoS propagation with its non-linearity and non-homogeneous na-
ture, while a-«x-u models propagation where LoS link also exists. Secrecy capacity
and outage analysis of the even more general a-n-«-u model, which has been shown
to fit well with the measurements at mmWave frequencies [205], has been provided
in [206]. (For more details regarding the performance of PLS methods under gen-

eralized fading models, readers are referred to [207].)

2.6.3.1.2 RF Front-end: Inaddition to the wireless medium itself, the RF front-
end also suffers from imperfections leading to impairments such as clock jitter,
phase noise, carrier frequency offset (CFO), in-phase/quadrature imbalance (IQI),
non-linearity of the power amplifier, and antenna imperfections [208]. Since these
impairments vary from device to device, they can be considered as device “fin-
gerprints” that may then be used to distinguish between different devices [156].
As such, RF fingerprinting is one of the popular PHY layer authentication mecha-
nisms (see Figure 2.13), targeted at eliminating (or at least detecting) any attacks
on the node identity or message integrity. Another benefit of using RF finger-
print is how they complement the channel-based authentication. This is illustrated

in [209], where device authentication is carried out using the device fingerprint
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Figure 2.13: The RF impairments serve as potential “fingerprints” for wireless nodes.

while channel-based key generation is applied for secure communication in IoT
devices. In general, while the channel-based methods are considered to be more ap-
propriate for indoor and relatively stationary environments (so that authentication
is not needed too frequently), the RF-based approaches can be leveraged in mobile

environments due to their stability.

One of the challenges faced in RF-based PLS, however, is the reliability of the
fingerprint in real network conditions. For instance, a single impairment may not
provide enough dynamic range to enable distinction between devices. Different ap-
proaches to address this have been studied with [210] using a weighted combination
of multiple device characteristics, while [211] discusses a collaborative approach to
where observations from multiple nodes are used to authenticate a device. Similar to
channel-based PLS, a major motivation for using RF impairment-based security so-
lutions is the fact that they need to be identified/measured anyway to ensure reliable
communication. However, a major issue in this regard arises when the hardware im-
pairments have a similar effect on the signal as certain channel-related phenomena.
For instance, mobility in the environment leads to Doppler spread/shift which is, in
essence, a change in the frequency as seen by the receiver. This is similar in effect to
the local oscillator imperfection leading to CFO and imperfect frequency synchro-
nization. In such scenarios, one approach might be to try and separate the channel
effects from device impairments utilizing the fact that the former are varying on

a much smaller time scale while the latter are more stable [212]. An alternative
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Figure 2.14: The physical parameters observed from the environment (such as distance
or angle between the nodes) serve as the source of keys to be used for PLS.

to this is to incorporate both the channel and RF-based impairments into a time-
varying device fingerprint, as illustrated in [213], where the CFO due to oscillator
mismatch is combined with channel induced Doppler into a time-varying CFO used
for authentication of the device. A similar approach is used in [214], [215]. In
the former, imperfect or “chaotic” antenna geometries and activation sequences are
used for authentication while in the latter beamspace representation of the mutual
coupling between multiple antennas of a mmWave MIMO system is used for the

same purpose.

2.6.3.1.3 Radio Environment/Sensing: As wireless signal traverses the air, it
experiences different phenomena (such as absorption, reflection, refraction, diffrac-
tion, etc.) due to the objects and their properties in the surrounding environment.
Similar to the independence of the channel in a rich scattering environment, the sur-
rounding objects and their properties might also be independent and therefore, serve
as an environment fingerprint for different links. Properties such as distance, speed,
angle, size of objects, or their constituent materials exemplify the different observ-
able parameters that can be considered to either authenticate or secure a wireless
link [216]. Figure 2.14 illustrates how different physical parameters can be used to

generate keys in the network.
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The most popularly used environment-related physical measurements for PLS in-
clude the distance or angle between the communicating nodes. For instance, the
AoA-based key generation is employed in [131], where azimuth, elevation, or both
angles are used to generate the secret key. The authors argue that AoA-based ap-
proach exhibits a lesser mismatch rate compared to channel-dependent key genera-
tion, rendering it more suitable for low SNR scenarios. Moreover, [157] proposes
key generation based on the relative location of the communicating nodes. Since
the relative location or distance is a reciprocal quantity, it eliminates the need for
sharing the entropy source between the devices. There are various ways of cal-
culating the distance, such as received signal strength (RSS) or time difference of
arrival (TDoA)-based approaches [217]. As in the case of RF-based approaches
mentioned earlier, it is possible to use parameters obtained from the radio environ-
ment or sensing in conjunction with channel knowledge, as is the case illustrated
in [218]. It should be pointed out that in our generic PLS framework the sens-
ing is not limited to RF domain. It is also possible to incorporate the information
learned from external sensors including (but not limited to) cameras, LiDar, humid-

ity/temperature sensors, etc.

2.6.3.2. Modification Plane

In the previous subsection, we looked at the observation plane which serves as the
source of randomness/entropy which can then be exploited to secure the wireless
link. The exploitation can be realized on the bit, the signal, or the network domain,

which collectively make up the modification plane.

2.6.3.2.1 Data Bits: Wireless security mechanisms have conventionally been
employed at the bit level. Classically, data is secured by converting the message
or plaintext to ciphertext using some encryption mechanism [219]. Here it is im-
portant to make the distinction between cryptography and key-based PLS. In both
cases, the transformation takes place at the bit level. In the former case, the key
may or may not be shared between the communicating nodes in the cases of sym-
metric and asymmetric encryption, respectively. Either way, the encryption is done

on the basis of a known/shared sequence. Since this process, including the key
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sharing/management, is generally carried at higher layers, it is not covered under
the PLS paradigm. On the other hand, PLS incorporates the key-generation mech-
anisms depending on the observable parameters related to the wireless channel and
the radio environment around the communicating nodes as discussed in the previous
section. Since both transceivers observe the same channel/environment from which
the key is extracted, there is no need for key exchange in PLS mechanisms [220].
In addition to key-based PLS, channel coding has also been utilized to provide se-
curity at the bit level. While various realizations of this exist (including polar [221],
low-density parity check (LPDC) [222] and other genres of codes [153]), one of the
critical limitations of coding-based mechanisms is that the eavesdropper’s (wiretap)

channel needs to be degraded as compared to the legitimate link [223].

It should be noted that modification on the bit level is merely targeted at protec-
tion against eavesdropping. Jamming and spoofing are not addressed under this
paradigm, which also happens to be a significant limitation of the standard crypto-

graphic security solutions.

2.6.3.2.2 Wireless Signal: The majority of the work pertaining to PLS arguably
falls under the wireless signal domain. Here it should be noted that in the context
of modification plane, wireless signal covers all the blocks between the coded bit-
stream of data and the antenna at the transceivers. In the case of eavesdropping,
this category of security solutions essentially aims to provide better data decoding
capability at the legitimate receiver compared to the malicious attacker. This can
either be done by intentionally degrading the performance of the eavesdropper or
by improving the QoS for the legitimate receiver. Methods such as adaptive re-
source allocation [185] or beamforming [224] in the direction of legitimate node
inherently provide some PLS since they are aimed at improving its link quality.
Although the design of beamforming can be done according to different criteria
(linear [225], [226] or nonlinear [227], [228]), a common goal is to direct the le-
gitimate signal towards the legitimate receiver, while reducing the signal strength
at the eavesdropper direction by making use of the spatial degree of freedom. A

challenging issue in guaranteeing PLS arises if the eavesdropper is located closer
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to the transmitter than the legitimate receiver. In this context, the secrecy perfor-
mance of spatial beamforming may not be satisfactory. On the other hand, there are
various realizations where the interfering signal may be generated at the eaves-
dropper such that it lies in the null space of the legitimate receiver, i.e., it does
not interfere with the legitimate receiver’s signal. For this, certain works assume
knowledge about eavesdropper location/CSI and modify signals such that decod-
ing capability at that particular node is degraded. For instance, [229] and [230]
assume knowledge of the eavesdropper’s CSI while adding artificial noise to the
transmitted signal. However, this assumption cannot be counted upon, especially
in the case of passive eavesdroppers. The more realistic alternative is to design in-
terfering signals just considering the legitimate link’s information. This is evident
in [231] where the legitimate transmitter only knows the legitimate channel and has
fewer antennas than the eavesdropper. Similar to this, noise-loop modulation is
proposed in [158] guaranteeing secure and reliable transmission. In this approach,
the legitimate receiver purposely jams the transmission by deliberately introducing
noise in the channel leading to the concealment of the information from the ille-
gitimate node, no matter its computational power. Another PLS approach, called
signal design [232], has shown significant performance gain in preventing reliable
data transmission to eavesdroppers by altering the signal structure (e.g., modulation
scheme, constellation structure, extra process, etc.) such that an eavesdropper is
unable to decode the received signal correctly. Constellation adaptation depending
on the legitimate CSI has been proposed in [233] where the constellation order (and
mapping) is modified depending on the channel phase. As a result, the eavesdrop-
per is unaware of the modulation scheme/order being used in the transmission block
and therefore, incapable of demodulating it as shown in Figure 2.15. In addition
to channel-based sequences, other shared sequences have also been used for con-
stellation rotation [161], [162]. All these approaches lead to a seemingly chaotic
signal [163], characterized by a cloudy/distorted constellation, being observed by
the eavesdropper. Channel-based shortening is proposed in [2] where a shorten-
ing filter is designed to reduce the effective delay spread at the receiver and the

CP is reduced accordingly leading to ISI at the eavesdropper. The authors in [234]
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Figure 2.15: The modulation order/scheme is modified according to channel information
making it difficult for the eavesdropper to intercept and demodulate the signal.

propose adaptive and flexible PLS algorithms where data and pilots are jointly se-
cured. Particularly, minimum-phase all-pass channel decomposition is exploited,
where the proposed algorithms precode the data and pilots using the all-pass com-
ponent of the channel which is random enough to provide security without causing
peak-to-average power ratio (PAPR), thus not harming the performance of the le-
gitimate user. Apart from the channel knowledge, RF impairments have also been
used to secure communication. For instance, in [235] the authors leverage the CFO
by pre-equalizing its combined effect with the channel to provide secure commu-
nication. Since CFO of the legitimate link is independent of and unknown to the

eavesdropper, the eavesdropping quality is degraded.

In terms of jamming, the most commonly utilized spread spectrum approach is
to dynamically change the frequency at which the legitimate transmission is taking
place to disrupt the jamming. The frequency hopping can be done on the basis of a
pre-shared sequence [147], or alternatively, a channel-dependent sequence can be
utilized [178]. While these approaches might be sufficient for rudimentary jamming
attacks where the attacker does not have the capability to monitor and adapt to fre-

quency hopping, more sophisticated and intelligent jammers capable of monitoring
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the transmission can still be problematic. To address such attacks, a rather interest-
ing approach is developed in [236] where the legitimate transmitter leverages deep
reinforcement learning to first understand the jammer’s strategy and then find the
optimum countermeasure. It adapts its own transmission parameters in addition to
harvesting the energy from the jamming signal. This does not only waste the at-
tacker’s power resources but also enables the legitimate node to augment its own

transmission via ambient backscatter communication.

As far as spoofing is concerned, most PLS solutions target the authentication of
the communicating node (and thereby the message itself) using either the wireless
channel [175] or RF impairments [173]. Neither of these approaches requires any
modification of the transmitted signal. However, a handful of works have proposed
the addition of an authentication tag to the wireless transmission. The tag, inde-
pendent of the message, is encrypted and embedded into the transmitted signal and

used to differentiate the legitimate device from an illegitimate one [237].

It is evident from the above discussion that a plethora of signal modification PLS
solutions have been developed against eavesdropping. Moreover, modification of
the signal parameters is arguably the only effective approach to mitigate jamming.
On the other hand, signal modification is not necessarily the best (or most popular)

approach for protection against spoofing.

2.6.3.2.3 Network: The network in the context of the modification plane refers
to the different nodes present in the environment. This may include relays in a
cooperative communication scenario, base stations (BSs) in a CoMP architecture
and RISs in smart radio environments. The cooperative communication paradigm
has gained increasing popularity since it enables otherwise resource-constrained de-
vices to reap the diversity benefits of MIMO technology in a distributed manner with
the help of helper nodes or relays [122]. The cooperative communication process
usually has two phases, where the first phase involves the broadcast transmission
from the source (to both relay and destination), while in the second phase the relay
retransmits the signal towards the destination [238]. These systems are regularly de-
ployed in ad hoc or WSNs, where the decentralized structure, coupled with device

limitations renders the authentication more burdensome compared to conventional
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cellular or Wi-Fi systems. The lack of authentication leads to the possibility of
malicious attackers posing as relays to adversely affect the communication. Ac-
cordingly, several approaches relying on cooperative relaying and jamming have
been developed to alleviate the issue of untrustable relays [124]. In cooperative re-
laying, if there is the possibility of eavesdropping, trustworthy relay(s) are selected
to avoid interception of the message. However, this might inhibit the diversity ben-
efit which is the primary motivation of cooperation. Alternatively, in cooperative
jamming, a known jamming signal is transmitted by either source, destination, or
a helper node to disrupt the potential eavesdropper’s interception. In the case of
destination-based jamming [126], while the need for a helper is eliminated, the sys-
tem cannot take advantage of the diversity unless the destination has full duplexing
capability. Moreover, jamming, in general, is a power-hungry approach. An in-
teresting workaround to this problem is provided in [59] exploiting the properties
of FFT operation in OFDM transmissions, where the destination node transmits a
jamming signal only during the CP duration of the broadcast phase. The FFT op-
eration causes this jamming signal to spread throughout all the subcarriers at the
relay, causing ICI and reduced interception. Since the signal is only transmitted for
a limited (i.e., CP) duration the proposed solution is more power-efficient and does

not require full duplexing capability.

Unlike cooperative communication, CoMP is strictly a cellular concept developed
to mitigate the inter-cell interference, particularly for small cells and heterogeneous
network deployments. CoMP was initially introduced for LTE in 3GPP Rel-11 [66],
with various enhancements in the succeeding releases. While it is not the primary
driver behind CoMP, a handful of works have looked at CoMP from other perspec-
tives including PLS [45]. In an underwater communication scenario, the transmis-
sions from multiple distributed antenna elements are scheduled (and their power
controlled) such that the received signal at the legitimate receiver is clean and non-
overlapping (from the different antenna elements) while the packets from different
antenna elements overlap and interfere at the eavesdropper [43], as shown in Fig-
ure 2.16. The distributed BSs are also utilized to overcome the limitation of direc-
tional modulation where the eavesdropper lies in the same direction as the legitimate

receiver [116]. This concept has also been extended to sparse environments, where
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Figure 2.16: Intentional misalignment of the received packets (sent from different antenna
elements) at eavesdropper to degrade its interception capability

coordination ensures that the transmitted message is only recoverable at the inter-
section of the transmissions from cooperating BSs [42]. The multipoint (or multi-
landmark) is also extended to authentication, where RSSI observations are obtained
at various physical locations to confirm the identity of a user [239]. The presence of
multiple antennas at each landmark also provides better spatial resolution to further

improve the accuracy of authentication.

In conventional wireless systems, the propagation channel is a function of the sur-
rounding radio environment. It is, therefore, assumed to be uncontrollable and the
transceivers can only try to compensate/mitigate this effect. Given that information-
theoretic PLS requires the legitimate user’s channel to be better than the illegitimate
one’s, the uncontrollable nature of the channel can be a hindrance to ensuring the
security of communication [240]. However, the smart radio environment paradigm
empowered by RISs envisions wireless channel as a controllable entity [241], which
opens various new avenues for PLS using RISs. The authors in [242] further explore
RISs in beamspace context and show how the channel is converted from a design
problem with unknown gains into a design element with controlled gains. Having a
controlled object in the environment opens a new dimension in addressing current

and future problems in the wireless network. For instance, the scatterers in RIS can
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be programmed to fast fade the channel of an eavesdropper, while maintaining a sta-
ble channel for intended users. Essentially, there are two main ways in which RISs
can be exploited for secure communications, i.e., either by improving the secrecy
rate/capacity of legitimate users or by enabling covert communications to hide the

ongoing communication from the illegitimate user.

A survey of the former approaches is provided in [243], where various scenarios,
systems models, optimization problems, and methodologies are discussed. RIS en-
ables joint active/passive beamforming at the transmitter and RIS, respectively, us-
ing a large number of antenna elements available at the latter. This has been used
to protect the communication from eavesdropping in [244], even in the presence
of a stronger eavesdropper channel compared to the legitimate one in a LoS prop-
agation environment. Joint beamforming is also discussed in [245], where authors
motivate the use of RIS in mmWave and THz bands in the presence of a passive
eavesdropper. RIS, in conjunction with artificial noise, is discussed in [246], where
multiple eavesdroppers are present in the vicinity of the RIS. The impact of RIS
on secrecy outage and average secrecy capacity in a vehicular paradigm is studied
in [247], where the authors consider two scenarios, i.e., when the RIS is adjacent
to the transmitter, and secondly when it is mounted on a building on the roadside.
In [248], RIS is exploited to provide secure connectivity in D2D scenario where the

direct link between users is unavailable.

RISs have also been purported as enablers for covert communication. For instance,
[249] considers the case where a warden tries to detect the communication while an
eavesdropper aims to intercept it. In such a system (or adversary) model, not only
is the secrecy capacity to be optimized but also the received power at the warden
needs to be minimized. In [250], adversarial machine learning is employed for deep
neural network (DNN)-empowered illegitimate receiver to ensure that the adversar-
ial perturbations in transmissions have an adverse effect on its detection capability,
while the legitimate receiver can still detect the communication successfully. An
RIS-based transmitter is proposed in [251] for a JSC system to embed communi-
cation symbols in the radar waveform in a covert manner. A hybrid relay/RIS is

proposed in [252] where a joint power allocation and relay/reflection coefficient
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selection problem is formulated to ensure reception of the transmission at the legit-

imate receiver while ensuring its covertness from the warden.

Additionally, RISs have been exploited in [180] to protect communication against
jamming attacks. In particular, the joint optimization of beamforming and power
allocation is studied with the goal of ensuring that the QoS requirements of the users
are met in the presence of a multi-antenna jammer. Moreover, as mentioned earlier,
from the PLS perspective a rich scattering channel is more desirable as it provides
more randomness. One of the potential benefits of using RISs is controlling the
variation in the channel over time, which can then be used for various purposes

including PHY layer key generation [253].

The network-based PLS generally utilizes the macro-diversity to increase the relia-
bility of a user’s communication link while degrading the attacker’s efficacy. These
methods are primarily applicable to eavesdropping and jamming attacks, with lim-

ited effort to utilize cooperation in the networks for authenticating users.

2.6.3.3. From Observation to Modification Plane

As mentioned earlier, there are two primary components of the PLS framework dis-
cussed in this work. The first, i.e., the observation plane is the source of unique
randomness that can be exploited by the second, i.e, modification plane to secure
wireless transmissions. However, this raises the question about the decision mech-
anism that serves as the bridge between the aforementioned planes. In essence,
what parameters should be observed in a given scenario, how long should they be
observed, how should they be processed and analyzed, and consequently which ap-
proach in the modification plane should be utilized. Given that even for the same
user, the security requirements may vary depending on the application being used,
it is imperative that the system is capable of adapting in real-time. As such, the role
of artificial intelligence (AI) and SONs becomes extremely critical. The original
concept of adaptive or “cognitive” PLS was introduced in [254], further motivated
in the context of V2X communication in [53], and finally a framework was pro-
vided in [49]. Like much of next-generation systems, optimized PLS is dependent

on learning on the fly. The role of Al extends from signal analyses to modeling
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Figure 2.17: An illustration of the emerging technological trends for beyond 5G network
paradigms where PLS might prove critical.

the behavioral characteristics of the users in the observation plane. The informa-
tion of the environment is then utilized to identify any anomalies that exemplify the
presence of malicious entities [212]. Following that, the appropriate selection of
PLS mechanism, resource allocation, signal processing method, node selection (in
network domain) needs to be carried out. However, it should be highlighted that
Al itself suffers from various potential threats in the form of adversarial ML, and

countermeasures must be taken to mitigate them [255].

2.6.4. Latest Trends and Future Directions for Physical Layer Security

Starting from 5G, each generation of wireless networks is expected to further di-
versify its use cases and applications. As a result, new technological paradigms are
also expected to arise. In this section, we look at some 5G and beyond archetypes

(shown in Figure 2.17) from a PLS perspective.

2.6.4.1. Joint Sensing and Communication

Sensing (radar) and communication are two of the foremost wireless technologies
that have developed independently for decades. However, with the increase in the
number of devices and applications for both, as well as the mutual reliance, there
has been a push towards JSC in recent years. This is primarily driven by spectrum
scarcity, power limitations, and general similarities in the hardware. The joint de-

sign, however, has certain drawbacks as it leads to degradation in performance of
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either communication or sensing compared to the conventionally stand-alone sys-
tems [256]. Since sensing involves the transceivers acquiring information about
their targets using wireless transmissions and their reflections [257], it raises se-
rious concerns about user privacy and its vulnerability to any malicious nodes in
the surrounding. In [49], the authors present a framework for JSC/radio environ-
ment security in addition to exploring the suitability of existing PLS methods for
sensing. For sensing, the attacks might target the sensing process, nodes, or the en-
vironment. In a process-oriented attack, the main goal is to manipulate the wireless
sensing process. Low probability of intercept (LPI)-based [258] and randomized
probing-based [259] solutions are used, for instance, to defend against spoofing at-
tacks on sensing system. Node-oriented attack targets the different nodes that are
part of the radio environment awareness and mapping process. These nodes may
support communication, sensing, or both. The attacker might be interested in in-
formation such as node’s identity, data, velocity, angle, location, RF characteris-
tics, power, and waveform used [260]. The environment-oriented attacks are on
the physical-radio environment. This includes changing the LoS/NLoS character-
istics, channel richness and sparsity, urban/rural categorization, mobility, physical
objects, communication infrastructure, radio capable devices, interference, and so
on. For instance, RIS can be used by the attackers to generate a fake multipath
channel or absorb signals to misrepresent the coverage area [49]. While JSC has
received significant attention from the design and optimization perspective, there is
a glaring gap in the literature regarding its security provisioning. We believe that
the PLS framework provided in Subsection 2.6.3 delivers the necessary structure

which can be extended to cover the sensing aspect of wireless systems.

2.6.4.2. RIS-empowered Smart Radio Environments

As mentioned earlier, RIS has great potential for enhancing the security of wireless
communications. However, despite its promise, there are significant challenges re-
lated to CSI acquisition, phase noise/errors, and channel correlation, that need to
be addressed before its full potential can be realized. For instance, the joint ac-
tive/passive beamforming at the transmitter and RIS, respectively, requires the CSI

of the eavesdropper (w.r.t. transmitter and RIS) but given that eavesdroppers are
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often passive, this is not a reasonable assumption [261]. Related to this, there is the
issue of outdated CSI and how it might impact the RIS’s performance (in terms of
capacity) which is tackled in [262], where the authors consider different (centralized
and distributed) deployment scenarios. The obtained results show improved results
for centralized architecture when RIS is closer to either communication node, while
decentralized deployment leads to higher capacity when RISs are further away from
these nodes. It should be kept in mind that the achievable capacity for any link is
directly connected to PLS performance via its secrecy capacity. Another common
assumption regarding RISs is the continuous nature of phase shifts that can be in-
duced by its elements. However, as highlighted in [263], this is not the case. Rather,
these phase shifts are intertwined with the amplitude response (or reflection coeffi-
cients) and, therefore, must be optimized jointly [264]. The results here also indicate
that despite the imperfect assumption regarding phase shifts, the asymptotic results
converge to the continuous phase shift capacity for a large number of reflecting ele-
ments suggesting that overall capacity or secrecy capacity gains in the case of PLS
can still be achieved. The problem of phase errors from the perspective of diversity
order is also investigated in [265], with the authors concluding that full diversity
order can be achieved over independent fading channels with RIS as long as the
absolute phase error is less than /2. However, this raises the question regarding
how valid the independent fading assumption itself is. Some recent works have at-
tempted to tackle this issue, where [266] shows that the conventional independent
and identically distributed (i.i.d.) Rayleigh fading model is not realistic for RIS and
provides an alternate model for spatial correlation that can be used in future stud-
ies. This is then used as a baseline in [267] where temporal evolution of channel
is also considered and degrees of freedom for finite spacing between the reflecting
elements are analyzed. Their exact impact on the achievable capacity (or secrecy
capacity), however, remains to be studied. An additional concern regarding RISs
is their limited granularity in frequency domain due to lack of digital/RF chains.
This can cause interference when users/networks use adjacent channels, leading to
inadvertent disruption of communication and even limit the RIS’s performance in

terms of frequency-selective scheduling [268].
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2.6.4.3. Higher Frequency Bands (mmwave and sub-THz)

The rising popularity of augmented/virtual reality applications necessitates higher
bandwidths to ensure a smooth quality of experience (QoE) for the users. How-
ever, the amount of spectrum in the conventional cellular bands (up to 6 GHz) is al-
ready crowded. Consequently, higher frequency bands including mmWave and THz
have garnered increasingly more attention from both academia and industry. These
frequency bands have significantly different propagation characteristics compared
to sub-6 GHz frequencies, with severe propagation losses being observed [269].
Moreover, such systems will use extremely directional narrow beams. Apart from
strengthening the communication, directional transmission has the inherent advan-
tage of security from any attacker lying outside the beam [153], [270]. The security
of such transmissions can be further strengthened by the use of multiple propaga-
tion paths [271] and spatio-temporal array architectures [272]. The narrow beams
and directional transmission, however, render reliable connectivity very challenging
due to their small coverage area. Given that applications such as virtual reality can-
not afford a connection being dropped, it is understandable that the mmWave/THz
systems will be complemented by sub-6 GHz bands rather than operating in a stand-

alone manner.

As discussed earlier, various models including NWDP, FTR, and the different vari-
ants of x-u have been proposed to represent the fading in mmWave/THz frequency
bands. While the studies in references [200]-[206] provide theoretical analyses of
several PLS metrics under the aforementioned fading models, there is still a paucity
of PLS techniques that leverage these generalized models to improve the security
performance of wireless systems in the higher frequency bands. Moreover, PLS
mechanisms are required which can support nodes operating at distinct frequency

bands with significantly varying channel propagation characteristics.

2.6.4.4. Visible Light Communication

With the revolution of the lighting industry and large unexploited visible light spec-
trum, VLC has been proposed as an auspicious and disruptive technology for 5G and
beyond based on low-cost light-emitting diodes (LEDs), where the light is used for

both illumination and data communication purposes simultaneously. VLC systems
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are more immune against interference and less susceptible to security vulnerabili-
ties which is inherited from the fact that light does not penetrate through any opaque
objects such as walls [273]. Therefore, it is reasonable to consider the VLC channel
perfectly secure, at the physical layer, in a single user and/or private room scenario.
However, in public areas such as classrooms, libraries, hallways, or planes, securing
VLC networks is required [274]. In these public areas, possible eavesdroppers may
exist and try to attain confidential information [275]. As [273] points out, the funda-
mentals and techniques of PLS developed for conventional RF systems, discussed in
Subsection 2.6.3, cannot be directly applied to VLC systems. This is primarily due
to: (1) the variability of the standard specifications in transmission protocols and
modulation schemes, and (2) the more deterministic nature of VLC channels. As
such, typical techniques such as coding, multi-antenna schemes, relays/cooperation,
and authentication do not apply to VLC systems [276]. For a comprehensive study
of literature on securing VLC systems, readers are referred to [273], where differ-
ent types of VLC systems are studied considering different network parameters such
as the characteristics of VLC channel, the availability of CSI, the geometry of the

communication environment, and the type of signaling used.

2.6.4.5. Non-Terrestrial Networks

Academia, industry, and standardization bodies have increased their activities re-
lated to NTNs as a potential enabler for ubiquitous connectivity, with the users
clamoring for reliable service and coverage irrespective of their location [10]. Em-
powered by various deployment options such as satellites, high altitude platform
systems (HAPS), and UAVs, NTNs are primarily used to expand the coverage in or-
der to deliver connectivity to regions that are unreachable by conventional networks
(i.e., isolated areas, marine vessels, airplanes) [277]. As stated in [278], the unique
characteristics of NTNs make the problem of ensuring secure communication dif-
ferent from that of purely terrestrial networks (TNs). NTNs (at least the satellites)
are primarily deployed in LoS scenarios, where the reduced propagation losses lead

to increased coverage footprint. However, the increased coverage footprint also
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results in greater vulnerability to eavesdropping attacks. In [279], the authors pro-
pose the use of polarization domain to effectively prevent the eavesdropper from de-
tecting the communication signal. A dual-polarized antenna was designed in fixed
downlink satellite communication that enabled legitimate receivers to obtain polar-
ization information. A significant challenge in devising security mechanisms for
NTN emerges in the case of hybrid networks, which comprise both terrestrial and
non-terrestrial components [280]. This scenario is studied in [281], [282], where
the former adapts relay selection and user scheduling to ensure confidentiality of
the communication and the latter analyzes the secrecy performance of the link be-
tween a multi-antenna NTN and terrestrial recipients via multiple cooperative relays

in the presence of several eavesdroppers.

2.6.4.6. Ultra-Reliable Low-Latency Secure Communications

5G introduced the mission-critical communication (MCC) paradigm under uRLLC
services to facilitate applications such as industrial automation, smart grids, aug-
mented/virtual reality and remote healthcare systems [283]. Apart from the ob-
vious requirements related to reliability and latency, these applications also require
high security owing to their critical nature. For instance, any manipulated/disrupted
control message in applications such as remote surgery may lead to loss of life.
Cryptography-based approaches may not be feasible since they violate the ultra-low
latency requirement due to the high-complexity signal processing required by en-
cryption/decryption and other key management and distribution tasks [58]. Mean-
while, the relatively short channel block-length also limits the usage of complicated
encryption/decryption algorithms in MCC [54]. As a result, security at the PHY
layer has garnered considerable attention as a tool to offer low-complexity security
mechanisms and lightweight encryption schemes for MCC applications [284]. It
should, however, be kept in mind that not all PLS methods are applicable to the
MCC paradigm. For instance, multi-antenna-based beamforming techniques, dis-
cussed in Subsection 2.6.3, require accurate CSI which is hard or infeasible to ob-
tain in uRLLC due to the ultra-low latency requirement. In such cases, location-
based beamforming provides a desirable alternative [58]. An interesting thing to

note here is the inherent trade-off between reliability and latency, which renders
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optimizing both extremely difficult [1]. The work in [285] extends this optimiza-
tion problem to also include security as an optimization parameter. Consequently,
it is important to develop future PLS methods that take reliability and latency re-

quirements as inherent constraints.

2.6.4.7. Massive Connectivity and IoT

IoT technology enables physical objects to sense, communicate, and perform cer-
tain actions on demand, which can facilitate a multitude of applications, such as
smart home, smart city, and ITSs. Since [oT is becoming increasingly prevalent
in our daily lives, the security of IoT network is indispensable. PLS techniques
can improve the security of IoT networks from three main aspects: firstly, IoT
devices may be fast-moving and continually switching between different access
points (APs)/BSs. This will result in frequent authentication requests leading to
a delay beyond the latency tolerance of next-generation scenarios/applications [57].
PLS simplifies the handshake process by using, for example, RF fingerprinting to
provide a method of direct identification for the authentication process. Secondly,
IoT is being deployed in all sectors at a massive scale which makes it difficult to
efficiently distribute and manage the secret keys [286]. PLS offers an exciting alter-
native where all communicating nodes can directly extract the keys from their en-
vironment/channel, thus eliminating the need for key distribution and management.
Lastly, IoT devices cannot afford complicated processing to maintain security [56].
While certain PLS methods such as beamforming [224], noise aggregation [287],
cooperative jamming [288], and artificial noise injection [188] require additional
hardware, processing, and energy resources, PLS also provides certain asymmetric
PLS mechanisms where the load of designing a secure transmission is moved to
BS/AP side and no additional processing is required at IoT node itself. That being
said, most of the existing PLS mechanisms do not take into consideration the en-
ergy efficiency or try to jointly optimize it with security performance. The authors
in [289], on the other hand, propose a user association approach that maximizes the
secure throughput while minimizing energy consumption in an ultra-dense network.

It is, therefore, likely that asymmetric, lightweight, and low-power PLS mechanisms
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will attain increasing popularity in next-generation networks provided their perfor-

mance is validated in realistic settings.

2.6.4.8. PLS in the Age of Edge Computing

Mobile edge computing (MEC) is touted to be a potential enabler for both
mMTC/IoT and uRLLC applications by reducing the need for backhaul bandwidth
for the former and cutting down the latency for the latter. The transference of com-
puting capabilities closer to the user means real-time applications such as extended
reality (XR) can be realized without the signal having to traverse all the way to
the center of the network. Similarly, the amount of data to be sent to the cen-
tral network can be reduced by doing preliminary analysis/processing at the edge
servers/devices. However, the presence of additional network nodes outside the
physically secure information technology (IT) center of the network introduces vul-
nerabilities to the privacy of user data from potential eavesdroppers, necessitating
PLS methods tailored to MEC scenarios. One such scheme involving transmis-
sion of jamming signals from MEC servers is given in [290], where full duplexing
capability is used to mitigate self-interference. A downlink (DL)-driven authentica-
tion mechanism using CSI fingerprint to counter any spoofing attacks is proposed
in [291]. The impact of MEC on PLS, or how the former can enable and empower

the latter, however, remains to be studied.

2.6.4.9. V2X Communication

V2X communication encompasses different facets of vehicular communication de-
pending on what the connected vehicle communicates with, including vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-pedestrians (V2P) and
vehicle-to-network (V2N). In general, vehicles and end devices interact and ex-
change data with each other in order to improve road safety. Therefore, they need
to be connected in a reliable and timely manner, where the confidentiality and secu-
rity of messages are vital [292]. V2X communication is particularly vulnerable to
the data exchange being intercepted and private information about identity, position,
and trajectory of the users being exposed [293]. PLS has been discussed as a poten-

tial solution to these problems [294]. However, one of the biggest challenges in this
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regard is to adapt to the varying security requirements as a function of the applica-
tion, location, utility, environment, and other contextual information about the user.
As [295] points out, it is not possible to provide appropriate security for different
V2X applications and scenarios, suggesting applying different PLS techniques in a
cooperative manner. An intelligent framework for this is provided in [53], however,

any further studies or feasibility analysis of such an approach remains missing.

2.6.4.10. Adversarial ML and Explainable AI

The increasing complexity of wireless systems in terms of waveforms, propagation
environments, and resource allocation has left the network operators and architects
with no choice but to turn towards AI/ML to improve network performance. Some
examples of this include the use of DL in Citizens Broadband Radio Service (CBRS)
band to detect the presence of incumbent users, and the optimization of network slic-
ing to improve network resource utilization. Both of these applications have shown
to be vulnerable to adversarial ML, where the black-box nature of Al has been uti-
lized to target the learning process and consequently render decisions adverse to the
legitimate users/network [296]. Apart from approaches that involve pre-emptive
training to mitigate possible adversarial attacks [297], [298], an alternative is to
move towards explainable Al (XAI) to improve the level of users’ trust towards
such systems by providing interpretable explanations of the decisions taken by the
machine. However, there remains a trade-off between explainability and perfor-
mance for cases where mathematical models are absent [299]. Moreover, as [300]
points out, unless the models are explicitly designed to be transparent, the expla-
nation or interpretability remains a subjective function of the user’s knowledge of
the specific domain. Accordingly, it is important to design/tailor the AI/ML models

with prior knowledge of the wireless communication domain.

2.6.4.11. Cross-Layer Security

Typically, the network protocol stack layers are protected with a set of indepen-
dent and uncoordinated security mechanisms ignoring their cross-layer interaction.
However, independent security solutions at different layers might lead to conflict-

ing actions and result in performance degradation. For instance, intricate attacks
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exploit multiple vulnerabilities of various layers leveraging isolation and lack of
awareness and cooperation between them. Therefore, proper interaction and co-
ordination among different protocol layers help in developing a robust detection
system suitable for wireless networks. Such interactions are the key elements to
building cross-layer architectures [301]. However, a limited number of works have
been reported on this topic so far. For example, cross MAC/PHY layer security
is proposed in [302]. Automatic repeat request (ARQ) (as MAC operation) and
maximum-ratio combining (MRC) (as PHY operation) have been jointly exploited
to enhance the confidentiality of wireless services requested by a legitimate user
against eavesdropping attack. The potentials of application (APP) and PHY lay-
ers can also be explored to enhance security. Such as in [303] where employing
authentication and watermarking strategies at the APP layer along with the cod-
ing and signal processing at the PHY layer can lead to considerable secrecy gains.
Any further security interaction study between other layers and PHY layer remains

missing.

61



CHAPTER 3

3. EXPERIMENTAL PART

This chapter lays the groundwork of the performance results obtained for the various
contributions of this thesis. Specifically, the system model used and the proposed
approach are discussed. Firstly, a simple case study is presented in Section 3.1 to
illustrate the generalized CoMP (GCoMP) concept, and highlight how it takes into
account the user requirements, network resource availability, and backhaul or en-
ergy constraints. In Section 3.2 presents the simplified network architecture as well
as large-scale fading models for aerial and terrestrial links, followed by a description
of the proposed approach to attain increased reliability. Section 3.3 then describes a
coordinated multipoint (CoMP) system as well as the justification of using channel

shortening filters (CSFs) from multiple transmission points (TPs).

In Section 3.4, the system model for amplify-and-forward (AAF) relaying is pre-
sented along with details of the proposed jamming strategy. Finally, Section 3.5
describes the delay-Doppler (DD) channel representation and key generation based
om their indices, followed by a security analysis that shows the inability of eaves-

dropper to observe similar channel parameters as legitimate nodes.

3.1. Generalized CoMP (GCoMP) Framework

The diverse user requirements are represented by different applications [100]. The
variation of available network resources is represented by the number of resource
blocks (RBs) considered in each scenario, and the significance of GCoMP itself is
shown by comparing the performance of the different combinations of coordination

schemes and clustering approaches.
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3.1.1. System Model/Assumptions

We consider an urban micro environment where the TPs and user equipments (UEs)
follow Poisson point process (PPP) distribution with densities A and Ay, respec-
tively [304], [305]. Total transmit power per TP, PZ’C (for b-th TP), is taken to be
constant and equally distributed over all RBs. The power received at u-th UE for a

transmission from b-th TP, Py ,, is given by [306]
Py =P — (36.7log o(dpu) + 26 logo(f) +22.7+ 0), 3.1)

where dj,, represents the distance between b-th TP and u-th UE, f, is the carrier
frequency, and o is the standard deviation of the zero-mean log-normal shadowing

distribution.

Since the primary goal of GCoMP is to decide upon the clustering and coordination
scheme, we look at the performance of their various combinations. In the case of
clustering, we consider the possibility of using both static and dynamic clusters in
each scenario. For the static case, conventional methods include determining the
clusters which reduce outage, maximize the mean signal-to-interference-plus-noise
ratio (SINR), or minimize the average interference [307], [308]. Since the interfer-
ence, outage or SINR inherently depend upon the distance between TPs, we have
leveraged simple clustering methods from the domain of pattern recognition where
the physically closest C,,, TPs are grouped together, with C,,,, representing the
maximum cluster size. This has the added advantage of simplifying the implemen-
tation. For the dynamic case, clusters are formed on a per-user basis, where the b-th
TP is considered to be part of the u-th UE’s cluster depending on the fulfillment of
the following criteria [304]

Phu > Prin, (3.2)

and

Pser,u - Pb,u < Pdiff, (3'3)

where P, is a predefined threshold for including a TP in the cluster and Pg; s is
the maximum difference between received power from the serving TP, Py, ,, and
the candidate TP. Another parameter regarding the clustering is the (maximum)

size of the cluster itself. A larger cluster size generally improves the coordination
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performance at the cost of additional information exchange overhead [103].

In addition to clustering, coordination scheme selection is the other significant out-
put of the GCoMP framework. For the performance analysis in this section, we
have considered two coordination schemes, namely coordinated scheduling (CS)
with muting [95] and joint transmission (JT) [304]. While the latter work only con-
siders a dynamic clustering approach, we have also used the same JT mechanism for
static clustering in our simulations. Furthermore, we have also considered the case
of hybrid/adaptive coordination, where both of these schemes are simultaneously
used in the network. For this purpose we adapt the method proposed in [309] to use
a heuristic received signal strength indicator (RSSI) threshold in line with [117]’s
approach to select between CS and JT schemes. The general expression for the

SINR experienced by the u-th UE can be described as

: (3.4)
D" Pyu+NoBr
beB,be T, M,

where 8 is the set of all TPs in the coverage area, 7, and M, are the sets of transmit-
ting and muted TPs in u-th UE’s cluster, respectively, Ny is the noise power spectral
density and B represents the total system bandwidth. Here it should be noted that
in the case of CS with muting, 7, consists of a single TP while M,, comprises of
all other TPs in the cluster. This means that each UE is served by a single TP and
the corresponding RBs of all other TPs in the cluster are muted. In case of JT, 7,
comprises of all coordinating TPs while M, is an empty set, where the same RBs of
all the coordinating TPs are used to serve the particular UE using zero-forcing (ZF)
precoding [304], [305]. In the adaptive scheme, the decision whether a TP transmits
to particular UE or not depends on the received power(s). For instance, b-th TP can

be included in u-th UE’s 7, if it satisfies the condition
Pser,u - Pb,u < Pth, (35)

where Py, is the received power threshold for adding a coordinating TP to the 7.
As such, depending on the P, values the adaptive scheme can assume any config-

uration from CS to JT.

Given the SINR expression in (3.4), the throughput of u-th UE from one RB can be
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obtained using the Shannon’s capacity formula, given as

R, = Bgrplogy(1+vy,), (3.6)

where Bgp is the bandwidth of one RB. For a given required throughput of the u-th
UE, R;¢q,u, the number of required RBs is given by

RBM — Rreq,u ,
Ry | 7|

(3.7)
where | . | represents cardinality of a set. These RBs are allocated to the UE as long
as they do not overload the TP, i.e., the number of allocated RBs does not exceed
the available RBs. This is ensured by keeping the load of b-th TP, given by the

following equation, less than or equal to one

Z RB,

Ap
L 3.8
b RBoy (3.8)

where RB, , and A represent the available RBs and associated UEs of the b-th TP.

The formulas for energy efficiency and required average backhaul bandwidth per

TP are given by (3.9) and (3.10) below:

>k

UueA

EE = RELPT 3.9)
L;{ l;; RB, ),
and
BH = IT%I Z Z Rrequs (3.10)
ueA beT,

respectively, where (A is the set of connected UEs in the network. As evident from
the above expressions, energy efficiency is calculated as a function of the transmit-
ted power. Other sources of power consumption such as precoding computation are
NOT taken into account here. Similarly, backhaul requirements are also computed

only considering the data sharing between the TPs for coordinated transmissions.

3.1.2. Problem Formulation

Our goal in this work is to pick the clustering and coordination scheme combination
that maximizes (minimizes) the number of connected (unconnected) users, consid-

ering the energy efficiency and backhaul bandwidth constraints. Here it should be
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noted that the users are connected only if the network is capable of fulfilling their
throughput requirements. The overall problem can be mathematically formulated

as

. A |
Q" = argmax
Qief@r..o | U llg,
= argmin |1- @
Qie{gl ..... Q7} | (L{ | Q; (3‘11)

subjectto EE > EE,,

BH < BH.,,

where U is the set of all users in the coverage area, EE, and BH, represent energy
efficiency and backhaul constraints, respectively, and Q* is the optimum choice out
of the following CoMP hypotheses:

Q1 : No coordination

Qo : CS scheme with static clustering

Qs : Adaptive scheme with static clustering

Q=1Q, :IJT scheme with static clustering (3.12)
Qs : CS scheme with dynamic clustering

Qg : Adaptive scheme with dynamic clustering

Q7 : JT scheme with dynamic clustering

The simulations are carried out in MATLAB® environment and the simulation pa-
rameters used are summarized in Table 3.1. In line with the results observed in [304]
we have selected a maximum cluster size of 3, since the coordination benefit dimin-
ishes with a higher cluster size. An example snapshot of the generated network
layout is shown in Figure 3.1. To depict realistic network traffic, we have consid-
ered applications belonging to the guaranteed bit-rate (GBR), non-GBR and delay-
critical GBR categories. Table 3.2 lists the requirements for the particular applica-
tions selected from these categories [100]. Furthermore, we have also incorporated
the effect of varying availability of network resources in terms of RBs by opting for

25, 50, 75, 100 RBs/TP for all scenarios.
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Table 3.1: Simulation parameters.

Parameter Value

Simulation environment Urban mirco
Carrier frequency ( f,) 5 GHz

RB bandwidth 180 kHz

Number of RBs/TP 20, 50, 75, 100
System bandwidth (Br) 5,10, 15,20 MHz
Shadow fading standard deviation (o) 4dB

Total transmit power/TP (PT¥) 41 dBm

Noise power density (Ng) -174 dBm/Hz
Max. cluster size (Cpax) 3

Min. received power to include in cluster (P,,;;,) | -110 dBm
Max. received power difference from serving TP

20 dB
(Pairf)
TP transmission mode threshold (P;;) 10 dB
TP density (15) 80 TP/km?
UE density (1y) 800 UE/km?
Simulation area radius 0.5 km
Table 3.2: User/application priorities and requirements
Service/ Resource | Priority | Throughput
Application Type Level | Requirements
V2X Delay- 18 5.4 kbps
Messages critical
GBR
Conversational GBR 20 40 kbps
Voice
Conversational GBR 40 2.5 Mbps
Video
Buffered Video | Non-GBR 60 2 Mbps

3.2. CoMP For Reliability

3.2.1. System Model and Assumptions

To assess the performance of coordination in a hybrid system, we consider a ter-
restrial cellular system assisted by aerial platforms (see Figure 3.2). In the system,
the target coverage region is cell 1, where the randomly distributed ground users
are served by terrestrial base station (TBS 1). Cell 2 and cell 3, served by TBS 2
and FBS, respectively, and positioned symmetrically for fair comparison, are con-
sidered in order to investigate the effect of terrestrial-terrestrial and terrestrial-aerial

collaborations on macro-diversity performance. The coverage area in cell 1 can be
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Figure 3.1: An example of the generated network layout, cell boundaries following
Voronoi tessellation.

divided into three sub-regions (shown by hexagonal regions in Figure 3.2) accord-
ing to the received power. In line with this, as an exemplification layout, the UEs 1,

2 and 3 are considered in the three regions. In this primary study we do not concern

() UE 1 UE 2 UR3

&uuu

Figure 3.2: An illustration of the considered hybrid network layout.

ourselves with the energy utilization of the FBS, therefore we consider it to contin-
uously working. The location of TBS is fixed and the FBS is assumed to be able
to change its height at the same location. To simplify our problem, we consider the
frequency reuse-3 case, which means all the BSs are using orthogonal frequency

resources without interfering with each other.
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3.2.1.1. Probability of Line-of-sight (P(LoS))

The key characteristic of a communication link utilizing FBS is the provision of a
higher P(LoS), which consequently provides improved channel conditions, partic-
ularly against shadowing effects. P(LoS) is defined as a function of the elevation
angle (0) between the UE and BS, and environment dependent parameters. P(LoS)
curves for different environment are presented in [310], which are then approxi-

mated to a Sigmoid function (S-curve) in [311] as follows

1

P(LoS,0) = 1+aexp(=b[0 —a]))’

(3.13)

where a and b are empirically determined coefficients for the S-curve derived
in [311]. In our work, this curve is used for calculation of line-of-sight (LoS) prob-

ability for both terrestrial and flying BSs.

3.2.1.2. Pathloss Model for FBS

For FBS, the pathloss and shadowing is modeled as a sum of the free-space pathloss
according to Friis equation and excessive pathloss which represents the additional

log-normal shadowing factor. The expression is as follows [311]

PLE

rps = 20logd +201og f +201og(4n/c) + 1, (3.14)

where ¢ belongs to (LoS, NLoS) propagation links, d is the 3-D distance between
the BS and UE in meters and f is the carrier frequency in Hz and c is the speed
of light in m/s. n represents the log-normal shadowing with non-zero mean and an

elevation-dependent variance [312].

3.2.1.3. Pathloss Model for TBS

For TBS, we consider the alpha-beta-gamma (ABG) model, which can be generally
expressed as [313],

PLS ¢ = 10aglog d + e + 10y¢log f + Xoe, (3.15)

where & belongs to (LoS, NLoS), f is the carrier frequency in GHz and d is the 3-D

distance between the UE and the TBS in meters. @ and y represent the distance and

69



115
Pathloss - UE1 = = =Pathloss - UE2 ==r=reeeee Path loss - UE3
=———P(L0S)- UE1 = = =P(L0S)- UE2 et P(LoS) - UE3

5}
T

10.8

=)
a

106

104

LoS Probability

o
S

Effective Path Loss (dB)

50
0 (Degrees) 402

©
@
T

10

920

0 50 100 150 200 250 300 350 400 450 500
Altitude (m)

Figure 3.3: Average pathloss and P(LoS) for the defined user locations is plotted as a
function of the FBS altitude. Inset figure shows P(LoS) as function of 6 for urban envi-
ronment

frequency dependence of the pathloss, respectively, 3 is an offset value and y, is
the shadowing standard deviation. We notice that, similar to the case of FBS, for
TBS the pathloss is divided into LoS and NLoS components, and accordingly the

parameters «, 3, ¥ and y, have different values for both cases.

3.2.1.4. Effective Pathloss

The communication links can be either LoS or NLoS, depending on the environ-
ment. Since the exact knowledge of environment, building heights, locations etc. is
not always available, the randomness is incorporated using probabilistic approach
[314]. The overall effect is therefore a combination of LoS and NLoS components,
weighted according to their respective probabilities, which gives us the effective

pathloss. The expression of this effective pathloss is given below [311]

A =P(L0S) * PL1os + P(NL0S) * PLyLos. (3.16)

The effective pathloss for both FBS and TBS is calculated according to their in-
dividual LoS and NLoS components described in (3.14) and (3.15), respectively.
In line with this, Figure 3.3 illustrates the LoS probability and effective pathloss
(without shadowing effect) as a function of FBS altitude for the three selected users
in urban environment. Also, the inset figure shows the LoS probability as a function

of the elevation angle, calculated according to (3.13).
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3.2.2. Proposed Macro-Diversity Scheme

As mentioned earlier, the basic aim of this work is to exploit the air-to-ground chan-
nel characteristics to provide diversity against pathloss and shadowing. That being
said, it is important to keep in mind that FBSs have their own limitations, consid-
ering which it is not possible to expect them to support constant network traffic.
However, FBSs could be used to assist or support the TBSs for mission critical ap-
plications pertaining to the uRLLC service of 5G-NR. Using FBS in conjunction
with conventional TBSs would provide added diversity against large scale fading
effects of the channel. This is similar to the concept of macro-diversity or site-
diversity, with one critical difference, i.e., in traditional macro-diversity scenarios
the channel models for the different sites remain similar. However, in the case of
FBS-TBS, the channel models vary considerably, potentially allowing significantly

more diversity gain.

In line with this perspective, for ensuring a lucid understanding of the fundamental
issues, we consider a very simple scenario consisting of two TBSs and one FBS,
as well as only combining of two links for a particular user at the same time. This
would allow us to compare the performance of TBS-TBS and TBS-FBS combined
links. For this work we consider the use of maximum-ratio combining (MRC) since
it is one of the most popular diversity combining techniques in the literature and

promises optimum performance provided noise variance for both links is similar.

Instead of deriving the MRC expression from scratch, we use the results for average
output SNR of a dual-branch diversity combining system under the effects of log-
normal fading as presented in [315]. It is shown that the SNR for the different
branches also follows a log-normal probability distribution function (PDF). The

final expression is given below [315]

YMmrc =71 +72

N OO R
= exp(? + 2—{2) + exp(? + 2—4/2

where Y, pc 15 the average output SNR after combining, £ is a constant that equals
10/In 10, 7, represents average SNR of the i-th branch, u; and 0'i2 are the mean

and variance values of the associated log-normal SNR distribution. It is pertinent
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to mention that since the goal of this study is to observe the advantage of hybrid
networks in terms of protection against pathloss and shadowing, we have not con-

sidered small-scale fading in any of the propagation links.

In the following chapter we will show with simulation results that FBS-TBS combi-

nation improves the reliability of the system as compared to TBS-TBS combining.

3.3. CoMP For Physical Layer Security (PLS)

To recap, the goal of this work is to leverage the spatially distributed TPs provi-
sioned by CoMP to provide secure communication in wireless systems. This sec-
tion firstly looks at the proposed approach and its relevant system model before

discussing the necessary performance analysis.

3.3.1. System Model and Proposed Approach

As shown in Figure 3.4, a downlink communication system is considered where K
single-antenna TPs coordinate to communicate confidentially with Bob in the pres-
ence of Eve. Both Bob and Eve are randomly located within the coverage area of the
coordinating TPs and experience independent and uncorrelated frequency-selective
Rayleigh fading channels. In this work, spatially distributed channel shortening
technique is proposed to enhance physical layer security (PLS). In contrast to single-
link channel shortening [2], the proposed technique ensures that Eve experiences
longer delay spread over at least one of the links which will lead to inter-symbol

interference (ISI) and degrade its interception capability.

At each time slot, the transmitted data, X, is split into K parts where the k-th data
split, X; C X, is transmitted independently from k-th coordinating TP. The i-th

received symbol at either Bob or Eve, Y, (i), can be expressed as

K
Yo(i) = > HE (D) Xe (i) + Vi (0), (3.18)
k=1

where r € {b, e}, depending on whether the receiver is Bob or Eve, X (i) is the i-th
transmitted symbol from k-th TP and V,. (i) ~ N (0, o‘,?,r) is additive white Gaus-
sian noise (AWGN) with zero mean and 0'3,, variance. Hfflf(i) = H, 1 (i) Wp (D)

represents effective channel of r — k link where H, 4 (i) is the N-point fast Fourier
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Figure 3.4: Illustration of the utilized system model.

transform (FFT) of the k-th TP’s channel impulse response (CIR) and W), x (i) is the
CSF’s coefficient based on the link between Bob and k-th coordinating TP.

3.3.2. Performance Analysis

To simplify the analysis, we consider the case of two coordinating TPs (K = 2) that
serve a legitimate user in a confidential manner. As illustrated in Figure 3.5, data
from the source is split into two parts, with each part going to one TP. Both TPs
contain the CSF block, which is designed in accordance with the legitimate link.

Accordingly, (3.18) can be rewritten as
Y, (i) = H () X1 (i) + HE5 (1) X2 (i) + V; (D), (3.19)

where, in order to make sure that at least some portion of each modulated symbol
passes through the link which is worse for Eve compared to Bob, real-imaginary
data splitting technique is used. Here, each symbol is split into its real and imaginary
parts. Accordingly, X; (i) and X»(7) represent the real and imaginary parts of the

transmitted symbol, X (i), i.e.,
X1(0) = R{X ()}, (3.20)
Xo(i) = I{X ()}, (3.21)
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Figure 3.5: Illustration of the Tx/Rx block diagrams for the proposed method for two
coordinating TPs (K = 2). Gray shaded blocks represent the additional stages compared
to conventional orthogonal frequency division multiplexing (OFDM) transmitter.

each of which is then transmitted through one of the TPs. It is worth mentioning that

spatially distributed channel shortening is applicable to any data splitting technique.

The performance evaluation of the proposed approach has been carried out in terms
of achievable capacity for both Bob and Eve, using Shannon’s capacity formula
given in (3.6). Here it should be noted that in this work co-channel interference
is not considered. Rather, the interference (y,) constitutes the ISI and inter-carrier
interference (ICI) generated due to insufficient cyclic prefix (CP). y, can, therefore,
be given by

PRx

Yr=———5 (3.22)
o7, + 0,

where PR* is the signal received power considering the contributions of real and
imaginary links. In this work, we assume PX* = 1, r € {e, b}. The interference and

noise powers are denoted by 0' . and o2

..r» respectively. Based on the derivation

in [316] for a large FFT size, O'IQJ can be modeled as

K L = 2
DI LA (2— - (“ﬁ’) ) , (3.23)
=1

k=1
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where

T
& - Ts’ nels > 7
- 7 —T,
== l T, L - g, 0<nT, < _(Tcp - Tl) (3'24)
0, Otherwise.

Here the subscript [ represents the /-th multipath component, N is the FFT size, £ is
the excess number of CIR samples beyond CP, 1; is the delay of the /-th multipath
component, T is the time interval between consecutive samples and T¢, is the CP
duration. As mentioned earlier, spatially distributed channel shortening ensures that
Bob’s links are interference-free (i.e., 0-12, , = 0), and only Eve’s links will suffer from

ICIand ISI (i.e., o7, # 0).
3.4. Secure Communication In The Presence Of Eavesdropping Relays

In this work, the idea is to exploit the use of FFT in OFDM systems to generate in-
terference at the eavesdropper thereby degrading its interception capability. More
details regarding the system model and proposed approach are provided in the re-

mainder of this section.

3.4.1. System Model

Without loss of generality, we assume a dual-hop half-duplex relay-aided system
with AAF protocol [238]. As shown in Figure 3.6a, it consists of a source that wants
to communicate with a destination in the presence of an untrusted relay, where each
node consists of a single antenna. Here, the goal is to use the advantages provided by
the relay without letting it decode any information. The system is based on OFDM
modulation with N subcarriers. The channels corresponding to source-destination
(Hsq), source-relay (Hy, ), and relay-destination (H, ;) links are assumed to be slowly
varying Rayleigh fading with L exponentially decaying taps. A CP of length L is

introduced to convert the multipath frequency channel into flat fading subchannels.

T
At the transmitter, the frequency domain OFDM symbols S = |S, S; ... Sy_1| €

CI¥<1 are passed through the inverse fast Fourier transform (IFFT) process as

s[n] = Zivz_ol Sk exp% and a CP of length L is added. The transmitted signal
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with CP can be written as s = [s[N — L +1],...,s[N = 1],s[0],s[1],...,s[N —
L],s[N-L+1],...,s[N —1]]. Finally, the source node broadcasts the informa-
tion to relay and destination. The received signal at the destination in the frequency

domain on k-th subcarrier can be represented by

Ysa(k) = P1Hsq(k)S (k) + Vi (),
k=1,....K;n=1,...,N,

(3.25)

where H;(k) is the channel frequency response (CFR) of the k-th subcarrier be-
tween source and destination, the transmitted power by the source is represented by
P, S(k) is the symbol transmitted by source node on k-th subcarrier, and Vi, (k)
represents AWGN on the k-th subcarrier with variance Ng/2. Similarly, the re-

ceived signal at relay is given by

Yy (k) = \[P1Hy, (K)S(K) + Vi (K), (3.26)

where Hy, (k) is the CFR of'the k,j, subcarrier for source-relay and Vi, (k) represents

the AWGN. The relay node will normalize the received signal before retransmission

by the factor [238]
1
P = \/ PrlHy (O + No. (327

Finally, the received signal at destination from the relay can be given as

Vra(k) = NP3 Hya () (BUOY,r (K)) ) + Vea (), (3.28)

where H,;(k) is the frequency domain channel attenuation on the k-th subcarrier be-
tween relay and destination, the transmitted power is represented by Ps, and V,;(k)
shows AWGN on the k-th subcarrier. The receiver will finally combine Y,.;4(k) sig-
nal with Y, (k) given in (3.25) by applying MRC and decode the information [317].

3.4.2. Proposed Approach

This section presents the details of the proposed algorithm. The basic idea here
is to devise a method that enables us to utilize the advantages of the untrusted re-
lay while keeping the information secure from being eavesdropped on by the same
node. Moreover, we want to achieve this goal without using an external helper or

full-duplex receiver. It should be noted that in the case of half-duplex destination,
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diversity gain is nullified since the destination transmits jamming signal throughout
the first phase rendering it incapable of receiving the broadcast copy of the signal.
The proposed approach, on the other hand, provides the required spatial diversity
obtained from the signals received in both phases while ensuring that the relay is
unable to intercept the data signal. This is achieved by the transmission of jamming

signal over the CP duration of the received OFDM signal in the first phase.

The proposed algorithm has two phases.

— Phase-1: Source transmits a communication signal while destination sends a

jamming signal during a portion of signal duration.

— Phase-2: The relay forwards a signal that it receives during phase-1 to the

destination for final combining and decoding at the destination.

The following text provides details of the aforementioned phases of the proposed

approach.

3.4.2.1. Phase-1

In phase-1, the source node broadcasts an OFDM signal to destination and untrusted
relay over multi-path Rayleigh fading channel. The received signals at destination
and relay are given in (3.25) and (3.26), respectively. The relay forwards the re-
ceived signals using AAF protocol to the destination in phase-2 to enhance the re-
liability of communication. However, there is a possibility that the relay may try
to intercept and decode the data signal for malicious purposes. To ensure reliable
communication while ensuring security from the untrusted relay, we propose that
the destination transmits the jamming signal over the CP duration of the received
signal right before receiving the OFDM signal. Even though the jamming signal
overlaps with only a portion of the time-domain transmitted signal, its effect spreads
over all the data-containing subcarriers once the FFT process is applied at the relay.
This received signal at the relay, containing the jamming signal arriving from the

destination is given by

Yy (k) = VP1Hy (k)S(k) + Vi, (k)
+ P Hy (k) J (k) + Vya (),
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where J (k) is the jamming signal and the power of the jamming signal transmitted
by the destination is represented by P;. It should be noted that (3.29) contains the
additional jamming term compared to (3.26), hence the term Y, (k) is used instead

of Y, (k).

Figure 3.6 provides a temporal illustration of phase-1 and how the signals arrive at
both destination and relay. The transmission from the source initiates at time #y. The
signal arrives at relay and destination nodes at times times #; and 79, respectively.
The destination then transmits the jamming signal, equal in length to the CP itself
and represented by a checkered block in the figure, immediately upon receiving its
signal. The jamming signal reaches the relay at 3. The starting point of the jammed
portion of the relay’s signal in time can be calculated as

dv +dr _dsr
ty=t3—t = =2 Cd : (3.30)

where d,, indicates the distance between source and destination, dj, is the distance
between source and relay, and d,4 is the distance between relay and destination.
As mentioned earlier, as long as part of the jamming signal overlaps with the data
portion at the relay, its decoding capability is degraded. The overlap itself is ensured

by the propagation delay between the transceivers.

3.4.2.2. Phase-2

In phase-2, the relay transmits the signal to the destination after employing AAF
protocol. The received signal at the destination from the relay without jamming is
given by (3.28). Replacing Y, (k) with Yy, (k) in (3.28) and expanding it gives us
Y4 (k) = \P3Hya (k) (BUONPLHy (K)S (k)
+ Vsr(k) + \/P—jHrd(k)J(k) + Vrd(k))

(3.31)

The receiver will first remove the jamming signal from Y, (k). Since the jamming
signal is known at the destination and CP is discarded in the receiver anyway, the
jamming signal does not affect the signal of the legitimate receiver. However, some
reflected components of the jamming signal may leak into the actual data and cause
a self-interference. In this study, we assume that the receiver is able to cancel that

interference by estimating the channel around itself. Afterwards, it employs MRC
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Figure 3.6: Illustration of the proposed approach in a relaying scenario. (a) A typical dual-
hop relay aided system comprising a single source, relay and destination each. (b) The user
signal is transmitted from source (S) at time ¢(, reaching the relay (R) and destination (D)
at times 71 and to, respectively, while the jamming signal is transmitted by D at 7, and
reaches R at 73.

[317] to combine the resultant signal with the Y, (k) that it received during phase-1

(after sending the jamming signal).

Here it is important to highlight that unlike conventional PLS techniques [55],
the proposed method does not require channel state information at the transmit-
ter [318]. This renders the proposed approach suitable for scenarios where the
transmitter/source node has limited capabilities in terms of computation, channel
estimation, etc. Moreover, the proposed method does not impose any limitation in

terms of channel selectivity, making it suitable for all environments.
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3.5. Delay-Doppler Based Key Generation In V2X Communication

In this section, we first go through the system model considered for delay-Doppler

based key generation followed by a discussion of the key generation process itself.

3.5.1. System Model

A system comprising two legitimate transceivers called Alice and Bob, and an
eavesdropper called Eve is considered. The environment is mobile, i.e., the ter-
minals and/or scatterers are assumed to be moving (as in the case of vehicle-
to-everything (V2X) communication). Then the channel is modeled as doubly-

dispersive in the DD domain, given by

L-1
h(t,v) = Z hio(t —11)6(v — v;), (3.32)
i=0

where h; and L denote the complex channel gain and the number of propagation

paths, respectively. 7; = Ml—gf and v; = k;'\;'T’“ denote the delay and Doppler shifts

corresponding to the i-th path with /;, k;, and x; € [—-0.5,0.5] representing inte-
ger delay, integer Doppler, and fractional Doppler shifts, respectively. M and N
refer to the number of subcarriers and time-domain symbols in a DD frame, re-
spectively. Af and T denote subcarrier spacing and symbol duration. Orthogonal
time-frequency space (OTFS) transmission is adopted, where the DD domain sig-
nal is first transformed to time-frequency using inverse symplectic Fourier trans-
form (ISFT), followed by Heisenberg transform to convert it to a time-domain sig-

nal. After propagation through the channel, this signal is received as [319]

LZ1N-1 —j2n(=q=ki) _ 1
Y (LK) =ZZh,~r<z,k>( —
parylmry Ne /W ax) — N (3.33)

X Xga ([ = Uiy s [k = ki + qly) + W(L, k),

where X4, and W denote data symbols in DD domain and the AWGN with zero
j2mk; (Lep+l-1;) .
mean and variance 0%, T = ¢ ™*ep)V ~ where L), is the length of the appended
e—j27r(—q—l<i)_1
Ne*j%vl(’q’Ki)_N

two-dimensional sinc pulse along the Doppler axis in DD domain, coming from

cyclic prefix, and the term in (3.33) is due to fractional shifts of the

rectangular pulse shaping.
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3.5.2. Proposed Key Generation Using Delay-Doppler Indices

3.5.2.1. Probing

For channel estimation, the impulse-based method of [320] is adopted, where a
single pilot is surrounded by a guard. Due to the presence of fractional Doppler
in our system, this guard extends the entire Doppler dimension. Then, the probing
is simultaneously performed in uplink and downlink using the approach provided
in [321]. The pilot signal-to-noise ratio (SNR) values, referred to as SNR, are kept
relatively high in DD domain (between 20 — 50 dB), however this power spreads
throughout the time-frequency grid once transformed. For instance, SNR, = 40
dB for a DD grid with M = N = 64 would translate to an SNR of 3.88 dB in

time-frequency domain.

3.5.2.2. Normalization and Quantization of the Indices

As shown in Figure 3.7, the received pilot symbols are converted back to the DD
domain, where the indices of the shifts in both domains (/;’s and k;’s) are used
to generate the shared keys by converting the index to its corresponding binary
value. The generated key can be represented by W = [y1, ¥, ..., 1], where ;
represents the key bits generated by the i-th tap in DD domain and has a length of
logs (lnax) + 10gy(2kpay) bits, where [, and k., are the maximum delay and
Doppler shifts, respectively. While integer delays is reasonable for wideband sys-
tems, ensuring integer Doppler shifts requires a long frame duration, which is im-
practical for systems with low coherence duration, such as in the case of V2X com-
munication. Note that the delays given in the tapped delay line (TDL) model [322]
used for V2X scenario can be resolved as integers if a 1/3 or 1/6 nanosecond reso-

lution is used, which translates to 30 — 60 MHz bandwidth.

Accordingly, we consider the fractional Doppler case in the current work. This not

only allows us to examine a more practical case but also enhances the key gener-

ation rate (KGR) with the quantization of the fractional Doppler shift values. The
frac frac

generated key in this case can be represented as ¥12¢ = [w{rac, Wy, ] where

the length of lpl.frac is given by

logs (lnax) +1ogy(N/A) (3.34)
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Figure 3.7: A simplified block diagram of the proposed approach.

where A denotes the Doppler quantization interval. Note that N > 2k,,,, and Aisa
fractional value, i.e., < 1 which leads to a higher KGR when fractional Doppler
shifts are incorporated. Additionally, recall that while the delay is a reciprocal
quantity [134], the Doppler shift is a function of the carrier frequency and there-
fore not exactly reciprocal in frequency-division duplexing (FDD) systems. How-
ever, the uplink and downlink Dopplers can be extracted from one another using
vu = vp(fp/fu) where fy and fp are uplink and downlink carrier frequencies, and
vy and vp are their respective Doppler shifts. Consequently, the uplink receiver
can calculate the downlink Doppler shift and use it for shared key generation. Key
generation generally consists of four steps, i.e., probing, quantization, information
reconciliation, and privacy amplification. Our focus in this paper is limited to the

first two. For the remaining two, we refer the readers to [191].

3.5.3. Security Analysis

3.5.3.1. Regarding Observed Doppler

As (3.32) shows, there is a delay and Doppler shift associated with each path be-
tween the transmitter (Tx) and receiver (Rx), which is used to generate the shared
key. Unless Eve is adjacent to Bob, it is unable to observe the same parameters.
To further illustrate this, consider the case of a Tx communicating with an Rx in
the presence of a mobile reflector, as shown in Figure 3.8. Let fy, f1, fo be the
respective frequencies transmitted, reflected, and, received at the Tx, reflector, and

Rx, that are moving with the velocities v, v1, and va, respectively. Then,

_ (Ciw—ws(@ﬂ ctm_cos(%)) . (3.35)

¢ = vgcos(6p) ¢ = v1cos(62)

s
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Figure 3.8: Illustration of the Doppler (angular) relations between transmitter and receiver
in the presence of a reflector

where ¢ denotes the speed of light, 6 is the projection angle of Tx’s velocity (V)
in the direction of reflector, 61 is the angle of V1’s component on the Tx-reflector
axis, and 0> and 03 are the projection angles of v; and v, on the reflector-Rx axis,

respectively. From (3.35), we find

v=Af=fa-Jfo
_|{c£vicos(61)) (c£vacos(3)
2 [(C + Vg cos(@o)) (c + v 008(02)) . 1] fo (3.36)
~mL

where v = v cos(6g) = vi(cos(61) + cos(f2)) £ vo cos(63).

As seen above, Doppler shift is a function of the velocity, and the velocity of an
object at any given instant can be modeled as the summation of its mean value
and the instantaneous variation. Given that the variation may be due to various
reasons including road condition, weather, traffic, speed limits, the condition of the
car etc., it can be modeled as a Gaussian distribution, N (0, o2), using central limit

theorem (CLT). Specifically, in our case, v from (3.36) can be written as
vV=Vv+g, (3.37)

where v = £vgcos(6g) + vi(cos(61) + cos(2)) £ Vo cos(03), ¢ ~ N (O, 5—3) and
72 = (cos?(8p) + (cos(61) +cos(62))? +cos?(63))o2. Then, practically the Doppler
shift in (3.36) for the i-th channel tap is
vi=(i+si)folc=vi+Vi. (3.38)
Jo

where v; = v, and v; = ¢ fo  As seen from (3.38), the Doppler shift is also

c
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Figure 3.9: The variance of error observed at the receiver for different SNR, values. (a)
SNR,, = 20dB, (b) SNR,, = 30dB, (c) SNR, = 40dB, (d) SNR,, = 50dB.

normally distributed as follows:
vi~ N(ifo/e, a7 (fole)?). (3.39)

Then, the normalized (by ¢/ fp) and discretized Doppler shift k; + «; is also normally

distributed as follows
ki + ki ~ N(¥;NT, (,NT)?). (3.40)
The discussion illustrates that the observed 6;’s, v;’s, and consequently the Doppler

shift values, v;’s, at Eve would differ by virtue of its location and speed. This is

further analyzed in the following discussion.

3.5.3.2. Key Mismatch Between Alice and Bob

The relative velocity between Alice and Bob, as seen by an uncorrelated observer,
is random and given by (3.37). However, for these two nodes themselves, the ob-
served velocity (and resultant Doppler shift) becomes deterministic. Consequently,

the mismatch between Alice and Bob in estimating the Doppler shifts raises solely
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from the AWGN. The conventional mismatch analysis for coefficient-based key
generation methods does not apply to mismatch in the indices. Accordingly, we
empirically determine the error in delay/Doppler index estimation at the receiver
which is shown to be a zero-mean Gaussian with a variance that is smaller than that
of the noise by a factor C (i.e., ¢ = 0,,/C), which is independent of the DD grid
size and channel properties (number of paths) but depends on the SNR and channel
estimation method being used. For this work, we take the average of the values

shown in Figure 3.9, which ~ 2.3.

The Doppler shift, represented by (3.39), can be shown by the following PDF:

£o(x) = (1 /\/27r0'2) e~ (-?/(20%), (3.41)
where u = v;NT. Then, considering uniform quantization for the normalized

Doppler shift, the probability P,, of a sample lying between quantization levels d,,

and d,,41 can be written as

s
P, = / 1(1/\/27r0'2) e~ (m?/(20) gy
dm

o[%7) o))

Key mismatch occurs when the Doppler shift is in the interval [d,,, d;,+1], however,

(3.42)

estimated elsewhere. The probability of the estimated Doppler shift falling in the

wrong interval can then be expressed as the complement event of (3.42) given by
P(elki+k; € [dp,dps1]) =1 =Py = P, (3.43)

Furthermore, the probability of the key mismatch can be derived from (3.43) as

follows

1 N/A

P(KMIki+5 € [dnsdni]) = 55 D, poPul, (3.44)

m'=0,m’#m,

where A = d,;41 — d,, and py is the number of mismatched bits between m’ and
m normalized by the total number of bits generated from the Doppler shifts (i.e.,
logo(N/A)). The mismatch in delay estimation is also calculated using the same
steps as in (3.42)-(3.44). However, since the delays are assumed to be integers,

ki + k; is replace by [;, A is taken to be unity and the normalization is done by 1/ M.
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3.5.3.3. Key Mismatch Between Bob and Eve

The Doppler shift measured between Alice and Eve is different from the one be-
tween Alice and Bob even if Eve is spatially correlated with Bob. This is due to
random velocity change as discussed in Subsection 3.5.3.1. Then, the Doppler shift
between Alice and Eve follows the same distribution in (3.41) with the same mean
but a different variance given by oeve = A/(T N T)? + o2. The probability Py of
a sample lying between levels d,, and d,,+1, and the corresponding probability of
key mismatch are found as in (3.42) and (3.44) by replacing o by oeyve. The delay

estimation mismatch for Eve follows the same steps as Bob.

Furthermore, to illustrate the efficacy of the proposed approach, we also consider
Eve to experience a channel that is correlated to that of Bob (w.r.t Alice). In this

case, the correlated delay and Doppler taps are given by

(I;, k)¢ = Round[p(Li, k;)? + /1 = p2(1;, k;)€]. (3.45)

where (1;, k;)? and (1;, k;)¢ represent the delay-Doppler taps of Alice-Bob and the
uncorrelated Alice-Eve links, respectively, and p is the correlation coefficient. To
generate the correlated Doppler indices, we assume a normal distribution similar to

the one in (3.39) where the mean value (v;) is correlated as
K+~ N (o7 + T = p27)NT, 02, ). (3.46)
3.5.3.4. Secret Key Capacity

The lower and upper bounds of secret key capacity, Ck, are given by:

I(A;B) —min{I(A;E),I(B;E)} < Cg
(3.47)
<min{/(A;B),I(A;B|E)},

where A, B, E refer to the channel observations at Alice, Bob, and Eve, respectively

and /(X;Y) is the mutual information between two random variables (X, Y), defined

as [323]
I(X;Y) = Z ZP(X,Y)(X’)’) log

xeX yeY

( Pxy)(x,y) ) (3.48)

Px(x) Py(y)
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Here, the Doppler distribution for Alice is given by (3.40), and marginal distribu-
tions for Bob and Eve are obtained using (3.42) (using respective variances). To-
gether, they are used to obtain the joint and marginal distributions for Bob and Eve.
The same process is then repeated for the observed delays. Since delay and Doppler
observations are independent, we sum the secret key capacity for both to get the

overall value.
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CHAPTER 4

4. RESULTS AND DISCUSSION

This chapter presents the results obtained (via simulations) for the different contri-
butions presented in this thesis. Section 4.1 is aimed at illustrating the efficacy of
generalized CoMP (GCoMP) in terms of satisfying varying user requirements under
dynamic network resources by adapting different coordinated multipoint (CoMP)
schemes and clustering approaches. Section 4.2 discusses the gains obtained in
terms of signal-to-noise ratio (SNR) when a hybrid network is used as opposed to a
conventional terrestrial one. Section 4.3 presents the secrecy capacity obtained via
the use of distributed channel shortening compared to the conventional approach.
Later, the performance comparison of relay and destination (in terms of bit error
rate (BER)) is provided for different relay locations and jamming powers in Sec-
tion 4.4 to show that the short jamming signal does indeed have a significant impact
on the eavesdropping relay’s performance. Lastly, Section 4.5 presents the achiev-
able key mismatch rate (KMR) and secret key rate for the proposed approach. Fur-

thermore, the randomness of the generated key is also evaluated.

4.1. Generalized CoMP (GCoMP) Framework

The performance of the proposed GCoMP framework is evaluated in terms of num-
ber of connected users, energy efficiency and the required backhaul bandwidth.
To illustrate the effect of varying user/application requirements and network con-
gestion, different services and resource block (RB) availability levels are consid-
ered. Figure 4.1 shows the results averaged over 100 network (and user) realiza-

tions for the case where users are equally distributed amongst the four applications
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listed in Table 3.2. The percentage of unconnected users for different coordina-
tion/clustering schemes and the associated energy efficiency and backhaul require-
ments are shown in Figure 4.1a, Figure 4.1b, and Figure 4.1c, respectively. It
is observed that in terms of unconnected user equipments (UEs) dynamic cluster-
ing performs better than the static approach for all three coordination mechanisms;
coordinated scheduling (CS) scheme performs the worst, joint transmission (JT)
scheme offers the best performance and the adaptive scheme provides intermediate
results. “No coordination® bisects the two clustering approaches, providing better
performance than all coordination schemes with static clustering and worse than all
dynamic ones. While the performance of CS being worse than “No coordination”
scheme might seem rather surprising, it should be kept in mind that CS and (some)
adaptive cases are accompanied by muting of the other transmission points (TPs) in
the cluster. This means that overall a smaller number of RBs is used for transmis-
sion, leading to reduced energy consumption, as shown in Figure Figure 4.1b. Since
muting improves the signal-to-interference-plus-noise ratio (SINR) experienced by
UESs, it improves the energy efficiency as compared to the “No coordination® case,
even though a smaller number of users is entertained. This is also evident in Figure
Figure 4.1¢ where CS with static clustering requires the lowest backhaul bandwidth
out of all approaches. It is interesting to note that the difference in performance for
the various Q’s becomes more evident as the system bandwidth increases. In or-
der to study this effect in more detail, we look at how the performance varies for

different user/application requirements.

Figure 4.2 illustrates the scenario where all UEs utilize conversational video and the
results seem to follow the same trend as the equiprobable application distribution
case. However, it can be seen that the performance of different schemes has a more
significant gap in this case (for maximum system bandwidth, Br), with CS and static
clustering leaving 70% UEs unconnected and JT with dynamic clustering leaving
around 25% unconnected UEs, as compared to the equiprobable case where the
former has about 40% users unconnected and the latter has 20% unconnected UEs.
Accordingly, the backhaul requirements for JT are much more pronounced in this
case as compared to the previous one. In the case of energy efficiency, even though

CS schemes are still the best, this effect is not as pronounced as the first scenario.
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Figure 4.1: Performance comparison of different coordination schemes and clustering
approaches when all applications (given in Table 3.2) are equiprobable. (a) Number of
unconnected users, (b) Energy efficiency, (c) Average backhaul bandwidth required per
TP.

Considering how the performance diverged with an increase in application demands,
we can expect the opposite to happen when the requirements are lowered. This is
validated in Figure 4.3, where all UEs are assumed to use vehicle-to-everything
(V2X) messaging which has the lowest requirements of the applications mentioned
in Table 3.2. As expected, the performance of different coordination/clustering
schemes seems to converge in this case. Though it should be noted that for 25 RBs,
the “No coordination” and dynamic clustering approaches have significant gains
as compared to static clustering. Also, the energy efficient nature of CS is more

pronounced as compared to both the earlier scenarios.

The GCoMP decision making can be illustrated with the discussion provided above.
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Figure 4.2: Performance comparison of different coordination schemes and clustering
approaches when 100% of the UEs use conversational video. (a) Number of unconnected
users, (b) Energy efficiency, (¢) Average backhaul bandwidth required per TP.

First, it should be noted that the prioritization defined by 5G QoS identifier (5QI)
is employed to sort the users and then a network-centric approach is used to maxi-
mize the number of connected UEs. Now consider the second scenario (Figure 4.2)
where 25 RBs are available per TP. If the available backhaul, BH,, is limited to
40 Mbps with energy efficiency requirement, EE,, of more than 0.5 Mbps/Joule,
GCoMP decision mechanism looks at the possible approaches that satisfy the given
criteria. In this case, CS with both clustering approaches (€22, €25) and adaptive

(€6) and JT (€7) schemes with dynamic clustering are possible candidates. Since
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Figure 4.3: Performance comparison of different coordination schemes and clustering
approaches when 100% of the UEs use V2X messaging. (a) Number of unconnected
users, (b) Energy efficiency, (c) Average backhaul bandwidth required per TP.

the goal is to minimize the number of unconnected devices, JT with dynamic clus-
tering would be chosen, i.e., Q* = Q7. Now consider the case where BH, is lowered
to 20 Mbps with the same EE,. Now the possible candidates include CS with both
clustering approaches (H2, H5) and adaptive scheme with dynamic clustering (€2¢).
In this case, the latter would be chosen to minimize the number of unconnected
users. In case EE, is increased to 0.75 Mbps/Joule, only CS schemes (Q2, Q5)
meet both constraints with dynamic clustering being chosen by the GCoMP frame-
work, i.e., Q* = Q5. Given the definite trend in performance, energy efficiency,
backhaul, user requirements, and resource availability, it is possible to develop a
look-up table kind of strategy that can select Q* depending on the distribution of

user applications.
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Here, we would like to reiterate that this case study and the accompanying simula-
tions present a very simplistic illustration of the proposed GCoMP concept, aimed
at providing elementary understanding to the readers. More thorough analysis and
contributions, some of which are highlighted below, are required to practically re-

alize such a system in future networks.

4.2. CoMP For Reliability

Since the main contribution of this work is to leverage the difference in large-scale
fading characteristics of the aerial and terrestrial channels, we show the achievable
SNR for different links and users followed by the same when maximum-ratio com-

bining (MRC) is used to enhance the reliability of the system.

The simulation parameters and assumptions used for all the results presented be-
low are listed in Table 4.1. In addition, the obtained results correspond to averaged
statistics of Monte Carlo simulations (10,000 trials). Large-scale fading statistics
of both TBS 1 and FBS for the network layout presented in Subsection 3.2.1 are
shown in Figure 4.4. The dotted lines represent the TBS and the solid lines rep-
resent the FBS values. It can be seen that the fading decreases as the height of the
FBS increases up to a certain point, after which it stabilizes at first, and then starts
increasing. This follows the intuitive explanation that increasing height increases
the elevation angle and consequently, the P(LoS), which in turn makes the exces-
sive path loss (7) smaller but after a certain height the distance-dependent path loss

becomes more dominant and it offsets the change in 7.

It can be clearly seen that the user location has a huge impact on large scale fading for
the two different BSs. For instance, in the case of UE 1, TBS consistently remains
the better choice in terms of large scale fading. On the other hand, it is visible that
for UE 3 FBS provides much less large scale fading as compared to the TBS. This
last result may give the impression that FBS are always capable of providing better
service to the cell edge user. However, at this point it is imperative to remember the

following points regarding FBSs:

— The decrease in fading for FBS would result in increased interference to users

of neighboring cells.
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Figure 4.4: Large scale fading comparison between the primary terrestrial base station
(TBS1) and flying base station (FBS)

— The FBSs have their own limitations about service provision, the primary
one being their power consumption. These FBSs, particularly low-altitude
platforms are incapable of staying in the air for more than a few hours [324]

and hence unable to provide continuous connectivity.

As far as the interference issue is concerned, it can be mitigated using coordination
between the different BSs. This provides the motivation for utilization of centralized
control either with CoMP or C-RAN for such hybrid network deployments. Cen-
tralized and decentralized interference coordination schemes in a terrestrial/aerial
environment are discussed in [325], however, in this case the UAV is considered to

be a cellular-connected user.

The power limitation for the FBS, on the other hand, still remains a major issue.
While these FBSs can be used to improve the performance in certain scenarios or
provide temporary off-loading of the network for maintenance or disaster relief, they
are not yet capable of giving full-blown service. Fortunately for us, it is possible
to use FBSs intermittently to provide service to mission critical applications like

URLLC. This can be done by using diversity combining, as mentioned earlier.

For the purpose of this work, we consider the gain of combining FBS-TBS vs. TBS-
TBS in terms of SNR as a measure of the reliability. Having calculated the large
scale fading, we calculate the SNR for the users shown in Figure 3.2 from all BSs.

The assumed transmit power, noise spectral density and bandwidth are listed in
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Figure 4.5: SNR comparison between different user-base station links. User link with
flying base station (UE-FBS) is shown in blue, link between user and first terrestrial base
station (UE-TBS1) is shown in red while user and second terrestrial base station link is
shown in cyan (UE-TBS2)

Table 4.1. Figure 4.5 shows the SNR for different UE-BS links. It can be seen that
FBS provides considerably better SNR than the TBS links for UEs 2 and 3, which
allows us to intuitively expect that TBS1-FBS combining would give much better
combined performance than TBS1-TBS2 combination. The resultant output SNR
after MRC is calculated according to (3.17) as shown in Figure 4.6. As expected
the TBS1-FBS link provides the most significant gain for cell-edge user (UE3).
TBS1-TBS2 combination improves the SNR by ~3dB while the TBS1-FBS link
provides an improvement of ~22dB. For the case of the cell center user (UE1), it is
shown that neither of the combining techniques provide any significant advantage.
It clearly shows that an adaptive implementation of the combining depending on the
user location would both, benefit the user in terms of received SNR (at cell-edge)

and save computational and energy costs (in cell-center).

4.3. CoMP For Physical Layer Security (PLS)

The threats to wireless communication are a function of its context including the
location of the node, time of day, propagation environment, etc [326]. Intuitively,
urban environment poses the most serious threats due to the increased likelihood of
having untrustable/eavesdropping nodes in the vicinity of the legitimate receiver.

Accordingly, an urban macro environment is assumed for performance evaluation
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Figure 4.6: SNR comparison with and without MRC combining. Blue, red and cyan
colors represent UE1, UE2 and UE3, respectively. The solid lines are the results for MRC
combining of TBS1 and FBS, dotted lines are obtained after combining both TBS links
while the dashed line represents SNR without any combining

of the proposed approach where we use the tapped delay line (TDL)-model A to
represent the delay spread, which is scaled to represent a normal delay profile at the

carrier frequency, f. = 2 GHz according to [306]

led del desired
TlSCa (§] = Tll’n() 5 . DS CSITe: , (4.1)
where Tlm"del is the normalized delay of the /-th multipath component, and DSdesired

shows the scaling parameter for the desired environment and frequency. For
Dsdesired — 363 the maximum excess delay iealed = 3 5. Inaccordance with fifth
generation (5G)’s flexible numerology structure, we assume subcarrier spacing, A f,
to be 30 kHz, fast Fourier transform (FFT)-size, N = 2048 and cyclic prefix (CP)
duration, T¢, = 2.34us [327]. Since the maximum delay spread is larger than the
CP duration, we use maximum shortening signal-to-noise ratio (MSSNR) chan-

nel shortening filter (CSF) to reduce the effective channel impulse response (CIR)

length for Bob. These and other simulation parameters are summarized in Table 4.2.

Figure 4.7 and Figure 4.8 illustrate the performance of the proposed algorithm in
terms of achievable and secrecy capacities, respectively. Note that secrecy capacity

(Cy) is defined as the difference between the capacities of Bob and Eve, i.e., [328]

Cy=Cp - Co. (4.2)
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Figure 4.7: Performance comparison of the proposed approach with channel shortening
[2], and baseline OFDM in terms of achievable capacity at Bob and Eve in normal, single
TP-based channel shortening and proposed approaches.

It can be seen in Figure 4.7 that the performance of Bob in both cases ( [2]
and proposed) is similar to the baseline orthogonal frequency division multiplex-
ing (OFDM) since we assume the same cumulative received power in all cases to
ensure a fair comparison. On the other hand, Eve’s performance is degraded in the
proposed approach compared to [2] since the former includes interference from both
links according to (3.22) and (3.23). It can be seen that the achievable capacity of
Bob increases with increase in SNR, while Eve’s capacity becomes almost stable
after SNR of 20 dB for both proposed and [2]’s approaches. This also results in
a continuously increasing secrecy capacity, as shown in Figure 4.8. From here, it
might be tempting to consider using the proposed approach for high SNR region,
however, its performance at lower SNR values (10 and 15 dBs) is also promising.
At these SNR values, the proposed approach provides secrecy capacities of 2.09 and
3.54 bps/Hz compared to 1.44 and 2.68 bps/Hz for [2] where Bob’s own capacity
is 3.45 and 5.02 bps/Hz, respectively. In other words, the proposed approach pro-
vides a secrecy capacity that is between 60% and 70% of Bob’s capacity while the
corresponding numbers for [2] are 41% and 53%, illustrating a gain of around 20%
when the proposed approach is used. On the other hand, this gain reduces to about

10% when we consider a higher SNR value of 30 dB.
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Figure 4.8: Comparison of secrecy capacity between the proposed approach and [2].

4.4. Secure Communication In The Presence Of Eavesdropping Relays

As mentioned earlier, this work considers the presence of a single antenna source,
destination, and relay nodes in an urban macro environment. As the ratio between
received data and jamming signals depends heavily on the position of the relay, the

following path loss model is used [306]:
PL =22 loglo(d) + 20 loglo(‘fc) + 28 + g, (4.3)

where d is the distance between the transceivers in meters, f, is the carrier frequency
in GHz, and o represents the shadow fading modeled as a zero-mean log-normal
distribution. The source and destination nodes are assumed to be 1 km apart, with
the relay occupying possible positions at multiples of 100 m from them. The trans-
mission power of both source and relay is selected as 23 dBm, which is typical of
a cellular UE. Each link experiences a slow Rayleigh fading channel, with an ex-
ponentially decaying power delay profile containing a CIR of L = 32 taps, which
is also the length of the CP used (unless mentioned otherwise). Perfect synchro-
nization and channel estimation are assumed for all links. Noise power spectral
density (PSD), Ny, is taken to be —174 dBm/Hz. The simulation results are aver-
aged over 5000 OFDM blocks, where each block contains 256 Quadrature Phase
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Figure 4.9: BER performance comparison of relay and destination. Relay’s performance
is seen to be degraded severely with the proposed CP jamming scheme.

Shift Keying (QPSK) symbols. A summary of these simulation parameters is pro-
vided in Table Table 4.3. It should be highlighted that even though secrecy capac-
ity/outage are popular metrics in physical layer security (PLS), they are limited in
practice since they do not take into consideration the receiver structure, transmission
parameters or the channel conditions [55]. Accordingly, we opt to use security gap
in this work, which is quantified in terms of the difference of the BERs observed by
Bob and Eve.

Figure 4.9 shows the performance of relay and destination nodes in terms of BER.
This is used to represent the security gap, which is quantified by the gap in error
rates (bit, symbol, packet, etc.) of the legitimate and illegitimate receivers [55].
The horizontal axis represents the position of the relay, where zero is the location
of the source itself, while 1 represents the location of the destination. For this sim-
ulation, both data and jamming signals are assumed to have the same power levels
(23dBm). The two curves for relay represent the two cases of normal relay op-
eration (without jamming) and with the proposed jamming approach, respectively,
while the curves for destination represent its performance in phase-1 (where it only
receives the broadcast signal from the source) and when it applies MRC to the two
copies received via source and relay. It can be seen that the relay’s performance
is significantly better than the destination when neither jamming nor combining is
performed. This is simply due to the physical closeness of the relay to the source,

and the consequent decrease in path loss. It is shown in [329] that distance-based
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Figure 4.10: Effect of jamming power and CP duration.

cooperative protocol selects the relay closest to the destination as the optimal one.
Our results also re-iterate this, as the performance of destination after MRC is sig-
nificantly improved when the relay moves closer to it. The proposed algorithm

also increases the BER of the untrusted relay at this point, leading to an increased
security gap.

The interception capability of the eavesdropping relay depends on the jamming sig-
nal received. Accordingly, we look at the effect of different power levels of the
jamming signals (Py) as well as its different durations, as shown in Figure 4.10.
For the former, we have considered three cases, i.c., P; = [0.25,0.5,1] * Pp,. It
can be seen that variation in P; has a clearly distinguishable effect on the relay’s
BER. For instance, when the relay is at the middle of the source and destination
nodes, its BER goes from 0.019 to 0.05 as P; increases from 0.25 % Py, to Pry. To
see the effect of the length of the jamming signal, we looked at three cases where
both the length of CP and jamming were varied, i.e., CP ratios of 1/16,1/8,1/4
were used (which were kept equal to CIR itself). It is observed that the length of
the jamming signal itself has no visible effect on the BER performance. This ob-
servation also encourages us to use the minimum possible CP length in the system

without compromising on the security performance of the proposed algorithm.
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4.5. Delay-Doppler Based Key Generation In V2X Communication

The performance of the proposed approach is evaluated in terms of KMR and
secret key capacity as shown in Figure 4.11. Since our focus is on evaluating
the key performance, we consider transmission of 10% orthogonal time-frequency
space (OTFS) frames comprising only the pilot and guards with a grid size of
M =l = N = 2k;uqr = 32, in a 4-tap doubly dispersive channel at 5.9 GHz.
Note that, for data transmission, grid dimensions N = 128, M = 1024 can be used
which lead to the same guards (as in our simulations) for the channel model given
in [322]. KMR between Alice and Bob as a function of SNR,, and A is shown in
Figure 4.11a and the simulated results for both delay and Doppler show harmony
with the theoretical ones (plotted for A = 0.5). KMR decreases between Alice and
Bob when delay indices are also incorporated, but it increases as A is reduced, with
A =0.5,0.25,0.125 giving KMR values of 1.3 x 1073, 2.8 x 1073, and 5.9 x 1073
respectively at SNR, = 40 dB. However, it should be kept in mind that smaller
A leads to a larger key generation rate (KGR) per (3.34). Figure 4.11b shows the
KMR results for Eve. For the uncorrelated case, the KMR lies between 0.47 and
0.49 irrespective of the values of SNR;, or A. Even with highly correlated Eve
(0o = 0.999), Eve’s KMR does not go below 0.24 which is due to the independent

instantaneous variation in the velocity (and resultant Doppler shift).

The upper and lower bounds for secret key capacity are plotted in Figure 4.11¢
according to (4.2) for different values of A. For comparison with [133], the case
of one OFDM RB, i.e., [;;,x = M = 12 subcarriers and N = 7 symbols is also
shown. While [133] yields a secret key rate of ~ 0.8 bits/RB, the proposed approach
provides between 9 and 18 bits for the same resources using a single-antenna system.
Moreover, the randomness of generated key is evaluated using National Institute
of Standards and Technology (NIST)’s statistical suite. Table 4.4 summarizes the
results of the applicable tests for 100 sequences that were 100-bit long. For each of
these tests, the number of successful sequences is expected to be ~ 96 [330]. Some
tests, such as random excursion are not included since they lack specific success

criteria.

Here it should be pointed out that the generated/shared key is used in various ways
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Figure 4.11: Performance analysis of the proposed scheme. (a) KMR between Alice and
Bob as a function of SNR for different values of A. (b) KMR comparison between Bob
and Eve as a function of p and A. (c¢) Secret key capacity for different values of L and A.

including constellation rotation, artificial interference/noise injection, or as spread-
ing sequence for protection against jamming, etc. For more details about how these

can be utilized, we refer the reader to Section IV-D of [55] and references within.
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Table 4.1: Simulation parameters for hybrid aerial-terrestrial network in support of

uRLLC

Table 4.2: Simulation parameters and assumptions for spatially distributed channel short-

ening

Parameter Value
Environment Urban
Inter-site distance 500m
fe 2GHz
hrps 30m
hrps Up to 500m
NLoS | INLos 1dB | 20dB
@Los | ANLos 2.813.3
BLos | BNLos 11.4dB | 17.6dB
YLoS | YNLos 2.3]2.0
O LoS | ONLoS 4.1dB | 9.9dB
Noise spectral density N -174dBm/Hz
Transmit Power (TBS and FBS) 23dBm
Bandwidth 10MHz

Parameter Value
Simulation environment Urban macro
Channel model TDL-A
Number of coordinating TPs, (K) | 2

Carrier frequency (f;) 2 GHz

FFT size (N) 2048
Subcarrier spacing (Af) 30 kHz

CP duration (7)) 2.34 us
Delay spread scaling factor (DS) | 363

Desired effective CIR length

234 ps (= T.p)

Sample interval (Ty)

16.27 ns (= 1/N.Af)
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Table 4.3: Simulation parameters and assumptions for CP jamming against eavesdropping
relays in OFDM systems

Parameter Value
Simulation environment Urban macro
Carrier frequency ( f.) 2 GHz
Shadow fading standard deviation (o) | 4 dB
Source/relay transmit power (Pry) 23 dBm
Noise power density (Np) -174 dBm/Hz
Source-destination distance 1000 m
Source-relay distance (100, 200, ... , 900) m
CIR length (L) 32
Modulation QPSK

FFT Size (N) 256

Table 4.4: Proportion of sequences successful in NIST randomness tests

Test Name No. of Successful Sequences
Frequency 100/100
Block frequency 100/100
Cumulative sums 100/100
Runs 100/100
Longest run 100/100
FFT 99/100
Non-overlapping template 100/100
Approximate entropy 100/100
Serial 99/100
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CHAPTER 5

5. CHALLENGES AND RESEARCH DIRECTIONS

This chapter looks at some of the challenges associated with the contributions of the

thesis, i.e., coordinated multipoint (CoMP) and physical layer security (PLS).

5.1. Challenges For (Generalized) Coordinated Multipoint

There are considerable challenges that need to be overcome in order to make gener-
alized CoMP (GCoMP) a reality. Some of these issues are illustrated in Figure 5.1

and discussed below:

— Owing to the diversity of future wireless networks both in terms of
user/application requirements and device/node capabilities, optimized re-
source allocation is going to become even more challenging [331]. Multi-
objective optimization is, therefore, going to be imperative. This also in-
cludes the need for improved network slicing capabilities which will be nec-

essary to support future applications [332].

— The spatial diversity afforded by the geographical separation between trans-
mission points (TPs) can be utilized to provide capacity, security, and reli-
ability gains. However, all of these are competing objectives which means
one can only be achieved if the others are waived. Optimizing these trade-
offs remains a challenge. This might also require multi-objective resource

optimization.

— In this work, we have assumed that all the coordinating entities in the net-
work are capable of supporting all clustering approaches and CoMP schemes.

However, there might be a scenario where this is not true. Adapting the
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Figure 5.1: Challenges and future directions

GCoMP decisions to accommodate such scenarios remains an open chal-
lenge. Moreover, here we have only focused on the backhaul bandwidth and
energy considerations in terms of added data exchange between TPs. The
analysis in terms of convergence of the CoMP function on an appropriate
time-scale, impact on TP complexity and any impact of the network config-

uration still needs to be carried out [104].

— For any CoMP scheme, timely exchange of information between cooperating

nodes and/or central controller is imperative which has been assumed in this
work. However, achieving this can be quite challenging in practical scenarios.
This issue has been studied in the context of optical networks from the per-
spective of coordination controller placement [333] and resource (bandwidth)
allocation scheme that prioritizes signaling over data traffic [334]. The im-
pact of this latency on GCoMP specifically, however, remains to be studied

and suitable mitigation mechanisms should be developed accordingly.

— Significant efforts are being made to improve the compatibility between dif-

ferent wireless radio access technologies. access traffic steering, switching
and splitting (ATSSS) is one such example, which promises not only the co-
existence but convergence of non-3rd Generation Partnership Project (3GPP)
access networks (such as Wi-Fi) with 3GPP’s fifth generation (5G) core net-

work [81]. The upcoming amendment of the Wi-Fi standard, i.e., IEEE
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802.11TGbe has introduced multi-access point (AP) coordination concept
which is similar to CoMP [335]. Furthermore, coordination is also being con-
sidered for the purpose of sensing in 802.11’s sensing task group, TGbf[336].
This illustrates the need for developing more efficient coordination mecha-
nisms not only for communications but other aspects of wireless networks as

well.

Even though the discussion around sixth generation (6G) is still in its early
stages, it is evident that the next-generation wireless networks demand novel
paradigms such as reconfigurable intelligent surface (RIS)-enabled smart ra-
dio environments [79] and cell-free massive multiple-input multiple-output
(MIMO) systems [337], [338]. It might be interesting to consider incorpo-
ration of RISs in a CoMP setting. Not only does the use of multiple RISs
provide an opportunity for co-channel interference (CCI) mitigation at cell
edges [339], but also coordination can help with the biggest challenge in prac-
tical RIS deployment, i.e., channel estimation [340]. Since the introduction
of RIS and the associated phase shifts contributed by different elements of
the surface affect the channel, it would also have an impact on the channel
estimation process. The frequency of the channel estimation would depend
on the number of RISs, the number of elements in each surface, and the fre-
quency of their update. This process can be streamlined by the use of a cen-

tralized/coordinated control mechanism.

Some of the major roadblocks towards widespread deployment of CoMP in
wireless networks include insufficient backhaul, imperfect channel state in-
formation (CSI), and clock synchronization [85]. The limited backhaul issue
is addressed by quantizing the CSI and data signals or reducing the num-
ber of connected users, which leads to significantly diminished throughput,
increased end-to-end latency, and lower user density [341]. While optical
technology is extensively used for backhaul, it may not scale with the ex-
pected densification of future networks. This has led to a discussion around
the usage of millimeter wave (mmWave) for integrated backhaul/fronthaul
and access operation [342]. However, in this (especially self-backhauling)

case, radio resource management (RRM) becomes critical necessitating the
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development of flexible and adaptive resource usage methods.

5.2. Challenges For Physical Layer Security

Despite the fruitful research in PLS era, there is a variety of challenges to be tackled
in order to make PLS areality. In this section, we provide and list several open issues

and challenges for future works which are as follows:

— A major roadblock in the practical realization of PLS is the limiting assump-
tions often made regarding the attacking nodes. This may refer to the pro-
cessing capabilities of the attacker, the number of antennas, active/passive,
or individual/collaborative nature. This fact has slowed both the develop-
ment of proof-of-concept prototypes and the acceptance of PLS approaches
to security in reality [343]. Quite often, the attacker is assumed to be similar
to a simple legitimate receiver in the network. While this assumption might
be valid to ensure the privacy of wireless links from other users in the net-
work, a malicious attacker should be considered to be suitably equipped and
capable of smartly switching between different types of attacks based on link
quality [344].

— For any observable parameter, reciprocity is imperative which has been as-
sumed in this work. However, achieving this can be quite challenging in
practical scenarios. For example, time-division duplexing (TDD) system it-
self is reciprocal, but the channel estimation results at both ends of the link,
which are affected by noise and interference may not be consistent [212].
Therefore, when the observable parameter is not the same at both ends, some
information needs to be exchanged between the communicating entities for
reciprocity compensation, resulting in the potential risk of observable param-

eter disclosure.

— 5G and beyond paradigms promise ubiquitous connectivity anytime, any-
where including high-speed scenarios. Mobility (particularly high-speed mo-
bility) brings challenges such as Doppler spreading, selectivity of the channel,

low coherence time, increased handovers and authentication overhead [345].
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The channel selectivity and shorter coherence duration become a more pro-
nounced problem from a PLS perspective. For instance, in physical (PHY)
authentication if the legitimate transmitter and receiver lose their connection
for more than coherence time, the channel no longer supports verification
of the users [184]. In such cases, the authentication procedures need to be

re-evaluated or even re-designed.

With the increasing popularity of concepts such as cognitive/adaptive PLS
and PLS for joint sensing and communication (JSC), it is important (and even
imperative in some cases) to devise new metrics to quantify security for next-
generation wireless networks. While link-level metrics for communication
security have been extensively studied [328], there is limited work on quanti-
fying the security of an environment. For instance, [346] proposes a “secrecy
map”’ which provides average secrecy capacity over the whole space for given
positions of legitimate nodes without putting any location constraints on the
illegitimate node. Considering the importance being given to sensing in be-
yond 5G networks, it might be prudent to come up with security metrics that
can be extended to cover the security of sensing and communication jointly
for the whole environment instead of limiting it to specific scenarios in terms

of attackers’ and interferers’ locations or orientations.

So far, PLS approaches remain limited to the information theory domain,
without practical implementations. A limited number of works have been
triggering the practical validation of PLS approaches. For instance, the im-
plementation of two PLS techniques is proposed in [347], namely phase en-
ciphered Alamouti coding (PEAC) and artificial noise. The resulting testbed
is very complex though, as well as difficult to replicate and validate. Besides,
the implementation is only applicable to a situation where the Shannon capac-
ity of the eavesdropper is exactly half the Shannon capacity of the legitimate
receiver. However, a proof-of-concept using off-the-shelf hardware to pro-
tect the legitimate communication against mobile eavesdropping is proposed
in [348]. This is achieved by leveraging the flexibility and control granular-

ity offered by the relatively new concept of spectrum programming [349], by
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which it provides the ability to control and degrade the quality of the eaves-
dropper’s channel by virtually manipulating the connectivity of the legitimate

receiver.
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CHAPTER 6

6. CONCLUSION AND FUTURE WORK

Having looked at different aspects and realizations of coordinated multipoint
(CoMP) and physical layer security (PLS) in the previous chapters, we can draw

the following conclusions:

— Fifth generation (5G) was characterized by the introduction of diverse ser-
vices, applications, and user requirements. The trend of expanding wireless
paradigms is set to continue with sixth generation (6G), prompting the need
for an intelligent and flexible network that can coordinate its resources to
improve the quality of service (QoS) provided to the users. Driven by the
realization that presently available techniques are unable to achieve this goal,
we have proposed the generalization of CoMP concept. The aim is to ex-
pand the scope of COMP from mere interference management at cell edges to
enhancing the throughput, decreasing latency, increasing reliability, improv-
ing coverage, and providing seamless connectivity to user equipments (UEs)
with varying requirements. To this end, a generalized CoMP framework has
been discussed in this thesis, which we believe will prove to be a stepping
stone towards the realization of fully coordinated next-generation wireless

networks.

— The difference in large-scale fading effects of air-to-ground and ground-to-
ground channels can be exploited to improve reliability of communication,
enabling ultra-reliable low latency communication (uURLLC) services. Our
results have shown that FBS-TBS links indeed provide higher reliability than
TBS-TBS links, opening a new direction of research that comprises of hybrid

networks targeting different applications for 5G and beyond networks. In
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this regard, various optimization problems can be investigated. For instance
in case of user cell association, in addition to the received power or channel
quality, we can consider the cost of making the selection of the FBS as the
serving BS for a particular user. This cost can be related to the the energy
consumption of the FBS or the interference it causes to the other cells and
their users. Keep in mind that some of the optimization problems pertaining
to airborne communication networks already studied in the literature include
optimized UAV relay placement [350], cell association and power allocation
for cellular UAV to mitigate the interference [325], 3D placement of terrestrial
and aerial base stations and the user cell association while considering the

backhaul [351], as well as FBS placement for maximum coverage [352].

Leveraging spatially distributed and coordinated transmission points (TPs)
helps mitigate the limitation of the existing shortening-based PLS mecha-
nism [2]. The performance is evaluated in terms of achievable secrecy ca-
pacity for both approaches, showing the gains of the proposed approach over
the existing scheme. It should be noted that this work provides a rudimen-
tary method (and analysis) of leveraging spatially distributed transmission
with channel shortening for security. Further studies are required to fully
explore the potential of these two mechanisms in securing communication.
In this context, one of the future studies that we believe is highly merited is
the analysis of the effect of data splitting mechanisms and its dependence on
the number of cooperating TPs in improving security. Furthermore, it might
also be worthwhile to look at the performance of the proposed method (and
any other mechanisms arriving from it) under different propagation environ-
ments, line-of-sight (LoS) assumptions, channel estimation errors, scattering

levels, etc.

The presence of untrusted relays in cooperative communication systems rep-
resents a legitimate concern. To address this, we have proposed an approach
that involves the transmission of a jamming signal from the destination in
the interval while it receives the cyclic prefix (CP) part of the signal. Unlike
the conventional solutions which require jamming signals to be transmitted

throughout the broadcast phase, the proposed method only requires the signal
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to be transmitted for a fraction of it. It should be noted that even though this
work focuses on the cooperative communication scenario, specifically un-
trusted relays, the concept presented in this work is much more general and
can be applied to the eavesdropping problem in any orthogonal frequency
division multiplexing (OFDM) system. Moreover, in such systems the jam-
ming signal may also corrupt the (blind) synchronization attempted by any
illegitimate receiver. Further work can also be carried out to optimize the
relay placement and jamming power allocation to maximize the security gap
in cooperative systems. Moreover, the proposed technique can be used for
secure key exchange between the legitimate nodes in the presence of an un-
trusted relay. Furthermore, the proposed algorithm can also be applied in

cases when there is no direct path between source and destination.

Providing security in general and PLS in specific is particularly challenging
for high-mobility scenarios such as vehicle-to-everything (V2X) communica-
tion. Recently, orthogonal time-frequency space (OTFS) has gained traction
due to its ability to convert the fast-varying propagation to a slow-varying one
using the inverse symplectic Fourier transform (ISFT). This work leverages
the same property to propose and evaluate a channel-based key generation
method that can be used for frequency-division duplexing (FDD) systems,
that generally suffer due to lack of reciprocity. The results show a consider-
able gap in terms of key mismatch rate (KMR) observed at legitimate versus
illegitimate receiver while fulfilling the National Institute of Standards and
Technology (NIST)-defined randomness criteria for the key itself. This does
not exclude the possibility of using the proposed approach in time-division
duplexing (TDD) systems. On the contrary, the TDD system can leverage ad-
ditional features such as the amplitude/phases of the delay/Doppler channel
taps. However, the performance analysis of these considering realistic sys-
tem parameters (including delay-Doppler (DD) grid design) is left for future

studies.
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