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UNVEILING THE WIRELESS
NETWORK LIMITATIONS IN

FEDERATED LEARNING

SUMMARY

Huge increase in edge devices over the world with powerful processors inspired many
researchers to apply decentralized machine learning techniques so that these edge
devices can contribute to train deep neural networks. Among those decentralized
machine learning schemes, federated learning has gained tremendous sympathy as it
grants privacy to the edge devices as well as diminishing communication costs. This is
because federated learning does not need to access raw data nor store it, instead, clients
would learn from their raw data locally and produce gradient updates. These gradient
updates would be aggregated at the server. The raw data is kept at clients untouched,
to a degree that only the trained gradient updates are shared with the parameter server.
As a matter of fact, the privacy and security issues are mostly scaled down and the ML
models instead of raw data would save communication overhead. Considering these
issues, federated learning has emerged from distributed and decentralized learning yet
it revolutionizes the training as it aggregates the locally trained ML models by edge
devices.

A typical federated learning scheme which is investigated in the thesis, includes
many number of clients who calculate the gradient of the loss function by applying
stochastic gradient descent method and it also consists of an aggregator that collects
these gradients in each communication round. In each round, only randomly selected
number of clients participate in federated learning with their calculated gradient. The
gradient descent is estimated according to the local batch size which is the fraction of
client’s local raw data. Collected gradients by the server are averaged in the server
and the averaged gradient is disseminated to the clients back. It is expected to see
the convergence after many communication rounds, as many clients are anticipated to
contribute and therefore train the model in the server about the data.

Yet, the issues related to the network limitations for the federated learning process are
not covered in the literature. In such federated learning applications and simulations,
the network is assumed to be stable and the limitations that come with unstable
network are overlooked. These simulations are mostly written on Python and the
essential network settings are implicitly asserted. Quality of Service (QoS) parameters
such as packet drop ratio and delay are not considered, however they stand as key
factors for federated learning convergence since they can slow down or even prevent
the convergence process. In fact, there are federated learning applications proposed
in the literature which are real-time such as cache-based popular content prediction
applications. Meaning that these applications are sensitive to packet drops and delays

xxi



that are caused by the network. Therefore, delay and packet drops in the network must
be thoroughly examined in order to make such federated learning applications feasible.

To this end, an advanced federated learning simulation is introduced and results are
shared in this study. The simulation includes not only clients and server which
are producing gradient updates, but also a full network backbone which allows the
observation of the QoS parameters in the federated learning process. To be able to
achieve this, a network which consists of clients and the server of the federated learning
is simulated using reputable NS3 (Network Simulator 3). The network is designed as
dumbbell topology which includes 100 clients on the left hand side of the dumbbell
and server on the right hand side. This makes the left router to be the bottleneck,
thus the background traffic in the network causes packet drops there. Additional
node to generate background traffic is placed in the same side with clients so that
the packet drops are observed and the intensity of the packet drops can be arranged by
a hyperparameter which is called the interarrival time of the packets that are generated
via background traffic. Poisson distribution based background traffic is produced in
the manner of the interarrival time between packets at the traffic generator node.

By applying ns3-ai framework which enables NS3 and python processes to
communicate, the network and the federated learning process are run simultaneously
so that the observations on QoS can be made. Since millions of devices are expected
to be involved in a federated learning application in which the speed of converge is
essential and not all of the clients updates may increase the convergence, UDP (User
Datagram Protocol) is utilized as transport layer protocol. These gradient updates are
fragmented to UDP packets and are sent from clients to servers and servers to clients.
Thus, whenever a UDP packet that carries client update is dropped, the whole client
update must be discarded. As a result, discarded clients reduce the performance of the
federated learning and cause significant drawbacks to the application.

Initially, the experiment is validated by running countless simulations with different
seed values. Validation is carried out by testing the reproducibility of the same
experiments by comparing cross entropy error, accuracy of both server and clients
and also packet drop rates. For various interarrival time values ranging from 250
milliseconds to 900 milliseconds many simulation scenarios are designed. The
replication method is used to evaluate the results. This means that each scenario with
different seeds are run 10 times and the results are presented with %95 confidence
interval. Among those scenarios, three of them are picked and are tagged as heavy,
medium and light traffic intensity which correspond to 250, 400, 900 milliseconds
interarrival time, respectively.

The results are presented by giving maximum error rates, average success rates and
per round test accuracies. The most erroneous batch that is detected in aggregated
gradient at server is presented by maximum error percentage after each communication
round. It shows the worst performing model and it is meaningful to demonstrate the
unfavorable consequences of the background traffic to the performance. With heavy
intensity traffic, maximum error percentage goes up to %80 after round 90, whereas
maximum error percentage is between %10 and %20 with light traffic. This shows the
federated learning application’s early vulnerability to the background traffic. With the
assumption of the network being completely stable, then average success percentage of
client update delivery becomes %100. However, it is not realistic and average success
percentage reduces and fluctuates according to the traffic intensity. As the traffic

xxii



gets intense, less client updates are received by the parameter server for a successful
aggregation. Finally, the test accuracy of various intensity traffic configurations are
presented. Packet drops because of the bottleneck queue capacity overflow causes
tremendous decrease for the test accuracy which is crucial for any federated learning
application. For at least 200 communication rounds, the decline in the accuracy is
evidently visible when the traffic is intense. More specifically, %90 accuracy is reached
over 120 rounds for high intensity traffic, while it is reached around 60 rounds for light
traffic. The intensity of the background traffic becomes highly crucial consideration
for potential time-critical federated learning applications. Confidence intervals on test
accuracy are presented according to the traffic intensity. The convergence is achieved
no matter what the traffic intensity is. Wide intervals can be seen in earlier rounds and
it gets slightly wider if the intensity is higher. In addition to these, according to the
traffic intensity or interarrival time, the amount of traffic data, the number of packets
that are produced by the background traffic generator node, the data delivery rate and
monitored interarrival time are presented as well.

In the light of these results, an adaptive federated learning is proposed in order to cope
with heavy intensity traffic. By using network metrics such as upload rate, transmission
and queueing delay, the maximum number of clients that can be fit in a communication
round is calculated and set as participation rate. This allows server to receive more
client updates and increasing the performance of the federated learning under heavy
background traffic.
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KABLOSUZ İNTERNET AĞLARINDAKİ
KISITLARIN FEDERE ÖĞRENMEYE

OLAN ETKİLERİNİN ORTAYA ÇIKARILMASI

ÖZET

Güçlü ve kapasitesi yüksek mobil cihazların artışı birçok araştırmacıyı merkezi
olmayan makine öğrenmesi tekniklerinin bu cihazların üzerinde kullanılmasına ilham
kaynağı olmuştur. Bu teknikler ile bu cihazlar kullanılarak derin öğrenme ağlarının
eğitilmesinin önü açılmıştır. Merkezi olmayan makine öğrenmesi tekniklerinden biri
olan federe öğrenme, oldukça ilgi görmüş olup cihazlardaki gizliliğin korunmasına
katkı sağlar ve aynı zamanda bilgisayar ağlarındaki maliyetleri de düşürür. Bunun
sebebi ise federe öğrenmenin işlenmemiş verinin olduğu gibi gönderilmesinden ziyade
cihazlardan sadece gradyan güncellemelerinin alınmasıdır. Böylelikle bu işlenmemiş
verilerin bir yerde tutulmasına da gerek kalmaz. Bu gradyan güncellemeleri cihazdaki
veriler kullanılarak oluşturulur ve sunucuya gönderilir, sonrasında ise sunucuda bu
gradyanların ortalaması alınarak yeni bir model oluşturulur. İşlenmemiş veriye
asla dokunulmaz, bu veri cihazda kalır ve sadece gradyan güncellemesi sunucuyla
paylaşılır. Sonuç olarak birçok cihazın bulunduğu merkezi olmayan makine öğrenmesi
düşünüldüğünde, federe öğrenme güvenlik ve gizlilik konuları konusunda oldukça
kolaylık sağlar. Bahsedilenler göz önünde bulundurulduğunda, federe öğrenmenin
dağınık ve merkezi olmayan merkezi öğrenme sistemlerinde devrim yarattığını
söylemek mümkündür.

Bu tezde, stokastik gradyan düşüşüyle kayıp fonksiyonu hesaplayan birçok cihazın
bulunduğu ve her iletişim turunda bir sunucunun bu gradyanların ortalamasını aldığı
tipik bir federe öğrenme sistemi incelendi. Her turda, belli bir sayıda rastgele
seçilen cihazlar bu federe öğrenmeye dahil edilir ve gradyan güncellemelerini
oluştururlar. Cihazdaki verinin bir kısmının kullanılarak hesaplandığı bu gradyanlar
sunucu tarafından toplanılarak ortalamaları alınır, yeni bir model oluşturulur ve bu
yeni model tekrar cihazlara gönderilir. Belli bir tur sayısından sonra ise doğrulukta
bir yakınsama oluşması beklenilir. Bunun sebebi ise birçok cihazın katkıda bulunduğu
bu öğrenme sistemi, birçok turdan sonra sunucuya yeteri kadar gradyan güncellemesi
gönderecektir.

Fakat, federe öğrenmenin bilgisayar ağlarında karşılaşacağı zorluklar ve kısıtlamalar
göz ardı edilmektedir. Federe öğrenme uygulamaları ve simülasyonlarında bilgisayar
ağları tamamen stabil varsayılmakta ve olası kısıtlamalar incelenmemektedir.
Simülasyonlar genellikle Python’da yazılmakta ve bilgisayar ağları için şart olan
parametreler dolaylı yollardan varsayımlarla uygulanmaktadır veya hiç uygulanma-
maktadır. Paket düşme oranları ve gecikme gibi hizmet kalitesi (Quality of Service,
QoS) parametreleri simülasyonlarda incelenmemektedir, fakat bu parametrelerin
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federe öğrenmede anahtar faktörleri olarak karşımıza çıkar. Bunun sebebi ise bu
parametreler yakınsamayı oldukça yavaşlatabilir veya tamamen durdurabilir. Federe
öğrenme için önerilen uygulamalar gerçek zamanlı olduğundan dolayı olası gecikme
ve paket düşüşleri bu uygulamaların performanslarını oldukça etkileyecektir. Bu
sebepten ötürü bu iki parametre detaylı bir şekilde incelenmeli ve bu bilgiler ışığında
federe öğrenmenin fizibilite raporu çıkarılmalıdır.

Anlatılanlar doğrultusunda, federe öğrenme için ileri bir simülasyon önerilmiştir ve
simülasyondan alınan sonuçlar bu çalışmada paylaşılmıştır. Simülasyon gradyan
güncellemesi üreten cihazlar ve sunucunun dışında tam anlamıyla bir bilgisayar ağı
üzerine kurulmuştur. Böylelikle yukarıda bahsedilen hizmet kalitesi parametreleri
federe öğrenmede incelenebilir hale gelmiştir. Bunu başarabilmek için, çokça sayıda
cihazı ve sunucuyu içinde bulunduran bilgisayar ağı, tanınırlığı ve güvenirliği yüksek
olan NS3 (Network Simulator 3) kullanılarak simüle edilmiştir. Bu bilgisayar ağı
dambıl topolojisi modeli kullanılarak tanımlanmıştır. Dambılın sol tarafına bağlı
100 cihaz, sağ tarafına bağlı sunucu konumlandırılmıştır. Bu dambılın sol tarafında
bir darboğaz yaratmaktadır, bu şekilde bilgisayar ağındaki oluşacak trafikte paketler
bu darboğazda yakalanmaktadır. Bu cihazlara ek olarak, sol tarafa arka planda
oluşacak trafiği yaratan bir cihaz daha eklenmiştir. Bunun sebebi ise bu trafiğin
paketler arası zaman parametresi şeklinde bu cihazda tanımlanmasıyla trafiğin istenilen
sıklıkta oluşturulmasını sağlamaktır. Bu şekilde paket düşüşleri incelenecek ve trafiğin
yoğunluğu istenilen ayarda yapılabilecektir. Arka planda oluşacak trafiğin paketlerinin
geliş sıklıkları Poisson dağılması kullanılarak üretilmiştir.

ns3-ai uygulaması kullanılmasıyla bahsedilen NS3 ve federe öğrenmenin çalıştırıldığı
Python uygulaması birbirleriyle haberleşebilmekte ve hizmet kalitesi parametreleri
incelenebilmektedir. Milyonlarca cihazın federe öğrenme uygulamasında katkıda
bulunacağı göz önünde bulundurulursa, yakınsama hızının önemi kaçınılmaz olur.
Bazı cihazların az veriye sahip olmasından dolayı federe öğrenmeye katkısı düşük
olacağından taşıma katmanında UDP uygulanmıştır. Bu gradyan güncellemeleri UDP
paketlerine böldürülerek bilgisayar ağlarında bir yerden bir yere taşınmaktadır. Ne
zaman gradyan güncellemesi bilgisi taşıyan bir UDP paketi düşerse tüm gradyan
güncellemesi federe öğrenmeden çıkarılmalıdır. Sonuç olarak, bu zorundalıktan ötürü
çıkarılan güncellemeler federe öğrenmenin performansını düşürür ve bu uygulamada
çok ciddi sorunlara yol açar.

İlk olarak, farklı seed değerleriyle birçok simülasyon çalıştırılarak deneyin doğruluğu
onaylandı. Bunun gerekli olmasının sebebi, bu deneyde veri dağılımı ve arka
planda oluşturulacak trafiğin seed değerleriyle rastgele sağlanmış olmasından
gelir. Bu doğrulama işlemi aynı deneylerin tekrar edilebilirliğinin sınanmasıyla
gerçekleştirilmiştir ve burada cross entropy hatası, sunucu ve cihazlarardaki doğruluk
ve paket düşme zamanlarına bakılarak yapılmıştır. 250 milisaniyeden 900 milisaniyeye
olacak şekilde farklı paketler arası zaman değerleriyle farklı deney senaryoları
oluşturulmuştur. Sonrasında, sonuçların elde edilmesi için tekrarlama (replication)
metodolojisi kullanılmıştır. %95 güven aralığı kullanılarak her bir senaryo 10 kez
çalıştırılmış ve sonuçların ortalaması alınmıştır. Bu senaryolardan yoğun, orta ve hafif
trafik olarak etiketlenen ve sırasıyla 250, 400, 900 paket arası zaman değerine tekabül
eden deneyler seçilmiştir.

Sonuçlar her bir turda maksimum hata oranları, ortalama başarılı paket gönderme
oranları ve test verisi üzerinden doğrulama oranları olarak elde edildi. Sunucuda
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oluşturulan model test verisi üzerinde sınandı ve sınanırken üzerinden geçtiği veri
parçalarından en yüksek hataya sahip olan parçadaki hata oranı maksimum hata oranı
olarak gösterildi. Bu aslında modelin en kötü performansını göstermekte ve ağsal
trafiğin uygulamadaki oluşacak istenmeyen sorunları göstermede oldukça etkili olduğu
görüldü. Yoğun trafik olduğu durumda maksimum hata oranı tur sayısı 90 olduğunda
bile 0.8’e kadar çıkıyor. Trafğin hafif olduğu durumda ise aynı tur sayısında 0.1 ve 0.2
civarlarında seyrediyor. Eğer bilgisayar ağları tamamen stabil kabul edilirse, ortalama
başarılı paket gönderme oranı sürekli %100 çıkacaktır. Fakat bu hiç de gerçekçi
değildir ve ortalama başarı oranı trafik oranına göre düşmekte ve değişmektedir.
Trafiğin yoğunlaşmasıyla modelini başarılı gönderebilen cihaz sayısında düşme
gerçekleşmektedir. Buna ek olarak test verisi üzerinde doğruluk oranları farklı trafik
yoğunluklarına göre gösterilmiştir ve güven aralıkları paylaşılmıştır. Topolojideki
darboğaz yaratan kuyruktaki paket düşme oranlarının doğruluk oranlarında oldukça
büyük düşüşler yarattığı görülmüştür ve bunun uygulama performansına olan yüksek
etkisi bilinmektedir. 200 iletişim turunda, trafiğin yoğun olduğu durumda doğruluk
oranlarındaki düşüşler kolaylıkla görünmektedir. Örnek verilecek olunursa, trafiğin
yoğun olduğu durumda 0.9 doğruluk oranına 120 turda erişilmiş, trafiğin hafif olduğu
durumda ise bu orana 60 turda erişilmiştir. Bu da trafik yoğunluk oranının gerçek
zamanlı federe öğrenme uygulamalarını ciddi bir şekilde etkilediğini göstermektedir.
Bu sonuçların yanında güven aralıkları da verilmiştir. Yakınsama belli bir tur
sayısından sonra tüm trafik durumlarında erişilmiştir. Güven aralıkları ilk turlarda
oldukça geniş ve eğer trafik yoğunsa bunların daha da geniş oldukları fark edilmiştir.
Bunlara ek olarak, trafik yoğunluğu veya paket arası zaman değerleri, trafikle
oluşturulan veri, trafik tarafından oluşturulan paket sayısı, veri oranı ve gözlemlenen
paket arası zaman değerleri de gösterilmiştir.

Bu sonuçların ışığında, yoğun trafikle baş edebilecek adaptif federe öğrenme yöntemi
önerilmiştir. Yükleme oranı, gecikme gibi ağ metrikleri kullanılarak, bir iletişim
turunda başarılı gönderim yapabilecek maksimum cihaz sayısı hesaplanmış ve
katılım oranı buna göre belirlenmiştir. Bu sunucunun yoğun trafik olduğu zamanda
daha çok cihaz gönderimini almasını sağlamakta ve federe öğrenme uygulamasının
performansını artırmaktadır.
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1. INTRODUCTION

1.1 What is Federated Learning?

The term federated learning (FL) was initially announced by Google researchers in [4].

It is asserted that the clients form a federation in a way to develop the global ML

model. The key advantage of federated learning is that model training can be achieved

with the absence of the raw data. Thus, the privacy is preserved and security risks

are reduced. On top of that; the unbalanced, non-IID and massively distributed nature

of data in clients is pointed out along with the communication limitations in mobile

devices. Uplink connection is argued to be essential in the case of mobile devices,

since wireless communication is mostly limited to few Mb/s in general. Nevertheless,

the computational cost is reduced due to the fact that the modern mobile devices have

faster processors. Considering these factors, "Federated Averaging" algorithm (known

in the literature as FedAvg or FAvg) is proposed which includes many number of

clients who calculate the gradient of the loss function by applying stochastic gradient

descent method and it also consists of an aggregator that collects these gradients in

each communication round. In each round, only randomly selected number of clients

(C) will participate in FL with their calculated gradient. The gradient descent will

be estimated according to the local batch size which is the fraction of client’s local

raw data (B). Collected gradients by the server then averaged in the server and the

averaged gradient would be disseminated to the clients back. It is expected to see the

convergence after many communication rounds.

1.2 The Importance of Federated Learning

Improvements in machine learning techniques have uncovered smart solutions in

various fields such as learning from data, natural language processing (NLP),

autonomous vehicular networks, computer vision, AR/VR etc. with the emerging big

data and powerful computer processors [5]. If learning from data is to be considered,
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traditional centralized ML techniques have started to evolve to decentralized and

distributed approaches, and now leveraged to the federated learning (FL) [6] that

addresses limited wireless channel metrics, privacy and security issues. It is asserted

by the authors in [4] such that the primary contribution of federated learning is not

being in need of accessing raw data or storing it, instead, clients would learn from

their raw data locally and these models would be aggregated at the server. Federated

learning allowed the process of learning from millions of devices possible. Although

some traditional centralized ML techniques can be utilized in the networks where

limitations are minimal [7], [8] [9], due to the fact that an additional privacy layer

must be implemented, makes federated learning highly favorable [10].

However, if these clients were to sent their data to a centralized server, their local data

would be exposed and also it would be highly costly to collect the data. Additionally,

it would be necessity to use incredibly powerful processor to process this massive

data. For example, to be able to run Inception V4 neural network model, Google’s

Cloud TPU [11] which has 4 TB high bandwidth memory is asserted to be capable of

assigning 44.3 GB of memory to it [12]. Since the process is nearly impossible, the

importance of federated learning becomes obvious for use-case such as this.

1.3 Federated Learning in a Network Sense

FL does not need to collect data from clients and it automatically decreases the

communication overhead when network is considered [5]. Even though, a lot of studies

focused on decreasing overall communication and privacy in federated learning [13],

[4], [1], [3], [14], [15], [2], [16], [17], [18], [19], [20], [21], [22], [23], [24], [25], [26]

the network dynamics such as packet drops, delay and the background traffic were

left untouched. Examinations were not sufficient in network sense and conclusions

on the effects of network dynamics could not be derived since no network simulator

such as NS3 was used for the purpose. Additionally, it is asserted in [27] that

network topology effects on runtime, delay, and duration [28] for SGD iteration are

not examined specifically.

As mentioned above, federated learning should be developed in a network sense in

order to test it in an environment that consists of background traffic and network

layer settings that correspond to wireless network. All things considered, the intend
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of this study is to first simulate federated learning in a network environment, then

to inspect the results of the background traffic on the performance. Using both

NS3 [29] and ns3-ai [30], Federated Averaging (FedAvg) [4] is simulated under

the background traffic. The trend to simulate federated learning is to use Python

with simple assumptions on the network side which are packet loss, jitter, latency,

bandwidth, Quality of Experience (QoE) and transport layer protocol performance

[5]. However, these parameters are quite crucial to observe the performance of

the application and to collect QoS parameters and monitor wireless channel quality

as it is implicated in respectively [31] and [6]. Eventually, for federated learning

applications that will be performed in 5G, QoS constraints must be addressed. It

will only be possible if these applications are simulated carefully with considering

network limitations. For example, the latency must be minimized for Ultra-Reliable

Low Latency Communications (URLLC) and it is given as an open issue in [32].

1.4 Contribution

Contributions are listed below:

• By including UDP as transport layer protocol, the number of clients, non-IID data

distribution, learning rate, the delay of communication channel, upload download

rate of clients and federated learning gradient update packet size etc. a network

simulation is created adopting NS3 in order to show QoS parameters under the

background traffic. Key observations of federated learning are derived by extracting

packet drop rate, maximum and cross entropy error, and test accuracy. These

observations reveal that reaching to 0.9 accuracy is prevented by at least 60

communication rounds when the traffic is intense and packet interarrival time is

250 ms.

• Adaptive federated learning model is proposed in which the number of clients in a

communication round is maximized, and significant improvement is made with the

testing accuracy of the federated learning when the traffic is heavy.
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1.5 Organization of the Thesis

This thesis is organized as follows: Section 2 outlines the earlier studies. In Section 3,

the simulation model is revealed and its simulation parameters are explained in detail.

Results, comments and analysis are presented in Section 4. The adaptive federated

learning model and its results are shared in Section 5. Conclusion and future work are

given in Section 6.
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2. RELATED WORK

Because the validation of federated learning algorithms is generally done by using

image classification data sets, Section 2 is ordered with various types of networks that

have been used in the discussions, emulations, and simulations of the reviewed studies.

The types of networks that are reviewed are:

• Cellular Networks

• Wireless Networks

• Unreliable Networks

• Smart Cities

• AR/VR

• Vehicular Networks

The type of the network is essential for federated learning performance, therefore each

type is examined individually and in detail. In fact, the network traffic of distinct

network types is implemented in the simulation model and it is explained in detail in

Sections 3 and 4.

2.1 Cellular Networks

In the first paper that federated learning system is proposed [4] and mentioned in

Section 1.1, a typical cellular network with many number of client devices and a server

is considered. In the evaluation of this federated learning scenario, the hyperparameters

such as local batch size (B), selected clients (C), and number of gradient descent

steps (E) are tested and compared. For this case, MNIST data set (consists of 60.000

examples) [33] that consists of handwritten digits is used. The neural network that is

going to be constructed in FedAvg is a multilayer perceptron with 2-hidden layers with

200 units that uses ReLu as activation function. For IID setting, the data is shuffled and
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distributed to the 600 clients equally, wheras for non-IID setting, the digits are sorted

and distributed in a way that each client would have only two digits. In the second

experiment, The Complete Works of William Shakespeare data set [34] is used and

LSTM model is trained to predict the next character. Optimum B, C and E parameters

are presented, and the consequences of these parameters on communication rounds are

discussed. In the third experiment, a CNN with two 5x5 convolutional layers, ReLu

activation is trained on benchmark CIFAR-10 data that has 60.000 examples. FedAvg

is compared with basic stochastic gradient descent (SGD) to show FL’s effectiveness

in terms of the number of communication rounds. FedAvg is able to achieve %85

accuracy with 2000 communication rounds, while SGD reach the same accuracy in

99000 rounds. Finally, the real world large scale data set that contains 10 million

public posts is trained on over 500000 clients in non-IID setting. With C = 0.00002, E

= 1 and B = 8, trained LSTM by FedAvg outperforms the baseline method by reaching

%10.5 accuracy in just 35 communication rounds.

In [1], an improvement over the algorithm above is proposed via including network

limitations in the calculations. The authors offer a new protocol named Federated

Client Selection (FedCS) that optimizes client selection instead of selecting them

randomly as in the case of FedAvg. FL use cases with Amazon Alexa, Google

Home and autonomous vehicles are presented by stating the preserved privacy and

maximized efficiency in communication overhead. It is included that no FL study

has included realistic network configuration. They criticize FedAvg for not regarding

processing power of end devices and wireless channel conditions. Therefore, they

propose FedCS that can get as many client updates as possible per communication

round, optimizes bandwidth usage by scheduling resource blocks (RB), and determines

the time period which is assigned for each round (T) value. It does it so by asking

each client its wireless channel state, its computational power and the data size that

device has. Experiments contain 1000 clients and a base station considering MEC

environment with radius 2km where clients are uniformly distributed. Mean and

maximum throughput values are 1.4 Mbit/s and 8.6 Mbit/s, and 10 RBs (1.8 MHz

bandwidth) are assigned to clients. Apart from these settings, the network is considered

to be stable as mentioned in Section 1. Two data sets are evaluated namely benchmark

CIFAR-10 and Fashion MNIST data sets that both have 60000 data samples and 10
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object types. IID and non-IID settings are quite parallel to the [4] together with B =

50, E = 5 and C value, which is set to 0.1 corresponding to 100 clients. CNN with 3x3

convolution layers and ReLu activation is used which in return generate 18.3 MB and

14.4 MB data respectively for data sets and approximately 3 to 5 million parameters.

Simulation duration is set to 400 minutes and the hyperparameter T is observed with

different values. In both data sets, FedCS dominated FedAvg in terms of both accuracy

and the convergence time period. For non-IID setting in both data sets, FedAvg does

not reach to the required accuracy in limited time, whereas FedCS reaches. In addition

to that, FedCS’s overall performance beats FedAvg in terms of accuracy in the time

period with the data being non-IID. Finally, it is claimed that the smartly determination

of optimum number of clients for each round would enhance the performance of FL

algorithms against non-IID data. Even though a few network variables are utilized in

the experiments, both the transport layer and the background traffic is not considered.

By using federated learning on heterogeneous cellular networks, latency, privacy,

bandwidth related issues are eliminated in large-scale deployment that contains

many edge devices and multiple base stations [16]. Indeed, to be able to reduce

communication latency in such large network, the authors apply gradient sparsification

and design an algorithm that optimal resource scheme is used for gradient updates. It

is claimed that in order to cope with tens of millions of parameters that are generated

by deep neural networks, a powerful federated edge learning (FEEL) protocol is

needed because these parameters would be transmitted over the heterogeneous cellular

networks. Thus, A hierarchical FL algorithm (HFL) which applies intra-cluster (small

base stations consist of edge devices) gradient aggregation method with inter-cluster

(small base stations that are connected to global parameter server) model averaging

strategy is proposed. The workload is divided between small base stations (SBS) and

in each SBS, gradient updates are sent to the parameter server at each intra-cluster

iteration. It is argued that transmitting tens of millions of parameters of deep learning

over the network is a difficult task considering the wireless channel metrics, therefore

sending a portion of the gradient update would be both sufficient and helpful for

bandwidth. As a matter of fact, the sparsified gradient update would travel over the

network. In the simulation, 7 hexagonal clusters with radius 500m is considered

as heterogeneous cellular network. CIFAR-10 data set is trained using ResNet18
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architecture. It is observed that the HFL (in which there are 7 SBSs and 4 parameter

servers) is more robust than the traditional FL (in which there are 28 parameter

servers). QoS parameters are not shared in this study.

Figure 2.1 : Samples from CIFAR-10 are shown as colored images. Gray images are
taken from Fashion-MNIST dataset [1].

2.2 Wireless Networks

Real wireless network systems considering their density of devices are studied in [15].

It is mentioned that VGG16 [35] data set would result in above 100 million parameters

and transmission task of such gigantic data over the network depends on the network

protocol. The common problems that increase delay in the communication such as

path loss and multi-path fading arise in such huge data transfer in wireless networks.

To cope with such difficulties, a protocol that is able to allow transmissions with the

devices yielding high data rate is proposed. Because of the fact that there is a tradeoff

in terms of communication time and convergence between high data rate with sparse

coverage and low data rate with dense coverage. The authors firstly prove that high

data rate with sparse coverage enhances the overall convergence and then evaluate it
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with the simulation. The simulation is carried out with PyTorch where there are six

nodes in 200m x 200m topology. Fashion-MNIST data set is used with IID setting

and CNN with two convolutional layers is trained. The produced model data size by

clients correspond to 87.36 kB in average. With simulations having different path loss

value (environment-dependent factor), it is concluded that in the cases where path loss

is large, higher transmission rate accompanying sparse network topology results in

superior results.

In [14], distributed gradient descent is formalized under theorems and assumptions

that can be derived from using the aspects of deterministic gradient descent (DGD).

Later, the resource constraints are added to the formulation so that the time, power

and the other costs can be evaluated during the gradient descent process. For this,

there are two resource constraints that are defined for both global aggregation and

clients respectively. These constraints are assumed to be known beforehand, yet these

constraints are usually unknown and they constantly change in a real world setting. The

formalization and calculations allow authors to estimate the convergence upper bound

so that the proposed control algorithm would eventually keep resource constraints

under control. By sensing these constraints, they control both the number of local

updates in between global aggregations and the total number of iterations adaptively.

Firstly, they evaluate the results using practical network setting which consists of two

computers and three Raspberry Pi in one network. Central server is not included, as

one of the computers would act as central server. The virtual simulation had 5 to

500 end devices. The time consumption is selected as the resource constraint in the

simulation. There are four cases defined on the distribution of data: IID, non-IID, each

node has the entire dataset and half IID, half non-IID. MNIST handwritten digit data

set is used, however since DGD is utilized in the formulation and DGD may not find

a solution in huge data sets, only small portion of the data is used. SVM and CNN

is trained and this control algorithm is compared with FedAvg. In different data sets

and with different data distributions, the effectiveness of this method is proven over

FedAvg.

Improvements over [14], are presented in [13]. In addition to [14], different types of

resource constraints such as bandwidth and power consumption are included to the

study. On top of that, the theoretical analysis is enhanced using the properties of FL.
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Three baselines that are defined: Traditional centralized gradient descent where all

the nodes have the complete data, FedAvg (fixed number of local updates in between

global aggregations) and synchronous gradient descent algorithm where the number

of local updates in between global aggregations is exactly equal to 1. In addition

to their prior study, they also include CIFAR-10 data set to their same simulations.

Interestingly, they present that when the local update number is fixed, the results

become poorer in each case.

Figure 2.2 : Emulated network topology can be observed in [2]. The dumbbell
and multi path topologies where there are routers as bottlenecks show
similarities to the simulation model that is described in Section 3.

2.3 Unreliable Networks

The study in [36] shows a distributed FL application which uses UDP instead of TCP as

transportation layer protocol. Gradient update parameters are formed into UDP packets

and these packets are transmitted in the network. Yet, an additional adjacency matrix

is required to define the reliability of the network edges is included to monitor packet

drops. Packet drops are given to the simulation as local parameters, since the proposed

solution is decentralized and the packet drop rate is not presented. To simulate packet

drops, an adjacency matrix is not required in our simulation, and the communication

round delivery rate is presented in Section 4.
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2.4 Ad-hoc Networks

In an another study of the same authors parallel to the aforementioned references [14]

[13], they demonstrate their adaptive FL algorithm wide area network emulation [2].

As indeed, they emulate fixed and mobile nodes in the dynamic and heterogeneous

network system that has limited resources. Layer 1 and 2 is emulated using EMANE

(The Extendable Mobile Ad-hoc Network Emulator), upper layers are constructed

using CORE and ML tasks are disseminated using Delay Tolerant Networking (DTN)

which guarantees all ML tasks are received by clients. On each node there is a local

controller that responds requests and FL stack including TensorFlow is installed. ML

task with its data type and architecture is broadcasted in the network and the nodes

would reply with its availability. If it is both available and have useful data about

the task it would then proceed to send a confirmation and starts to transmit its local

updates. Employing their control algorithm as described above, they train a global FL

model for MNIST data set and share the accuracy results and loss values with respect to

time. As it is stated by the authors, this experiment would pose the effects of mobility

and available bandwidth in a visual way, yet it is implicitly asserted and there is no

visuals that is provided. In future work, they are planning to apply this experiment to

the next generation wireless networks.

2.5 Smart Cities

In a extensive survey that considers FL in smart cities [37], the practicality of FL in

smart city use cases is debated. The common problems and the advantages of FL

in a smart city are presented in various themes that involve: Privacy, data collection,

quality and integrity, energy consumption, user motivation. It is declared that there

are approximately 50 billion devices which are connected to the Internet and they are

candidates to become a non dedicated sensors. Having equipped with powerful sensors

and computing power, by 2021, there are over 3.8 billions of smartphones operating

worldwide [38]. On top of mobile crowd sensing, data islands are continuing to arise in

companies such as banks due to the privacy, FL can be enabler for such companies to

be involved in learning from the data while protecting the privacy thanks to FL. In fact,
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in the case of mobile crowd sensing in FL, there will not be any investment for data

collection. Powerful processors on these mobile devices unlock the possibility of such

case, yet security measures need to be taken because of the fact that data integrity can

be disrupted via malicious users, and attackers. Since ML training would consume both

battery and bandwidth, energy consumption is one of the most essential drawbacks in

FL. This is included as one of the finest future directions, as it is not studied much. Yet,

it is studied other research domains such as in disaster network recovery situation [39].

In the survey, the aforementioned algorithms such as FedAvg and FedCS are explained

in detail and the significance of distinguishing IID and non-IID data is emphasised. FL

is investigated in three categories: Vertical, Horizontal, Transfer. All of the data sets

that mentioned above are parallel to the Vertical FL since data sets overlaps, however

users does not overlap. In the case of merging the bank and the retailer data (assuming

there will be same customers in both companies), the resulting data set would be

assigned as Horizontal FL, since the customers would overlap more than data sets. In

the case of training autonomous vehicle car about stop signs, since there is not much

data and there are already trained models present, the Transfer FL would be the way to

go.

Increasing user motivation to enhancing participation rate in the FL is an important

issue in smart environments. It is studied in [40] and a reputation-aware client selection

scheme is proposed. The authors in [41] introduced a reputation-aware global model

aggregation scheme. They are integrated with a reverse auction-based client selection

and rewarding mechanism in [42].

2.6 Wide Area Networks

In an attempt to show the feasibility of distributed deep learning, the authors try to show

if the learning task involving 200 workers can be succeeded in wide area networks

[43]. The authors argue that the fact that FL schemes apply gradient aggregations

asynchronously, this would escalate communication time and iterations. Therefore

they propose an open-source algorithm AdaComp with a novel gradient compression

and gradient selection techniques. The simulation parameters are as follows: The data

is assumed to be IID, the bandwidth is fixed as 100Mb/10Mb for downlink/uplink

referencing typical ADSL setup, local batch size B = 10, the number of clients are
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200 and one parameter server, the traffic is generated using TCP, MNIST data set

is used, CNN with two convolutional layers and two full-connected layers (211,690

parameters) is trained. The algorithm is compared with previous asynchronous

stochastic gradient descent algorithms in terms of the number of iterations and the

ingress traffic that that is caused by the ML task. Proposed solution converges much

quicker as it needs less iterations. It also shows greater performance comparing to

other algorithms so that the gain in the ingress traffic is 191 times better due to the

compressed gradients.

Figure 2.3 : Handwritten digits that are taken from MNIST dataset. Proposed
algorithm of [3] classification results can be observed.

2.7 AR/VR and Vehicular Networks

It is asserted in [3] that the study is first to consider learning and wireless network

metrics collectively. Unreliable connections, the limitations in the wireless networks

and the communication costs of end devices are discussed. Ultra-reliable low latency

communication (URLLC) in vehicular networks is also considered. Simulations are
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carried out in Matlab Machine Learning Toolbox and a circular network with 500

meters is used. The results present that the algorithm performs better than the baseline,

yet the data set distribution is not mentioned.

In [6], the authors focus on FL on 5G and its applications in the sense of wireless

networks which resumes to grow its complexity and its heterogeneity. The evolution

of learning algorithms starting from distributed learning in wireless sensor networks

to FL are displayed. An AR FL scenario that predicts the content popularity is

implemented by applying AutoEncoders that consists of 1 hidden layer of 128 neurons.

Publicly available data set MovieLens 1M is used to compare FL with the baseline

which is rather an impossible case: Getting the raw data from users. FL starts to

dominate baseline whenever the number of users pass 100. Various use cases in 5G and

challenges are explained in detail, and state-of-the-art methodologies and algorithms

are referenced. The performance may not be maintained if the network traffic is heavy.

The network traffic consequences is presented in Section 4.

A broad study [12] which focuses heavily on many key ML concepts and neural

networks, aims to provide all enablers for both ML for communication (MLC) and

communication for ML (CML) in wireless channel. Essential benefits of edge ML are

shown in wireless channels as well as the stragglers which are the end devices with

poor bandwidth. Stragglers can diminish the performance of the learning process as

it may update the global model with its outdated models or slow down the process if

they are not taken care of. It is asserted that it is specifically difficult to simulate FL

application over time with non-IID data distribution, resource constraints and wireless

channel limitations. It is certainly challenging, as various simulations with different

configurations must be carried out. Differing applications in the future direction

are presented: AR/VR applications with 360 HD videos, multi player AR/VR video

games, self-driving cars etc. All these applications are generating vast amount of

data which is not suitable for current wireless networks. Google’s automated vehicle

produces 1 GB/sec real-time sensed data by its LiDAR sensors and the High-Definition

camera [38]. For in the case of AR-based demonstration in museums [6] and

rich content sharing in vehicular networks, the popular content would be predicted,

prefetched and cached in order to reduce the latency and communication overhead [44].

Nevertheless, FL is named to be an enabler technology for such challenges.
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3. FEDERATED LEARNING NETWORK SIMULATION MODEL

3.1 Federated Learning Scenario

The scenario which is mentioned in Section 2.7 is utilized in this study since these

kinds of applications are in real-time and delay sensitive. Therefore the network

condition plays a huge role for the success of an application as this, and it relates

to the applications that are to be utilized in 5G as well. It is because of the fact

that ultra-fast access and high reliability is expected for Ultra-Reliable Low-Latency

Communications (URLLC), thus examinations on the delay must be delivered, and

arrangements must be carried out in order to address the QoS requirements for FL

applications in 5G [5]. With that being said, since there is no data available for this

kind of scenario, MNIST data set and some of the configurations such as number of

clients, batch size, participation rate are referenced from [4]. 60.000 digits in MNIST

data set were distributed to the clients as each client gets only 600 samples representing

only two digits in non-IID manner as mentioned in Section 2.

3.2 Network Topology

The simulation model is based on the time-sensitive AR application that is mentioned,

mobile clients and aggregator that are connected with two routers. The topology of

the network in Fig. 3.1 is designed as dumbbell network topology, the central node is

stationed on the right side, and clients would be placed on left side of the dumbbell.

3.2.1 Background Traffic Generator Node

In the topology, except for all of the clients that will participate in improving

the caching of the popular content in the app, there is an additional node below:

Background Traffic Generator Node. This node causes background traffic using

Poisson distribution process and the consequences to the federated learning can be

observed in following sections. The bottleneck on left side of dumbbell allows the
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experiments to evaluate packet drops in federated learning setup where communication

limitations arise.

Figure 3.1 : ns3-ai Federated Learning Simulation Network Topology

3.2.2 Communication Rounds

At the first step clients run stochastic gradient descent locally using only their data

and they produce gradient updates. Selected clients transmit their gradient updates at

the next step to the aggregator server. These gradient updates are aggregated and the

aggregated model is transmitted back to the clients. This is called a communication

round which starts with first step and finishes when agreggated model is transmitted

back to the clients.

3.2.3 Transport Layer Protocol

These clients will transmit their gradient updates as mentioned. UDP is picked as

transport layer protocol since the application is time sensitive and there are 100 clients

that need to upload and download models as soon as possible. Therefore, these gradient

updates will be fragmented as UDP packets and transmitted over the network.
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To be able to simulate this environment where routers, UDP transport layer protocol,

clients, server and the background traffic are involved, a framework called ns3-ai [30]

is used in order to combine all of the actors. Although ns3-gym [45] is a similar tool

to ns3-ai, it does not give the flexibility to simulate federated learning.

3.3 Test Environment: NS3-AI

A framework called ns3-ai [30] in Fig. 3.2 unlocks the ability to exchange data between

Python process in which the machine learning utilities present and NS3 in which the

network is configured and observed. It enables this exchange of information via shared

memory so that these Python and NS3 processes communicate through the kernel

buffer. This framework has basically two use cases:

1. Sending network generated data for training

2. Testing the AI model in NS3

In this study, the second use case is used. The AI model is the federated learning model

which is implemented using Python, and it is simply being tested in NS3. This model

is referenced from [46] and adapted into the ns3-ai environment.

Data flow for the use case is given respectively:

1. NS3 generates the data -> writes to the memory

2. Python code reads the data -> returns AI output

These processes wait for each other. Any data structure can be used in the shared

memory and only simple wrapping for the variables is needed by ns3-ai.

3.4 Simulation Model

3.4.1 Sending Fragmented Gradient Update UDP Packets

Before joining machine learning and network and also using ns3-ai, some feasibility

work must be done. One of them was to be able to send fragmented gradient update

packets through the network. Initially, quite simple network topology is used as shown

on the Figure 3.3.
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Figure 3.2 : ns3-ai Framework.

Figure 3.3 : Initial topology.

Simple packet generation and division of the packet into 4 fragments process is handled

as given in Figure 3.4.

3.4.2 Initial ns3-ai Integration

After these fragments has been sent, the received fragments are collected. Sent and

received fragment payloads are written to a ".txt" file and they are compared. This is

how fragmentation in NS3 is validated. After validation, ns3-ai is integrated with a

simple purpose which is getting the client ID value from the Python process in the first

communication round so that the specific node would transmit its gradient update via

fragments in NS3. It can be observed by the two terminals in Figure 3.4 and Figure 3.5.

The terminal above in Figure 3.5 corresponds to NS3 process and it can be observed

that some fragments are sent by the client and received by the server in the initial

18



Figure 3.4 : Fragment generation and scheduling.

topology. This transmission command was given by the Python process which can be

observed in the second terminal in Figure 3.5. Both processes simply communicated

via ns3-ai.

3.4.3 Dumbbell Topology with 5 Nodes

Initial topology is converted to a simpler dumbbell topology which includes only 5

nodes: 2 clients, 2 routers and 1 server. In Figure 3.6, first client is transmitting

fragments to server over the network in NS3.

The two clients above are defined in Python with ID values 0 and 1 and NS3 with ID

values 2 and 3. This is due to the dumbbell topology ID numbering policy in NS3. In

Figure 3.7, both processes can be observed side by side. On the left, MNIST IID data

distribution on clients and the CNN model attributes can be observed. On the right,

it can be observed that the nodes are created, the IP values are assigned and sockets

are created. Below, Client 1 is being selected in Python side and this client ID and its
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Figure 3.5 : Gradient update transmission in the first communication round.

Figure 3.6 : Dumbbell topology with 5 nodes.

update duration are given to the NS3 process via ns3-ai. In NS3, the corresponding

client with ID 3 is being selected and its update duration, transmission and queueing

delay values are used in scheduling packet transmission.

Not only update duration and client ID values are sent to NS3 by Python process, but

also the client gradient update size is sent in order to create network packets precisely.

In Figure 3.8, first and second communication rounds and the calculated number of bits

in the gradient updates are observed on the left hand side. On the right hand side, it can
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Figure 3.7 : Python and NS3 processes side by side.

be observed that the gradient update is fragmented and sent over the network. 936360

number of bits is divided into 14 UDP fragments with a payload 65507 number of bits.

This experiment is finished in 8.3839 virtual seconds including four communication

rounds and two clients.

Figure 3.8 : Python and NS3 processes first and second communication round.
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3.4.4 Dumbbell Topology with 8 Nodes

This time the number of clients are increased to 5 in order to accuracy in Figure 3.9.

Figure 3.9 : Dumbbell topology with 8 nodes in which client with ID 3 is transmitting.

Using trace metrics in NS3, client with ID 2 Tx (transmitter) and server Rx (receiver)

values are plotted using packet byte count on y axis and time on x axis. Client is being

selected in particular rounds and it transmits only in specific time intervals in Figure

3.10.

In server side however, please notice that it receives most of the time, since

communication rounds continue one after another without any breaks and there is no

packet drop in this experiment.

This experiment is simulated and the results are plotted in Figure 3.12. The

communication rounds, time intervals and which clients are involved can be seen. In

addition to that, client update calculations and server aggregations can be observed

as well. Since there is no background traffic and not many clients are involved, the

convergence is reached nearly at the 3rd round. It is important to note that IID data

distribution is applied in this experiment, and that is why the increase in the accuracy

is linear.

3.4.5 Dumbbell Topology with 9 Nodes with Background Traffic

An additional node is added to the topology in Figure 3.9 on the left hand side which

is acting as a background traffic generator node. This node is not included in federated
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Figure 3.10 : Client transmission plot in discrete time intervals.

learning process, instead it only sends packets to the server through the network in

order to fill the queue in the bottleneck. The node transmits only in specific time

periods between 1-11 and 51-61 seconds and then it halts as can be seen in Figure

3.13.

It is expected to see its consequences in the federated learning accuracy and indeed the

Figure 3.14. Instead of more stable increase like in Figure on the right, drops on the

accuracy are observed on the left in later rounds as well. This is because of the fact

that some of the clients were unable to send their unique gradient update models and

it results in accuracy drops and it delays the convergence. In the end, with traffic 0.65

accuracy and without traffic almost 0.9 accuracy is achieved.

3.4.6 Dumbbell Topology with 104 Nodes

Client number is increased to 100 nodes and the topology is equal to the topology in

Figure 3.1 from this point onward. With and without background traffic is inspected

with respect to packet drop rate and the frequency of the background traffic is

increased. The results can be observed in Figure 3.15. The arrows are pointing out
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Figure 3.11 : Received packets by server is plotted.

the drawbacks that is caused by the background traffic and it shows that the immediate

effects of the background traffic as well. Packets that are dropped or sent successfully

can be observed in the histogram on the right. Packet drops are in parallel with

accuracy drops and therefore it is worth to dive deeper into the relationship between

them. The experiment with this configuration takes almost an hour to be finished on

Macbook Pro with 2,3 GHz 8-Core Intel Core i9 processor and 16 GB 2667 MHz

DDR4 memory.

3.4.7 Simulation with Constant Traffic and non-IID Setting

After having observed the consequences of the background traffic with IID data

distribution, the traffic model is reworked and it is made as constant. 200 background

traffic packets are scheduled with 100 milliseconds interval at every 100 seconds. The

MNIST data is distributed as non-IID for the first time and the results on the accuracy

change drastically. The non-IID data distribution on 100 clients which is explained in

Section 2.1 can now be observed in the terminal output in Figure 3.16. After this point,

non-IID data distribution is applied in the experiments.
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Figure 3.12 : Accuracy values of both clients and server are given with respect to
virtual time.

This setting implies that each client gets only fraction of the data and because of that

the learning process becomes quite slow. Yet, the background traffic appears to cause

huge delay to the convergence as it can be seen in the Figure 3.17. In addition to that,

the effect of non-IID on federated learning extends the duration of both virtual and

real simulation time exceptionally in Figure 3.17 compared to Figure 3.15. As it took

almost 5 hours in the same machine to finish this experiment.

The run with no background traffic converges to 0.9 accuracy in given time, whereas

the run with the background traffic does not manage to converge and it has a slow start

too. It may have dire effects on time-sensitive and real-time federated applications

such as the scenario that is mentioned in Section 3.1.

3.4.8 Setting Seed Value for the Simulation

For reproducibility and averaging of the results, a seed must be set for the experiments.

Three different seed values are set in the experiments in Figure 3.18. As pointed out

in Figure 3.18, there is drastic changes between different seeds and it is because of
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Figure 3.13 : The packet byte count over time plot of the background traffic generator.

Figure 3.14 : Runs with and without background traffic side by side.

the fact that the data distribution and the randomly selected clients are connected to

the seed. As seed changes, different configurations and possibilities emerge. The need

for both the averaging and applying confidence intervals arise since the plots are not

smooth and varies a lot.

Accuracy itself is not enough to judge the performance of the machine learning models,

therefore average cross entropy error and maximum error plots are displayed in Figure

3.19. It is asserted in [5] that maximum error percentage is extracted by finding the
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Figure 3.15 : Runs with and without background traffic side by side including 100
clients and also packet drop histogram can be observed.

Figure 3.16 : Non-IID data distribution in which a client only gets 600 samples which
represents only two digits from MNIST dataset.

Figure 3.17 : With and without the background traffic experiment with Non-IID data
distribution.
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Figure 3.18 : Different seed values and accuracy results under constant background
traffic.

most erroneous batch against test data in the server. The most erroneous batches are

plotted against communication rounds.

3.4.9 Simulation with Poisson Distribution Based Background Traffic

Since constant traffic does not comply with the real world traffic models, Poisson

distribution based background traffic is generated at the background traffic generator

node. It is bound with the seed value in order to protect reproducibility, and the

experiments are ran multiple times. It is done using "ExponentialRandomVariable"

in NS3, which enables simulation to produce exponential distribution based on the

Poisson arrival rate lambda. Given lambda value to the simulation, arrival rate changes

and it is examined in order to create high, medium and light intensity background

traffic.

With different interarrival time values that are ranging from 0.2 to 0.8, the success

percentage and accuracy plots are given in Appendix A and network metrics such as

data rate, number of packets generated etc. are presented in Appendix B. The success
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Figure 3.19 : Both average maximum and cross entropy error under fixed background
traffic for the seed 436.

percentage is the delivery ratio of the clients who manage to send their gradient updates

successfully. For a communication round in this experiment, 10 clients are expected

to send their updates, but if only 7 of them are arrived to the server then the success

percentage of the communication round becomes 0.7.

By examining these results, possible high, medium and light traffic intensities are

investigated and their corresponding arrival rate values are determined. As arrival rate

decrease, traffic gets intense therefore accuracy reduces and the success percentage

decreases. Cumulative averaged results are given in Figure 3.20 and in Figure 3.21.

Average success percentages in Figure 3.20 correlated with the accuracy results, as it

can be seen in both figures. When success percentages are compared to the results

in Appendix A and Appendix B, they both fluctuates, yet it stays in an interval which

equals to 0.3 at maximum. In addition to that, the averaged accuracy results yield much

smoother plots as in Figure 3.21 which reveals the drawbacks in performance of the

federated learning much clearer especially when the interarrival rate is below 0.40.

It was the last experiment before proceeding to selection of the best representing

interarrival rate values for the high, medium and low intensity background traffic.

Interarrival rate term is later converted to interarrival time which make much sense.

This means that the experiment is finalized and final simulation model is discussed in

Section 3.5 and the results that are published in [5] are shared in Section 4.
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Figure 3.20 : Average success percentages of 10 runs for each arrival rate.

3.5 Final Simulation Model

The flow of the communication in the topology is modeled including QoS such as

packet drop rate and success percentage so that the effects of wireless channel can

be observed. Since Poisson distribution is used for the background traffic packet

transmission, the confidence intervals for different packet/sec values is demonstrated

using replication method in order to validate the results further in Section 4. It reveals

the significance of hyperparameters in the network and the effects of fluctuations of

the network. Applying different interarrival time values change the performance of the

federated learning and the consequences on federated learning application are simple

to observe thanks to NS3. The packet drop rate in terms of time and communication

rounds in bottlenecks is plotted in success percentage format to present the effects of

wireless channel metrics.

The simulations that are presented in federated learning [47] studies lack crucial

network statistics. Because of no NS3 experiment is utilized before, the connection
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Figure 3.21 : Average accuracy of 10 runs for each arrival rate.

between packet drop rate, delay and convergence could not be shown. Feeding updates

of the clients produced by Python process to NS3 has become the bridge between

network metrics and the performance of the federated learning. For this, ns3-ai [30]

framework is utilized. In fact, these updates of the clients are adapted to UDP packets

and sent to server.

Only dumbbell topology is inspected in the thesis and an additional node is used for

the background traffic generation via Poisson distribution process so that the packet

drop rate and its consequences can be observed.

Federated Averaging [4] algorithm is used and MNIST digit data is distributed among

clients with non-IID setting. The most successful hyperparameters are referenced from

[4] and which are B = 10, E = 20 and can be seen in Table 3.1. The total number of

clients are picked as 100. As the transport layer protocol UDP is adopted. Peer-to-Peer

(P2P) data rate and delay are selected as 5 Mbps and 1 ms which is common for

wireless applications in NS3. CNN with four layer with ReLu activation is carried
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out in the application [48]. The interarrival time is provided to the experiment as

hyperparameter as well.

Table 3.1 : Hyperparameters of the ns3-ai FL Simulation

Federated Learning Related
Dataset MNIST digit data
Client Number (K) 100
Participation Rate 0.1
Number of Epochs on Local Dataset (E) 20
Batch Size (B) 10
Momentum 0.2
Learning rate 0.1
Digits per client 2 (Non-IID)
Number of Rounds 300

Network Related
Transport Layer Protocol UDP
Data rate p2p 5 Mbps
Delay on p2p 1 ms
Background Traffic Packet Size 1024 bytes
Interarrival Times of Background Traffic 250, 300, .., 900 ms
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4. SIMULATION RESULTS

The finalized and refined results that combine the network and federated learning with

clear explanations and plots are given in this section. The simulation model in Section

3.5 is utilized. These results are also published and presented in [5].

4.1 Reproducibility on Average Cross Entropy Error and Accuracy

Because of the randomness that is brought naturally by non-IID setting, client selection

in Federated Averaging algorithm and the background traffic generation using Poisson

distribution, the validation of reproducibility of simulation is essential. Seed settings

and multiple runs with different seeds progression is discussed in 3. Following that,

these multiple runs are validated by comparing both average cross entropy error and

accuracy which can be observed in Figure 4.1 and 4.2.

Figure 4.1 : Accuracy of first and second run concerning simulation time that is
supplied with same seed value.
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Figure 4.2 : Average cross entropy error of first and second run concerning
communication rounds that is supplied with same seed value.

4.2 Maximum Error Percentage

See the Table 4.1 for set of technical expressions that are used throughout in this

Section. One of them, maximum error percentage, is a great representation of the

performance of federated learning in worst case. It is observed that the worst case

performance is affected by the background traffic tremendously as it can be seen when

the interarrival time is 250 ms around round 90 in Figure 4.3. Beyond communication

round 90, the difference in error is more visible as 900 ms interarrival time has

maximum error percentage between 0.1 and 0.2, whereas 250 ms interarrival time

has an error rate more than 0.8 [5]. It shows the adverse effects of the accuracy of the

federated learning model after so many rounds when the background traffic is heavy.

4.3 Average Success Percentage

Among 100 clients, 10 of the clients are randomly selected and are expected to send

their updates as discussed in 3. If 10 of them have sent all of their UDP packets

successfully, then the success percentage becomes %100. However, this is not the case

when the background traffic is present and the 10 run averaged success percentages

of high, medium and light intensity traffic results can be observed in Figure 4.4. As

indeed, average success percentage affects the performance of the federated learning
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Table 4.1 : Set of technical expressions for this Section.

Terminology
Communication round Clients run stochastic gradient descent lo-

cally using only their data and they produce
gradient updates. Selected clients transmit
their gradient updates at the next step to the
aggregator server. These gradient updates
are aggregated and the aggregated model
is transmitted back to the clients. This is
called a communication round which starts
with first step and finishes when agreggated
model is transmitted back to the clients.

Background traffic genera-
tor node

Except for all of the clients that will
participate in improving the caching of the
popular content in the app, there is an addi-
tional node: Background Traffic Generator
Node. This node causes background traffic
using Poisson distribution process.

Interarrival time Since constant traffic does not comply
with the real world traffic models, Poisson
distribution based background traffic is
generated at the background traffic gener-
ator node. Based on the Poisson arrival
rate lambda, given lambda value to the
simulation, arrival rate changes and it is
examined in order to create high, medium
and light intensity background traffic.

Maximum error percent-
age

Maximum error percentage is extracted by
finding the most erroneous batch against
test data in the server. The most erroneous
batches are plotted against communication
rounds.

application due to non-IID setting, since each client has only limited amount of

samples which are representing only two digits. The information which are carried by

UDP packets is lost if the packet is dropped and more gradient updates are discarded as

the traffic gets intense. Its effect on maximum error is already been observed in Figure

4.3 and the effects on the accuracy are presented in Section 4.4.
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Figure 4.3 : Maximum error percentages of various predefined traffic intensities that
is set according to the comments in Section 3.4.9.

Figure 4.4 : Various traffic intensities and their average success percentages concern-
ing communication rounds.
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4.4 Average Accuracy

The packet drops reduce the accuracy in general and this can be observed in Figures

4.5 and its cut version Figure 4.6. Discarded UDP packets weaken the accuracy of

the federated learning especially in the first 200 rounds when the traffic is heavy. The

convergence is delayed enormously, as heavy traffic run reaches 0.9 around at 120

communication round compared to 60 communication round which is achieved by light

traffic run. In fact, this is critical for the scenario which is mentioned in Section 3.1 and

other delay sensitive applications [5]. Although medium and light traffic convergence

closely, the maximum error gap is still huge which is presented in Figure 4.3.

Figure 4.5 : Different traffic intensities that change test accuracy values drastically.

4.5 Confidence Intervals

Due to non-IID setting and number of communication rounds, the application is

expected to converge at some point after round 200 since most of the gradients that are

37



Figure 4.6 : Minimized version of Figure 4.5 which presents 60 communication
rounds instead of 300.

carrying different digits information must have been sent to the server. This is validated

in Figure 4.7, along with wide intervals that show the diversity of the accuracy

corresponding to multiple simulation runs with different seeds. Most diversity is seen

in earlier rounds which shows the effects of the randomness of non-IID setting. As the

background traffic gets denser, intervals widens due to frequent packet drops.

4.6 Network Metrics

At the end, the interarrival time hyperparameter that are provided to the experiment

and the resulting interarrival time of the packets that are observed by the simulation are

compared and they are shown in Table 4.2. These are NS3 traces which corresponds

to the data rate of the client, the total amount sent by the traffic generator.
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Figure 4.7 : Confidence intervals and test accuracy values for different traffic
intensities at rounds 25, 50, 100 and 200.

Table 4.2 : Network statistics are gathered concerning the interarrival time of the
background traffic.

Interarrival
Time
(Hyperpa-
rameter)
[ms]

Data Sent
by the
Traffic
Generator
[kB]

Number
of Packets
Generated
by the
Traffic
Generator

Data
Rate
[kB/s]

Interarrival
Time
(Observed)
[ms]

250 19199.8 18832 4.0 253
300 16052.5 15745 3.4 303
400 12017.2 11787 2.5 404
500 9730.4 9544 2.0 499
600 8095.1 7940 1.7 600
700 6942.0 6809 1.5 700
800 6075.4 5959 1.3 800
900 5375.0 5272 1.1 904
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5. ADAPTIVE PARTICIPATION FEDERATED LEARNING

Given the consequences of the background traffic, a simple network based approach

is given in this section. The participation rate hyperparameter is considered and it

is adjusted according to the state of the network. In this chapter, the congestion in

the network is detected by NS3 via analyzing the success percentage in real-time. It

is desired to have a responsive and robust FL algorithm [49] against packet drops.

With respect to the %30 to %50 success average under heavy traffic in Section 4.3,

the threshold value for the success percentage is set to %60 percent, hence whenever

6 or less client updates are received by the server in the communication round, the

participation rate is adjusted. It is asserted in [50] that instead of static communication

round configuration, the more adaptive solution must be fit to increase maximum

success average. Therefore, it is aimed to increase the success of the federated learning

algorithm under heavy background traffic by adapting it to the state of the network.

5.1 Adjustment of Both Communication Round Limit and The Participation

Rate

To tackle the challenge of providing more gradient updates to the server, a couple

of experiments are conducted to investigate the participation rate effects on accuracy

under the background traffic. Without altering none of the hyperparamaters except

for communication round limit in terms of simulation time and the participation rate,

both of these values are doubled and divided by two. Interarrival time is set to 250

milliseconds and success percentages are given in Figure 5.1. Although the frequency

of transmitting packets and communication round limit is changed, the results show

that the success percentage is not affected overall. Therefore adjustment of both

communication round limit and the participation rate at the same time is abandoned

and the focus is shifted to the participation rate instead.
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Figure 5.1 : Success percentages of different participation rate values.

5.2 Setting Maximum Number of Clients in Communication Round

Utilizing the advantages of the network side, transmission delay and queuing delay is

calculated by clients. This information is sent to the server and the maximum number

of clients in a communication round is calculated in equation 5.1.

Nthe_maximum_number_o f _clients = Tround_limit/(Ttransmission_delay +Tqueueing_delay) (5.1)

As discussed, if the success percentage threshold is less than %60 percent then the

maximum number of clients in a communication round is calculated and a new

participation rate is set by the server. According to the same setting in the previous

section, the experiments are run and averaged. Number 18 is computed to be the

maximum and three different client numbers in the communication round is presented

in Figure 5.2. In fact, it seems that the success percentages does not change, the
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difference is definitely visible in Figure 5.3 as it shows the number of successfully

sent clients.

Figure 5.2 : Client numbers in communication round and the success percentages.

Figure 5.3 : Client numbers in communication round and successfully sent client
numbers.

Impact of getting more client updates is visible in the accuracy plot and the

improvement is obvious with the maximum number of clients in a communication
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round. It is presented in Figure 5.4, the convergence is much swifter than fix

participation client number 10 compared to 14 and 18. In fact, in earlier rounds before

50, the accuracy gain is almost %50 percent and higher accuracy is achieved compared

to fix participation rate in general.

Figure 5.4 : Client numbers in communication round and the accuracy values.
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6. CONCLUSION

Starting from early stages of decentralized learning, federated learning journey on the

networks is presented. It is covered in detail as well as various type of networks that

it is considered to be deployed. Its advantages in general, and its disadvantages with

the network in particular are explained. It reduces concerns in diverse topics such

as privacy, security and the communication overhead, but the network side remains

uncovered.

The network side is investigated by combining NS3 and federated learning in order

to test it against one of the QoS parameters which is packet drop rate. A background

traffic is generated in a basic network topology and consequences on convergence of

the federated learning are explored. Many simulation with different traffic intensities

are executed and results are averaged utilizing replication method. As a result, average

accuracy, average communication round success percentage, average cross-entropy

error and maximum error are displayed with %95 percent confidence interval. It

is observed that the success of the federated learning is prevented by at least 60

communication rounds under background traffic. In addition to that the heavy

intensity background traffic causes the accuracy to be reduced by half in the first 30

communication rounds.

To this end, a network adaptive federated learning is proposed to tackle the issues

related to QoS. Using the benefits of the network side, the maximum number of clients

that can be sent in a single communication round is calculated if the communication

round success percentage is reached below certain threshold. It is shown that huge

accuracy gain is achieved via this approach and it is recorded as %50 percent in earlier

communication rounds.

Given the results that are gathered via many simulation rounds and a network adaptive

federated learning approach, a wireless channel metrics-aware adaptive federated

learning which can be applicable for different types of federated learning is a great

future direction. NS3 integration creates many possible developments and there
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are various network topologies such as vehicular networks that federated learning

algorithms can be conducted and their QoS parameters can be observed.

The consideration of the computational power and various upload download rate of

mobile devices in wireless channel conditions must be made and effective incentive

mechanisms should be set to reward successful clients further.

Both mobility and energy consumption of the desired devices in federated learning

can be included in the simulation so that the effects of them can be investigated since

federated learning is not limited to mobile devices.

Certain data sets should be tested in a network simulations and especially the kind

of data sets that contain videos, since QoS parameters turn into the key success of

federated learning. This suits the scenarios such as AR/VR and vehicular applications.

Ultra-Reliable Low-Latency Communications (URLLC) challenges networks in terms

of ultra-fast access and high reliability, thus the delay on both communication and

computation must be examined thoroughly, and certain actions must be taken in order

to meet the QoS for federated learning applications in 5G. Therefore there is a need for

plenty of simulations to test federated learning in new generation wireless networks.
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APPENDICES

APPENDIX A.1 : Success percentage and accuracy plots with different interarrival
time values.

APPENDIX B.1 : Statistics of various interarrival time values with different seeds
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APPENDIX A.1

Figure A.1 : Plots for 0.2 interarrival time values.

Figure A.2 : Plots for 0.25 interarrival time values.

Figure A.3 : Plots for 0.3 interarrival time values.
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Figure A.4 : Plots for 0.4 interarrival time values.

Figure A.5 : Plots for 0.5 interarrival time values.

Figure A.6 : Plots for 0.7 interarrival time values.

Figure A.7 : Plots for 0.8 interarrival time values.
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APPENDIX B.1

Figure B.1 : Statistics of 0.2 interarrival time with different seeds.

Figure B.2 : Statistics of 0.25 interarrival time with different seeds.
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Figure B.3 : Statistics of 0.3 interarrival time with different seeds.

Figure B.4 : Statistics of 0.4 interarrival time with different seeds.

Figure B.5 : Statistics of 0.5 interarrival time with different seeds.
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Figure B.6 : Statistics of 0.7 interarrival time with different seeds.

Figure B.7 : Statistics of 0.8 interarrival time with different seeds.

59



60



CURRICULUM VITAE

Name Surname : Mümtaz Cem Eriş
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