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UNIVERSITY OF SOUTHAMPTON

ABSTRACT

FACULTY OF PHYSICAL AND APPLIED SCIENCES

Electronics and Computer Science

A dissertation submitted for the award of MSc Cyber Security

DISTRIBUTED DENIAL-OF-SERVICE ATTACK TRENDS, DETECTION

AND MITIGATIONS STRATEGIES

by Fatih Uyaroglu

Over the past few years, the size of distributed denial of service (DDoS) attacks

has increased dramatically. Recently, DDoS attackers have the ability to generate

malicious network traffic that reaches up to 500 Gbps. Moreover, internet pro-

tocols, websites and the OSI (Open Systems Interconnection) layers have several

security weaknesses. DDoS attackers try to find advanced techniques in order to

exploit these weaknesses and initiate devastating DDoS attacks. Several DDoS

protection mechanisms have been proposed to deal with massive DDoS attacks;

however, it is extremely hard to develop a comprehensive defence mechanism due

to the diversity of attack techniques. Therefore, this research targets to examine

latest DDoS trends and evaluate existing detection/mitigation solutions. In this

dissertation, firstly, some of the most destructive DDoS attack types are compre-

hensively explained. Then, botnets and how attackers use them to launch massive

DDoS attacks are explained in detail. Afterwards, latest DDoS attacks are anal-

ysed to understand DDoS trends and exploited vulnerabilities. Finally, some of

the most efficient DDoS detection/mitigation techniques are analysed to reveal

their limitations and strengths.
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Chapter 1

Introduction

1.1 Introduction to Distributed Denial-of-Service

(DDoS) Attacks

The rapid growth of innovative services that are provided over computer networks

facilitates the life of the people who use these services. However, innovative devel-

opments have engendered extra attack opportunities for cyber criminals due to the

weaknesses of these developments (Jun et al., 2014). Distributed denial-of-service

(DDoS) attacks are launched to exhaust the system resources of targets such as

memory, network bandwidth and CPU (Srivastava et al., 2011). Attackers can

quickly stop the services of targeted computer networks by generating vast vol-

umes of network traffic and sending this generated traffic to their targets. There-

fore, attackers can cause lethal damage to the critical infrastructures of companies

and governments by preventing the crucial operations of victim servers. Moreover,

DDoS attacks have the capability to cause both massive economic and prestige

losses to the victims of these type of attacks (Jun et al., 2014). The OSI (Open

Systems Interconnection) layers and commonly used internet protocols have sev-

eral vulnerabilities that can be exploited by attackers in order to initiate massive

DDoS attacks. It is extremely difficult to defend against DDoS attacks and de-

velop an extensive DDoS protection strategy because each type of DDoS attack

has different structures and detection/mitigation mechanisms. In addition, elim-

inating the threats emerged because of DDoS attacks requires a comprehensive

research. Therefore, in order to develop an extensive protection and mitigation

strategy, types of DDoS attacks and latest DDoS trends should be analysed com-

prehensively. Moreover, botnets and their communication mechanisms should also

1



2 Chapter 1 Introduction

be examined carefully. Additionally, current DDoS attack mitigation mechanisms

should be analysed to reveal their limitations and strengths. Then, the results of

the analysis can be used in order to discover existing problems and develop more

effective mitigation mechanisms.

1.2 Distributed Denial-of-Service (DDoS) Back-

ground

Distributed denial-of-service (DDoS) attacks initially appeared as a type of cyber

attacks that generate massive volumes of network traffic towards predetermined

targets (Jun et al., 2014). In February 2000, the websites of Amazon and Yahoo

were crashed by DDoS attacks. These are the first widely known DDoS attacks and

various DDoS tools such as Stacheldracht, Trinoo, Tribe Flood Network (TFN),

Trinity and TFN 2000 (TFN2K) were utilized in conducting these attacks (Jun

et al., 2014). At that time, researchers and security analysts were trying to de-

velop anomaly based detection mechanisms in order to detect DDoS attacks. It

was achievable to discover DDoS attacks with anomaly based detection mecha-

nisms; however, it was extremely challenging to efficiently mitigate or block these

types of attacks. The reason was that even if it was achievable to detect DDoS

attacks, analysis techniques were insufficient to correctly determine the malicious

IP packets because of IP spoofing techniques (Jun et al., 2014). Internet worms

exploit the vulnerabilities of computer systems and take vulnerable systems over

quickly. For instance, a network worm called Slammer infected approximately

75.000 internet servers in less than 10 minutes, causing the infected servers to

crash (Jun et al., 2014). Advanced types of DDoS attacks have appeared since

2000. Nowadays, the attackers generally do not prefer to generate vast volumes of

network traffic in order to crash the whole victim network, but they try to make

a certain application layer service unavailable to its legitimate users. In applica-

tion layer attacks, if the DDoS attackers generate malicious network traffic in an

advanced way, they could quickly crash application layer services using relatively

low attack traffic bandwidth. It is quite difficult to distinguish malicious attack

packets from normal packets in application layer attacks because malicious at-

tack packets complete each procedure that is required to be legitimate. Therefore,

it is extremely challenging to discover an application layer attack utilizing only

broadly used DDoS defence mechanisms such as packet based detection techniques

and analysing the bandwidth of attack traffic (Jun et al., 2014).
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In July 2009, a series of massive DDoS attacks were initiated against financial, me-

dia and government websites in the U.S.A and South Korea utilizing huge botnets.

In this example, the attackers carried out several types of DDoS attacks such as

UDP flooding, ICMP flooding, TCP SYN flooding and HTTP GET flooding (Jun

et al., 2014). Among these types, the ones that target HTTP protocol were not

efficiently avertible because traditional DDoS protection methods are insufficient

to discover and stop devastating application layer attacks. The reason of this is

that nearly all DDoS defence mechanisms are based on network traffic volume

and bandwidth abnormality. Although the total amount of malicious traffic was

immense, traditional DDoS defence mechanisms failed to discover the attackers

because each attack system did not generate such heavy traffic that could be de-

tected. Therefore, application behaviour based detection mechanisms should be

developed in order to detect and mitigate application layer attacks (Jun et al.,

2014).

1.3 Dissertation Aims and The Scope of Research

The objective of this dissertation is to present comprehensive information about

distributed denial of service (DDoS) attacks and the crucial role of botnets in con-

ducting these type of attacks. Furthermore, this dissertation also presents exten-

sive information about the latest DDoS attack trends and the weaknesses exploited

in latest attacks. Additionally, it targets to explain some of the most important

DDoS defence and mitigation mechanisms in order to reveal their strengths and

limitations.

The main scope of this research is defined below:

• Explaining the definition and significance of distributed denial of service

(DDoS) attacks.

• Explaining the main steps of DDoS attacks which are followed by DDoS

attackers.

• Understanding the structure of botnet based DDoS attacks.

• Classifying botnet based DDoS attacks according to the communication

mechanisms utilized in conducting these type of attacks.
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• Defining the classification of botnet based DDoS attacks based on the ex-

ploited vulnerability.

• Explaining the architectural designs of botnet control and command (C&C)

mechanisms.

• Discovering the latest botnet based DDoS attack trends in Q1 2016.

• Defining the classification of DDoS attack types by OSI (Open Systems In-

terconnection) layers.

• Explaining the classification & comparison of botnet based DDoS attacks de-

tection methods (Signature-based detection and Anomaly-based Detection).

• Explaining some of the most important DDoS protection and mitigation

mechanisms and making comparisons between these mechanisms.

1.4 The Outline of Dissertation

In the second chapter, the definition and importance of DDoS attacks are explained

in detail. Additionally, the main steps which need to be completed by attackers

in order to launch a DDoS attack are also explained in this chapter. Then, in

the third chapter, DDoS attacks are classified according to the communication

mechanisms used in carrying out these types of attacks. Moreover, DDoS attacks

are also classified based on the exploited weaknesses and OSI (Open Systems

Interconnection) layers. After that, in the fourth chapter, the term botnet, botnet

structure and how botnets are utilized in massive DDoS attacks are explained

in detail. Furthermore, latest trends in carrying out botnet based DDoS attacks

are analysed according to the Kaspersky Lab’s DDoS Intelligence Report that is

based on the trends in the first quarter of 2016. In the fifth chapter, botnet based

DDoS attacks detection methods (Anomaly-based Detection and Signature-based

Detection) are defined and comparisons are also made between this two detection

method in order to reveal their strengths and weaknesses. Additionally, some of

the most important DDoS mitigation and protection mechanisms are defined and

compared in order to show their limitations and strengths. Finally, conclusions

and recommendations are given in chapter six based on the research conducted

throughout this dissertation process.



Chapter 2

Distributed Denial-of-Service

(DDoS) Attacks

This chapter firstly introduces the significance and definition of DDoS attacks.

Afterwards, the elements that compose a DDoS attack are demonstrated. Finally,

the steps of DDoS attacks are explained in detail.

2.1 The Significance of Distributed Denial of Ser-

vice (DDoS) Attacks

The number of Distributed Denial of Service (DDoS) attacks and their impacts on

victim systems has been increasing extraordinarily over the last few years. The

rapid development of internet protocols, computer systems and networks have

engendered new DDoS opportunities for attackers because of the security vulnera-

bilities of new developments. Attackers try to discover the security vulnerabilities

of computer systems and internet protocols in order to launch Distributed Denial

of Service attacks against governments, banks and profitable enterprises (Behal

and Kumar, 2016). DDoS attacks have caused huge financial damages to the vic-

tims of these attacks during the past few years. According to the study which

was carried out by Kaspersky (2014), a DDoS attack results in approximately

$444.000 in financial loss and IT expenditure for large enterprises. Moreover, ac-

cording to the survey of Kaspersky (2015), 50% of the enterprises examined have

faced some problems and service interruptions because of a Distributed Denial of

5



6 Chapter 2 Distributed Denial-of-Service (DDoS) Attacks

Service (DDoS) attack conducted in the previous year. A study carried out by Ar-

bor Networks (2016) illustrate the remarkable increase in the size of latest DDoS

attacks as shown in Figure 2.1 below.

Figure 2.1: Increase in the size of latest DDoS attacks (Arbor Networks,
2016).

2.2 The Definition of Distributed Denial of Ser-

vice (DDoS) Attack

Denial of Service (DoS) attack is a technique for preventing access to a service or

website content by stopping their operation (CERT-UK, 2014). When an attacker

launches a DoS attack from more than one device such as a computer or smart

phone at the same time, this initiated DoS attack turns into a Distributed De-

nial of Service (DDoS) attack (CERT-UK, 2014). Attackers initiate DDoS attacks

to generate massive amounts of unrequested network traffic and exhaust the re-

sources of victim systems such as CPU, network bandwidth, system memory and

cache (Srivastava et al., 2011). The intention of an attacker who launches a DDoS

attack is to deny legitimate users’ access to the services provided by the victim

server (Srivastava et al., 2011). DDoS attackers have the ability to use large num-

bers of compromised devices located all over the world and initiate devastating

DDoS attacks against various victims simultaneously. The Internet’s infrastruc-

ture was not designed securely, and attackers try to discover the weaknesses of

this insecure infrastructure in order to exploit these weaknesses (Douligeris and

Mitrokotsa, 2004). Computer networks have limited sources, and vast amounts of

network traffic could exhaust the sources of any victim network (Douligeris and
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Mitrokotsa, 2004). Attackers use spoofed IP addresses, anonymity and botnets

in DDoS attacks; therefore, it is extremely hard to distinguish legitimate network

traffic from malicious network traffic (Douligeris and Mitrokotsa, 2004).

Four elements which compose a Distributed Denial of Service (DDoS) attack are

represented in Figure 2.2 below. These are the attacker, the handlers/masters,

the agents/zombies and a victim/target. The handlers/masters are compromised

devices, and a malicious code runs on them in order to control attack agents

(Douligeris and Mitrokotsa, 2004). The agents/zombies are also compromised

devices, and they are managed by handlers/masters in order to generate traffic

towards the predetermined target.

Figure 2.2: The Architecture of Distributed Denial of Service attacks.
(Douligeris and Mitrokotsa, 2004)

2.3 The Steps of a Distributed Denial of Service

(DDoS) Attack Mechanism

There are four main steps which are followed by attackers in order to prepare and

carry out a Distributed Denial of Service (DDoS) attack. These main steps are:

1. Collection of Agents: The agents which will be used to conduct a DDoS

attack are determined by an attacker in this step. The aim of attackers is

to take control of vulnerable computer systems; therefore, they try to detect

weaknesses of these systems in order to make them agents (Douligeris and
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Mitrokotsa, 2004). Vulnerability scanning tools are also used by attackers to

automate this process. Agents should have the ability to produce destructive

network traffic; hence, the resources of controlled agents should be sufficient

to perform a DDoS attack (Douligeris and Mitrokotsa, 2004).

2. Compromise: When attackers detect the security weaknesses of computer

systems, they try to exploit these weaknesses and execute a malicious pro-

gram in order to establish the attack code which will be used for launching

DDoS attacks (Douligeris and Mitrokotsa, 2004). Moreover, attackers try to

prevent their attack code from being detected and deactivated. Attackers

also use malicious codes such as Code Red and Ramen worm to automate

this compromise step. The owners of the compromised agent hosts generally

do not know that their hosts have been compromised, and their systems will

be used to conduct DDoS attacks. When taking part in a Distributed Denial

of Service (DDoS) attack, agent systems do not consume large amounts of

system resources, and the users of these agent systems do not experience

performance problems (Douligeris and Mitrokotsa, 2004).

3. Communication: DDoS Attackers communicate with a large number of mas-

ters/handlers to determine which agents are online and ready to launch an

attack (Douligeris and Mitrokotsa, 2004). Furthermore, attackers also deter-

mine when to update agents and when to initiate a DDoS attack by commu-

nicating with handlers. Agents can communicate with one or more handler(s)

depending on the configuration of the attack network. UDP, ICMP and TCP

protocols are commonly used in the communication method established be-

tween the handlers/masters and the agents and between the attacker and

the masters/handlers (Douligeris and Mitrokotsa, 2004).

4. Attack: The attacker defines the victim and the features of the DDoS attack

such as duration, type, size, TTL and port numbers at this step. DDoS at-

tacks have a lot of features, and the features of a DDoS attack can be easily

modified by attackers to avoid being detected (Douligeris and Mitrokotsa,

2004). Attackers also use communication protocols such as Internet Relay

Chat (IRC) to communicate with the handlers and the agents, and IRC pro-

tocol provides vital advantages when conducting a DDoS attack. For exam-

ple, IRC provides a high level of anonymity to the DDoS attacker; therefore,

DDoS attacks could not be easily analysed and the attacker could not be

easily detected (Douligeris and Mitrokotsa, 2004). Moreover, IRC protocol

offers a powerful and guaranteed mechanism for message distribution.



Chapter 3

Classification of Distributed

Denial-of-Service (DDoS) Attacks

This chapter presents detailed information about the classification of DDoS at-

tacks. It firstly classifies DDoS attacks based on their communication methods.

Then, DDoS attack types are also classified according to the exploited vulnera-

bilities. Finally, these attacks are classified according to the OSI (Open Systems

Interconnection) layers.

3.1 Classification of DDoS Attacks According to

Communication Methods

Distributed Denial of Service (DDoS) attacks are basically separated into two

types according to the communication method established between the handler-

s/masters and the agents/zombies (Hashmi et al., 2012). These types are indirect

communication based DDoS attacks and direct communication based DDoS at-

tacks.

In a direct communication based DDoS attack, the handlers/masters and agents/-

zombies need to be aware of one another’s identity to communicate during DDoS

attacks. This is accomplished by embedding the details of the handler devices

such as IP address in the malicious attack program that will be installed on agent

devices (Hashmi et al., 2012). The structure of a direct communication based

DDoS attack is shown below in Figure 3.1.

9



10 Chapter 3 Classification of Distributed Denial-of-Service (DDoS) Attacks

Figure 3.1: The structure of a direct communication based DDoS attack
(Hashmi et al., 2012).

The shortcoming of the direct communication based DDoS attack is that detection

of a compromised device may lead to the disclosure of the whole DDoS attack struc-

ture (Hashmi et al., 2012). Furthermore, the handlers/masters and agents/zombies

listen for incoming network connections to communicate with each other; therefore,

network monitoring tools can discover the agents/zombies and the masters/han-

dlers which are used in a direct communication based DDoS attack (Hashmi et al.,

2012).

In indirect communication based DDoS attacks, reflectors are used for indirection

to boost the life span of the DDoS attack network. Moreover, attackers also benefit

from communication protocols such as Internet Relay Chat (IRC) to provide a

powerful handler/agent communication (Hashmi et al., 2012). IRC channels also

offer a high level of anonymity to DDoS attackers; therefore, the structure of DDoS

attacks could not be examined and revealed easily. Furthermore, the attack traffic

of the DDoS network could not be differentiated from legitimate users’ network

traffic easily because DDoS agents make connections to a common port which

is controlled by a legitimate service (Hashmi et al., 2012). In this type of DDoS

attacks, attackers can generate requests by embedding the victim’s IP address into

network packets and send these generated request packets to the reflectors such as

NTP and DNS servers. When the reflectors get requests, they send overwhelming

responses to the victim’s IP address. The structure of an indirect communication

based DDoS attack is shown below in Figure 3.2.
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Figure 3.2: The structure of an indirect communication based DDoS attack
(Hashmi et al., 2012).

3.2 Classification of DDoS Attacks Based on the

Exploited Vulnerability

It is extremely challenging to deal with and analyse DDoS attacks due to the

distributed structure of DDoS attacks (Zargar et al., 2013). Moreover, DDoS

attackers commonly use spoofed IP addresses to conceal their real identities; hence,

the examination of DDoS attacks becomes more challenging (Zargar et al., 2013).

Computers connected to the Internet have security vulnerabilities that attackers

can exploit, and the occurrence of DDoS attacks conducted at the application layer

are growing very quickly. Therefore, understanding the security vulnerabilities of

computer systems and how these vulnerabilities are exploited to carry out DDoS

attacks are crucial steps for developing more efficient DDoS defence strategies

(Zargar et al., 2013).

DDoS attacks can be separated into four attack groups according to the exploited

security vulnerability. These attacks are: protocol exploit attacks, flood attacks,

malformed packet attacks and amplification attacks (Douligeris and Mitrokotsa,

2004).

3.2.1 Flood Attack

In these type of attacks, the agents generate huge volumes of network packets and

send these packets to a target in order to consume the target’s network bandwidth

(Douligeris and Mitrokotsa, 2004). Huge volumes of network packets may crash

or slow down the target system; therefore, the target system could not respond

to legitimate users’ requests. ICMP flood attacks and UDP flood attacks are

examples of most known flood attacks (Douligeris and Mitrokotsa, 2004).
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• User Datagram Protocol (UDP) Flood Attack: UDP flood occurs when vast

amounts of UDP network packets being sent to a target system. Attack-

ers overwhelm specific or random ports of the target system with network

packets which contain UDP data (Imperva, 2016). This attack leads to the

consumption of available network bandwidth which is required for legitimate

users’ requests. In UDP flood attacks, UDP packets can be directed to ei-

ther specific or random ports of the target system; however, random target

ports are typically used when conducting these types of attacks (Douligeris

and Mitrokotsa, 2004). When the target system gets UDP packets, the ap-

plication which is running on the targeted port is determined by the target

system. If there is not any application which is running on the targeted

port, the victim generates an ICMP destination unreachable message and

send it to the fake source address (Douligeris and Mitrokotsa, 2004). If

massive amounts of UDP packets being sent to the ports of the target, this

target system will eventually crash. IP spoofing technique can be used by

attackers in order to modify the source IP of the DDoS attack packets with

the help of DDoS attack tools. By this way, the real identity of the agents

is prevented from being disclosed and the response packets of the target

systems are not directed to the attack agents (Douligeris and Mitrokotsa,

2004). UDP Protocol does not need a three-way handshake mechanism like

TCP protocol; therefore, UDP Protocol is optimal for network traffic which

does not need to be verified and controlled such as VoIP (Imperva, 2016).

However, UDP Protocol becomes more vulnerable to exploitation due to the

absence of three-way handshake mechanism. Therefore, vast volumes of net-

work packets can be sent without any limitation to a victim system over

UDP channels (Imperva, 2016). An example of UDP flood attack structure

is illustrated below in Figure 3.3.

• Internet Control Message Protocol (ICMP) Flood Attack: ICMP flood at-

tacks exploit the vulnerabilities of ICMP protocol that enables to send echo

packets to remote computers. In ICMP flood attacks, attackers commonly

send huge volumes of fake ICMP ECHO REPLY packets to the broadcast

IP addresses of victim computer networks (Douligeris and Mitrokotsa, 2004).

These fake packets wait response from the victim network and all of the

computers on the victim network send a reply to these fake packets. This

situation leads to the consumption of the victim’s outgoing and incoming

network bandwidth (Srivastava et al., 2011). An example of ICMP flood

attack structure is illustrated below in Figure 3.4.
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Figure 3.3: An example of UDP flood attack structure. (Telelink, 2013)

Figure 3.4: An example of ICMP flood attack structure. (Wong and Tan,
2014)
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3.2.2 Amplification Attack

UDP based network protocols do not need a three-way handshake mechanism to

confirm the sender’s identification information such as IP address. DDoS attack-

ers typically exploit the weaknesses of UDP based network protocols in order to

conduct amplified DDoS attacks that generate up to 500 Gbps of malicious net-

work traffic (Kührer et al., 2014). In amplified DDoS attacks, attackers generate

network packets with spoofed source IP addresses and send them to many reflec-

tors, such as DNS servers and web servers, that reflect the network traffic to the

target systems. Reflectors that generate extremely large responses to the ordi-

nary requests are called as amplifiers and chosen by attackers to initiate amplified

DDoS attacks (Kührer et al., 2014). Public NTP servers and open recursive DNS

resolvers are commonly used in DDoS attacks as an amplifier due to their amplifi-

cation characteristic. By using IP spoofing, attackers enforce amplifiers to amplify

and reflect malicious network traffic to the target systems (Kührer et al., 2014).

DNS amplification attack structure is illustrated below in Figure 3.5.

Figure 3.5: DNS amplification attack structure. (Hoque et al., 2015)

DDoS amplification attacks have the ability to create huge volumes of network traf-

fic; therefore, these types of attacks can consume the network bandwidth of target

system very quickly. Attackers use IP spoofing and amplifiers in DDoS amplifica-

tion attacks; therefore, the examination of amplification attacks and the disclosure

of the whole DDoS amplification attack structure are extremely difficult (Kührer

et al., 2014). Moreover, botnets are extensively used in DDoS amplification at-

tacks to increase the attack size and lengthen the life span of the amplification
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attack (Zargar et al., 2013). According to the report of Arbor Networks (2016),

most commonly used protocols for amplification/reflection are illustrated below in

Figure 3.6. Additionally, the table of well known protocols and their bandwidth

amplification factors are illustrated below in Figure 3.7. For example, NTP pro-

tocol’s bandwidth amplification factor is 556.9; therefore, this protocol has the

ability to amplify each response packet by an amplification factor up to 556.9.

Figure 3.6: Most commonly used protocols for amplification. (Arbor Net-
works, 2016)

Figure 3.7: Well-known protocols and their bandwidth amplification fac-
tors. (US-CERT, 2015)
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3.2.3 Protocol Exploit Attack

These types of attacks exploit particular characteristics and architectural security

bugs of vulnerable protocols established at the target system in order to exhaust

huge amounts of vital system resources (Douligeris and Mitrokotsa, 2004). TCP

SYN attacks, PUSH + ACK attacks, the authentication server attacks and CGI

request attacks are the most well-known examples of protocol exploit attacks.

• TCP/SYN Attack: These types of attacks exploit the built-in vulnerability of

the three-way handshake mechanism used in the establishment of a Transmis-

sion Control Protocol (TCP) connection (Douligeris and Mitrokotsa, 2004).

A classic three-way handshake mechanism between the server and a legiti-

mate system user starts with the connection request of the legitimate system

user (Darwish et al., 2013). This connection request is made by sending a

synchronization (SYN) packet to the server. After accepting the initial SYN

packet of the legitimate user, the server sends back a synchronize/acknowl-

edge (SYN/ACK) packet to the legitimate user. In the last step of three-way

handshake mechanism, the legitimate system user sends the final acknowl-

edge (ACK) packet to the server in order to establish the TCP connection

(Darwish et al., 2013). An attacker launches a SYN flood attack by generat-

ing vast volumes of SYN packets and sending them to the target system but

never replies back with the ACK packets. Therefore, the three-way hand-

shake process could not be completed, and the target system starts waiting

for the acknowledge (ACK) packets (Darwish et al., 2013). As a result of

this, the target server’s buffer which is used for new incoming connections

gets overloaded, and the target could not process legitimate users’ requests

because of the overloaded buffer (Douligeris and Mitrokotsa, 2004). Fur-

thermore, SYN flood attacks can also be conducted by generating network

packets with spoofed IP address. The three-way handshake mechanism and

SYN flood attack are illustrated respectively below in Figure 3.8(a) and

Figure 3.8(b).
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Figure 3.8: The three-way handshake mechanism and SYN flooding attack.
(Darwish et al., 2013)

3.2.4 Malformed packet attacks

In malformed packet attacks, IP packets are generated with incorrect information

and these spoofed packets are sent to the target using agents in order to slow down

and crash the target system (Douligeris and Mitrokotsa, 2004). These attacks

can be separated into two groups of attacks: IP packet options attack and IP

address attack (Douligeris and Mitrokotsa, 2004). In IP address attacks, packets

are generated with the same destination and source IP address. As a result of this,

the operating system of targets becomes confused and target systems get crashed

(Douligeris and Mitrokotsa, 2004). In IP packet options attacks, the optional fields

of a packet can be randomized and each quality of service bit can be set to one.

This increase the processing time which is used for analysing the network traffic

(Douligeris and Mitrokotsa, 2004). Therefore, if these attacks are conducted with

large numbers of agents, the target system can be crashed.
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3.3 DDoS Attack Types by OSI (Open Systems

Interconnection) Layers

Botnet based DDoS attacks can also be separated into three main categories ac-

cording to OSI (Open Systems Interconnection) layers. These main categories

are: Application Layer DDoS attacks, Network Layer DDoS attacks and Transport

Layer DDoS attacks. In application layer attacks, cyber criminals use application

layer (Layer 7) protocols such as HTTPS, HTTP, DNS, FTP and SMTP in order

to generate network traffic towards the predetermined target (Bhattacharyya and

Kalita, 2016). This malicious traffic typically includes CPU intensive requests and

these requests are sent to the predetermined target in order to make it unavailable.

In application layer attacks, the total traffic volume required to slow down and

crash a target is relatively lower than the total traffic volume that is needed in

other types of OSI layer attacks such as network layer attacks (Bhattacharyya and

Kalita, 2016). Therefore, application layer DDoS attacks are the most devastating

types of DDoS attacks and becoming more sophisticated. Moreover, application

layer attack traffic could not be distinguished from legitimate users’ traffic; hence,

it is extremely difficult to analyse and detect this type of malicious traffic. In

transport and network layer attacks, attackers try to consume resources such as

the memory of security devices like switches, firewalls and routers and the net-

work bandwidth of the target. To perform a destructive attack, the agents send

vast volumes of traffic through the transport layer and network layer to the target

(Bhattacharyya and Kalita, 2016). The size of these types of attacks can reach

up to 500 Gbps (Arbor Networks, 2016). TCP (Transmission Control Protocol),

UDP (User Datagram Protocol) and ICMP (Internet Control Message Protocol)

are commonly used in these type of attacks. UDP flood, TCP SYN flood, NTP,

ICMP echo and DNS amplification are the most popular attacks conducted over

the network layer (Bhattacharyya and Kalita, 2016). The layers of the OSI (Open

Systems Interconnection) model and attack possibilities by these layers are illus-

trated respectively below in Figure 3.9 and Figure 3.10.
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Figure 3.9: The layers of the OSI (Open Systems Interconnection) model.
(Alam, 2014)

Figure 3.10: Attack possibilities by Open System Interconnection (OSI)
layers. (US-CERT, 2014)
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Most of the earlier DDoS attacks were typically conducted over the network and

transport layer (OWASP, 2010; Alam, 2014). However, current DDoS mitigation

strategies are beneficial in combating transport layer and network layer attacks;

therefore, attackers have started to focus on application layer attacks (Suryawanshi

and Todmal, 2015; OWASP, 2010). According to the report of Arbor Networks

(2016), most commonly exploited protocols for launching application layer attacks

are illustrated below in Figure 3.11. Additionally, an example of application layer

attack architecture is illustrated below in Figure 3.12.

Figure 3.11: Target protocols of Application Layer attacks (Arbor Net-
works, 2016)

Figure 3.12: An example of application layer attack architecture (Arbor
Networks, 2012)
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In application layer attacks, IP packet spoofing is not used on the network layer

and TCP connections are established with a target like legitimate system users

do. When the connection is established successfully, attackers start to consume

the resources of the target by numerous CPU intensive requests such as heavy

downloading tasks (Suryawanshi and Todmal, 2015). As a result of these malicious

requests, the server becomes overloaded and could not process legitimate users’

requests. Malicious requests of attackers seem authenticated, and attack traffic

can not be separated from legitimate traffic; thus, it is highly challenging to detect

and mitigate application layer attacks. Traditional DDoS defence mechanisms

are insufficient to determine and mitigate destructive application layer attacks;

therefore, researchers and security analysts have recently proposed new strategies

in order to detect and mitigate these types of DDoS attacks (Suryawanshi and

Todmal, 2015).

Application layer DDoS attacks are becoming more sophisticated because several

vulnerabilities exist in web applications and these vulnerabilities are unknown to

current DDoS defence and mitigation solutions. Additionally, application develop-

ment has started to move to the cloud platforms and defending against application

layer attacks will probably continue to be extremely challenging. Therefore, to de-

fend against application layer DDoS attacks, software developers should analyse

the most critical web application security risks and implement their security coun-

termeasures in the software development lifecycle. Moreover, to provide a complete

defence strategy, custom DDoS security appliances should be used according to

the system architecture of companies/governments.

Application layer attacks require relatively fewer system resources and these at-

tacks are typically performed for specific aims such as preventing access to databases

and interrupting transactions (Kumar, 2014). Application layer DDoS attacks are

growing rapidly and more destructive than other OSI layer attacks due to the

following risks and problems:

• These types of attacks use legitimate connections; therefore, it is extremely

challenging to distinguish malicious requests from legitimate ones.

• A small number of TCP or UDP connections are sufficient to carry out

devastating application layer attacks.

• These attacks have the ability to affect several applications. Most of them

exploit HTTP, HTTPS and DNS protocol to consume the resources of the

target.
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• Attackers have the ability to exploit the structure of the application layer.

For instance, if huge numbers of users refresh their browsers at the same

time, the target may slow down and crash quickly.

• Several victims may be simultaneously affected both directly and indirectly

by application layer attacks.

• Limited sources are sufficient to launch application layer attacks; therefore,

attackers can conduct destructive attacks with limited opportunities.

• Malicious attack traffic could not be distinguished from normal traffic be-

cause it accomplishes every procedure required to be legitimate.

• Application layer attacks are well planned and highly targeted. Typically,

these attacks are initiated to exploit specific applications (Kumar, 2014).

• Firewalls and other security devices are typically configured to allow le-

gitimate traffic such as HTTP and DNS traffic between applications and

clients; therefore, attackers eliminate one security layer easily (Arbor Net-

works, 2012).

3.4 Summary

In this chapter, DDoS attack types are classified based on the exploited vulnera-

bilities, the OSI (Open Systems Interconnection) layers and their communication

methods. Moreover, DDoS attack types are explained comprehensively to show

how they are initiated by attackers. It is quite challenging to examine and cope

with DDoS attacks because of their distributed structure and diversity. Addi-

tionally, IP spoofing method is commonly used by DDoS attackers to change the

source IP address of the malicious network packets. Attackers typically generate

network packets with spoofed IP addresses to perform their malicious activities

anonymously; therefore, analysing DDoS attacks becomes extremely challenging.

In application layer attacks, it is quite difficult to distinguish malicious network

traffic from innocent network traffic because application layer attacks use legiti-

mate connections. Thus, analysing application layer attacks is more difficult than

analysing network/transport layer attacks.



Chapter 4

Botnet-Based DDoS Attacks and

Attack Trends in 2016

This chapter firstly provides extensive information about botnets and how they

are used to launch destructive DDoS attacks. Subsequently, botnet control and

command architectures are explained comprehensively. Finally, most recent trends

in conducting botnet-based DDoS attacks are examined in detail.

4.1 Botnet-Based Distributed Denial of Service

(DDoS) Attacks

Botnets are networks composed of malware compromised devices such as comput-

ers and smart phones (Silva et al., 2013). Such networks are created and managed

remotely by cyber criminals in order to carry out harmful activities such as mas-

sive distributed denial of service (DDoS) attacks and phishing attacks (Silva et al.,

2013; Karasaridis et al., 2007). Botnet based DDoS attack types provide the abil-

ity to slow down or crash the critical services of nations and corporations (Silva

et al., 2013). The significance of the botnet mechanism is the capacity to provide

anonymity with the help of control and command (C&C) structure (Feily et al.,

2009). Furthermore, malware compromised devices (bot) in a botnet network can

be positioned in different places around the world and these compromised devices

are not actually possessed by the cyber criminals (Feily et al., 2009). Different

countries have their own laws, languages and time zones; therefore, it is extremely

difficult to examine botnet based DDoS attacks and determine the whole structure

23
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of these types of attacks. Botnet based DDoS attacks which are initiated by us-

ing large numbers of bots have the ability to generate massive volumes of network

traffic; therefore, these attacks become more devastating day by day (Zargar et al.,

2013). Furthermore, according to a research study which was conducted in 2008,

malware compromised hosts form 40% of the hosts connected to the internet in

that year (Yeshwantrao and Jadhav, 2014). Therefore, these circumstances and

trends make the botnet mechanism one of the most crucial risks for the cyber

security of critical infrastructures (Tyagi and Aghila, 2011). Typically, a group

of computers that are remotely managed by a criminal form a malicious botnet

(Zargar et al., 2013). Elements of a malicious botnet and a botnet based DDoS

attack example are illustrated below in Figure 4.1.

Figure 4.1: A Botnet based DDoS attack example and its elements.
(Zargar et al., 2013)

A botnet consists of attackers, botnet controllers (handlers), compromised hosts

(bots) and a victim (Hoque et al., 2015). The definition of botnet elements is

briefly presented below.
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• Attackers: The attacker control and manage the compromised hosts (bots)

to launch a botnet based DDoS attack. Initially, the attacker compromises

a vulnerable host to execute a malicious program and takes control of the

vulnerable host once the host is infected (Hoque et al., 2015).

• Botnet Controller (Handler): Handlers send commands to the connected

bots and receive messages from the connected bots in order to control them

and conduct attacks (Hoque et al., 2015).

• Compromised Host (Bot): Once a host is infected with a malicious program,

it becomes a bot and can be controlled by handlers (Hoque et al., 2015).

• Victim: These systems are the target of attackers that receive massive

amounts of network packets from the bots of a botnet (Hoque et al., 2015).

Attackers use botnet controllers to communicate with the bots of a botnet indi-

rectly. However, malicious programs which are installed on compromised hosts

leave identifiable footprints and these footprints can be detected with modern

antivirus programs (Zargar et al., 2013). Therefore, attackers recently use alter-

native communication mechanisms, such as Internet Relay Chat (IRC), in order

to control and update their bots.

4.2 Architectural Designs of Botnet Control and

Command (C&C) Mechanisms

Analysing and determining the control and command (C&C) architecture of botnet

based DDoS attacks plays a crucial role in mitigating these type of attacks. C&C

architectures are basically divided into four categories. These architectures are

centralized, decentralized, random and hybrid architecture (Hoque et al., 2015).

Centralized, decentralized and hybrid C&C architectures are illustrated respec-

tively below in Figure 4.2(a), Figure 4.2(b) and Figure 4.2(c).

Figure 4.2: Botnet C&C architectures. (a) centralized (b) decentralized
(c)hybrid (Hoque et al., 2015)
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4.2.1 Centralized C&C Architecture

The centralized control and command (C&C) architecture is identical to the typical

client/server network architecture (Silva et al., 2013). The most common models

of centralized C&C architecture are those established using the IRC (Internet

Relay Chat) protocol. In a centralized architecture, each bot establishes its own

communication link with one or more connection points. These points are generally

control and command (C&C) servers which are used by a botmaster in order to

control and update its bots. The benefits of centralized C&C architecture are

perfect coordination and fast response time (Silva et al., 2013). Moreover, it

provides anonymous, low latency and powerful real-time mechanism for botnet

based DDoS attacks (Hoque et al., 2015). In spite of its huge benefits, centralized

C&C architecture also has some limitations. C&C servers have a central point

of failure risk; therefore, operations of a discovered botnet can be aborted easily

(Silva et al., 2013). Furthermore, if the C&C server could not continue to perform

its operations, the botnet also could not continue to carry out DDoS attacks

because none of its bots can get commands and updates which are necessary to

perform their tasks (Hoque et al., 2015). The major communication protocols

used in establishing centralized C&C architecture are HTTP (Hypertext Transfer

Protocol) and IRC (Internet Relay Chat).

• IRC Based Architecture: IRC protocol is a text-based communication mech-

anism used for instant messaging between users, and this protocol has the

capability to connect hundreds of users by several IRC servers (Zargar et al.,

2013). In IRC based botnets, attackers create IRC channels as botnet con-

trollers and use these channels in order to send instructions to the bots

and conduct malicious activities such as botnet based DDoS attacks (Zargar

et al., 2013; Silva et al., 2013). Analysing and determining the DDoS at-

tack structure becomes extremely difficult when IRC protocol is used over

legitimate ports. Moreover, attackers can conceal their malicious activities

easily due to the vast volumes of message traffic generated by IRC servers

(Zargar et al., 2013). Furthermore, attackers can distribute harmful files via

IRC channels in order to execute their malicious codes on the bots of their

botnets. Additionally, attackers do not need to keep the list of their bots

locally because they can see their bots list by connecting to the IRC chan-

nels. However, the IRC protocol has critical weaknesses because detecting

an IRC botnet and terminating its operations are quite easy (Silva et al.,
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2013). Therefore, the whole botnet mechanism can be halted by blocking

the IRC traffic with firewalls if the target detects the C&C servers.

• HTTP Based Architecture: Attackers have currently started to use HTTP

protocol for establishing centralized C&C communication because most net-

works started to block IRC traffic (Silva et al., 2013; Zargar et al., 2013). In

HTTP based architecture, botnets do not establish connections like they do

in IRC based architecture. Instead, the bots of an HTTP botnet get com-

mands using HTTP requests (Zargar et al., 2013). Botnets are controlled

and updated via advanced scripts, and encrypted communication is provided

over HTTPS or HTTP protocol by these scripts. Therefore, analysing HTTP

based C&C architecture is more difficult that analysing IRC based C&C ar-

chitecture (Zargar et al., 2013). However, HTTP based architecture has also

a central point of failure vulnerability because of its centralized architecture

(Silva et al., 2013).

4.2.2 Decentralized C&C Architecture

Attackers try to find out advanced botnet communication structures, which have

the capability to provide excellent durability and higher flexibility in malicious

activities, in order to increase their profits and control huge numbers of bots (Silva

et al., 2013). In decentralized C&C architecture, the detection of several bots in

a botnet does not lead to the failure of a botnet mechanism because decentralized

architectures do not have any central C&C server that can be discovered and

stopped. Therefore, it is extremely difficult to reveal the whole structure of botnets

which have decentralized C&C architectures and prevent the activities of these

types of botnet communication architectures. Decentralized C&C architecture is

generally based on types of P2P (Peer to Peer) communication protocol and act as

an overlay network (Silva et al., 2013). These types are Structured P2P overlays,

Unstructured P2P overlays and Superpeer P2P overlays.

• P2P Based Architecture: Large numbers of people share their pictures,

documents, programs, sources, computer games and movies utilizing P2P

communication protocol and the popularity of this protocol has increased

tremendously in recent years. Attackers started to use P2P protocol in or-

der to distribute their malicious codes and conduct other criminal activities

because of the popularity and flexibility of this protocol (Hoque et al., 2015).
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In P2P architecture, each bot (peer) of the botnet works as both server and

client and tries to establish a connection to the other bots (peers) of the

botnet using their known peers list (Yuce, 2011). When bots receive an

instruction, they forward it to the connected peers using their private peer

list (Hoque et al., 2015). Bots also update their peer list in order to have

an enhanced coordination (Yuce, 2011). An example of P2P architecture is

illustrated below in Figure 4.3. In this example, the discovery of the botnet

controller is challenging because the botnet operator works as a peer like all

other bots (Yuce, 2011).

Figure 4.3: An example of P2P based architecture (Yuce, 2011)

A crucial benefit of P2P architecture is that the botnet controller can send

commands over the network by connecting one of its bots because each bot

regularly connects to its peers to retrieve commands from the botnet con-

troller (Hoque et al., 2015). Moreover, P2P architecture is more powerful

and durable than centralized architectures. Furthermore, their architectural

design is not too complex, and it is quite challenging to examine and detect

these types of designs. However, P2P based architectures do not provide a

guaranteed message delivery (Hoque et al., 2015).
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4.2.3 Hybrid C&C Architecture

These types of architectures are designed to use the positive aspects of both decen-

tralized and centralized C&C architectures (Silva et al., 2013). In a hybrid botnet

model, bots are separated into two groups: client bots and servant bots. Servant

bots act both as servers and clients, and they have routable static IP addresses.

In contrast to servant bots, client bots refuse incoming connection requests, and

they have non-routable dynamic IP addresses (Wang et al., 2010). Additionally,

client bots can be positioned behind firewalls without being globally connected to

the Internet. All client bots should regularly communicate with the servant bots,

which are recorded on their known peers list, in order to receive commands sent by

their botnet controller. When client bots receive new messages, they immediately

forward these messages to the servant bots which are recorded on their known

peers list (Silva et al., 2013). Servant bots listen on a specific port for incoming

connection requests, and a symmetric encryption key is used for communication.

Therefore, analysing and determining the whole botnet structure becomes more

challenging (Silva et al., 2013).

4.2.4 Random C&C Architecture

In this architecture, each compromised bot node knows only one other compro-

mised bot node. If bots or botnet controllers try to send a message, they scan the

Internet randomly in order to find another bot. When they discover a bot, they

encrypt the message and sent it to the discovered bot (Cooke et al., 2005). This

architecture becomes attractive because of its secure and simplified design. More-

over, the discovery of a bot is insufficient to reveal the whole botnet structure.

However, this architecture does not provide a guaranteed mechanism for message

distribution and has a high message latency. Furthermore, this architecture has

detectability risks because of its random scanning behaviour (Cooke et al., 2005).

4.2.5 Summary and Comparison

The summary of Control and Command (C&C) architectures is illustrated below

in Figure 4.4. Additionally, the weaknesses and strengths of centralized, peer-

to-peer and random command and control (C&C) topologies are compared and

illustrated below in Figure 4.5.
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Figure 4.4: The summary of Control and Command (C&C) architectures
(Vania et al., 2013)

Figure 4.5: The weaknesses and strengths of command and control topolo-
gies (Cooke et al., 2005)

4.3 Botnet Based DDoS Attack Trends in Q1

2016

Kaspersky Lab has published DDoS Intelligence Report for the first quarter of

2016, demonstrating botnet based DDoS attack statistics. This report is based

on the botnets that were discovered and examined by Kaspersky Lab. There are

several mechanisms used to conduct distributed denial-of-service (DDoS) attacks.

Botnets are only one of these mechanisms; therefore, all DDoS attacks occurred in

the stated time interval are not included in this report. According to Kaspersky

(2016), DDoS attackers target the sources of 74 countries in the first quarter

of 2016 and 93.6% of the sources targeted by attackers were positioned in 10

countries. Distribution of botnet based DDoS attacks by these 10 target country

is illustrated below in Figure 4.6. Additionally, the longest botnet based DDoS

attack time period recorded in the first quarter of 2016 is 197 hours and the

maximum number of DDoS attacks recorded in a day is 1272. Distribution of

botnet based DDoS attacks by attack duration is illustrated below in Figure 4.7.



Chapter 4 Botnet-Based DDoS Attacks and Attack Trends in 2016 31

Figure 4.6: Botnet based DDoS attacks by target country, Q4 2015 vs. Q1
2016 (Kaspersky, 2016)

Figure 4.7: Botnet based DDoS attacks by attack duration, Q4 2015 / Q1
2016 (Kaspersky, 2016)
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The most favoured types of DDoS attacks which conducted in the first quarter of

2016 are SYN DDoS, UDP DDoS, HTTP DDoS, TCP DDoS and ICMP DDoS.

Distribution of botnet based DDoS attacks by these attack types is illustrated

below in Figure 4.8.

Figure 4.8: Botnet based DDoS attacks by attack type, Q4 2015 vs. Q1
2016 (Kaspersky, 2016)

Kaspersky (2016) states that current DDoS mitigation solutions are useful in deal-

ing with network layer, data link layer and transport layer attacks. However, they

expect that application layer (Layer 7) attacks and multi layer attacks (a mix-

ture of hardware and application layer) will continue to increase. According to

the statistics of Kaspersky (2016), in the first quarter of 2016, they have fought

against much more HTTP and HTTPS attacks than they did during 2015. To

initiate massive application layer attacks, huge botnets or several numbers of high

performance servers and an immense output tunnel is needed (Kaspersky, 2016).

Moreover, attackers should analyse the target and discover its vulnerabilities before

launching an application layer attack. If an application layer attack is conducted

in a well planned manner, it is extremely challenging to mitigate it without pre-

venting legitimate users’ traffic because harmful requests seem authenticated and

each bot accomplishes the connection procedure successfully (Kaspersky, 2016).

Huge numbers of service requests are the only abnormality. The cost of perform-

ing a devastating application layer attack is decreasing due to large numbers of

configuration weaknesses at the application layer and the increase in compromised
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devices and computers (Kaspersky, 2016). Therefore, more efficient defence strate-

gies should be developed to guarantee application layer attacks are economically

unattractive for the attackers.

Additionally, 99.73% of DDoS attacks in the first quarter of 2016 were initiated by

bots using the same operating system family. Attackers have the ability to initiate

DDoS attacks from both Linux and Windows botnets. In the fourth quarter

of 2015, Windows botnets and Linux botnets constitute respectively 45.2% and

54.8% of total botnets. However, in the first quarter of 2016, Windows botnets

and Linux botnets constitute respectively 55.5% and 45.5% of total botnets. As

mentioned in botnet C&C architectures part, C&C servers have a crucial role in

botnet based DDoS attacks. Distribution of botnet command and control (C&C)

servers by country is illustrated below in Figure 4.9. This information can be used

in order to mitigate botnet based DDoS attacks or develop more effective defence

mechanisms.

Figure 4.9: Distribution of botnet command and control servers by country
(Kaspersky, 2016)
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4.4 Summary

In this chapter, botnets and the architectural designs of their control and command

(C&C) mechanisms are explained extensively. Furthermore, the trends of DDoS

attacks that use botnets are analysed to reveal most preferred DDoS attack types.

Botnets play a critical role in conducting devastating DDoS attacks. Attackers

have the ability to control their bots using harmful programs that are set up on

these compromised hosts. However, advanced anti-virus programs can discover

these harmful programs. Therefore, attackers have started to utilise from internet

protocols such as P2P, IRC and HTTP(S) to communicate with their botnets and

manage them.

TCP, HTTP(S), DNS, UDP and ICMP protocols are frequently exploited to ini-

tiate massive DDoS attacks. Additionally, it is expected that the number and

impact of application layer attacks will increase in the next years.



Chapter 5

Botnet-Based DDoS Attacks

Detection Methods and

Mitigation Mechanisms

This chapter presents comprehensive information about botnet-based DDoS at-

tack mitigation and detection techniques. It firstly provides detailed information

about anomaly-based and signature-based detection methods. Afterwards, these

detection methods are compared to discover their drawbacks and strengths. Fi-

nally, some of the most preferred DDoS mitigation solutions are explained to reveal

their benefits and limitations.

5.1 Classification & Comparison of Botnet Based

DDoS Attacks Detection Methods

Botnet based DDoS attack detection methods are basically separated into two

types: anomaly-based detection and signature-based detection (Alomari et al.,

2016). Each detection method has its unique drawbacks and benefits. The ad-

vantages and shortcomings of these detection methods are analysed and compared

below.

35
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5.1.1 Signature-Based DDoS Attack Detection Method

In this detection method, network traffic is captured by network monitoring tools

and compared with well-known and destructive attack models (Douligeris and

Mitrokotsa, 2004). Signature-based detection method can be utilized to extract

and analyse the handler/agent communication; however, this method becomes

useless if encryption techniques are used to protect the handler/agent communica-

tion (Shameli-Sendi et al., 2015). Most of the DDoS attack detection methods are

signature-based, and signature-based detection methods behave like an antivirus

software. They try to discover the signature or characteristic of each distinct type

of DDoS attack traffic (Alomari et al., 2016).

Signature-based DDoS attack detection methods are highly effective in determin-

ing well-known DDoS attacks; however, their effectiveness is highly dependent on

updating signature records periodically (Patcha and Park, 2007). Therefore, a

signature-based DDoS attack detection technique can only be as powerful as its

signature database. The discovery of DDoS attack signatures requires analysing

network traffic to find packet or byte series that are noted to be harmful. A

well-defined signature should frequently appear in the DDoS attack traffic. Addi-

tionally, it should barely appear in the legitimate traffic (Tang and Chen, 2005).

The main strength of signature-based detection method is that well-known DDoS

attacks can easily be detected. However, these types of detection methods can

only discover well-known attacks if their signatures are revealed by network ana-

lysts. The creation of attack signatures is quite challenging because of three main

reasons. Firstly, to create a signature, attack traffic should be identified and dis-

tinguished from the normal network traffic. Secondly, the signature which will

be created should have the capability to capture whole attack traffic of a certain

DDoS attack and allow legitimate traffic to prevent unwanted conditions. Finally,

generated detection method should be adaptable to cope with the different varia-

tions of the target DDoS attack traffic (Tang and Chen, 2005).

5.1.2 Anomaly-Based DDoS Attack Detection Method

In a computer network, exceptional traffic patterns generated by internal or ex-

ternal entities are called anomalies (Karim et al., 2014). Anomaly-based DDoS

attack detection methods try to find abnormal network traffic that does not match

up with the expected network traffic behaviour. The main aim of these detec-

tion methods is to identify expected network traffic behaviour and discover any
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malicious deviation from the identified behaviour (Chen et al., 2007). Expected

behaviour of the system can be determined by using the following techniques:

• Making comparisons between reverse and forward network traffic: In this

technique, incoming network traffic and outgoing network traffic is calculated

systematically, and this two calculated traffic should be proportional to each

other. If there is no direct proportion between this two traffic, this can be

explained as a repetitive downloading of huge files. The weakness of this

technique is that attacks which use legitimate traffic could not be discovered

(Shameli-Sendi et al., 2015).

• Detecting abnormal behaviour with the statistics of connections: The num-

ber of established connections, the life span of the sessions and the count of

created sessions can be used to discover abnormal behaviours. For instance,

the statistics of TCP sessions can be tracked and utilized to determine ex-

ceptional behaviours.

• Observing the behaviour of aggregate traffic: The incoming network traffic

and outgoing network traffic is separated into particular network traffic ag-

gregates and examined to discover patterns. The observed traffic type should

have the same characteristics such as HTTP and UDP connection.

• Observing the behaviour of flow traffic: The flow traffic of the network is

observed in order to control different flow types. Machine learning is uti-

lized to determine the expected behaviour of the network and discover the

exceptional behaviours (Shameli-Sendi et al., 2015).

In anomaly-based detection methods, alerts are generated by any abnormal traffic

behaviour that does not match up with the predetermined or expected traffic be-

haviour patterns (Alomari et al., 2016). Anomaly-based detection methods work

by observing the exceptional activities in each part of the system and making

comparisons between the normal behaviour and the observed behaviour (Pimentel

et al., 2014). The observed exceptional behaviours that surpass the determined

thresholds for the anomalies are called as malicious activities. The complexity of

determining the standard rules is one of the drawbacks of the anomaly-based detec-

tion systems (Owezarski, 2009). The rule-determining procedure is also influenced

by the collections of protocols that utilized by different information technology

companies. Furthermore, determining the standard rules becomes also extremely

challenging because of custom protocols. In order to detect anomalies properly,
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administrators should provide quite detailed information about the expected be-

haviour of each part of the system. Once the standard rules are determined and

the required solution is designed, the anomaly-based detection method will begin

to operate effectively. However, if a harmful activity could not be detected with

the determined parameters of the expected behaviour, it will be accepted as a

legitimate activity. Signature-based detection methods could not detect attacks

without having their signatures. Therefore, signature-based methods could not

discover new attack types that are exploiting zero-day vulnerabilities. However,

anomaly-based detection methods have the ability to detect new attack types if

these attacks are accepted as exceptional system behaviour (Alomari et al., 2016).

The advantages of this characteristic can be easily seen when an anomaly-based

detection method discovers a new type of worm. When a new type of worm in-

fects a vulnerable host, it commonly tries to discover other vulnerable hosts on

the network and begins flooding the infected network with harmful traffic. The

weaknesses and strengths of anomaly-based DDoS attack detection methods and

signature-based DDoS detection methods are compared and illustrated below in

Figure 5.1.

Figure 5.1: The weaknesses and strengths of anomaly-based and signature-
based detection methods (Alomari et al., 2016)

5.2 Botnet-Based DDoS Attack Mitigation Mech-

anisms

A DDoS mitigation technique is performed on a specific component of the system

as a local countermeasure; however, a DDoS mitigation strategy aims to deploy

several countermeasures at different parts of the system in order to cope with

massive DDoS attacks (Shameli-Sendi et al., 2015). In the following part, some of

the most important DDoS mitigation techniques and strategies are explained in the

light of the proposed solutions that target to mitigate botnet based massive DDoS

attacks. Moreover, the benefits and limitations of these mitigation techniques and

strategies are also explained. Additionally, comparisons are made between them

in order to show their weaknesses and strengths.
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5.2.1 DDoS Mitigation Techniques

5.2.1.1 Ingress/egress filtering

Ingress filtering is defined as filtering the incoming network traffic, while egress fil-

tering is defined as filtering the outgoing network traffic (Beitollahi and Deconinck,

2012). A study of Ferguson and Senie (2000), RFC 2827, is used in order to ex-

plain ingress/egress filtering procedure in Figure 5.2. As illustrated in Figure 5.2,

internet service provider which is named ISP D provides services to the network

A for accessing the internet. Router 2 and Router 3 are the edge routers of ISP D

and the name of the edge router of the network A is router 1. In this figure, ISP D

also provides the address scope of 204.69.207.0/24 to the network A. Additionally,

attacker X is located in the network A, while attacker Y is located in another net-

work which has a connection to the ISP D. ISP D can create an ingress filter and

set up this filter on router 2’s input port. In this way, the created filter drops any

network packet which is sent from the network A with an IP address outside the

scope of 204.69.207.0/24. Therefore, if attacker X creates network packets with

spoofed IP addresses outside the address scope of 204.69.207.0/24 and sends them,

these spoofed packets will be dropped by the router 2’s ingress filter (Beitollahi

and Deconinck, 2012). Correspondingly, the network A can create an egress filter

and set up it on router 1’s output port. In this way, the created filter can drop

any network packet which is created with spoofed IP addresses outside the address

scope of 204.69.207.0/24 before network packets leave the network A (Beitollahi

and Deconinck, 2012).

Figure 5.2: An ingress filtering example according to RFC 2827 (Beitollahi
and Deconinck, 2012)
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Additionally, ISP D can create an ingress filter and set up this filter on router 3’s

input port. In this way, the created filter drops any network packet which is coming

with spoofed source IP address. Therefore, if attacker Y creates network packets

with spoofed IP addresses such as 200.*.*.* and sends them, these spoofed packets

will be dropped by the router 3’s ingress filter. Correspondingly, ISP D can create

an egress filter and set up it on router 2’s output port. In this way, the created

filter can drop any network packet which is created with spoofed IP addresses

before network packets leave the ISP D. As a result of the created egress filter

on router 2’s output port, any network packet which is created with spoofed IP

addresses does not forwarded to the edge router (router 1) of network A. Filtering

which is done by ingress filters is named as ingress filtering, while filtering which is

done by egress filters is named as egress filtering (Beitollahi and Deconinck, 2012).

Ingress/egress filtering has some limitations due to the following challenges:

1. Ingress/egress filtering technique can be successful in mitigating DDoS at-

tacks only if almost all of the ISPs implement ingress/egress filters. If attack-

ers detect the ISPs which do not have any ingress/egress filtering mechanism,

they can use the compromised hosts of these detected ISPs in order to launch

DDoS attacks (Beitollahi and Deconinck, 2012).

2. Attackers can still create network packets with spoofed IP addresses if the

spoofed IP address is chosen from the attacker’s sub-network range. For

instance, in Figure 5.2, if attacker X create network packets with spoofed

IP addresses chosen from the 204.69.207.x network, router 2’s ingress filter

could not detect these spoofed network packets.

3. Recently, most of the devastating DDoS attacks use botnets, and attackers

do not require any protection mechanism to hide the compromised hosts of

a botnet. By exploiting huge numbers of compromised hosts, attackers can

initiate several types of DDoS attacks without utilizing IP address spoof-

ing. For example, the compromised hosts of a botnet do not use spoofed

IP addresses to carry out HTTP flood DDoS attacks. In this situation, In-

gress/egress filtering technique could not be effective in mitigating destruc-

tive DDoS attacks.

4. Filters should be maintained regularly after the installation procedure is

accomplished. Therefore, administrative expenses increase due to the instal-

lation and maintenance process. Moreover, ingress/egress filtering technique

does not provide any advantage to the ISPs.
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5. In ingress/egress filtering, routers which are implementing the filters have

to control and apply new rules for each network packet. Therefore, filtering

process may increase performance costs. In most of the circumstances, in-

gress/egress filtering technique can control network packets utilizing a small

number of rules without considerably affecting the performance of routers.

However, this could not be accomplished in every network. This technique

may result in a remarkable decrease in the performance of routers that pro-

vide service to huge numbers of various address ranges. In this situation,

those routers have to be changed with powerful ones in order to prevent

performance problems and continue serving customers (Beitollahi and De-

coninck, 2012).

Ingress/egress filtering technique is not a powerful mechanism against botnet based

DDoS attacks because of these crucial challenges. Furthermore, the administra-

tors of ISPs are doubtful about installing filters at ISP’s customer edge routers

(Beitollahi and Deconinck, 2012).

5.2.1.2 Rate limiting

The Rate-limiting technique is broadly used in mitigating massive DDoS attacks,

and it is accepted as one of the most effective DDoS mitigation techniques. This

technique achieves its aim by rejecting a part of the incoming network traffic

(Shameli-Sendi et al., 2015). Rate-limiting can be separated into two groups: flow

rate-limiting and aggregate rate-limiting.

1. Flow rate-limiting: This type of rate-limiting provides an effective policing

mechanism to routers in order to manage network traffic congestion (Chen

et al., 2004). In this technique, the typical features of the network traffic

flow are determined by identification algorithms. Once the features are dis-

covered, flow rate-limiting restricts the network flow transmission rate below

the calculated rate. Therefore, network packets transmitted at a higher rate

are dropped or discarded at the routers (Chen et al., 2004).

2. Aggregate rate-limiting: This technique aims to decrease DDoS attack

traffic by limiting the consumption of the network bandwidth required for

aggregate traffic (Shameli-Sendi et al., 2015). Several criteria, such as des-

tination address and application traffic type, are used to define aggregate

traffic. For example, the details in the IP packet header or network traffic
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analysis can be used in order to define the application traffic type and ag-

gregate traffic. Then, application traffic surpassing the determined level can

be limited by aggregate rate-limiting (Shameli-Sendi et al., 2015).

Both rate-limiting and IP packet filtering are mitigation techniques to defend

against botnet based DDoS attacks; however, they try to mitigate massive DDoS

attacks and restrict malicious traffic in different ways (Chen et al., 2004). IP packet

filtering rejects any IP packet that matches up with the typical features of DDoS

attack traffic. However, rate-limiting could not prevent the flow of a part of DDoS

attack traffic, but this malicious flow is restricted by a network flow transmission

rate. Therefore, packet filtering can be successful in mitigating DDoS attacks only

if it is used with DDoS attack detection methods such as anomaly-based detection,

and rate-limiting is commonly preferred when the malicious network traffic could

not be distinguished from normal network traffic (Chen et al., 2004).

5.2.1.3 DDoS Network Attack Recognition and Defence (D-WARD)

D-WARD is one of the DDoS defence mechanisms that is set up at the gate-

ways/routers of the source-end networks. The aim of D-WARD is to discover and

stop outgoing massive DDoS attacks by examining outgoing network traffic while

allowing the flow of legitimate network traffic (Mirkovic and Reiher, 2005). In the

autonomous implementation, D-WARD mechanism tries to discover DDoS attacks

and prevent them without receiving any support from other system entities. How-

ever, in the distributed collaborative implementation, the detection mechanism

of D-WARD is improved by receiving DDoS attack warnings from other system

entities. It is presumed that D-WARD has the ability to examine each IP packet

transferred between the internet and the source network. The design of D-WARD

is constituted by traffic-policing units, rate-limiting and observation. In the obser-

vation process, each IP packet passing through the gateway/router of the source

network is monitored and the statistics of the network traffic is collected. Ad-

ditionally, these statistics are regularly compared with legitimate network traffic

examples and network traffic is categorized as legitimate traffic or attack traf-

fic (Mirkovic and Reiher, 2005). After this gathered information is evaluated,

the observation unit sends evaluated information to the rate-limiting unit. Then,

D-WARD executes a rate-limiting process to every suspicious outgoing network

traffic in order to slow down or stop potential DDoS attack attempts (Mirkovic

and Reiher, 2005). D-WARD has the capability to mitigate DDoS attacks that

use ICMP, UDP and TCP protocols. These protocols are commonly utilized in
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launching DDoS attacks. However, other internet protocols, such as DNS and

NTP, become widely used over the internet. Therefore, D-WARD needs to be

enhanced in order to mitigate the different types of DDoS attacks (Mirkovic and

Reiher, 2005). D-WARD also has the capability to easily discover DDoS attacks

that cause anomalies in the network traffic (Beitollahi and Deconinck, 2012). Ad-

ditionally, it reduces the severity of massive DDoS attacks at the network which

the attack originated from. Therefore, the negative effects of DDoS attacks be-

come limited on the target (Beitollahi and Deconinck, 2012). However, D-WARD

technique has some limitations due to the following challenges:

1. The D-WARD technique can efficiently mitigate botnet based DDoS attacks

only if this technique is broadly installed on the internet by ISPs. However,

this could not be entirely achieved and seems improbable.

2. Deploying D-WARD does not provide any advantage to the ISPs. Therefore,

deploying D-WARD on edge routers is not popular and widespread among

the administrators of ISPs.

3. D-WARD technique regulates the network flow and set policies to stop outgo-

ing destructive DDoS attacks. Therefore, D-WARD technique considerably

reduces the performance of the network systems. Additionally, D-WARD

slows down the internet connection of the systems that use D-WARD filters.

Therefore, the users of these systems could not use the internet with high

speed (Beitollahi and Deconinck, 2012).

4. D-WARD generates additional works and costs to the border routers because

they have to continuously monitor network traffic and categorize network

traffic according to destination IP addresses. Moreover, these routers have to

calculate the statistics for each category and make comparisons between the

calculated statistics and known attack models. Then, rate-limiting is applied

to each category according to the comparisons. Additionally, routers should

have adequate resources, such as memory and processing unit, in order to

perform their tasks. Therefore, routers need to be enhanced with adequate

resources. However, installing D-WARD does not provide any advantage to

the ISPs; thus, the administrators of ISPs are reluctant to allocate budget

for those powerful routers.

5. Discovering DDoS attack traffic in the source network, without restricting le-

gitimate network traffic, is extremely challenging. Additionally, D-WARD is
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not a highly efficient mechanism against application layer attacks (Beitollahi

and Deconinck, 2012).

It can be concluded that the administrators of ISPs are reluctant to set up D-

WARD filters on the edge routers because of these challenges. Moreover, each

user of an ISP could not use the internet with high speed due to a potential

attack against a target positioned in other ISPs. Additionally, D-WARD should

continuously analyse network traffic even if there is no malicious activity against a

target. Because of this, the users of the ISP may encounter performance problems

when D-WARD performs its tasks (Beitollahi and Deconinck, 2012).

5.3 DDoS Mitigation Strategies

5.3.1 Collaborative Strategy

Collaborative mitigation strategies can be classified as Blackholing, Pushback and

Firewall cooperative defence based on the type of collaboration and the security

architecture of the network (Shameli-Sendi et al., 2015).

5.3.1.1 Firewall Cooperative Defence

In this type of strategy, several firewalls that communicate with each other are

located in the network. Moreover, they collaborate together in order to block

or mitigate DDoS attacks at the nearest appropriate firewall unit (Shameli-Sendi

et al., 2015). Additionally, each firewall unit has the ability to declare its security

policies by broadcasting them to the other firewalls in the network. For example,

a cooperative defence firewall protocol for classic networks was proposed by El-

Soudani and Eissa (2003). In this protocol, firewalls are separated into two groups:

Assistant Firewall (AFW) and Defender Firewall (DFW). A Defender Firewall

examines each incoming network packet using its database that holds security

policies. If a security breach is detected, the Defender Firewall creates a broadcast

message in order to transmit its security policies. The aim of creating a broadcast

message is to block the attacker as early as possible. When the broadcast message

is received by assistant firewalls, they analyse the security policies included in

the broadcast message and insert these policies into their local security policy

databases (El-Soudani and Eissa, 2003).
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5.3.1.2 Pushback Cooperative Defence

In pushback cooperative defence strategy, routers collaborate together to mitigate

or prevent DDoS attacks (Shameli-Sendi et al., 2015). ’Pushback’ terminology

is used to describe the fact that a network unit or security device pushes the

detailed information about the DDoS attack traffic to all other network or security

units. The receiving units are normally located in front of the originator of the

harmful attack traffic on the transmission route to the victim (Chen et al., 2004).

The details of congestion, such as expiration time, network bandwidth limit and

signature, are transmitted to the upstream router to apply rate-limiting techniques

to the DDoS attack traffic as soon as possible.

Pushback, which is the first cooperative defence strategy, can efficiently provides

protection against massive DDoS attacks when the botnets and compromised hosts

of attackers are located in few points (Beitollahi and Deconinck, 2012). If at-

tacker’s botnets or compromised hosts are broadly distributed all over the world,

legitimate users’ traffic is also blocked by rate-limiting techniques and pushback

strategy could not be highly successful. Therefore, pushback defence strategy po-

tentially punishes legitimate users’ traffic. Moreover, this strategy also potentially

blocks legitimate resources that use the same routes with the malicious resources.

Additionally, each router between the source of DDoS attack traffic and the con-

gested routers is included in the pushback process; thus, the cost of this defence

strategy is too high (Beitollahi and Deconinck, 2012). Furthermore, each router

should periodically analyse traffic flows and communicate with its downstream

routers to notify them of the results of the analysis. Therefore, each router in the

pushback cooperative defence strategy requires sufficient memory and processing

power. DDoS attacks have the ability to target several servers at the same time.

In this situation, if the pushback messages could not be received by the upstream

routers, this strategy could not protect the target servers efficiently (Beitollahi

and Deconinck, 2012).

5.3.1.3 Blackholing Cooperative Defence

Blackholing strategy, which is also called as blackhole filtering, is used for dropping

malicious network packets at the routing stage (Shameli-Sendi et al., 2015). This

strategy achieves its aim by forwarding the harmful network packets to the Null0

virtual interface. While legitimate network traffic remains stable, each malicious

network packet forwarded to the Null0 virtual interface is dropped immediately.
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Blackholing cooperative defence strategy includes both DDoS attack detection

techniques and routers (Shameli-Sendi et al., 2015). These detection techniques

control the routers in order to blackhole the malicious network traffic which is

generated together by different bots.

5.3.2 Non-collaborative-Static Strategy

This defence strategy is a non-collaborative mitigation approach, and it could not

be reconfigured. Once a mitigation device is configured, mitigation techniques can

only be applied when a DDoS attack is discovered by detection units (Shameli-

Sendi et al., 2015).

A Confidence-Based Filtering strategy is proposed by Dou et al. (2013) for cloud

computing. According to their model, the nominal characteristics of the systems

are generated by analysing legitimate network packets during the non-attack pe-

riod. Source IP address, total length, protocol type and time to live (TTL) at-

tributes in the IP header, and destination port number and flag attributes in the

TCP header are examined during the non-attack period in order to determine the

nominal characteristics of the systems (Dou et al., 2013). The Nominal character-

istics of the systems are used to discover DDoS attack traffic. With the help of the

nominal characteristics of the systems, Confidence-Based Filtering strategy exam-

ines each network packet in order to understand whether it is an attack packet or

not. If a network packet is considered malicious, it is discarded immediately.

5.3.3 Non-collaborative-Dynamic Strategy

5.3.3.1 Redirecting and Shunting

In this strategy, traffic is forwarded to another physical interface instead of being

discarded. Then, a traffic analyser located on the alternate way can extract ma-

licious traffic from real traffic and transmit the innocuous traffic to the servers.

Currently, Software-Defined Networking (SDN) has been utilized to forward sus-

picious network traffic to these traffic analyser units (Shameli-Sendi et al., 2015).

Various DDoS protection mechanisms are based on this effective strategy (Shameli-

Sendi et al., 2015). For instance, Cisco Guard and Riverhead Guard utilize from

this strategy to mitigate massive DDoS attacks. The Cisco DDoS protection mech-

anism forwards malicious network packets to the Cisco Guard device. Then, this
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device extracts harmful traffic from real network traffic and forwards the innocuous

traffic to its destination (Shameli-Sendi et al., 2015).

5.3.3.2 Reconfiguration

This strategy makes changes to the defence method or topology of the target or the

intermediary network systems to mitigate massive DDoS attacks (Shameli-Sendi

et al., 2015). The reconfiguration strategy can be classified as service reconfigura-

tion, defence reconfiguration and network reconfiguration according to the degree

of reconfiguration.

• Service reconfiguration: This service-based reconfiguration strategy can be

grouped as service regeneration and service cloning. Service regeneration

aims to eliminate the security vulnerabilities of services and take back control

of the compromised services. In this way, future DDoS attacks that will

exploit the similar vulnerabilities can be prevented (Wang, 2005). However,

in service cloning mitigation method, multiple instances of the same network

service are installed at several points of the system and network traffic is

distributed between these instances (Shameli-Sendi et al., 2015). Service

cloning uses system resources efficiently to handle huge volumes of service

requests; therefore, it is used widely in cloud computing to mitigate DDoS

attacks (Yu et al., 2014).

• Defence reconfiguration: In this approach, the defence strategy can be recon-

figured or its capability can be enhanced. In the first solution, the defence

system is reconfigured to effectively deal with devastating DDoS attacks. In

the second option, the defence mechanism is cloned to prevent DDoS attacks.

Additionally, this cloning process can be triggered by service reconfiguration

strategy to improve the capability of the defence mechanism (Yu et al., 2014).

For instance, the DDoS defence mechanism can be automatically cloned if

multiple instances of a network service are established in different parts of

the system (Shameli-Sendi et al., 2015).

• Network reconfiguration: In order to mitigate or block massive DDoS at-

tacks, this strategy reconfigures network topology by providing alternate

paths. Service reconfiguration strategy uses shared or extra resources to

stop DDoS attacks. However, this strategy changes network topology in

order to prevent such attacks (Shameli-Sendi et al., 2015).
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5.4 Summary

In this chapter, detailed information about DDoS attacks detection/mitigation

strategies is provided. Firstly, anomaly-based and signature-based detection solu-

tions are compared to reveal their strengths and drawbacks. Then, some of the

most efficient mitigation mechanisms are examined to propose better mitigation

strategies.

Signature-based solutions are efficient at detecting DDoS attacks if the signatures

of them are created; therefore, these solutions could not detect new types of DDoS

attacks before their signatures are created. However, new types of DDoS attacks

can be detected by anomaly-based solutions if these new types generate exceptional

system behaviour.

DDoS mitigation strategies both have benefits and drawbacks. These strategies

can be integrated with detection solutions to provide more efficient DDoS protec-

tion strategies. Additionally, different DDoS mitigation strategies can be collabo-

rated to increase the performance of the DDoS protection strategies.



Chapter 6

Conclusions and

Recommendations

This dissertation has presented most important types of DDoS attacks and latest

DDoS attack trends. Additionally, a comprehensive categorization of most widely

used DDoS mitigation and detection strategies has been presented in order to

demonstrate their limitations and strengths. Recently, DDoS attackers try to dis-

cover critical security vulnerabilities and utilize from attack mechanisms, such as

botnets, DDoS amplification and IP spoofing, in order to launch more destructive

DDoS attacks. Therefore, over the last few years, different types of DDoS attacks

have emerged and the volume of DDoS attacks has extraordinarily increased.

Botnets have a crucial role in initiating destructive DDoS attacks. Attackers uti-

lize from botnet handlers to control the bots of their botnets. However, harmful

programs that are running on the bots of a botnet leave identifiable tracks and

these tracks can be discovered by an advanced anti-virus software (Zargar et al.,

2013). Thus, DDoS attackers have started to use alternative techniques, such as

IRC and HTTP protocol, to provide communication with their botnets. Attackers

also have the ability to control botnets using C&C channels, and they use botnets

frequently to launch massive DDoS attacks. Furthermore, each bot of a botnet

can be located in different places all over the world, and this distributed struc-

ture makes analysing botnet based DDoS attacks more challenging (Zargar et al.,

2013). Hence, global botnet countermeasures and more efficient botnet detection

mechanisms should be developed in order to deal with DDoS attacks that use

botnets.

49
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It is extremely challenging to deal with DDoS attacks and develop an efficient

DDoS protection mechanism because each DDoS attack type has different struc-

tures and mitigation/detection techniques. Moreover, researchers could not easily

implement and test their detection/mitigation solutions in a real environment or

utilizing from real DDoS attack data. Additionally, DDoS detection and miti-

gation techniques have their limits, and DDoS attacks could not be prevented

entirely. Thus, additional researches should be conducted on not only DDoS de-

tection solutions but also DDoS mitigation solutions to provide stronger DDoS

protection mechanisms (Shameli-Sendi et al., 2015).

Current DDoS protection solutions are sufficient in dealing with network layer and

transport layer attacks; however, they are insufficient in dealing with application

layer attacks. Thus, researchers and security experts have currently proposed new

solutions for application layer attacks to mitigate and detect them. In application

layer attacks, it is quite difficult to distinguish malicious attack traffic from nor-

mal network traffic because harmful traffic successfully completes each procedure

which is required to be legitimate (Suryawanshi and Todmal, 2015). Additionally,

in application layer attacks, attackers can carry out devastating DDoS attacks with

establishing small numbers of UDP or TCP connections (Kumar, 2014). More-

over, application layer DDoS attacks are increasing extraordinarily because web

applications have several weaknesses and current DDoS protection solutions are

unaware of these vulnerabilities. Therefore, to cope with application layer attacks,

software engineers should eliminate the security risks of their web applications in

the software development lifecycle. Furthermore, custom security countermeasures

should be developed and implemented to provide a complete defence strategy.

Anomaly-based and signature-based detection are the two most popular DDoS

detection techniques. In signature based detection, DDoS attacks could not be

discovered without knowing their signatures. Hence, new DDoS attack types could

not be discovered by a signature-based detection technique before their signatures

are created. However, in anomaly-based detection, new DDoS attack types could

be discovered if they generate exceptional traffic patterns (Alomari et al., 2016).

DDoS mitigation mechanisms both have strengths and limitations. These mecha-

nisms can be combined with DDoS detection mechanisms to enhance the ability

of the defence strategy. Moreover, a DDoS mitigation mechanism can be triggered

by other mitigation mechanisms to increase the efficiency of the defence strategy.
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