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DETECTING MALICIOUS ACTIVITY INSIDE OF THE NETWORK

SUMMARY

In today's world with the global development and digitalization, applications and
services used in banking and finance sectors, as in all sectors, have started to adapt to
the online world quickly. The increase in the rate of transition to the Internet
environment shows that the issue of security is becoming more and more important

and serious for banks and customers.

Companies serving in the financial and banking sectors are an attractive target for
cyber attackers in terms of damage to the target system and data obtained by attackers.
The protection of information systems containing important and sensitive business and
customer information, such as databases, servers, computers, networks used, is of high
importance. In the same way, providing a secure and robust online communication
environment in the services provided to customers and ensuring that data is transmitted

in reliable environments is one of the most important elements in the banking sector

Banks are also making major investments in security systems to ensure secure
communication and the protection of personal and business information and
documents as a precaution against this increasing number of cyber attacks. With these
systems, they have the potential to prevent such attacks by detecting and responding

to abnormal and unauthorized activities.

However, research shows that the majority of cyber attacks are carried out by insiders.
Most security products in use focus on external threats. However, if the attacker is a
person working within the organization, these systems may be insufficient to detect
such activities. The inside attacker has legitimate access privileges to sensitive data,
systems, networks that outsiders do not have. It is difficult to predict and prevent as
the malicious user inside follows legitimate paths and methods. Since the systems have
detailed information about the internal organization such as the corporate network,
they can misuse sensitive and confidential data and cause irreversible damage to the
organizations by creating great losses. Therefore, it can be said that the cost of damage

caused by internal threat is much higher than external threat.

XX



This study focuses on detecting insider threats by monitoring users with a behavioural
focus. By examining normal user behaviour and malicious user behaviour with SVM,
KNN and Random Forest algorithms, it is aimed to detect internal threats and help

minimize the damage that can be done to the institution with preventive controls that
will come with it.

XXi



AG ICERISINDEKI KOTU NIiYETLi AKTiVITELERIN TESPITi

OZET

Kiiresel gelisim ve dijitallesme ile birlikte gliniimiiz diinyasinda tiim sektorlerde
oldugu gibi bankacilik ve finans sektorlerinde de kullanilan uygulama ve hizmetler
hizla online diinyaya adapte olmaya baslamustir. Internet ortamma gegis hizindaki
artis, glivenlik konusunun bankalar ve miisteriler i¢in giderek daha onemli ve ciddi

hale geldigini gostermektedir.

Finans ve bankacilik sektorlerinde hizmet veren sirketler, hedef sisteme verdigi zarar
ve saldirganlarin elde ettigi veriler agisindan siber saldirganlar igin cazip bir hedef
konumundadir. Kullanilan veritabanlari, sunucular, bilgisayarlar, aglar gibi 6nemli ve
hassas is ve miisteri bilgilerini iceren bilgi sistemlerinin korunmasi biiyiik 6nem
tagimaktadir. Ayni sekilde miisterilere sunulan hizmetlerde giivenli ve saglam bir
online iletisim ortaminin saglanmasi ve verilerin giivenilir ortamlarda iletilmesinin

saglanmas1 bankacilik sektoriindeki en 6nemli unsurlardan biridir.

Siber tehditlerden kaynaklanan finansal etki, giiniimiizde sirketler i¢in biyiik bir
endise kaynagidir. Bir veri ihlali sebebi ile, biitiin ticari sirlar, hassas veriler ifsa
edilebilir. Yasanan ihlal, kuruluslarin itibarinin zarar gérmesine, miisteri kayiplarina

ve yeni miisteri kazanmada zorluklara sebep olabilir.

Artan siber saldirilara 6nlem olarak bankalar, giivenli iletisim ve kisisel ve ticari bilgi
ve belgelerin korunmasini saglamak icin giivenlik sistemlerine de biiyiik yatirimlar
yapiyor. Bir kurulusun veya isletmenin performansini biiylik dl¢iide etkileyebilecek
siber saldirilara kars1 korunmak i¢in bir giivenlik planina sahip olmalari biiylik 6nem
tagimaktadir. Bu sistemler ile anormal ve yetkisiz faaliyetleri tespit edip miidahale

ederek bu tiir saldirilar1 6nleme potansiyeline sahiptirler.

Kritik altyapilarin giivenligini saglamak icin yapilan yatirimlar, genel olarak izinsiz
girisi Onleme, siber saldirtyr tespit etme, saldirganin aktiviteleri sonucunda
karsilagilabilecek fiziksel etkileri hafifletme gibi Onemli unsurlari saglamak

amacindadir. Kuruluslar, ihtiyaglarina ve bu ihtiyaglarin dnem derecelerine gore ulusal
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standartlar ve kurum politikalarina uygun olarak en uygun yatirimlar
gerceklestirmektedir. Boylelikle diizenli yapilan kontroller sonucu bir giivenlik ihlali
veya disaridan izinsiz girig gibi durumlarin tespiti ve dnlenmesi erkenden saglanarak,
ihlal olmasi durumunda bile yasanilan kayiplarin en aza indirilmesi saglanmis

olacaktir.

Ancak kullanilan gilivenlik {iriinlerinin ¢ogu dis tehditlere odaklanir ve igerden
kaynaklanan bir tehditi tespit etmede yetenekli degillerdir. Arastirmalar, siber
saldirilarin biiylik ¢ogunlugunun igeriden kisiler tarafindan gergeklestirildigini
gosteriyor. Ancak saldirgan kurum icinde calisan bir kisi ise bu sistemler bu tiir

faaliyetleri tespit etmekte yetersiz kalabilmektedir.

Icerideki saldirgan, disaridakilerin sahip olmadig1 hassas verilere, sistemlere ve aglara
mesru erisim ayricaliklarina sahiptir. Icerideki kotii niyetli kullanici zararli aktivitesini
gerceklestirebilmek i¢in mesru yollart ve yontemleri izledigi i¢in tahmin edilmesi ve
engellenmesi zordur. Kurum igerisinde ¢alisan, gergek kimlik bilgileriyle oturum agan
yetkili herhangi bir kullanicinin ¢alistigi kurumun ¢ikarlar1 dogrultusunda hareket edip
etmedigini anlamak miimkiin olamamaktadir. Ayrica icerden gelen tehditler,
genellikle eylem gergeklestikten sonra tespit edilebildiginden, kritik verilerin

kurtarilmasi da ¢ok zor olabilmektedir.

Iceriden gelen saldirganlar, sistemler, kurum ag1 gibi kurum igi organizasyon hakkinda
detayli bilgilere sahip olduklarindan hassas ve gizli verileri suistimal edebilmekte ve
bliylik kayiplar yaratarak kurumlara geri doniilmez zararlar verebilmektedir.
Dolayisiyla i¢ tehdidin neden oldugu zararin maliyetinin dis tehditten ¢cok daha yiiksek

oldugu sodylenebilir.

D1s tehditlere odaklanan giivenlik duvari, izinsiz giris tespit ve dnleme sistemleri gibi
geleneksel giivenlik 6nlemlerinde, igerideki tehditleri tespit etmek veya 6nlemek ¢ok
basarili sonuclar getirememektedir. Ornegin bir saldirgan, sistemde oturum agmak i¢in
yetkili bir kullanicinin bilgilerini basarili bir sekilde kullanirsa, bu anormal davranis
giivenlik mekanizmalarinda tespit edilemeyebilir. Makine 0Ogrenmesi araglar
kullanilarak, igeriden gelen potansiyel tehditlerin algilanmasi, kullanici
davraniglarinin analiz edilmesi, ve bir anomali tespit edildiginde uyarilmasi

saglanabilir.
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Icerideki saldirganlar, kotii niyetli aktivitelerini gerceklestirebilmek igin verileri
kurcalama, manipule etme gibi eylemler gerceklestirebilir. Kurum igerisinde iyi bildigi
giivenlik ihlallerini kullanarak ve giivenlik 6nlemlerini kolaylikla atlatarak erisim
yetkilerini arttirabilir. Kalic1 erisim i¢in bir arkakapi kurabilir. Erisim kazandig1 veya
halihazirda bulunan erisimini kullanarak kritik verilerin disartya aktarimini
gerceklestirmeye calisabilir. igeriden gelen tehditleri tespit edebilmek igin farkl
gostergeler izlenebilir. Bu gostergeler igerisinde alisilmadik zamanlarda sistem
tizerinde etkinlik gOstermesi olabilir. Sistem iizerinden veri ¢ikarmaya calismasi
sonucu trafik {izerinde gozlemlenebilecek hacim artis1 veya kullanicinin alisilmadik
kaynaklara erisim saglamasi izlenerek kotii niyetli aktiviteler tespit edilebilir. Fakat
bu gibi gostergeler daha cok saldirganlarin zararli aktivitelerini gergeklestirme

adimlarinda tespitine yardimcei olabilir.

Koti niyetli eylemleri ger¢eklestirebilmek i¢in sistem tizerinde normal bir kullanicinin
gecirdigi siireden daha fazla bir slire harcamasi gerekmektedir. Bu ylizden makine
O0grenme araclar1 ile kullanicilarin  bir sistem {izerindeki oturum siireleri
karsilastirilarak elde edilen sonu¢ kotii niyetli kullanicilarin - eylemlerini

gerceklestiremeden hazirlik agamasinda tespitinde dnemli bir sonug saglayabilir.

Bu ¢alisma, kullanicilar1 davranis odakli izleyerek iceriden gelen tehditleri tespit
etmeye odaklanmaktadir. SVM, Random Forest ve KNN makine 6grenme
algoritmalar1 ile normal kullanici davramisi ve kotii amagli kullanici davranisi
incelenerek, i¢ tehditlerin tespit edilmesi ve beraberinde gelecek dnleyici kontrollerle
kuruma verilebilecek zararin en aza indirilmesine yardimci olunmasi

amaclanmaktadir.

Calismanizda makine ogrenmesi algoritmasinda Marnegie Mellon Universitesi
tarafindan yayinlanan CERT Insider Threat veritabaninin 6.2 siirlimiinii kullandik.
CERT veri seti, igeriden gelen tehditleri tespit etmek icin kullanilan gergeveleri test
etmek icin yapay olarak gelistirilmis sentetik bir veri setidir. Verisetinden elde
ettigimiz sistem iizerinde kullanicilarin oturum agma ve oturum kapama siirelerini
farkli SVM, Random Forest ve KNN algoritmalar1 ile hesaplayarak dogruluk
skorlarin1 karsilagtirdik. Makine &grenimindeki en etkili veri siniflandirma
yontemlerinden biri olan Random Forest algoritmasinin, kullandigimiz verisetindeki
anormal aktiviteleri siniflandirma konusunda daha iyi bir performansa sahip oldugunu

tespit ettik.

XXIV









1. INTRODUCTION

With the development of the Internet, the banking sector, like many other sectors, has
started to transfer its services and applications mostly online. In proportion to the rapid
development of technology, cyber attackers and the tactics and techniques they use are
also developing. One of the most critical elements, especially for the banking and
finance sector, is the confidentiality of sensitive data and communication. The fact that
these data are compromised can reduce a bank to very bad levels, both financially and
in terms of reputation. Although the first thing that comes to mind in terms of security
and cyber attacks is external threats, the statistics obtained from different studies show
that insider threats come first among the threats that can cause the greatest harm to an
institution. And the number of insider threats is substantial. However, most existing
security mechanisms focus on detecting external threats. In this study, the success of

the SVM machine learning algorithm for insider threat detection was measured.

In the second part, basic information about online banking and its development over
the years are given. Security, which is one of the most important concepts especially
for the banking sector, is one of the main problems. With the development of the
internet over the years, the banking and finance sectors have also moved to online
environments and undoubtedly brought security problems with it.

In the third chapter, the concept of e-commerce, which is an important application and
structure for the banking sector, is mentioned. The components of the e-commerce
structure and how the process between the bank and the relevant institution work are
explained.

In the fourth chapter, secure communication, which is an important and critical factor
for e-commerce, is explained. Important information security concepts that must be
provided for secure communication have been defined. In addition, the basic security

mechanisms used to realize these information security elements are explained.



In the fifth chapter, the security mechanisms used to ensure the security of information
and communication in institutions and the investments made in these mechanisms are

mentioned.

In the sixth chapter, the concept of insider threat, which is one of our main topics, is
explained. While mentioning the importance of the subject, the data breach
notifications made by the employees within the institution that took place in the banks

serving in Turkey were also mentioned.

In the seventh chapter, the basic concepts of machine learning are given. Machine
learning algorithms are briefly mentioned and the details of the algorithms used in this

study are given.

In the eighth chapter, the model and dataset used in this study for insider threat

detection are explained in detail and the results are given.

1.1 Literature Review

[1] Itis recommended to use the Deep Belief Network (DBN) model for internal threat
detection. In the study conducted with the CERT database, more successful results

were obtained in catching insider threats compared to the classical methods.

[2] For insider threat detection, a Graph Convolutional Networks (GCN) based model
has been designed using Users' properties. With the model obtained, it was stated that
better results were obtained in random forest, logistic regression, SVM, CNN machine

learning algorithms.

[3] this study is on insider threat detection using unsupervised learning algorithms.
Synthetic data including psychometric scores of users were produced to be used in
algorithms. It has been observed that performance is much better than previous

approaches.

[4] In this study, user behavior-based detection method was used against existing
statistical analysis insider threat detection approaches. According to the comparative
results obtained, a simple, flexible and efficient method was obtained with this

approach.



[5] In this study, a stream mining method is proposed to classify dynamic data streams
of unlimited length. Results with high accuracy have been obtained for insider threat

streams compared to traditional supervised learning algorithms.






2. ONLINE BANKING

The Internet has played an important role in changing how we interact with other
people and how we do business today. The Internet has played an important role in

changing how we interact with other people and how we do business today.

Number of Internet Users Worldwide
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Figure 1: The Number of Global Internet Users

The number of global internet users is expected to increase continuously between 2023
and 2028, with a total of 860.7 million users (+16.14 percent) [6]. According to this
estimate, in 2028, the number of users will reach 6.2 billion users for the fifth year in

arow [6]. Figure 1 shows the increase in the number of internet users worldwide.

As a result of the Internet, electronic commerce has emerged, allowing businesses to
interact more effectively with their customers and other companies inside and outside

their industries.

One of the sectors that uses this new communication channel to reach its customers is
the banking sector. The banking industries are one of the business lines that use these
new communication media to provide value-added service and convenience to their

customers.
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Figure 2: Individuals using the internet for internet banking

Figure 2 Individuals using the internet for internet banking

According to EUROSTAT, the rate of individuals using the internet for internet
banking in December 2022 was 61.39% [7]. Figure 2 shows the increase in the number

of internet banking users worldwide.

2.1 Security in Online Banking

The financial and banking sectors are among the primary targets of all kinds of crimes,
including cybercrime.[8] The information stored in the bank and the main subject,
money, are of interest to cybercriminals. To counter cyber threats, the bank must
secure its communications and private data. In addition to the financial damage to be
incurred by the bank, a possible breach will leave the image that the bank does not
have sufficient infrastructure and competence to protect private data, so there will be

much more material and moral damage than expected.

Financial institutions are responsible for 35% of all data breaches. 68% of companies
in the industry report being hacked at some point. [8]

Listed below are examples of some of the key digital security incidents that have

impacted financial firms in recent years: [9]

. In 2014, data of 20 million people was stolen from three Korean credit card
companies (Kookmin Bank, Lotte Card and Nonghyup Bank). It was stated



that the stolen data included personal data such as identity numbers,
addresses and credit card numbers.

In 2014, JP Morgan Chase, the largest US retail bank, was the victim of an
attack that compromised the data of 76 million people and some businesses
in the US. The data included personal information such as names,
addresses, phone numbers and e-mail addresses.

In 2016, Tesco Bank was the victim of a cyberattack that affected 8,261 of
131,000 Tesco Bank personal current accounts. Some customers reported

that they were unable to pay using their debit cards.

In 2017, hackers stole the personal data of nearly 150 million people from

the databases of Equifax, a consumer credit reporting agency.



3. E-COMMERCE

Electronic commerce is the purchase and sale of goods and services over the Internet. It started
to be used in the early 1990s. Thanks to e-commerce, it allows all companies, large or small, to

reach customers around the world and to spread their products and services over a wide area.
In general, three different methods of e-commerce are mentioned: [10]
M-commerce: Online transactions performed on mobile devices are known as m-commerce.

Corporate e-commerce: It is the purchase or sale of products from organizations to other

organizations.

E-commerce in Social Media: Today, with the increase in the use of social media, it is now in
our life in every field. As in many areas, in e-commerce, social media allows sellers to reach

large audiences.

The e-commerce payment process steps are given in the Figure 3. [11] First, let's look at the

main terms related to transactions:

Payment gateway: A payment gateway acts as a link between the e-commerce store and the
Payment processor. It is an important component in the payment process. It transmits the
information added to the e-commerce store to the Payment processor in an encrypted format.
Authorization or refusal information is also transmitted back to the e-commerce site via the
payment gateway.[12]

Payment processor: Payment processor is a financial services provider. It receives the
information from the payment gateway and then verifies if it is correct. The trader checks if the
customer has money in their account and then deposits this money into the merchant account.

Merchant account: It is an account opened at the bank by the e-commerce store. This is the

account from which funds will be received after payment processing
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Figure 3: E-commerce Payment Processing
Payment process steps are listed below, respectively: [13]
1. The customer enters his credit card information on the payment page and when he

initiates the payment transaction, the Payment gateway transmits the payment

information to the Payment processor.
2. Payment processor sends card information to Card Network for verification.

3. After verification, Card Network requests authorization from the relevant bank to
verify whether there are funds or limits available for payment and to ensure that the

funds are received.
4. If the customer has sufficient balance, the bank sends an oany to the card network.

5. The card network forwards the bank confirmation to the Payment Processor and

requests a money transfer from the customer bank to the Merchants bank.

6. Finally, the payment processor transfers the money to the bank account.


https://choco-up.com/blogs/ecommerce-payment-processing




4. SECURE COMMUNICATION

Secure communication is when two parties communicate and a third party cannot

eavesdrop on that communication. In today's digital world, secure data communication

between two nodes is vital. Therefore, information security measures should be taken.

For a better understanding of the concept of Secure Communication, the basic security

principles will be mentioned.

4.1 Basic Information Security Principles

In order to talk about the security of online communication and sensitive data, some

basic elements must be provided. The following elements support each other. The fact

that only a single element has occurred does not mean that security has been provided.

Confidentiality: It is the inability to access information by unauthorized
parties. In the communication between the two parties, the attacker can
listen and read the messages between the sender and the receiver, which
breaks the confidentiality of the communication. Encryption methods can
be used in cryptography (symmetric/asymmetric) to achieve the goal of

Secrecy.

Integrity: It is the protection of information against destruction or deletion
by unauthorized persons. Changing the messages transmitted in inter-party
communication by the attackers and sending them as if they were sent by
the sender destroys the integrity of the transmitted message. Hash functions

in cryptography are examples of methods used to ensure integrity.

Availability: It means that the information is accessible and usable by
authorized persons whenever it is needed. The attacker tries to prevent the
continuity of the communication by making the communication channel

between the two communicating parties unusable.
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. Authentication: Authentication ensures that the message came from the
person claimed in the message. An attacker can send a message to the
receiver by impersonating the sender. In this case, if the recipient does not
make a reliable authentication, they will communicate with the wrong
people with the wrong messages. It can be achieved using a digital
signature in cryptography.

. Non-Repudiation: It is the prevention of the data sender's denial of
transferring the data or the receiver's receiving the data with the help of
evidence. One way to achieve this in cryptography is through the use of

digital signatures.

. Accountability: By following the actions of the users, in case of an
incident, their transactions are examined and the person responsible is
revealed. In this way, violation detection and prevention are supported. At

the same time, undeniability is ensured.

Cryptographic algorithms that provide the specified basic security are used as
components of security protocols to prevent malicious effects that communication may

suffer.

4.2 Cryptography

The concept of cryptography can simply be defined as the science of cryptography.
Cryptogari is a sub-concept of cryptology and it is called the methods used to ensure

the confidentiality of information.

One of the areas where cryptography is most used is communication, but it is used in
many areas such as banking transactions, shopping, and e-mails that we carry out over
the internet today. Even Enigma, which was used for secret communication in World

War 11, is an important example.

From the earliest times to the present day, encryption methods are used to ensure a
secure and confidential communication between the parties. Encryption methods
transferred from encrypted messages written on ceramics to computer environments

basically have the same logic.
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The message to be transmitted to the other party is called plaintext. Making this
plaintext unreadable except for legitimate parties communicating is called Encryption
(Figure 4). The ciphertext obtained after the encryption process is decrypted with the
Decryption method and the receiving party is provided to access the plaintext.

Enctpytion and decryption operations are done with the help of a key.

N X

[ = o = oo = ]

Figure 4: Encryption

According to the type of key used for encryption in cryptography, two different

encryption algorithm categories can be mentioned.
4.2.1 Symmetric encryption algorithms

A common secret key is used for encryption and decryption in symmetric encryption
algorithms as shown in the Figure 5. Before the sender and receiver start
communication, they determine a common key and perform all encryption and
decryption operations according to this key. The sending party encrypts the plaintext
to be sent with the Secret Key known only between the parties and sends the
resulting ciphertext to the other party. The receiving party, on the other hand, reaches

Plaintext by decrypting the ciphertext with its public and secret key.
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Encryption Decryption

Figure 5: Symmetric Encryption

Encryption and decryption processes are fast. However, there are some difficulties
encountered in symmetric encryption algorithms. First of all, key storage is difficult.
Since n*(n-1)/2 keys must be stored in a system with “n” users, it may not be scalable.
Also, reliable key distribution between parties is difficult. And it is difficult to achieve

communication integrity and authentication securely.

4.2.2 Asymmetric encryption algorithms

In asymmetric encryption, different keys are used for encryption and decryption. Both
communicating parties have a public key that they share with everyone, and a private
key that they do not share with anyone. The encryption key is called the public key,
and the decrypting key is called the private key.

Large prime numbers are used to obtain public and private keys. The private key
consists of the prime numbers that make up the public key, while the public key can
be accessed from the prime numbers, the numbers that make up the multipliers from

the public key cannot be reached.

When the Sender wants to send a message (plaintext) to the other party, it encrypts the
plaintext using the Receiver's Public key (Figure 6). Since this encrypted text can only
be decrypted with the recipient's private key, the confidentiality of the transmitted

message is ensured.
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Encryption Decryption

Figure 6: Asymmetric Encryption

With asymmetric encryption, key confidentiality and public key distribution, which
are the most important problems of symmetric encryption, are solved. The
disadvantage of asymmetric encryption is that it works slower than symmetric

encryption.

Since the keys used in symmetric encryption remain confidential only between the
parties, the identity of the message sender and receiver parties can be assured (it is
thought that the key is not compromised). In asymmetric encryption, public keys
should be known by everyone, so it should be ensured that the identity is correct.
Signing method is used to verify that the message came from a certain person. It is
sent by adding the signature part encrypted with the sender's private key to the sent
message as it is explained in th e Figure 7. When the receiver decrypts this encrypted
message with the sender's public key, he/she is sure of the identity of the sender,
because the message encrypted with the private key can only be decrypted with the
public key of that private key.

Sender

Recipient

L1 Create Signature Verify Signature

Sender’s Sender’s
Private Key Public Key

Figure 7: Public Key data encryption and decryption

15



4.2.3 Hash functions

The hash function is a mathematical algorithm that converts data into a fixed-length
output. They are one-way functions. The original data cannot be obtained from the
hash value. The same output is produced for every same input inserted into the
function. However, even with the slightest change in the input, the value output from
the function changes. Thanks to this feature of hash functions, the integrity of the

data can be ensured.

For an ideal cryptographic hash function to be considered secure, it must have three
properties: [17]

. Collision Resistance: Any two different inputs do not produce the same

hash value as output.

. Inverse image resistance: It is the case that the original data cannot be

found from the output value formed in the hash function.

. Secondary inverse image tolerance: It must be very difficult for two

separate inputs to have the same hash value.

The storage of passwords can be given as an example of the areas where
cryptographic hash functions are used the most. Passwords are stored in databases by
calculating hash values. Thus, raw passwords cannot be obtained thanks to the
"irreversible" feature of hash functions, and cost savings are achieved by reducing
the size of the stored data.

4.2.3.1 Message authentication codes (MAC)

The difference of the MAC algorithm from other hash functions is the use of a key. It
is used to verify the source and content of the transmitted message. A fixed length
result (MAC) is obtained by processing the message to be sent and the symmetric
key in the MAC algorithm by the sender. In the Figure 8, the process is visualized.

Along with the output, the message is transmitted to the receiver. The receiver
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calculates the received message with the same MAC algorithm and symmetric key. If
the result calculated by the receiver and the result received from the sender are the

same, it is confirmed that the message has been received unchanged.

Data Data
L] ¥
Key MAC MAC =P MAC + Key
Sender Receiver

Figure 8: MAC Algorithm

4.3 Secure Socket Layer (SSL) / Transport Layer Security (TLS)

Different solution methods can be used to ensure communication security between the
customer and the bank. One of these solutions, which can be considered as a standard,
Is SSL/TLS technology.

TLS is a technology used to secure communication by establishing an encrypted
connection between client and server over a network. Today, SSL has left its place to

TLS technology. But the term SSL is still widely used.

As it is explained in the Figure 9; first, the client establishes a connection with the
server. The server sends the client the TLS certificate containing information about its
identity. This certificate contains information such as the server's public key, domain
name, and certificate authority. Thus, the client authenticates the server using this
information. Then the client creates a unique session key that will be used to encrypt
the communication with the server and sends this key to the server by encrypting it
with the public key shared by the server. The server decrypts the password with its
private key, thus providing encrypted communication between the server and the

client.

17



1. Request secure content

I Client 2. Server provides TLS certificate
Server

o 5. Client sends encrypted session key
11

7. Session key used to encrypt data.

3. Client verifies server 6. Server decrypts
identity session key

4. Client creates & encypts

session key

Figure 9: TLS Algorithm
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5. INVESTMENTS TO ENSURE SECURITY

The security mechanism is the mechanism that detects, identifies, and prevents attacks

against companies and systems and saves them from breaches.

Continuous investment in up-to-date security measures and technologies helps prevent

heavy financial and information losses from cyber attacks.

Information security incidents are serious threats to business. Since the value of
information is important, especially in the banking and finance sectors, there are many
attacks and incidents targeting information systems, and they continue to increase. A
sufficient amount of investment must be made in order for companies and

organizations to achieve information security (Figure 10).
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$4.000.000
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$1.000.000
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Figure 10: Security Budgets

It has been revealed that high investments are made in security, especially in the
Public, IT and finance sectors. These investments should not be considered only as
costs, they are a necessity for the continuity of the activities of the institutions. The
expenditures made on these investments can actually provide a logical and both

material and moral gain when considering the cost to be faced in the event of a security
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breach. As can be seen in the study in the Figure 11, the investments made by thinking
in this way and by being affected by the losses faced by other companies in data

breaches are substantial.

Demand from shareholders
Advised by consultant

Increased profits |

Recent security incidents ]

Demand from customers ]

Mew business activities |
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Improve defenses |
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Increased complexity |
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Figure 11: Reasons for Wanting to Increase IT Security Budgets

To strengthen protection against external threats, high-quality security systems must
be used and invested. In order to provide security on complex networks,
communication with the cryptographic methods mentioned in the previous sections
should ensure the confidentiality of data as well as physical protection of assets. An
example of physical security is the protection of access to network resources by
security personnel in certain and highly secure rooms with restricted access.

In addition to cryptographic methods, some security devices can be used to ensure data
privacy and intrusion prevention. Firewalls, intrusion detection and prevention
systems can be cited as examples. Firewall is responsible for providing security
between two or network. Controls are provided with certain policies and rules defined.
IDS detects and reports malicious activity coming over the network. IPS prevents these

activities from taking place.

The methods and tools to be used in order to ensure security should be based on a
specific plan.

In order to meet the security requirements, a specific plan, policy, and procedure
should be developed first. It should be checked that these documents are kept up-to-

date, that they cover every asset in the institution, and that they contain appropriate
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security control mechanisms by controlling them periodically with both internal and
external people.

All these security needs can be increased even more. In order to meet these needs,
institutions need to make significant investments. Although this may seem
unnecessary or excessive for some, sanctions and material and moral losses that may
be encountered as a result of a future violation or cyber incident can cause much more

damage.
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6. INSIDER THREAT

It was mentioned in the previous sections that the main goal of information security is
to reach the basic elements of confidentiality, accessibility and integrity. Threats that
can endanger these elements can be divided into two: Outsider threat and insider threat.
Outsider threat is when external people pose an outside risk to an organization's
security. These attackers are attackers with no outside connection, mostly aiming

financial gain.

Insider threat is a security threat originating from an individual within the organization
and is one of the most important cyber threats today. PwC's 2018 Global Economic
Crime and Fraud Survey reveals that 52% of all scams are committed by individuals

within the organization. [21]

A great deal of research has been done and many products have been developed to
protect these assets. However, most current security products are focused on detecting
and preventing external threats and detecting malware. Research shows that insider

threats are just as dangerous as external threats, perhaps even more.

While external threats will never go away, many are being countered. As technology
advances and the threat from within cannot be ignored, it becomes much more

pervasive and dangerous.

According to the 2020 Cost of Insider Threats Global Report by the Ponemon Institute,
the number of incidents increased by 47% between 2018 and 2020, with the average

cost of an incident increasing by 31% to $11.45 million. [22]

In insider threats, three categories can be mentioned according to the intention of the
person. One is a threat that deliberately tries to harm the organization for purposes
such as financial gain or revenge. It acts by using its own credentials and powers while
carrying out its malicious actions. Another insider is a user responsible for
unintentional activities such as carelessness or ignorance. Finally, it is the attacker who

steals legitimate employee information and impersonates him.

Insider threats are one of the most difficult risks to detect and countermeasure. The
inside threat actor dominates the network, applications, services, hardware and
infrastructure within the organization. It is easier for them to avoid being detected
because they know better where, how and where they can be detected. They can also
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do much more damage than external threats, as they have full access to systems and

are subject to fewer security restrictions than external threats.

6.1 Cyber Incidents Involving Insider Threat

Examples of data breaches by insiders are listed below:

In 2018, a report by McAfee reported that a former CocaCola employee
suffered a data breach when he was leaving, when workers moved their
data to a hard drive. 8,000 CocaCola employees were affected by the

reported violation. [23]

As a result of the evaluation of the images made by 2 employees working
in 2 different bank branches, made for the Credit Registration Bureau
screens through the Bank system, in the data breach notification made by

Garanti Bank,

It has been determined that the employees have shared the information
about the customers they obtained from the inquiries with 3rd parties. [24]

In the statement made by Turkiye Is Bankasi, it was stated that a branch
employee misused the person's office and forwarded e-mails containing

Risk Center inquiries to non-bank users in exchange for money. [25]

DenizBank A.S. Within the scope of the controls carried out by the Board
of Inspectors, it was determined by the Bank employee who works as the
Customer Transaction and Sales Responsible that he misused his authority,
contrary to information security policies, by making more inquiries from

the query screens containing individual credit information. [26]

It has been determined by ING Bank that although an employee cannot
query a service in accordance with the authorizations defined on the Finsoft
system, which is an ING Bank application, he can directly access the TBB
Risk Center website by overriding the authorization system with a method
that will disable the authorization system. It has been determined that the
person who caused the data leak made inquiries with his lIdentification

Number and tax identification number information many times in 2018,
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and that the data generated as a result of these queries was sent out of the

Bank through electronic communication means. [27]

In the statement made by Yapi1 ve Kredi Bankasi, it was stated that an
employee made inquiries and transferred this information to third parties
by using his authority to query the intelligence records of the Banks
Association Risk Center outside of his duty, which was defined for his duty.
[27]
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7. MACHINE LEARNING

Machine learning is the application of artificial intelligence that is programmed to
increase performance or reduce error according to a criterion through algorithms and

training data instead of explicit instructions of computer systems.

With the increasing digitalization in recent years, one of the important issues in the
world is machine learning. As in many areas, it provides many advantages in the

banking sector. Below are examples of real-life use:

. Health: detecting cancerous tissues, determining disease based on the
symptoms experienced. With the techniques currently used, highly accurate
diagnoses are detected.

. Finance: Making important financial decisions such as stock market
investment
. Sales and Marketing: shopping suggestions for users, suggestions for

sellers what product can be sold and when

. Production: Increasing production speed, automating production
. Airlines: Using the autopilot feature
. Cyber Security: spam mail detection, ID/credit card fraud detection,

Malware detection

7.1 Types of Machine Learning Algorithms

7.1.1 Supervised

The aim in supervised learning is to learn a context between the input values and the
target variable and to make predictions about the new values based on this context.
Learning models consist of "input™ and "output” data, where the output is labeled with
the desired value. With algorithms, the system starts to identify similarities, differences

until it can compile all the training data and predict it on its own.

Classification and Regression can be done with supervised learning.
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7.1.2 Unsupervised

In unsupervised learning, we only have input. The machine examines the unlabeled
input data and starts identifying patterns using all associated data. They are algorithms
developed to reveal the structure and relationships in data containing only inputs. The

more examples you acquire, the greater your ability to describe and categorize.

Clustering and estimation can be done with unsupervised learning.

7.1.3 Semi-supervised

If there is a small amount of labeled data and a large amount of unlabeled datasets, the
method of learning unlabeled data from the labeled data is the semi-supervised
learning method.

Working with large volumes of data with target output variables can be very costly. In

addition, it is often not possible to reach data with output value.

7.1.4 Reinforcement

In reinforcement learning, the learning machine, called the agent, reacts to the
situations it encounters and receives a reward signal as a result. He works to maximize
the reward points he receives. It is a machine learning technique that aims to reach the
maximum reward through trial and error by using the feedback from the agent's own

actions and experiences.

7.2 Machine Learning Algorithms

7.2.1 Linear regression

In the linear regression algorithm, based on the observations, the relationship between
the two data is tried to be estimated using an optimal linear equation. In order to

increase the correct prediction rate, the regions closest to the points are selected.

7.2.2 Decision tree

Decision trees is a supervised learning algorithm that works by splitting data according
to a predetermined parameter. The first node is called the Root node. Root nodes are
located below the nodes. The data is specified at the nodes in the tree structure, the

leaves at the bottom of the tree are the decisions and give the result.
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7.2.3 Naive bayes algorithm

It is an algorithm based on conditional probability. Estimates are made with the
probability table created according to feauteres. Probability is calculated for each
element in the data set used and classification is made according to the one with the

highest probability value.

7.2.4 Neural betworks

A neural network tries to recognize relationships within a dataset by imitating the
operation of the human brain. The learning process takes place with the inputs given
to the algorithm and the expected outputs. It is expected to learn by training with
previously labeled data.

7.2.5 K nearest neighbor (KNN) algorithm

The new data given to the Knn algorithm is classified by calculating the distance from
the data in the learning data set. The distance between the predetermined “k” number
of data consisting mostly of odd numbers and the new data is calculated. Minkowski
distance calculation function is used for this calculation. Classification is done by

finding the nearest neighbor.

To determine a new data class, the classes of its k closest neighbors are examined and
the class of the new data is predicted in whichever class the neighbors are in the

majority.

7.2.6 Random forest algorithm

Classification is performed using more than one decision tree. Thus, more accurate
and stable results are tried to be obtained. With large datasets, output is produced with
high accuracy. Different subtrees are created using random features. Each tree makes
its own classification. Then, all predictions are brought together to make the final
prediction. It has advantages such as strong generalization ability and performance,

low risk of overfitting, and being resistant to missing data.

7.2.7 Support vector machine (SVM) algorithm

The basis of support vector machines is based on the supervised learning model and

can be used in both classification and regression studies.
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Margin is the separation gap between the closest data points between different classes.

Hyperplane is a decision boundary that separates data in different classes.

SVM generally uses the plane with the maximum margin to separate the data of the
two classes as shown in Figure 12. Hyperplanes are used to optimally separate the two
classes from each other. In some classifications, data can enter the margin region, as
seen in the example Figure 13. These situations are called Soft Margin. Hard Margin,
on the other hand, is sensitive to outliers and works when the data can be linearly

separated.

o ©00

oQO0

Figure 12: Hyperplane in SVM Model

In some classifications, data can enter the margin region, as seen in the example Figure
13. These situations are called Soft Margin. Hard Margin, on the other hand, is

sensitive to outliers and works when the data can be linearly separated.

Figure 13: Hard-Margin vs Soft-Margin
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The state between Hard magin and Soft Margin can be controlled with parameter C.
As the C value increases, the margin decreases.
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Figure 14: RBF Kernel
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Using the rbf kernel function in the Figure 14, it can be seen how the change occurs
with different ¢ and gamma values. As you move to the right in the graphs, it is seen
that the blue and red areas in the background become smaller and more overlap with
the data in the graph. In other words, when an estimate is made, it is understood that

more accurate results will come. As you go down, the C value increases and it is seen
that there are deviations in the graph.

Kernel Functions: The use of one-dimensional functions will not be a realistic
approach to classify real-life data. Kernel functions are used to adapt the SVM
algorithm to real life data that cannot be separated linearly in small dimensions. By
using the kernel mapping function, it moves the two-dimensional space space to the 3-

dimensional space. Thus, data points are linearly separable like visualized in Figure
15.
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Figure 15: Kernel Functions

There are four commonly used functions:
Linear: Classes are separated by drawing a linear line in three-dimensional space.

Polynomial: Data are separated by plotting polynomials. The polynomial kernel

controls the inputs as well as their combinations.

Sigmoid: The sigmoid function separates two data from each other. It is used in

artificial neural networks.

Radial Basis: Classification is done by determining how similar each point is to the
determined points.

7.3 Datasets in Machine Learning

A dataset is simply a collection of data. It can also be defined as a table consisting of
rows and columns, each of which represents a variable, which may or may not be
related to each other. The last columns in tables are usually labels. Tags are outputs

after a model has been trained.

Features are the input data observed in the machine learning model. They are the
characteristics used to train the model and are represented by columns in the table like

Figure 16. Each column represents a different feature.
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id date user pc activity
{F3X8-Y2GT43DR-49060HBL}  1.02.201002:15 DNS1758 PC-0414  Logon
{B400-DOGM24KN-3704MAI}  1.02.201002:31 DNS1758 PC-0414  Logoff

{T711-D4HK34KY-5476TCI} 1.02.201002:34 DNS1738 PC-3313 Logon
{54Y6-DBMQO5SA-0753HLIS] 1.02.201002:53 DNS51758 PC-3313  Logoff
{F3P0O-E7FH78CV-4874FRGZ} 1.02.2010 04:07 DNS1738 PC-0012 Logon
{MBC2-B1LK96JR-3409QEXP} 1.02.2010 04:10 DNS1758 PC-0012  Logoff
{1351-GOCMN2SNY-6126GYIV} 1.02.201006:16 ANC1550 PC-4521 Logon
{M1V4-51FK13BQ-2952XBLU}  1.02.201006:25 SAB1954 PC-5091  Logon

Figure 16: DataSet Example
The dataset dataset used for machine learning and self-training is called Training Set.
The test set is the data set used to evaluate the machine learning model. After the
machine is trained using the Training data, the Test data is used to check whether it
works as expected. Training data and Testing data must be different from each other.
The dataset used to evaluate the performance of the model during the training phase

can also be defined as the Validation dataset as shown in Figure 17.

Full Dataset

N N2
Training Set Testing Set
[
N 1 l
Training Set Valig:ttion Testing Set

Figure 17: Datasets

7.4 Machine Learning Model

Machine learning models are mathematical expressions used to predict unknown data
based on available data. The created model is required to perform successfully on new
data that it has not encountered before. If the model does not show the expected

success, two situations can be mentioned:

Overfitting: In the case of over-learning, the model performs very well on the training
dataset but less well on the test set. The model has memorized the situations in the
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training set and will fail to predict them when it encounters a different situation in the
test data set.

The overfitting problem may occur in complex models or when the number of features
of the model is much higher than the number of observations. To reduce overfitting,

the training data can be increased and the complexity of the model reduced.

Underfitting: In the case of underfitting, the model performs unsuccessfully on both
training and test sets. The model did not learn enough from the training data.
Therefore, it cannot capture the connection between inputs and outputs. Model
complexity can be increased to reduce underfitting. The number of features can be

increased.
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8. RESULTS

8.1 CERT Dataset

Researchers studying insider threats face a significant challenge due to the limited
availability of real data, which is often denied use by organizations for security
reasons. To overcome this problem, it is preferred to use synthetic data. The use of
CERT database in systems used for insider threat detection has increased in the last

decade.

The CERT® Insider Threat Center at Carnegie Mellon University's Software
Engineering Institute (SEI) has collected and analyzed information on more than seven
hundred insider cybercrimes, from national security espionage to trade secret theft.
With the published guide, they share suggestions that can be applied by individuals,
institutions and organizations, both by describing their research and by starting from

these researches.

In this study, we used version 6.2 of the CERT Insider Threat database published by
Marnegie Mellon University. The CERT dataset is an artificially developed synthetic
dataset to test frameworks used to detect insider threats. In this data set, there are 5

different event sources as seen in Table 1.

Table 1: CERT Dataset

Datasets Fields

logon.csv id, date, user, pc, activity (Logon/Logoff)

device.csv id, date, user, pc, file_tree, activity (connect/disconnect)

http.csv id, date, user, pc, url, content
email.csv id, date, user, pc, to, cc, bce, from, activity, size, attachments, content
file.csv id, date, user, pc, filename, content

As examined in previous chapters real cyber incidents carried out by insiders, time
plays a very important role in identifying malicious users in the context of cyber
security and detection of insider threats. Early detection is of great importance in
preventing or reducing possible security breaches. Organizations can strengthen
security measures by detecting anomalies and suspicious activities within a specified

time frame and minimizing the impact of insider threats. In addition, the longer time
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malicious actors spend on the targeted platform or system allows them to meticulously
analyze the environment, make the necessary preparations and carry out violation
attempts. It is this prolonged interaction that provides a critical window of opportunity
for security professionals to detect irregularities. Recognizing abnormal time patterns
or prolonged access is effective in identifying potential internal threats. Such
deviations from established norms can serve as a red flag and lead to closer

investigation of the user's behavior and intentions.

Therefore, in this study, we used the “time” users spend in a certain banking
application/service as the main feature. We took these data from the logon logs, which
contain logon/logoff activities, as indicated in Table 2.

Table 2: logon.csv

date user pc date time_spend | attack

0 | 2.01.2010 12:29 | AAC0610 | PC-1834 | 02.01.2010 | 4:30 0

1]2.01.201007:54 | AAC0610 | PC-1834 | 02.01.2010 | 9:06

2 [ 3.01.201007:54 | AAC0610 | PC-1834 | 03.01.2010 |9:13

314.01.2010 12:26 | AAC0610 | PC-1834 | 04.01.2010 | 4:46

o O o] o

4 14.01.201007:46 | AAC0610 | PC-1834 | 04.01.2010 | 9:12

The data set in Table 2 consists of 6 attributes. User is a unique value that specifies
users, pc is the computer users use, date is the date the activity took place, and
time_spend is the time spent by the user between the time the user logged in and the
time he was logged off. The Attack column is the attribute that will predict whether

the user is an insider or not.

In the data set we use, there are 1437 users and a total of 40843 rows of data belonging
to these users. Among these data, there are 4 users who perform insider threat activity.
In the Attack column, the behavior of these users is labeled with 1, the value of other
users is 0. When we checked the distrubution of the "attack" column in the data set, it
was seen that there were 118 values of 1 and 40725 values of 0. When we view this
distribution as a percentage, we see that there are 99.71% 0 labels and 0.22% 1 labels.

It is understood from here that there is a class imbalanced problem.
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While preparing the dataset for the algorithm, we divided it into two as test and train.
We determined 0.1 as test (4085) and the remaining data as train (36758) data.

Since the variables in the dataset were not in the same unit, feature scaling was applied.
Feature scaling serves to standardize the numerical values of these different features
into a common range, making them directly comparable and ensuring that no feature
affects the model's learning process. By doing this, feature scaling helps improve the
performance of various machine learning algorithms and enables fair and effective
comparisons between the importance of different features. This transformation
facilitates accurate assessment of relationships between variables, thus increasing the
model's ability to make meaningful predictions or classifications.

One method we use to evaluate the performance of the model for the SVM algorithm
is GridSearch CV. C, gamma, and kernel hyperparameters were adjusted via the
GridSearch technique. GridSearch CV helps define parameters that will improve the
performance of the model. A model is created with separate combinations for the
hyperparameters and their values to be tested in the model, and the hyperparameters
are determined according to the results. Gamma is the parameter of the Gaussian
Kernel and C is the parameter representing misclassification of the training data. The
kernel enables separation of classes by translating data into higher dimensions.
Parameters, C for the range { 1, 10, 100, 1000}, gamma for the range { 0.1, 0.2, 0.3,
0.4,0.5, 0.6, 0.7, 0.8, 0.9} and kernel {RBF, 'poly' , 'gamma’} was used.

Various evaluation metrics can be used to evaluate the accuracy of the model results
we use. One of the methods that can be used to examine model performance is
Confusion Matrix. It gives information about the performance of the confusion matrix
model and the error types produced. It is used to show the predicted and actual class

labels with the model. Correct and incorrect predictions are grouped under 4 different

classes:
. True Positive (TP): observation that is predicted to belong to a class does
indeed belong to that class.
. True Negative (TN): The number of values that are classified as negative
and are actually in the negative class.
. False Positive (FP): The number of values that are classified as positive

but are actually in the negative class.
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. False Negative (FN): It is the number of values classified as negative but
belonging to the positive class.

Another method that can be used to evaluate model performance is the Classification
Report. Classification Report calculates precision, recall, f1 and support scores for the

model. These scores are calculated using values from the confusion matrix.

e Precision: Expresses the proportion of correctly classified data (Equation 1).

o TP
Precision = TP+ FP
(1)
e Recall: Expresses the ratio of correctly classified positive values (Equation 2).
TP
Recall = TP T FN
(2)
e F1(F-score): It expresses the harmonic average of Precision and Recall values
(Equation 3).

F1 i Prec.is-ion * Recall

Precision + Recall
(3)

e Support: is the number of occurrences in our dataset.
e Accuracy: It is the collection part of the correct classifications (Equation 4).
TP+ TN

A =
CCUTACY = TP ¥ FP + TN + FN
(4)
e Error Rate: Itis the rate of misclassifications (Equation 5).
£ Rate = FP + FN —1-2
rror nate = TP + FP + TN + FN = ccuracy
(5)

We used three ML classification models to classify the users into normal and
abnormal: SVM, random forest and KNN. Table 3 shows the results of machine

learning algorithms.
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Table 3: Comparison with different classification methods

Model Precision | Recall | F1- Accuracy | True False Specificity
Score Positive | Positive
Rate Rate
SVM 0.9989 0.9978 | 0.9983 | 0.9967 0.9989 | 0.7500 | 0.2500

Random | 0.9975 0.9970 | 0.9972 | 0.9945 0.9975 1.0000 0.0000
Forest

KNN 0.9980 0.9973 | 0.9976 | 0.9953 0.9980 | 0.7857 | 0.2143

There are three different classification models we used. The SVM model demonstrated
the most effective performance by successfully detecting most of threat users. The
initial step of the SVM was to determine the optimal combination of C and gamma
parameters. A high value of C attempts to minimize misclassification of the training
data, while a low value contributes to smoothing the model. A lower C causes the
model to accept the training data more generally and tolerate some errors. A high value
of C allows the model to fit the training data more tightly. In this case, the model learns
from the training data in more detail, but becomes prone to overfitting. Overfitting can
cause the model to become too specific to the training data and lose its ability to
generalize. On the contrary, a high gamma value may cause overfitting problems. The
SVM model exhibited the highest overall performance compared to other algorithms.

It also had a higher recall rate and fewer false alarms.

The Receiver Operating Characteristic (ROC) curve is a graphical tool used to evaluate
the performance of a classification model. This curve visualizes the trade-off between
sensitivity and specificity of a model. Sensitivity represents the true positive (TP) rate
and specificity represents the true negative (TN) rate. The ROC curve allows analyzing
the performance of the model at different thresholds. The curve is drawn from the
upper left corner to the lower right corner, and a curve that represents the ideal case

will be closer to the upper left corner of the curve.

Area Under the ROC Curve (ROC AUC) is a metric that expresses the area under the
ROC curve. ROC AUC evaluates the classification performance of a model to an
overall extent. The value range is 0 to 1, the closer to 1 the better. A ROC AUC of 0.5
means that the model is making random predictions, while approaching 1 represents

excellent classification ability.
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ROC curve for Predicting a SVM classifier ROC curve for Predicting a Random Forest classifier
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Figure 18: ROC Curve

The performance of SVM, KNN and Random Forest algorithms was also evaluated
through ROC curves. The ROC AUC value of SVM was determined as 0.6244, the
value of KNN was 0.6062 and the value of Random Forest was 0.7742. ROC curves
visually demonstrated the ability of each algorithm to detect attack situations. In
particular, Figure 18 ROC Curve reveals that the Random Forest model has a higher
performance than other models.
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9. CONCLUSION

This study examined in detail the performance of SVM, Random Forest and KNN
algorithms applied for Insider Threat detection on an imbalanced data set. First, the
SVM model showed moderate performance with a ROC AUC value of 0.6244. While
this model showed some success in detecting "attack™ situations, it had difficulty in
correctly classifying non-attack situations. In particular, the low True Negatives (TN)
and specificity value indicate that the model tends to incorrectly label non-attack

situations as "attacks".

The Random Forest model demonstrated high performance with a ROC AUC value of
0.7742. A high True Positives (TP) value indicates that the model is successful in
correctly detecting "attack™ situations, while low specificity and zero TN value
indicate that the model tends to mislabel non-attack situations. It is seen that in the
unbalanced data set, this model focuses on "attack™ situations and therefore has
difficulty in correctly classifying non-attack situations.

The KNN model showed a lower performance with a ROC AUC value of 0.6062.
While high TP and low False Negatives (FN) values indicate that the model is
successful in correctly detecting "attack™ situations, low specificity value indicates that
the model tends to incorrectly label non-attack situations as "attack".

Overall, the Random Forest model seems to stand out with its high ROC AUC value
and TP value. However, it should be noted that all models have difficulty correctly

classifying non-attack situations and may need improvement in terms of specificity.

This study evaluated in detail the performance of Insider Threat detection algorithms
under imbalanced data set conditions. The results can help us understand the strengths
and weaknesses of each model and provide guidance for future studies. However,
further research and model improvements could increase efficiency in this area and

provide security professionals with more effective tools.
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