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ABSTRACT

SECURE SKYLINE QUERYING

The skyline of a set of d-dimensional points contains the points that are not
dominated by any other point on these d-dimensions. Querying skyline points and its
computation has recently received considerable attention in the database community.
Skyline points are important in database systems. They are useful for multi-criteria
decision making systems and data mining systems. There are several algorithms that
query data by Skyline computation. Also, there are several algorithms that query
requested data from encrypted data. In my proposed system, the Skyline computation
is proposed in a secure way. I combine encryption process and skyline computation
in a single system. For encryption, order preserving encryption, OPES is used, which
helps in the performance. The security of the system is strengthened by the schema
hiding procedure in the proposed system. By this system, the skyline computation can
be outsourced in a secure way. The client-server architecture is used for outsourcing.

In summary, this system proposes Skyline computation in a secure way.
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OZET

GUVENLI SKYLINE SORGULAMALARI

Boyutu d olan noktalar kiimesi iizerindeki Skyline iglemi verilen d boyut igin
hi¢ bir nokta tarafindan domine edilmeyen noktalar: igerir. Skyline sorgulamalari ve
hesaplanmasi son zamanlarda veritabani ile ilgilenen topluluklar tarafindan biiyiik ilgi
gormiigtiir. Skyline noktalari veritabani sistemlerinde énem tasimaktadir. Bu noktalar
cok kriterli karar verme sistemleri ve veri madenciligi sistemlerinde ¢ok kullanighdir.
Giiniimiizde Skyline hesaplamalari ile veri sorgulamalar1 yapan algoritmalar mevcuttur.
Bunun yaninda sifrelenmis veri iizerinden sorgulama yapan algoritmalar da mevcuttur.
Sunulan sistemde, Skyline hesaplanmalar1 giivenli bir yoldan yapilmigtir. Sifreleme
siireci Skyline hesaplamalari ile entegre edilmistir. Sifreleme icin, siralamay1 koruyan
sifreleme metodu olan ve béylece performansa katkisi bulunan OPES kullanilmigtir.
Sunulan sistemde, sistemin giivenligi sema saklama prosediirti ile giiclendirilmigtir. Bu
sistem ile Skyline hesaplamalarinda giivenli bir yol ile dig kaynak kullanilabilir. Sunucu-
istemeci mimarisi dig kaynak kullanimi icin kullanilabilir. Ozet olarak, bu sistem Skyline

hesaplamalarini giivenli bir yolla yapmamiz saglar.
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1. INTRODUCTION

In recent years, database and information retrieval research communities concen-
trated on a topic named Skyline. Computation of skyline queries is very important
in database systems. The importance of skyline points in applications such as multi-
criteria decision making systems, data-mining systems and user-preference queries at-
tract research communities. A skyline point is the one that is not dominated by any
other points over d dimensions and a skyline query over d dimensions selects the sky-
line points. The search criteria determines the dominance among objects. Domination
means the situation that if an object a is as good or better in all dimensions and better
in at least one dimension than another object b, a dominates b. There has to be at

least one dimension to be better than another object [1], [2].

Table 1.1. Example dataset of an hotel database

Price(8$) | Distance(meters)
A 90 100
B 100 200
C 80 400
D 70 600
E 100 900
F 50 700
G 60 500
H 30 400
I 20 300
K 10 900
L 40 1000
M 20 600
N 30 800

As mentioned previously, in multi-criteria decision making systems, data-mining
systems and user-preference queries, skyline querying and its result sets are important.

finding hotel problem problem is the most popular problem queried with skyline. It is a



multi-criteria decision making problem to find a hotel with nearer distance to the beach
and a lower price. To give an example of that problem, hotel A with distance=100
meters and price=$90 dominates hotel B with distance=200 meters and price=$100.
Because hotel A has lower price and nearer to the beach than hotel B. However, it is
impossible to find hotels near to the beach and cheaper than others. The hotel near to
the beach tend to be more expensive. In such a complementary goal situation, finding

the best choice may be difficult.

As in the example of hotel database, the complementary goal situation makes the
database systems unable to decide the best choice. For example, in the dataset of a
travel agent’s as in Table 1.1, we can unable to find the best hotel. However we can
at least present all interesting hotels. The set of interesting hotels is called Skyline.
The user can choose the best hotel from the non-dominated hotel set of skyline points.
By Skyline querying we can eliminate all dominated hotel records. The graphical

representation of Table 1.1 and Skyline points of that dataset is given in Figure 1.1.
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Figure 1.1. Skyline of the hotel dataset

The researches about database systems in recent years has concentrated another
topic, security. The security of database systems is important because of existence

of sensitive data. The privacy of data is a requirement for Hippocratic databases [3],



military databases, datasets that contain personal and private data. One of the mech-
anisms that is used for protecting privacy is access control. Access control mechanisms
are necessary for database systems. However, the way of accessing raw files of database

systems makes these systems insufficient.

Extra systems are needed to protect data. Encryption is one of the established
techniques to protect sensitive data. To protect sensitive data by encryption we use
some resources for it. Because of this usage, some performance degradation arises.
This degradation in performance makes integration of encryption mechanisms to the
database systems be drawback. If we need a query that requires full table scan, we
have to decrypt the data to get the query. This means we need to decrypt all the table
to get the query operations. Besides, we have indices (such as B-Tree) by which we can
query faster.However, to encrypt and decrypt data makes the system to lose indices.
Because of these reasons, an encryption schema that preserves order is developed [4].
By this algorithm, order of the data is not corrupted. The comparison operations can
be done without the need of decryption. These encryption techniques can be seen as
order preserving encryptions [4]. The performance degradation in encrypted systems

decreases by using such algorithms for encrytion.

In spite of not to get the plaintext from the encrypted data, an attacker can
get some statistical information about private data. The statistical information about
the data space may give a user the chance of identify the data. Especially for order
preserving encryption schema, an attacker can get minimum or maximum objects, can
compare objects without the need of decryption. To prevent an attacker to get this
statistical information from the encrypted data, database systems need extra protection
systems. To hide the meta data of the dataset is such approaches. To give an example,
we may protect attributes of the data or structure of the data. If an attacker can access
the way to decrypt the data, he/she can get the data in decrypted format. But he/she
does not know about the structure of data. Also, the probability of getting statistical

information from the decrypted data is decreased by meta data hiding.

The skyline query has many implementations and usage areas. Also, security is



very important in database systems. In this thesis, we will show skyline queries in
a secure way. The usage of order preserving encryption with an extra protection of
meta data hiding for skyline queries makes the system secure. Besides the security, the
performance issue for skyline queries is also considered. The skyline methodologies are

studied to get the best fit skyline query methodology for that system.



2. PRELIMINARIES

In multi-criteria decision making systems, data-mining systems and user-preference
queries, skyline querying and its result sets are important. Because of this importance,

Skyline querying received considerable attention in recent years.

In addition to Skyline querying, security and privacy of sensitive data attract
attention in computer science and in mathematics in recent years. This is due to the
sensitivity of private data in database systems. The privacy of data in Hippocratic
databases and in some other databases is in our lives. Because of this importance, se-
curity received a lot of attention. Also the performance issue in security takes attention

in last years.

In the next two sections, the summary about how and which work done on them

will be given.

2.1. Skyline

In database systems, we may have complementary goal situations. In such a case,
there is not a best result. If we want a goal to be best, we lose from other goals. The
best choice over these goals become a list of objects. In a set of d-dimensional objects,
the best objects that are not dominated by others are called skyline objects. The
skyline objects are returned as a result of a skyline query. In other words skyline query
over d-dimensions returns the objects that are not dominated by other objects. The
calculation of domination is determined in skyline by search criteria. The domination
of an object to another object means the object that dominates is as good or better
in all dimensions and better in at least one dimension. The most used example of
skyline queries is the hotel dataset example. The aim of that skyline query is to find
the hotel with nearest to the beach and lowest price as in Table 1.1 and Figure 1.1.
This hotel example is a multi-criteria decision making problem. However as mentioned

before, these two goals are complementary. The hotel nearer to the beach tend to be



more expensive than others. This situation makes to find a hotel with both minimum
distance and lowest price almost impossible. Hence, finding the best choice may be

difficult for such a case [5].

There are many works done on skyline, its query types, operators, performance
and storage structure. In general, the "MIN” operator is used. By this operator, the
dominant objects are chosen from the dataset by using " MIN” function in mathematics.
The value that is smaller than the other is more valuable or dominant. For example,
the hotels that are nearer to the beach are dominant to the others. This means that
the distance from the hotel to the beach must be smaller to be dominant as in Table

1.1 and Figure 1.1 [1], [2].

In addition to ”MIN” operator in skyline, there are some other operation types for
skyline querying. For example, we can see "MAX” function as an opposite of " MIN”
function. In this case, an object is dominant if the value is greater than the others.
These functions can be seen as monotone functions or only comparison operations. The

order of the objects is more important for such functions than the values to query [5].

Range queries in skyline is another research area in database communities. This
type of operations in skyline queries can be called as Constrained skyline queries [6].
In the constrained skyline query, not all of the objects is considered. Objects that do
not meet the constrained, are not considered in dataset. We may think this dataset as

a sub dataset of the original one as in Figure 2.1.

Skyline queries traditionally is interested with fixed number of dimensions, the
number of dimensionality of the dataset. However in real life, users may be interested
with different attributes of objects or different subsets of attributes. The price and
distance to the beach of the hotel is important for one person whereas the other one
is interested with the number of rooms, quality and the price. In addition to these
difference in the dimensionality for the queries, the system must handle with high
dimensionality. To query on all dimensions can be seen as full space skyline. Besides,

considering only some dimensions on the data can be named as subspace skyline. By
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Figure 2.1. Constrained Skyline Query

using subspace skyline queries, an operator can be defined by which only the objects
of interested properties are returned to the user. Subspace skyline is proposed recently
in [5], [6], [7], [8]. The data sample and its subspace queries are given at Figure 1.1
and Table 2.1 respectively.

Table 2.1. Subspace Skyline

Subspace Skyline
1 Distance a
2 Price k

3 | Distance, Price a,ik

In stead of subspace skyline, there may be some other kind of operator, such as
constrained skyline query. This operator can return the objects in the given range.

Also subspace skyline and constrained skyline queries may be combined as in [6].

The concept improved after the development of subspace skyline is SkyCube.
SkyCube is the complete computation of all possible subspace skylines for all dimen-
sionality of the full space. By this precalculation procedure of skyline, the system

stores the results for all subspace skylines. This may be thought as OLAP in database
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Figure 2.2. DC Method in Skyline

systems. In this approach, the system has to store 2%-1 skyline results where d is the
dimensionality of the whole dataset [5], [7], [9], [10], [11], [12]. The system has to give
on-the-fly results to all of the subspace skylines by the improvement of SkyCube.

Compression is another hot topic for skyline querying. Especially as a result of
the development of skycube, the more space is required. This more space requirement
makes the system inefficient for both storage and performance. Because of these new
approaches, compression for skyline and SkyCube is studied in recent years [5], [13].
By compressing the SkyCube, the intersections of skylines are stored only ones, and a

skyline of a subspace can be computed by the assistance of the other subspace skylines.

In addition to the studies about the operators and methodologies of Skyline, some
other researches done on continuity [14] and scalability [15], parallelization [16] of the
Skyline query. Query types [17], dominance relationships [18], [19], and the domains
used in skyline querying [20] are other kinds of recently studied topics on Skyline

Querying.

The computation and methodologies of skyline querying are other research areas



in addition to the different applications developed for skyline [21]. Divide and Conquer
(DC), Block Nested Loop (BNL), Sort Filter Skyline (SFS), Bitmap-Based Skyline and
Index-Based Skyline querying are some of these methodologies [1], [2], [9], [22]. BNL
compares each point of the database with every other point. It reports the point as
a result only if it is not dominated by any other point. The BNL approach is the
most general for all problems and the simplest way for skyline. DC in Figure 2.2
divides the data space into several regions. It calculates the skyline in each region,
and produces the final skyline from the union of points in the regional skylines. SF'S,
which is based on the same principle as BNL, improves performance by first sorting
the data according to a monotone function [23]. As a result of this presortion step, an
object dominates the ones after it. Besides of these studies, index-based techniques are
proposed in several works. Two of them are Bitmap and Index method in which there
is no need to scan the whole dataset. In another work, a branch and bound algorithm
is proposed [1], [2]. It progressively outputs skyline points of a dataset indexed by an

R-Tree. This technique guarantees the minimum 1/O cost for a given R-tree.

2.2. Security

The progress in computer technologies, such as networking, processor architec-
ture, and storage has attached more importance to digital data. Private and sen-
sitive data exists in the electronic format. The amount of that data increases in
recent years. The security of that data has become one of the most important is-
sues in database and information retrieval communities. For example, for Hippocratic
databases [3], [24], [25], military databases, and datasets that contain personal and
private data [26], [27], [28], [29] are such databases.

The first and simplest method that we could implement to protect the sensitive
data is access control. By this approach, users can access the data source in an autho-
rized way. However, to be able to get access to raw data files makes this protection

method insufficient.

The insufficient properties of access control mechanisms have forced new protec-
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tion systematics to be developed for sensitive and private data. Encryption is one
of the established techniques to protect sensitive data. Encryption is the process of
transforming information (referred to as plaintext) to make it unreadable to anyone.
Only the people possessing special knowledge, usually referred to as a key, can access
the plaintext. The reverse process is the decryption process. Decryption is to make
the encrypted information readable again (to make it decrypted). In cryptography, a
cipher (or cypher) is an algorithm for performing encryption and decryption a series

of well-defined steps that can be followed as a procedure 2.3.

Ciphers
‘/-E\
Classical Rotor Machines Modern
Substitution Transposition Private Key Public Key
VAN
Stream Block

Figure 2.3. Encryption Methods

In classical techniques, substitution and transposition is used for encryption. The
process in those methodologies is to change a plaintext with another one. The rotor
machines makes this procedure in a physical environment. In modern systems, the key
is used for encryption and decryption. According to broadcasting the key, it is public

or private.

We can protect sensitive data better by encryption. However, there is an extra
resource usage for encryption process. This usage causes to a performance degradation.

Integration of encryption mechanisms to the database systems bothers the system. In
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addition to encrypt data and usage of resources at the encryption stage, we may also
need to decrypt at query stage. We may need a query that requires full table scan and
the query operator needs the decrypted data directly. In such a case, we can get the
query by only decrypting the whole data. By encryption and decryption processes we
also lose indices (such as B-Tree) of that table. By such indices, we can query faster.
We need to use an encryption schema that does not force user to decrypt to query
data. We can gain some of these performance degradation by using such encryption
schemas. For example, we need a query that needs to compare data by a monotone
function such as minimum or maximum operations in mathematics. We can get the
result without decrypting if we use an order preserving encryption schema. Because,
the order of the objects are preserved. And, the query only needs the order to get the
result. It only needs to compare the objects. These encryption techniques can be seen

as order preserving encryptions [4].

In order preserving encryption represented in [4], there are three phases to be
used, Model Phase, Flatten Phase and Transform Phase. There is another concept,
called buckets, used in OPES. The data is fit to the buckets determined in the model
phase. In the first phase, model phase, the distributions and bucket boundaries are
determined. Bucket boundaries are determined in two phases, the growth phase and
prune phase. In the growth phase, the buckets that are too large are divided into
sub-buckets until the number of objects in a bucket is below some threshold. In the
prune phase of modeling phase, the buckets are tried to be combined to decrease the
sum of the cost of describing the system. The next phase is the flatten phase in which
the plaintext buckets is mapped into buckets in flatten space. In this phase, there
are two parameters used to flatten data, mapping function and scale factor. By these
parameters, we could flatten the data. The total of parameters, mapping functions
and scale factors for each bucket, formes the encryption key. In the transform phase,
the last phase of OPES, flattened buckets is transformed into the target distribution.
The target distribution is determined by the user. By the order preserving encryption
schema, the order of the data is preserved. The queries that only needs the order of the
data to compare each data can use the encrypted data without the need of decryption.

Besides, while preserving the order, OPES get the data sorted after encryption [4].
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Encryption makes attackers not to get the real values from systems. However,
there is no prevention of getting statistical information by using encryption. Especially,
if the order preserving encryption schema is used, an attacker has more chance to get
more statistical data or to identify the data. The attacker can not know the real values
but he/she can know which object is greater or smaller than the other. Meta data
hiding can be seen as an extra prevention schema in addition to encryption. By using
meta data hiding, the structure of the dataset can be protected from an attacker more,

in addition to get statistical information from the decrypted data [30].

2.3. Client-Server Architecture

The recently popular trend in computer systems is to concentrate on own business
instead of dealing with other additional tasks, such as the security or hardware issues.
Outsourcing is the way to concentrate on your own business. The user can outsource
the software that he uses, the data that he queries, the hardware that he uses. For
example, the database of the system can be outsourced to make the security, storage
systems and other requirements of the system to be handled by the other side of the
outsourcing. Figure 2.4 shows the basic visualization of the client server architecture.
The client can be seen as the requester of services whereas the server as the provider
of services. The client uses the services provided by the server. The storage systems,

cpu power or the security of the server is used by the client.

Fequest Py

- Result (data)
Clierit

Figure 2.4. Client Server Architecture

Server

The Client-Server architecture has some advantages and disadvantages. The main
advantage of this architecture is to use the resources of the server by the clients. Storage
system, cpu power, ram or security system of the server can be used by client queries.

By outsourcing, all the data can be stored on server side. However, in such a case, the
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security becomes a problem to be handled. Besides, network congestion is an important
factor for querying time. In addition, if the server fails, the clients that need to that

server, can not get query results.



14

3. PROPOSED SYSTEM

In preceding chapters, security of database systems and a new approach, skyline
querying, are mentioned in a general manner. In this thesis, the security and skyline
querying are combined. In the following sections, I give details of combining order
preserving encryption, OPES, meta data hiding and skyline querying. First of all,
the main architecture of the proposed system is given in the following section. The
security of the system is mentioned after the main architecture section. The security of
the system is studied on two subsections, the encryption section and meta data hiding
section. After those details, the skyline algorithm on this proposed system is given.

The final section of that chapter is the overall algorithm of the system.

3.1. Main Architecture

The main issue in this thesis is to get skyline query in a outsourced and secure way.
The outsourcing is done by client-server architecture, and the security is preserved by
encryption and meta data hiding. The details of security preservation will be given in
the following section. This section has the detail of outsourcing and main architecture

of the proposed system.

OPES Encryption and parameters
(Encryplion Key is stored in an
encrypted way)

« Meta Data Hiding (Parameters to
hide the structure by dividing
columns)

Meta Data hiding structure {client
name, real property name, new
property name) is indexed for B-Tree

« Data value in encrypled
format, client name and
property name in indexed for
B-Tree

« Skyline Query over encrypted
data

Client 3

Figure 3.1. Client Server Architecture

In the client-server architecture of this system, there are two node types, the
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client and the server. The client is responsible for sending data to server, asking for
queries, encryption of the data and hiding the meta data. The server does not know
anything about the work done on client side. The storage of encrypted data, skyline

of requested queries and sending them to the client is the work of server.

The data at the client side is organized as follows. The client gets the data in
plaintext. The plaintext contains objects to be queried by skyline. All objects in the
data have one identifier field. This identifier property, called index, is the first property
of objects. The other properties come after the index. They are the properties that
we could query by skyline. All of the sensitive properties, except from the identifier
field, have to be encrypted according to order preserving encryption. This encryption
process is also done at the client side. The order preserving encryption parameters
are stored at the client side as encrypted. The properties of data can be seen as the
dimensionality of the system. If a data has two properties except from the identifier

property, then this data is said to be a 2-dimensional data.

In the meta data hiding process, a property is divided into n buckets. All proper-
ties are divided into same number of buckets. The client stores a property conversion
data. This data contains the client name, old property name and the property identifier
we get after conversion. The conversion means that we divide the range of the property
into smaller buckets and give new identifier numbers to hide the property name. This
conversion data has also minimum and maximum values of that bucket. The meta data
hiding parameters are indexed according to client name, table name, property name,
and minimum, maximum values. By this index, we can search an attribute by B-Tree
and find the new property name that is used in server. Besides every new property has
minimum value and maximum value to be used in skyline operations. The usage of
these values are explained later in the step of getting skyline query at the server side.
All these processes in client side, summarized in Figure 3.2 are mentioned in the meta

data hiding section of the security section in detail.

In the client-server architecture of the proposed system, the data is stored and

queried at the server side. The server stores the data in encrypted format. It does
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Client
1|En1:r-,.'pt Data
) 1.1|Encryption with OPES
a 2[Metadata hiding
g 2.1|Divide each dimension with parameter n
E 23 Store metadata hiding parameters
[Tablename, propertyname) with index
3|%end data to server by websenvice
1|Get query parameters
2|Recalculate query parameters (Metadata Hiding)
3|Send parameters to server
= Get result and go to step 3 until of end of
g 4| parameters [Check if the rest of the regions are
& dominated by any point from that result)
5{Combine results with BMNL Skyline
6| Decrypt combined result
7|Show result

Figure 3.2. Algorithm at the client side

not know anything about the values of the data and the structure of the database.
The server only stores the data in the encrypted format. The server can not decrypt
data, because the server does not have any information about the encryption key. The
encryption keys are stored at the client side. The server also does not know about the
structure of the database, it only stores the information about client name, property
name and the value (in encrypted format) and the index of the value. This is the only
information at the server side. These data is organized at the server side as follows.
In a table the client names and property names are stored with an index over both of
them. By this index, we can search the requested data by B-Tree. We get the client
name, property name by this B-Tree effectively. We get the index number of the the
requested property of the requester (the client name) by this B-Tree.

Server

1|GE1: data from client
1.1 Websemvice invoked
2|E—tu:-re Data with path index
Store ClientName, PropertyName parameters
2.1 with index
Store data with the above index and sorted
2.2 values

Preprocess

[

Get query parameters
Skyline with 5F%
Send result to client

Query
%]

(5]

Figure 3.3. Algorithm at the server side
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As a result of the search by B-Tree of client name and property name, we get the
index of that client and property. We can find the data of that client and property by
that index. The data is in encrypted format. This search is also by B-Tree because of
the index over the previous index number found and the data. Also the data is sorted
in descending order, as a result of OPES. This process in server side, summarized in

Figure 3.3 is mentioned in detail in the Skyline of the System section.

3.2. Security of the System

The security of the outsourced data is provided by order preserving encryption
and meta data hiding. One of them provides the values of the sensitive data, another is

for hiding the structure. The following subsections give details about these processes.

3.2.1. Order Preserving Encryption

In this thesis, the skyline system with outsourcing data to the server needs se-
curity concerns to be established. This security need can be partially covered by
encryption. The skyline query needs comparison operations to get the skyline points.
The point that is not dominated by any other point is a skyline point. The domination
is determined by the search criteria. Most used skyline operator is the "MIN” operator
in mathematics. According to this operator in skyline querying, a value which is lower
than others, it is more likely for that object to dominate others in skyline query [5]. The
general characteristic of the operators that are used in skyline query is being monotone
functions and "MIN” operator is one of these operators. The skyline query needs to
compare objects according to these operators. As a result of this characteristic, the

skyline operators interest with the order of the objects instead of the real values.

The order of the objects to get the non-dominated objects by skyline is more
important than the value itself. Because of this usage of the order of the data, the
security process have to not to change the order of the data. Any change in the order
of the data makes the system to need decryption. The preservation of the order for

that system can be obtained by encryption methods that preserves the order. We can



18

use any order preserving encryption schema that preserves order to get skyline query
at the server without the need of decryption. OPES is one of this kind of encryptions
mentioned in [4]. OPES can be used at the client side without any change. However,
we simulate the encryption part as input and output, the OPES algorithm as a black
box and if we give the input, the output is given in the encrypted format. Because of

the non-changed usage of OPES, we can get its complexity as mentioned in [4].

3.2.2. Meta Data Hiding

Real values, which means the plaintext values, are not known by any user other
than the client. The client stores the encryption keys in the encrypted format. But,
there are two risks, the attacker can get access to the encryption keys or he/she get
statistical information about the data. For example, the maximum or minimum objects
can be found because of the usage of the order preserving encryption. However, for
the security of the private and sensitive data, no statistical information has to be
accessed [30]. To prevent this kind of information from the attackers, we must hide
the structure and meta data from the servers and attackers, which is called meta data

hiding in this context.
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Figure 3.4. Dividing Attributes into Subattributes
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The first step to hide the meta data is to divide the attributes (properties) or
columns of the database to the sub-attributes or sub-columns. As in Table 3.4, axis
X is divided into two sub-properties x1 and x2, Y is divided into also two, y1 and y2.
The new attribute names called x1, x2, y1 and y2 in example, however, the system
generates an incremental number for that names in the system as 1 for x1, 2 for x2, 3

for y1 and 4 for y2.

id | v |
9
10

>

1D | CLIENT_NAME|TABLE NAME| PROPERTY_ NAME|MIN_VALUE|MAX_VALUE

10| Tansel Hotel Data |X 1 &

9 Tansel Hotel Data |X 6 10

12| Tansel Hotel Data ¥ 1 5
Y 6

11 Tansel Hotel Data 10
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Figure 3.5. Data After Encryption and Property Conversion data at client side

The server does not know anything about X and Y. It knows that an object in
the data has value for property 1, 2, 3 or 4. This property identifier is sent by the client
to the server. In the example given in Figure 3.5 and Figure 3.6, the server side and
client side data is given. The client side has data in encrypted format and a conversion
parameter to change the parameter names to the new identity numbers. For example,
the first object, with id 1, in the encrypted data has value 1 for X and 9 for Y. Value 1
for X is in the range of the first bucket of X, id with 10. The client converts the data
of the first object in the following way. The object with id 1 has a property named 10
and value 1. The same procedure is done for Y and the other properties if there exists
any. As a result of this process, the server has the data as in Figure 3.6. There is no
information about the properties of the table. The server has information about the

table name and it thinks that there exists 4 properties of that table.
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CLIENT_NAME | PROPERTY | 1D | DATA_INDEX | DATA_VALUE

Tansel 9 269 11 10
Tansel 9 267 10 9
Tansel 9 268 5 g
Tansel 9 266 13 8
Tansel 9 265 5] 7
Tansel 9 264 4 51
Tansel 10| 276 12 B
Tansel 10 275 7 5
Tansel 10 273 3 4
Tansel 10 274 3 q
Tansel 10| 272 g 3
Tansel 10| 271 2 2
Tansel 10| 270 3} 1}
Tansel 11 281 5 10
Tansel 11| 282 v 10
Tansel 11 280 1 9
Tansel 11| 279 3 3
Tansel 11 278 q 7
Tansel 11| 277 7 B
Tansel 12 289 6 5
Tansel 12| 288 11 4
Tansel 12 286 13 3
Tansel 12 287 3 3
Tansel 12 284 12 2
Tansel 12| 285 9 2
Tansel 12 283 10 1

Figure 3.6. Data View at the server side

3.3. Skyline of the System

If a client wants a skyline query from the server, firstly it has to decide the
attribute names to want from the server. For example, if the client needs a skyline
query over the dimensions X and Y as in Figure 1.1, the client initially has to know
the new attribute names, x1, x2, y1 and y2 as in Figure 3.4. This information is stored
at the client side with the index and B-Tree over table name and property name. In
other words, client knows that X dimension is divided into x1 and x2 and it has an

index over these information to get these with B-Tree.

The first step to get the skyline after getting the new attribute information is to
get the skyline query for the region which has the lowest values of all dimensions as in
region 1 of Figure 3.7. The most important region for the whole dataset is region 1.
If a point in that region is a skyline object, then objects in region 2’s and 3 in Figures
3.8 and 3.9 may be dominated by that point. If a point in region 1 is returned as a

skyline object from the first query request from the server, this point is looked for its
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Figure 3.7. First Step for Skyline

domination of other regions. If that point dominates the lower left corner (the object
with minimum values of that region) any other region, then the query for that region
is not needed. Every point at that region is dominated by that skyline point. By this

part, we get skyline query of the whole system more effectively.
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Figure 3.8. Second Step for Skyline

In the examples of Figures 3.7, 3.8 and 3.9, the skyline point ¢ in region 1 of
Figure 3.7 dominates region 3 of Figure 3.9. However, region 2’s of Figure 3.8 are

not dominated by the point 7. The domination of a region by a point is determined
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by comparing the lower left corner of that region with recently found skyline points.
If one of the the skyline points dominates the lowest point of a region, this means
that skyline point can dominate every other point at that region. By this checking
procedure, we eliminate the skyline query for region 3. This makes the system has
better performance. However, this procedure gives the client an extra load to check if

the point dominates a region or not.
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Figure 3.9. Last Step for Skyline

As can be seen from the Figure 3.8, region 2’s are not dominated by the point
i of region 1. Hence, two regions marked with 2 should be queried from the server.

However region 3 of Figure 3.9 is dominated by point ¢ and this query is not needed.

The last step at the client side is to merge the results which the client get partially
from the server. In this example, it has to merge skyline points of regions 1 and 2’s.
After this merge, we get the result from that skyline query. That skyline query at the
client side is BNL, because there is no sorted data and there are too few data. Hence,
we get the query with the most general method of Skyline at client side. The client
uses BNL Skyline, whereas the server side uses SF'S approach of Skyline. Because data
is in sorted format as a result of OPES at the server side. In addition, we use B-Tree
as the server side, to get faster searches. However, in the SF'S method of server side,

there is no need pre-sorting step because of the already sorted and indexed data as
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mentioned. This makes the server has less operations, and get the advantages of SEF'S

algorithm without sorting.

3.4. Overall Algorithm

The overall algorithm of the system has two parts, the preprocess step and query

step as in Figure 3.10. The preprocess step includes the procedures of data gathering,

encrypting, meta data hiding and sending this data to server. The Query step has the

procedures of getting which parameter sets are queried from the server, getting these

results, checking if to go on with the other regions and if finished combining results

and showing the overall result after decryption. The row by row steps of the algorithm

is given in Figure 3.10.

Cli=nt

Server

1 |E:n.crypt Data

1.1|Encrvption with OPES

2| Matadata hidinz

2.1 |Divide each dimension with parameter n

- - |Btore metadata hiding parameters
s

[ )

7| parameters (Checlc if the rest of the repions are
dominated by any point from that result)

(=)

Combine results with BNL Sleyline

R =)

Decrvpt combined result

10 [Bhow result

§ (Tablename, propertynams) with index
B 3 |Sau{£ data to s=rver by webservics
B 4|Get data from client
4.1 Webservice invoked
5|3tor= Data with path index
Store ClisntlName, Propertviiames
5.1 parameters with index
5.2 wvalpes
1|Get query parameters
2 |Recalculate query parameters (Mztadata Hiding)
3 [Send parameters to server
4 [Get query parameters
5| 3levline with 8F8
E 6| 82nd result to cli=nt
s Geat result and go to step 3 vntil of end of

Figure 3.10. Algorithm of the overall system

The overall system can be seen as formed by two sides, the client and the server.

Both sides have procedures for both preprocess step and query step. The client is

responsible for encryption, meta data hiding and sending the data to the server at the
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preprocess step. In the preprocess step, the server has to get the data and store it
according to B-Tree. The other step for both sides are query step. The first thing to
do is to arrange the new property names given after the meta data hiding procedure.
According the arrangement, the client asks for queries. The most important gain of
the proposed algorithm is to check the regions if needed or not. By this approach, the

client may not need to query some regions.
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4. EXPERIMENTAL RESULTS AND PERFORMANCE
ANALYSIS

4.1. Simulation Setup and Scenarios

4.1.1. Hardware Requirements

The simulations are run over a computer with the hardware of Intel Centrino
Duo 1.66GHz, 2Gb Ram, 80Gb 5400Rpm Harddisk. Both the client and server are

simulated at the same machine at the same time.

4.1.2. Software Requirements

The system was written in Microsoft Visual Studio 2005 in a computer with

operating system Windows XP with Service Pack 2.

The Client is a web program run over IIS service of Windows operating system.
It is an ASP.NET web application over .NET Framework 2.0 and coded using C#,
edited in Visual Studio 2005.

The server is a web service coded with C#. This webservice is communicate with
the client program over XML which makes the system has the ability to work with

other clients coded over other platforms.

The data is over Microsoft SQL Express server 2005 for both the client and
server sides. The indexes are created over this platform and therefore B-Tree is used

for searching data.
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4.1.3. Simulations

The initial data is at the client side for simulations. The data at the client side
is to be encrypted and to be sent to the server. In the basic implementation of this
system, this initial data is in the SQL server. The first column is the ID field, which is
the identity number of the objects. The other attributes are the attributes over which
we can get Skyline query. The attributes other than ID, are to be encrypted by OPES.

The basic implementation of this system has a web site for clients. In this web
page, there are 3 choices, upload data to the server, get attributes of a client to get
query and the last but not least query the system from the server. These 3 choices are

performed by 3 buttons on the web site.

Simulations of that system was driven over two datasets, one of a 2-dimensional

hotel database, and the other with 18-dimensional 16380 NBA Player records.

The encrypted format of the dataset of the hotel database example is given in

Figure 4.1.
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Figure 4.1. Encrypted Format of the Hotel Dataset

The example corresponding table formed at the client side and used for property
conversion is given in Figure 4.2. This table stores the client name, the table name

and property values.
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ID | CLIENT NAME|TABLE NAME| PROPERTY NAME|MIN VALUE|MAX VALUE

10 Tansel Hotel Data X 1 6

9 Tansel Hotel Data (X 6 10
12 Tansel Hotel Data Y 1 5
11 Tansel Hotel Data |Y 6 10

Figure 4.2. Property Data Stored at client side

The server side information is given below figures, Figure 4.3 and Figure 4.4.

ID | CUENT NAME|PROPERTY|

64 Tansel 9
65 Tansel 10
66 Tansel 11
67 Tansel 7]

Figure 4.3. Properties stored at server side

To give an example of the hotel database, we can consider the object with ID 1.
This object has value 1 for X and 9 for Y after encryption. Value 1 for X property lies
in the first bucket of X, with the ID 10, as in Figure 4.2. This object is sent to the
server as an object with ID 1 and has value 9 for property 10. The server gets this
information and gets skyline according to that information. The client has to know

that it needs to query property 10 and 9 for X.

The system is simulated as a 2-dimensional database with 2 buckets for each
property in the previous example. It is suitable for any dataset with any dimension

number and any bucket size.

4.2. Performance Evaluation

The proposed system has some performance issues. We can think this issue in
three parts. The encryption part, meta data hiding procedure and the query stage at

the server.

In this thesis, we used order preserving encryption, OPES, to encrypt data. The

input and output of this process is simulated in the system. The performance issue for
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ID | CLIENT_PROPERTY_ID DATA_INDEX | DATA_VALUE

269 64 11 10
267 64 10 9
268 64 5 9
266 64 13 3
265 64 B 7
264 64 4 6
276 65 12 B
275 65 7 5
273 65 8 4
274 65 3 4
272 65 9 3
271 65 2 2
270 65 2 1
281 66 5 10
282 66 2 10
280 66 1 9
279 66 3 8
278 66 4 7
277 1] 7 ]
289 67 5] 5
288 67 11 4
286 67 13 3
287 67 3 3
284 67 12 2
285 67 9 2
283 67 10 2

Figure 4.4. Data Stored at server side

that part can be seen from [4].

The skyline method SFS is at the server side. SF'S is used because of the usage
of sorted data in it. We also have sorted data as a result of OPES. Hence, we do not
need the presortion step at SFS. As a result, this is a modified version of SFS, without
sorting step. By this view, the performance issue of SFS algorithm is used as same in

this approach. We only need to get out the part of sorting step.

The BNL algorithm is used at the client side to merge the results of the subregions.
The data is not sorted here, and the cardinality of the data is low. Hence, we used
the most general approach of skyline. We also need to add its performance to get the

overall performance of the system.

The most important performance issue lies in the meta data hiding step. The
overall dataset is divided into subregions at this stage. Both the dimensionality of the

system and the number of buckets are important for the whole system. The more we
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bucketize the system, we may need more queries from the server. However, the distri-
bution of the system is also important for the performance. We can take two examples
for that issue, one with uniform distribution and one with non-uniform distribution
after encryption. In the uniform distribution, we only need the query regions 1 and 2’s
in Figures 3.7, 3.8 and 3.9. There is no need to query for region 3. To generalize this,
we have to query ((d*n)-1)/n¢ queries, where n is the number of buckets and d is the
dimensionality. In the worst case, the all data is non-uniformly distributed such that
all data is in the region 4 in Figure 3.9. In this case, we need to query all regions. As
a result, we have ((d*n)-1)/n? for best case, and the same result as SFS for the worst
case. In an example, if we have a uniform distribution, and have 2 buckets for each
two dimensions, we have ((2*2)-1)/2% for performance. This means we gain 25 percent

from the performance.

However, to hide the dimensionality and statistical data, meta data hiding is done
which makes the server returns more results than real results. We need an extra query

to get the correct result.

As a result of meta data hiding, less data compared in each query because of
partitioned data space, like DC method of Skyline. This means we query less data

with SF'S. However, the usage of B-Tree makes the system perform well.
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5. CONCLUSIONS

In this thesis, we studied on security and outsourcing for skyline. The client-
server architecture is used for outsourcing. Encryption and meta data hiding are used

for security.

In the client-server architecture of the proposed system, the client handles with
the encryption and meta data hiding steps, whereas the server is responsible for storing
data and skyline querying with SF'S. After the server returns the results of the queries.
Client combines the results by BNL Skyline and shows the final result after decryption.

Encryption is provided by Order Preserving Encryption Schema, OPES. Meta
data hiding is another part for security, which seems as DC method of Skyline. By this
security procedures, we can outsource the data, and use the client-server architecture to
load the cpu and memory burden processes to the server. Also, the server is responsible
for storing data. By encryption and meta data hiding, an attacker or the server does
not know anything about the data. The attacker also does not know anything about
the statistical information about the data. By these procedures, the outsourced skyline
querying can be used for Hippocratic databases, banking system (eg. Risk vs Scale of

the firm) or military databases (eg. Distance vs Bomb-Target Meeting Percentage).

Data storage and skyline querying are done on server side; whereas encryption-
decryption, attribute partitioning, and schema storage on client side. The most of the

burden processes are on server.

In addition to security issue, performance criteria is another important point
of the proposed system. OPES is used not only for making the system more secure
but also using the importance of order of the data for Skyline querying. By this
encryption schema, the server does not need the decryption process at the querying
phase. In addition to this benefit, by using OPES, we get sorted data. Hence, using SF'S

algorithm makes the system operate more effectively. There is no need of presorting
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step for SF'S Skyline.

As a result, the Skyline Querying can be securely outsourced by using OPES and
meta data hiding. The performance issue is also thought by using SFS and using the
checking regions step at the client side, by which not all of the data needed for skyline.
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APPENDIX A: ALGORITHMS

A.1. Skyline Algorithms

A.1.1. BNL

Block Nested Loop, BNL, algorithm is a straightforward computation process
for skyline query, in which every point p is compared with every other point. If the
point that is compared with others is not dominated by any of the other points then
this point is a skyline point. This algorithm keeps the candidate skyline points in a
window in main memory and then fix the real skyline objects by comparing objects
in the window with all the objects not in the window. Finally all the objects which
can not be dominated by any other objects will be left in the window as the skyline

objects [1], [2].

We can summarize the algorithm as follows: The first point p is inserted to the
window. Then we continue with the other points and the subsequent point has three
case. In the first case, the subsequent point is dominated by a point from the window, in
which case the point is discarded. In the second case, the subsequent point is dominate
a point from the window. In this situation, the point is inserted to the window and
the dominated points by the subsequent point is dropped from the window. In the last
case, the point neither dominates any point from the window nor is dominated by any

point. This case needs only the insertion of the subsequent point to the window [1], [2].

The problem of BNL algorithm is the size of the window. The list of skyline points
may become large, which makes window not to fit into the memory. In this case, a
temporary file is used to store the skyline points that can not fit into the memory.
This makes the algorithm to pass many times for this temporary file to guarantee the

points in that file [1], [2].

The advantage of this algorithm is that it does not depend to dimensionality of
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the data, and as a result no need for sorting or indexing [1], [2].

A.1.2. SFS

Sort Filter Skyline, SFS, requires presorted data on all dimensions of the data
table for each attribution according to the descend or ascend sequence. By this pre-
sortion step, the need to look for the points that are come after that point. The SFS

algorithm also uses main memory, which is named window, as in BNL [2], [22], [23].

All data is sorted in the preprocessing step for each attribute and then the data
is ranked according to each of the attributes. The skyline points are the ones that have
higher ranks compared to the others. The algorithm scan the presorted data row by row

to get the objects with higher ranks in each columns as the skyline objects [2], [22], [23].

A.1.3. DC

Divide and Conquer, DC, algorithm is based on the partitioning approach. The
dataset is partitioned into several small partitions by which all partitions could be fit

into the main memory [1], [2].

In this approach, skyline is computed for all partitions separately and these steps
could be done in main memory. The final skyline points is computed by merging these

partial skyline points as a new data and getting skyline points of the data [1], [2].

The DC methodology has some disadvantages. The partitioning step needs all
the data to be read initially, and additional IO cost. Also, the post processing in which
partial skyline points merged needs another processing effort [1], [2]. However, the

small partitions makes the partially computation of skyline points easier.
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A.1.4. Epsilon Skyline

Epsilon skyline is a new approach for skyline querying, which is based on the
fixed number of skyline query, or k-skyline that will find exactly k objects in the data
table to be skyline points. Controlling the number of skyline points is not possible
by common skyline querying algorithms however by this approach user defined skyline

computation becomes feasible. This algorithm is not commonly used.

A.1.5. Bitmap-based Skyline

This approach uses bitmap encoding to decide whether a point is a skyline point
or not. All information of a point is encoded in bitmaps. The skyline points are decided

according to these bitmaps and operations on these bitmaps [1], [2].

The efficiency of this algorithm comes from the bitwise operations. The bitwise
operations speed up the comparison processes. In spite of its effectiveness by bitwise
operations, it has some disadvantages like space consumption if the distinct values are

large, of not adaptive for user preference queries [1], [2].

A.1.6. Index-based Skyline

This approach uses d different lists for d-dimensional data. A data point is
assigned to a list if the value for that dimension is the minimum value for all dimensions
of that value. Then the lists are sorted in ascending order and indexed by B-Tree. The

first points in the lists returned as the skyline points in that order [1], [2].

The skyline points which are at the top of the lists can be returned quickly.
However, user defined skyline is not supported by this algorithm, the lists are computed

for d dimensions and can not be used for n dimensions, which is less then d dimensions

1], [2].
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