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ABSTRACT

AN ALGORITHM FOR SOFTWARE RELIABILITY GROWTH
MODEL SELECTION

Software plays a critical role in our daily life since it is used in almost every area.
Since the software is so important and used widely; it is important to have reliable
software. Thus it is very important to use methods to measure and control the reliability of
the software. To measure the reliability, a large number of software reliability models have
been proposed in the literature. Despite that there exist a large number of software
reliability models, there does not exist a model that can be used in all cases and universally
recommended. For this reason, recent works have been focused on selecting the reliability

growth model among the available models, which best describes the software environment.

In this thesis, we propose an algorithm for software reliability growth model
selection. The proposed algorithm is aimed to be a guideline for potential users who wants
to evaluate software reliability. The proposed algorithm is tested with the publicly

available data and performed satisfactory for reliability model selection.

Moreover, a detailed literature survey on the software engineering process, existing

software reliability models and software reliability model selection methods is presented.



OZET

GELISEN YAZILIM GUVENILIRLIGI iCIN MODEL SECIiM
ALGORITMASI

Yazilim, giinliik yagantimizda hemen hemen her alanda kullanildig: icin kritik bir rol
oynar. Yazilim bu kadar 6énemli oldugu ve ¢ok kullanildigi i¢in, giivenilir bir yazilima
sahip olmak Onemlidir. Bu nedenle, yazilim giivenilirligini Olcen ve kontrol eden
yontemleri kullanmak cok onemlidir. Giivenilirligi 6lgmek icin, literatiirde ¢ok sayida
yazilim giivenilirlik modeli onerilmistir. Cok sayida yazilim giivenilirlik modeli olmasina
ragmen, her tiirlii sartta kullanilabilecek ve evrensel olarak tavsiye edilecek bir model
bulunmamaktadir. Bu nedenle, son zamanlarda ki calismalar; mevcut modeller arasindan
yazilm ortamint en iyi tamimlayan yazilim giivenilirlik modelini se¢mek iizerine

yogunlagmistir.

Bu tezde, gelisen yazilim giivenilirligi icin bir model se¢im algoritmasi dneriyoruz.
Onerilen algoritmanin, yazilim giivenilirligini degerlendirecek olasi kullanicilar icin
kilavuz olmas1 amaclanmustir. Onerilen algoritma herkese acik veriler ile test edilmis ve

yazilim giivenilirlik model se¢imi konusunda basarili bulunmustur.

Ayrica, yazilim miihendisligi siireci, mevcut yazilim giivenilirlik modelleri ve
mevcut yazilim giivenilirlik model se¢cim metodlar iizerine detayli bir literatiir arastirmasi

sunulmustur.
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1. INTRODUCTION

Software plays a critical role not only in scientific or business applications; but also
in embedded applications in telephones, automobiles, televisions etc., which affects our
daily life. Since the software is so important and used widely; it is important to have
reliable software. Because software generally manages the overall system functions; the
faults in the software may cause critical problems such as human death, injuries or

financial loss.

Thus it is very important to use methods, which measure and control the reliability
and quality of the software in use. Note that, software reliability measurement and
prediction are useful approaches to quantify software quality [1]. To measure and control
the reliability, more than hundred models have been proposed in the literature [2].
Although there exists more than hundred software reliability models, there does not exist a
model that can be used in all cases and universally recommended to users. Also there does
not exist a guideline with high confidence level for the potential users that they can select

and use any particular model.

In this thesis, a software reliability model selection algorithm is proposed. The
proposed algorithm is aimed to be a guideline for the potential users who want to evaluate
the software reliability. The proposed algorithm is tested with publicly available data sets

and test and performance results are presented.

In the remaining part of this thesis, there are six more chapters. In chapter 2, we
discuss the entire software reliability engineering process and describe the components
forming the process in a detailed manner. Also, we discuss some of the existing reliability
model selection algorithms. Chapter 3 discusses the proposed algorithm. In chapter 4, we
present the performance study of the proposed algorithm. Chapter 5 gives concluding
remarks on the proposed algorithm and test results. Appendix A gives an overview of the
random variables and important properties of the random variables. Appendix B discusses

a CASE tool, named CASRE, which is used in the performance studies.



2. BACKGROUND INFORMATION

2.1. Software Reliability Theory

In today’s world, people become more dependent on computers in their daily lives.
Computers are diffused to every area of modern society. For example, they are embedded
in telephones, home appliances, automobiles, aircrafts, etc. Therefore, most of the
industries, such as automotive, banking, telecommunication, etc. are highly dependent on
computers for their basic functions. The most significant aspects of the customers’ needs in
these areas are, the quality of the software, the time of delivery and the cost of the product.
Quantitative measures have been existed for a long time, but the quantification of the
quality of the software has been more recent. McCall [3] defines the elements of software
quality as:

e Correctness

e Reliability

e Efficiency

e Integrity

e Usability

® Maintainability
e Testability

¢ Flexibility

¢ Portability

e Reusability

¢ Interoperability

Since the software reliability is the most easily quantifiable attribute of the software
quality, there have been considerable amount of research about software reliability in the

literature.



2.1.1. Definitions

Software Reliability is the probability that a system functions without failure for a
specified time in a specified environment [4]. Where, a failure is a departure system
behavior in execution from user needs, it is a user-oriented concept. A fault is the defect
that causes the failure when executed and it is a developer-oriented concept. Fault is

caused by an error, which is an incorrect or missing action by a person [5].

Reliability theory can be defined as the application of probability theory to the
modeling of failures and the prediction of success probabilities. Where, the random
variable is the time of failure, T, and we are interested in knowing the probability that the

time to failure T is in some interval (t,t + At),
P(t <T < t+ At) = probability that t < T< t +At 2.1)
One can relate the probability to the density and distribution functions as follows,
P(t <T < t+ At) = f(t) At = F(t + At) - F(t) (2.2)
where F(t) and f(t) are the cdf (or the cumulative distribution function) and pdf (or the

probability density function), respectively. For details of the F(t) and f(t), please refer to

the Appendix A. From (2.2), we have;

F(t) = PO £ T <t) = ['o f(x)dx (2.3)

2.1.2. Reliability Function

The reliability function, R(t), is the probability of success at time t or in other words
it is the probability the software has not failed by time t. Then, it is calculated as [6]:

oo

R(t) =P(T>t) =1 - F(t) = [ f(x)dx (2.4)

t



2.1.3. Failure Rate

Failure rate is the probability that a failure per unit time occurs in the interval, say [t;
t + At], given that a failure has not occurred before t [6]. That is, the failure rate is the rate

at which failures occur in [t, t + At] [7], and then it is calculated as;

Failure rate =Pt <T<t+ AtI T>t)/ At
=Pt<T<t+At)/AtP (T > 1) (2.5)
= F(t + At) - F(t) / AtR(t)

2.1.4. Hazard Rate

The hazard rate is defined as the limit of the failure rate as the interval approaches

zero, that is, At 0. Thus, we obtain the hazard rate at time t as [7]

2(t) = lim F(t + At) - F(t) / AR() = f(t) / R(t) 2.6)

At>0

The hazard rate is an instantaneous rate of failure at time t, given that the system
survives up to t. In particular, the quantity z(t)dt represents the probability that a system of

age t will fail in the small interval t to t + At [7].

2.1.5. Failure Intensity & Mean Value Function

Failure intensity is the instantaneous rate of change of the expected number of
failures with respect to time and denoted as A(t). It is the derivative of the mean value
function, p(t). Let M(t) be the random process denoting the cumulative number of failures

by time t. Then, its mean value is given as [7];

() = EfIM(0)] 2.7)



Then, from (2.7) we can obtain the failure intensity function as;
AMt) = du(t) / dt = d/dt (E[M(t)]) (2.8)
2.2. Relationship between Hardware and Software Reliability

Software reliability is similar to hardware reliability in that both are stochastic
processes and can be described by probability distributions [6]. However, software does
not wear out, burn out, or deteriorate (See figure 2.2 and 2.3) as hardware. Moreover,
software generally has reliability growth during testing and operation since software faults
can be detected and removed when software failures occur [6]. On the other hand, software

may be modified in operation usage and this may cause reliability to decrease.

Burn in Useful Life Wear out

Failure Rate

Time

Figure 2.1. Hardware reliability
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Figure 2.2. Software reliability

Despite these differences, hardware and software can be defined in the same way, so
that hardware and software component reliabilities can be combined to get the system
reliability. Therefore, software reliability theory has generally been developed in a way
that is compatible with hardware reliability theory, so that system reliability figures may be
computed using standard hardware combinatorial techniques ([8], [9]). But, note that
hardware faults that are mostly physical faults, whereas software faults are design faults,
which are harder to detect, and correct. This makes software reliability a challenging
problem that requires an employment of several methods to attack [6]. In the next section,

we will describe the general software reliability process, which includes those methods.

2.3. Software Reliability Engineering Process

The key components in the Software Reliability Engineering Process (SREP) are; the
reliability objective specification, operational profile determination, reliability modeling
and measurement, and reliability validation. Figure 2.3 shows the general SREP Process

structure [7].



Determine reliability Develop
objective operational profile

Perform system testing

!

—  w Collect failure data

Y

Apply software
reliability tools

Y

Select appropriate software
reliability models

Y

Use software reliability models
to calculate current reliability

Continue testing

Y

Start to deploy

Y
Validate reliability Feedback to
in the field the next release

Figure 2.3. Software Reliability Engineering Process Overview

A reliability objective is the specification of the reliability goal of a product from the
viewpoint of the customer [7]. With the definition of the reliability objective, it is possible
to satisfy customer needs for software reliability and balance the delivery date and cost. An
operational profile can be defined as a set of operations with their occurrence probabilities.
Operational profile makes testing more realistic and improves the efficiency of the
development and testing. Reliability modeling determines if a product meets its reliability
objective and is ready for release [7]. It includes selecting a reliability model, collecting
data and estimating the reliability of the system. Lastly, the projected field reliability has to
be validated by comparing it with the observed field reliability in order to establish
benchmarks and confidence levels of the reliability estimates and provide feedback to the

SREP for process improvement [7].



Among the four key factors of the Reliability Engineering Process, we will focus on
the reliability objective specification and reliability modeling and measurement. In the

following sections, we will give more details on the reliability modeling and measurement.

2.4. Model Classification

A model classification scheme proposed in [10] allows relationships to be established
for models within the same classification groups and shows where model development has

occurred. It classifies models in terms of five different attributes:

¢ Time domain: Calendar versus execution time.

e Category: The total number of failures that can be experienced in infinite time. This
is either finite or infinite, representing two subgroups.

e Type: The distribution of the number of the failures experienced by time t. Two
important types are Poisson and Binomial.

e (lass: (finite failure category only) functional form of the failure intensity
expressed in terms of time.

e Family: (infinite failure category only) Functional form of the failure intensity

function expressed in terms of the expected number of failures experienced.

Some important models, which can be categorized according to the above

classifications, will be discussed in the following section.

2.5. Review Of The Software Reliability Models

2.5.1. Jelinski-Moranda de-eutrophication model

This model was developed by Jelinski and Moranda [11] in 1972 and was one of the
first software reliability growth models. It consists of some simple assumptions:
1. There are fixed number, N, faults in the software code at the beginning of testing,
where N is an unknown number.
2. Every fault has the same chance of being encountered. Also, the hazard rate of each

fault does not change over time and remains constant at ¢. That is, hazard rate



remains constant over the intervals between fault occurrences. Figure 2.4 shows the

behaviour of hazard rate.

Z(t)

. . time
Time Between Failures

Figure 2.4. Typical plot for hazard rate

According to above assumptions, the program hazard rate after removal of the (i—1)st
fault is proportional to the number of faults remaining in the software with the hazard rate

of one fault, z,(t) = ¢, being the constant of proportionality [7]:

z(At1ti) = O[N -M(ti-D)] = [N - (1 - 1)] 2.9)

The Jelinski-Moranda model belongs to the binomial type of models. For these

models; the failure intensity function and the probability density of the time until activation

of a single fault, fa(t), can be related as [7];

dp(t) / dt = Nfa(t) = Noexp(-0t) (2.10)

From (2.10), the mean value function is obtained as;

u(® = N[1 - exp(~00)] @.11)

From (2.10) and (2.11), the failure intensity can also be expressed as

du(v/dt = ¢ [N = p(o] (2.12)
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Equation (2.12) implies that the failure intensity of the software at time t is

proportional to the expected number of faults remaining in the software.

2.5.2. Geometric Model

This model is proposed by Moranda [12] and is a variation of the Jelinski-Moranda
model. The time between failures is taken to be an exponential distribution whose mean
decreases in a geometric fashion [7]. This model assumes that the discovery of the earlier
faults is taken to have a larger impact on reducing the hazard rate than the later ones. In
this model, hazard rate decreases in a geometric series as failures occurs. (Figure 2.5 shows
this behavior.). As the Figure 2.5 illustrates, the change in the reduction of the function is

larger at the beginning and getting smaller as the failures occurs.

Z(1)

}, D(1-0)
} Do(1-0)
DO (1-0)

time

Figure 2.5. Typical plot for hazard rate

Main assumptions of this model are [7]:

1. The fault detection rate forms a geometric progression and is constant
between fault detections, that is, z(t) = Dq)i'l, where 0 <0< landt, <t<t
being the time of the (i-1)st failure.

2. There is an infinite number of total faults in the system, i.e., limgse P(t) = oo,
where p(t) is the mean value function of the process.

3. The time between fault detection follows an exponential distribution.

2.5.3. Goel-Okumoto model

This model is proposed by Goel and Okumoto in 1979 [13] and it has following

assumptions [7]:



1.

11

The number of failures, M(t), experienced by time t follows a Poisson distribution
with mean value function p(t). This mean value function has the boundary
conditions p(0) = 0 and limgse U(t) = N < co.

The number of software failures that occur in (t, t+At] with At = 0 is proportional
to the expected number of undetected faults, N — p(t). The constant of
proportionality is ¢.

For any finite collection of times t; < t; < - - - < t, the number of failures occurring

in each of the disjoint intervals [(0, t1), (t1, t2), ..., (ta-1, tn)] is independent.
From the assumptions it can be shown that [13]

u® =N(1-¢e) (2.13)
At) = Nbe™ (2.14)

where b and N are some constants with b>0 and N>0

Note that, the failure intensity is similar to the Jelinski-Moranda model. However, in

this model N is an expected value.

2.5.4. Musa basic execution time model

Musa’s basic execution time model [14] was developed in 1975 was the first model,

which explicitly requires that the time measurements must be in actual CPU time rather

than the calendar (wall clock).

Main model assumptions are [15]:

The number of failures that can be experienced in infinite time is finite.

The cumulative number of failures by time t, M(t), follows a Poisson process with
mean value function p(t) = Bo(1 — exp(B1)) where Bpand B; >0

The functional form of the failure intensity in terms of time is exponential.
Failure-identification personnel can be fully utilized and computer utilization is

constant
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5. Failure-correction personnel utilization is established by limitation of error queue
length for any debugger. Error queue length is determined by assuming that error

correction is a Poisson process and that servers are randomly assigned.

From these assumptions, hazard rate is defined as [15];

2(t) = fK(N-n) (2.15)

where f is taken as the linear execution frequency (average instruction rate divided by
the number of instructions in the program) and K is an error exposure ratio which relates
error frequency to linear execution frequency. N is the initial number of errors and n is the

errors corrected after T amount time.

2.5.5. Musa-Okumoto logarithmic model

This model is proposed by Musa and Okumoto [16] and is based on failure data
measured in execution time. This model assumes a nonhomogenous Poisson process with
an intensity function, which decreases exponentially as failures occur. Exponential
decrease reflects the idea, which assumes that the earlier failures have greater impact on

the reducing the failure intensity than those failures, which were found later.

Main assumptions are as follows [16]:

1. At time T = 0 no failures have been observed, i.e. P(M(0) =0) = 1.

2. The failure intensity decreases exponentially with the expected number of failures
observed, i.e. M(T) = BoP1 exp(-u(t)/Po), where BoP1 is the initial failure intensity and
Bo" is dubbed failure intensity decay parameter.

3. The number of failures observed by time T, M(7), follows a Poisson process.
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2.5.6. Schneidewinds Model

The main idea is that [17] the current fault rate might be a better predicator of the
future behavior than the observed rates in the distant past. To reflect this idea,
Schneidewind has three forms of the model that reflect the analyst’s view of the

importance of the data as functions of time [7].

Suppose there are n intervals, where all of are some fixed length. Then, the three

forms of the model are:

e Model 1: Utilize all of fault counts from the n periods. This view assumes that all
the data points are equal importance.

e Model 2: Ignore the fault counts from the first through the s-1 periods. This view
assumes that early failure intervals contribute little in predicting future behavior.

e Model 3: Use the cumulative fault counts from the intervals 1 to s-1 as the first data

interval and the individual intervals for periods s through n.

Main assumptions are [7]:

e The cumulative number of failures by time t, M(t), follows a Poisson process with
mean value function p(t), where lim.s. pu(t) = o/p< oo for o, >0

e The failure intensity function is assumed to be an exponentially decreasing function
of time. Then the failure intensity function is taken to be of the form
M= oexp(-Bt)

e The number of faults detected in each of the respective intervals are independent.

2.5.7. S-Shaped Reliability Growth Model

The S-shaped (or delayed S-shaped) reliability growth model [18][19] is an example
of gamma distribution class model, where the per-fault failure distribution is gamma.
According to this model, mean value function u(t) is a characteristic S-shaped curve. The
main idea is; the software error detection process can be described as an S-shaped growth

curve to reflect the initial learning curve at the beginning, as test team members become
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familiar with the software, followed by growth and then leveling off as the residual faults

become more difficult to uncover [7].

Model assumptions are:

e M(t), cumulative number of failures, follows a Poisson process with the mean value
function is of the form u(t)= a[1-(1+Bt)exp(-pt)] for a,p >0

¢ The time between failures of the (i-1)st and ith depends on the time to failure of the
(i-1)st

e Failures are removed instantaneously without introducing new faults to the

software.

2.5.8. Littlewood-Verrall Reliability

This model views reliability growth and prediction in a Bayesian framework. The
previous models allow change in the reliability only when an error occurs. A Bayesian
model takes a subjective viewpoint in that if no failure occurs while the software is being
observed then the reliability should increase, reflecting the growing confidence in the
software by the user. The reliability is therefore a reflection of both the number of faults
that have been detected and the amount of failure-free operation [7]. Also Littlewood-
Verrall model tries to account for fault generation in the fault correction process by
allowing for the probability that the software program could become less reliable than

before.

Main assumptions are [7]:

e Successive execution times between failures, that is, Xj, i=1,...,n, are assumed to be
independent exponential random variables with parameter &; , i=1,...,n.

e The &s form a sequence of independent random variables, each with a gamma
distribution of parameters & and W(i) where the function W(i) describes the quality

of the programmer and the difficulty of the task.
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Linear and quadratic forms for the W(i) function are suggested by the Littlewood and

Verrall, that is, ¥(i)= Bo + Bii and ()= Bo + B 12 respectively [7]. Then,

Minear(t) = (00 -1) / (Bo” + 2B1t(a-1)) ' (2.16)

Aquadraic() = (Vi / (€4v2) ).((t+ (€ + v = (1= + v (2.17)
where vi= (o -1) " (18B1) ' and v = 4Bo*/ (9 (o -1) By,
2.5.9. Schick-Wolverton Model
This model makes the same assumptions as the Jelinski-Moranda model accept that
the hazard rate is assumed to be proportional to the number of faults remaining as well as

the time elapsed since last failure. Figure 2.6 illustrates the typical behavior of the hazard

rate function over time. Then the hazard rate is defined as [15];

z(til ti1) = ¢ [up-Gi-1)] t; (2.18)

N

t

Figure 2.6. A typical hazard rate for Schick-Wolverton model

2.5.10. Generalized Poisson Model

This model can be considered to be analogous in form of to both the Jelinski-

Moranda and Schick-Wolverton Models but taken within the error count framework [15].

Main assumptions are;
e The expected number of errors occurring in any interval is proportional to the error
content at the time of testing and to some function of the amount of time spent in

error testing.
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e The errors are corrected at the ends of the testing intervals without introduction of
new errors into the program. This model assumes, error corrections made at the end
of the testing intervals. However, errors discovered in one testing interval can be

corrected in another interval.

Expected number of errors, fj, in the i’th interval is given as;

E{fi} = ¢ [N -Mi1] gi(x1,X2,...,X) (2.19)

where 0 is the proportionality constant, N is the initial number of errors, M; is the
number of errors corrected in the interval i, and g; is some function of the amount of testing

time spent previously and currently.

In 2.5 we have presented some reliability models that are commonly introduced in the
literature. In the next section, we’ll discuss some of the methods for the parameter

estimations of the reliability models.

2.6. Estimation Of Parameters

Parameter estimation is a statistical method of estimating model parameters based on
failure times or number of failures per time interval. Two common parameter estimation
methods will be covered in this part. These methods are: Least Squares Estimation (LS)
and Maximum Likelihood (ML) estimation. LS usually requires less computation time to
estimate parameters, and always find a parameter estimation. However, sometimes LS
parameter estimates are meaningless. ML takes more computation time than LS. However,
ML parameter estimates are always meaningful if they are produced. Therefore, it is

advisable to use ML first; if it couldn’t produce estimates then to use LS.

2.6.1. Least Square Estimation (LS)

In LS it is assumed that a linear law relates to variables, the independent variable x

and the dependent variable y [7]:
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y=ax+b (2.20)

The true data relating y and x are of n pairs of points: (x1,y1), (X2,¥2), ..., (Xn,Yn). The
error between the true value of the dependent variable and the best fit of a linear function

[7]1is
error; = y; — (ax; +b) 2.21)

The sum of the squared errors (SSE) is given by the below equation and least squares

estimation method tries to minimizing this equation:

n n

SSE =Y. (error;)* =Y, (yi — ax; - b)’ (2.22)
i=1 i=1

The best estimates of a and b are the values of a and b that minimize the sum of the
squared errors, which is calculated by dSSE / da = 0 and dSSE / db = 0. Solving the

resulting values of a and b results in;
a=3"(yi— )i —x) / Xei(xi - x)? (2.23)
b=y-ax (2.24)

where x” = (1 /n) X"z x;and y = (1 / n) X"i=; yi and the symbols 4 and b stand for

the least-squares estimates of a and b, respectively.
2.6.2. Maximum-Likelihood Estimation (ML)
Suppose that f (x; ) =f (x4, ..., Xp; ) denotes the joint probability mass function of

the random variables (r.v.) when they are discrete, and their joint probability distribution

when they are continuous [20]. Then let,

LY =1fx; H=Ff(x1,, .., Xp; D (2.25)
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Now L(#9, also called the likelihood function, represents the likelihood that the

values Xy, . . . , X, will be observed when #}is the true value of the parameter [20]. Let
L = s(Xy, . . ., Xp) maximizes the function L(2); that is,
L(duL) = max L() (2.26)

Then the maximum-likelihood estimator of ¢}is ®yy, where,

Om =s(X1, ..., x,) (2.27)

and i is the maximum-likelihood estimate of #%. Since L(#) is a product of either
pmf s or pdf s, it will always be positive. Thus InL(#» can always be defined, and in
determining the maximizing value of ¥, it is often useful to use the fact that L(#) and
InL(?) have their maximum at the same value of ¢ [20]. Therefore, one can also obtain

Omr, by maximizing InL(2).

2.7. Prediction Analysis and Recalibration Techniques

We have discussed some important Software Reliability Models, which are
introduced in the literature. Although there are too many models that are defined in the
literature, no single model can be recommended to a potential user. In fact, the accuracy of

the reliability measures arising from the models tends to vary quite dramatically [7].

Since we cannot rely on a single model, we must have some procedures to compare
the models and choose which one is superior to others. In this part, we will discuss such

important procedures.

2.7.1. Probability Density Function

There are two types of software reliability models. First one predicts time between

failures, called Time Between Failures models, and second one predicts the number of

failures that will be found in future test intervals, called Failure Counts models. First type
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models can be expressed as a probability density function, f;(t), whose parameters are
estimated based on the values of previously observed times between failures ti, ta, ..., ti.g
[21]. This probability density function is used to predict the time of the next failure.
Assume that we've observed i-1 times between failures from the beginning of the tests, and
we want to predict the time between failure i-1 and failure i, which will be represented by

the random variable t. The expected value of t is given by:
Elul =/ 11 (1)ds (2.28)

For Failure Counts models probability density function f;( t) is also defined, in which

the parameters of f,-~( t) are computed based on the failure counts in the previous (i-1) test
intervals. Assume that we've observed failure counts in test intervals fj, f3,..., fi, and we
want to predict what the number of failures will be in interval i+1. Representing this
quantity by the random variable x, we'll get our prediction by finding the expected value of

X [21]:

E[x] = /0 x f; (x)dx (2.29)

2.7.2. Prequential Likelihood Ratio

Prequential Likelihood is a measure that can tell you how much more appropriate one
model is than another and it can be used to discredit one model in favor of another for a
particular set of failure data [21]. It is defined as following: assume that we have observed j
failures, that is ty, t5,..., tj, for predictions of Tj.i, Tjs2..., Tjn, the Prequential Likelihood
is [22]

j+n
PLG.O =TT (t) (2.30)

i=j+1

A comparison of two models, A and B, may be made by forming the Prequential
Likelihood ratio PLRn = PLnA/ PLnB. The value of the PLRn should be larger than 1 if the

predictions of the A is better than B.
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Figure 2.7 explains the Prequential Likelihood ratio approach in an informal way [7].
A and B are two models and make predictions at stage j. The true distribution of next time
to failure, Tj, is displayed together with the estimates coming from models A and B. As can

be observed from the figure, A is better than B.

}? 10 ) i1y

by,

i paei 1

Figure 2.7. True predictive pdf, fi(t) and estimates of this pdf f~jA (tj) and f~jB ().

2.7.3. The u-plot

The u-plot method, described in this section, is based on a generalization of the
simple median check and detects systematic objective differences between predicted and
observed failure behavior [7]. It is used to determine whether the predictions, F; (t) are on

average close to the true distributions, Fj(t). Then,
u; = Fi (t) (2.31)

where t; is the later-observed realization of the random variable T;. Thus, u; is the
probability integral transform of the observation using the predictive distribution function.
If the sequence of predictions {Fi ( #; )} is good, it is easy to see that the sequence {u;}
should look like a random sample from a U(0 ,1) distribution [22]. The u-plot is drawn
according to the following rules and can be used to determine any departure from the

uniformity:
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1. Sort the u; in ascending order.

2. Suppose that there are n values of u;. The cdf of the u; is a step function that
increases by 1/(n+1) for every u;. This means that the cdf for the smallest u; has a
value of 1/(n+1), the cdf for the next smallest u; is 2/(n+1), and so forth until the

largest u; is reached. The cdf for the largest u; is n/(n+1).

If the{u;} sequence were truly uniform, this plot should be close to the line of unit
slope. Any serious departure of the plot from this line is indicative of non-uniformity, and

thus of a certain type of inaccuracy in the predictions [7].
2.7.4. The y-plot

The u-plot can be use to find the bias from the reality. There are other departures
from reality, which cannot be detected by u-plot. For example, a data set can have an
optimistic early predictions and pessimistic predictions in later predictions. These
deviations can be averaged out in the u-plot since the temporal ordering of the u;‘s

disappears [7]. Therefore, it is necessary to examine the u;‘s for trend.

Let U, of u; be a set. Then, to produce a u-plot, create a new set, U', which contains
the values of u; sorted in ascending order. If the largest values of u; were at the start of the
set U, they would be moved to the end of the set U'. Since the positions of u; can change
when creating U', information relating to the way model bias changes with time can be
lost. To preserve the temporal information lost in producing the bias plot, we have to
perform two additional transformations after producing the random variable u; [21]. The

transformation sequence is:
xi = -In(1-u;) and y; = X'y Xj 1 X "1 X] (2.32)
where n is the total number of failures observed. Like the u-plot, the cumulative

distribution function of the y; is then drawn and called y-plot. The y-plot exposes temporal

trends in the u,, if exists.
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2.7.5. Goodness Of Fit Tests
Goodness of fit tests are used to test how well a statistical model fits a set of

observations. In this section we will discuss two common goodness of fit tests,

Kolmogorov-Smirnov and Chi-square goodness of fit tests.

2.7.5.1. Kolmogorov-Smirnov Goodness-of-Fit Test:

The Kolmogorov-Smirnov test [23] is used to test whether a sample data set comes
from a population with a specific distribution. It is based on the empirical cumulative
distribution function (ECDF) instead of the empirical probability density function. Given N
ordered data points Yi, Y2, ..., YN, the ECDF is defined as;

En-n@i)/N (2.33)

where n(i) is the number of points less than Yi and the Yi are ordered from smallest

to largest value. The Kolmogorov-Smirnov test is defined as:
D = max ( F(Y;) — (i-1)/N, i/N — F(Yi) ) (2.34)
where F is the theoretical cumulative distribution of the distribution being tested
which should be a continuous distribution. If the test statistic, D, is greater than the critical

value obtained from a table, where several variations exist in the literature, then the

hypothesis regarding the distributional form is rejected.

2.7.5.2 Chi-Square Goodness-of-Fit Test

The chi-square test is used to test whether a sample data set comes from a population
with a specific distribution. This test can also be applied to the discrete distributions,

whereas Kolmogorov-Smirnov can only be applied to the continuous distribution.
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Let’s assume X comes from the distribution F(x). Then let, p; = F(x;)-F(xi.;) where
i=1,..., k and p; is the probability that an instance fall into bucket i (that is the interval [x;.
1,Xi]). For a random sample of size n, X;, Xy, ...,X, we form a new random variable to

count the number of instances in each bucket [7]:

n
Yi=2 I ninsxjsniy 1=1,....k (2.35)
j=1
where
1 Xj-1<X<Xi
I xi-1ex<xi] =
0 other

Y has a joint multidimensional distribution, where the expected instances falling into

bucket i is np;. Furthermore, the sum of error squares divided by the expected numbers

k
A1 =2 (yi-np)* / np; (2.36)
j=1

is a measure of the closeness of the observed number of instances, yj, to the expected
number of instances, np;, in bucket i [7]. If qx; is small, then Hy is accepted. It can be
measured in terms of statistical significance if we treat qx.; as a particular value of the
random variable Qy.;. It can be shown that if n is large (np; > 1), the distribution of Q. is
approximately a chi-square distribution with k-1 degrees of freedom, Xz(k—l) [7]. If Ho is
true, we expect qgx.; to fall into an acceptable range of Qy.j, so that the event is likely to
occur. The boundary value, or critical value, of the acceptable range, Xza(k—l) is chosen

such that

P[Qx1 > X o(k-1)] = @ 2.37)
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where o is called the significance level of the test. Thus, we should reject Hy if

qk-1 > Xza(k—l) [7]. Generally, a is chosen to be either 0.05 or 0.1.

2.8. Software Reliability Model Selection Methods

Today there exists more then hundred software reliability models and more models
are being developed every year. But there does not exist any model that can be applied in
all cases. Worse than this, models that are good in general are not always the best choice
for a particular data set, and it is not possible to know in advance what model should be
used in any particular case [24]. Although there does not exist a guideline with high
confidence level that we can rely on selecting any particular model; there are some
methods proposed for reliability model selection. In the next parts, we will discuss some

software reliability model selection methods that are defined in the literature.

2.8.1. The Method of Software Reliability Growth Models Choice Using

Assumptions Matrix

In this method, Software Reliability Models’ assumptions are analyzed and a matrix
is constructed for these assumptions. Then, for choosing SRGM it is offered to use
assumptions matrix with taking into account the features of software engineering and

testing processes [25].

The software reliability growth model selection procedure, which is proposed in this

method, can be explained as following:

Analysis of software requirements and software engineering process.
Obtaining of the information about assumptions usable to the developed software.

SRGM choice using Assumptions Matrix (Table 2.1.).

b=

Determination of SRGM input parameters and analysis of their complexing

opportunities.

e

SRGM parameters fitting.

6. Calculation of software reliability measures and statistical analysis of obtained data.
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This model selection method relies on how much the assumptions of the reliability
models are met the reality. It is noted that various assumptions have different degrees of
community. Some assumptions may be applied to all SRGMs without exception; and
others are applicable to SRGMs of a certain type, category, group or only to individual
models. Besides, some basic models are totally defined by assumptions of higher layers
and the same assumptions may be used for detailing of different models at different layers.

Below, the assumptions are listed with division into four hierarchical layers: [25]

I. SRGM layer — assumptions refer to all SRGMs.

I.1. Software testing and reliability assessment is performed in actual operating
conditions.
1.2. Faults are removed immediately.
[.3. New faults are not brought in the process of debugging.
L.4. All faults are occurred independently from each other.
II. Classification scheme layer (Type/Category/ Distribution layer) — assumptions refer to

all SRGMs of certain types, categories, classes or families.

II.1. Category layer.

I1.1.1. The total number of the failures that can be experienced in infinite time is
finite (finite SRGM).

I1.1.2. The total number of the failures that can be experienced in infinite time is

Infinite (infinite SRGM).

I1.2. Type layer.

I1.2.1. Poisson SRGM layer.

I1.2.1.1.Cumulative number of the failures at a time interval, follows a
Poisson process.

I1.2.1.2.Current number of software faults is estimated by its possible value - o.

I1.2.1.3.Number of faults detected at a time interval is proportional to the current
number of undetected faults.

I1.2.2. Binomial SRGM layer.

I1.2.2.1.Probability of faults occurrence is equal .
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[1.2.2.2.The number of faults in software is estimated by its fixed number - N.

I1.3. Class/Family (Distribution) layer.
I1.3.1. The number of detected failures is exponentially distributed (Exponential

SRGM).

I1.3.2. The number of detected failures follows a Gamma or Weibull’s distribution

(Weibull & Gamma SRGM).

III. Group layer — assumptions refer to all SRGMs of separate groups of models.

III.1. Frequency (rate) of faults detection remains constant within the interval
between occurrence of faults (De-eutrophication SRGM).

III.2. SRGM NHPP group is completely determined by higher layer assumptions.

II1.3. Software is divided into several sections (classes) for each of them higher
layer assumptions are applied separately (Hyperexponential SRGM).

[I1.4. The time between two failures depends on the time before the first one (S-
shaped SRGM).

III.5. SRGM Weibull group is completely determined by higher layer assumptions.

II1.6. Frequency of faults occurrence forms a geometric progression (Geometric
SRGM).

IIL.7. Frequency of faults occurrence is subjected to logarithmic function

(Logarithmic SRGM).

IV. Model layer — assumptions refer only to individual models.

IV.1. De-eutrophication SRGM layer.
IV.1.1.Jelinski-Moranda SRGM is completely determined by higher layer

assumptions.

IV.1.2.The program size is not substantially changed while testing (Shooman

SRGM).

IV.2. NHPP SRGM layer.
IV.2.1.Goel-Okumoto SRGM is completely determined by higher layer
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assumptions.
IV.2.2.More late failures influence on software reliability more strongly
(Schneidewind).

IV.2.3.Software operation time is expressed as processor time units (Musa SRGM).

IV.3. Hyperexponential SRGM layer.
IV.3.1.Basic Hyperexponential SRGM is completely determined by higher layer
assumptions.

IV.3.2.Software is divided into two several sections. (Lapri SRGM).

IV.4. S-shaped SRGM layer.

IV.4.1.Basic S-shaped SRGM is completely determined by higher layer
assumptions.

IV.4.2.Software is divided into several sections (classes) for each of them higher
layer assumptions are applied separately. Similarly to the IIL.3.
(Hyperexponential S-shaped SRGM).

IV.4.3.Frequency of failures depends on the ratio of the number of detected failures
to their initial number in software (S-shaped Ohba SRGM).

IV.4.4.Frequency of failures depends on applied test efforts (S-shaped Test Effort
SRGM).

IV.5. Weibull SRGM layer.
IV.5.1.Shick-Wolverton SRGM is completely determined by higher layer
assumptions

IV.5.2.Duane SRGM is completely determined by higher layer assumptions.

IV.6. Geometric SRGM layer.

IV.6.1.1-st Moranda Geometric SRGM is completely determined by higher layer
assumptions

IV.6.2.Index of geometric progression is the ordinal number of test interval (2-nd

Moranda Geometric SRGM).

IV.6.3.Index of geometric progression is total number of faults detected before
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beginning of a current test interval (Lipow Geometric SRGM).

IV.7. Logarithmic SRGM layer.
IV.7.1.Musa-Okumoto SRGM is completely determined by higher layer

assumptions.

Systemization of SRGM assumptions makes the process of model choosing more
purposeful. The choice can be divided into preliminary (choice of a group of SRGMs) and
final stages (choice of single or several models for immediate study of software reliability).
Then the main task is correct choice of models subgroup. For preliminary choice of
models, one should successively test software for conformity to assumptions of two higher
layers. The choice problem is solved with the use of a binary search tree, its top nodes
corresponding to assumption layer, whereas branches correspond to alternative subset of
models at this layer. Then one or several SRGMs must be chosen to be used for reliability
evaluation. As the model groups contain a small number of SRGM, principally all of them

may be used for software reliability evaluation [25].

Table 2.1. Extended SRGM Database

Attributes

Catezory Finite Infinite
I'ype Binomial | Poisson Bino Poisson
-mial
Family/Class Exponential Weibull & Gamma Exponential
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11 12 (23|22 >35[37 32 [41[a>[435[44]57 [s2]61 6263 1
A-"-"““”T‘:"“-" 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1 L2 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
.3 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1.4 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1.1 .11 1 1 1 1 1 1 1 1 1 1 1 1
1.].2 1 1 1 1 1
| e | 1 1 1 1 1 1 1 1 1 1 1 1 1 1
212 1 1 1 1 1 1 1 1 1 1 1 1 1 1
n.2z1.3 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1n.z22.1 1 1 1
=22 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1
2 1 1 1 1 1 1
1 1
1 1 1
1 1
1 1 1 1
1 1
1 1 1
1
/ 1 1
1.2 1
/ 1 1
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2.8.2. An Empirical Method For Selecting Software Reliability Growth Models

This selection method applies SRGMs to weekly cumulative failure data to determine

how well the method predicts the expected total number of failures.

| collect defect data for week
and compute cumulatives

Is
ot enough testing
complete?

yes

Apply models

Estimate model parameters
(Run curve program)

Reject model

" pstimate < actual?

>
estimate stable? >

Compare stable models
method estimate = max (models”™ estimate)

Is
estimate — actual
<= threshold?

T

Y yes
Make release decision

Figure 2.8. Model selection flowchart
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Figure 2.8 shows the steps of the approach. The steps are described in more detail as

follows [26]:

1.

2.

3

Record the cumulative number of failures found in system test at the end of each
week.

Determine whether enough of the test plan has been executed to contemplate
stopping testing based on applying a model. This requires setting a threshold that
determines when to start applying the models to the defect data. It is advised that at

least 60 per cent of planned testing must be completed before applying the SRGMs.

. The curve fit program estimates a model’s parameters by attempting to fit the

model to the data.

. If a fit cannot be performed, a model is said to diverge. This situation occurs if the

model is not appropriate for the data or not enough data has been collected yet. If
this situation occurs after the threshold set for model application, then the model is
probably not appropriate for the data and should not be considered in future weeks.
If none of the models converges, then this method fails and some other approach

should be used to estimate quality or make release decisions. If a curve can be fit

2
to the data for a model, GOF is evaluated based on the R - value. The program also

returns the estimate for the expected number of total failures.

2
. Using the R -value as an indicator of GOF requires setting a threshold for the R-

value that is good enough for the model to be selected as acceptable. What is

considered a good fit is somewhat up to the user’s judgment. Writer chooses a

2
threshold of R = 0.95. This means that the R value will be over 0.90.

. The curve fit program provides an estimate for the parameter a, which is an

estimate for the expected number of total failures. If a model’s predictions for
expected number of total failures are lower than the actual number of failures
already found and have been consistently so in prior weeks, the model chosen is

inappropriate for the data and should not be used in future weeks.

. If no model has a stable prediction for the current week, that is within the stability

threshold defined additional testing effort is required. System test continues and

collects failure data for another week.

. If there is at least one stable model, then the method estimate is taken to be the
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maximum estimate of all stable models. System test determines whether additional
testing effort is required by comparing the method estimate to the actual number of
failures found. If the method estimate is much higher than the actual number of
failures found, additional testing effort may be considered for at least another
week. If the difference between the prediction and the actual number of failures
found is lower than the acceptability threshold, the decision to stop testing may be
considered. This acceptability threshold is set through subjective judgment.

9. System test should apply the models that were not eliminated in previous weeks at
the end of system test to estimate the number of remaining failures that could be
reported after release. The number of failures after release may be estimated by
subtracting the number of known failures in system test from the predicted total

number of failures.

2.8.3. An Approach for Software Reliability Model Selection

In this study, the software reliability models are classified as shown Figure 2.9 [27].
Using this classification, a software reliability model selection algorithm shown in Figure
2.10 [27] is proposed. The method identified nine criteria that can help in the process of
software reliability model selection, namely; Life Cycle Phase, Output Desired By The
User, Input Required By Model, Trend Exhibited by the Data, Validity Of Assumptions
According To the Data, Nature Of Project, Structure Of Project, Test Process,

Development Process.
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3. AN ALGORITHM FOR SOFTWARE RELIABILITY GROWTH
MODEL SELECTION

In this chapter, proposed algorithm is presented. The proposed algorithm takes
advantages of the algorithms, named “The Method Of Software Reliability Growth Models
Choice Using Assumptions Matrix” and “An Empirical Method For Selecting Software
Reliability Growth Models” which were discussed in 2.8.1 and 2.8.2.

“An Empirical Method For Selecting Software Reliability Growth Models” algorithm
provides guidelines on how to select among the SRGMs to decide on the best model to use
as failures are reported during the test phase [26]. The method applies various SRGMs
iteratively during system test. They are fitted to weekly cumulative failure data and used to
estimate the expected remaining number of failures in software after release. If the SRGMs

pass proposed criteria, they may then be used to make release decisions.

We found the approach of iteratively collecting data and evaluating the models
useful. However, we believe that it would be better to replace some parts of this algorithm
to improve the success of the algorithm. First of all, this model selects the initial set of
models intuitively. In [26] four common SRGMs are selected since they comply with a
range of assumptions. But intuitive model selection approach may not always select the
correct set of models and may cause best models to never be evaluated. Therefore, we
decided to use a more quantitative method to select initial set of models. Secondly, this
method decides to keep or discard the models according to results of the goodness of fit
tests. However, as discussed in [28], the goodness-of-fit test is not sensitive enough to
make fine distinctions among models. Therefore, we decided to change selecting the best
model approach. The aim of this method is to predict the number of remaining failures to
help release decision. But some times, estimation of next failure of time after the release,
for example to check whether the software is likely to survive a mission [29], is more
important than the number of remaining failures. This information could be obtained from
the Time Between Failures models. However, this method suggests using Failure Counts
models. For this reason, we also decided to supply both of the TBF and FC models to have

a more general algorithm. Lastly, we proposed a novel approach, which we called local
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threshold, to help release decision. Local threshold is used to ensure that the best model,
whose estimations will be used in release decision, is giving meaningful estimations

locally.

“The Method Of Software Reliability Growth Models Choice Using Assumptions
Matrix” algorithm offers to use assumptions matrix taking into account the features of
software engineering and testing processes [25]. Assumptions matrix, which is given in

Table 2.1, is a table in which rows correspond to various assumptions and columns to

SRGMs [25].

This method is useful if the time to select a reliability model is limited and the
reliability requirement is not so high. But to achieve a high reliability and find out a model,
which represents the test data best, assumptions matrix alone is not enough. Because
assumptions are often violated in practice [26]. Examples of common assumption
violations are: performing functional testing rather than testing an operational profile,
varying test effort due to holidays and vacations, imperfect repair and introduction of new
errors, calendar time instead of execution time, defect reports instead of failure reports,
partial or complete scrubbing of duplicate defect reports, and failure intervals that are not
independent of each other, etc [26]. Also it is not reasonable to use some of the
assumptions. For example, one cannot easily assume the number of failures in the system
is finite or infinite. Although it has some disadvantages, assumptions matrix could be used

in obtaining a model set by using only those valid assumptions for software under test.

By taking account into the above discussion, we’ve proposed a new Software
Reliability Growth Model Selection Algorithm. In section 3.1 the modified assumptions
matrix, which is used in the proposed algorithm, is discussed. In section 3.2, the proposed
software reliability model selection algorithm is presented. Lastly in section 3.3,

requirements to use the proposed algorithm is discussed.

3.1. Modified Assumptions Matrix

We use assumptions matrix [25] to choose initial set of reliability model/models.

However, before using the assumptions matrix we had to modify it since some of the
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models that are shown in Table 2.1 do not exist in the tool, CASRE that we are using in our
studies. Moreover, some of the models that the tool supports do not exist in Table 2.1.
Therefore, we rearrange the assumptions matrix to provide the models that the tool is

supporting. The modified assumptions matrix is shown in Table 3.1.

We have also added new assumptions to the assumptions matrix and modified the

models according to these new assumptions. New assumptions are listed below;

IV.2.2 Schneidewind Model Layer
IV.2.2.1 Combination of the first s-1 period is indicative of the failure rate process
during the later stages. This model requires a cutoff interval, s, to be determined.
(Schneidewind Cum 1st)
IV.2.2.1 Early time periods contribute little if anything in predicting future
behavior. This assumption may be used for example to eliminate a learning curve
effect by ignoring the first few time periods. This model requires a cutoff interval,

s, to be determined. (Schneidewind Last n)

IV.5.3 Error corrections are made at the end of the testing intervals. However, errors
discovered in one testing interval can be corrected in another interval. (Generalized

Poisson Model)

V. Failure Data Format Layer
V.1 Failure data format is time between failures (T.B.F.).

V.2 Failure data format is failure counts (F.C.) per test interval.

We use the assumptions matrix to select a set of reliability models, which are suitable
for the software under test. Then we find the best model with other methods discussed in
later parts. We recommend to software practitioners use only those assumptions that they
are certain about fitting their software. We believe that using all the assumptions, where
some are not suitable for the software under concern, should not result in a single model
selection. We show that using higher-level assumptions to select a set of models then
selecting the best model with proposed algorithm is better than using assumption matrix

alone.
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We use the power of the assumptions matrix in narrowing the reliability model set to

work with a small set of models. Without assumptions matrix approach one could decide to

work with all of the reliability models, which is definitely not feasible due to having more

than hundreds of models in the literature. Or one could be select the initial set of models

intuitively, as in the case of [26]. But intuitive selection may result in best models not to be

considered and never be tested.

Table 3.1. Modified Assumptions Matrix
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3.2. Proposed Algorithm

Proposed algorithm is mainly composed of five parts; choosing initial reliability

model set, deciding stopping thresholds, collecting failure data, ranking models and
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making release decision. These parts are described in the following sections. Then details

of the algorithm are presented step by step.

3.2.1. Choosing Initial Reliability Growth Model Set

The modified assumptions matrix approach is used for selecting initial software
reliability model set. Details of this approach are discussed in part 2.8.1 and 3.1. In this
step, our main goal is reducing the number of models, which will be used later in the
algorithm. Therefore we recommend using assumptions of layer I, II and III, or in other
words SRGM layer, Category layer and group layer, which are described in 2.8.1 unless

there is an obvious reason to use layer IV.

3.2.2. Deciding On the Thresholds Criteria

An important step in the software development is to decide when to stop testing. We
proposed two thresholds to help release decision. First one is the release threshold. With
this threshold one can conclude that reliability of the software under test is high enough for
deployment. Second threshold is called local threshold. Local threshold reflects the idea
that if most recently estimation is not satisfactory then one should not attempt to check the
release decision and continue collecting test data. In some situations, although the release
threshold is good enough, most recently estimation may be much different than the reality.
In case of F.C. data difference between the most recently estimation and actual failure
numbers can be too high. The difference may be due to several of reasons. For example,
test team might be changed, new code might be deployed, environment might be changed,
etc. Whatever the reason it may be good idea to continue testing until the model results are

good enough for both local and release thresholds.

3.2.3. Collecting failure data

Before applying the reliability models we have to collect failure data. The studies in
[30] and [31] indicates that the software reliability growth models typically do not become
stable until 60 per cent of testing is complete. These studies suggested us to complete 60

per cent of testing until to apply the reliability growth models. Note that, this is the
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minimum amount to wait. If there is no sensible way to stop testing before 90 per cent of
the test plan is complete (e.g. when new functionality is tested), one would usually wait

until that time before applying the models. [26]

3.2.4. Ranking Models

We applied the following procedure suggested in [28] to rank the models;
® Apply a goodness of fit test to determine if the model results fit the input data to a
specified significance level.
¢ If a number of models pass the fitness test:
o Choose the most appropriate model(s) based on the Prequential likelihood.
o In the event of a tie, use the model bias, then model bias trend to break the tie.
e If only one model provides a good fit to the data then choose that model.
¢ If no models provide a good fit to the data:
o Choose the most appropriate model(s) based on the Prequential likelihood.

o In the event of a tie, use the model bias, then model bias trend to break the tie.

3.2.5. Making Release Decision

In section 3.2 we have proposed two thresholds, namely local and release thresholds.
Before making the release decision, first we propose to check whether the local threshold is
satisfied. Thus we compare the previous week predictions with actual collected data. If the
difference between the first ranked models’ prediction and the actual is larger than the
local threshold, continue testing. Next we propose to check, whether the release threshold
is satisfied. To do this, we compare the first ranked models’ prediction and the actual
results. If the difference is lower than the release threshold, then release may be decided. If

the difference is higher than the threshold then the testing must continue.

3.2.6. Proposed Algorithm Details

Figure 3.1 shows the proposed software reliability selection algorithm. Below the

steps of the algorithm are presented.
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Figure 3.1. Proposed algorithm
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3.2.6.1. Determine Static Usable Assumptions. Analyze the test and development

environment. Then select the static usable assumptions, which are most suitable for the
software environment. Among all the assumptions, which are listed in part 2.8.1 and 3.1,
static assumptions are; I.1, 1.2, 1.3, 1.4, I.1.1, I1.1.2, 1IL.3, IV.2.2, IV.2.3, IV.3.2, IV4.2,
IV.5.3, V.l and V.2.

3.2.6.2. Determine Failure Data Format. Failure data can be in either Failure Counts (F.C)

or Time Between Failures (T.B.F.) format. In F.C data format, failure counts per test
intervals are recorded. F.C. software reliability models, give estimates on failure intensity;
failure counts per intervals and total number of failures in the software. In T.B.F. data,
times between successive failures are recorded. T.B.F. software reliability models, give

estimates on failure intensity and failure times.

3.2.6.3. Determine Local & Release Threshold. Local threshold will be used before

determining release threshold. The idea behind this threshold is, if the previous estimated
value for the current time (number of failures for F.C. data, next time of the failure for
T.B.F. data) is not satisfactory then do not test for the release threshold and continue with
testing. Release threshold will be used in stopping tests and making the release decision.
For F.C. data, this threshold may be the difference between the predicted and the actual
total number of failures found. For T.B.F. data, time to next failure after release may be

used. Note that, failure intensity objective may also be used both for F.C and T.B.F. data.

3.2.6.4. Collect Failure Data. Record the failure counts per test interval for F.C. data or

times between failures for T.B.F. data.

3.2.6.5. Is Enough Testing To Apply Models. Determine if the collected data is enough to

apply software reliability models. The studies in [30] and [31] indicates that the software
reliability growth models typically do not become stable until 60 per cent of testing is
complete. This is the minimum amount of time to collect data. If there is an obvious

reason, as mentioned in 3.2.3, one can continue collecting data before applying the models.
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3.2.6.6. Initial Model Selection Already Done?. Check whether the potential model

selection done before. If not; then continue with steps 3.2.6.7 and 3.2.6.8 else continue

with step 3.2.6.9.

3.2.6.7. Determine Dynamic Usable Assumptions. Analyze the collected data and select

the suitable dynamic assumptions. Among all the assumptions, which are listed in part
2.8.1, dynamic assumptions are; 11.2.1, 11.2.1.1, 11.2.1.2, 11.2.1.3, 11.2.2, 11.2.2.1, 11.2.2.2,
I1.3.1, 11.3.2, 1II.1, IIL.4, 1IL.6, I11.7, IV.1.2, IV.4.3, IV.4.4, 1V.6.2, IV.6.3. To determine
suitable dynamic assumptions, we’ve used a data analysis tool. We tried to fit the collected

data to a known distribution, such as Binomial or Poisson distribution.

3.2.6.8. Select Potential Models. By using the determined static and dynamic

assumptions, select the reliability growth model/models from the modified assumptions

matrix showed in Table 3.1.

3.2.6.9. Apply Models, Estimate Model Parameters. Estimate the model parameters and

evaluate the models on the test data. In this study, we use a CASE tool, which is discussed
in Appendix B, to determine model parameters and evaluate models. In the estimation of
model parameters, we use Maximum Likelihood method for T.B.F. data and Least Squares
method for F.C. data. Note that, one can use other methods such as regression methods
[26] in parameter estimation. We use the data collected between the beginning of the
testing and the time at which the potential model selection done to estimate model

parameters.

3.2.6.10. Do Models Converge. Continue to collect failure data unless at least one model

converges. Sometimes due to the collected data’s nature, model parameters cannot be
obtained and models diverge. If all the selected models are diverge then continue to collect
data. Note that, in order to use reliability growth models, test data must have a reliability
growth characteristic. That is, for T.B.F. data, on the average time between successive
failures should be increasing and for the F.C. data on the average failures per intervals
should be decreasing. If the test data does not exhibit reliability growth then possibly

models would not converged.
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3.2.6.11. Take Next Predictions. In this step, calculate the next step predictions of the

models. For F.C. data, this is the estimated number of failures in the next test interval. For

T.B.F. data this is the estimated time of the next failure.

3.2.6.12. Rank Models. Rank models as described in part 3.2.4.

3.2.6.13. Is F.C. Data. If the failure data is of F.C. format, then apply step 3.6.1.14 else

continue with step 3.6.1.15.

3.2.6.14. Is Estimate < Actual. Check whether the models’ estimate is lower then the

actual total failure. If any of the selected reliability models’ estimated number of the total
failures less than the actual; then model is underestimating the remaining number of
failures and give a false sense of security. Then we eliminate this model and continue with

other models.

3.2.6.15. Check Local Threshold. The estimation for the current failure/interval was

calculated in the previous step. Now, compare the first ranked models previous estimations
with actual collected data. For F.C. data, compare estimated number of failures with actual
failures found. Whereas, in T.B.F. data compare estimated time to next failure with the
actual time to failure. If the error is less than the local threshold then apply step 3.2.1.16

else continue testing.

3.2.6.16. Check Release Threshold. A release threshold was set at the beginning. Now

compare the first ranked models’ estimation and the actual collected data. For F.C. data,
compare the estimated total number of failures with the total number of failures discovered
so far. Whereas, in T.B.F. data check the estimated next time of failure after the release. If
the difference is lower than the release threshold, then release may be decided. If the

difference is higher than the threshold then the testing must continue.

3.2.6.17. Make Release Decision. At this step we know that both the local and release

thresholds are satisfied. With this information in hand, the release may be decided by the

test manager.
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3.3. Using The Proposed Algorithm

The proposed algorithm can be used in a wide range of software environments, which
have different reliability requirements. Reliability requirements could be estimating
number of remaining failures, time to next failure or achieving a specified failure intensity

level.

If the reliability objective is to estimate the number of the remaining failures, then
one can use the failure counts data format. Then next step prediction will give the
estimated number of failures in the next test interval. Difference between the estimated
number of failures and actual number of failures found in the current test interval will be
compared with the local threshold. If the local threshold is satisfied then release threshold
will be checked. If the first ranked models’ estimation on the number of remaining failures

1s less than the release threshold, then release can be decided.

If the reliability objective is to estimate the next failure time after the release, then
one can use time between failures data format. Then next step prediction will give the
estimated time of the next failure. Difference between the estimated time of the failure and
the actual recorded time will be compared with the local threshold. If the local threshold is
satisfied then release threshold will be checked. If the first ranked models estimation on the

next failure time after the release is higher than the release threshold, then can be decided.

In some cases, estimating the remaining number of failures and next time of failure
after the release may both be important. Also, achieving a specified failure intensity level
could be the reliability objective. In such cases, failure counts and time between failures
data formats could be used together. However, using both data formats will be resulted in
the synchronization problems, since F.C. models evaluated at the end of the intervals and
T.B.F. models evaluated after each failure occurrences. In order to overcome the
synchronization problems; F.C. and T.B.F. models may be evaluated in parallel at the end
of the intervals. For the T.B.F. case, error in the next step predictions could be found by
taking the average of the differences between the estimated next failures times and actual
times of the failures. So, for T.B.F. data local threshold would be compared with the

average error in the previous test interval. Then, both first ranked F.C. models’ estimate on
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the number of remaining failures and first ranked T.B.F. models’ estimate on the next
failure time must satisfy the respective reliability objectives. In the case, where the
reliability objective is to achieve a specified failure intensity level, again F.C. and T.B.F.
data could be used together. Then, average intensity of the first ranked F.C. model and first

ranked T.B.F. model could be used as the estimated failure intensity of the software.
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4. PERFORMANCE STUDY

In this chapter, test results of the proposed algorithm are presented. Proposed
algorithm is tested with various data sets, which were collected from different software
environments and publicly available. Both F.C. and T.B.F. data formats are used in the

tests.

In T.B.F. tests; results are presented in a table, whose first column is the failure
number and second column is the time passed from the last failure. Then for each
reliability model; rank of the model, estimated time of the next failure, difference between

the estimated times and the actual failure times are presented respectively.

In F.C. tests; results are given in a table, whose first column is the test interval,
second column is the number of failures found in that interval and third column is the
cumulative number of failures found by that interval. Then for each reliability model;
estimated total number of failures, rank of the model, estimated number of failures for the
next interval, difference between the estimated number of failures and the actual failures

found in the current interval are presented respectively.

As the proposed algorithm suggests, static and dynamic assumptions are used to
choose an initial set of software reliability models. In the determination of the static
assumptions, only those valid assumptions for software under test are used. To obtain
suitable dynamic assumptions, a data analysis tool is used to determine type of the data

sets, which have either Poisson or Binomial distribution.

Modified assumptions matrix in Table 3.1 is used to select initial set of reliability
models. In Schneidewind models, a detailed knowledge about the software is required to
determine the cutoff interval. Since we don’t have such detailed information on the public
data sets, Schneidewind models are not included in the tests although they exist in Table
3.1. Schneidewind models are finite failure category, Poisson type, Exponential class and
NHPP group models. Since the Goel-Okumoto model is also a finite failure category,

Poisson type, Exponential class and NHPP group model, it is used instead of the
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Schneidewind models. Also, in our tests Generalized Poisson and Schick-Wolverton
models give identical results. Since they exist in the same category, type, class and group

we included only one of them in the test results.

Kolmogorov-Smirnov GOF test is used for T.B.F. data, whereas Chi-Square GOF
test is used for F.C. data. The threshold for Kolmogorov-Smirnov test is set to five per
cent. In the Chi-Square test, significance level is set to five per cent and cell combination
frequency is set to five, where cell combination is the number of degrees of freedom minus
the number of parameters in the model. We’ve set the parameters of these tests
subjectively. In [26] the threshold for the GOF is set to 0.90 and it is accepted as a very
high confidence level. The thresholds for the GOF tests can be varied for different software

environments, and one can choose other values.

In the following section, the proposed algorithm is tested with a Real Time Command
& Control Application data set. Then, in section 4.2 it is tested with a Large Medical

Record System Data Set.

4.1. Real Time Command & Control Application

We have chosen a data set from a Real Time Command & Control application named
SYSI1 from [32]. The application has 21700 delivered object code instructions and 136
failures were recorded in the test phases. This data set is also used in [25] to test the
assumptions matrix approach discussed in 2.8.1. Same dataset is used, in order to compare

the results of proposed algorithm with the results of the assumptions matrix approach.

We have tested this data set with both F.C. and T.B.F. formats. The results are

presented in the following sections.

4.1.1. T.B.F. Test

According to [25], the below assumptions are valid for this data set.
e [.1,1.2,1.3 and .4 of the first layer assumptions.
e [I1.1,11.2.1.1, 11.2.1.2, 11.2.1.3 and I1.3.1 of the second layer assumptions.
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First four assumptions are general assumptions that are applicable to all of the
models. II.1.1 assumes that the total number of failures is finite. We believe that assuming
the number of failures in the system is whether finite or infinite, is not reasonable. So
we’ve decided not to use this assumption. Assumptions I1.2.1.1 through IIL.3.1 are
applicable for the Poisson type and Exponential class models. Besides those assumptions,
since the failure format is T.B.F. type, V.1 assumption is also valid for this data set.

Therefore, the assumptions that are valid for this data set are:

e [.1,1.2, 1.3 and 1.4 of the first layer assumptions.
e II.2.1.1,11.2.1.2, I1.2.1.3 and II.3.1 of the second layer assumptions.

® V.1 of the data format category.

Due to the above assumptions; Goel-Okumoto NHPP, Musa Basic, Geometric and
Musa-Okumoto models are chosen from Table 3.1 as the initial set of models. Since the
proposed algorithm suggests to apply models after 60 per cent of the testing completed, we

have applied the models after the failure number 110.

Table 4.1 shows the test results and indicates that for most of the failure numbers,
except for the failure number 112, ranking of the models are the same. Musa-Okumoto,
Geometric, Musa Basic and NHPP models are ranked in the given order from first to last.
From Table 4.1, it can be observed that Musa-Okumoto model underestimates time
between the successive failures three times at failure numbers; 123, 129 and 133. Whereas,
Geometric model underestimates time between the successive failures six times and Musa
Basic and Goel-Okumoto NHPP models five times. System test stopped after the failure
number 136. Musa-Okumoto model, first ranked model for the failure number 136,
predicts that the next failure will occur 5789 seconds later after the release. Whereas,
Geometric, Musa Basic and NHPP models predict as 2192, 4249 and 4591 seconds
respectively. We don’t know the exact time of the failure after the release but we know
from [32] that there were no failures 2526 seconds later after the release. Therefore the

second ranked model, which is Geometric model, is underestimated the next failure time.
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Table 4.1. Test results

Musa-Okumoto Geometric Musa B asic MHPP (TBE)
. Seconds
Failure Next Step Next Step Next Step Next Step
Number _I‘f‘m_ Rank Ngxl_ Sl_ep Pre(lictioln Rank Ngm_ St_ep Pre(lictieoin Rank Ngxl_ S‘l_ep Pre(liciioln Rank Ngx‘l_ Sl_ep Pre(lictioln
Failure Prediction Prediction Prediction Prediction

- Actual - Actual - Actual - Actual
111 729 1 3184 - 2 1354 - 3 1936 - 4 2033 -
112 1897 2 3365 1287 1 1409 -543 3 2109 39 4 2225 136
113 447 1 3329 2918 2 1407 962 3 2029 1662 4 2132 1778
114 386 1 3284 2943 2 1403 1021 3 1945 1643 4 2037 1746
115 446 1 3250 2838 2 1400 957 3 1877 1489 4 1859 1591
116 122 1 3169 328 2 13684 1278 3 1767 1755 4 1838 1837
117 9390 1 321 2179 2 1402 394 3 1787 77 4 1857 848
118 948 1 3246 2263 2 1417 454 3 17899 839 4 1091 909
118 10582 1 3298 2164 2 1437 335 3 1828 717 4 1899 9
120 22 1 3204 3276 2 1417 1415 3 1714 1806 4 1774 1877
121 75 1 3120 3129 2 1398 1342 3 1618 1639 4 1669 1699
122 482 1 3091 2638 2 1395 6 3 1577 1136 4 1624 1187
123 5509 1 3735 -2418 2 1576 -4114 3 2198 -3932 4 2298 -3885
124 100 1 3646 3635 2 1559 1476 3 2069 2098 4 2155 2199
125 10 1 3546 3636 2 1538 1548 3 1940 2059 4 2012 2145
126 1071 1 3588 2475 2 1556 467 3 1958 869 4 2031 941
127 371 1 3537 3217 2 1548 1185 3 1886 1587 4 1951 1660
128 790 1 3541 2747 2 1554 758 3 1870 1096 4 1832 1161
128 G150 1 4247 -2608 2 1748 -4596 3 2598 -4280 4 2728 -4218
130 3321 1 4581 926 2 1840 -1573 3 2966 723 4 3138 -583
131 1045 1 4607 3536 2 1856 795 3 2840 1921 4 3106 2094
132 548 1 4579 3959 2 1858 1208 3 2850 2292 4 3001 2458
133 5485 1 5198 -306 2 2018 -3627 3 3623 -2635 4 3878 -2484
134 1160 1 5231 4035 2 2038 EEE] 3 3588 2463 4 35832 2719
135 1864 1 5357 3367 2 2080 174 3 3688 1724 4 3942 1968
136 4116 1 5789 1241 2 2192 2036 3 4249 428 4 4591 -174

This data set was also used in [25], where Musa Basic model was selected from the
assumptions matrix. In our test, Musa Basic model is always ranked third after the Musa-
Okumoto and Geometric models. From Table 3.1, these three models are Poisson Type and
Exponential Class models. The difference is that, Musa Basic model assumes finite number
of failures whereas other two models assume infinite number of failures. We’ve
recommended to the practitioners not to use the assumption on the number of failures
unless there is an obvious reason. And the test shows that, not using the number of failures

assumptions resulted in more accurate predictions.

Figure 4.1 shows the plot of the cumulative failures of actual data and the first ranked
model, which is Musa-Okumoto model. Visual inspection indicates that, Musa-Okumoto
model fits the cumulative failures of actual data well, especially at the beginning and end

of the tests.
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Figure 4.1. Cumulative failures of actual data and Musa-Okumoto model
4.1.2. F.C. Test

In order to use this data set with the proposed algorithm for F.C. data, we have
grouped the data in 5000 seconds intervals, which resulted in 18 test intervals. Then, we
have applied the models after the interval 10 since the proposed algorithm suggests

applying models after 60 per cent of the testing completed.

We’ve identified the below assumptions as valid for this data set.

e [.1,1.2, 1.3 and 1.4 of the first layer assumptions.

e V.2 of the data format category.
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First four assumptions are general assumptions that are applicable to all of the
models. Assumption V.2 is applicable since the failure format is F.C type. We have
analyzed the data after the week 10 to determine whether it has Poisson or Binomial
distribution. But, we couldn’t fit the data to a Poisson or Binomial distribution. Therefore,
we have chosen all of the F.C. models from Table 3.1, namely; Goel-Okumoto NHPP,
Yamada S-Shaped and Schick-Wolverton models.

Table 4.2 shows the test results and points out that Schick-Wolverton model is
always ranked as the first model. NHPP model is ranked as second if it passes GOF test.
Yamada S-Shaped model never passes the GOF test so it doesn’t participated in the
ranking. In interval 11, Schick-Wolverton model predicts the total number of failures as
130, which is 11 per cent higher than the actual cumulative number of failures. Also it
predicts two failures in the next interval. In interval 12, Schick-Wolverton model predicts
total number of failures as 135, which is again 11 per cent higher than the actual. The error
in the interval failure estimation is -3. In interval 13 and 14, Schick-Wolverton model
predicts the total number of failures as 144 and 137, which are 13 per cent and 7 per cent
higher than the actual, respectively. The errors in the interval failure estimation are —4 in
the interval 13 and two in the interval 14. In interval 15, first ranked models’ error in the
failures per interval is zero and the predicted total number of failures is 138 which is six
per cent more than the actual. If the release threshold is higher than eight failures then
release decision can be made since the estimated number of remaining failures is eight. In
interval 17, Schick-Wolverton model predicts the total number of failures as 142, which is
again five per cent higher than the actual. The error in the interval failure estimation is —2.
In interval 18, first ranked models’ error in the failures per interval is zero and the
predicted total number of failures 142 which is 4 per cent higher than the actual. If the
release threshold is higher than six, then release decision can be made since the predicted

number of remaining failures is six.

Note that, in intervals 14,15,16 and 17, NHPP model could not be ranked since it
does not succeed on the GOF test. However, in interval 18 it passes the GOF test and
ranked second. If we were eliminating the models due to not converging or passing the
GOF test as in [26]; we would not be able to take the results of the eliminated models later.

But as shown in Table 4.2, NHPP model gives successful estimates. It predicts the number
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of failures per interval correctly in three out of seven intervals, which are intervals 15, 16
and 17. Also it predicts the total number of failures just one higher than the first ranked
model at release time. Therefore, these results are justified our decision that is based on not
eliminating the models, which do not converge or pass GOF tests in the early test intervals.

Because, these models might converge, or pass GOF tests later and might give successful

results.
Table 4.2. F.C. test results
Failure Schick-Wolverton Goel-Okumato NHPP Yamada S-Shaped
Test Tota Next Step Next Step Next Step
Per ] ) Next Step - ) Next Step . ) Next Step L
Interval Interva Failures | Estimate | Rank Prediction Prediction | Estimate |Rank Prediction Prediction || Estimate | Rank Prediction Prediction
- Actud - Actua - Actua
11 { ikt 130 1 ? - 132 ] 3 - 120 1 -
12 5 122 135 1 i -3 137 ] 3 -7 125 1 -4
13 b 128 144 1 2 -4 146 2 3 -3 ki 1 4
14 1 128 137 1 . . 140 - . 3 130 1 1
15 2 130 138 1 1 I 140 - 2 I 132 1 -1
16 2 132 139 1 1 -1 141 1 I 133 I -1
iti 3 13 1472 1 1 -2 143 - 1 -2 136 I -3
18 1 130 142 1 1 I 143 2 1 I 137 i -1

Figure 4.2 displays the cumulative failures plot of actual data and Schick-Wolverton

model.
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Figure 4.2. Cumulative failures of actual data and Schick-Wolverton model
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The next data set contains three release results of a large medical record system,

which consists of 188 software components. The failure data of the medical system is

shown in Table 4.3. Initially, the software was composed of 173 components and 15

components were added to the software after the three releases [26]. However, many of the

other components were modified in all three releases as a side effect of the added

functionality.

Table 4.3. Failure data

Failures Per Intexval Total Failures
Test Interval |Release 1| Release 2 | Release 3| Release 1 | Release 2 | Release 3

1 28 20 9 8 20 ]
2 1 17 3 29 107 14
3 1] 19 7 29 126 21
4 1] 19 7 29 145 28
5 1] 26 23 20 171 53
f 2 17 3 37 128 56
7 26 1 2 63 129 ]
] 29 1 3 o2 190 a3
] 24 1] 7 11a 190 70
10 ] 1] 3 125 190 TA
11 14 2 1 139 192 Th
12 13 1] 0 152 192 Th
13 12 1] 1 1ad 192 77
14 1] 1] 1ad 192
15 11 1a5 203
la 3 1] 168 203
17 2 1 170 204
13 ] 176

| Post Release 31 245 a3

We have started to apply models after the interval 10 in Release 1 and 2 and after the

interval 7 in Release 3, since the proposed algorithm suggests applying models after 60 per

cent of the testing completed.

4.2.1. Release 1

We’ve identified the below assumptions as valid for this data set for F.C. data format.

e [.1,1.2, 1.3 and 1.4 of the first layer assumptions.
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e I1.2.1.1,11.2.1.2, I1.2.1.3 of the second layer assumptions.

e V.2 of the data format category.

First four assumptions are general assumptions that are applicable to all of the
models. Assumption V.2 is applicable since the failure format is F.C type. We have
analyzed the data after the week 10 to determine whether it has Poisson or Binomial
distribution. We found that, the data does not fit to the Binomial distribution and fits to the
Poisson distribution with A=6.3281. Therefore, assumptions I1.2.1.1, I[.2.1.2 and 11.2.1.3
are applicable for this data set. Figure 4.3 shows the Cumulative distribution of the actual

data and estimated Poisson distribution.
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Figure 4.3. Cumulative distribution of the actual data and estimated Poisson distribution
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Due to above assumptions; Goel-Okumoto and Yamada S-Shaped models are
applicable according to Table 3.1. We have also included the Generalized Poison model,

which is a Binomial type model, to test the validity of our assumptions.

Table 4.4 presents the results of Releasel test. In this release, Yamada S-Shaped
model is always ranked as the first model. Generalized Poisson and Goel-Okumoto models
are started to give estimations in week 14 and 15 respectively. However, they couldn’t
succeed on calculating the Prequential likelihood function and couldn’t be take part in
ranking. In week 11, Yamada S-Shaped model predicts 14 failures as the next week
prediction and total number of failures as 329. The estimated number of total failures is
140 per cent more than the actual number, which is 139. Due to this huge difference it
might be reasonable to continue testing. In week 14, Yamada S-Shaped model predicts the
number of failures for the next week as 8 and total number of failures as 235. Note that for
this week, the difference between the actual weekly failures and estimated weekly failure is
12. Since the model estimation on weekly failure number is not reasonable, it might be
convenient to continue testing. In the following weeks for the Yamada S-Shaped model,
differences in the weekly failure numbers are 7, 3, 3 and predicted numbers of remaining
failures are 44, 32 and 24. This clearly showed a reliability growth as the system test
continued. In week 18 first ranked models’ error in weekly failures is only —2, which
shows the first ranked model gives reasonable local estimations. However, first ranked
models’ estimation on the total number of failures is 199, which was 13 per cent higher
than the actual number. Since the algorithm suggests that both local and release thresholds
have to be satisfied, it might be reasonable to continue testing. Despite the big difference
between the estimated total number of failures and the actual failures found, tests were

stopped after week 18.

Table 4.4. Release 1

Generalized Poisson G oel-Okumoto NHPP Yamada S-Shaped
Test |Weekly| Total Actual - Actual - Actual -
Week | Failure | Failures |Estimate | Rank ;‘;’;icsttiﬁ':' Next Step || Estimate | Rank gr‘:’;ig‘im Next Step || Estimate | Rank gr‘:’;ig‘i?;' Next Step
Prediction Prediction Prediction
11 14 139 - - - - - - - - 329 1 14
12 13 152 - - - - - - - - 313 1 13 1
13 12 164 - - - - - - - - 303 1 12 1
14 0 164 1054 11 - - - 23 1 [ 12
5 1 65 392 3 10 911 10 209 5] 7
b 3 [] 308 7 5 460 8 7 200 5 3
7 2 70 264 5 5 334 7 5] 194 4 3
15 [5 176 265 5 -1 325 5 1 199 1 3 -2
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Figure 4.4 displays the cumulative failure plot of actual data and Yamada S-Shaped
model. Because visual inspection of the cumulative failure curve in Release 1 indicated
that it was more S-shaped than concave [26], it was expected the S-shaped models perform
better. The proposed algorithm selected the Yamada S-Shaped model as the best model,
which verified the visual inspection also. Moreover, we have expected that Generalized
Poisson model, should behave worse that other models since it is a Binomial type model.
The results justified our assumption and Generalized Poisson didn’t converge in first

couple of weeks and still could not be included in ranking because other ranking criteria

are not satisfied.
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Figure 4.4. Cumulative failures of Release 1 data and Yamada S-Shaped model
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From Table 4.3, we can see that total number of failures found in the post-release is
231, which is more than the predicted number, 199. This means, Yamada S-Shaped model
has underestimated the total number of failures. However, note that in the release week,
prediction of the Yamada S-Shaped model was 13 per cent higher than the actual found
failures number, which was 176. Due to this excessive difference between the predicted
and the actual number of failures, testing should probably be continued. According to [26],
this opinion is supported by one of the testers who believed that too many defects were

found after release 1.

4.2.2. Release 2

We’ve identified the below assumptions as valid for this data set for F.C. data format.

e [.1,1.2, 1.3 and 1.4 of the first layer assumptions.
e [1.2.1.1,11.2.1.2, I1.2.1.3 of the second layer assumptions.

e V.2 of the data format category.

First four assumptions are general assumptions that are applicable to all of the
models. Assumption V.2 is applicable since the failure format is F.C type. We have
analyzed the data after the week 10 to determine whether it has Poisson or Binomial
distribution. We found that, the data does not fit to a Binomial distribution and fits to the
Poisson distribution with A=2.724. Therefore, assumptions I1.2.1.1, I1.2.1.2 and 11.2.1.3 are
applicable for this data set. Figure 4.5 shows the Cumulative distribution of the actual data

and estimated Poisson distribution.
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Figure 4.5. Cumulative distribution of the actual data and estimated Poisson distribution

Due to above assumptions; Goel-Okumoto and Yamada S-Shaped models are
applicable according to Table 3.1. We have also included the Generalized Poisson model,

which is a Binomial type model, to test the validity of our assumptions.

Table 4.5 displays the results of the Release 2 tests. In week 11, Generalized Poisson
model is ranked as first. This model predicts the number of remaining failures and the
number of failures for the next week as zero. But, after the week 11 this model does not
converge again. Between the weeks 12 and 14 Yamada S-Shaped model is ranked as first
and NHPP model ranked as second. In these test weeks, no actual failures were recorded.
Also, model estimations on weekly number of failures are reasonable. After the week 14,
NHPP model is always ranked first and Yamada S-Shaped model is ranked second. In
week 15, errors in weekly failure estimations are —11 for both models. So it is not a good
idea to stop testing in week 15 since the local threshold might not be satisfied. Release
decision is given in week 17. At that time, first ranked model predicts the number of

remaining failures as just 1 and the error in the weekly failures is 1.
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Table 4.5. Release 2

Generalized Poisson Goel-Okumoto NHPP Yamada S-Shaped

Test | Weekly | Total Next Step Next Step Next Step

Week | Failure | Falures | Estimate | Rank ;‘ faxt_St_ep Prediction || Estimate | Rank me. St_ep Prediction || Estimate | Rank N?H. St_ep Prediction
rediction Prediction Prediction
Actua Actual Actua

11 1] 192 1592 1 0 - 1593 2 1 - 1592 3 1] -

12 1] 192 - - - - 192 2 1] 1 192 1 1] 1]

13 1] 192 - - - - 1592 2 1] 1] 1592 1 1] 1]

14 0 192 - - - - 152 2 0 0 152 1 0 0

15 1 203 - - - - 204 1 1] -11 203 2 1] -11

16 0 203 - - - - 204 1 0 0 203 2 0 0

17 1 204 - - - - 205 1 ] -1 204 2 ] -1

Figure 4.6 displays the cumulative failure plot of actual data and Goel-Okumoto
(NHPP intervals) model. Because visual inspection of the cumulative failure curve in
Release 1 indicated that it was more concave than S-Shaped [26], it was expected the Goel-
Okumoto model to perform better. Proposed algorithm selected the Goel-Okumoto model
as the best model, which verified the visual inspection also. Also, we have expected that
Generalized Poisson model, should behave worse than other models since it is a Binomial
type model. The results are justified our assumption and Generalized Poisson didn’t

converge after the week 11.

From Table 4.3, total number of failures found in the post-release is 245, which is
more than the predicted number, 205. This means, Goel-Okumoto NHPP model is
underestimated the total number of failures and failed to give accurate predictions.
However, if we inspect the Table 4.5, we can easily conclude that first ranked model gives
successful weekly predictions. Also note that, between the weeks 11 and 17, only 12
failures were found, where 11 of them were found week 15. Number of failures found in
week 15 and after the release suggested that software testing might be influenced from
something. This might be a change in testing environment, a change in test team members

or developed code might be changed substantially.
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Figure 4.6. Cumulative failures of Release 2 data and NHPP model

4.2.3. Release 3

We’ve identified the below assumptions as valid for this data set for F.C. data format.

e [.1,1.2, 1.3 and 1.4 of the first layer assumptions.
e [1.2.1.1,11.2.1.2, I1.2.1.3 of the second layer assumptions.

e V.2 of the data format category.
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First four assumptions are general assumptions that are applicable to all of the
models. Assumption V.2 is applicable since the failure format is F.C type. We have
analyzed the data after the week 10 to determine whether it has Poisson or Binomial
distribution. We found that, the test data fit to the Binomial distribution with n=13 and
p=0,27931. Also the test data fit to the Poisson distribution with A=3.87930. We have
identified that Poisson distribution fits the data better by using Kolmogrov-Smirnov
goodness of fit test. Therefore, assumptions 11.2.1.1, 11.2.1.2 and I1.2.1.3 are applicable for
this data set. Figure 4.7 and 4.8 show the Cumulative distribution of the actual data and

estimated Poisson and Binomial distributions respectively.
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Figure 4.7. Cumulative distribution of the actual data and estimated Poisson distribution
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Cumulative Distribution

1
0,90000 /
0,50000
0,7 onnn
0,60000

—

X 0,s0000

[T,

0, 40nnn
0,30000
0, 20000

0,10000

o

1 2 3 4 S =] v
£

— Sample — Binomial

Figure 4.8. Cumulative distribution of the actual data and estimated Binomial distribution

Due to above assumptions; Goel-Okumoto and Yamada S-Shaped models are
applicable according to Table 3.1. We have also included the Generalized Poison model,

which is a Binomial type model, to test the validity of our assumptions.

Table 4.9 displays the results of the Release 3 tests. Yamada S-Shaped, Generalized
Poisson and NHPP models are ranked as first, second and third in all the test weeks,
respectively except the weeks 9 and 10. In week 9 and 10; NHPP, Generalized Poisson and
Yamada S-Shaped models are ranked in the given order. In week 8 Yamada S-Shaped
model predicts the number of failures for the next week as three and total number of
failures as 75. The estimated number of total failures is 18 per cent more than the actual
number, which is 63. In weeks 9 and 10 NHPP model predicts the total number of failures
as 201 and 174 respectively. The estimated numbers of total failures are 187 and 132 per
cent more than the actual numbers, which are 70 and 75. In weeks 11 and 12 Yamada S-
Shaped model predicts the total number of failures as 83 and 80 respectively. The
estimated numbers of total failures are 9 and 5 per cent more than the actual numbers,
which are both 76. Release decision is given in week 13. Weekly error in week 13 of the
first ranked model is zero, which clearly satisfies the local threshold. First ranked model,

which is Yamada S-Shaped model, predicts the number of remaining failures as just three.



Table 4.6. Release 3

63

Yamada S-Shaped Generalized Poisson Goel-Okumoto NHPP
Test |Weekly | Total Next Step Next Step Next Step
Week | Failure |Failures | Estimate | Rank g{i’:i;tieu‘:] Prediction ||Estimate |Rank F’,‘:::i;i‘:] Prediction | Estimate |Rank g‘rif:i;tii‘:] Prediction
- Actual - Actual -Actual
i 5 f3 75 1 3 - 93 2 4 - 174 3 i -
9 7 70 84 3 3 -4 17 2 4 -3 201 1 b -1
10 5 75 87 3 3 -2 122 2 4 -1 174 1 5 1
11 1 7h 83 1 2 2 101 2 3 3 121 3 4 4
12 i] 7h a0 1 1 2 ik 2 2 3 95 3 3 4
13 1 77 80 1 1 0 87 2 1 1 93 3 2 2

Figure 4.9 displays the cumulative failure plot of actual data and Yamada S-Shaped

model. Visual inspection of the cumulative failures curve shows that the selected model

fits to the actual data well. Also note that, from Table 4.3, we can see that total number of

failures found in the post-release is 83, which is slightly more than the predicted number.
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Figure 4.9. Cumulative failures of Release 3 data and Yamada S-Shaped model
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S. CONCLUSION

Although there have been more than hundred models proposed in the literature, there
does not exist a software reliability model that can be used in all software environments.
Also, a reliable guideline does not exist for the potential users to select the best model for
their environments. Therefore, there is a need for a software reliability model selection
algorithm that can be used in all environments. Moreover, the required selection algorithm
might be used not only by the software reliability professionals but also software

practitioners who have not detailed technical background on software reliability theory.

In this study, we have proposed an algorithm for software reliability growth model
selection, which is easily applicable. The proposed algorithm takes advantages of the
algorithms, namely “The Method Of Software Reliability Growth Models Choice Using
Assumptions Matrix” [25] and “An Empirical Method For Selecting Software Reliability
Growth Models” [26]. We have eliminated the weaknesses of these methods and combined
the strengths of these algorithms to introduce a new, but powerful algorithm. We have also
added some novel approaches in the proposed algorithm. The proposed algorithm is tested

with publicly available data sets, which were also used in [25] and [26].

Software environments may have different reliability objectives, such as estimating
number of remaining failures, achieving a specified failure intensity level or estimating
time to next failure. The method proposed in [25] does not discuss how this method could
be used to achieve a reliability objective, where the method discussed in [26] proposes to
use the number of remaining failures for determining the release decision. In the proposed
algorithm we’ve supported all of the three software reliability objectives discussed above

to have a more general algorithm.

The objective of estimating the number of remaining failures can be obtained from
the Failure Counts models and the objective of the estimating the next failure times can be
obtained from Time Between Failures models. If the reliability objective is to estimate the
next failure time after the release then one can use the proposed algorithm with time

between failures data, whereas if the reliability objective is to estimate number of
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remaining failures then one can use the proposed algorithm with failure counts data. In the
case of achieving a specified failure intensity level for the reliability objective, the

proposed algorithm can be used either or both with T.B.F. and F.C. data.

Tests demonstrated that the proposed algorithm is more successful on selecting the
best model than using the assumptions matrix alone, which is proposed in [25]. Also, tests
showed that it is not reasonable to use some of the assumptions. For example, one cannot
easily assume the number of failures in the system is finite or infinite. Therefore, we
recommend to the practitioners to use only those assumptions, which can be shown as
valid. We’ve categorized the assumptions as static and dynamic assumptions. Static
assumptions can be decided before the tests, whereas dynamic assumptions can be decided
after collecting and analyzing some part of the failure data. We showed that the dynamic
assumptions resulted in more accurate software reliability models selections than the model
proposed in [25]. Assumptions matrix method alone is useful if the reliability model
selection time is limited, software statistical failure information is poor and the reliability
objective is not so high. But to achieve a high reliability and find out a model, which fits to

the test data best, the proposed algorithm should be considered.

The initial set of reliability models is selected intuitively in [26]. However, intuitive
model selection approach may not always select the correct set of models and may cause
best models not to be evaluated. Therefore, we’ve proposed a more quantitative method to
select initial set of models by using the assumptions matrix. We’ve tested the proposed
algorithm with same data sets used in [26] to compare the results of the algorithms.
Although, we’ve expected that the proposed algorithm would produce better estimations,
we observed that both algorithms’ made close predictions. In the tests, we’ve used a CASE
tool, named CASRE, which includes a few but widely known models for parameter
estimation and model evaluation. The method discussed in [26] has also used same widely
known models, which is the reason for close predictions. We found out that, testing the
proposed algorithm in CASRE limits the prediction performance of the proposed model.
We believe that starting with a large number of models would be resulted in better
estimations. Therefore as a future work, we aimed to extend the assumptions matrix and
develop a new Software Reliability Tool, which includes all the models in the extended

assumptions matrix, in order to improve the proposed algorithm selection performance.
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The method proposed in [26] decides to keep or discard the models according to
results of the GOF tests. Then from the remaining models it selects the most pessimistic
one, which predicts the maximum number of remaining failures. However, as discussed in
[28], the GOF test is not sensitive enough to make fine distinctions among models.
Therefore, we’ve changed the approach of selecting the best model and proposed the usage
of the ranking algorithm discussed in [28]. Also, the method proposed in [26] eliminates
the models in case they do not converge or pass the GOF tests. In our proposed algorithm
such models are not discarded immediately but kept and evaluated instead. Because, in our
tests we’ve observed that although some models may diverge or not pass GOF test in early
test intervals, they might converge or pass the GOF tests later and give successful

estimations.

Also, we propose a novel approach, which is called local threshold, to help the
release decision. Local threshold is used before applying the release threshold and ensures
that the best model gives meaningful local estimations. It suggests that, if the previously
estimated value (number of failures for F.C. data, next time of the failure for T.B.F. data)
for the current interval/instance is not satisfactory then one should not test for the release
threshold and continue testing. In some cases we found that, although the release threshold
is good enough, the most recent estimation is much different than the actual results. For
example in case of F.C. data, the difference between the estimated number of failures per
interval and actual failures in that interval can be too high. The difference may be due to
several reasons. For example, test team might be changed, new code might be deployed or
environment might be changed, etc. Whatever the reason is, it may be a good idea to
continue testing until the model results are satisfactory for both local and release
thresholds. Test results showed that checking the local threshold before the release

threshold helps to make more accurate release decisions.

For the end user, using the proposed algorithm helps to analyze, manage and improve
the reliability of the software products. With the correctly decided reliability objectives,
one can determine when the software is good enough to release and also minimizes the
risks of deploying the software with serious failures. Moreover, by using the proposed
algorithm one can avoid excessive testing time and release the product at the correct time

with the required reliability.



67

In conclusion, we have proposed an algorithm for software reliability growth model
selection, which takes advantages of the two software reliability model selection
algorithms, proposed in [25] and [26]. The main contributions of the proposed algorithm
are that, it eliminates the weaknesses and combines the strengths of those algorithms to
introduce a new, but powerful algorithm. Moreover, the proposed algorithm contains novel

approaches for software reliability model selection.
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APPENDIX A: RANDOM VARIABLES

A.1. Random Variables

Let S be a sample space for a random experiment. Then X(§) is a random variable,
which is a single-valued real function that assigns a real number called the value of X(&) to
each sample point § of S. Generally a single letter X is used in place of X() and r.v. is

used to denote the random variable. Informally, a random variable can be defined as a

quantity whose values are random and which has assigned probability distributions.

The domain of the r.v. X is the sample space S and the range of the r.v. X is the
collection of all numbers, that is values of X(&). Thus the range of X is a certain subset of

the set of all real numbers (Fig. A.1) [20].

Although more than one different sample points could give the same value of X(§),

no two different numbers in the range can be assigned to the same sample point.

-
o
Yy

Figure A.1. Random variable X as a function

Let X be ar.v. and x be a fixed real number, then the event (X = x) can be defined as

X =x)={&: X(€) =x) (A.D

Also, for fixed numbers x, x;and X,, the following events can be defined:
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X <x)={& X< x)
(X >x) = {& X(©) >x) (A.2)
(x1< X <xp) ={& x1 < X&) <x2)

These events, defined in A.2, have probabilities that are expressed by

P(X =x)=P(& X(§)=x}
P(X<x)=PE XE) < x) (A.3)
P(X >x) = P{&: X(§) > x)

P(x1 < X <x;) = P{&: x1 < X(§) < x7)

A.2. Distribution Functions

The distribution function, or cumulative distribution function (cdf), is a function

giving the probability that the random variable X is less than or equal to x. It is defined as;
Fi(x) =P( X <Xx) (A.4)
Fi(x) is an important function, since it is used in discovering lots of information

about the random experiments defined by the random variables. Properties of the

cumulative distribution function, Fy(x), are;

1.LOSFKX <1 (A.5)

2. Fx (Xl) < FX (Xz) if X1 £ X3 (A6)

3. lim Fx(x) = Fx(e0) = 1 (A.7)
X>o0

4. lim Fy(X) = Fx(-0) =0 (A.8)
XD-00

5. lim Fx(x) = Fx(a+) = Fy(a) at=lima+ € (A.9)

X> a+ 0<e >0
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A.3. Discrete Random Variables And Probability Mass Functions

Let X be a r.v. with cdf Fx(x). If Fx(x) changes values only in jumps (at most a
countable number of them) and is constant between jumps-that is, Fx(x) is a staircase
function then X is called a discrete random variable[20]. Alternatively, X is a discrete r.v.

only if its range contains a finite or countably infinite number of points [20].

A probability mass function (pmf) is a function, which gives the probability that a
random variable is exactly equal to some point. It is related with the cumulative

distribution function F,(x) as follows;

Let the points X, X2, . . be a sequence, which is finite or countably infinite, and

jumps of F,(x) occurs in this sequence. Then we have;

Fx(xi) - Fx(xi.1) = P(X £x) - P(X <xi.1) =P(X =X;) where x; <x;ifi<] (A.10)
Let px(X) = P(X =X) (A.11)

The function px(x) is called the probability mass function (pmf) of the discrete r.v. X.

Properties of the probability mass function are;

1.0<py(x) < 1 k=1.2,... (A.12)
2.px(x)=0 if x#x¢ k=12,... (A.13)
3.3 pex) = 1 (A.14)

k

The cdf Fx(x) of a discrete r.v. X is related with the pmf as following;

Fy(x) = P(X < X) =X px(xi) (A.15)

X <X
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A.4. Continuous Random Variables And Probability Density Functions

Let X be a r.v. with cdf Fx(x). If Fx(x) is continuous and also has a derivative
dFx(x)/dx which exists everywhere except at possibly a finite number of points and is
piecewise continuous, then X is called a continuous random variable[20]. Alternatively, X
is a continuous r.v. only if its range contains an interval (either finite or infinite) of real

numbers[20]. Thus, if X is a. continuous r.v., then

PX=x)=0 (A.16)

The function f(x) is called the probability density function (pdf) of the continuous

r.v. X and defined as;

fx(x) = dFX(x)/dx (A.17)

Properties of the probability density function are;

1. fx(x) = 0 (A.18)

2.1 f(x)dx =1 (A.19)
3. fx(x) is piecewise continuous.

b

4. Pla<X <b)=]fi(x)dx (A.20)

a

Cumulative distribution function, Fx(X), of a continuous r.v. X can be obtained from

the probability density function, fy(x), as following;

X

FX(x) = P(X < x) =] fx(€) dE (A.21)

-00
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If X is a continuous r.v., then from (A.16) we have;

Pa<X<b)=P@a<X<b)=Pa<X<b)=Pa<X<b)
b

=P(a< X <b) =[f(x) dx = Fx(b) - Fx(a) (A.22)

a

A.5. Mean, Moment and Variance

Mean is the expected value a random variable, which is also called the population

mean. It is denoted by [, or E(X) and defined by

2 XPy(xy) X: discrete
i =EX) = (A.23)

,[_ xfy(x)dx X: continuous

The nth moment of a r.v. X is defined by;

Zk X"kpx(XK) X: discrete

E(X") = (A.24)

f x"fx(x)dx X: continuous

The variance of a r.v. X is a measure indicating how its possible values are spread

around the expected value. It is denoted by o’ or Var(X), is defined by;
o’ = Var(X) = B{[X - EX)]*} (A.25)

2k (X - lle)2 Px(Xx) X: discrete
o’ = (A.26)

I_m Xk - ux)z f(x)dx X: continuous
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The standard deviation of a r.v. X, denoted by o;, is the positive square root of

Var(X). From (A.25), one can obtain the following relation:
Var(X) = E(X)* - [EX)]* (A.27)
A.6. Some Special Distributions
A.6.1. Binomial Distribution

A random variable is called a binomial random variable with parameters (n, p) if its

probability mass function is given by [20];

pa(k) = P(X=k) = () p'(Ip)™ (A.28)

where k =0,1,...,n and 0<p<l and ( k) =n!/ (k! (n-k)! ). Then the corresponding

cumulative distribution function of X is given as;
E=X () p"d-p™ n<x<n+l (A.29)
k=0

Figure A.2 and A.3 illustrate the examples of probability mass and cumulative distribution

functions, where n=6 and p = 0.6
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024
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Figure A.2. Probability mass function
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Figure A.3. Cumulative distribution function

A.6.2. Poisson Distribution

A random variable X is called a Poisson random variable with parameter A if its

probability mass function is given by [20];

ALk
px(k)=P(X=k)=e A /k! k=0,1, ...

The corresponding cumulative distribution function of X is given by;

(A.30)



75

Fx)=Y ¢ A7k n<x<n+l (A31)
k=0

Figure A4 and A.5 illustrates the examples of probability mass and cumulative

distribution functions, where A = 3

0.2z

0.z
015
016
0.14
naz

0.1
0.05
0.06
0.04
0.0z

Figure A.4. Probability mass function

(IR}
0.3
0.7
0&
0.3
0.4
0.3
0.z
1N

Figure A.5. Cumulative distribution function
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APPENDIX B: Computer Aided Software Reliability Estimation Tool

(CASRE)

CASRE is a case CASE tool for a systematic and automatic application of software

reliability modeling for real-world projects [33]. It is an extension SMERFS (Statistical

Modeling and Estimation of Reliability Functions for Software), and is designed to execute

both in a DOS Windows environment and a UNIX X-windows environment.

Figure B.1 [33] demonstrates the high level structure of CASRE. There are four

major functional areas;

e Data Modification: CASRE supports data modification, including; creating new

failure data files, modifying existing files, and performing global operations on files

such as editing, smoothing and data transformation.

e Failure Data Analysis: CASRE allow users to analyze the failure data set to see if

the data set exhibits reliability growth.

® Modeling And Measurement: CASRE allows users to execute single models or

multiple models and combine the results of the models. The following models are

implemented in the CASRE:

O

O

O

Geometric

Jelinski-Moranda
Littlewood-Verrall Linear
Littlewood-Verrall Quadratic
Musa Basic

Musa-Okumoto
Nonhomogenous Poisson(NHPP)
Generalized Poisson
Schnedewind: all
Schnedewind: Cumulative 1 st
Schnedewind: Last n
Schick-Wolverton

Yamada S-Shaped
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¢ Modeling/Measurement Results Display: Following forms are supported
graphically by the CASRE[33]:
o Interfailure times/failures frequencies, actual and estimated
o Cumulative failures, actual and estimated

o Reliability growth, actual and estimated

To screen, printer, or disk

T M
S‘ummaw
— |
Statislics Results
Bias {u
Treand [:.ri 1
Model
Failure Data Models Evaluation ety
{iMerailure imas, -
ailura Trequencies .‘. T L AIG(*}
' Contral -
ke e == === -
' !
R - M?de'. -
' Smoothing b . .|-md Combination
1
: Model
Data i Evaluations
$—™| Transtormation [T !
' 31 Plotting [
r-— Bl
! B-ia.?-tulj
: Trand [yi 1
i

Component modals,
welghting schemes

===

To screen, printer, or disk
Figure B.1. High level architecture of CASRE

Figure B.2 [21] shows a flowchart of a typical CASRE session. Typically, users will
select a set of failure data, choose how far into the future they want to predict reliability,
select and run models, look at model results, and determine which model is most
appropriate to the data [21]. Detailed explanations of the typical CASRE session can be
found in [21].



START

Start CASRE

Open a failure data

Are there failure

data files? (Section 4.2)

file {Section 4.3)

Failure data files created

Create failure datal
files (Section 4.1)

Print model results
(Section 4.11.2)

Print model rank
tables (Section

Display model
results (Section
4.9.1)

Analyze model
results; rank

411.2)

models (Section

OPTIONAL
Edit failure data filg
{Section 4 4)

OPTIONAL
Save changes to
failure data file
(Section 4.12.1)

]

Apply trend tesis
to data to see
whether data

exhibits reliability
growth (Section
4.6)

CASRE

configuration
(Section 4.13.4)

Figure B.2. Typical work session for CASRE
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(Section 4.5.1) configuration Remove external saved mode! level for goodness-
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filters (Section model combination| configuration Save model resultd
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