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SDCA: A SECURE AND PRIVACY PRESERVING
DATA RETRIEVAL ARCHITECTURE ON CLOUD COMPUTING

SUMMARY

In recent years,the interest to the cloud computing increases reasonably. The reason
of that, the cloud computing provides important advantages like dynamic allocation of
cloud resources. It can be accessed to the resources and their use can be increased or
decreased according to requirements. Besides various advantages of cloud computing,
privacy and security issue which are basically inherited from distributed system are yet
to be addressed.

Even in our daily use of WEB, we are all using browsers for searching. Although the
result for the searches will be appearing on the browser immediately, it is also logged
and tagged with some kind of identity such as username, or machine MAC id. That ties
the search keys and users or machines. The cloud can use the information and share
with the other company relative from the user’s requirements. Although the sharing is
look like advantage in terms of accessing the needs, this case creates a huge privacy
deficit. So that, the cloud should store the data as encrypted and protect the privacy of
the user. When it provides security and privacy, it should be able to make the system
efficient.

In the proposed architecture, the new servers (ranking server, private server, data
server, authentication server and encryption server) are added on the defined basic
cloud system. The new architecture uses the Fully Homomorphic Encryption for
making calculation process on the encrypted data, the AES symmetric encryption
to store the data. For providing the data index privacy, Term Frequency-Inverse
Document Frequency table and Query Term Frequency vector are normalized before
encryption. For anonymity, the system applies HEADA authentication protocol. With
the methods, the new system supplies the main security and privacy requirements.

The proposed technique is applied on using two different datasets. The results of
the simulation show that the proposed architecture provides security and privacy
requirements as well efficiency.
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SDCA: BULUT BILISIMDE GUVENLI VE MAHREMIYET KORUMALI
VERI GETIRME MIMARISI

OZET

Bilgi Teknolojilerinin gelismesi ile beraber daha fazla veri depolama ve daha hizli
islemler yapabilecek kaynak gereksinimleri artmistir. Bu ihtiyaci gidermek i¢in Bulut
Bilisim kavrami ortaya ¢ikmistir. Bulut bilisim kullanicilarina esnek bir yap1 i¢inde
teorik olarak sinirsiz depolama alani ve hesaplamalar yapmak i¢in yiiksek performanslh
kaynaklar sunar. Kullanic1 bu kaynaklar1 ve depolama alanini kullanacagi kadar
oder, kaynak ve hizmet kullaniminm kullanim siiresi i¢cinde artirabilir ya da azaltabilir.
Kullanici bulut kaynaklarina her yerden istedigi zaman erisebilir. Bu acidan bulut
bilisim kullanicilara ve gelistiricilere avantajli bir ortam saglar. Kullanim kolaylig
acisindan kullaniciya sistemin igleyisi, kaynak kullanimi gibi konularda bilgi verilmez.

Bulut bilisimin avantajlar1 yaninda dezavantajlar1 da mevcuttur. Sinirsiz kaynak
ve depolama alami kullanimi onemli giivenlik aciklarina yol agabilir. Ornegin;
kullanicinin verileri bulut hizmet saglayicilarinda depolanirken kullanici bu verilerin
nasil saklandi@i hakkinda bilgi sahibi degildir. Kullanicinin verileri depolanur,
cOziimlenir ve yorumlanabilir, kullanic1 bu siirecleri kontrol edemez. Bu durumda
kullanic1 sadece hizmet saglayici ile arasinda giiven iligkisi saglar. Bu iligki uygun
ve yeterli goriilse bile bir dagitik sistem olarak bulut verileri ataklara agiktir. Bu
nedenle hizmet saglayicisiyla giiven iligkisi kurulsa bile bulut bilisimde ciddi giivenlik
ve mahremiyet sorunlar1 olusabilir. Ornegin; giinliik hayatimizda sik¢a kullandigimiz
banka iglemleri, internet iizerinden yapti§imiz aligverigler, hasta bilgileri, arama
motorlarina yapilan aramalar vb. gibi islemler ile kullanicilarin hassas verileri
kolaylikla bulut bilisim tarafindan saklanabilir ve bu bilgiler iiciincii taraflar ile
paylasilabilir. Arama motorlarinda arattigimiz herhangi bir sorgu ile ilgili reklamlarin
cikmasi bu duruma Ornektir.

Bulut bilisimde bir¢ok giivenlik ve mahremiyet problemleri mevcuttur. Bu tezde
giivenlik, mahremiyet ve mahremiyet korumali veri ¢agirma problemine ¢oziim icin
calismalar yapilmistir.  Literatiirde bu problem ile ilgili yapilan bircok c¢alisma
mevcuttur. Bu calismalarda da goriilece8i gibi giivenligi saglamak i¢in yapilacak en
onemli adim veriler iizerinde sifreleme yapmaktir. Veri sahibi verilerini bulut hizmet
saglayicilarina gonderirken veriler sifrelenmeli, kullanicilar verilerini sorguladigi
zaman da istedigi verilere ulasabilmelidir. Kullanici bulut sunucular izerinde arama
yaparken kimligini gizli tutabilmeli, bulut iizerinde bir iz birakmamalidir. Bunun
yaninda, kullanicinin verilerine bagka bir kullanict (gercek kullanici ya da sahte
kullanici) erisim yapamamalidir. Bunlar bulut bilisimde giivenlik ve mahremiyet i¢in
gereken en temel durumlardir.

Literatiirde tanimlanan temel bulut bilisim mahremiyet korumali veri getirme
mimarisinde eleman olarak veri sahibi, kullanici ve bulut sunucu bulunur. Bulut
sunucu depolama, hesaplama, veri gonderme gibi islemleri sadece kendisi yapar bu da
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bulut sunucunun kullanici verilerinden ¢ok rahatlikla ¢ikarimlar yapmasini saglar. Ayni
zamanda bu sunucu diiriist ama merakli (honest but curious) olarak tanimlanmustir.
Bunun anlami bulut sunucusu sisteme zarar vermez, ancak veri toplayip cikarimlar
yapabilir.

Bu tezde temel mahremiyet korumali veri cagirma mimarisinde bulut sunucunun
yerine birbirleri ile bilgi aligverisi yapan yeni sunucular eklenmistir. Bunlar; arama
sunucusu, siralama sunucusu, 6zel sunucu, sifreleme sunucusu, kimlik dogrulama
sunucusu ve veri sunucusudur. Bu sunucularin her birinin ayri gorevi vardir. Yine
bu sunucular da diiriist ama merakli olarak tanimlanmig olmalarina ragmen sahip
olduklar1 verilerden bir ¢ikarimda bulunamayacak sekilde tasarlanmislardir.

Tezde verilerin sifrelenmesi icin homomorfik sifreleme yontemi kullanilmistir.
Bu yontem sifreleme yoOntemi sifreli veriler iizerinde iglem yapmaya izin verir.
Homomorfik sifreli veriler iizerindeki iglem sonucu, sifresiz veriler iizerindeki iglem
sonucunun homomorfik sifrelenmesi ile elde edilen sonucun aynisidir. Homomorfik
sifreleme yontemi ile terim siklifi-ters belge sikligi (TF-IDF) tablosu ve sorgu
terim siklig1 (QTF) vektorii sifrelenir ve bu sifreli degerlerden dokiimanlarin kosiniis
benzerlik degerleri hesaplanir. Bu benzerlik degerleri de homomorfik sifrelemeden
dolay1 sifrelidir ve sadece homomorfik sifreleme anahtarina sahip olanlar bunu
cozebilir. Bunun diginda dokiimanlarin sifrelenip saklanmasinda simetrik sifreleme
algoritmasi olan AES kullanilir.

Bulut sunucu tarafindan herhangi bir frekans saldirisim engellemek i¢in TF-IDF
tablosu ve QTF vektorii sifrelemeden 6nce normallestirilirler. Normallestirme islemi
ile tablo ve vektordeki biitiin degerler birbirine yakin ancak farkli degerler olurlar,
sifrelemeden sonra ise bu yakin degerler birbirinden tamamen uzaklasarak egsiz
degerler haline gelirler.

Bu tezde kullanilan bir diger yontem HEADA adi verilen ve RFID sistemleri i¢in
tasarlanmis olan kimlik dogrulama protokoliidiir. Bu protokol ile kimlik dogrulama
sunucusu ve kullanict arasinda sadece ikisinin bildigi bir iletisim vardir. Kimlik
dogrulama sunucusu anahtar seti iiretir ve kullanici ile paylasir. Kullanici bu anahtar
setinden sadece kendisinin ve kimlik dogrulama sunucusunun bildigi oturum anahtari,
kimlik dogrulama biti, kendisine ait kimlik bilgisi ve anahtar iiretir. Kimlik dogrulama
sunucusu kullaniciy1 oturum anahtarina gore kabul eder ya da reddeder. Bu protokol
ile her kullanici her sorguda essiz anahtarlar kullanir boylelikle anonimlik saglanmis
olur.

Tezde tanimlanan yontemler ve mimari indekslenebilir veri seti iizerinde gercek-
lestirilmistir.  Gergeklestirme icin gerekli on islemler yapilmis, anahtar kelimeler
belirlenmigtir. Bu anahtar kelimelere gore indeksleme, normallestirme, sifreleme,
islemleri gerceklenmistir ve kullanic1 sorgu sonuclar1 benzerlige gore sirali alarak
alinmustir.

Tez calismasinda iki durum icin sonuglar vermistir. Ilk durumda tek seferde bir
kullanicinin sorgu yapmasina izin veren mimari kullanilmistir. Bu mimaride sifreleme
yontemleri ve normallestirme sisteme ne gibi avantajlar ya da dezavantaj sagladigi,
kullanicinin sorgu sonuglarma nasil etkisi oldugu gozlemlenmistir. Ikinci durumda
ise kullanicilar i¢in belirleyici ama kimlik mahremiyetine zarar vermeyen degiskenler
eklenmis ve ayni anda birden fazla kullanicinin sorgu yapmasina izin veren mimari
olusturulmustur.
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Bu mimari ile de c¢alismada saglanmasi amaglanan giivenlik ve mahremiyet
gereksinimleri olan veri mahremiyeti, kimlik mahremiyeti, indeks mahremiyeti ve
sorgu mahremiyeti sorunlarina ¢oziim amaglanmistir. Literatiirde olan calismalarda
ise bu mahremiyet gereksinimlerinden sadece bir ya da birkaci i¢in ¢oziim iiretilmistir.

Tasarlanan mimari ve gerceklestirme c¢alismalarinin sonucunda, sistemde giivenlik
ac181 olusturabilecek degiskenler ayni sunucuda bulundurulmadigindan calismanin
sonunda Onerilen modelin bulut bilisimde giivenlik ve mahremiyet korumali veri
cagirma problemine ¢oziim getirdigi gdzlemlenmistir.
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1. INTRODUCTION

With increasing the usage of the Information Technologies is appeared resources,
data storages and performance requirements. More times, technological devices are
inadequate for data storage and computational performance. Even if the devices
are become effective, the cost of them increases. Because of the requirements, the
cloud computation approach comes up. The cloud computing provides unlimited data
storage and effective computation resources for users theoretically. Although the cloud
computing has the advantages, the cost of it is more available because the characteristic

of the cloud computing is “pay as you go”.

1.1 Cloud Computing

One of the definitions of the cloud computing is given by NIST (National Institute
of Standards and Technology) [1] that is "Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service
provider interaction. This cloud model is composed of five essential characteristics,

three service models, and four deployment models.”

The NIST also presented the five cloud computing characteristics that are:

1. The characteristics of the cloud computing

"On-demand self-service: A consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically

without requiring human interaction with each service provider."

""Broad network access: Capabilities are available over the network and accessed
through standard mechanisms that promote use by heterogeneous thin or thick

client platforms (e.g., mobile phones, tablets, laptops, and workstations)."



""Resource pooling: The provider’s computing resources are pooled to serve
multiple consumers using a multi-tenant model, with different physical and
virtual resources dynamically assigned and reassigned according to consumer
demand. There is a sense of location independence in that the customer
generally has no control or knowledge over the exact location of the provided
resources but may be able to specify location at a higher level of abstraction
(e.g., country, state, or datacenter). Examples of resources include storage,

processing, memory, and network bandwidth."

""Rapid elasticity: Capabilities can be elastically provisioned and released, in
some cases automatically, to scale rapidly outward and inward commensurate
with demand. To the consumer, the capabilities available for provisioning
often appear to be unlimited and can be appropriated in any quantity at any

time."

""Measured service: Cloud systems automatically control and optimize resource
use by leveraging a metering capability at some level of abstraction
appropriate to the type of service (e.g., storage, processing, bandwidth, and
active user accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and consumer of the

utilized service."”

2. Delivery (Service) Models

SaaS: The service provides software programs on the cloud that users need them.
Gmail, Salesforce.com and SAP Business ByDesign are examples of SaaS

providers.

PaaS: The service provides software and hardware layer for program developers.
The service presents platforms like operating system, database, the developers
only manage provided system. Examples of the service providers are Google

App Engine, Microsoft Windows Azure and Force.com .

IaaS: The Service is the most essential Service provider. The provider builds
virtual machine and allocates the infrastructural resources to user. Amazon

EC2, GoGrid and Flexiscale are some laaS providers .



3. Delivery (Service) Models

Public Cloud: In the model, services are provided by service providers publicly
on the Internet. The model requires a high level of security and an efficient

management control.

Private Cloud: The model is built for a single organization and provides high
security with efficient management control. The model is more expensive

than the public model.

Hybrid Cloud: The model is composed a combination of two or more private

and public clouds in the same organization.

Community Cloud: The model provides services for more than one organization

needed the same requirements.

According to Kim [2], the major advantages of the cloud computing from the

perspective of users are as follows;

All the computing resources (servers, software, storage and networking) and

electricity needed for the services are owned and managed by the 3rd party provider.

The usage of the computing resources and services can be decreased or increased

by the users flexibly and easily.

The users pay only for the computing resources and services they use.

The users can access to cloud for services anytime from anywhere.

1.2 Security and Privacy on the Cloud Computing

Although cloud computing comes with the above mentioned advantages, security,
privacy, performance and availability issues are still problematic. Figure 1.1 is shown
the challenges and issues of the cloud computing at 2009, the survey is researched
by IDC [3]. Figure 1.2 is shown the challenges and issues of the cloud computing
at 2019 [4]. Even after 10 years, the privacy and security have been the top concern
in cloud computing. Although the security and privacy of data and applications are

vitally important, it might not be provided efficiently by the cloud.



Q: Rate the challenges/issues of the ‘cloud’/on-demand model

(Scale: 1= Not at all concerned 5= Very concerned)

Security 7.5%

Availability .B%
Performance 9%
On-demand paym’t model may cost more
Lack of interoperability standards b
Bringing back in-house may be difficult
Hard to integrate with in-house IT

Not enough ability to customize

T T T T

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

% responding 3,4 or 5

Source: IDC Enterprise Panel, 3Q09, n = 263

Figure 1.1 : The issues of the cloud computing in IDC survey at 2009[3].
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Figure 1.2 : The issues of the cloud computing at 2019 [4].

In the research [5], the security threats, requirements and solutions are explained.
According to the research, two kinds threats are occurred; threats from external

attackers and threats from internal attackers.

e The external attackers are malicious and they use some attack techniques that are
network eavesdropping, vulnerability scanning and malware attacking e.g. They
may access unauthorized; they may delete the data outsourced to cloud and infer

private behaviors of the user.

e The internal attackers are happened by cloud system participants in the cloud

system. the cloud service provider (CSP) and third party auditor (TPA) are not



fully trusted participants. CSP and TPA are considered honest but curious, and CSP

is considered vulnerable or greedy provider.

The threats cause some security and privacy problems [6, 7], such as data leakage or

disclosure, unauthorized access, data corruption or loss and user privacy.

As shown in the literature [5, 8—10] the efficient security and privacy, can be provided
by ensuring five characteristics that are availability, confidentiality, data integrity, data

access controllability and privacy preservability.

Availability: Achieving users of the cloud computing can use the application and

infrastructures at any time and at anywhere.

Confidentiality: Providing user’s data hiding on the cloud. The data are not made

available or disclosed to unauthorized users.

Data integrity: Protecting information integrity is to prevent loss of data or
modifications. when any undesirable operations corrupt or delete the data, the data

owner should be able to detect them.

Data access controllability: Controlling the access authorization, the data should be

accessed by only authorized users.

Privacy preservability: Providing that the access behaviors and habits of the user

should not be infered by any other parties in the cloud.

The unique security and privacy requirements on data clouds are shown in [11]. Five
important privacy requirements are defined by the researches. The requirements are
identity privacy, location privacy, data privacy, output privacy and function privacy.
The researches express the importance of the requirements for users and primitive

solutions.

For the security and privacy requirements in cloud, different data and privacy

protection solutions have been developed [5], the solutions are shown in Table 1.1.



Table 1.1 : Security and privacy solutions.

Requirements Solutions

Secure data search Searchable Encryption (SE)
Secure data computition Homomorphic Encryption (HE)
Selective Encryption
Attribute-Based Encryption (ABE)
Provable Data Possession (PDP)
Proof of Retrievability (POR)
Access Pattern Protection

Query Privacy Protection

Identity Privacy Protection

Secure data sharing

Secure data storage

Privacy preservation
data access

1.3 Purpose of Thesis

In the thesis, the SaaS service model security is researched. There are several
highlighted security issues in SaaS such as data security, network security, data locality,
data integrity, data segregation, data access, authentication and authorization. The
purpose of the thesis is providing privacy preserving search on data clouds. Privacy
preserving search has been researched for the last five years. Some of the representative
works are briefly mentioned in Section 1.4. However although the works solve the

some security and privacy problems, they are inadequate for the cloud systems.

In the literature, the problems have been investigated extensively in the [12]. A
novel architecture addressing 9+1 security and privacy requirements is designed. The
thesis is based on his thesis architecture [13], new entities are added on the existing
architecture to improve the key security by only sending the key to the encryption
server, the performance of the new architecture and validation of the protocol is tested
by simulation. The previous architecture have been designed for a single user although
multiple users may use it exclusively. We have also designed the architecture which is

concurrently.

Fully Homomorphic Encryption (FHE) and AES symmetric encryption algorithm are
used on the data for the data security on the cloud computing. FHE is applied on the
normalization TF-IDF table that includes the unique values thanks to normalization
process. AES is applied on the documents directly. An anonymous authentication

protocol called HEADA [14]is used for privacy preserving. The protocol provides



anonymity and uniquely for all user. The algorithms and protocol are explained in the

following sections.

1.4 Literature Review

In this subsections, some essential researches about security and privacy issue on
cloud computing are represented. The researchers in [15] propose protecting the user
sensitive data on cloud and they use fully homomorphic encryption with different
public key for this purpose. They apply a machine learning technique (classification)
on the encrypted data and return encrypted result. In [16] deep learning technique is
applied on the encrypted sensitive data with full homomorphic encryption. The authors
provide the sensitive data privacy on the cloud by encrypting these data twice with user

public key and CSP public key.

Location privacy on cloud is tackled in [17]. A framework which is called
“PROPHET” is developed. The framework includes a user, the PROPHET that is the
honest middleware server and location based server(LLBS) that is an honest-but-curious
server. The PROPHET offers warning service, analyzing, mining user’s behavior
pattern from location history and location anonymity. The researches have used
Markov Chains and e-indistinguishable anonymity mechanism (New dummy locations
are generated with Anonymous Space Region (ASR).) for providing location privacy

in the system.

In the research [10], a problem of multi-keyword ranked search over encrypted
cloud data is explained and solved. The research establishes a variety of privacy
requirements. In the work, the symmetric public key encryption algorithm is used.
Among various multi-keyword semantics, they choose the efficient similarity measure
of “coordinate matching” to effectively capture the relevance of outsourced documents
to the query keywords, and use “inner product similarity” to quantitatively evaluate

such similarity measure.

The purpose of the authors in [18] is searchable encryption and privacy preserving.
For that, searchable encryption (SE) is allows encrypted data to be queried without
decryption. The authors created Dynamic Forward Privacy (DFP) scheme, which can

achieve both forward-looking privacy and multiuser controlled setting. This scheme



ensures that sensitive stored files and data users in the cloud repository are protected

to search for encrypted files under the control of the data owner.

A new medical cloud computing approach that addresses privacy issues with the cloud
provider has been developed in [19]. The approach makes use of the FHE, which
allows calculations of encrypted health information without complying with basic data.
The authors defined three performance metrics related to the operation of the FHE:
I, A, and y determined the computational, storage, and bandwidth requirements of

processes.

The [20] research is proposed an Effective and Secure Privacy Protection Approach
(ESPPA) based on possible public key cryptography and multiple keyword search.
They improve the efficiency of the program properly by using the probable public
key encryption technique, rather than other encryption techniques for file encryption
and the integrity of the data is verified. With the security and performance analysis
of ESPPA provides the security and efficient requirements is proved. ESPPA is a
mechanism that allows the user to search with keywords ranked in the encrypted data.
It provides a way to protect the confidentiality of the owner’s outsourced data and allow

the user to search efficiently without decrypting the encryption text.

1.5 The Organization of The Thesis

The thesis consist of 7 chapters. In Chapter 1, the essential problem that is and relative
literature are introduced. Chapter 2 includes the methodologies that are used in the
research. Chapter 3 gives information about the problems of the basic secure searching
system for a cloud system and describes the proposed solutions. Its simulation results
are shown in Chapter 4. The shortcomings of the structure and proposed new solution
are explained in the Chapter 5. The results and contributes of the new system are

indicated in Chapter 6 In the last chapter of the thesis conclusions are explained.



2. METHODOLOGY

2.1 Homomorphic Encryption

Homomorphic encryption is an encryption method that allows performing operation
on the encrypted data such that the result of the operation is the same as the result

produced by applying the some operation to raw data.

D(E(x) e E(y)) = xey

Figure 2.1 shows the use of the homomorphic encryption. x and y are plaintexts, a and
b are ciphertexts that are generated with homomorphic key Kj,. e operation is applied
on the x and y and obtain z. Similarly, e operation is applied on the a and b encrypted
data and c is obtained. e operation is can be addition, subtraction, multiplication or
division operations. If ¢ is decrypted with K}, z is obtained thanks to the property of

the homomorphic encryption.

X L] y = z
K, K; ) K,
Encryption Encryption Decryption
a * b = c

Figure 2.1 : The property of the Homomorphic Encryption.

The homomorphic encryption is categorized as partially homomorphic encryption and

fully homomorphic encryption according to their capabilities.



2.1.1 Partially homomorphic encryption

RSA [21], EL-Gamal [22] and Pailler [23] algorithms are the well-known
homomorphic encryption. These algorithms allow only one kind of operations; RSA
and El-Gamal allows multiplication operation and Pailler allows addition operation so

these algorithms are named Partially Homomorphic Encryption.

2.1.2 Fully homomorphic encryption

Fully Homomorphic Encryption is based The Gentry’s scheme allows user to perform
multiple types of operations on encrypted data [24]. Therefore, a system can carry out

an analysis without knowing.

Dec(Enc(a)+Enc(b)) =a+b
Dec(Enc(a) * Enc(b)) = axb

With updating to ElGamal algorithm, Algebra Homomorphic Encryption Scheme
(AHEE) is proposed by G.Xiang et al. [25] which is other fully homomorphic
encryption algorithm and allows addition and multiplication operations on encrypted

data.

In the thesis, the fully homomorphic encryption is used, since when similarity values
are found from the normalized T F — IDF table, addition and multiplication operations
are applied on encrypted data. FHE allows the operations on the encrypted data. The

details of the generating normalized TF — IDF table are explained in Section 2.2.

2.2 TF-IDF Normalization

TF —IDF is a table that is used mostly on the text mining and data retrieval researches.
The table bases on document frequency and term frequency. It uses to find similarity
between documents or between documents and query. TF is term frequency, IDF is
inverse document frequency [26]. The TF-IDF weight value computation is showed in

Eq. 2.1.

tf —idfweight =tfxidf =tf*log(N—n)/n (2.1)
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Where;

N is the number of documents

n is the number of documents containing a query term

It means that if the more documents a term appears, the term is less important and the

weight of the term is less.

In the TF — IDF table, there are many same values (e.g. zero values), so the frequency

attacks can happen easily. With the normalization process, the weights are made

different each other, so the attacks are prevented. Table 2.1 is an example of the

TF — IDF table without normalization [13,27].

In the table, it is known that some documents are similar. For example, id1 and id3

are similar documents. Even if homomorphic encryption is applied on the table, their

values will be the same with each other. Therefore, the similar documents can be

understood. To prevent the case, the normalization process is applied on the raw TF —

IDF table.

Table 2.1 : Example of the TF — IDF table without normalization[13].

DocumentID wl w2 w3 w4
id1 86 94 0 0
1d2 0 0 0 56
1d3 86 54 O 0
1d4 0 58 0 0
1d5 0 0 64 O
1d6 90 O 0 58
1d7 0 64 0 90
1d8 58 0 46 0
1d9 49 80 O 64
1d10 0 0 64 O

The normalization process explained in detail in [13,27],

e The unique TF-IDF values and the count of the values are ordered ascending by the

TF-IDF values.

e A scaling factor is defining for determining the size of the difference between the

original TF-IDF value and the normalized TF-IDF value as given in Eq.2.2.

11



eq =y, —ut,/hyxk (2.2)

Where;

k is the scaling factor
ey 1is the increasing value with k

u, is the ordered unique TF-IDF value

i
q
ro. /
hq is the count of Ug

° u;s unique normalized values are calculated by Eq. 2.3 for all values of S (TF —IDF

table) from O to S,.

"

Ugs = u,q+ (sxeq) (2.3)
Where S, is computed by Eq.2.4
Sq=h,—1 (2.4)

qs
of u;S is randomly distributed to the 7F — IDF table given in Table 2.2 and ends in

e Folling the normalization process the set of new values u,, are all unique. The set

normalization TF — IDF table as given in Table 2.1 .

Table 2.2 : Example of the TF-IDF table with normalization[13].

DocumentID w1l w2 w3 w4

id1 87 94 17 8
1d2 10 4 15 56
1d3 86 54 19 0
id4 7 59 18 22
id5 3 14 68 13
1d6 91 1 20 60
1d7 12 66 6 90
1d8 58 21 48 9
1d9 46 80 11 o4
id10 16 5 74 2

The new normalized TF-IDF table is encrypted by FHE. Although the values of the
table are very similar each other, because of the encryption, the similarity between

them becomes quite different.

12



2.3 HEADA Authentication Protocol

The HEADA was designed in [14] that has three components; an authentication server,
a reader and a tag. The protocol was developed preventing replay attacks, allowing
only authorized tag to create valid query. The HEADA is composed three phase; key

generation, sub-keys combination selection and authentication protocol.

2.3.1 Key generation

The key generation process takes 4 steps as defined [14].

Step 1: Selecting parameters: W (the number of tags), G (the set of groups), I (the
number of group), M (subkeys) parameters (described in [14]) are selected to satisfy

the needed level of security and efficiency.

Step 2: Raw sub-keys generation: The raw sub-keys (it is represented by D in

Figure 2.2) are generated using the selected parameters.

Step 3: Homomorphic encryption for irreversibility: The generated raw sub-keys

are encrypted with homomorphic encryption so the sub-keys become irreversibly.

Step 4: Keys assignment to the tags: For each key k,, the server selects randomly

without duplication.

2.3.2 Sub-keys combination selection

e Each combination is selected only once.

e It has to be easy for the parties that have the selection key key(ks,,) to find the order

of the combinations.

e It has to be infeasible, if not impossible, for the parties that do not have the selection

key to find or predict the order of the combinations.

The Figure 2.2 shows selecting of the sub-keys combinations. The server selects (ki)
randomly for every tag, ks, where 0 < ks, < max and gcd(ks,,max) = 1. max is given
in Eq.2.5,

max = 2% — 1 (2.5

13



@ is the minimum number of binary bits that represent all the elements in each group.

To select subkeys combinations, Eq.2.6 is applied for each iterations.
¢ = (¢ + ks,) mod max (2.6)

The process detail is explained in the research [14].
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Figure 2.2 : Sub-keys selection showing.[27

2.3.3 Authentication protocol

The authentication protocol between the tag and the server is shown in Figure 2.3.
The protocol is designed for RFID based systems [14]. The tag selects m + 2 (Note
that bigger values of m will increase the security since it yield a larger larger group of
the subkey.) combinations in the its sub-keys. The first m combinations are used for
determining the ID of the tag. If the server finds the tag, the other +2 combinations

are used by the server and tag for verifying each other.

In the thesis, the protocol is used for authenticating users and servers. The user
generates m+2+ 1+ 1 combinations, new added 41+ 1 combinations are represented

the clientid and clientkey in the SCDA-MU which is defined in Chapter 5

The new +1 + 1 combinations are selected like m 4 2 combinations but they do not
use for authentication process. clientid and clientkey are generated to send to the other

servers. When multiple client use our architecture, the servers know their data by using

14
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Figure 2.3 : Authentication protocol in [27]

the clientid. The clientkey is used to encrypt the results of the client by the server and

to decrypt them by the client.
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3. SDCA-SU : A SECURE AND PRIVACY PRESERVING DATA RETRIEVAL
ARCHITECTURE ON CLOUD COMPUTING FOR SINGLE USER

3.1 Problem Statement

A simple architecture and communication essentials are depicted in Figure 3.1. In
this architecture, the data owner generates encrypted data and sends them to the cloud
server. It also sends the trapdoors to the client to enable encryption of a query and
decryption of results. The basic architecture given in Figure 3.1 ensures the security
of the data stored on the cloud. The cloud server might follow client behaviours and

make inferences. Moreover, cloud server may not decide whether the client is real or

fake.

Cloud Server

Data Owner

Trapdoor Client

Figure 3.1 : The basic architecture of privacy preserving data retrieval system.[24]

Dawoud and Altilar proposed a technique to overcome the frequency attacks in [27].
They have used the FHE and normalized TF-IDF method for preventing multiple
instances of zero. The researchers have developed the new system in research [12]
and explained theoretically 9+1 security and privacy requirements: No index pattern,
no query pattern, no documents pattern, no index frequency, no query frequency, no
replay attack, query privacy, index privacy (9) and high efficiency of data retrieval

(+1). The architecture they proposed in [12,13] is shown in Figure 3.2. To accomplish

17



the requirements, they they introduced a data server, an authentication server, a ranking
server and a private server to overcome the problems depicted for the basic architecture

given in Figure 3.1 .
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Figure 3.2 : The proposed architecture in [12,13].

Although their proposed architecture fulfils the requirements of the (9+1) system.

There are some additional shortcoming as explained follows.

e Since the data owner sends to all user the same homomorphic key for the
encryption, the results can be decrypted buy every other client in the loop as well .
Additionally, when the data owner changes the homomorphic key, it must send the

key to all users which produces additional traffic that yields inefficiency.

e Encrypted document ids are sent to the private server by both of the searching server

and the data owner. This causes unnecessary data traffic as well.

e The ranking server sends the real similarity values of the documents to the private

server. The private server infers from the values.

e The system provides the security and privacy requirements for only single user at a

time.

e The proposed architecture is not evaluated through simulation.
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3.2 The SDCA-SU Architecture

Given the shortcomings of architecture proposed in [12, 13], an encryption server is
included in the architecture to know the homomorphic encrypted key from all user and
system efficiently. The data outsourcing from the data owner to the private server is
removed from the architecture efficiently, information of sending from ranking server
to private server is reduced for data security and the new proposal system is simulated.
The new architecture still provides the security and privacy requirements by only single
user at the same time and the architecture is shown in Figure 3.3. The servers of the

architecture are assumed “honest-but-curious” and do not collaborate with each other.
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Ranking Server

. Private table 8. Rank(r)
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Data Owner:. 4
L Ky -a. Client Private Server
0 4

Figure 3.3 : The architecture of the SDCA-SU.

The essential differences between the previously proposed architecture and SDCA-SU

are;
e Encryption server is introduced.

e Client is not responsible for homomorphic encryption. It similarly asks for

encryption server to platform this dash.
e Data owner does not outsource own information to the private server any more.

e The constant of data send from ranking server to private server is limited to only

random numbers produced for a search by ranking server.
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3.2.1 Definitions

The variables used in further explanations and figures on the SDCA-SU are shown in

Table 3.1.

Table 3.1 : Definitions of the architecture variables for SDCA-SU.

Variables Definitions

Homomorphic encryption key
Symmetric encryption key
Authentication key set
Authentication session key
Normalized TF — IDF table
Encrypted document id by K
Encrypted document by Kj
Query

Encrypted QT F query by K},
The number of documents to retrieve

S

.—.
.
QU

=

S W N m e
S

3.2.2 Entities of SDCA-SU

3.2.2.1 Data owner

The data owner has the most vulnerable information of the system; it is accepted as
secure. The data owner calculates TF — IDF tables from the keywords of documents,
the table is normalized and encrypted with FHE. The data owner also generates Ky
(symmetric encryption key), K;, (FHE key) and shared them with relative entities; Kg
is sent to the client, K, is sent to the encryption server and ranking server. Also, the
data owner encrypts documents and their ids, they are sent to the data server. Having

all this sensitive information makes it the key entity of the system.

The data owner does not have the data about the client. Normalized TF — IDF table
and Kj, are generated the same for each client. The table and Kj, are sent once to
relevant servers but Ky is sent to each client. The communication of the data owner is

shown in Figure 3.4.
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Figure 3.4 : The data owner and its communication with the other entities.

3.2.2.2 Searching server

The searching server is designed mainly for calculating similarity values between client
query keywords and document keywords. The similarity values are found by using the

Cosine Similarity Method.

At first, the searching server has only encrypted and normalized TF — IDF table. The
server cannot know any information about the documents from the table thanks to
encryption. The server also knows E[id]s with the table, but it is not any problem in

terms of security.

After starting a client to search, the server has QT F generated like TF — IDF table,
client authentication key (K,) and rank(r), they are sent by the client. The server
cannot be informed from these data because QT F is first normalized so the values of
them are unique and then it is encrypted FHE. Therefore, the server cannot estimate
and make inferences about the searching query. Besides, although the server knows
the authentication key, it is not authenticated by the authentication server. There is
a protocol between the client and the authentication server and though the searching
server wants to use the key, it is not accepted by the authentication server because they
do not provide the authentication protocol in [14]. The authentication server accepts
only verified clients and sends the "accepted message" to the searching server. The r
is not important value; it presents the number of the documents wanted by clients. The

communication with other entity of the server is represented in Figure 3.5.
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Figure 3.5 : The searching server and its communication with the other entities.

The searching server calculates the similarity values between TF —IDF and QT F. The
similarity calculation is implemented on the encrypted data so the similarity values are

encrypted too and searching server is not informed from the values.

With the result of the similarity calculation, the server generates a table including three
columns; first column presents random numbers that are assigned by the searching
server for every different searching, second column presents E[id] coming with TF —
IDF table from the data owner and third column presents the similarity values of the
documents with the searching query. The random numbers column play key role to
match the tables in the private server. The searching server generates two new table for

sending private server and ranking server.

Rank table: The table is sent to ranking server. It consists of two columns; first

column presents the random numbers and second column presents similarity values.

Private table: The table is sent to private server. It consists of two columns; first

column presents the random numbers and second column presents E[id]s.
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3.2.2.3 Authentication server

The authentication server is an entity that provides identity privacy for clients. The
server generates a set of K, with respect to the parameters explained in Section 2.3.
The number of elements in the set of K, is expected to be greater than the number of

clients. Therefore, a unique K, will be produced per client.

A client sends a request to the authentication server, the server finds the first available
(unassigned) K, and sends it to client. Therefore, the authentication server cannot
verify the identity of the client without requiring its actual ids but through k,’s
generated via K,. Within the protocol, the client sends k, generated from K, to the
searching server, the searching server will extract k, from the message and send it to
the authentication server. Eventually the authentication server verifies without identity

information [14] (Figure 3.6).

Searching Server
accept messa

E[Q], kgt

Ka Authentication Server

Request

Client

Figure 3.6 : The authentication server and its communication with the other entities.

3.2.2.4 Encryption server

The encryption server communicates with only the data owner and client as shown
in Figure 3.7. The server receives K, and hashed document keywords from the data

owner. This communication occurs only once at the initial stage of system start app.
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The communication between the encryption server and clients occur per query for
encrypting it. The encryption server receives query from the client. Since the client
sends its query by hashing, the server does not know the content of it. The server also
does not know the keywords of the documents as they were already hashed by the data
owner. Thus privacy of client query and data owner keywords are provided considering
the encryption server. The encryption server generates normalized QT F for the hashed

query, encrypts it and sends it to the client.

Note that the encryption server does not exist in the previous proposal [12,13] as shown
in Figure 3.2. In that proposal single client was considered and client had the K}, for the
encryption. In case a new client appears to use the system, Kj will be sent to it as well.
Moreover once a Kj, is received, it can be used further by the client. This indicates
that Kj, will be distributed to many clients without any clients without any protection.

Which eventually causes security vulnerabilities.

By the introduction of the encryption server to the system, K; will be secured and
client will still get the query encrypted. Without revealing any information about the
query to the encryption server. The encryption server also provides a transparent use
homomorphic encryption since the change of the key (K},) will be confused within the

encryption server. The clients are not affected from this change.

Data Owner ) Q Client

E[Q]

Encryption Server

Figure 3.7 : The encryption server and its communication with the other entities.

3.2.2.5 Ranking server

The ranking server communicates with three entities; data owner, private server,

searching server, as shown in Figure 3.8.
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Figure 3.8 : The ranking server and its communication with the other entities.

The ranking server receives rank table and r (the number of documents to retrieve)
from the searching server. The rank table has two columns are random numbers and
encrypted similarity values that will be decrypted with K, as explained in Subsection
3.2.2.2. The server cannot have any idea about the documents with the similarity values

since these values are not useful without the id of the documents.

Top-r-Similarity table is produced by selecting the top r high similarity values in the
table. This table contains the random values previously associated with the encrypted
similarity values. The ranking server send the list of random numbers, i.e. rank(r), to

the private server.

3.2.2.6 Private server

The private server is shown in Figure 3.9, it communicates with the client, the data
server, the searching server and the ranking server. The server receives the private table
which includes random numbers and E[id]s from the searching server, the rank(r)
which includes random numbers ordered according to similarity values from the
ranking server the table (Figure 3.13). The server merges the two tables received from
two different servers into a single table by matching the random numbers to produce
ranked E [id]s. From the operational perspective, private server concludes with a ranked
table of E[id]s. Therefore, the privacy of the search and the documents are fulfilled for

this server.

For every query in the system, unique set of random numbers are generated by the
searching server, so the private server cannot define any relation between random

numbers and E[id]s. Also note that the ids are encrypted by the data owner.
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Figure 3.9 : The private server and its communication with the other entities.

When the private server establishes the list of ranked E[id]s, it sends it to the data
server. After the private server receives the relevant E[d];,E[d]y, ..., E[d], from the data
server, the E|d|s are sent to the client. (Note that the data server includes randomly
selected additional files as response. Therefore the private server cannot draw a
conclusion between the data files and encrypted ids.) Moreover since the documents

are encrypted, the server cannot know any information.

3.2.2.7 Data server

Data server communicates with private server and data owner as represented in Figure

3.10.

The data server keeps all documents and their ids encrypted. The encrypted data (E D]
and E[ID)) is received from the data owner only once at the data outsourcing stage.

Keeping data and ids encrypted ensures data security for documents and their ids.

-“E[D], E[ID] Data Server

Data Owner Private Server

Figure 3.10 : The data server and its communication with the other entities.
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When the private server sends Elid],E[id]s,...,E|id],, the data server finds relevant
E[d]s by matching E[ID] in the data server to E|id]s coming from the private server.

Then the set of E[d]s is sent to the private server.

3.2.3 Stages of the flow of SDCA-SU

3.2.3.1 Data outsourcing

When the system starts to execute, the data owner generates a homomorphic key Kj,
and a the symmetric key Ks. Normalized TF-IDF table is generated and encrypted with
K}, and documents (D) and document ids (ID) are encrypted with K so E[D] and E[ID]
are generated. The homomorphic encryption algorithm is described in Chapter 2. The
data owner also works up the keyword table and hashes it. The hashed table is sent to

the encryption server for generating query TF (QTF).

The generated data are sent to relevant servers: S, the encrypted normalized TF — IDF
table, is sent to the searching server; Kj, is sent to the encryption server and ranking

server; E[D] and E[ID] are sent to the data server (As depicted with 1 in Figure 3.3).

3.2.3.2 Query creating

Once the data outsourcing operations are completed. The client can start operating.
The client sends the request to the data owner and the authentication server to be
accepted as a client in the system (2.a-3.a in Figure 3.3). The data owner sends Kg to
the client to use it in decrypting the documents (3.b in Figure 3.3). The authentication
server sends K, (authentication key) to the client. This two messages are indicating
that the client candidate became a client. K, is used to generate unique session keys
(kg) used in query authentication (2.b in Figure 3.3). The ways of generating both K,

and k, are described in Chapter 2.

After hashing a query, the client sends it to the encryption server (4.a in Figure 3.3).
The encryption server generates the normalized TF vector(QT F) for the query. The
normalization process is also described in Chapter 2. The normalized TF vector is
encrypted with homomorphic key, K. The encrypted QTF, k, i.e. session key and r
i.e. the number of the documents to retrieve are send to the client and the client sends

the encrypted query to the searching server (4-5 in Figure 3.3).
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3.2.3.3 Query authentication

Before processing the query, the searching server sends k, coming from the user to the
authentication server. If the authentication server finds the valid user for the given k,,
the server sends an accept message to the searching server and the query process keeps
on working. If the authentication server does not find the user or detected that the k,

was used before, the process started for the query is terminated (6.a-6.b in Figure 3.3).

3.2.3.4 Query searching

When the searching server receives the accept message from the authentication server,
it starts to perform the query. The server has the homomorphic encrypted TF — IDF
table of the documents () and the homomorphic encrypted QT F table. The server uses
the cosine similarity measure for finding similarity values between documents vector
and query vector [28]. The cosine similarity value is found between the query vector

0 =191,92, - ,qum) and the n,;, index vector S, = [, 1,522, - - - ,Sa.m) by Eq. 3.1.

Z% 1(4m X 8p m)

cSp = 3.1
\/Zm 1 qm \/Zm 1 S" m
The similarity vector between Q and S is showed in:
CS=lesp|1<n<N] (3.2)

Figure 3.11 shows using TF — IDF table and QTF table the calculation of cosine
similarity values. The similarity values between each document and query are

calculated separately.

The searching server generates a table which has three columns; the first column col1
represents the random number, second column col2 is the encrypted ids (E[id]s) and
third column col3 is the similarity values of the Elid]|s. A unique random number
is given for each document and each searching, also the similarity values are still
encrypted in the server. The server generates two new tables as shown Figure 3.12.
The first table includes coll and col3 is sent the ranking server, while the second table

includes col1 and col2 is sent to the private server with r (7 in Figure 3.3).
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Figure 3.11 : Using cosine similarity measure on the system.
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Figure 3.12 : Generating two tables for private and ranking server by the searching
Server.

3.2.3.5 Documents retrieval

The ranking server decrypts the similarity column i.e. col3 with Kj, and sets the table
in descending order according to the decrypted values of similarity, i.e. the actual
similarity values. As it is shown in Figure 3.13 that a new table is created from the
highest r rows [col1] and it includes random number column by the ranking server and
is sent to private server (8 in Figure 3.3). In the previous research [12, 13], the random
number column is sent to the private server with real similarity values. However,

learning the cosine similarity matched with random number values by private server
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may cause a threat for data security since private serve also receives another table from

searching server.

Rank Table (Encrypted) r—— E[id] E[d]
Random Cosine Rand Ll d]
b imilari andom
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21 Elcs;] 21 B .
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§ i B[d] 1o
| 8
8 CS1g !
1
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Figure 3.13 : Finding documents to retrieve.

The private server matches two tables coming from the searching server and the
ranking server according to random numbers. Therefore, the server finds the E[id|s of
the related documents, and sends them to data server (9.a in Figure 3.3). The process

over the tables Rank(r) and the Private tables shown in the Figure 3.13.

The data server matches the document ids initially sent by the data owner and related
document ids coming from the private server (9.b in Figure 3.3). The set of encrypted
documents E[d|1,E|d],,...,E[d], is found (the last table in the Figure 3.13 ) and sent
to the private server, the set of encrypted documents is forwarded to the client (10 in
Figure 3.3). The client decrypts E[d];,E|[d]s, ..., E[d], by using symmetric key Ks and

ends up with the decrypted documents.
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4. SIMULATION AND RESULTS FOR SDCA-SU

4.1 Simulation

In this chapter, the SDCA-SU is simulated and the results of the simulation are

explained.

4.1.1 Dataset information

4.1 In this research, uw-can-data [29] and mini-news-group [30] dataset were used for
the testing the proposed system. The list of the keywords per document in datasets
have been produced though the 5 stages explained below.

1. The html documents were parsed using htmlparser1.6 [31] to extract the all words.

2. The words were cleared from the stop words list according to the long list, the short

list and google list, these are listed in Appendix A.

3. Porter stemmer [32] is used to stem the keywords.

4. The words which are shorter than three characters in length, were removed.

5. The number of the words are less than two in one document, they were not used as
keyword.

Statistical information for the datasets that are used in this research are shown in Table

4.1 The datasets are used separately.

Table 4.1 : Dataset Information for SDCA-SU.

the number of the number of the number of

dataset the document the keyword  the class
uw-can-data 200 3167 10
mini-news-group_20 400 3153 20
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For the documents and document IDs encryption, AES symmetric encryption
algorithm [33] was used. For the simulation Java JDK 10.1 platform and Netbeans
8.2 application editor were used. For sending packets between servers and clients,

TCP (Transmission Control Protocol) was used.

In the simulation, the servers (data server, private server, rank server, authentication
server, searching server, encryption server), the data owner and the user were defined
on the “localhost”. The communication of the entities was provided by using the Java

Socket Programming Tools.

The flow diagram of the SDCA-SU is shown in Figure 4.1.

( Start (servers start run) j

Data Owner generates Kh,Ks, TF-IDF and
sends them to related servers. Authentication
server generates KA

— ]

Searching server generates two table for
User receives Ka and Ks. ranking server and private server, sends
them to the servers.

‘Are the servers

™ closed?
No Ranking server generates
User sends the query to
Does any user
reque);t') encryption server, the server Rank(r) and sends it to
: ™ generates QTF and sends back private server
to the user.
Private server matches two table,
generates E[id] table and sends it to
Userlsends QTF, ka, r \Q data server
searching server. Searching
server sends ka to authentication
ENS) server.
User is terminated.
Data server finds E[d]s table and sends
back it to private server. Private server
sends the table to the user.
Is ka validated? No-
User decrypts E[d]s.
-Ye Is there a new query?
User is terminated. N

Figure 4.1 : The flow diagram of the SDCA-SU.
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In the program, servers run in an infinite loop to provide the continuity. Users send

their query one by one and they terminate after receiving data from the private server.

4.2 Results

1. The variation of the similarity values for same queries:

When a client searches the same keyword ten times, the system retrieves the
same documents with almost same rank but the similarity values of the retrieved
documents are different. The reason of it, at the normalization process, the QT F
values are became unique values and they are distributed to relatively locations

randomly for every keyword search.

In the experiment, the query was determined as ‘bear’ and searched ten times. The
most related similarity results of the ten query was listed. The similarity values
of the documents for every ten queries are shown in Figure 4.2. The values have
changed for every query but the rank of the documents are almost same. Although
the experiment was applied for single client, if more than one client search for the

same keyword, the output would be similar to the first case (Figure 4.2).
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Figure 4.2 : Document similarity values for 10 repetition of the same query. (Every
different color point represents different document.)

2. The effects of the fully homomorphic encryption on the similarity values:

In Figure 4.3, the related document similarity values are viewed on the system with
FHE and without FHE. Both of two case the real similarity values of the retrieved

documents almost the same. Actually, the similarity values are considered the same
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because the normalization process is applied on the data and a few differences made
up. If the normalization process was not applied, the similarity values could be the

same for two case.
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Figure 4.3 : The similarity values of the retrieved documents by the system with FHE
and without FHE.

3. Execution time differences between with FHE and without FHE:

With FHE, the searching on the system are made more securely than without FHE.
The time from the entry of the user’s query to the response of the system is shown
in Figure 4.4 for the two cases. The figure is prepared for the same 10 queries. The
time difference between the two conditions is acceptable for this secured system.
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Figure 4.4 : Execution time differences of the system between with FHE and without

FHE. (milliseconds)
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4. The similarity differences among the different copies of a document:
In this experiment, an original document and its modified copies are used. The
modified copies have been generated manually. Their properties;
original: a document in the uw-can-data
copyl: The same with the original document
copy2: Only one query keyword is deleted in the original document
copy3: Two query keywords are deleted in the original document
copy4: Three query keywords are deleted in the original document
copyS: Three irrelevant keywords are deleted in the original document
The five documents are generated and added in along with the other documents on
the “uw-can-data” dataset. The TF-IDF matrix is generated. In the first case, the

similarity values without normalization are calculated and in the second case, the

values with normalization are calculated for the same query.

In the first case, as there is no normalization, the result always gives the same
similarity values and the same sequences, because TF-IDF values of the documents
and QTF values of the query are the same every time. Figure 4.5 is shown the

results of the first case.
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Figure 4.5 : The similarity values without normalization of the original document
and its modified copies.

In the second case, because of the normalization process, the similarity values

become slightly different. As defined in Chapter 2, a k value is defined for
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the normalization process. The k value is a parameter to determine the distance
between the same values in the TF — IDF matrix. New TF — IDF values are
calculated based on this distance value and located randomly in the TF — IDF
matrix. The same process is applied on QT F matrix as well. Since the new values
are located randomly for every query searching, the similarity values may different
but very close to each others for every ten same query searching in the case of the

normalization.
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Figure 4.6 : The similarity values with normalization of the original document and its
modified copies.

In Figure 4.5, original document and its copy “copyl” are shown. The documents
have the same similarity value. Because normalization process is not applied on
the TF — IDF matrix, their similarity values and orders are the same for ten query

searching.

The query keyword is removed in the original documents; one query keyword in the
copy2, two query keywords in the copy3 and three query keywords in the copy4.
Because their TF — IDF values for the query keyword decrease, their similarity

values and ranking decrease also.

For the last document copy5, any three unrelated keywords are deleted in the
document so the TF — IDF value for the query keyword increases and consequently

similarity value increases.

In the previous approach for this experiment, different k values was used for TF-IDF

table and QTF table. Although it was considered that the results would not change,

36



the rank of documents are similar to the non-normalized case but similarity values
of them are different from the case. Figure 4.7 shows the similarity values and ranks

of the documents according to the same query with above.
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Figure 4.7 : The similarity values with normalization of the original document and its
modified copies according to previous approach.

5. The effect of the normalization process to the similarity values:

The normalization process is applied on the dataset uw-can-data for different k
values (k = 10,20,50,100,1000, 10000, 100000). The query keyword "bear" is
searched by the client. The ordered documents and their similarity values are shown

in Table 4.2.

The second column is represented the similarity values without normalization
process, so they are considered original similarity values. The other columns are
represented similarity values with normalization process depended on the k values.
The results show that when & value is increased, the similarity values and document
ranks get closer to the original similarity values and document ranks respectively.
When k value is decreased, the similarity values of the relevant documents decrease
and the similarity values of irrelevant documents increase. Although the values of
the relevant documents decrease, the retrieved documents are the same with the

non-normalized search.
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6. The average F score :

In the experiment, the average Average Fy.or 1s calculated. The Fy.yp is the
harmonic mean of the precision and recall [34], where an F score reaches its best
value at 1 (perfect precision and recall) and worst at 0. Precision (p) is the number
of correct positive results divided by the number of all positive results returned
by the classifier, and recall(r) is the number of correct positive results divided by
the number of all relevant samples (all samples that should have been identified as

positive).

2 x precision x recall

F; = 4.1
Scoze precision + recall “.D

Y . Fscore
Numbero f Documents

AvF score = 4.2)

The averages AverageF..r. values of two datasets with normalization process and
without normalization process are shown in Table 4.3. All documents in the datasets
are searched as query. The same preprocesses in Subsection 4.1.1 are applied on
the query documents. The results are the same for two case which are normalized

and non-normalized on the datasets.

Table 4.3 : The average F scores of the datasets.

dataset with normalization without normalization
uw-can-data 0,6971 0,6971
mini-20newsgroups 00,2481 0,2481

Some classes of the mini-20newsgroups dataset are similar each other, so the result

is lower than uw-can-data dataset.

With respect to the experiments defined under the effect ... values and The average F
score headings. We can conclude that although the normalization process provides
index and query privacy, it does not affect the results. Therefore, the normalization

process can be considered as a very effective method for the research.

7. The use a threshold to define relevance of the document:

In the research, it is considered that a threshold is included in the ranking server

to not to respond with documents with low relevance. When the ranking server
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sends the random numbers (rank(r)) table to the private server, the ranking server
sends the random numbers that are higher than the threshold according to the real
similarity values. Thus, the private server sends the most relevant documents to the
client. Determining of the threshold is very difficult, because similarity values are
changeable from query to query and from dataset to dataset. Determining of the
threshold can be considered as a new research topic. That is not covered within this

research.
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S. SDCA-MU : A SECURE AND PRIVACY PRESERVING DATA
RETRIEVAL ARCHITECTURE ON CLOUD COMPUTING FOR
MULTIUSER

5.1 Problem Statement

In Chapter 3, the novel approach for privacy preserving data retrieval in cloud is
explained theoretically by new addition on the architecture of defined previously in
[12, 13]. According to the results given in 4, the proposed method i.e. SDCA-SU,
proposes solutions to the shortcomings of the once in the literature [12, 13]. Although
SDCA-SU fulfills the requirements of such a data retrieval system, only one user can
be active user at a time. In this section, the developments required to make the system
for concurrent use is explored.Such a change imposes some new challenges given as

follow;

e When more than one user send the query to searching server concurrently, searching
server should differentiate between concurrent requests.Since the searching server
generates two tables for private server and rank server, these tables must be

generated per user and must be related to the particular user.

e The private server must know the tables coming from searching server and the rank
server are belonging to which users because the server must match correct tables.
The same approach, i.e. requiring multiple tables specially produced and tapped to
a user, is a valid problem for the private server as well. Moreover, private server

must have the capability of sending concept set of documents to relevant clients.

5.2 The Proposed Architecture

As mentioned before the proposed system in Chapter 3 is a solution for security and
privacy issues when only one user is active at a time. For multiuser system that

enables concurrency, a new system has to be proposed. In our proposal, SADCA-MU,
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the same server architecture is used as given in SDCA-SU with different additional

functionalities.(Figure 5.1)

v
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Figure 5.1 : The architecture of the SDCA-MU.

5.2.1 Definitions

The extended set of variables and their definitions for the SDCA-MU are shown in
Table 5.1.

Table 5.1 : Definitions of the extended set of architecture variables for SDCA-MU.

Variables Definitions

Ky Homomorphic encryption key
K Symmetric encryption key

K, Authentication key set

kq Authentication session key
Cia Client id

Crey Client key

S Normalized TF — IDF table
E[id] Encrypted document id by Kj
E|d] Encrypted document by Kj
E[E[d]]  Encrypted document by Cy,,
0 Query

E[Q] Encrypted QT F query by Kj,
r The number of documents to retrieve
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5.2.2 Entities of SDCA-MU

5.2.2.1 Data owner

The data owner carries out the same operations as in the data owner of SDCA-SU
(Fiqure 5.2). Increasing the number of the client and allowing them to run concurrently
does not affect its operations because the server generates data (Kj, S) and sends them

to other servers only one time. Kj is sent to clients who want to search a query.

s .0

Searching Server Ranking Server

Encrypted and nurma\izedn‘*.\

TF-IDF table (S)
w E[D]E[ID] &

KS Data Server

Ky ‘l,x"’bata Owner

g .e

Encryption Server \\/ \\/7

Client.

Figure 5.2 : The data owner and its communication with the other entities.

5.2.2.2 Searching server

The searching server is considered as similar to the searching server of the SDCA-SU.
The only difference is that the server receives a client id (C;;) from the authentication
server at the SDCA-MU (Figure 5.3). The authentication server accepts only verified
clients and sends the C;; to the searching server. Because of this change the searching
server receives an additional information i.e. the id of the user per query. However,
this additional information would not be sufficient to infer any addition information.

Therefore, knowing the Cj; by the server is not problem in terms of identity privacy.

Like the searching server in the SDCA-SU, the server generates two tables for rank

and private servers and sends these tables with C;; to the relevant servers.
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Figure 5.3 : The searching server and its communication with the other entities.

5.2.2.3 Authentication server

Unlike the SDCA-SU, the authentication server generates Ciy and Cy,, for users. It
is not problem in terms of security that the authentication server knows Cj; and Ci,y
because they are unique for each query of each client. The server sends both of them to
the data server. Also, the server sent Cj; to the searching server as an accept message if
the server accepts the client. Figure 5.4 is shown the communication with other entity

of the authentication server.

Searching Server

Cidr Ckey

_—

E[Q], kalr
Ka Authentication Server Data Server
j f Request
Clients

Figure 5.4 : The authentication server and its communication with the other entities.
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5.2.2.4 Encryption server

The encryption server carries out the same process as one in the SDCA-SU and its

communications are shown in Figure 5.5.

N

N

Data Owner ‘ Q Clients

E[Q]

Encryption Server

Figure 5.5 : The encryption server and its communication with the other entities.

5.2.2.5 Ranking server

The ranking server in SDCA-MU receives C;; with r from the searching server unlike
the SDCA-SU. The ranking server finds the real similarity values and ranks them in
descending order. According to ranks it creates a new list by selecting the r values
from the top. After creating, the table and Cj; are sent to the private server. As
with other servers, the server does not know the client identity from C;; because of
uniqueness of C;;. Therefore, there is not problem imposed because of this change
from the perspective of security and privacy. The communications with other server of

the ranking server is shown in Figure 5.6.

5.2.2.6 Private server

The private server keeps tables coming from other searching server, rank server and

data server as well as clients essentially for book keeping.

The private server initially creates a table called SS;,,;., to save successive couples
of private table and C;; coming from searching server in a single table. Whenever a
private table along with a Cj;, it will be appended to SS; ;. for further use. The private

table has two columns that are random numbers and E[id]s. The server also keeps an
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Figure 5.6 : The ranking server and its communication with the other entities.

RS;pie for data coming from the ranking server that includes C;; and Rank(r) table.
RS;upie, similar to SS;4p7., 1S to keep consecutively received tables from ranking server.
The Rank(r) table has the random numbers column. The private server starts with
matching C;; coming from the searching server to Cj; coming from the rank server.
When the private server finds the matched private table and Rank(r) table, it matches
random number column of the private table to random number column of the Rank(r)
table to find E[id]s. The processed data are removed from SS;,, and RS;,p. since

there would be no additional process to be performed for this particular client.

5

Searching Server

Private table, Cig Rank(r), Ciq

Ranklng Server

b Cia E[id] 1, E[id] », .., E[id] , c,d
»b ,»_QE[[ £l Bl E(ld1] 1, B[] 2., EL[d] ), Cia

\/ S dl] LE[ld]] 2, nrs -
\/ Private Server Data Server

Clients

Figure 5.7 : The private server and its communication with the other entities.

The private server generates a PS;,p/. that includes two data. One of the data is C;; that
is received from the searching server and the rank server, the other is E[id] list is found
by matching Rank(r) table to private table. The private server sends the elements of the
table, i.e. E[id] and Cjy, to the data server in the first come first serve basis to retrieve
the relevant document. Document coming from data server are encrypted by the data

server using Cg.,. Thus, data server sends E[E[D]] to private server. The results are
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kept that is generated in a DS, that includes Cjys and encrypted E [E[D]] list. Private

server serves clients request for document through DS, ;. content.

When a client request for its query, the client sends its C;; to the private server. The
server checks for C;; coming from the client in the DS, ;.. If the server finds Gy, it
sends E[E|[d]] list to the client or if does not find it, depending on the policy it might
be suspended for a present value long or return a negative acknowledgement reply or
simply ignores. Upon successful response and after the sending E[E[d]] to client, the
relevant row is removed by the private server, Note that, the private server does not
have any information about the content of the query done by the clients. Since the
documents are encrypted by data server the content of the documents are not known
by the private server as well. The matching process between the private table and the
Rank(r) table is done by random number column and the numbers are changed for each
query. Therefore, the private server does not infer any additional information between

any client and any document.

Clients send their request to the private server with their C;; to make sure that only the
requested documents are sent to clients by the server. Even though the server sends the
wrong documents or shares all documents with all clients, clients cannot decrypt that

they have not asked for because they do not know any Ci,, apart from their own.

5.2.2.7 Data server

In the SDCA-MU, the data server receives E[D] list and E[id] list from the data
owner like the SDCA-SU. (Figure 5.8) In addition, as mentioned in subsection of the
authentication server, the data server receives Cjy and Cy,, from the authentication
server and keeps them in a new table called AS;4p.. The Ciy and Cy,, are unique for
each query of each client. When the private server sends E[id] list with Cj4, the data
server finds relevant E[d] list by matching E[id] in the data server to E[id] coming
from the private server. Additionally, the data server matches C;; coming from the
private server to Cjy column in the table and finds the Gy, of the client. The data server
encrypts the E[d] list with Cy,, symmetrically to produce E[E|d]] list and sent it to the

private server.
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Figure 5.8 : The data server and its communication with the other entities.

The data server cannot infer any information about the identity of the client since the
Ciq and Cy,y are different for every query. Documents and their ids are encrypted by

data owner. There is no security vulnerability in terms of the content of the documents.

5.2.3 Stages of the flow of SDCA-MU

In the section only the processes that are different from these in SDCA-SU. SDCA-MU
processes are actually the same as SDCA-SU for data outsourcing (Subsection 3.2.3.1)

and query creating (Subsection 3.2.3.2)

5.2.3.1 Query authentication

As explained in Chapter 2, the authentication protocol for SDCA-SU requires k,
combination for tags. However, in SDCA-MU 2 additional combination; one for C;,
and the other for Gy, is required. Therefore, before sending the query to searching
server, each client generates own unique k, + 2 combinations selected from their K,,.
Ciq 1s unique id for each client and it is generated for every query, C,, is unique
symmetric encryption key for each client and it is generated for every query to encrypt

E[d] in the data server and to decrypt only related client.

After sending the query to searching server, searching server sends only the user
k, to the authentication server. According to Authentication Protocol [14], the
authentication server can know Cj; and C,, that are not sent by the client. If the
authentication server finds the user, the server accepts the client and sends Cj; to

searching server, Cjy and Cj,, are sent to the data server and the system continuous
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working. If the authentication server does not find the user or detects the k, has been

received previously, the client request is terminated (6.a-6.b in Figure 5.1).

5.2.3.2 Query searching

When the searching server receives the accept message with Cjy, it starts to search
the query. The server has homomorphic encrypted 7TF — IDF table of the documents
(S) and homomorphic encrypted TF table of the query (QTF). The cosine similarity
value is found between the query vector Q = [¢q1,¢2,. . .,qu| and the nth index vector

Sn = [Sn,1,522,- - -,85n,m] by Eq. 3.1.

The similarity between Q and S (index of all documents) is showed in:

CS=lesp|1<n<N] (5.1

The searching server generates a table which includes the similarity vector. The table
has three columns; the first column, col1, keeps the random number, second column,
col2, keeps the encrypted ids (E[id]s) and third column, col3, keeps the similarity
values of the E[id]s. The server orders the table according to col1, then generates new
two tables. One table includes coll and col2 is sent private server with C;y, while
second table includes col1 and col3 is sent to ranking server with r and C;4(7 in Figure

5.1).

5.2.3.3 Documents retrieval

The ranking server decrypts the similarity column i.e. col3 with K}, and sets the table
in descending order according to the decrypted values of similarity, i.e. the actual
similarity values. A new table is created from the highest r rows [col1] and it includes
random number column by the ranking server and is sent to private server (8 in Figure

5.1).

The private server has more than one table coming from searching server and ranking
server. Firstly the server finds tables of having the same C;; than it compares two tables
coming from the searching server and the ranking server according to col/1. Therefore,
the server finds E[id]s of the related documents, and sends them to data server. (9.a in

Figure 5.1).
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The data server matches E[id|s coming from the data owner and related E[id]s of
coming from the private server (9.b in Fig.2), finds the relevant E|[d]s and associates
E[d]s with Cj; coming from private server. The server has a table which includes Cy,ys
and C;ys coming from the authentication server. E[d]s are encrypted again with related

Crey by the data server to produce E[E[d]] list. E[E|[d]] list are sent to the private server.

The private server keeps a list including C;; and E[E[d]] list coming from the data
server. When a client wants to retrieve results documents about searching query, it
sends to Cjy to the private server (10.a in Figure 5.1). If the server finds the client Gy,

the server sends the relevant E[E[d]]s to the client (10.b in Figure 5.1).

Finally, the client has E[E[d]] list that is encrypted with symmetric encryption twice
one by the data owner and the other by the data server. The client has both encryption

keys, K and Ciy, to decrypt E[E[d]] list to end up with the document.
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6. SIMULATION AND RESULTS OF SDCA-MU

6.1 Simulations

In this chapter, the SDCA-MU is simulated and the results of the simulation are

explained.

6.1.1 Dataset information

From the implementation point of view, SDCA-MU is exactly the same as SDCA-SU
considering the use of dataset and relevant prepossessing operations. Note that the

same environment is also used for simulation purposes.

The flow diagram of the SDCA-MU system is shown in Figure 6.1. In the program,

servers have run infinitely. Users search their query and they terminates.

6.2 Results

The essential difference between SDCA-SU and SDCA-MU is from the perspective
of security and privacy rather than data retrieve process. Therefore, in this section
only the security and privacy issues are discussed. The system consisting of multiple
servers is designed to data retrieval. Each server is considered as not malicious curious.
Therefore, data forms documents, id of documents, similarity values, TF-IDF table and
QTF vector are considered as sensitive data such that any combination at any server
may not lead on inference on data. These data must be protected from the servers
and the servers should not relate between data and client. Table 6.1 shows the servers
and the variables that are known by the server in the system. The proposed technique

provides the requirements of privacy preserved data retrieval.

Documents and their ids are encrypted separately with Kg by the data owner. Encrypted
documents E|[D] list and encrypted documents id E[ID] list are sent to the data server

by data owner and stored in there. E[ID] with the normalized TF — IDF table (S),
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Y Is there a new query?

No.

User is terminated.

Figure 6.1 : The flow diagram of the SDCA-MU.

are sent to the searching server. The servers that know E[D] and E[ID] are shown in

Table 6.1. In the system, E[D] is known by only the data server, E[id] is known by the

private server, the searching server and the data server. The servers require symmetric

encryption key Ky for decrypting the documents and their id. They cannot have the K

so the document security is provided.

52



Table 6.1 : Variables known to servers in the system.

Authentication Searching Ranking Private Encryption Data

Variables
Server Server Server Server Server Server

Ckey

S (TF-IDF)
QOTF
Similarity
E[Similarity]
E[id]

E|d]

0

QU
X X X X X X< < < < ® X
XLLLUB LU XL X X B
X ®< <X X X< X X X<_
R X X ® X X X<_ X X X X
X X X X< X X< X ® X<_
R X X X X< < X X ® X

The values of the TF — IDF table are shown index frequency of keywords. TF — IDF
table is sparse which includes many zero and non-zero values are usually either same of
close to each other. Although the values in the table are encrypted because of the poor
distribution of the values, index pattern can be inferred. Since the encrypted values of
the same values are also the same. In order to avoid such a problem, the values in the
tablet are normalized as explained in the Section 2 before encryption. Therefore, the
same values and zeros become different but close to each other. After the encryption,
the values become unique values. The new table S is known by only the searching
server. The server needs Kj, for decrypting it. Thus, the index frequency cannot be

known in the system and index privacy requirement is fulfilled.

Like TF — IDF table, QT F vector is normalized and then encrypted with Kj,. Although
the normalized values are close to each other, with the encryption they became unique
number with random difference. In the system, the QT F is known by the encryption
server and the searching server as showing in Table 6.1. Since the searching server
does not have K}, the server cannot decrypt the vector values. Therefore, query

frequency and query pattern cannot be known and the query index privacy requirement

is provided.

The client, use a single-use key for each query. The authentication server shares
authentication key K,, with the client by using HEADA authentication protocol.

According to the protocol, the client cannot use a previously used k, for its query
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to prevent replay attacks and the server accept or reject the client repairing the k,.
Moreover, although &, is known by the searching server in the system, the server cannot
search any query because the authentication protocol cannot be performed between the
searching server and the authentication server and the authentication server recognizes

as a fake entry.

To generate QT F, the encryption server must have keywords of documents and query
so the query and the keyword list are sent to the encrypted server by hashed. Therefore,
the documents as well as the contents of the keywords are protected from encryption

SErver.

For SDCA-MU, Cj; and Ci,, are included in the system. With the authentication
protocol, the authentication server and client select m+ 2+ 141 combinations. m + 2
combinations are used k, generation and verification between the authentication server
and the client (it is explained in Section 2), the other +1 combination is used C;; and
last +1 combination is for Cy,,. Thus, C;y and Cy,, are generated unique for every
client and every query. Because of the unique combinations, although all servers know

the Cjy4, identity privacy is provided.

Ciey encrypts and decrypts the query results of the clients by the data server that
receives from the authentication server and the data server sends encrypted results
to the private server. Thanks to C;;, the private server can know which query results
are sent to which client. If any unverified client wants to request, the private server
does not send to the client any result since its Cj; is undefined. Even though the private
server sends any query result to any undefined client, the client does not know right
Crey and cannot decrypt the results. The authentication server and the data server know
the Cyy but they do not have the K for decrypting the results. Therefore, the query

results are protected twice.

The private server matches Cj; to E[E|[d]] encrypted by Cg,, and E[id|. In the system,

every client has unique Cy4, Gy, for every query, so the server cannot relate them.

The similarity values of the documents on the searching server are not real results
because TF — IDF table and QT F vector are homomorphic encrypted with Kj,. Thus,
the similarity results are encrypted. If the server has Kj, it can calculate real similarity

values and relate between E[id] and similarity values.
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Although the ranking server has the K, and the real similarity values, the server cannot
find any relation between the documents and the similarity values, because the server
knows only random numbers and similarity values, it does not have any documents

and their id information.

If the data owner changes the Kj, the client is not affected with this process, and the
system continuous in the same way because of the encryption server. The number of
the parties that know K} decreases, therefore the system becomes more securely and

user’s working load is reduced.

In the SDCA-NU, if the servers generate any query and want to search the it, the servers
cannot receive any result. The servers need K, for generating Cjy, C,, and kg, so only
the authentication server can search the query. Although the authentication server can
send any query, receive result from the private server with C;; and decrypt the result

with Cj,,, the server cannot decrypt the result because it does not have Kj.
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7. CONCLUSIONS AND FUTURE WORKS

7.1 Conclusions

In this research, a number of secure and privacy preserving of data retrieval problems.
That have not been sorted out in a previous research [12] on cloud computing are
attacked and a novel solution for those is suggested. In the suggested model, new
servers are included in the previously proposed basic privacy preserving data retrieval
system. With the new servers, it is aimed to reduce the data information to prevent
inferences on a cloud server, in order to provide security and privacy requirements of

data retrieval system.

Privacy preserving data retrieval on the data clouds have been researched by
many groups using different approaches and techniques. In this research, Fully
Homomorphic Encryption is used to encrypt data and to make calculations on the
encrypted data, the normalization process is applied on the TF-IDF and QTF tables to
provide uniqueness before encryption. HEADA authentication protocol [14] is used to

provide anonymity and verify the users.

In this research, two new architectures are designed; the first architecture is called
SDCA-SU is for serving only single user at a time, the other is called SDCA-MU
is for serving concurrent multiuser. These architectures are designed by basing the

previous research [12].

The most significant contribution of the SDCA-SU is introducing a new server
(Encryption server) to hide the homomorphic key from the all clients and managing
the homomorphic key. Moreover, SDCA-SU overcome the other shortcomings of
depicted on the previous research which are; the previous architecture has unnecessary
data traffic and the private server knows critical information about documents. The
SDCA-SU is evaluated by simulation and the results showed that the normalization
process provides privacy and security on the data retrieval system and it is not affected

the retrieved documents and their similarity. Similarly, not only fully homomorphic
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encryption ensures operations on the encrypted data and provides documents and query

security but also is not affected the retrieved documents and their similarity.

SDCA-SU is designed for only a single user at a time and if more than one user
search a query, the servers should have more information about the clients and
many infer through matching tables. In SDCA-MU, additional information about the
clients are sent to the servers (searching server, data server, private server, ranking
server, encryption server) of the architecture. Similar to the SDCA-SU, SDCA-MU
are evaluated by the simulation and the results indicated that SDCA-MU provides
document privacy, index privacy, query privacy, identity privacy ant it prevents replay

attacks. Moreover, the retrieved documents can be decrypted by only related client.

As a result, in the thesis, titled SDCA : Secure and Privacy Preserving Data Retrieval
Architecture on Cloud Computing novel solutions for the data retrieval system on
the cloud computing have been suggested. Both of solutions are providing 9+1
requirements of a privacy preserving and secure data retrieval system. Those solutions
are also tested through simulations. We believe that both architectures can be used a

platform for various applications with low cost low capacity end users.

7.2 Future Works

Although the system is fulfilling the requirements of privacy preserving and secure
data retrieval on clouds, there are some issues to be research. These issues are left out
of the content of this for further research. SDCA has only one data server to match
E[id] and to find E[d]. That may cause to make inference by the data server in the long
run. Similarly, private server knows E[id]| and E|[d| lists, the server can classify queries
with time. Thus, distributed data servers can be used instead of single data server and it
can be avoided from knowing whole E[id] list in the data server. For the private server,
the functionality of the private server can be provides another server or client, a new

architecture can be developed for this.

Real applications can run to test the real-time performance of the architecture.
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Although it is not considered within the content of this thesis, this research is an
ongoing one with which we are aiming to implement IoT based low-end system for

e-health.
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APPENDIX A.1

Three lists of stopwords are used to remove stopwords from the documents. These lists
are followed:

Long lists of stopwords : a; able; about; above; abst; accordance; according;
accordingly; across; act; actually; added; adj; adopted; affected; affecting; affects;
after; afterwards; again; against; ah; all; almost; alone; along; already; also;
although; always; am; among; amongst; an; and; announce; another; any; anybody;
anyhow; anymore; anyone; anything; anyway; anyways; anywhere; apparently;
approximately; are; aren; arent; arise; around; as; aside; ask; asking; at; auth;
available; away; awfully; b; back; be; became; because; become; becomes;
becoming; been; before; beforehand; begin; beginning; beginnings; begins; behind;
being; believe; below; beside; besides; between; beyond; biol; both; brief; briefly;
but; by; c; ca; came; can; cannot; can’t; cause; causes; certain; certainly; co; com;
come; comes; contain; containing; contains; could; couldnt; d; date; did; didn’t;
different; do; does; doesn’t; doing; done; don’t; down; downwards; due; during; e;
each; ed; edu; effect; eg; eight; eighty; either; else; elsewhere; end; ending; enough;
especially; et; et-al; etc; even; ever; every; everybody; everyone; everything;
everywhere; ex; except; f; far; few; ff; fifth; first; five; fix; followed; following;
follows; for; former; formerly; forth; found; four; from; further; furthermore; g;
gave; get; gets; getting; give; given; gives; giving; go; goes; gone; got; gotten; h;
had; happens; hardly; has; hasn’t; have; haven’t; having; he; hed; hence; her; here;
hereafter; hereby; herein; heres; hereupon; hers; herself; hes; hi; hid; him; himself;
his; hither; home; how; howbeit; however; hundred; 1; id; ie; if; 1’1l; im; immediate;
immediately; importance; important; in; inc; indeed; index; information; instead;
into; invention; inward; is; isn’t; it; itd; it’ll; its; itself; i’ve; j; just; k; keep; keeps;
kept; keys; kg; km; know; known; knows; 1; largely; last; lately; later; latter;
latterly; least; less; lest; let; lets; like; liked; likely; line; little; ’11; look; looking;
looks; Itd; m; made; mainly; make; makes; many; may; maybe; me; mean; means;
meantime; meanwhile; merely; mg; might; million; miss; ml; more; moreover;
most; mostly; mr; mrs; much; mug; must; my; myself; n; na; name; namely; nay;
nd; near; nearly; necessarily; necessary; need; needs; neither; never; nevertheless;
new; next; nine; ninety; no; nobody; non; none; nonetheless; noone; nor; normally;
nos; not; noted; nothing; now; nowhere; o; obtain; obtained; obviously; of; off;
often; oh; ok; okay; old; omitted; on; once; one; ones; only; onto; or; ord;
other; others; otherwise; ought; our; ours; ourselves; out; outside; over; overall;
owing; own; p; page; pages; part; particular; particularly; past; per; perhaps;
placed; please; plus; poorly; possible; possibly; potentially; pp; predominantly;
present; previously; primarily; probably; promptly; proud; provides; put; q; que;
quickly; quite; qv; r; ran; rather; rd; re; readily; really; recent; recently; ref; refs;
regarding; regardless; regards; related; relatively; research; respectively; resulted;
resulting; results; right; run; s; said; same; saw; say; saying; says; sec; section;
see; seeing; seem; seemed; seeming; seems; seen; self; selves; sent; seven; several;
shall; she; shed; she’ll; shes; should; shouldn’t; show; showed; shown; showns;
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shows; significant; significantly; similar; similarly; since; six; slightly; so; some;
somebody; somehow; someone; somethan; something; sometime; sometimes;
somewhat; somewhere; soon; sorry; specifically; specified; specify; specifying;
state; states; still; stop; strongly; sub; substantially; successfully; such; sufficiently;
suggest; sup; sure; t; take; taken; taking; tell; tends; th; than; thank; thanks; thanx;
that; that’ll; thats; that’ve; the; their; theirs; them; themselves; then; thence; there;
thereafter; thereby; thered; therefore; therein; there’ll; thereof; therere; theres;
thereto; thereupon; there’ve; these; they; theyd; they’ll; theyre; they’ve; think;
this; those; thou; though; thoughh; thousand; throug; through; throughout; thru;
thus; til; tip; to; together; too; took; toward; towards; tried; tries; truly; try; trying;
ts; twice; two; u; un; under; unfortunately; unless; unlike; unlikely; until; unto;
up; upon; ups; us; use; used; useful; usefully; usefulness; uses; using; usually; v;
value; various; ’ve; very; via; viz; vol; vols; vs; w; want; wants; was; wasn’t; way;
we; wed; welcome; we’ll; went; were; weren’t; we’ve; what; whatever; what’ll;
whats; when; whence; whenever; where; whereafter; whereas; whereby; wherein;
wheres; whereupon; wherever; whether; which; while; whim; whither; who; whod;
whoever; whole; who’ll; whom; whomever; whos; whose; why; widely; willing;
wish; with; within; without; won’t; words; world; would; wouldn’t; www; X; y;
yes; yet; you; youd; you’ll; your; youre; yours; yourself; yourselves; you’ve; z;
zero");

Short lists of stopwords : a; about; above; after; again; against; all; am; an; and,
any; are; aren’t; as; at; be; because; been; before; being; below; between; both;
but; by; can’t; cannot; could; couldn’t; did; didn’t; do; does; doesn’t; doing; don’t;
down; during; each; few; for; from; further; had; hadn’t; has; hasn’t; have; haven’t;
having; he; he’d; he’ll; he’s; her; here; here’s; hers; herself; him; himself; his;
how; how’s; 1; 1’d; 1’ll; 1’'m; i’ve; if; in; into; is; isn’t; it; it’s; its; itself; let’s;
me; more; most; mustn’t; my; myself; no; nor; not; of; off; on; once; only; or;
other; ought; our; ours; ; ourselves; out; over; own; same; shan’t; she; she’d; she’ll;
she’s; should; shouldn’t; so; some; such; than; that; that’s; the; their; theirs; them;
themselves; then; there; there’s; these; they; they’d; they’ll; they’re; they’ve; this;
those; through; to; too; under; until; up; very; was; wasn’t; we; we’d; we’ll; we’re;
we’ve; were;, weren’t; what; what’s; when; when’s; where; where’s; which; while;
who; who’s; whom; why; why’s; with; won’t; would; wouldn’t; you; you’d; you'll;
you’re; you’ve; your; yours; yourself; yourselves

Google lists of stopwords : I; i; a; about; an; are; as; at; be; by; com; de; en; for;
from; how; in; is; it; la; of; on; or; that; the; this; to; was; what; when; where; who;
will; with; und; the; www
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