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ABSTRACT

The integration of Medical Internet of Things (MIoT) with traditional patient healthcare
records (PHRs) has the potential to improve patients’ quality of care by providing accurate
diagnosis, track their vital signs, and provide real-time data to doctors for data analysis
thereby improving the quality of life. However, PHRs are highly private, and the data
sharing process raises significant security and privacy concerns. To surmount these chal-
lenges, this thesis proposes two innovative frameworks: Enhanced Privacy Preservation
Based Blockchain Mechanism (EPIoT) and a Differential Privacy Preserving (DPP) frame-
work, both leveraging blockchain technology.

The EPIoT model uses the immutability and decentralized nature of blockchain to en-
sure data integrity, transparency, and auditability in the patient health record (PHR) system.
However, traditional blockchain systems impose high computational requirements that are
not suitable for resource-constrained MIoT devices. To overcome this limitation, our pro-
posed framework employ service-oriented layers approach in which each layers operate
independently of each other, providing a flexible architecture for the MIoT ecosystem. The
service-oriented layer approach comprises of four key layers:registration layer, authentica-
tion layer, privacy enforcement layer, and transaction layer. The registration layer focuses
on the initial setup and registration of MIoT devices within the network. While the au-
thentication layer is responsible for verifying the identity and authenticity of MIoT devices
and the privacy enforcement layer is mainly responsible for enforcing the privacy of MIoT
user by transferring control to the end user to limit how the data can be retrieved from
the MIoT analytic process. The transaction layer handles the secure exchange of data and
transactions within the MIoT network.

To further surmount the privacy preservation issues in MIoT based blockchain network
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and to further enhance the privacy protection, we have proposed the DPP framework. DPP
is a mathematical framework that ensures strong privacy guarantees. By implementing
DPP at the stream level generated by IoT devices, it provides a rigorous mathematical
framework that provides provable privacy guarantees, making it a more robust and reliable
approach compared to the blockchain-based mechanism used in EPIoT. The DPP frame-
work injects three different types of noises: Laplace noise, Gaussian noise, and Exponential
noise, which are applied strategically to achieve privacy preservation. We have introduced
a novel concept of privacy levels, which are adjustable by data owners as low, medium, and
high. This flexibility addresses the varying privacy requirements of different applications
and empowers data owners to customize the level of privacy preservation according to their
specific needs. The impact of different parameters on the effectiveness of the approach is
analyzed, providing recommendations for tuning. This comprehensive approach ensures a
holistic solution for privacy preservation in MloT-based blockchain systems without com-
promising the privacy of patients’ sensitive health information.

Both the proposed frameworks were evaluated through simulations to assess their effec-
tiveness in addressing security and privacy concerns in the patient health record system. In
the EPIoT framework, the performance evaluation was conducted by deploying a quorum
blockchain network. The simulation involved deploying three different consensus proto-
cols (RAFT, IBFT, and PoA). The performance of the proposed architecture was assessed in
terms of throughput (transactions processed per second) latency and block generation time.
For each type of transaction sent, the simulation is evaluated using two modes of transmis-
sion i-e., sequential mode of transmission and multi-threaded transmission, and evaluates
the performance of each network in terms of throughput and latency. On the other hand, in
the DPP framework, a benchmark study between privacy and utility was first conducted us-
ing numerical simulation as implemented in Matlab. To support our argument, we plotted
the privacy and utility curve for all three kinds of noises (Laplace, Gaussian, and Expo-

nential). Further to simulate a blockchain network, a quorum-based blockchain network



is created, and evaluated the performance in terms of throughput and latency by setting
the privacy level as low, medium, and high. Simulations demonstrated the efficacy of both
frameworks, showing high levels of privacy preservation while upholding data utility and
blockchain consistency. Furthermore, to demonstrate the efficacy of the approach, a se-
curity analysis of the proposed framework was conducted using the AVISPA tool, and the
results confirmed that the framework attains the desired security goals.

In summary, this research offers a comprehensive solution for secure and privacy-
preserving patient health record systems by leveraging blockchain technology. The findings
showcase the immense potential of integrating MIoT devices with blockchain and can serve
as a foundation for future research and development in secure and privacy-aware healthcare

systems.
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OZETCE

Tibbi Nesnelerin Interneti’nin (MIoT) geleneksel hasta saglik kayitlar1 (PHRler) ile ente-
grasyonu, dogru teshis saglayarak, yasamsal belirtileri takip ederek ve doktorlara veri anal-
izi i¢in gercek zamanli veriler saglayarak hastalarin bakim kalitesini artirma potansiyeline
sahiptir. Ancak PHR’ler son derece 6zeldir ve veri paylagim siireci onemli giivenlik ve gi-
zlilik endiselerini dogurmaktadir. Bu zorluklarin iistesinden gelmek icin bu tez iki yenilik¢i
yaklagim 6nermektedir: Her ikisi de blockchain teknolojisinden yararlanan Gelismis Gi-
zlilik Koruma Tabanli blokzincir Mekanizmasi (EPIoT) ve Diferansiyel Gizlilik Koruma
(DPP) yontemi.

EPIoT modeli, hasta saglik kayd: (PHR) sisteminde veri biitiinliigiinii, seffafligini ve
denetlenebilirligini saglamak i¢in blokzincir degismezligini ve merkezi olmayan dogasini
kullanir. Ancak geleneksel blolzincir sistemleri, kaynak kisitli MIoT cihazlari i¢in uygun
olmayan yiiksek hesaplama gereksinimleri gerektirir. Bu sinirlamanin iistesinden gelmek
icin Onerdigimiz cergeve, her katmanin birbirinden bagimsiz olarak calistig1 ve MIoT eko-
sistemi i¢in esnek bir mimari saglayan hizmet odakli katmanlar yaklagimini kullanir. Hizmet
odakli katman yaklagimi dort temel katmandan olusur: kayit katmani, kimlik dogrulama
katmani, gizlilik uygulama katmani ve islem katmani. Kayit katmani, MIoT cihazlarinin
ag icindeki ilk kurulumuna ve kaydina odaklanir. Kimlik dogrulama katmani, MIoT ci-
hazlarinin kimliginin ve orijinalliginin dogrulanmasindan sorumluyken, gizlilik uygulama
katmani, verilerin MIoT analitik siirecinden nasil alinabilecegini sinirlamak i¢in kontrolii
son kullaniciya devrederek MIoT kullanicisinin gizliligini uygulamaktan sorumludur. Islem
katmani, MIoT ag1 icindeki giivenli veri ve iglem aligverisini yonetir.

MIoT tabanl blokzincir agindaki gizlilik koruma sorunlarin1 daha da agsmak ve gizlilik
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korumasini daha da gelistirmek i¢cin DPP cercevesini onerdik. DPP, giiclii gizlilik garanti-
leri saglayan matematiksel bir ¢cercevedir. DPP’yi IoT cihazlar tarafindan olusturulan akis
diizeyinde uygulayarak, kantlanabilir gizlilik garantileri saglayan siki bir matematiksel
cerceve saglar ve bu da onu EPIoT de kullanilan blockchain tabanli mekanizmaya kiyasla
daha saglam ve giivenilir bir yaklasim haline getirir. DPP ¢ercevesi li¢ farkl tiirde giiriiltii
enjekte eder: Gizliligin korunmasini saglamak i¢in stratejik olarak uygulanan Laplace
giiriiltiisii, Gauss giiriiltiisii ve Ustel giiriiltii. Veri sahipleri tarafindan diisiik, orta ve yiiksek
olarak ayarlanabilen yeni bir gizlilik diizeyi konseptini kullanima sunduk. Bu esneklik,
farkli uygulamalarin de8isen gizlilik gereksinimlerini karsilar ve veri sahiplerine, gizlilik
koruma diizeyini kendi 6zel ihtiyaglarina gore 6zellestirme olanag: tanir. Farkli parame-
trelerin yaklagimin etkinligi tizerindeki etkisi analiz edilerek ayarlama Onerileri sunulur.
Bu kapsamli yaklagim, MIoT tabanli blockchain sistemlerinde hastalarin hassas saglik bil-
gilerinin gizliliginden 6diin vermeden gizliligin korunmasina yonelik biitiinsel bir ¢oziim
saglar.

Onerilen cercevelerin her ikisi de, hasta saglik kayit sistemindeki giivenlik ve mahremiy-
et endiselerini gidermedeki etkinliklerini degerlendirmek i¢in simiilasyonlar araciligiyla
degerle-ndirildi. EPIoT cercevesinde performans degerlendirmesi, cekirdek blockchain
aginin konugl-andirilmasiyla gerceklestirildi. Simiilasyon, ii¢ farkli konsensiis protokoliiniin
(RAFT, IBFT ve PoA) dagitilmasim iceriyordu. Onerilen mimarinin performansi, verim
(saniyede islenen islemler), gecikme siiresi ve blok olusturma siiresi acisindan degerlendiril-
di. Gonde-rilen her islem tiirii i¢in simiilasyon, sirali iletim modu ve ¢ok is parcacikll
iletim olmak iizere iki iletim modu kullanilarak degerlendirilir ve her agin performansini
iiretim ve gecikme acisindan degerlendirir. Ote yandan, DPP ¢ercevesinde gizlilik ve fayda
arasinda bir kiyaslama calismasi ilk olarak Matlab’da uygulandig: gibi sayisal simiilasyon
kullanilarak gerceklesti-rilmistir. Tartismamizi desteklemek icin, i¢ tiir giiriiltiiniin (Laplace,
Gauss ve Ustel) gizlilik ve fayda egrisini cizdik. Ayrica bir blockchain agin1 simiile etmek

icin ¢ekirdek tabanli bir blokzincir ag1 olusturulur ve gizlilik seviyesi diisiik, orta ve yiiksek
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olarak ayarlanarak performans, verim ve gecikme acisindan degerlendirilir. Simiilas-yonlar,
her iki ¢ercevenin de etkinligini gosterdi; veri kullanigliligini ve blokzincir tutarliligini ko-
rurken yiiksek diizeyde gizlilik korumasi gosterdi. Ayrica yaklagimin etkinligini gdstermek
icin AVISPA araci kullanilarak Onerilen ¢ercevenin giivenlik analizi yapildi ve sonuclar,
cercevenin istenen giivenlik hedeflerine ulastigini dogrulad.

Ozetle bu arastirma, blokzincir teknolojisinden yararlanarak giivenli ve gizliligi ko-
ruyan hasta saglik kayit sistemleri i¢in kapsamli bir ¢6ziim sunuyor. Bulgular, MIoT ciha-
zlarii blockchain ile entegre etmenin muazzam potansiyelini ortaya koyuyor ve giivenli ve
gizlilige duyarl saglik sistemlerinde gelecekteki arastirma ve gelistirmeler i¢in bir temel

olusturabilir.
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CHAPTERII

INTRODUCTION

The unprecedented growth of IoT devices is paving the path for a revolutionized modern-
day world in which every smart device will gather, share, and exchange information with
nearby devices. The data gathered by these Internet of things (IoT) devices may encom-
pass confidential or private information and they can be installed in different applications
like health care, industrial control automation, energy systems, and transportation. The
paramount figure for these IoT devices is expected to be reached more than 500 billion
in the year 2030 [2]. With such astronomical amounts, the importance of IoT devices in
our daily lives is ubiquitous. The sheer data of information being collected by these smart
gadgets from its surrounding provides specific services to the end users. Another very
eye-catching domain for the IoT is the medical internet of things (MIoT) where different
sensors are deployed to measure the patient’s vital signs (e.g. oxygenation level, and heart
rate), enabling more proactive and preventive care by healthcare practitioners. Recently, the
COVID-19 pandemic underscored the importance of MIoT (Medical Internet of Things) as
a critical tool in managing the crisis. With hospitals operating at full capacity, patients were
directed to remain at home, and MIoT played a pivotal role in providing remote monitoring
and guidance during this challenging period. However, keeping COVID19 patients at home
requires constant monitoring of vital signs and it can be achieved by adopting MIoT sen-
sors and applications [3]. Furthermore, By leveraging the power of MIoT, all the patient’s
health data recorded as personal health records (PHRs) need to be updated frequently [4]
and any kind of data loss or errors are intolerant as they directly impact the health of the
patients. In addition, PHR sharing provides vital evidence for medical judgment, high-

lights negligence during treatment, and assesses medical insurance [5]. Therefore sharing



PHR data with various Internet of Medical things (IoMT) sectors has garnered significant
attention from various stakeholders involving academia, government, and industry [6], [7].
Despite the popularity of MIoT and its associated networks may be irrefutable, however,
these devices impose serious security and privacy threats and still face certain challenges
that need to be addressed.

Security and privacy are the two fundamental concepts in the field of MIoT domain that
requires delegated attention for protecting user information from various assaults. Though
the notion of privacy and security is very much inter twisted, they can be distinguished from
each other based on the model used to create and communicate data with the outside world.
Security defines the set of protocols and protects the valuable information from prying
eyes and protects it from outside cyber-attacks. Because of these MIoT devices’ resource
limitations, there is a strong possibility for exploiting MIoT risks like DDoS assaults, and
man-in-the-middle (MiTM) attacks.

Most of the time privacy is conflated with security and secure mechanisms that are
available commercially are often tagged as privacy-preserved solutions. Privacy can be
defined as a mechanism where the end-user has complete control over their confidential
data. Therefore the data transmission from the MIoT sensors towards the data analysis
requires trust oriented framework that caters privacy-preserving mechanism providing the

data owner the fine grinned control over his/her data.

1.1 Key Challenges

Here we have highlighted and listed some of the key challenges from the security and

privacy aspect that MIoT devices inherently suffer from :

* Data breaches: MIoT devices are particularly vulnerable to cyber-attacks enabling
the attackers to launch assaults and penetrate the MIoT network which can lead to
the access of confidential and theft of sensitive data. A study found that more than

40% of MIoT devices have known security vulnerabilities, which can be exploited



by hackers [8].

» Data ownership and control: Since MIoT devices are operated and owned by third-
party companies, there exists a lot of concern about data ownership. This lack of
control can lead to privacy violations, such as unauthorized data sharing or data mis-

use [9].

* User identification: Many MIoT devices are designed to collect and access sensitive
data pertaining to user location that can be used for surveillance purposes and may
collect behavioral data for targeted advertisement or some other commercial pur-
poses. This can raise privacy concerns and potentially lead to the violation of users’

anonymity [10].

* Inadequate data protection: Traditional authentication methods such as weak pass-
word protection may not be practically feasible to secure MIoT devices as these
devices are vulnerable to hacking or other security threats. A study found that many
MIoT devices lack basic security features, such as password protection and encryp-

tion [11].

* Lack of standardization and regulation: In terms of regulation, the MIoT eco-system
currently lacks clear guidelines and standards which can lead to the development
of insecure and privacy-violating devices. A study found that many MIoT devices
do not conform to industry standards or best practices, making them vulnerable to

attacks [12].

To overcome these challenges researchers are motivated to explore and restructure the ar-
chitecture of the MIoT ecosystem and suggested various cloud-based solutions to address
the security and privacy concerns [13],[14],[15],[16]. Cloud is usually considered as a
semi-trusted infrastructure that collects, stores, and manages a large amount of informa-

tion, which may potentially lead to privacy leakage of personal information due to inside



malicious attacks or the high-end servers being compromised. However, there exist various
robust encryption schemes for storage purposes and homomorphic encryption schemes for
secure computations but still in some case the employees or other insiders who have access
to sensitive data may intentionally or unintentionally leak or misuse the data, even if it is
encrypted. Furthermore, fog and mist architecture [17] is also proposed by some of the re-
searchers acting as network edge technology and amalgamating with MIoT ecosystem but
there exists a bandwidth constraint as they suffer from the bottleneck issue by uploading
every transaction in the network. Cryptographic techniques cannot be directly deployed at
MIoT sensor level as MIoT devices have inherent limitations both in terms of processing
and memory requirements. Many works have also considered the integration of crypto-
graphic techniques with that of cloud computing, but there remain non-negligible draw-
backs [18],[19]. To alleviate the above-mentioned issues and embrace new technologies,
many researchers leverage blockchain as a new paradigm to address security and privacy
issues [20]. Blockchain is considered a decentralized distributed ledger that store and keep
records in an immutable fashion [21] with the capability to digitize transaction securely
and efficiently. Initially, blockchain was introduced for cryptocurrency due to its specialty
in handling transaction where no trust is needed, and security & reliability is achieved
through a smart contract that automates the process. Recently keeping in view, the capa-
bility of blockchain, its application is now extended to other domains as well like MIoT,
Al etc. In the context of MIoT, blockchain forms a P2P network allowing nodes to ex-
change information in a decentralized manner. Blockchain effectively mitigates fraudulent
activities by broadcasting information to all nodes in a network. Only when a consensus
is reached by the majority of nodes, the transaction is added to the blockchain, ensuring
its integrity and reliability. This decentralized consensus mechanism enhances security and
trust in the system, minimizing the risk of fraudulent behavior. Blockchain is best suited for

MIoT devices to address privacy concerns as in contrast to centralized MIoT architecture,



it is very much difficult to attack several interconnected peers and collect personal informa-
tion or control the entire system. Blockchain offers several other advantageous features like
transparency, faster settlement, anonymity, and tamper resistance which makes it an ideal
candidate for data exchange within the MIoT ecosystem [22],[23]. Even though the rising
integration of blockchain with MIoT systems is auspicious but it still faces the following

challenges from the privacy aspect:-

* How to ensure the authenticity of transactions made by these MIoT devices without

divulging the MIoT users’ privacy on the blockchain?

* How to set the personalized access control mechanism for the individual user so that

data can only be shared with authorized users over the blockchain network?

* How to develop smart contracts to achieve the privacy preserved framework while

maintaining the privacy of smart contracts as well?

* Most of the privacy strategies primarily follow an opt-out approach, where the data
owner is compelled to accept the terms and conditions of privacy, or else the user is

denied access to the services.

Therefore, it is indispensable to design and develop those devices which promote privacy
by design framework, and which ensure the privacy preference as set by the data owner. Ac-
knowledged and motivated by these challenges, this thesis presents two innovative frame-
works:Enhanced Privacy Preservation Based Blockchain Mechanism (EPIoT) and a Dif-
ferential Privacy Preserving (DPP) framework, both leveraging blockchain technology to
address the security and privacy concerns in MIoT eco-system.

In EPIoT framework, we proposed a chain of smart contract layers that are mainly
responsible for the registration, authentication, privacy enforcement policy for these MIoT
devices. Additionally this work aims to focus on giving the end user complete control of

his/her data and giving the complete preference by whom that data needs to be processed or



managed by the consumer. Similarly extending this concept, an end user can set the privacy
preference for every data flow derived from the MIoT sensor, thereby propelling the privacy
aspect to the stream level generated by MIoT devices. The concept of service oriented
layers is mainly responsible for ensuring that trustworthy and reliable devices can become
a part of our proposed blockchain network. Every contract will work independently from
the other chain and a service-oriented chain concept is implemented to achieve the security
and privacy aspect that is well suited for the MIoT domain.

In order to enhance the reliability and contribute to a more secure and trustworthy
ecosystem for MIoT, we have proposed a DPP framework. This framework is based on
a rigorous mathematical model that offers provable privacy guarantees, making it a more
robust and reliable approach compared to the blockchain-based mechanism used in EPIoT.
This module will first identify the level of privacy (low, medium, high) and utility as desired
by the data owner followed by generating a controlled noise determining the trade-off be-
tween privacy and utility. Moreover, three different kind of noises: Laplace noise, Gaussian
noise and Exponential noise are applied strategically to achieve the overall privacy preser-
vation mechanism. This proposed framework will also provide a privacy monitoring aspect
ensuring the level of privacy is maintained over time. Essentially the compliance check is
executed via smart contract and the result is immutably stored on the blockchain so that it
can be auditable as well. We theoretically analyzed the monotonicity of the Laplace, Gaus-

sian and Exponential mechanism by measuring the trade-off between privacy and utility.

1.2 Contribution of this Thesis

The contribution of this thesis lies in addressing the security and privacy preservation issues
in patient health record (PHR) systems and proposing a blockchain-based architecture as a

potential solution. The thesis makes the following notable contributions:

* To address concerns regarding security and privacy, we propose a private by-design

framework to integrate MIoT with consortium blockchain. This private by-design



framework empower the data owner by shifting the control from data consumers

who perform data analysis to the data owner.

* We introduce the notion of service-oriented layers to alleviate the complexity con-
straint as needed by these MIoT devices. These four layers namely the registra-
tion layer, authentication layer, privacy enforcement layer, and transaction layers
executed independently of each other to provide a complete end-to-end framework

specifically for the MIoT devices.

* Our framework will provide the functionality of setting the privacy preference by
the data owner for each data stream generated by an MIoT device and provide a

decentralized privacy compliance check so that it can be auditable as well.

* A thorough security and complexity analysis of our proposed framework using AVISPA
tool to make sure that our proposed scheme is both secure and less complex so that it
can meet the stringent requirements of MIoT that can be implemented in real-world

life.

* Foregoing, extending our concept, we designed a novel privacy-preserving frame-
work by deploying a differential privacy module in conjugation with BC network.
This module will first identify the level of privacy (low, medium, high) and utility as
desired by the data owner followed by generating a controlled noise determining the

trade-off between privacy and utility.

* The proposed framework incorporates a privacy monitoring aspect to ensure the
maintenance of a desired level of privacy over time. Compliance checks are executed
through smart contracts, and the results are immutably stored on the blockchain for

the audit purpose.

1.3 The Outline of the Thesis

The remaining sections of this thesis are structured as follows:



Chapter 2 provides an in-depth understanding of the blockchain and its key concepts.
This section will specifically focus on the Quorum blockchain and its constituent

modules which serve as a basis for building our proposed system model.

Chapter 3 discusses various privacy preservation techniques proposed in the literature
to address issues in Personal Health Record (PHR) system. The purpose of the review
is to assess the current state of the field and offer valuable insights for formulating a

robust framework for preserving privacy.

Chapter 4 presents the overall privacy by design system model along with its con-

stituent module that build the entire system model.

Chapter 5 will explain in detail the EPIoT framework and describing its key com-
ponent in detail. This section will highlight how initially our MIoT devices will be
registered followed by the authentication step. The Privacy enforcement layer will
make sure that data shall only be shared with outside world as per his/her privacy
preference. Moreover, it provides an additional features of compliance checks for
auditing purpose as well. The section will provide a clear explanation of how the
information flows within the Quorum blockchain. Additionally, it will also describe
the flow of information from the MIoT sensors (data owner) to the doctor (data user)
in our case scenario. This explanation will help to understand the data analysis aspect
in detail. Moreover this chapter will also describes the Performance analysis of our
proposed EPIoT via implementing the blockchain network. The security assurance
that is provided by the overall proposed system model is tested using a verification

tool called AVISPA.

To further enhance privacy protection, Chapter 6 presents the novel privacy frame-
work by deploying differential privacy module in conjugation with Quorum blockchain
network. Three different kind of noises: Laplace noise, Gaussian noise and Expo-

nential noise are introduced determining the trade-off between privacy and utility



followed by the Performance analysis of our proposed DPP framework integrated

with blockchain.

Chapter 7 concludes the study by providing a concise summary of the significant find-
ings and contributions derived from the research. The key findings obtained through
the simulations shed light on various aspects of the proposed methods, providing
valuable insights into their effectiveness and performance. These findings serve as
empirical evidence, demonstrating the feasibility and potential of the developed ap-

proaches in addressing the research problem.



CHAPTER 11

THEORETICAL BACKGROUND

This chapter provides an in-depth exploration of the theoretical foundations surrounding
blockchain technology, smart contracts, and privacy preservation techniques. It sets the
stage for addressing the privacy concerns associated with integrating MIoT (Medical Inter-
net of Things) devices with blockchain.

To begin, we dive deep into the basics of blockchain and smart contracts followed by the
Quorum blockchain which laid the foundation of our proposed framework. Secondly we
discussed the various distributed consensus mechanisms such as RAFT, Istanbul byzantine
fault tolerance (IBFT) and Proof of Authority (PoA). Additionally, we examine the privacy

preservation model formulating the problem statement for our research.

2.1 Blockchain and Smart Contracts

Blockchain is considered as decentralized distributed ledger that store and keep records
in an immutable fashion with the capability to digitize transaction securely and efficiently
[24]. In a blockchain, a transaction represents a transfer of value or information between
two parties, and it needs to be validated and processed before being added to the blockchain.
The linkage between blocks in the blockchain is established by utilizing the hash value of
each block, creating an immutable chain of blocks that is highly resistant to tampering or
modification. This structure ensures the integrity of the blockchain and provides a per-
manent record of all transactions as shown in Fig. 1. The blockchain is maintained and
updated by a network of nodes, or computers, that are engaged in the consensus protocol to
verify transactions and incorporate new blocks into the chain. Complementing blockchain,

smart contracts are self-executing agreements with predefined rules encoded directly into
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Figure 1: Blocks in a Chain

the blockchain. These contracts automatically execute and enforce the terms of an agree-
ment without relying on intermediaries [25]. By eliminating human intervention, smart
contracts enable trust and efficiency in every business interactions. They provide a reliable
and transparent framework for parties to engage in transactions, ensuring that the agreed-
upon conditions are met. By leveraging these capabilities of smart contracts, the integration
of smart contracts and blockchain framework enables the automation and enforcement of
various security and privacy-preserving mechanisms in MIoT domain. Smart contracts
can be used to define and implement access control policies, data sharing agreements, and
other rules governing the system, ensuring that all parties adhere to the agreed-upon proto-
cols. For example, smart contracts can be used to automate the process of patient consent
management, allowing individuals to control the access and usage of their medical data.
They can also be used to facilitate secure and transparent medical device authentication
and thus enhancing the overall security and privacy of the MIoT infrastructure. To sum-
marize, by incorporating blockchain and smart contract-based solutions, the MIoT system
can overcome the limitations of traditional centralized approaches and provide a more ro-
bust, secure, and privacy-preserving framework for medical data management and device
integration. The decentralized and transparent nature of these technologies can empower
patients, healthcare providers, and other stakeholders to collaborate more effectively, while
maintaining the necessary level of control and trust over sensitive medical information.

Table 1 presents a compilation of significant attributes associated with blockchain.
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Table 1: Features of Blockchain

Property Details

Decentralized Transfer of control or decision mak-
ing from an individual to a dis-
tributed node.

Transparency Every transaction is traceable and
can be viewed by all the nodes in
the network

Data Immutability | Distributed database to remain un-
changed, unaltered, and indelible
Consensus All the transactions are validated by
the majority of nodes. Transaction
can be denied as well if they don’t
follow the endorsement policy
Highly Secure Difficult to attack as there is no sin-
gle point of failure or the node com-
prises

2.2  Blockchain Types

Blockchain technology is evolving rapidly, and there are various hybrid models and novel
implementations that combine aspects of different types of blockchains to address specific
requirements and use cases. Broadly, blockchain is classified in three main categories. (1)

Public Blockchain (2) Private blockchain (3) Consortium Blockchain.

2.2.1 Public Blockchain

Public blockchains are decentralized and open to anyone to participate as the name indi-
cates, validate transactions, and maintain the blockchain [26]. One of the advantages of
blockchain is that all transactions and data are visible to all participants, thus promoting
transparency, trust and accountability. They are more secure as they used consensus mech-
anisms (e.g. Proof of Work) to ensure the integrity and security of the network and they are
highly resistant to single points of failure. In order to discuss their disadvantages Public
blockchain often face scalability challenges due to the large number of participants and

transaction volumes. Also, Public blockchains typically have limited privacy features, as
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transaction data is visible to all participants. Bitcoin [27] is a well-known example of a

public blockchain where anyone can participate as a miner [28] and validate transactions.
2.2.2 Private Blockchain

Private blockchains are restricted to a specific group of participants, and the network is
controlled by a single entity or organization [29]. Private blockchains can provide better
privacy and confidentiality for participants, as transaction data can be selectively shared
and they can achieve higher scalability compared to public blockchains by reducing the
number of participants. Since private blockchains have a limited number of trusted partic-
ipants, consensus mechanisms can be more efficient. As a downside, Private blockchains
are controlled by a single entity, which raises concerns about trust and potential manipu-
lation so we can say that they are less decentralized and they can be more susceptible to
single points of failure and malicious attacks. Hyperledger Fabric [30] is a popular example

of a private blockchain framework used for enterprise applications.
2.2.3 Consortium Blockchain

Consortium or permissioned blockchains are governed by a group of known and trusted
entities, typically formed for specific use cases or industries [31]. Consortium blockchains
allow for shared control and decision-making among participating organizations and thus
have better governance. Also, participants in a consortium blockchain can have more gran-
ular control over data sharing and access permissions. Consortium blockchains has an
added advantage of achieving higher transaction throughput compared to public blockchains,
making them suitable for enterprise applications. Quorum and R3 Corda is an example of
a consortium blockchain platform designed for financial institutions and other industry-
specific use cases.

Our proposal is also based on Quorum blockchain [32] which is a platform designed for
enterprise use cases, particularly in the finance industry. It was developed by J.P. Morgan,

one of the largest banks in the world, and is open-sourced under the Apache 2.0 license. The
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Quorum blockchain is a technology which is developed by J.P. Morgan and has recently
gained attention due to its innate capability of providing smart contract and transaction
privacy. It is based on permissioned and private distributed ledger technology making it a
favorable concept for privacy measurement when compared with Ethereum, Hyperledger,
and other blockchain networks. These significant features can successfully pave the way
for the mass adoption of MIoT networks in a real environment addressing security and
privacy concerns. In this section, we provide an overview of the fundamental features of

the Quorum blockchain and its constituent modules.
2.2.4 Quorum Blockchain

Quorum, developed by J.P. Morgan and now owned by ConsenSys, is a blockchain platform
that originated as a soft fork of the Ethereum blockchain [33]. It enables controlled net-
work access by establishing a peer-to-peer network exclusively among authorized nodes.
A distinctive feature of Quorum is its native support for transaction privacy, as it selectively
shares private information solely with a subset of network participants. While originally
designed with a primary emphasis on financial applications, Quorum is an open-source
project with a growing range of use cases. Fig. 2 shows the key components in Quorum’s

architecture. In Fig. 2, the Quorum blockchain, derived from go-Ethereum, incorporates a

Distrubuted App

L S
anager

Figure 2: Quorum’s Architecture and Components

Transaction Manager responsible for accessing encrypted transaction data in private trans-

actions. This component facilitates local data storage management and communication
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with other transaction managers, but does not have access to sensitive private keys. In-
stead, the Crypto Enclave assumes the critical role of managing private key operations and
handling encryption and decryption of private transaction data. The Enclave collaborates
closely with the Transaction Manager to ensure that encryption and decryption processes
take place within a secure and isolated environment. Operating as a virtual Hardware Se-
curity Module, the Enclave functions independently from other system components.
Another critical component of Quorum is the Network Manager, which governs net-
work access and facilitates the creation of permissioned networks among participating
nodes. By controlling network permissions, the Network Manager helps maintain the in-
tegrity and privacy of the overall system. The Quorum blockchain incorporates several key

features, including:

* The Quorum blockchain offers inherent confidentiality for transactions and smart
contracts, ensuring that access is granted only to authorized participants involved in

specific transactions.

* Provides support for diverse consensus mechanisms based on voting, including RAFT,

Istanbul Byzantine Fault Tolerance (IBFT), and Proof of Authority (PoA).

* Additionally, Quorum enhances scalability and network performance, enabling ef-
ficient handling of increased transaction volumes while optimizing overall system

efficiency.

By leveraging the inherent confidentiality, consensus mechanisms, and scalability features
of Quorum blockchain, they can be more suitable for addressing privacy preservation issues
in the context of Medical Internet of Things (MIoT) and Personal Health Records (PHR)
system. All patient sensitive data, such as medical records or personal health information,
can be securely stored on the blockchain and accessed only by authorized participants in-

volved in specific transactions. This feature ensures that privacy is preserved and that data is
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not visible to unauthorized entities. Since MIoT systems generate a large volume of trans-
actions and data, which can pose challenges for traditional blockchain networks. Quorum
blockchain can addresses this by implementing techniques such as transaction privacy and
optimized network communication protocols. These optimizations enable efficient han-
dling of increased transaction volumes, ensuring that MIoT systems can process data in a
timely manner while maintaining privacy and preserving the overall system’s efficiency.
The Quorum blockchain’s overarching architecture consists of the following compo-
nents: (1) Quorum Client: A modified version of geth, the Quorum Client plays a pivotal
role in processing private transactions within a designated group of participants. (2) Privacy
Manager: The central entity responsible for implementing the privacy features of Quorum.
The Privacy Manager comprises two key modules: the Transaction Manager and the En-
cryption/Decryption Enclave. These modules facilitate secure and encrypted data exchange

among nodes within the network.
2.2.4.1 Transaction Manager

The transaction manager is the key actor mainly responsible for providing privacy to private

transactions in Quorum blockchain. It provides the following three tasks:-

* Automatically discover all nodes in the network by establishing a P2P connection

with other node’s transaction managers.

* Provides an interface to encryption and decryption enclave to provide confidentiality

feature to the payload.

* Provide storage to encrypted payload.

Quorum blockchain endorsed Tessera as a reliable transaction manager in its latest ver-
sion. It is written in java and is mainly responsible for establishing and distributing private

transactions to other nodes in a network.
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2.2.4.2  Encryption/ Decryption Enclave

This module provides encryption/ decryption functionality as well as key management. It
is considered a virtual hardware security module (HSM). This method enables to store all
sensitive operations in a fully isolated mode thus reducing the impact of outsider attacks as

well.
2.2.4.3 Consensus Protocol

Consensus algorithms are employed to achieve consensus among networks of nodes in a

distributed system. These algorithms must fulfill three essential properties:-

* Agreement: All correctly functioning processes within the system must reach an

agreement on the same value.

» Validity: The value agreed upon must have been proposed by a process within the

system.

» Termination: Eventually, every correct process will arrive at a decision and settle on

a value.

Three different consensus protocols can be implemented in the Quorum blockchain. RAFT
[34], IBFT [35] and PoA [36]. Since Quorum is a permissioned blockchain in which every
node needs to be authenticated first before joining the network so there is no need to deploy
a strong cryptographic puzzle solving consensus protocol like proof of work (PoW) to
keep the network safe. Consensus protocol hones in on a famous trilemma of a distributed
system called the CAP theorem. It is a fundamental theorem for any distributed system
pertaining to achievable properties. CAP stands for three main components as Consistency,
availability, and partition tolerance. By deploying these three-consensus protocols in the
quorum blockchain we will evaluate the performance of each consensus protocol and will
provide the trade-off between consistency, availability, and partition tolerance concerning

the CAP theorem [37].
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2.2.44 RAFT

Raft [27] stands for replicated and fault-tolerant is distributed consensus algorithm based
on Paxos [38]. Raft is a crash fault tolerant algorithm where the maximum node can ex-
hibit crash failure if n > 2 f + 1, where n represents the number of nodes and f represents
the crash failure node. There is three node state transition state in Raft (1) Follower (2)
Candidate (3) Leader. Initially, when the nodes start up it is in the follower state. It may
be the first time the node started, or a node may be recovered after it crashes. For the node
to become a leader it has first to become a candidate. Raft elects its leader first among
the group of nodes and gives full authority to a leader, a leader node accepts transaction
request, propose new blocks, and manages the replication of logs on the other nodes. A
leader election process is deterministic it means that to converge the network the leader
must be elected by the majority of nodes. The leader node will continuously send its pe-
riodic heartbeat to the follower hence it remains a leader for the many rounds of protocol
execution. The leader is assumed to be honest in Raft and all the remaining nodes must
follow the leader. From a CAP theorem frame of reference, Raft exhibits C-P system. It
ensures strong consistency while guaranteeing partition tolerance. When there is a network
partition, those partitions with a majority of nodes can execute a client request while those
who are a part of minority nodes, they simply skip the client request hence availability is
abdicated. Therefore, the Raft ensures immediate finality [39] which means that no forks

are produced in Raft.
2.2.4.5 Istanbul Byzantine Fault Tolerance (IBFT)

IBFT, introduced by Castro and Liskov [40] and referenced as [35], is a Byzantine fault
tolerance algorithm. It shares similarities with Raft in that it involves electing a proposer
or leader and conducting multiple rounds of communication for block proposal and com-
mitment. However, IBFT distinguishes itself by requiring multiple rounds of voting by

validator nodes for each block, rather than blindly trusting a leader as in Raft or other crash
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fault tolerance algorithms. In an IBFT network, a maximum of f faulty or dishonest nodes
can be accommodated in a network of N = 3f + 1 nodes. In the presence of a network
partition, where there are more faulty nodes than honest nodes, the protocol halts until the
partition is resolved. Consequently, IBFT demonstrates characteristics of C-P (consistency
and partition tolerance) based on the CAP theorem. Similar to Raft, IBFT achieves finality,

thereby preventing forks from occurring.
2.2.4.6  Proof of Authority (PoA)

Proof of Authority PoA consensus algorithm [36] is purposely designed for a private net-
work to emulate the design of PoW consensus. PoA has an inbuilt feature of a high transac-
tion rate and high tolerance rate as compared to PoW. In contrast to Practical byzantine fault
tolerance (PBFT), PoA requires minimum exchange of messages among the nodes hence
low overhead as compared to other consensus algorithms. A new block is created or mined
by a group of authority nodes, which are presumed to be trustworthy. It is required that the
number of honest nodes is at least N/2 + 1, where N represents the total number of nodes in
the network. Each authority node is permitted to propose a new block following a schedule
of N/2 + 1 block intervals. If any node in the authority list exhibits erroneous behavior, it
can be voted out by the remaining nodes in the authority list, effectively preventing it from
impacting the network any further. Since PoA guarantees eventual consensus finality so
from the perspective of CAP theorem, it can be deduced that it satisfies the A-P property of
CAP theorem. It compensates for strong consistency over availability and partition toler-
ance. Hence forks are produced due to inconsistency which is resolved later. It is important
to mention over here that the performance analysis of any blockchain network and its im-
plemented consensus protocol depends on various parameters and factors like throughout,

latency, immediate finality and fault tolerance as shown in Table 2
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Table 2: Comparison of Blockchain Consensus Algorithms
Property RAFT IBFT PoA
Complexity 0(n) 0(n?) 0(n)

Finality Instant Instant Eventual
Forks No No Yes

Fault tolerance | (n >2f+1) | (n>3f+1) | (n>2f+1)
CAP analysis | C-P C-p A-P

2.3 Privacy Preservation Model

Mostly privacy policy is specified by a consumer iterating which personal information they
will collect from the individual stating their purpose, describing how long they will keep
the information, and whether the data collected shall be available for third-party usage or
not. On the other hand, the data owner specifies the privacy preference in terms of pur-
pose, holding time, and an arbitrator release. We adopted privacy model as adopted in [1]
which is mainly designed for MIoT scenario. According to [1] purposes are hierarchically
organized into a tree-based structure which is known as purpose tree (PT) as shown in Fig.

3. Such tree-based architecture has the advantage of limiting the number of purposes as

specified in a privacy preference.

General
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Definition I1(Data Owner intended purpose DOip): Data intended purpose mainly com-
prises of two parameters (Allowed Dip and outlier) where ADip is a set of purposes autho-
rizing the access mainly derived from purpose tree PT, whereas outlier OT represents the

non-authorize access to the set of purposes descent from the elements in Allowed Dip such

Figure 3: An example of purpose Tree [1]
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that

DOip = ADip — OT (1)

Definition 2(Data Owner privacy preference DOpp): Data owner privacy preference is

a tuple mainly comprises of following parameters

DOpp = SD,Consumerid,DOip,HT,Arbitratorrelease 2)

Where SD id is the unique identity of stream of data collected by the MIoT sensor, con-
sumer id identify the set of identities to whom privacy preference policy applies, DOip is
the data owner intended purposes define the set of purposes that will be used by the con-
sumer, HT (holding time) is the maximum duration mentioning how long the data would
be available for the data analysis and after the time elapsed the data analyst needs to sub-
scribe again and request from the data owner for the data availability, and arbitrator release
specify whether the private data collected would be available for third party usage or not.
Example 1 : Let us consider an example of private data of a patient who is the data owner
and whose respiration rate, heart rate, and oxygen saturation level are sensed by MIoT
devices, and it needs to be remotely monitored by a doctor in the hospital namely the con-
sumer. Since all this data is private therefore data owner can set a privacy preference (pp)
for each data stream originated by a monitoring system. For simplicity, the patient or the
data owner only wants to monitor his/her oxygen level and such data the patients want to
share for administration and medical purposes with the hospital. The data should not be
available for any marketing or research purposes. Moreover, the patient does not want to
save this information for more than 30 days and does not want to share this information with
any third party for any usage To model privacy preservation for our considered example 1,
Eq 1 implies

DOip = ADip — OT 3)
Where ADip is the intended purpose set from the purpose tree (PT), which is for health-

care and administration purposes for this example and (OT) is the outlier list to whom data
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is not allowed to be shared for any purposes like marketing or research as stated in example

1. Eq 1 would become:

DOip = (healthcare,admin) — (marketing, research) 4)
A data owner can set privacy preference (pp) as implied by equation 2:

DOpp = SD,Consumerid,DOip,T,Arbitratorrelease 5

SD is the oxygen level which the data owner wants to share Consumer mainly comprise of
hospital as stated in example 1 T is 30 days’ time period, Arbitrator release is the Boolean
expression, and it is expressed in terms of true or false. In our particular example it is
false as the data owner don’t want to disseminate this information with any third party. So,

arbitrator release is false Eq 2 would become

DOpp =oxygen level, hospital,
(6)

[(healthcare, admin) - (marketing, research)], 30d, false
When the consumer data usage policy complies with the data owner’s privacy pref-
erence only then the data will be transferred to the consumer. The privacy compliance
check will regulate and monitor all the policies set by the data owner so that the consumer

complies with the data owner’s will.

2.4 Privacy Enhancing Technologies (PETs) for Data Privacy

Privacy Enhancing Technologies (PETs) encompass a range of techniques and tools de-
signed to safeguard data privacy. These techniques aim to minimize the collection, use,
and disclosure of personal information, while still allowing for effective data analysis and
utilization. Some of the common PETs techniques used for data privacy are Anaonmyza-
tion, homomorphic encryption, Secure multiparty computation (SMC), and Zero knowl-

edge proof and differential privacy.
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Anonymization techniques transform or remove personally identifiable information (PII)
from datasets to prevent the identification of individuals. This can involve techniques
such as data masking, generalization, or perturbation to obfuscate sensitive attributes while
preserving the overall utility of the data. In the realm of data privacy, three prominent
anonymization techniques have gained recognition: k-anonymity [41], I-diversity [42],
and t-closeness [43]. These techniques serve the purpose of de-identifying individuals’
private data, safeguarding their sensitive information from being easily attributed to spe-
cific individuals. By employing these anonymization methods, data privacy can be effec-
tively preserved, allowing for meaningful data analysis and secure data sharing. However,
Anonymized data can still be re-identified using external information or by combining
multiple datasets. Such techniques may sacrifice data granularity or accuracy, affecting the
usefulness of the data for certain analyses and it is quite challenging to find the right level
of anonymization that adequately protects privacy while maintaining data usefulness.

Similarly cryptographic based approach like homomorphic encryption allows compu-
tations to be performed on encrypted data without decrypting it, thereby preserving data
privacy. This technique enables secure data processing and analysis while keeping the
original data encrypted. Since Gentry’s seminal work in 2009 [44, 45], which introduced
the first functional fully homomorphic encryption scheme, there has been a surge of inter-
est in this field. The prospect of performing computations on encrypted data in real-world
applications has captivated researchers. Notably, Rodriguez et al. [46] proposed a security-
enhanced architecture with an access control scheme for users to regulate access to their
health data. By leveraging homomorphic encryption on individual components, they en-
sured communication security and query privacy while performing computations on users’
health data. Similarly, Jayaraman et al. [47] presented an IoT architecture that employed
homomorphic encryption to achieve privacy-preserving access control. This approach en-
abled users to control data access while allowing service providers to store, analyze, and

extract valuable insights without compromising users’ personal information. However, it
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is important to acknowledge that fully homomorphic encryption still faces challenges in
terms of efficiency, making it less suitable for resource-constrained MIoT devices. Certain
computations, such as machine learning algorithms, may pose difficulties or inefficiencies
when executed on encrypted data, particularly in resource-constrained MIoT environments.

In addition, Secure multiparty computation (SMPC) enables multiple parties to jointly
compute a function on their private inputs [48] without revealing the inputs to each other.
It allows for collaborative data analysis and computation while maintaining data privacy.
However the critics mentioned that SMPC protocols can be computationally expensive,
especially for large-scale computations involving multiple parties. Also the security of
MPC relies on trust assumptions among participating parties and the correctness of the
underlying cryptographic protocols.

Some work also proposed Zero-knowledge proof of knowledge [49] to maintain the
privacy of transactions. Zero-knowledge proof is a mathematical technique to verify the
truthfulness of information without revealing the information itself, but the technology
receives critics that the protocol is susceptible to cyber-attack when the intruder behaves
like an actual user. Moreover, the protocol has a significant problem of high computation
power that limits its usage, especially when applying it to the MIoT domain. In recent
years, there has been a growing body of research that leverages differential privacy as a
mechanism for designing Privacy Enhancing Technologies (PETs) in the context of 1oT.

Differential privacy enables the analysis of complete user behavior datasets without
disclosing individuals’ private information. This technique involves introducing noise into
the dataset, ensuring the desired level of privacy protection under this framework. Notably,
Google LLC utilizes differential privacy to collect Chrome usage data from users while
upholding their privacy [50]. Darwish et al. [51] proposed an architecture for safeguarding
the privacy of 10T healthcare systems. The architecture incorporates pseudonymization and
anonymization techniques to protect sensitive information of patients. To provide an addi-

tional layer of protection, a differential privacy analyzer is employed to assess whether the
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query results meet the requirements of differential privacy. In a similar vein, Xu et al. [52]
introduced a privacy-preserving framework that leverages the differential privacy mech-
anism at the edge of the IoT network. By employing differential privacy, sensitive data
leakage is minimized before transmitting the data to the cloud for further analysis. This ap-
proach ensures data privacy while preserving the utility of the data for subsequent analysis.
By utilizing differential privacy, these studies demonstrate the efficacy of this mechanism
in preserving data privacy within IoT applications. The incorporation of differential pri-
vacy techniques enables the analysis of sensitive data while maintaining a strong level of
privacy protection. Some of the authors combine the concept of differential privacy with
other mechanism such as access control mechanism to provide more fine grinned control of
the data. Likewise, Fernandez et al. [53] proposed a category-based access control with pri-
vacy policies and differential privacy. When people conformed to what the privacy policies
specified, the system would utilize the differential privacy mechanism over the personal
data before transmitting the data to the authorized people. Jung and Park [54] introduced
an access control scheme incorporated with the differential privacy, which allowed the data
owners to adjust the accuracy of the query results by inserting noise determined by means
of game theory. To embrace new technologies, many researchers also leverage blockchain
as a new paradigm to address security and privacy issues [55]. Blockchain is considered a
decentralized distributed ledger that store and keep records in an immutable fashion [56]
with the capability to digitize transaction securely and efficiently. Since we have also used
differential privacy in our proposed framework, we will explain this concept in detail in the

following subsection.

2.5 Differential Privacy

Differential privacy is a widely recognized technique for preserving privacy that offers
robust assurances that the output of a data analysis algorithm does not disclose any sensitive

information about individuals. In this section, we will introduce the foundational concepts
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of differential privacy. Let’s consider a database denoted as x, which contains records from
a universal set of data types X. In this context, x can be represented as x € N X1, where x;
represents the number of elements in the database x of type i € x. Here, N represents the
set of all non-negative integers.

The measurement of the distance between two databases, x and y, is quantified using

the /1 norm, denoted as |x — |, which is given by Equation 29:

¢y norm = [x —y|; (7)

To ensure privacy in the context of differential privacy, techniques such as Laplace
noise, Gaussian noise, and Exponential noise are commonly used. These noise mechanisms
obscure sensitive information contained in the data, providing privacy guarantees.

Definition 3 (Differential Privacy) A randomized algorithm M, defined on the domain
NIZl_is classified as differentially private if, for any subset S in the range of M and for all

x,y € NIl satisfying ||x — y||; < 1, the following inequality holds:

PM(x)€S) <efP(M(y)€S)+6

When 6 is equal to 0, the algorithm M is said to possess e-differential privacy.

Laplace Noise Laplace noise is well suited for scenarios where the sensitivity of the
query is known as it allows for precise control over privacy budget allocation. The sen-
sitivity of a query refers to the maximum amount by which the query result can change
when the data of a single individual is modified or removed from the dataset. Within the
framework of differential privacy, utility refers to the usefulness or accuracy of the query
result or data analysis obtained while ensuring the preservation of privacy guarantees.

Definition 4 (¢-Sensitivity) The ¢; sensitivity of a function f can be expressed as:

Af =max [ f(x) = f()l: ®)
Definition 4 (Laplace Mechanism) The Laplace mechanism is defined for any function
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f'(x) = f(x) + Laplace (g) ©)
A stronger degree of privacy is achieved with a smaller value of €. As € approaches zero,
the level of noise added to the query result increases, making it more challenging to differ-
entiate the impact of an individual’s data on the final output. On the other hand, a larger
value of € allows for less noise and may provide a relatively weaker level of privacy. The
choice of € depends on the desired trade-off between privacy and utility in a specific con-
text.

Definition 5 (/- sensitivity) The 12 sensitivity of a function f can be expressed as:

fof = max /)~ F)a (10)

Guassian Noise

Additionally, Gaussian noise is useful when the sensitivity of query is not precisely
known or when the data distribution is assumed to be Gaussian, also Gaussian noise adds
noise proportional to the /- sensitivity of the query.

Definition 5 (Gaussian Mechanism) The Gaussian mechanism is defined for any func-

S _mw)y?
f()C)— Wexp( 262 > (11)

The standard deviation (o) is a measure of the dispersion or spread of the Gaussian distri-

tion f as:

bution. It determines the width of the bell-shaped curve. A larger value of (o) indicates
a wider spread of the distribution, while a smaller value indicates a narrower spread. The
mean (i) represents the center or average of the Gaussian distribution. It determines the
location of the peak or the highest point of the bell-shaped curve. The mean also repre-
sents the expected value or average value of the random variable that follows the Gaussian
distribution.

Theorem1 The Expected Estimation Error (EEE) of the Laplace mechanism exhibits a

decreasing trend as the privacy budget € increases.
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Proof: The probability density function of Laplace distribution can be expressed as:

1 [
= — —— 12
700 = e (-5 (12
whereas b is equal to b = A?f. Then
EEE /w L (13)
= — —— | |x|dx
26 P\
01 > 1
EEE = —/wﬁexp (—%) |x|alx—|—/0 25, XP (—%) |x| dx (14)
Solving equation 14will gives us
Af
b=—L 15
c (15)

Therefore,
dEEE Af
=——<0
de e

(16)
Equation 16shows that EEE of Laplace mechanism decreases as we increase the privacy
budget ().

Corollary 1 The modulus of characteristic function ¢(7) increases as we increase the

(€).

Proof: The characteristic function of Laplace mechanism is given by

2
¢(r) = (m) 17)
Where as modulus is
2
6001 = (ar272) a8)

Therefore, the derivative of (|¢(z)|) with respect to (€) is equal to

d 2eAf21?
—o(t)| = 5555 > 19
This equation 19shows that as the modulus of characteristic function increases privacy
budget (&) of Laplace mechanism increases.

Theorem?2 The Expected Estimation Error (EEE) of Gaussian mechanism decreases as

the privacy budget (€) increases.

28



Proof: The probability density function of Gaussian distribution is given by

1 x?
plx) = ———exp (—W> (20)
The value of ) is often chosen based on the desired privacy level or the sensitivity of the
function being computed. A larger value of (o) corresponds to a higher amount of noise
and may provide stronger privacy guarantees but can also lead to more distortion in the

query result. On the other hand, a smaller value of (o) reduces the amount of noise but

may provide weaker privacy guarantees.

EEE:/ ——exp | ———= | |x|dx 21
e (5 ) o @)

Integrating equation 21yields

20 fy/In (12
ppp _ V20 20fyIn(F) 22)

VT eV

Therefore,
dEEE  2Mf/In(13)
de 21

EEE of Gaussian mechanism decreases as the privacy budget (&) increases.

<0 (23)

Corollary 2 The modulus of characteristic function of Gaussian mechanism ¢(¢) de-

creases as we increase the (&) privacy budget

Proof:
—Ao 2% 125
0(1) =exp(—— 3 &) (24)
The modulus function is given by
—Ap f21%In (L2
()] —exp( 20 CE) 29
Therefore, the derivative of (|¢(¢)|) with respect to (&) is equal to
d 20 f*%In (12 —Ay f22In (L2
Do) = Ao o 2G5 6)

29



This equation 26clearly shows that modulus of characteristic function of Gaussian mecha-
nism increase as the privacy budget (&) increases.

Exponential Noise Exponential noise serves as a fundamental component in the realm
of differential privacy, an important privacy-preserving concept in data analysis. Exponen-
tial noise is commonly employed as a mechanism to add random perturbations to sensitive
data, thereby safeguarding individual privacy while allowing statistical analysis. In the
context of differential privacy, exponential noise is derived from the exponential distribu-
tion. This distribution is characterized by its rate parameter, denoted as A, where smaller
values of A correspond to higher noise intensity. By adding exponential noise to sensitive
data, such as individual records or query results, the privacy of individuals is protected, as
the added noise obscures specific details about individuals while still preserving the overall
statistical properties of the data.

Definition 6 (Exponential Mechanism) The mathematical equation for adding expo-

nential noise as a differential privacy mechanism is given by:

1
X = x+ Exponential <I> 27

)

Si—

where X represents the perturbed or noisy value of the original data x. The term Exponential (
denotes the exponential distribution used to generate the random noise and the rate param-

eter A controls the scale of the noise.
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CHAPTER III

LITERATURE REVIEW

In this chapter, we provide a comprehensive literature review, analyzing the existing re-
search and solutions related to privacy preservation while integrating Medical Internet of
things (MIoT) devices with blockchain. We critically evaluate the strengths and weak-
nesses of prior approaches, identify research gaps, and highlight the research directions
that need to be explored.

Furthermore, We identify the existing gaps and challenges in preserving privacy when
integrating MIoT devices with blockchain. By reviewing the current literature, we identify
the limitations of existing techniques and the need for an innovative approach. Our goal is
to propose a novel solution that addresses the privacy concerns while ensuring the benefits
of blockchain technology in the context of MIoT devices.

Overall, this chapter serves as a foundation for understanding the existing literature
related to blockchain, and privacy preservation issues in the context of MIoT devices. It
sets the stage for presenting our proposed solution in the subsequent chapters, aimed at
addressing the identified privacy challenges and contributing to the advancement of secure

and privacy-preserving integration of MIoT devices with blockchain technology.

3.1 Blockchain based Applications in E-Health

Although, the use of blockchain technology has generated significant interest in E-Health
applications but the E-Health ecosystem presents unique privacy challenges due to the sen-
sitive nature of the data that needs to be stored and shared with various stakeholders. The
studies conducted in [57] and [58] provide a comprehensive review and analysis of current
research on blockchain applications in the healthcare domain. The primary objective of

these work is to identify the potential use cases for blockchain technology in the healthcare
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sector and to shed light on the associated challenges that need to be addressed. Some of the
work also focus on cloud-based E-Health scenarios, [59] discussing the potential applica-
tion of blockchain to enhance security and privacy aspects. In this cloud based architecture,
the authors emphasize the need for off-chain storage mechanisms that allow medical data
to be erased under certain circumstances to comply with privacy laws, such as GDPR’s
Article 17 (’Right to be forgotten™). However,cloud is usually considered as a semi-trusted
infrastructure that may potentially lead to privacy leakage of personal information due to
inside malicious attacks or the high end servers being compromised. Moreover, some of
the authors proposed polynomial-based blockchain structure [60] to address the security
and privacy concerns in Electronic health record system. A polynomial-based blockchain
structure refers to an approach where the blockchain data structure is built upon polynomial
functions instead of the traditional linked list of blocks. In this approach, the blockchain
data is represented using polynomial functions rather than the conventional chained blocks.
However the critics mentioned that the computations involved in encoding the blockchain
data into polynomial functions and performing computation is more complex compared
to the traditional linked list-based structures. Additionally, [61] explores the use of Intel
SGX [62] and blockchain to implement a patient-centric personal health data management
system with accountability and decentralization in E-Health scenarios. Intel SGX is con-
sidered a hardware-based Trusted Execution Environment (TEE), providing a secure and
isolated execution environment within the host system. However, the additional security
measures and isolation provided by Intel SGX can introduce performance overhead, partic-
ularly for computationally intensive blockchain operations, such as consensus algorithms,
smart contract execution, and cryptographic operations. [63] introduces a framework called
Ancile, which utilizes smart contracts in an Ethereum-based blockchain to store hashes of
data references and employs proxy re-encryption to securely share EHRs, focusing on pre-
serving the privacy of medical data while considering security, interoperability, and effi-

ciency aspects for accessing medical records. However, Ethereum, as a public blockchain,
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faces scalability issues due to the increasing number of transactions and the limited block
size and block time. Also the proxy re-encryption technique requires the management of
multiple keys, including the data owner’s private key, the proxy’s re-encryption key, and

the recipient’s public key.

3.2  Blockchain-Based PHR Sharing With Security and Privacy

Various schemes have been proposed to construct blockchain-based Personal Health Record
(PHR) sharing systems with security and privacy using cryptographic algorithms. For ex-
ample Li et al. [64] proposed a blockchain-based medical data storage system that fo-
cused on ensuring data integrity and factuality. They employed blended encryption algo-
rithms to protect patients’ privacy. However, this approach resulted in considerable storage
wastage on the blockchain. Zhang and Lin [65] introduced a secure and privacy-aware
PHR-sharing scheme based on blockchain to enhance disease diagnosis. Their scheme
utilized searchable keyword encryption for the PHR sharing protocol but only supported
single keyword search. Liu et al. [66] proposed a blockchain-based Electronic Medical
Records (EMRs)-sharing scheme with privacy preservation. Their approach combined the
CP-ABE (Ciphertext-Policy Attribute-Based Encryption) algorithm and content extraction
signature to protect security and privacy. Wang et al. [67] developed a blockchain-based
and cloud-assisted secure Electronic Health Records (EHRs)-sharing system. They em-
ployed public-key encryption with searchable keyword and proxy re-encryption techniques.
This scheme aimed to enhance security and privacy in EHR sharing. Liu [68] designed a
medical data-sharing scheme using a private blockchain instead of cloud storage. However,
the private blockchain implementation could hinder communication and collaboration be-
tween different medical institutions. In [69], an efficient EMR-sharing scheme using cloud
storage with a private blockchain was introduced. This scheme adopted multiple ABE
(Attribute-Based Encryption) to provide precise control over accessing PHRs. However,

the mentioned ABE-based PHR-sharing schemes lacked support for data retrieval.
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3.3 Blockchain-Based PHR Sharing With Access Control

Effective control and personalized sharing of Personal Health Records (PHRs) by patients
is a crucial issue. Several approaches have been proposed to address this concern. A
patient-centric access model [70] was introduced to empower patients with control over
their EHR data. The model incorporated secure multiparty computing to allow untrusted
third parties to perform calculations on patients’ health data while preserving privacy. How-
ever, it did not offer a specific algorithm for implementation. Zaghloul et al. [71] designed
a smart contract-based health data management scheme to enable patients to autonomously
manage and share their EHRs. This approach aimed to reduce patients’ reliance on data
generation organizations and provide them with greater freedom in utilizing their PHRs.
In [72], a blockchain-based hospital network was proposed to facilitate distributed mutual
authentication of patients. This network securely recorded medical data across geographi-
cally diverse hospitals and facilitated convenient migration of patients to other federal hos-
pitals. Existing open-source blockchain platforms were utilized to develop PHR-sharing
frameworks that provide patients with convenient access control. Dagher et al. [73] pre-
sented a secure and interoperable framework based on blockchain for efficient user access
to EMRs using Ethereum and smart contracts. However, the scalability of searching for
different smart contracts could become challenging as the number of users increased. Li
et al. [74] leveraged edge computing devices and combined Amazon Web Servers with
Ethereum to establish a secure health data-sharing framework. However, this scheme may
face limitations in sustaining a real home environment based on Ethereum. Zhuang et al.
[75] proposed a programmable data exchange protocol implemented through smart con-
tracts on the Ethereum blockchain to protect data security without compromising patients’
privacy. This approach aimed to give patients control over their PHR data but had limited

scalability.
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3.4 Blockchain-Based Differential Privacy Preserving Framework

Researchers have also explored the integration of differential privacy techniques with bloc-
kchain to safeguard sensitive information. One approach involves introducing noise into
the data to prevent the identification of individual transactions. Yang et al. [76] proposed
a blockchain data-sharing system in a federated cloud that incorporated a differential pri-
vacy mechanism. Their approach utilized the Hyperledger Fabric blockchain and focused
on four query functions (sum, average, max, and min) using Laplace noise in their eval-
uation. However, their study did not consider the privacy-utility trade-off in their simula-
tion. Similarly, Z. Qian et al. [77] presented a differential privacy-preserving framework
for smart contracts in blockchain. The framework employed an algorithm to add noise to
the smart contract data, making it challenging to link the smart contracts to specific indi-
viduals. The results demonstrated the effectiveness of the framework in preserving smart
contract privacy while maintaining blockchain security and transparency. Nevertheless, the
introduction of noise to smart contracts can reduce data accuracy, which can impact the
analysis performed by the smart contract. The study did not address techniques to miti-
gate the accuracy issues in their simulation work. Raisaro et al. [78] proposed a privacy-
preserving blockchain protocol that combined homomorphic encryption with differential
privacy. However, the combination of performing operations on encrypted data and inject-
ing noise for privacy preservation can significantly slow down the data analysis process. In
[79], a framework for privacy-preserving data aggregation in the Internet of Things (MIoT)
using blockchain and differential privacy was proposed. The study employed a hierarchical
aggregation scheme and a differential privacy mechanism to ensure the privacy and security
of user data. Similarly, in [80], a privacy-preserving data collection and sharing framework
for MIoT in healthcare was introduced. The framework utilized blockchain and differen-
tial privacy techniques, employing a differential privacy algorithm to protect patient data
privacy while enabling healthcare providers to access and share data for research purposes.

Overall, these studies highlight the potential of integrating differential privacy with
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blockchain to enhance privacy protection in various domains. However, challenges such as
the privacy-utility trade-off, data accuracy, and performance impact need to be catered. In
this regard, further research is needed to develop comprehensive and practical models that
address the specific requirements and challenges of PHR sharing on the blockchain while
ensuring security, privacy, and scalability. Considering these factors, this research aims to
fill this gap by introducing a privacy-preserving framework that empowers end users with
complete control and the right to tune the performance parameters of added noise to their
data determining the trade-off between privacy and utility. Our proposed DPP framework
will first identify the level of privacy (low, medium, high) and utility as desired by the
data owner, thus shifting the control from data consumer to data owner. Additionally, con-
sidering the resource limitations of MIoT devices, our proposed framework incorporates
a lightweight consensus protocol and a computationally efficient cryptographic method in
our simulation to illuminate the path for the real-world implementation of MIoT sensors

with the blockchain.
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CHAPTER IV

BLOCKCHAIN BASED SYSTEM MODEL FOR
PATIENT-CENTRIC AND PRIVACY PRESERVING PHR

SHARING

Our main goal is to provide a secure and private framework for MIoT devices that allows
data to be transferred securely while respecting the data owner’s privacy preferences. These
preferences include specifying how long the data should be retained, for what purpose it can
be used, and whether it can be shared with third parties. All these specifications must meet
the user’s consent and be transmitted securely. To achieve this goal, we have proposed a
framework that combines service-oriented layers and a secure private transaction workflow
layer to ensure that our data is secure and meets the user’s consent preferences.

In this chapter, we introduce the overall architecture of the system model, which in-
cludes both a EPIoT framework and a DPP framework. We also identify the key modules
for each layer that make up the complete system. This integration approach aims to improve

the overall security and privacy of individuals’ data when conducting statistical analysis.

4.1 System Architecture

In this section, we introduce the overall architecture of the proposed blockchain based
framework as show in Fig. 4. The key idea is that the data owner can leverage on blockchain
for privacy compliance before their data are sent to consumers. We have proposed two
frameworks: EPIoT framerork and DPP framework to model our smart environment. EPIoT
framework employs service oriented layers approach which consists of mainly registration
contract, authentication contract, and privacy enforcement contract. Every contract works

independently of each other and provides a flexible architecture for MIoT eco-system. The
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Figure 4: System model

registration layer focuses on the initial setup and registration of MIoT devices within the
network followed by authentication layer which will be responsible for verifying the iden-
tity and authenticity of MIoT devices and smart gateways (SG) accessing the network.
Privacy enforcement layer is the vital layer that is mainly responsible for enforcing the
privacy of MIoT user by transferring control to the end user to limit how the data can be
retrieved from the MIoT analytic process. This layer will ensure that consumer policy will
abide by the rules and regulations as set by the MIoT user in his/ her privacy preference via
privacy smart contract.

In DPP framework, we have introduced a novel concept of privacy levels, which are
adjustable by data owners as low, medium, and high. This flexibility addresses the varying
privacy requirements of different applications and empowers data owners to customize the
level of privacy preservation according to their specific needs. This framework is further
comprised of data anonymization, privacy budget, parameter tuning and privacy monitoring
module. Data anonymization module will anonymize the data in a way that it will preserves
privacy while still allowing for meaningful analysis. Similarly, privacy budget module will
set the amount of privacy loss that will allowed in any given data analysis. Parameter

tuning module will be tuned to optimize the trade-off between data privacy and data utility.
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Privacy monitoring module module is mainly responsible to ensure that the level of privacy
is maintained over time. This includes auditing and monitoring of data access and usage
as well as periodic assessment of the effectiveness of Laplace noise, Gaussian noise and
Exponential noise while protecting privacy.

More precisely, we model a smart environment at the data owner side in which set
of MIoT sensors are connected via smart gateways before their data is propagated to
blockchain network. Privacy Enforcement module and Differential privacy module are
mainly responsible for providing end to end private by-design framework empowering the
data owner by shifting the control from data consumer who perform data analysis.

In this chapter, we first explain the key components and entities that are mainly respon-

sible for constituting this entire framework.

* MIoT devices: MIoT are the sensors that generate data in the MIoT network. They
can be sensors, actuators or, any kind of device that can interact with the physical
environment. Our proposed system model comprises of sensors hereafter referred to
as medical MIoT sensors (MIoT) which sense the vital signs of the patients or data

OWNETS.

* Data owners (DOs): Dos are the patients who want to share their medical record
data with authorized data users over the consortium blockchain network via smart

gateways.

» Smart gateways (SG): SGs are the first point of contact with the blockchain network
for sharing DO MIoT medical data. In addition to performing their normal gate-
way functionality, they act as a first line of defense to preserve the privacy of MIoT

devices by limiting the amount of data that is transmitted to the blockchain network

* Certificate Authority (CA) Server: Certificate Authority CA is an integral part of our
proposed architecture which generates signatures, keys, and certificates and is a fully

trusted entity. CA is mainly responsible for the registration of MIoT sensors and all
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nodes in the network. Furthermore, it provides credential validation, and signature

verification functionality as well.

Data Users (DUs): DUs are the data requesters such as doctors, clinical laboratories,
pharmacists, or research institutions who may use the patient health data either for

treatment of disease or do some research analysis over it.

Blockchain network (BN): BN is considered as a backbone of this proposed privacy-
preserved framework. In our proposed system we leverage on Quorum blockchain
which natively supports public and private transactions. Classification of public and
private transactions has been done at the stream level generated by the MIoT device.
Quorum blockchain entails two separate databases to handle these public and private
transactions. Every blockchain is connected to its associated transaction manager
and encryption and decryption module. Both the module are mainly responsible
for maintaining the privacy of MIoT transactions by sending the private data to the
recipient BC node while the other intermediary nodes simply skip the transaction as

it is not meant for them.

Privacy Enforcement layer: Privacy Enforcement layer is mainly comprises of service-
oriented layer working independently of each other to avoid any complexity of a sys-
tem and is composed mainly of the Registration contract, Authentication contract,

Privacy enforcement contract.

Registration Contract is mainly responsible for registering MIoT devices and smart
gateways to a blockchain network. This layer will provide an automated process
for the registration of new MIoT devices and smart gateways and securely on-board
the network via registration smart contract. Registration layer will provide an addi-
tional secure trust between the connecting device and the network which they want

to connect and communicate by leveraging the innate features of CA. Our proposed
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framework will provide an explicit solution for resource constrain MIoT devices and

establish a trusted relationship with smart gateway and blockchain nodes.

Authentication Contract assures and authenticate a valid MIoT device and smart gate-
way to get connected with the block-chain network via authentication smart contract.
In our proposed framework the process is initiated by establishing a secure TLS con-
nection between MIoT and smart gateway followed by another secure TLS session
between smart gateway and blockchain node. At each step the MIoT device and
smart gateway authenticate each other through the nonce value generated during the
TLS session and subsequently encrypted the nonce value and certificates using the
session keys allowing only the intended MIoT users and smart-gateways to authen-
ticate each other. After each MIoT device successfully validates and verifies the
blockchain node which it wants to communicate, a trusted relationship is established

among the MIoT node, smart gateway and blockchain node.

Privacy enforcement Contract is the vital layer that is mainly responsible for enforc-
ing the privacy of MIoT user by transferring control to the end user to limit how the
data can be retrieved from the MIoT analytic process. This layer will ensure that con-
sumer policy will abide by the rules and regulations as set by the MIoT user in his/
her privacy preference via smart contract. In our proposed system model, smart gate-
way will first analyze the collected MIoT data and will process and forward the data
as per the rules set by the data owner. If the gateway encounters a new or unverified
privacy preference, it will provoke a privacy compliance check to cross verify that
the consumer privacy policy matches with the privacy policy as set by the data owner
or not. Finally, the result of the compliance check will be uploaded to the blockchain
for a subsequent audit purpose. Once the privacy contract is validated by the major-
ity of nodes in a blockchain network, encrypted data will then be transmitted to the

recipient node.
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* Differential privacy Layer: Differential privacy is the key layer that is mainly respon-
sible for catering to the privacy of sensitive data by implementing differential privacy
techniques. It involves adding a noise mechanism to the data in a way that makes it
difficult to identify specific individuals while still preserving the overall statistical
properties of data. The key components of a differential privacy layer as shown in
Fig. 4 typically include the following: (1) Data anonymization: The module must
anonymize the data in a way that preserves privacy while still allowing for meaning-
ful analysis. This can be done through techniques such as adding noise to the data,
or by aggregating data in a way that removes individual identifying information. (2)
Privacy budget: The module must have a privacy budget, which is the amount of pri-
vacy loss that is allowed in any given data analysis. The privacy budget must be set
based on the level of privacy protection required and the sensitivity of the data being
analyzed. (3) Parameter tuning: The module must be tuned to optimize the trade-off
between data privacy and data utility. This involves selecting appropriate values for
the privacy budget, the noise added to the data, and other parameters that affect the
privacy and utility of the data. Privacy preservation in MIoT-based blockchain is a
crucial aspect of MIoT security. (4) Privacy Monitoring: This module is mainly re-
sponsible to ensure that the level of privacy is maintained over time. This includes
auditing and monitoring of data access and usage as well as periodic assessment of
the effectiveness of Laplace noise, Gaussian or Exponential noise while protecting

privacy.

* Transaction Layer: The Transaction layer will handle both public and private transac-
tions. Public transactions are those transactions that will be broadcasted to all nodes
in the network and will be processed similarly as done by Ethereum blockchain while
private transactions are accessible to those blockchain nodes that are a part of the
transaction while the rest of the blockchain nodes will simply skip this transaction as

it is not designated for them.
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Transaction Layer is mainly composed of:

* Public and Private database: This database entails two separate virtual databases
to accommodate public and private transactions. Public transactions are stored in
a public database and their transaction flow is similar to Ethereum BC network by
broadcasting the information to all nodes in the network while private transactions
are stored in a private database and their flows involve the addition of corresponding
transaction managers as well as encryption and decryption module allowing the en-
crypted transaction to remain private between the sender and the recipient node. Pub-
lic transactions can be specially beneficial in MIoT domain where devices like wear-
able sensors or medical implants continuously collect health monitoring data. Such
data can be used by healthcare providers or researchers for population health anal-
ysis, disease surveillance, or public health planning. Similarly, private transactions
can be used for secure communication between healthcare providers and patients,
preserving the confidentiality of personal health information related to prescriptions,

such as dosage, frequency, or specific medications.

* Transaction Manger: This module act as a gateway by establishing P2P connection
with other nodes transaction managers. It provides an interface to the encryption/

decryption module to provide a confidential feature to the private transactions

* Encryption and Decryption Module: This module encrypts the data and enables to
store all sensitive information in a fully isolated mode. It act as a virtual hardware

security module (HSM).

The main objective of this proposed privacy preserved framework is to empower data
owners to control the data according to his/her own need and requirements. The data owner
can leverage blockchain for setting the privacy preference and privacy compliance check
before the data is sent to other consumers for extracting meaningful insight from the infor-

mation being shared.
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CHAPTER V

ENHANCED PRIVACY PRESERVATION BLOCKCHAIN BASED

FRAMEWORK

IoT data privacy is a complex and multifaceted issue that requires comprehensive solu-
tions to address the entire data life-cycle. In general, a privacy policy is specified by the
consumer to state which personal data it will collect from the individual. However, most
policies are based on an opt-out strategy where the end user must abide by the set rules as
defined by the consumer. This lack of flexibility often forces the data owner to accept the
data consumer’s policies, especially in critical services related to MIoT.

To resolve this issue, we propose a framework that implements privacy preferences set
by the data owner in a more secure and reliable manner. This mechanism shifts control
from the data consumer to the data owner, enabling the owner to enforce their privacy
preferences on the delivered data.

We then analyzed the performance of our proposed framework in terms of throughput
and latency by deploying three different consensus protocols: RAFT, IBFT, and PoA. By
investigating the efficacy and performance of the proposed approach, we aim to contribute
to the development of privacy-enhancing solutions for medical MIoT devices. This will
foster trust among patients, healthcare providers, and stakeholders in the evolving land-
scape of healthcare data management.

Lastly, we discuss the security assurance provided by each layer of our proposed frame-

work using AVISPA, a verification tool.
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5.1 Scheme Construction

In this section, we introduce the overall architecture of the EPIoT based framework artic-
ulated with blockchain as shown in Fig. 5. Our proposed framework is the agglomeration

of service-oriented layers and a secure private transaction work-flow layer. The following

summarizes the key role of various elements that constitute this framework.
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Figure 5: EPIoT based System Model

5.2 Registration Layer

This layer is mainly responsible for the registration of all MIoT devices, and smart gateways
that want to become a part of a system via registration smart contract. Each MIoT device
needs to be registered with CA and then it will be sub sequentially verified and validated
by the smart gateway through the certificates issued by CA as shown in Fig. 5. Once the
MIoT device is registered, its credential will be uploaded to the blockchain node. This
process ensures that only the authorized MIoT node and smart gateway become part of a

blockchain network. The local registration process for an MIoT node will follow Algorithm
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1 to complete the device registration process. For every transaction received by SG, it
verifies if the transaction is initiated by the valid MIoT device or not. If the MIoT device
is registered, then Algorithm 2 will be used for verification purposes. The transaction flow

for registering MIoT devices in our proposed framework is shown in Fig. 6.
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Figure 6: MIoT device registration phase

Algorithm 1 Device Registration
1: Input :Device id diy = (d1,d2...... dn)
Output :MIoT d;;.SG,4
Set MIoTdevice;; < d;y
Set SGdevice;y <+ SGdyy
Request Sign & certificate of djg — CA
if d;; Sign and Certificate then
diqg — SG(Sign(did),did)
if SG(Sign(d;y)) then
return MIoT device d;;. SGiy
else
d;q sign or certificate is not valid

R A

—_—
—_— O

. else
Request rejected

—_ =
w N

The following steps will completely illustrate the registration process while registering

MIOT devices to our proposed blockchain network.
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Figure 7: MIoT device registration transaction flow

Step 1: First the MIoT device will set its device ID (d;;) followed by SG device ID
(SGia)

Step 2 & Step 3: MIoT device will request a certificate from the CA. CA will issue
a device certificate against each MIoT device id to help ensure that only legitimate

MIoT device gets a certificate issued by the CA and it can be validated.

Step 4: After receiving a certificate, the MIoT device will send its certificate along

with the device id and digitally sign the device id with its private key to the SG.

Step 5: MIoT certificate is validated by SG from CA as shown in Fig. 6 and check

the integrity of (d;;) based on the provided signature.

Step 6: Once they are validated, SG responds back to MIoT device by sending its

certificate and node identifier (SG;;) along with its signature.

Step 7: MIoT device after receiving the SG certificate and validating its signature,
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Algorithm 2 Device Verification
1: Input: Requested MIoT d;;.SG;4
Output : True or False;
if (MIoT did.SGid)i SG then
if Sign(SG) and (Sign(d;y)is verified) then
return True
else
return False

else
return False
end

R e A Ul

»—
=4

guarantees that both SG and MIoT node are trustworthy devices and they are com-

municating with each other only.

 Step 8: MIoT node will send the device id of SG as received in step 6 and is digitally

signed towards SG.

» Step 9: Based on the signature of MIoT node, SG will examine and check the in-

tegrity of message (SG;4) ensuring that SG id is not tempered by one in the network.

* Step 10 & Step 11: SG will make a call to smart contract registration and through add
device mapping function both a legitimate MIoT node and SG will be linked together
(dig,SGiy) and the registration ID for the device becomes (MIoTd,;.SG;4) which is

logged on the blockchain and will be used for subsequent later transactions.

5.3 Authentication Layer

This layer is mainly responsible for authorizing the legitimate MIoT device to become a
part of a blockchain network via an authentication scheme. Mostly MIoT system rely on
centralized architecture and third-party servers such as open authorization (OAuth) protocol
to get authenticated but this approach has a serious drawback of a single point of failure
and is prone to cyber-attacks, ultimately resulting in breaching the privacy of the end user.
In our proposed framework a novel scheme is proposed by establishing a TLS connection

between MIoT device and SG followed by another TLS session between SG and BC node.
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The transaction flow for authenticating MIoT devices in our proposed framework is shown
in Fig. 8 for secure authentication.
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Figure 8: MIoT device authentication transaction flow

* Step 1: First the MIoT device will pick a random nonce value (N, ) along with session
id (S;4) and initiates the authentication process by establishing a TLS handshake with

SG.

* Step 2: The SG will respond to this message by generating another nonce value (N;)
along with session id (S;;) and the SG certificate issued by the CA. MIoT device will
provisionally authenticate SG during this handshake process with the SG unauthen-

ticated server certificate.

» Step 3: MIoT device will create a random pre-master secret (Pms) key and encrypts

it with the public key from the SG certificate, transmitting encrypting Pms to the SG.

49



Step 4: After receiving the Pms, both MIoT device and SG will generate master

secret key along with the session keys based on the Pms.

Step 5: Once a secure channel is established between the MIoT device and SG,
MIoT device will generate another nonce value (MIoTy) concatenating it with (N,),
(MIoTd;4.5G;4) and SG certificate and encrypt it with the session key generated

previously during the TLS session.

Step 6: Before SG communicate with the authentication smart contract, another TLS
handshake is established first by sending the session id (S;4,) along with the ran-

domly generated nonce (N,).

Step 7: Smart contract authentication will respond back to SG via random nonce
value (N,) along the session id (S;4,) and the blockchain (BC) certificate issued by

the CA server.

Step 8: SG will create a random pre-master secret (Pms) key and encrypts it with the

public key from the BC certificate, transmitting encrypting Pmsm to the BC node.
Step 9: A master secret key is generated at both ends of the SG and BC node.

Step 10: SG exchange MIoT device information that is received in step 5 and encrypt

it with the session key and transfer it to smart contract authentication.

Step 11: Smart contract authentication verifies the SG by verifying SG certificate,
(MI0oTd;4.5Giy) and send the response back to SG by encrypting it with the session

key.

Step 12: SG will respond back to MIoT node by exchanging the response received

earlier and encrypted the message using the session key generated in step 5.

Step 13: MIoT device completes the provisional authentication of SG by validating

the SG certificate and checks the previously generated nonce values (MIoTy,N,,MIoTd;;.SG;y).
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After formal approval, MIoT device can send transactions to the blockchain nodes.

5.4 Privacy Enforcement Layer

This layer is mainly responsible for the pursuance of privacy preferences as set by the data
owner. A smart privacy contract will ensure that consumer policy will abide by the rules
and regulations as set by the MIoT user in his/ her privacy preference. Moreover, it provides
an additional feature of compliance checks for auditing purposes as well. The transaction

flow steps involved in privacy contract is shown in Fig. 9

- Smart Privacy
loT device Gateway (SG) Contract BC Node
! I I
I I I :
Step 1 : Send Access request : : :
T g |
I
I I I I
| . .
Step 2. 9’ Redirect to Privacy contract ! : :
I I I I
I I I
Step 3. | Call Privacy gontract N :
i 1 "
I I I :
: : : Smart Con&ract execution |
I
Step 4. ! ! ! |
| . . NO i
I I | l_ I
I I |
| | \Check usage policy !
I I |
| | | No :
| ! \Yes  Reject  Reject |
Step 5. 1, i Allow or deny access !
i T ’
| | |
I I |

Figure 9: Privacy enforcement transaction flow

» Step 1: Anyone who want to access MIoT sensors data must subscribed him/herself
from the data owner. Once subscribed and allowed, MIoT device will make an access

request to SG so that the private data shall be used by the consumer.

» Step 2 & Step 3: SG will redirect it to privacy contract, and MIoT device will make

a call to smart contract privacy.
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» Step 4: Privacy contract once executed will make a compliance check and examine
whether the policies set by the data owner comply with the guidelines as prescribed

by the consumer.

» Step 5: Once all the policies are checked and verified, MIoT device will be granted

access to send data to blockchain node.

Definition 3: Let TRN, is the stream of transactions which is generated by an MIoT
sensor and is forwarded to SG as shown in fig 5.1. MIoT device transmit their data inside

payload PL,; such as

PL, = MIoT;4,Prvy,PLg,, TRNyiq, Payload, hash(Payload) (28)

Where M10T;,; is the device id, Prv, is the tag of payload expressing that the data sensed

by an MIoT device is a private data, PLy, represents the sequence number of payload in
TRN,, TRNy, is the id of each transactions generated by an MIoT sensor, and payload is
the actual sense data by an MIoT device followed by hash(payload) representing the hash
value. It is important to mention, that each MIoT device is calculating the hash value by
itself so that once the consumer receives the data it cannot be manipulated or corrupted by
anyone in the network. Secondly to alleviate the burden of blockchain node these hash val-
ues are calculated by the MIoT sensors and it will be digitally signed to check the integrity
of message as well.
Example 2: Let us consider a use case in which MIoT sensor is transmitting a stream of
private information that needs to be consumed by the consumer which is the hospital in this
case scenario as explained earlier. This MIoT sensor is connected to BC node A through
its SG while the hospital is connected to BC node C via its respective SG. The format of
each data generated by MIoT sensor is shown in Table 3.

Three different sensors have been considered in our example where each sensor is dif-
ferentiated by its sensor id. A data type is considered only private whereas PLgn represents

the sequence number of MIoT payload in each data stream. In our proposed framework,

52



Table 3: MIoT transaction payload example

MIoT,; | Payload TRNy, | Payload Hash PLg, | MIoTSig
type

MloT; | Prv TRN;41 | Oxygenlevel : | 0x96cd3f29 PLg,1| 0x24cd51f7]
95

MIoT, ;| Prv TRN;y> | Heartrate  : | Ox54bc3a84| PLg, | Ox15ab57 fe
60 — 100bpm

MIoT, ;3| Prv TRN;y3 | Bloodpressure ;| 0x32ac45fal PLg,1| Oxad34f27¢
120/80

every MIoT sensor is connected to SG and it acts as a point of contact for each interaction
of MIoT with the blockchain network. Before sending this data, each MIoT owner will first
formulate a privacy policy for each data stream generated by the MIoT sensor. Consumers
can then be subscribed to these data streams. In case, a policy is not set by the owner, or the
consumer wants to access more data for detailed analysis, the consumer needs to be sub-
scribed and proper acceptance is required from the data owner. Moreover, a consumer will
also publish their policies on the blockchain as well for the compliance check and for audit
purpose. The SG will append privacy policy to each transaction stream id as previously

defined through the privacy tuple Tp with the following structure.

T'p = MIoTqx, TRNjay, Consriqy, PPiax (29)

Cosnr;g, represent the consumer id and privacy policy id PP, represent the data owner
privacy policy as set for the data stream generated by the MIoT sensor. It is important to
reiterate that each policy privacy set by the data owner will take MIoT id, stream id and
consumer id as a parameter input and will return a unique id UPPid for each tuple policy
once executed by the smart contract on blockchain. This unique id for each tuple policy will
provide an association between the MIoT id, stream id and Cid which can be used further
for the privacy compliance check for an audit purpose. Moreover, it is also utmost important
to mention over here that this tuple does not contain any actual data generated by the MIoT

sensor. Data will only be released to the subsequent consumer after the compliance check
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is performed by all the nodes of the blockchain. The privacy policy set by the data owner
for each data stream is formulated using the following algorithm 3. Similarly, all those
privacy policy set by the data owner must be satisfied and should be in accordance to the

Algorithm 4.

Algorithm 3 Privacy Contract
1: Let : T}, be the privacy policy set by owner
Let : UPPid be the privacy policy identifier
Let : CP is the Consumer policy
Function DataownerPrivacyPolicy(7),)
Checkseqnumber(7),)
Typ.pp = Tp.Dataowner
NewU PPid
Privacy policy smart contract — (UPPid,T))
Privacy Compliance check (UPPid)
end
: Function PrivacyComplianceCheck(U PPid)
: Ty < (UPPid)
: Consumer < (T,.TRN;q)
. for all Cons;y in consumer
: UPPid < (T,.TRN;q,Cons;q)
T, < (UPPid)
: Allow = check(T},p.pp-pp,Tp.-UPPid)
: Check.add(Cons;q,UPPid,Allow)
: end

R e S A O Sl
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5.5 Transaction layer

For the secure transaction over the blockchain, we propose a secure key exchange algorithm
that is based on the Diffie-Hellman Key exchange algorithm also called an exponential key
exchange. This algorithm employed a number raised to specific power to produce decryp-
tion keys based on components that are never transmitted before thus making it mathemat-
ically overwhelming to break the code. This protocol will provide forward secrecy and
transport layer security as well. The implementation of the protocol uses a multiplicative

group of integers called modulo followed by the following steps:

* Assume a prime number q
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Algorithm 4 Data Owner Privacy Function check

1:

e e e e e
AN Gl > ol S

e AERD

Let : DOPP be the data owner privacy policy
Let : CP is the Consumer Privacy Policy

Function Check(DOPP,CP)
Let: IP = False
Let: HT = False
Let : ArbitratorRel = False
if CP.up € DOPP.ip then
IP =true
else
return IP = False

: if CPHT < DOPP.HT then

HT = true

. else

return Rt = False

ArbitratorRel = true

. else

return ArbitratorRel = False

. if CP.ArbitratorRel < DOPP.ArbitratorRel then

* Select o, which must be a primitive root of ¢, such that o < g.

* o is the primitive root of q if and only: amodq, a*modq, o>modq ... ... al™

=1,2,3...q—1

A detailed explanation of the proposed protocol is shown in Fig. 10.

» Step 1: BC node A when it receives a private transaction in its private database will

make a call to its transaction manager A and forward the private data to it. Sender

transaction manager will first establish a TLS session with the recipient transaction

manager. The protocol is based on Diffie- Hellman key exchange algorithm.

» Step 2: The foremost step of this process is that BC node A will pick a secret integer

a and random nonce value N, .

» Step 3: BC node A will pass on its certificate, ®“modq and the freshly picked nonce

N, which is digitally signed by its private key containing the information of a“modq

, N, and BC node C id towards BC node C.
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Figure 10: Privacy Transaction flow

» Step 4: The recipient node id will make sure that the desired message is intended
for BC node C. BC node C will inspect the certificate and the provided signature
assuring that message is not forged by anyone in the network. Once the check is
successful, BC node C will generate a secret integer ¢ and construct a shared secret

key such that KAC = (a%)“modgq.

» Step 5: BC Node C will send its certificate, x“modq and, digitally signed the message

containing “modgq information along with the random nonce N, generated earlier.

» Step 6: As soon as BC node A receives the information, BC node A validates the cer-
tificate with the provided signature and generated nonce followed by the generation
of a shared secret key as KC = (a“)*modq. If the protocol is successfully terminated
it endorses that the shared secret key is only known to BC node A and BC node C.

Once the shared secret key is generated at both ends, subsequent communication will
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take place over the confidential secret channel.

Step 7: A message is encrypted with the secret key along with its MAC by using the
secret key that is generated by the key exchange protocol between BC node A and

BC node C and sent to the transaction manager of BC node C.

Step 8 & Step 9: The receiver transaction manager checks the integrity of the mes-
sage via MAC and sends a positive acknowledgment to BC node A transaction man-

ager.

Step 10: Transaction manager A will send the hash of the encrypted payload to
BC node A where it replaces the original payload with this hash. This hash of the

encrypted payload will be broadcasted to all nodes in the network.

Step 11 &amp; Step 12: When BC node C receives this hash, it will make a call
to its respective transaction manager if it holds the encrypted payload or not. If it
holds, the transaction manager will forward this encrypted payload to the decryption

module.

Step 13: Decryption module will decrypt the payload suing the session key created

earlier.

Step 14: Transaction manager C will send the decrypted hash payload to to BC node
C form where it will be forwarded to the connecting device via SG as shown in

system model.

5.6 Security Analysis

In this section, we will discuss the security assurance that is provided by each layer of

our underlying proposed framework by using a verification tool called AVISPA [81]. The

semantic of the proposed protocols is verified and tested by using SPAN tool [82] and the

subsequent results are presented in this section. AVISPA is a state of art automated tool
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that provides a complete analysis of security-sensitive protocol over the internet. Dolev-
Yao model is implemented in the AVISPA tool which mentioned that the intruder has full
control over the network and the message can be intercepted, altered, and falsely sending
the message to any agent by impersonating another agent but hard for the intruder to encrypt
or decrypt the message without prior knowledge of a key. It is important to mention over
here that our proposed architecture achieved security from two different perspectives. One
is at the infrastructure level which comprises of registration of new MIoT devices and smart
gateways to the blockchain network and the second is at the privacy level where transaction
flow is carried out among the designated blockchain nodes maintaining the security aspect
while articulating transaction privacy as set by the data owner as well. We assume that each
MIoT node, smart gateway, and blockchain node is untrustworthy and may be attacked by
an outsider to fulfill their conflicting interest. Our security analysis will be based on the
following assumptions:-

Assumption 1: CA is a trustworthy entity and all the digital certificates issued by CA
are specified by the X.509 standard. It is not possible to forge a signature by any entity
Assumption 2: The same nonce cannot be chosen twice, if chosen it can be done with min-
imum probability
Assumption 3: Each MIoT device and SG will calculate the hash and will digitally sign the
data.

Infrastructure: To corroborate a secure environment, and flow of communication among
MIoT nodes, smart gateways, and blockchain nodes, we leverage the registration, digital
certificates, and public and private keys as provided by CA. which is based on X.509 stan-
dards. In smart contract registration protocol where each MIoT device sends a registration
request to smart gateway using the certificate issued by CA and the SG subsequently vali-
date its certificate from the CA is evaluated and tested by AVISPA. The results obtained by
AVISPA tool is shown in Fig. 11 For the authentication of MIoT devices, We evaluate the

following security properties of our prosed framework using AVSIPA and SPAN tools.
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Figure 11: MIoT device registration

Authentication: As mentioned in the smart contract privacy, three actors are mainly in-
volved while authenticating the MIoT device to the blockchain node. MIoT device first
establish a secure TLS session with a smart gateway to get authenticated the smart gate-
way provisionally using the smart gateway’s unauthenticated server certificate. Later after
receiving the smart gateway certificate, MIoT completes the authentication process of the
smart gateway while receiving the same SG certificate in step 12 of MIoT authentication
process. Smart gateway and smart contract authentication authenticates each other during a
normal TLS session. Smart contract authenticates the MIoT node using its device id which
is already available over the blockchain during the registration process. The authentica-
tion property of the protocol is tested using the request and witness parameters which is
declared as an authentication goal in the goal specification of High-Level Protocol Speci-
fication Language (HLPSL). This property asserts that one node can be a peer of another
node and both of them agree on the nonce value before authentication.

Confidentiality/Secrecy: This property revealed that the message exchange remains confi-
dential, and it does not disclose this information to any third party during the transmission.
Our proposed framework strictly complies to confidentially as the message is transmitted

first by establishing a secure TLS session between the sender and receiver.
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Replay attacks: This kind of attack normally occurs when an intruder eavesdrops on a
secure network and intentionally delays or repeats the message while impersonating the
legitimate agent. Different techniques are used to eliminate replay attacks by adding fresh-
ness to the message including nonce, timestamp or session ID. We prevent this attack by
adding the nonce value during the TLS hand shake process. The tested result of MIoT

authentication as done by AVISPA tool is shown in Fig. 12 Moreover, blockchain nodes
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Figure 12: MIoT device authentication

themselves might be vulnerable to different kinds of threats and attacks e,g double spend-
ing, Sybil attack and, smart contract coding inadequacy etc. To cater such kind of issues
we adopted permissioned Quorum blockchain in our proposed framework in which every
node needs to be pre- authenticated before joining the network. Therefore, any malicious
behavior adopted by any node is accountable and can be restricted from joining the net-
work. Although the privacy policy adopted via smart contract runs on the top of blockchain
even in an untrusted environment, we leverage Quorum blockchain which natively supports
smart contract privacy thus reducing the errors and bugs that can be incorporated via smart
contract. It is also possible that an untrusted gateway can send the data to an unauthorized
node, or an attacker performs eavesdropping. Since in our proposed framework our data

is encrypted with the secret key generated by the Diffie—-Hellman key exchange algorithm,

60



even if the data is shared with an unauthorize node, data cannot be accessible. Furthermore,
the risk of eavesdropping is limited by the secure TLS connection established between the
sender and receiver. Result analysis of MIoT transmission from blockchain node to the

consumer (hospital) is declared as safe by AVISPA tool as shown in Fig. 13
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Figure 13: MIoT transmission

Privacy Layer: Attackers can attack the MIoT nodes and smart gateways and can generate a
fake policy or try to modify the policy as set by the data owner. In our proposed framework
as per assumption 3, each SG node needs to digitally sign the privacy preference, if a fake
policy is signed by the SG, the data owner can cross verify the privacy policy stored on the
blockchain and detect the malicious MIoT or SG node. Furthermore, the proposed frame-
work provides the full capability to the data owner to directly set the privacy preference
for each data stream generated on the blockchain. This will rule out any tampering done
by the compromised MIoT node or smart gateway. Another possible attack is in a scenario
where MIoT device perform DDoS attack where each MIoT device can trigger excessive
number of privacy preference tuple and tries to stimulate privacy contract enforcement. To
counter such kinds of attacks, smart gateways are fully equipped with countermeasures
against DDoS attacks such as detection and monitoring, MIoT logs scanning, and notifica-

tion. A malicious gateway can also duplicate, modify, or omit the privacy policy set for the
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tuple. To cater, each MIoT device will sign the privacy preference tuple before sending it to
a smart gateway. It can be easily identified by the blockchain due to signature invalidation.
Privacy preference cannot be duplicated due to sequence number since it is included in the

signature.

5.7 Simulation Results

To illuminate the path for the real-world implementation of MIoT sensors with the blockchain,
we evaluated the performance of our proposed algorithm and architecture by deploying the
quorum blockchain. Chain-hammer [83], a bench-marking software tool is used to evaluate
the performance of our proposed framework by implementing it on a quorum blockchain
testbed. In terms of hardware, we used Intel Core 17-10700 CPU 2.90 GHz processor, and
8 GB RAM machine as our testing environment. Initially, a testbed is created by deploying
four nodes acting as a fully functional quorum blockchain on this machine. Additionally,
we have used Solidity and Truffle framework to develop, test and deploy our smart con-
tracts. Data which is generated inside the smart contract is comprises of MIoT;; which is
the device id, Prv ,the tag of payload expressing that the data sensed by an MIoT device
is a private data, PLg, represents the sequence number of payload in TRN,, and TRN ;4
is the id of each transactions generated by an MIoT sensor. Moreover, we assume that
each MIoT node and SG joins the blockchain network with the prior certificate from the
authorized certificate authority. In the setup, simulations are evaluated by deploying three
different consensus protocols RAFT, IBFT, and PoA by varying the private transactions
thus varying the load in terms of changing the number of transactions from 1000 to 10,000
transactions on the blockchain peers. Also, we have assumed that there is no faulty nodes
in the network or election process that need to be held for selecting any kind of leader in the
consensus protocol. We evaluated the performance of our proposed architecture in terms of
throughput which is the number of transactions processed per sec and latency. Each type of

network tested is comprised of 5 sets of transactions, the first comprises processing 1000
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transaction, followed by 2000 transactions, then 5000 transactions and ultimately increas-
ing it to 10,000 transactions. For each type of transaction sent, the simulation is evaluated
using two modes of transmission i-e., sequential mode of transmission and multi-threaded
transmission, and evaluate the performance of each network in terms of throughput and
latency. In a sequential mode of operation, tasks are performed sequentially one after the
other and each operation needs to wait before the first operation is completed. While in
multi-threaded environment operations are performed in a parallel fashion and we have
used 3 threads in our multi-threaded environment considering the hardware limitation ca-
pabilities we have on our local machine. In our simulation results, we have employed both
these two different modes of operation and evaluated the performance of the blockchain
network.

It is also highlighted here that since the simulation is conducted on our local machine,
and our local machine typically have limited hardware resources compared to dedicated
servers and factors such as the number of CPU cores, available memory, and storage per-
formance can greatly impact the overall throughput and transaction processing capabilities
of the blockchain as observed in our simulation. The available hardware resources, such
as the number of CPU cores and the amount of RAM, is shared among the 4 quorum
blockchain nodes running on the local machine. This resource contention can lead to per-
formance degradation, as the nodes compete for the limited computing power and memory,
resulting in increased latency and reduced transactions per second (TPS). The degree of
parallel processing, is also limited by the number of available CPU cores and threads on
the local machine. Improvements such as scaling up the local machine, using a dedicated
server, and implementing distributed simulation, can help overcome the limitations and
further improve the blockchain network’s performance. The average throughput of the
implemented scheme is show in Fig. 14. It is evident from the graph that RAFT performs
better in terms of throughput when compared to IBFT and PoA consensus protocol and as

we know that RAFT is super fast in terms of its default block minting time as well as it does
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Figure 14: Throughput analysis- Sequential mode of operation

not mint empty blocks thus giving us an optimized throughput. In addition, there are no
forks produced and transaction finality ensures it during the transaction processing. IBFT
on the other hand mints blocks at a constant rate and even they mint empty blocks ultimately
resulting in consuming more space and storage. In addition to this, IBFT encounters a lot
of messages overhead that gets exponentially worse as the number of validator nodes in-
creases due to which its throughput performance is slightly less than RAFT. However IBFT
performs better in throughput when compared to PoA, it is due to instant consensus finality
and speed of convergence of network. PoA, on the other hand, does not have any immedi-
ate finality and due to the generation of forks, its throughput depreciated when compared
to both RAFT and IBFT respectively. For example, during the processing of 5000 transac-
tions in sequential mode, the throughput reaches 134.1 TPS for RAFT consensus which is

the highest TPS achieved with the implemented network as shown in Fig. 14. Moreover,
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Figure 15: Throughput analysis- Multi-threaded mode of operation

it is also observed that as we increase the number of transactions, throughput decreases
which is due to an increase in communication overhead and workload both in the case of
IBFT and PoA as well.

Additionally the performance of consensus protocols is also tested with multi-threaded
environment as shown in Fig. 15. As expected with the same four nodes network setting,
a multi-threaded environment achieves better throughput as compared to the sequential
mode of transmission due to better BC node responsiveness and enhanced speed process-
ing as well. Here as well, RAFT outclasses the contemporary approaches due to its fast
convergence time and high speed as compared to IBFT and PoA. For example for the ini-
tial transactions i-e., for 2000 transactions, an accelerated throughout of 127.5 TPS has
been achieved as compared to IBFT and PoA. Similarly, the same response of decreasing
throughput is seen here as well as we increase the number of transactions iterating that as

the length of blockchain increases throughput decreases.
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Furthermore, to give more insight about transaction latency, block time which is the time
required to mint a block is shown in Fig. 16 comparing the overall minting block time of
RAFT, IBFT and PoA. Block time is provisioned initially during the network setup when

the transactions are batched into block. As we discussed previously, RAFT is super fast

5000

—m
IR AFT
[ eFT
4500 | PaA

4000 -

3500 -

3000 -

2500

Time in msec

2000 -

1500 -

1000 -

500

1 2 3 4 5 6 7 8B 9 10 11 12 13 14 15 16 17
Block Number

Figure 16: Comparison of Block Time for RAFT, IBFT and PoA

in terms of its default block minting time and it is also shown in Fig. 16 that RAFT block
minting time is much faster as compared to IBFT and PoA and approaching to block time
of approximately less than 500 ms. On the other hand, IBFT protocol has a default block
time of 5000 ms while PoA achieves an average block minting time of 2000 ms.

To show the overall transaction latency for sequential mode of transmission, graph is
shown in Fig. 17 depicting the latency curve among RAFT, IBFT and PoA consensus al-
gorithm for sequential mode of transmission. As expected RAFT shows the lowest latency
for 10,000 transactions with a delay of 32.20 sec while PoA achieving the highest latency
of 43.28 sec for the same number of 10,000 transactions as shown in Fig. 17. Although the

block time of PoA is much faster as compared to IBFT, but the overall transaction delay
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of IBFT is much better when compared to PoA. As we mentioned previously, that PoA
protocol favours availability over consistency as they do not ensure consistency ultimately
resulting in generation of forks which need to be resolved sooner or later ultimately result-
ing in much higher delay. We also noted an increase in transaction delay as the number of
transaction increases and this increase is due to the increase in compliance check on pri-

vacy preference and policies as set by the data owner. ~ An improved latency of the three
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Figure 17: Transaction delay analysis- Sequential mode of operation

implemented schemes is achieved during the multi-threaded mode of transmission which
is shown in Fig. 18. According to this graph, RAFT achieves the lowest latency of 24.50
sec for 7000 transactions, while IBFT and PoA being at the highest delay of 26.90 sec and
28.75 sec respectively. We assess from the latency results that as the number of transac-
tions increases, time delay increases because the compliance check on privacy preference

and policies consume much more time to make sure that data can only be available to the
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authorize consumer only.

To conclude, RAFT proves itself to be a well adapted consensus algorithm specially for
private blockchain like Quorum and performs better in terms of throughput and latency both
for sequential and multi-threaded mode of transmission. These results can be considered
as a first milestone for exploring blockchain in this domain and can paved the path for
subsequent experiments while integrating MIoT with blockchain network.

To further surmount the privacy preservation issues in MIoT based-blockchain network
and to further enhance the privacy protection, we have proposed the DPP framework. DPP
is a mathematical framework that ensures strong privacy guarantees. By implementing DPP
at the stream level generated by IoT devices, it provides a rigorous mathematical framework
that provides provable privacy guarantees, making it a more robust and reliable approach

compared to the blockchain based mechanism.
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CHAPTER VI

DIFFERENTIAL PRIVACY BASED FRAMEWORK USING

BLOCKCHAIN

More recently, differential privacy has emerged as a promising privacy-preserving frame-
work for MIoT data analysis. Differential privacy provides a rigorous mathematical defi-
nition of privacy guarantees by injecting carefully calibrated noise into the data. However,
despite its potential, implementing differential privacy in the context of medical MIoT de-
vices has its own set of challenges, including the choice of appropriate noise mechanisms,
determining privacy parameters, and managing the trade-off between privacy and utility.
In this chapter, we focus on addressing the privacy challenges in medical MIoT devices
by employing differential privacy mechanism by adding three different kind of noises i-e
Laplace noise, Gaussian noise and exponential noise as a differential privacy mechanism.
We explore the integration of these three different kind of noises with blockchain technol-
ogy to enhance the security and integrity of medical data. By leveraging the advantages
of both differential privacy and blockchain, we aim to provide a robust privacy-preserving
solution that ensures individual privacy while enabling secure and efficient data sharing
and analysis in the medical domain.

In this chapter we first introduce the notion of privacy and utility metrics to create a
balance between privacy and utility. We then explain the mechanism how the controlled
noise shall be generated using differential privacy mechanism followed by its distribution
over the blockchain network. Next we analyzed the performance of our proposed frame-
work in terms of throughput and latency by deploying three different consensus protocol
RAFT, IBFT and PoA. By investigating the efficacy and performance of the proposed ap-

proach, we aim to contribute to the development of privacy-enhancing solutions for medical
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MIoT devices, fostering trust among patients, healthcare providers, and stakeholders in the

evolving landscape of healthcare data management.

6.1 Scheme Construction

In this section, we introduce the overall architecture of the DPP based framework articu-

lated with blockchain as shown in Fig. 19.  The following summarizes the key role of
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Figure 19: DP system model

various elements that constitute this framework.The workflow of DPP framework is con-
sisted of three phases: Data generation phase, Data Sharing phase and Data Analysis phase

as shown in Fig. 20.

As a case scenario, let us consider an example in which DO is connected to blockchain
node A via SG wants to send his/her private data to the DU which is doctor in our case

connected to blockchain node C as shown in Fig. 20.

6.2 Phase 1: Data Generation phase

In the data generation phase, MIoT devices are generating multiple stream of data for in-

stance acquiring the heart rate, blood pressure (B.P) or sugar level as shown in Fig. 21

The sensed data must reach to the hospital namely the doctor who takes care of the

treatment. The following steps need to be performed by the DO while transmitting his/her
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Algorithm 5 Data Generation - Laplace Noise

Let € be the epsilon value set by the data owner
Let A be the sensitivity value set by the data owner
Let PrvMIoTp; be the MIoT private payload data
Let S be the sequence number of MIoT private payload data
Let Func be the noise function selected by the data owner
Let Ad justNoise be the adjustment parameter for noise effectiveness
Let PrivacyLevel be the privacy level set by the data owner (low, medium, or high)
Input: PrvMlIoTpy, S, €, A, Func, Ad justNoise, PrivacyLevel
Output: P;, PM,
for each jin S do

g1 < Laplace Privacy Budget based on PrivacyLevel

A + Database sensitivity

Generate Laplace Noise

noisej = Lap(Func, &g, PrvMIoTpy)
Adjust Noise Level
noisej < Ad justNoise X noise;

Calculate P;; = PrvMIoT;PL+ noise;

PMg(de,PI’VMIOijL);
return P, s PM,
19: Function PM,
20:  PrvMIoTpp <— MIoT private payload data
21:  P; < Perturbed Value
22:  PMg = |Py— PrvMIoTpy)|
23: End Function

._._.
S A 0 A RN > s
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Algorithm 6 Data Generation - Gaussian Noise

1: Let € be the epsilon value set by the data owner
Let A be the sensitivity value set by the data owner
Let PrvMIoTpy, be the MIoT private payload data
Let S be the sequence number of MIoT private payload data
Let Func be the noise function selected by the data owner
Let Ad justNoise be the adjustment parameter for noise effectiveness
Let PrivacyLevel be the privacy level set by the data owner (low, medium, or high)
Input: PrvMlIoTpy, S, €, A, Func, Ad justNoise, PrivacyLevel
Output: P;, PM,
for (each j in S) do
&g < Gaussian Privacy Budget based on PrivacyLevel
A <+ Database sensitivity
Generate Gaussian Noise
noise ; = Gaussian(Func, &g, PrvMIoTpr)
Adjust Noise Level
noise j < Ad justNoise X noise;
Calculate P;; = PrvMIoT;PL+ noise;

PMg (de, PVVMIOT]'PL);
return Py ;, PM;
19: Function PM,
20:  PrvMlIoTpr <— MIoT private payload data
21:  P; < Perturbed Value
22: PM, = |Pd—PrvM10TpL|
23: End Function
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Figure 20: Proposed Framework

private data to the SG.

* Step 1: DO will first determine the level of privacy protection as desired (low,
medium, high) and set the privacy budget (epsilon) , and sensitivity (delta) of the
data by requesting budget value from the budget store inside the SG. The privacy
budget represents the maximum amount of privacy loss that the system can tolerate.
In the smart contract set paramters function is used to set the privacy budget and

sensitivity of data and calculate the standard deviation based on these parameters.

» Step 2: The budget store will assign the budget value based on the level of acceptable

privacy risk as identified by DO.

 Step 3: Based on the budget value, the privacy module will generate noise from either
Laplace, Gaussian or Exponential distribution as requested by the DO via smart con-
tract. The smart contract contains addnoise function to generate a specific amount

of noise. The choice of technique depends on the type of data and desired level of
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Figure 21: MIoT Stream of Data

privacy. For example if the data is very sensitive, more noise may need to be added

to protect the privacy of DO.

Step 4: To ensure that either the added Laplace noise, Gaussian noise or Exponentail
noise is effective, privacymonitoring function is added in the smart contract which
calculates the statistical measure of the noisy data and compares them to the original
data value. If the statistical measures are close to the original data values, then the

added mechanism is considered to be effective.

Step 5: If the noise addition mechanism is not effective, DO will adjust the noise
parameter such as privacy budget or sensitivity to improve the level of privacy pro-

tection. This is done by adding ad justNoiseParameter inside the smart contract.

Step 6: Based on the effective added noise, EEE will be calculated which is the
measure of accuracy or expected value of the difference between the noisy output of

function and the true output of the function

Step 7: Calculate the utility metric

Step 8: Once the effective noisy data is generated, SG will forward the noisy payload

to its associated connected BC node
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Algorithm 7 Data Generation - Exponential Noise
1: Let € be the epsilon value set by the data owner

Let A be the sensitivity value set by the data owner
Let PrvMIoTpy be the MIoT private payload data
Let S be the sequence number of MIoT private payload data
Let Func be the noise function selected by the data owner
Let Ad justNoise be the adjustment parameter for noise effectiveness
Let PrivacyLevel be the privacy level set by the data owner (low, medium, or high)
Let A be the rate parameter for exponential noise
Input: PrvMIoTp;, S, €, A, Func, Ad justNoise, PrivacyLevel, A
Output: P,
: for each jin S do
g1 < Laplace Privacy Budget based on PrivacyLevel
A <+ Database sensitivity
Generate Exponential Noise

noise ; = Exponential (1)
Adjust Noise Level

noise j < Ad justNoise X noise;

Calculate F;; = PrvM1oT;PL + noise;
return Fy;

e AERD

e e e e e e
e A U > el =

6.3 Phase 2: Data Sharing phase

This phase is mainly responsible for transmitting and processing the private transactions
inside the blockchain network. The detailed steps followed during the transmission of
private information among the blockchain nodes and its constituent transaction managers
are already described in Fig. 10. Here at this step, we are sending the noisy payload which
need to be transmitted over the blockchain network. Rest of the steps are similar to as
described in section 5.5. To summarise, BC node A when it receives the nosiy payload, it
will transfer it to its constituent Transaction manager which will first establish a secure TLS
session with the recipient transaction manager. After successful validation, shared secret
key will be generated and subsequent communication will occur over the confidential secret
channel. Transaction Manager A computes the hash of the encrypted noisy payload and
replaces the original payload with this hash. The hash of the encrypted noisy payload is
then broadcasted to all nodes in the network. Recipient transaction manager will forwards

it to the decryption module. The decryption module uses the previously established session

75



key to decrypt the noisy payload.

6.4 Phase 3: Data Analysis phase

The data analysis need to be performed by DU as shown in Fig. 22 and is comprised of

Smart Gateway

(SG) Smart Contract BC Node

Data Analyst

( ) Step1: query (func, privacy

params)

N

Step2: Get Budgetinfo()

Step3: Return current Budget(

Step4:
yetQueryResult(fun,sigma,noise)

Stepb: isStored(fun,sigma
—' and is within limits)

Step6: >
getNoisyResponse(fun,sigma,noise):

Step7: Return noisy response

Step8: Return noisy response

Figure 22: Data Analysis Phase

the following steps:

» Stepl: DU will submit a query to SG which will include a function parameter indi-
cating that what kind of noise is added and what are the privacy parameters (Budget

value) from a privacy module

» Step2 & Step 3 : SG via its privacy module will check for the budget value and
amount of noise added to the data from budget store and will return the current budget

vale to the DU

e Step4: DU will submit the query along with the current budget value to privacy

module.
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» StepS: Smart contract will perform a check whether the current budget value is within

the limits as set by the DO.

» Step6 & Step 7 : If the condition is true, smart contract will query for the noisy data
that is stored on the BC network and the BC node will return the noisy response to

the SG. If the condition is false the query will be rejected.

* Step8: In the last step, DU will get the noisy response from its associated SG and
perform the analysis accordingly as per the privacy level and utility level maintained
by the DO. Overall, the proposed framework provides the tracking mechanism of
the privacy budget value as well to check whether the added noise is effective in
providing privacy to the sensitive data or not and its value will be stored on BC for

the audit purpose as well

6.5 Simulation Results

In this section the execution of propose DPP system model is evaluated and analyzed.
Firstly to evaluate a benchmark study between privacy and utility, simulation is conducted
and implemented in Matlab (R2013b) and run our simulations on a desktop computer with
Intel core 17-10700 2.90 GHz processor, 8GB RAM, and Windows 10 platform. The de-

tailed parameter settings used in our simulations are implemented as shown in Table 4 in

Table 4: Parameter Settings for Simulation
Mechanism Parameter | Value
Laplace distribution Af, At Af=1,Af =2,Af =3,and At =1
Gaussian distribution Ao f, At Af =1, Af =2, Ayf =3, and
Ar =1
Exponential distribution | Af, A Af=1,Af =2, Af =3, and AA =
0.5

which Af refers to L1 sensitivity of Laplace mechanism, A, f refers to L2 sensitivity of

Gaussian mechanism and At is the parameter of the characteristic function of both Laplace
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and Gaussian mechanism. Where as A is the exponential noise parameter. The simula-
tion results show that how different privacy parameters, such as the sensitivity of the data
or the level of noise added, affect the trade-off between privacy and utility. Our results
demonstrate that increasing the privacy parameter, such as the amount of noise added, can
increase the level of privacy but decrease the accuracy of the data, and similarly decreasing
the privacy parameter will increase the utility. To support our argument first we plotted
the privacy curve for both Laplace Gaussian and exponential mechanism as a function of
expected estimation error (EEE) vs epsilon values and analyze the behavior of privacy plot
by varying the epsilon values and then plotted the utility curve as a function of modulus
of characteristic function with respect to epsilon values and eventually explore its behav-
ior for all the Laplace, Gaussian and exponential noise mechanism respectively. We first
plotted the privacy and utility plot for both the Laplace and Gaussian noise followed by
the privacy and utility plot of Exponential to provide more clear understanding of the noise

affect in all three different scenarios. In Fig. 23, we can observe that the EEE decreases
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Figure 23: Privacy plot
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as the privacy budget (€) increases when using Laplace or Gaussian as a noise addition
mechanism. The overall curve is plotted by varying the Af parameter as well showing the
behavior of privacy with respect to different € values. The privacy plot curve is computed
by setting Af =1, Af =2, and Af = 3 in our simulation results. Fig. 23 depicted that
a smaller value of € yields better privacy with respect to higher € values. This behavior
is consistent with Theorem 1 as well as demonstrating that as we increase the (&) value,
privacy decreases. Similarly for the Gaussian noise, the same approach has been observed
while plotting the privacy with respect to budget € values showing that lower values of €
results in better privacy as compared to increase in € values which proves to be consistent
with Theorem 2 as well. Fig. 23 depicted that Gaussian noise provide strong privacy at low
€ values as a comparison to Laplace noise for different Af =1, Af =2, and Af = 3 values.
This behavior is due to the fact that Gaussian noise has a smooth bell-shaped distribution,
which means that it has smaller tails compared to the Laplace distribution. This character-
istic makes Gaussian noise less likely to introduce large outliers or extreme values, even
for small amounts of noise. As a result, the impact on the data is more localized and con-
centrated around the true values, preserving the overall utility of the data. This localization
of noise helps to provide better privacy guarantees, especially at low epsilon values.
Similarly to give more insight and to show the affect of adding Exponential noise,
Fig. 24 describes the privacy behaviour by varying the Af parameter with respect to dif-
ferent € values. A similar trend is observed while comparing it with Laplace noise and
Gaussian noise mentioning that a high privacy is achieved at low epsilon values and pri-
vacy curve decreases as we increase the epsilon values. Similarly in Fig. 25, we
plotted the utility curve as a function of modulus of characteristics function |¢(¢)| with
respect to epsilon values for both Laplace and Gaussian noise mechanism. For different
Af = 1,Af =2, and Af = 3 values, the utility curve is plotted demonstrating that as we
increase the budget € values the utility increases. This verifies Corollary 1 and Corollary

2 as well. Additionally Fig. 25 depicted that Laplace noise, with its heavier tails, is more
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Figure 24: Exponential privacy plot
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robust to small changes in the data compared to Gaussian noise. This robustness can result
in lower distortion of the original data, which translates to higher utility at lower epsilon
values as shown in Fig. 25. In addition, Exponential utility plot is shown in Fig. 26 de-
picting the same behaviour that as we increases the budget € values the utility increases.

In Fig. 27, Fig. 28 and Fig. 29 we visually inspect the behavior of Laplace noise, Gaus-

Utility Analysis for Exponential Noise
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Figure 26: exponential Utility plot

sian noise and Exponential noise in comparison to original data by varying the parameter
of differential privacy € = 0.05 as a high privacy level, € = 0.5 as a medium privacy level
and € = 1 as a low privacy level. It is observed that for (€ = 0.05), high magnitude noise is
generated by the Exponential noise as compared to the Laplace and Gaussian mechanism.
This behavior is due to the fact that exponential distribution has a heavier tail as compared
to Laplace and Gaussian noise. This means that probability of generating larger noise val-
ues is higher in the case of Exponential noise. This larger noise magnitude in Exponential

noise provide stronger privacy protection or achieve a high level of randomness, but they

81



Epsilon = 0.05

140
Original Data
Laplace Noise
120 Gaussian Noise
Exponential Noise
100 -
80 -

60 -

Value

i vr-*.&,..wil’l

-40

-60 1 1 1 1 1 1 1 1

Data Point
Figure 27: Impact of noise at epsilon=0.05- High Privacy Level

also introduce more distortion or perturbation to the data. To simulate a blockchain net-
work, a quorum based blockchain network of four nodes is created using chain-hammer
[83] as a benchmark tool for the performance analysis of our proposed framework with the
same specification of the local machine as mentioned in section 5.7. We evaluated the per-
formance of three different consensus protocols i-e RAFT, IBFT and PoA. The evaluation
involves sending transactions across various loads including 1000 txs, 2000 txs, 5000txs,
7000 txs and 10,000 txs respectively over the BC network. To comprehensively analyze the
performance of our blockchain network in terms of throughput and latency, we employed
two modes of transmission sequential mode and multi-threaded mode. In sequential mode,
each task needs to wait for the completion of the previous task before it can start. While
in multi-threaded mode, operations are performed in a parallel fashion and we have used 3
threads in our simulation due to hardware limitations we have on our local machine.

Also applying differential privacy in conjugation to blockchain often requires complex
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mathematical operations, such as the calculation of sensitivity values, noise addition, and
data aggregation, to achieve the desired privacy guarantees. These computationally in-
tensive tasks can place a significant load on the CPU and memory resources of the local
machine, particularly when scaling the number of blockchain nodes and the volume of
transactions. Improvements such as scaling up the local machine, using a dedicated server,
and implementing distributed simulation, can help overcome the limitations and further
improve the blockchain network’s performance.

Foregoing, to evaluate the performance of the proposed framework in terms of through-
put, Fig. 30, Fig. 31 and Fig. 32 represents the comparison of sequential mode of transmis-
sion and evaluate the performance of RAFT, IBFT and PoA consensus protocols in varia-
tion to different epsilon values or privcay levels for all the three kind of noise i-e Laplace,

Gaussian and Exponential noise. In terms of throughput performance, PoA outperforms

83



Epsilon = 1.00
10

Original Data
Laplace Noise
Gaussian Noise
8 Exponential Noise
6 —
| e
' 1w
4 H1 1 \ !
o \ AR | /
= ' [ \ /
§ \ ’ 1) ! I‘
2+ | | | | _f 1 ¥ ||
.\ ' i I :
0F |& | ' '
2+
_4 | | | | 1 | | | | |
0 10 20 30 40 50 60 70 80 90 100

Data Point
Figure 29: Impact of noise at epsilon=1- Low Privacy Level

IBFT and RAFT due to the fact that PoA relies on a limited number of pre-selected author-
ities or validators to validate transactions and create new blocks. Additionally, the simula-
tion results iterate that Laplace noise provides higher throughput as compared to Gaussian
as well as exponential noise for each consensus protocol that is implemented and it is due to
the fact that both Gaussian noise and exponential noise tends to have a larger magnitude due
to heavier tail. This means that probability of generating larger noise values is higher both
in case of Gaussian and Exponential mechanism. Additionally, calculating a square root
of the variance to determine the standard deviation of the distribution is also relatively an
expensive operation in the Gaussian mechanism. All these factors favours Laplace mech-
anism to provide better throughput as compare to Gaussian and Exponential mechanism.

It is important to mention here that at low epsilon values i-e. at € = 0.05, more noise
is added as compare to higher epsilon values therefore the performance of blockchain in

terms of throughput increases as we increase from € = 0.05 to € = 1. For instance when
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Figure 30: Sequential throughput at epsilon=0.05- High Privacy Level

processing 5000 transactions in sequential mode, PoA achieves the highest throughput of
67.5 TPS for € = 0.5 among the implemented network as depicted in Fig. 31. Furthermore,
it is also observed that as we increase the number of transactions, throughput decreases
which is due to an increase in communication overhead and workload both in the case of
RAFT and IBFT. Similarly evaluating the performance in terms of throughput for all the
three consensus protocols at € = 1, where comparatively less noise is generated as com-
pared to low epsilon values, an enhanced throughput is observed as compared to € = 0.05
and € = 0.5. For example at 5000 transactions, PoA offers higher throughput of 70.5 TPS
in the presence of Laplace noise when compared to IBFT and RAFT where throughput

is limited to 65.7 and 48.3 TPS respectively as shown in Fig. 32. When comparing the
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Figure 31: Sequential throughput at epsilon=0.5- Medium Privacy Level

performance of the sequential mode of operation with the multi-threaded mode, it is evi-
dent, as shown in Figure 33 that the multi-threaded mode achieves higher throughput. This
can be attributed due to the parallel execution of operations, resulting in improved speed
and enhanced processing. In order to fully evaluate the performance blockchain, multiple
simulations are conducted using different epsilon values and analyze the performance of
PoA, IBFT and RAFT for Laplace noise, Gaussian noise and Exponential noise. At low
epsilon values i-e. at € = 0.5 and € = 1, an accelerated throughput is observed as compared
to a sequential mode where PoA outperforms both IBFT and RAFT respectively. For in-

stance as shown in Fig. 35 , for the 5000 transactions at € = 1, PoA achieves 73.5 TPS as
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Figure 32: Sequential throughput at epsilon=1- Low Privacy Level

compared to IBFT and RAFT which are at 69.5 TPS and 46.8 TPS respectively. It is im-
portant to mention here that similar to the sequential mode, the throughput decreases as the
number of transactions increases. This trend highlights that as the length of the blockchain
increases, the throughput decreases.

Furthermore, to give more insight into the performance evaluation, overall transaction
latency both for sequential mode and multi-threaded mode for Laplace, Gaussian and Ex-

ponential noise at different epsilon values are also plotted. As expected for Laplace noise,
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Figure 33: Multi threaded throughput at epsilon=0.05- High Privacy Level

PoA overall shows the lowest latency as compared to IBFT and RAFT. For instance for se-
quential mode of transmission at € = 0.05 which is considered as high privacy level in our
simulation as shown in Fig. 36, PoA achieves a delay of 78.49 sec, while IBFT and RAFT
exhibits a delay of 85.76 sec and 125.94 sec respectively. Similarly for € = 1 for sequential
mode of transmission at 10,000 transactions as shown in Fig. 38, PoA has a delay of 148.14
sec as compared to IBFT and RAFT which have the convergence time of 166.11 sec and
242.13 sec respectively. The overall delay shows an increasing trend with an increase in

number of transactions. As the number of transactions increases, it takes longer wait times
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for transactions to be confirmed and added to the blockchain, leading to increased delay.
It is also evident from the simulation results that latency increases as the epsilon values

decrease. This is because at low epsilon, higher magnitude of a noise is added leading to
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Figure 34: Multi threaded throughput at epsilon=0.5- Medium Privacy Level

the increase in delay.

Similarly latency plot for multi-threaded environment is also plotted across multiple
values of epsilon. At high epsilon values i-e.at € = 1 and € = 0.5, PoA encounters the
lowest delay as compared to IBFT and RAFT. For example as shown in Fig. 41, PoA

experiences a delay of 68.0 sec at € = 1 for processing 5000 transactions, while IBFT has a
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Figure 35: Multi threaded throughput at epsilon=1- Low Privacy Level

delay of 71.94 sec and a delay of 106.83 sec for RAFT respectively. When compared with
Gaussian noise and Exponential noise, an increase in delay is experienced for all epsilon
values due to the high computation involved while generating both the noises. Similarly, an
increase in delay is also observed in multi-threaded environments as well with an increase
in number of transactions due to the fact that large number of transactions need to wait for
subsequent blocks to be mined. To conclude, Laplace noise along PoA proves itself to be a

well adapted consensus algorithm and performs better in terms of throughput and latency
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Figure 36: Sequential latency at epsilon=0.05 - High Privacy Level

Latency curve when epsilon=0.5
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Figure 37: Sequential latency at epsilon=0.5- Medium Privacy Level

both for sequential and multi-threaded modes of transmission. In the context of differential

privacy, PoA can add noise to the data with a smaller range or magnitude due to the limited
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Figure 38: Sequential latency at epsilon=1- Low Privacy Level

Latency curve when epsilon=0.05
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Figure 39: Multi threaded latency at epsilon=0.05- High Privacy Level

number of authorities. As a result, the added noise may have a lesser impact on the utility

of the data, allowing PoA to provide better performance or accuracy in low privacy settings.
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Latency curve when epsilon=0.5
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Figure 40: Multi threaded latency at epsilon=0.5- Medium Privacy Level

Latency curve when epsilon=1
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Figure 41: Multi threaded latency at epsilon=1- Low Privacy Level
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These results can be considered as a first milestone for exploring blockchain in this domain
and can pave the path for subsequent integrating with MIoT in blockchain networks using

differential privacy mechanisms.

6.6 General Guideline for Adopting Differential Privacy in Healthcare
Domain

The application of differential privacy techniques in the MIoT domain provides a promising
approach to address the critical challenge of preserving individual privacy while enabling
the beneficial use of medical data. The key takeaway from this research is that by carefully
designing and implementing differential privacy mechanisms, MIoT systems can strike a
balance between data utility and robust privacy protection. When applying differential

privacy in practice, it is essential to consider the following guidelines:

* Understand the trade-off: Recognize that the use of differential privacy involves a
trade-off between data utility and the level of privacy protection. Carefully evaluate
the specific requirements and constraints of your MIoT application to find the optimal

balance.

* Tailor the differential privacy mechanisms: Differential privacy techniques should be
tailored to the unique characteristics and data requirements of the MIoT ecosystem.
This may involve selecting appropriate privacy parameters, noise addition mecha-

nisms, or other customization’s to ensure effective privacy protection.

* Calibrate the noise carefully: The addition of noise is a critical component of differ-
ential privacy, and the level of noise must be carefully calibrated to strike the right

balance between privacy protection and data utility.

* Ensure transparency and accountability: Implement transparent mechanisms like

blockchain that allow users, regulators, and other stakeholders to understand and
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validate the privacy-preserving measures employed. This can help build trust and

facilitate the adoption of differential privacy-based MIoT solutions.

Continuously monitor and adapt: Regularly review the performance and effective-
ness of the differential privacy mechanisms in the MIoT environment. Adapt the
approaches as necessary to address evolving privacy threats, technological advance-

ments, and changing regulatory requirements.

By following these guidelines, organizations and practitioners can leverage the power
of differential privacy to unlock the benefits of MIoT while prioritizing the protection
of sensitive medical data and ensuring the trust of patients and healthcare providers

in a real world environment.
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CHAPTER VII

SUMMARY AND CONCLUSION

In this thesis, we present a novel solution to address the privacy preservation issues while
integrating Medical Internet of Things (MIoT) with traditional patient healthcare records
(PHRs). Our two innovative frameworks, namely the Enhanced Privacy Preservation Based
Blockchain Mechanism (EPIoT) and the Differential Privacy Preserving (DPP) framework
leverages blockchain technology to ensure data integrity, transparency, and auditability in
the PHR system. EPIoT framework employ service-oriented layers approach in which each
layers operate independently of each other, providing a flexible architecture for the MIoT
ecosystem. The service-oriented layer approach comprises of four key layers:registration
layer, authentication layer, privacy enforcement layer, and transaction layer to provide a
complete end-to-end framework specifically for the MIoT devices. Additionally, the frame-
work will provide the functionality of setting the privacy preference by the data owner for
each data stream generated by an IoT device and provide a decentralized privacy com-
pliance check so that it can be auditable as well. The low complex consensus algorithm
like RAFT, IBFT and, PoA and low computation cryptography mechanism adopted in our
proposed system model to suit best for the MIoT devices.

To further surmount the privacy preservation issues in MIoT based blockchain network
and to further enhance the privacy protection, we have proposed the DPP framework. DPP
is a mathematical framework that ensures strong privacy guarantees. By implementing
DPP at the stream level generated by IoT devices, it provides a rigorous mathematical
framework that provides provable privacy guarantees, making it a more robust and reliable
approach compared to the blockchain-based mechanism used in EPIoT. The DPP frame-

work injects three different types of noises: Laplace noise, Gaussian noise, and Exponential
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noise, which are applied strategically to achieve privacy preservation. We have introduced
a novel concept of privacy levels, which are adjustable by data owners as low, medium, and
high. This flexibility addresses the varying privacy requirements of different applications
and empowers data owners to customize the level of privacy preservation according to their
specific needs. The impact of different parameters on the effectiveness of the approach is
analyzed, providing recommendations for tuning.

Both the proposed frameworks were evaluated through comprehensive simulations to
assess their effectiveness in addressing security and privacy concerns in the patient health
record system. In the EPIoT framework, the performance evaluation was conducted by
deploying a quorum blockchain network. The performance of the proposed architecture
was assessed in terms of throughput (transactions processed per second) latency and block
generation time. For each type of transaction sent, the simulation is evaluated using two
modes of transmission i-e., sequential mode of transmission and multi-threaded transmis-
sion, and evaluates the performance of each network in terms of throughput and latency.
On the other hand, in the DPP framework, a benchmark study between privacy and utility
was first conducted and implemented in Matlab. Our results demonstrate that increasing
the privacy parameter, such as the amount of noise added, can increase the level of pri-
vacy but decrease the accuracy of the data, and similarly decreasing the privacy parameter
will increase the utility. To support our argument, we plotted the privacy and utility curve
for all three kinds of noises (Laplace, Gaussian, and Exponential). Further to simulate a
blockchain network, a quorum-based blockchain network is created, and evaluated the per-
formance in terms of throughput and latency by setting the privacy level as low, medium,
and high. Simulations are repeated for both the sequential mode of transmission and the
multi-threaded mode of transmission in the DPP framework. Simulations demonstrated the
efficacy of both frameworks, showing high levels of privacy preservation while upholding
data utility and blockchain consistency. Furthermore, to demonstrate the efficacy of the

approach, a security analysis of the proposed framework was conducted using the AVISPA

97



tool, and the results confirmed that the framework attains the desired security goals.

The integration of MIoT with PHRs has the potential to significantly improve the qual-
ity of care by providing accurate diagnosis, real-time data, and improved data analysis for
doctors. However, privacy concerns surrounding PHRs necessitate robust solutions such
as the EPIoT and DPP frameworks to ensure the confidentiality and privacy of patients’
sensitive health information.

The findings of this research contribute to the field of healthcare systems by providing
practical and scalable solutions for secure and privacy-preserving PHR systems. The pro-
posed frameworks can serve as a foundation for future research and development in secure
and privacy-aware healthcare applications, fostering trust and enabling the responsible use

of MIoT technologies in healthcare.
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