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Dataset CNSC  RNT DAT DDD FS IIoT-Cp RA AF IIoT-T LD MD PA 

NT HR L PP AL CC MQTT CoAP WS 

DARPA 98[56] YES YES NO YES NO NO YES NO YES N/A YES NO NO NO NO YES NO YES NO YES 

KDD CUP 99 [57] YES YES NO YES NO NO YES NO YES N/A YES NO NO NO NO YES NO YES NO YES 

NSL-KDD [58] YES YES NO YES NO NO YES NO YES N/A YES NO NO NO NO YES NO YES NO YES 

UNSW-NB15 [59] YES YES NO NO NO NO NO NO YES NO YES NO NO NO NO NO NO YES YES YES 

CICIDS [60] YES YES YES NO NO NO YES YES YES NO YES NO NO NO NO NO NO YES YES NO 

N-BaIoT [61] NO YES NO NO NO NO YES YES NO YES YES NO NO NO YES YES NO YES YES YES 

BoT-IoT [62] NO YES NO NO NO NO YES NO NO N/A YES YES NO NO YES YES NO YES YES YES 

X-IIoTID[17] YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES 

    

CNSC: Complete Network and System Configuration PP: Physical Process DDD: Diverse Data Duration IIoT-T: IIoT Traces 

HDS:˜Heterogeneous Data Sources AL: Alerts FS: Feature Set LD: Labeled Dataset 

NT: Network Traffic  CC: Complete Capture IIoT-CP: IIoT Connectivity Protocols MD: Metadata˜ 

HR: Host Resources RNT: Realistic Network Traffic RA: Recent Attacks PA: Public Availability 

L:Logs DAT:˜Divers Attacks Scenario and Types AF: Agnostic-Features  

Attack Total number of instances 
Reconnaissance 127590 
Weaponization 67260 
Exploitation 1133 
Lateral Movement 31596 
Command &Control 2863 
Exfiltration 22134 
Tampering 5122 
Crypto Ransomware 458 
RdoS 141261 
Normal 421417 
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𝑇 = ൬ 
(𝐿 −  3)

(5 −  3)
∗ 10 ൰ − 5

𝐸 = ൬ 
𝑖 −  1

𝑛 −  1
൰ − 0.5

𝐶 = ൬ 
(𝐿 −  3)

(5 −  3)
∗ 2൰ + 0.6

𝑌 = 𝑇 + 𝐸 + 𝐿 ∗ 𝑟 ∗ (𝑋𝒃𝒆𝒔𝒕 + 𝑋𝒊 −  𝟏)

𝑋𝒊 =  𝑋𝒊 −  𝟏 + 𝑌 ∗ 𝐶
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𝐿𝑒𝑎𝑑𝑒𝑟 = 𝑟1 ∗ 𝑥(𝐿𝑒𝑎𝑑𝑒𝑟𝑃𝑜𝑠, 𝑗)

𝑋(𝑖, 𝑗) = (𝑥(𝑖, 𝑗) − (𝑐𝑖𝑟𝑐 ∗ 𝑥(𝑖, 𝑗) + 𝐿𝑒𝑎𝑑𝑒𝑟))



41 

𝑛1 = 𝑟2 ∗ 𝑐𝑜𝑠(𝑎𝑛𝑔)

𝑛2 = 𝑟2 ∗ 𝑠𝑖𝑛(𝑎𝑛𝑔)

𝑐𝑖𝑟𝑐 = 𝑠𝑞𝑟𝑡(𝑛1ଶ + 𝑛2ଶ)

𝑑𝑎𝑙𝑡𝑎 = 𝑟𝑎𝑛𝑑𝑜𝑚 [𝑙𝑏, 𝑢𝑏]

𝑎𝑛𝑔 = 𝑎𝑛𝑔 + 𝑑𝑎𝑙𝑡𝑎
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 𝑋′

 

𝑋′ =
𝑋 − 𝑋𝑚𝑖𝑛

𝑋𝑚𝑎𝑥 − 𝑋𝑚𝑖𝑛
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