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COMPERATIVE EVALUATION OF UNSUPERVISED FRAUD
DETECTION ALGORITHMS WITH FEATURE EXTRACTION AND
SCALING IN PURCHASING DOMAIN

SUMMARY

The main aim of the research is to evaluate and compare various unsupervised outlier
detection methods that do not require labeled data, making them suitable for real-world
purchasing data where labels are often unavailable. The thesis highlights the
challenges of fraud detection in large datasets, particularly in industries like finance
and purchasing, where fraudulent activities can cause significant financial losses if not
identified early.

The motivation behind the research lies in the limitations of traditional, rule-based
detection methods, which often fail to capture complex fraud patterns. Unsupervised
algorithms, which can detect anomalies based on their deviation from the general
behavior of the dataset, offer a proactive approach to fraud detection by identifying
unseen fraud concepts.

This study applies various methods, including distance-based, machine learning-
based, and feature-based models, and focuses on enhancing these models through
feature extraction and scaling techniques. The thesis evaluates several algorithms, such
as Local Outlier Factor (LOF), DBSCAN, and Isolation Forest, using performance
metrics like accuracy, precision, recall, and F1 score. LOF was identified as the most
effective model, achieving the highest accuracy and demonstrating a robust ability to
detect irregular patterns in the purchasing data. However, the effectiveness of all
algorithms was significantly enhanced by data transformations, particularly scaling.
Scaling ensures that features with differing magnitudes, such as quantities and prices,
do not distort the results, allowing for more accurate anomaly detection. The
importance of feature extraction is also emphasized, as it helps identify intricate
patterns between data points. Extracted features, such as the frequency of purchase
orders, vendor categories, and purchase amounts, provide deeper insights into potential
fraud indicators. Additionally, the study recognizes that the integration of multiple
models can reduce the limitations inherent in individual algorithms, thus creating a
more comprehensive fraud detection framework. By combining different unsupervised
methods and leveraging feature extraction, the research offers a more adaptive and
reliable approach to identifying fraudulent activities. In conclusion, this study proves
that employing a combination of unsupervised outlier detection methods, along with
appropriate data preprocessing techniques, significantly improves fraud detection in
purchasing systems.

These methods not only enhance accuracy but also help businesses reduce financial
risks and improve operational efficiency, ensuring a more secure and effective fraud
prevention strategy.
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SATIN ALMA ALANINDA OZELLIK CIKARMA VE OLCEKLEME iLE
DENETIMSiZ SAHTEKARLIK TESPIT ALGORITMALARININ
KARSILASTIRMALI DEGERLENDIRMESI

OZET

Calismanin temel amaci, denetimsiz aykir1 deger tespit yontemlerini karsilastirarak,
etiketli veriye ihtiya¢c duymayan bu algoritmalarin gergek diinya satin alma verileri
tizerindeki etkinligini degerlendirmektir. Etiketlenmis verinin genellikle mevcut
olmadig1 durumlarda bu tiir yontemler oldukca avantajlidir. Tez, finans ve satin alma
sektorleri gibi biiyiik veri setlerine sahip alanlarda dolandiricilik tespitinin zorluklarini
vurgulamaktadir. Dolandiricilik erken tespit edilmediginde, bu sektorlerde ciddi mali
kayiplara yol agabilmektedir.

Geleneksel, kurallara dayali tespit yontemleri genellikle karmasik dolandiricilik
desenlerini yakalamakta yetersiz kalmaktadir. Bu yontemler, dolandiriciligin siirekli
degisen dogas1 karsisinda etkinligini kaybetmekte ve yeni dolandiricilik tekniklerini
tespit etmekte basarisiz olabilmektedir. Dolandiricilar, kurallara dayali sistemlerdeki
bosluklar: tespit edip bunlardan yararlanabilir. Bu noktada denetimsiz algoritmalar
devreye girer. Denetimsiz 6grenme algoritmalari, veri setindeki genel davranistan
sapmalar1 tespit ederek, daha Once goriilmemis dolandiricilik yontemlerini ortaya
cikarabilmektedir.

Bu calisma, mesafe tabanli, makine 6grenimi tabanli ve 6zellik tabanlt modeller gibi
cesitli yontemleri uygulamakta ve bu modelleri 6zellik ¢ikarma ve dlgekleme gibi veri
isleme teknikleriyle iyilestirmeyi hedeflemektedir. Local Outlier Factor (LOF),
DBSCAN ve Isolation Forest gibi yaygin olarak kullanilan yontemler bulunmaktadir.
Bu algoritmalar, dogruluk, hassasiyet, geri ¢agirma ve F1 skoru gibi performans
metrikleri kullanilarak karsilagtirilmistir. Yapilan analizlerde, LOF algoritmasi en
yiiksek dogruluga ulasarak, satin alma verilerinde riskli talepleri tespit etme acisindan
en etkili model olarak one ¢ikmistir. LOF algoritmasi, komsuluk iligkilerini
inceleyerek, her bir veri noktasinin lokal yogunlugunu hesaplar ve yogunluktan
sapmalar1 tespit eder. Bu sayede, dolandiricilik faaliyetleri gibi aykiri degerlerin
tespitinde basarili olur. DBSCAN, yogunluk tabanli bir kiimeleme algoritmasidir ve
kiime disindaki noktalar1 aykir1 deger olarak tanimlar. Bu algoritma, ozellikle
kiimelenemeyen ve izole kalan noktalari dolandiricilik agisindan incelemek igin
uygundur. Ancak, DBSCAN'In performansi, parametrelerin dogru ayarlanmasina
baghdir. Isolation Forest ise, veri noktalarin1 bolerek aykir1 degerleri tespit eder.
Aykiri degerler genellikle daha az boliinme gerektirdigi i¢in, bu model dolandiricilik
tespitinde etkili olabilir. Ancak, diger algoritmalara gore bazi karmagik dolandiricilik
desenlerini yakalamakta yetersiz kalabilir.
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Ozellikle veri déniisiimleri ve 6lgekleme teknikleri ile model verimi énemli dlgiide
artinlmistir.  Olgekleme, veri setindeki sayisal ozelliklerin farkli biiyiikliikteki
degerlerinin analiz sonuglarint bozmasimi engellemek icin kullanilan 6nemli bir
tekniktir. Ozellikle, satin alma verilerinde miktar ve fiyat gibi degiskenlerin farkli
biiyiikliiklerde olmasi, 6lgekleme yapilmadiginda bazi 6zelliklerin digerlerine gore
daha fazla etkili olmasmma neden olabilir. Yapilan deneylerde, Olcekleme
uygulanmadiginda LOF algoritmasinin dogrulugu %88 iken, ol¢cekleme sonrasi bu
oran %98’¢ yiikselmistir. Olgekleme ayrica algoritmalarm hesaplama siiresini ve
dogrulugunu artirarak, verilerin daha hizli islenmesini saglamaktadir. Ozellikle,
yiiksek boyutlu veri setlerinde mesafe tabanli algoritmalarin performansi, 6l¢ekleme
ile biiyiik dlctlide iyilestirilmektedir.

Ozellik ¢ikarma, model performansini artiran kritik bir adimdir. Cikarilan dzellikler,
modelin daha karmasik dolandiricilik kaliplarini tespit etmesini saglamaktadir.
Omegin, bir kullanicinin belirli bir tedarik¢iye yonelik alisiimadik derecede sik
taleplerde  bulunmasi, potansiyel bir dolandiricilik  gdstergesi  olarak
degerlendirilebilir. Benzer sekilde, tedarik¢i kategorileri, satin alma tutarlar1 ve onay
stireleri gibi c¢ikarilan 6zellikler, dolandiricilik tespitinde derinlemesine analizler
yapilmasina olanak tanir.

Tezde yapilan deneylerde, 6zellik ¢ikarma islemi uygulanmamis bir veri seti ile
cikarilan 6zelliklerin kullanildig1 bir veri seti karsilastirilmistir. Sonuclar, ¢ikarilan
ozelliklerin model performansini 6nemli &lgiide artirdigim gostermistir. Ozellik
cikarma uygulanmayan veri setinde LOF algoritmasimin dogrulugu %36 iken,
cikarilan 6zelliklerle bu oran %54’¢ yiikselmistir. Bu, 6zellikle veri setindeki 6nemli
iliski ve kaliplarin yakalanmasina olanak saglamis ve dolandiricilik tespitini daha
giivenilir hale getirmistir. Tezde yapilan vaka caligmasinda, 934 satin alma islemi
incelenmis ve denetimsiz aykir1 deger tespit algoritmalar1 kullanilarak her bir islem
i¢in risk puani hesaplanmistir. Risk puanlarina goére en riskli %10'luk dilimde yer alan
islemler, satin alma uzmanlar1 tarafindan manuel olarak incelenmistir. Bu incelemeler
sonucunda, sec¢ilen 95 islemden 58’inin dolandiricilik faaliyetleri igerdigi tespit
edilmistir. Bu bulgu, modelin yaklasik %61 oraninda bir tespit dogruluguna sahip
oldugunu gostermektedir. Bu oran, is siireclerinde 6nemli bir iyilesme saglamaktadir;
¢linkii manuel incelemelerde genellikle islemlerin yalnizca %1 ila %31 dolandiricilik
faaliyetleri icerir.

Tezde denetimsiz dolandiricilik tespit algoritmalarinin etkinligini degerlendirmek i¢in
cesitli stratejiler kullanilmistir. Gorsel inceleme, model performansini degerlendirmek
icin kullanilan 6nemli bir yontemdir. Farkli boyutlardaki veriler grafiksel olarak
incelenerek, dolandiricilik kaliplar: gorsel olarak tespit edilmeye ¢alisiimistir. Ayrica,
ticari etki analizi ve anomali dogrulamasi gibi yontemlerle modellerin is siireglerine
olan etkisi degerlendirilmistir. Bununla birlikte, calismanin bazi sinirlamalar
bulunmaktadir. Calismada incelenen veri seti yalnizca belirli bir sektér ve cografi
bolge ile sinirlidir. Bu nedenle, gelistirilen modellerin genellestirilebilirligi konusunda
sinirlamalar olabilir. Ayrica, algoritmalarin parametre optimizasyonuna yonelik daha
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kapsamli bir ¢aligma yapilmamistir. Dolayisiyla, farkli veri setleri {izerinde yapilan
incelemelerde parametrelerin ayarlanmasi gerekebilir.

Sonug olarak, denetimsiz aykir1 deger tespit algoritmalarinin, 6zellikle 6zellik ¢ikarma
ve Olgekleme gibi 6n isleme teknikleriyle desteklendiginde, satin alma sistemlerinde
dolandiriciligr tespit etmede etkili bir sekilde kullanilabilecegini kanitlamaktadir. Bu
yaklasimlar, sirketlerin dolandiricilik faaliyetlerini daha hizli ve etkili bir sekilde tespit
etmelerine olanak tanimakta, boylece finansal kayiplar1 ve operasyonel aksakliklari en
aza indirmektedir. Tezin bulgulari, denetimsiz &grenme algoritmalarinin i
stireclerinde 6nemli bir katma deger sagladigini ve bu yontemlerin gelecekte daha da
yaygin bir sekilde kullanilabilecegini gostermektedir.
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1. INTRODUCTION

1.1 Background and Motivation

Fraud detection, outlier detection or anomaly detection is one of the most important
areas of machine learning and data mining. Basically, these methods try to identify
observations which are not having the same behavior as general population within a
dataset. Depending on the application target, outliers can be just detected to clean the
dataset, or it can also be the main scope. Outliers can tell many things about the dataset
itself. Generally, outliers are rare events or errors that can occur in datasets. Outlier
evaluation plays an important role for model performance and stability. In addition to
that, outlier detection is also such a crucial operation in many industries like finance,
cybersecurity, quality control, and healthcare. Many industries use outlier detection
models to be able to prevent fraud, time loss, reputation loss, money, and life.

There are many different approaches to detect outliers. In the real world, most of the
use cases have no label to group observations within a dataset. Also, data labeling is
most of the time costly, requires manual effort and can take time. Unsupervised outlier
detection methods do not need any label to identify outliers and work without any prior
domain or product knowledge. Main purpose of unsupervised outlier detection
algorithms is to identify observations which have different behavior than the rest of
the dataset. Many outlier detection models are focused on each observation one by
one. However, outlier or fraud cases can occur with repetitive instances as well.

Motivation of the research is to compare existing unsupervised outlier detection
models and analyze the performance changes by extracting features from the existing
data fields. By applying feature extraction techniques, the target is to identify recurring
fraud cases. Many outlier detection algorithms are not performing well to detect
recurring instances by just evaluating each single instance one by one.

Finance and purchasing applications require accurate outlier detection models. Many
companies and customers lose high amounts of money due to fraudsters. Minimizing
losses and protecting customers and reputation is critical for financial institutions. It is
also important to identify outliers and frauds in the early stage of proceses. These
techniques also play a crucial role in manufacturing to detect defective products in the
early production process to ensure high quality and low-cost standards. Health care
applications also outlier detection models to identify unusual patterns for patients.

Outlier detection models have been so popular since decades due to their ability to
prevent losses. Thanks to this popularity there are a wide range of techniques and
algorithms. Distance based, density based, clustering based, and statistical approaches
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are the most common outlier detection models and techniques. All the outlier detection
models perform differently on different datasets. These models also have different
limitations and strengths. Target of the research is to combine different outlier
detection models into one superior model by applying all models at the same time to
the same dataset. In addition to that research aims to increase the performance of
outlier detection models by extracting features from existing dataset to detect recurring
anomalous instances.

In summary, the main objective of the research is to combine existing outlier detection
models into one superior model to have a robust outlier detection model. By combining
different outlier detection models, the target is to eliminate limitations from each
model. Additionally, feature extraction techniques will be applied to extract all the
possible information from existing Purchasing data which includes recurrent
purchasing orders. By extracting instance connection information, the model can
perform better for recurrent fraud instances.

1.2 Problem Statement

Purchasing is one of the cores and most important activities for companies. Also
having control over purchasing is playing a crucial role especially for big companies
to stay profitable. When purchasing volumes get higher and higher, companies might
start to lose control for every small purchase. There are many rules, controls, and
standards however, fraudsters can find many ways to steal money from
companies. With the increasing purchasing volumes, it is almost impossible to check
each purchasing request one by one. Many companies developed measures to avoid
losses. Many of the measures are conventional methods and sometimes these measures
are not effective to detect fraudulent activities. Effectiveness of these measures for
detecting fraudulent activities is often limited. To solve this problem, many companies
are applying statistical methods in order to automate the process control and ensure
system security. However conventional methods often fail to detect the complex nature
of patterns. It can cause a high rate of false positives and missed fraud cases.

To address false positives and missed fraud cases, unsupervised fraud detection
techniques can be applied. This helps companies to detect complex patterns of
fraudsters. Also unsupervised outlier detection algorithms can adapt to changes pretty
quickly. Due to the nature of fraud, fraudsters always seek a new way to steal money
from companies. Especially for new and unseen observations, unsupervised outlier
detection models are a good solution. Unsupervised outlier detection algorithms can
analyze unusual patterns, customer and employee behaviour, outliers, or anomalies
that differ significantly from expected behavior. These models can be much more
advanced alternatives to the conventional methods.

Using unsupervised outlier detection models has many advantages compared to
conventional methods. First, these models offer a more general approach to fraud
detection instead of specifically determining the hard coded rules. Since there are no
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hard coded rules, these models are giving opportunity to have a proactive approach.
This enables companies to be one step ahead of the fraudsters. Every new created fraud
concept might be detected via unsupervised outlier detection algorithms. Since the new
concept will have different behavior from the existing ones, these algorithms come
very handy. Another big advantage compared to conventional methods is,
conventional methods require manual effort and time. Purchasing experts must analyze
the fraud patterns for each fraud concept. Rules must be specialized for each attempt.
Manual investigation and analysis can also be wrong due to human factors.
Unsupervised anomaly detection algorithms can increase operational efficiency and
also companies can focus on analyzing and investigating confirmed fraud cases.

Companies which integrate unsupervised outlier detection models into the statistical
and conventional methods increase fraud detection capabilities. It also increases the
effectiveness of existing fraud detection systems.

Especially by using statistical methods and unsupervised outlier detection systems
together, companies create a more robust and accurate approach to identify and prevent
fraudulent activities. These models help to create a safer environment and prevent
financial loss for the companies.






2. LITERATURE REVIEW

Outlier detection is crucial especially for big organizations. In the last decades many
studies have been completed in the field of outlier detection. This section provides an
overview for some of the important studies related with outlier detection in the
purchasing field.

Study 1: A Comparison of Outlier Detection Techniques for High-Dimensional
Data by

Xiaodan Xu, Huawen Liu, Li Li, Minghai Yao (2018)

This study focused on overview of the outlier detection methods for multivariate data.
It specifically focuses on complex datasets with high number of features. This study
evaluates the outlier detection algortihms mainly in 3 groups. It divides algorithms
such as ensemble-based methods, subspace methods and neighbor methods. Ensemble
methods used are out of distribution detection algorithm, copula-based outlier
detection algorithm and Gaussian Uniform Mixture algorithm. Subspace method
algorithms which is evaluated are Subsapce Outlier detection and high contrast sub
space algorithms. Last group as neighbor methods and algorithms used to evaluate are
KNN, weighted distance KNN, local outlier factor algorithm, fast angle-based outlier
detection algorithm and Local Outlier Probability algorithm. These algorithms studied
with some of the most popular public datasets.

Result of the comparison is neighbor based algorithms has a better performance result
in general. Gaussian based algorithms are performing lower than expectations
especially for the complex high dimensional data. Since Gaussian models can be easily
affected by the data distribution, this study also shows the weak side of Gaussian
models. Since complex real-world datasets are used, and their distributions are difficult
to presume, gaussian methods can not perform well.

Study 2: A Geometric Framework for Unsupervised Anomaly Detection by
Eleazar Eskin, Andrew Arnold, Michael Prerau, Leonid Portnoy, Sal Stolfo
This paper is focusing on representing each observation of the population on a feature
space. Feature space mapping is up to selected algortifm with in the geometric
framework for unsupervised anomaly detection. Outliers are mapped due to
transformations to distant and sparse positons in the feature space.

Also, three different algorithms for detection outliers have been compared. These 3
algorithms are Cluster-based, k-nearest neighbor-based and the last algorithm is a
Support Vector Machine based approach.

Study 3: A Comparative Evaluation of Unsupervised Anomaly Detection
Algorithms for Multivariate Data by Markus Goldstein, Seiichi Uchida (2016)
This study offers a evaluation results with 19 different unsupervised anomaly detection
algorithm. These algorithms are evaluated with 10 different datasets which is coming
from different application fields. Results are grouped and evaluated in 3 anomaly
detection method groups which are nearest neighbor based, clustering based and
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remaining from these 2 groups. As a result, this paper suggests two main things. First,
when there are global anomalies, local anomaly detection algorithms are not
performing well due to their nature. Second, global anomaly detection algorithms are
also not performing well when there are local anomalies. As an overall results, nearest
neighbor, and local outlier algoritms are recommended to use in first place.

Study 4: DEEP AUTOENCODING GAUSSIAN MIXTURE MODEL FOR
UNSUPERVISED ANOMALY DETECTION by Bo Zong, Qi Song, Martin
Rengiang Min, Wei Cheng, Cristian Lumezanu, Daeki Cho, Haifeng Chen
(2018)

Study focuses on the problem of the density estimation in the original feature space
during anomaly detection. Especially when the dimension of the dataset increase it is
harder to implement and find outliers with density estimation since any instance can
be a rare event with a low probability. Focus of the study is to overcome this issue by
first implementing the dimensionality reduction and later density estimation applied in
low dimensional space. But the problem with the dimensionality reduction is during
the reduction, key indicators for anomalies can be removed. To overcome this problem
this study suggest to use Deep autoencoding gaussian mixture model to save all related
indicators in low dimensional space. Second Gaussian mixture model learned how to
apply densitiy estiomation tasks for low dimensional input data for complex structures.
In this study 12 different outlier detection methods compared over 4 sample datasets.

Evaluation shows on many public datasets that deep autoencoder gaussian mixture
models performing much better than state-of-the-art anomaly detection techniques. It
performs up to 14% improvement based on the standard F1 score.

Study 5: A Hybrid Unsupervised Clustering-Based Anomaly Detection Method
by Guo Pu, Lijuan Wang, Jun Shen and Fang Dong (2021)

This study shows another technique to combine conventional clustering techniques
with SVM supervised models. Basically, first it targets the problem of robustness for
convetional clustering techniques. Generally, result of these algorithms is really
connected with parameter initialization and parameters of the models. To overcome
this issue paper suggests a combination of SVM with conventional clustering
algorithms. First paper suggests to partion the data in to many and various low
dimensional sub spaces. This can help to improve within cluster similarity. Later SVM,
is implemented for all subspaces to understand the data characteristics to identify
outliers. A dissimilarity or similarity vector represents distances between outliers and
inliers from each created subspace. Later anomalies detected based on a threshold of
the vector. This increases the robustness and accuracy of detection via using many
subspaces. Evaluation of the idea and technique was done by comparing three other
clustering algorithms for unsupervised detection. Algorithms selected as base line are
SSC, DBSCAN, K-means algorithms.

The experimental shows that SSC-OCSVM algorithm is performing better than
baseline algorithms.



Study 6: Unsupervised Clustering Approach for Network Anomaly Detection by
Iwan Syarif, Adam Prugel-Bennett, Gary Wills

This paper is comparing and evaluation study. Study compared anomaly detection
algorithms over misuse detection algorithms with DARPA/Lincoln dataset. During
evaluation distance-based outlier detection algorithm, k means standard algorithm
with its variations used such as improved k-Means, k-Medoids and EM clustering.
To compate anomaly detection algorithms, also misuse detection algorithms are also
evaluated such as naive Bayes, rule induction, decision tree and nearest neighbor.
Study showed that misuse detection algorithms are only performing well for know
anomaly cases and fails to detect with many unseen outliers.

Study 7: Deep Unsupervised Anomaly Detection by Tangging Li, Zheng Wang,
Siying Liu and Wen-Yan Lin (2021)

Study focuses specifically on anomaly detection in large datasets. This approach is
using clustering techniques to identify the normal distribution and later an autoencoder
trained on normal data observations. Autoencoder does not use any label, it is just
getting the support of clustering algorithms to find normal population behaviour. Study
tested on 5 different datasets and proposed method is performing much better than
unsupervised techniques.

Study 8: Auto insurance fraud detection using unsupervised spectral ranking
for anomaly by Ke Nian, Haofan Zhang, Aditya Tayal, Thomas Coleman,
Yuying Li (2016)

This paper suggests a method to detect fraudulent activities via detecting anomalies in
the connection with features. Capturing these relationships with kernel similarity, via
using spectral analysis of Laplacian of the kernel similarity. This study evaluated the
results with both real-world data and syntetic data.

Study 9: Anomaly Based Network Intrusion Detection with Unsupervised
Outlier Detection by Jiong Zhang and Mohammad Zulkernine

This research employs the Random Forest algorithm, a high performant technique,
within anomaly-based Network Intrusion Detection Systems (NIDSs).

Study compares results against SVM, KNN. First method learns patterns from the
network and and labeled by services. Later frameworks assumes each services has its
own pattern for normal activities. System is really dependend on number of outliers.
However unsupervised method performs better.

Study 10: Insurance Fraud Detection with Unsupervised Deep Learning by
Chamal Gomes, Zhuo Jin, Hailiang Yang (2021)

This study evaluates the two deep learning models, variational autoencoders and
autoenoders. It proposes a new technique to understand the feature importance. It is
more focused to get insights, why and how fraud occurs. Three different datasets used
in this paper to evaluate results. This study gives insights to understand and interpret
from probability distributions.



Study 11: Anomaly Detection: A Survey by Varun Chandola, Arindam
Banerjee, and Vipin Kumar (2007)

This paper provides a well content for many anomaly detection techniques. It is not
just explaining techniques but also explains the type of anomalies as well. It covers
many different domains and discussing for different fraud detection problems. It has a
holistic approach for the literature.

Study 12: A Comparative Evaluation of Anomaly Detection Techniques for
Sequence Data by Varun Chandola, Varun Mithal, and Vipin Kumar (2008)
This paper investigates many techniques on various datasets for anomaly detection.
During the evaluations, kernel, and window-based techniques and markovian
techniques presented. New KNN technique which performs better introduced. For
Markovian technique, new finite state automation-based technique proposed which is
better than the existing finite state automation technique.

Study 13: Anomaly Detection for Discrete Sequences: A Survey by Varun
Chandola, Arindam Banerjee, and Vipin Kumar (2009)

This survey aims to offer a thorough and organized summary of the current research
addressing the challenge of identifying anomalies in discrete sequences. Kernel Based,
Window Based and Markovian techniques applied to compare the results.

Study 14: Understanding Anomaly Detection Techniques for Symbolic
Sequences by Varun Chandola, Varun Mithal, and Vipin Kumar (2009)

This study tries to extend the results of the previous experimental investigations by
evaluating the performance of different outlier detection techniques by using diverse
types of sequence datasets. The analysis conducted in this paper enables a relative
assessment of these techniques, showing their respective strengths and weaknesses. In
this survey, kernel, and window-based techniques and markovian techniques shown to
evaluate results.

In conclusion, analysis of various studies on unsupervised anomaly detection
techniques provides valuable insights into the various fields. These studies highlight
the importance of robust outlier detection methods for high-dimensional data and
multivariate datasets. The use of geometric frameworks and deep learning approaches,
such as autoencoders and Gaussian mixture models, has proven to be effective in
detecting anomalies in different domains, including network intrusion detection and
insurance fraud detection. The evaluation and comparison of these algorithms have
demonstrated their varying performances, emphasizing the need for careful selection
based on specific data characteristics and application requirements. Furthermore, the
significance of unsupervised clustering-based approaches for anomaly detection in
complex systems, such as network traffic and symbolic sequences, has been
acknowledged. Overall, this comprehensive survey offers a foundation for researchers
and practitioners to choose suitable techniques and methodologies for unsupervised
anomaly detection tasks. These related studies show the importance of outlier detection
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in various domains. Generally finding files, the most appropriate method should be
selected based on specific characteristics of the dataset and based on objective.

Study 15: A robust EM clustering algorithm for Gaussian mixture models by
Miin-Shen Yang, Chien-Yo Lai, Chih-Ying Lin (2011)

The target of this paper is clustering-based probability models. Especially, the paper
proposes much more robust Expectation and Maximization algorithm for Gaussian
Mixture models. In this paper a robust Expectation and Maximization clustering
algorithm which will be a good performant as well for different cluster volumes is
shown. As a result, a new structure for the Expectation Maximization without
initialization was suggested. The proposed well performant Expectation Maximization
algorithm for GMM evaluates all instances as initials to find out right initial values.
Number of clusters defined based on penalty term. Paper also supports the finding with
several datasets.

Study 16: Outlier detection via multiclass deep autoencoding Gaussian mixture
model for building chiller diagnosis by Viet Tra, Manar Amayri, Nizar Bouguila
(2021)

Paper focuses on two important problems for the Chiller diagnosis namely outlier
detection and the insufficient amount of correct labeled data. This paper suggests a
multiclass deeo auto encoding gaussian mixture model to distinguish anomalies in
normal data. Extensive trial findings within this study have demonstrated a superior
performance. These results were compared with existing models.

Study 17: Ensemble unsupervised autoencoders and Gaussian mixture model
for cyberattack detection by Peng An, Zhiyuan Wang, Chunjiong Zhang (2022)
The paper suggests employing unsupervised ensemble autoencoders coupled with the
Gaussian mixture model to apply in multiple domains. This will help irrespective of
the characteristics of each field. Attention based latent representations and
reconstructed variables are levared within the ensemble autoencoder. To estimate the
population density expectation maximization algorithm used together with GMM.
Once estimated population density surpasses the learing threshold, the population
instance classified as outlier. Experiments evaluated with three datasets and it confirms
that the results of the proposed model competes significantly with the chosen anomaly
detection baselines.

Study 18: Using Gaussian Mixture Models to Detect Outliers in Seasonal
Univariate Network Traffic by Aarthi Reddy, Meredith Ordway-West, Melissa
Lee, Matt Dugan, Joshua Whitney Ronen Kahana, Brad Ford, Johan Muedsam,
Austin Henslee, Max Rao (2017)

This article introduces a method for identifying outliers in seasonal, univariate network
traffic data using Gaussian Mixture Models. Algorithm is exclusively assessed on time
series data sourced from network traffic However, it can be readily adapted for
application to various other types of seasonal univariate big datasets.



The results are contrasted with traditional outlier detection methods, which typically
assume that all data within a set of single probability density function. In conclusion,
this paper underlines the distinct advantage of Gaussian Mixture Models in identifying
not just 'peaks’ within datasets, but also very low valleys.

Study 19: Outlier Detection Algorithm Based on Gaussian Mixture Model by
Wenbo Liu, Delong Cui, Zhiping Peng, Jihai Zhong (2019)

This paper presents a new method for high-dimensional complex datasets to address
the challenge of outlier detection. A Gaussian mixture model-based outlier detection
algorithm is developed. The proposed method utilizes the global optimization
expectation maximization algorithm to fit a Gaussian mixture model to the dataset.
Outliers are detected based on the three standard deviation threshold applied to each
Gaussian component. This algorithm effectively detects outliers in high-dimensional
and complex data, as verified by experimental validation.

Study 20: GMM-based Undersampling and Its Application for Credit Card
Fraud Detection by Fengjun Zhang, Guanjun Liu, Zhenchuan Li, Chungang
Yan, Changjun Jiang (2019)

This article proposes a novel Gaussian Mixture Undersampling. Initially, a Gaussian
Mixture Model (GMM) is employed to fit the major group of samples. Later by
examining the probability density function of predicted minority samples using the
well-fitted GMM, the maximum PDF value serves as the boundary between two
classes. As last step, undersampling is executed on the majority samples near the
boundary identified by the cross-edge.

Group 1: Comparative Evaluation of Unsupervised Anomaly Detection
Algorithms

Study 1: A Comparison of Outlier Detection Techniques for High-Dimensional Data
Study 3: A Comparative Evaluation of Unsupervised Anomaly Detection Algorithms
for Multivariate Data

Study 14: Understanding Anomaly Detection Techniques for Symbolic Sequences
Study 15: A robust EM clustering algorithm for Gaussian mixture models

Study 18: Using Gaussian Mixture Models to Detect Outliers in Seasonal Univariate
Network Traffic

Study 19: QOutlier Detection Algorithm Based on Gaussian Mixture Model

Group 2: Geometric Framework and Deep Learning Approaches

Study 2: A Geometric Framework for Unsupervised Anomaly Detection

Study 4. DEEP AUTOENCODING GAUSSIAN MIXTURE MODEL FOR
UNSUPERVISED ANOMALY DETECTION

Study 7: Deep Unsupervised Anomaly Detection

Study 10: Insurance Fraud Detection with Unsupervised Deep Learning

Study 16: Outlier detection via multiclass deep autoencoding Gaussian mixture model
for building chiller diagnosis
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Group 3: Clustering-Based Anomaly Detection

Study 5: A Hybrid Unsupervised Clustering-Based Anomaly Detection Method
Study 6: Unsupervised Clustering Approach for Network Anomaly Detection

Study 12: A Comparative Evaluation of Anomaly Detection Techniques for Sequence
Data

Study 13: Anomaly Detection for Discrete Sequences: A Survey

Study 17: Ensemble unsupervised autoencoders and Gaussian mixture model for
cyberattack detection.

Group 4: Specific Application-Based Anomaly Detection

Study 8: Auto insurance fraud detection using unsupervised spectral ranking for
anomaly.

Study 9: Anomaly Based Network Intrusion Detection with Unsupervised Outlier
Detection

Study 11: Anomaly Detection: A Survey

Study 20: GMM-based Undersampling and Its Application for Credit Card Fraud
Detection
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3. METHODOLOGY

The methodology applied in this report focuses on unsupervised outlier detection in
the purchasing area. In purchasing, detecting abnormalities plays a crucial role. Since
data has no labels to predict, supervised machine learning algorithms can’t be used.
By using unsupervised learning algorithms, we aim to detect potential abnormalities
within purchasing datasets. Our target is to detect unusual purchasing behaviors,
irregularities, and potentially fraudulent activities. This methodology section explains
step by step all processes including data collection, data cleaning and transformations,
feature extraction, model selection, and evaluation.

3.1 Overview of Statistical Outlier Detection Techniques

Statistical outlier detection techniques are one of the first and widely used detection
algorithms. These methods are widely used to identify outliers or anomalies within the
sample dataset by using mathematical calculations. Target of these algorithms is to
identify instances which deviate significantly from the general behavior of the sample
dataset.

3.1.1 Z-score method

Z-Score method is one of the fundamental approaches for outlier detection by using
standard deviation. It calculates the standard deviation of each observation that
deviates from the mean of the dataset. Observations which have more standard
deviation distance from the mean are considered as outliers or anomalies. This is one
of the most basic statistical outlier detection algorithms and generally works well when
sample data follows a Gaussian distribution. It is suitable for datasets which are
normally 13istributed. Many of the Purchasing data unfortunately does not follow
Gaussian distribution. This algorithm is simple yet effective on limited datasets.

3.1.2 Modified z-score method

Since Z-Score has a downside of not working well on skewed datasets or datasets
which do not follow Gaussian distribution, Modifed Z-Score methods address this
problem. It calculates Median Absolute Deviation to be able to have more robust
calculations on

extreme values. It is more resistant to the extreme values and to use Mean Absolute
Deviation enables Modified Z-Score method to be more effective in skewed or heavy
tailed distributions. However Modified Z-Score method also has a downside. This
method can be so sensitive especially when the sample size is so low. In small datasets,
calculation of Mean Absolute Deviation can be not reliable so it can create
inaccuracies in outlier detection. Z score algorithms also require a threshold to divide
instances as outlier and normal instances. While this easy parameter can be
advantageous in some cases, due to the simplicity of the method it has a lack of skill
to identify complex patterns. Especially local densities can be wrong estimated.
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3.1.3 Interquartile range / Tukey’s Fence method

This method calculates the range of upper and lower quartiles of a sample dataset.
Observations which fall below lower quartile or upper quartile with defined range
identified as outliers. This method assumes that we have a symmetric distribution.
When data is skewed or follows different distributions with extreme tails, the
Interquartile method can not effectively detect outliers. In addition to that, the
Interquartile Range method does not consider the relationship within the neighboring
clusters. This limits the ability of detection for complex datasets. While detecting
outlier’s threshold must be selected. This can be subjective and may not capture the
outliers correctly. Due to the simplicity of the algorithm, it can not detect the high
dimensional relationships.

3.1.4 Standardized residuals

Standardized Residual is a statistical measure used in regression analysis for outlier
detection. Standardized residuals can be calculated by dividing the residual to the
estimated standard deviation of the residuals. It gives a measure for each observation
how observations deviate from the regression line. This algorithm can work well when
there is a regression relationship between the variables. If the relationship is nonlinear
then standardized residuals might not be able to detect outliers accurately. In addition
to this downside, residual analysis is sensitive for extreme outliers. These observations
can extremely affect the calculation of standardized residuals. So, it can be biased
towards instances that have a strong influence on the regression model. Additionally,
the standard residual method is focusing the distance from the regression line. This can
be a problem for detecting the outliers which have high dimensional anomalies. It does
not consider the relationship between the neighboring clusters or observations. This
can limit the effectiveness of outlier detection especially on complex datasets.

3.1.5 Cook’s distance

Cook’s Distance is one similar method to Standardized Residuals. It uses regression
analysis to identify outliers. The difference from Standardized Residuals is, it
calculates the impact of each observation on the regression model by calculating the
change in the parameters when instance removed. Cook’s distance calculates the
distance between predicted values with and without the instance and normalizes with
standard residual error. It also has the same downsides as Standardized Residuals. This
method also relies on a regression model which is used. When there is no linear
relationship between the feauteres then Cook’s distance might not accurately detect
outliers.
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3.2 Distance Based Methods

3.2.1 Mahalanobis distance

Mahalanobis distance is using a covariance matrix to calculate the distance for each
observation from the mean of the sample dataset. Mahalanobis distance takes
correlations between the variables into account by using covariance matrix. It gives a
distance measure of each observation from the multivariate distribution of the sample
dataset. Considering all variables while calculating the distance is one of the
advantages compared to other statistical outlier detection algorithms. However, when
the number of variables increases, calculation of the covariance matrix becomes more
complex and the accuracy of Mahalanobis distances can be inaccurate. Mahalanobis
distance method can be less reliable especially in high dimensional sample datasets.
Since it checks multivariate effects, Mahalanobis distance works well when sample
datasets have a multivariate normal distribution. When there is a skewed or tailed
multivariate distribution, Mahalanobis distances might not detect outliers accurately.
In addition to that, Mahalanobis distance does not take local densities or neighboring
clusters into account. It calculates the distance for each instance independently from
other instances. This can affect the accuracy of detecting outliers which are grouped
within clusters.

3.2.2 Local outlier factor (LOF)

Local outlier factor is in the density-based model group. It calculates the local density
deviation of each instance to its neighboring instances. It assumes that outliers have
low local density compared to other instances. The local outlier factor calculates the
local outlier score by comparing each instance's average distance to local density.
Higher local outlier factor score indicates that instance is much more far than other
instances to the local density. While calculating the score, it checks only k-nearest
neighbors’ distance to the local density. K is a parameter of neighboring instance count
and defined by the user. Local outlier factor has an advantage of detecting outliers with
irregular densities and complex patterns. It is robust to any kind of distribution and can
identify accurately high and low dimensional sample datasets. One negative side of
Local outlier factor is defining the appropriate value for k parameter. It can affect the
sensitivity of detection.

3.2.3 DBSCAN (density-based spatial clustering of applications with noise)

The DBSCAN method separates outliers from normal instances based on density
connectivity. It has clustering capabilities and identifies outliers as instances which do
not belong to any cluster or cluster with a small group of instances. This algorithm
runs based on two parameters which are epsilon and minPts. Epsilon parameter limits
the rule for maximum distance between two instances to consider these as a neighbor.
In addition to that, minPts also defines the minimum number of instances required to
create a dense region. DBSCAN selects each instance randomly and expands the
cluster by iteratively having connections with neighbors with respect to defined
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parameters. This process is recursively repeated until all instances and dense regions
are identified.

3.3 Machine Learning Based Methods

Unsupervised outlier detection algorithms used for several decades to identify more
complex patterns to detect outliers. By increased computational power of the
computers, popularity of unsupervised models is increased. One of the most important
advantages is to identify complex patterns and capability of considering relationships
between the instances.

Also, these algorithms are designed to detect outliers without labeling the
instances. These methods have many different principles to detect outliers.
Unsupervised outlier detection methods can be split into 4 different categories as
Proximity/Density Based Models, Distribution Based Models, Ensemble Based
Models and Deep Learning models. Some of the algorithms use density estimations
and some of them use distance-based measures. Ensemble methods are also widely
used within this category to combine multiple outlier detection models to achieve
better accuracy and robustness. In addition to that, deep learning techniques are also
widely used in recent decades such as autoencoders to identify outliers.

Unsupervised algorithms are generally superior alternatives to statistical outlier
detection techniques due to their capability of capturing more complex patterns. Also,
these approaches enable us to have exploratory approaches to identify anomalies in
complex datasets.

3.3.1 Isolation forest

Isolation forest algorithm uses decision trees to isolate outliers. It creates random splits
to the data until each outlier is isolated with its own split. It selects each feature
randomly within the range of each feature. This process repeats itself till each instance
is isolated or till the algorithm reaches its user-defined parameter limits. Outliers are
defined as the instances which require less split than the other instances. Outliers will
have less path in the dataset compared to the general behavior of the normal instances.
That means outliers are not following the typical patterns and split points compared to
most of the dataset. These algorithms can also work efficiently when the dataset has
complex patterns and high dimensions. Random splitting also contributes to fast
computation and robustness even if there is a high dimension and not normal gaussian
distribution.

3.3.2 One-class supportv machines (SVM)

One-Class Support Vector Machines method uses a binary classification algorithm.
Target of the algorithm to detect outliers by separating normal instances in a high-
dimensional feature space by building a hyperplane which covers most of the instances
within the sample dataset. Created hyperplane helps to define a boundary and instances
outside of the boundary considered as outliers. Algorithm seeks to find a possible high-
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dimensional hyperplane to maximize the margin between the instances. While
maximizing the margin it also tries to decrease the number of the instances which fall
outside of the hyperplane. Advantage of the One-Class Support Vector Machine
algorithm is its ability to capture complex hyperplane boundaries. It can handle
nonlinearly separable data via using kernel trick. Kernel trick helps to transform the
data into a higher-dimensional space which helps also to identify more complex
patterns to detect outliers accurately.

3.3.3 Autoencoders

Autoencoders are models that use neural network architecture to detect outliers. It is
designed to learn a representation of each instance by encoding to much lower
dimension space and later decoding back to its original form. Since outliers are rare
events, autoencoders can effectively learn the normal instances better than outliers.
Due to better fit to normal instances, reconstruction error for normal instances is much
less than outliers. Based on the reconstruction error, autoencoders can split each
instance by defined threshold or percentage of expected outlier. Neural networks can
capture complex patterns and non-linear relationships in the sample dataset. This
feature makes autoencoders effective to identify outliers especially in high-
dimensional datasets.

3.4 Feature Based Methods

Feature based methods in anomaly detection process the data around the
transformations and manipulation of features in the dataset. Especially they transform
the same feature by different techniques into new dimensions. Some of them analyzes
each feature independently and some of them uses various techniques to combine
features.

3.4.1 Histogram-based outlier detection (HBOS)

Histogram-based outlier detection method uses histograms to identify anomalies in
sample dataset. First, the method divides data into equal width bins in the range of
feature values. Each bin represents a specific range of values. After binning the data,
the method counts the instances in each bin range to determine bin density. It is
equivalent to the frequency in each bin. After analyzing each density for all bins,
outliers exist when there is significant deviation from overall expected density
distribution. Method compares each bin density to the overall density of the sample
dataset. It can efficiently detect outliers in large datasets without having the
assumption of normal gaussian distribution.

3.4.2 Angle-based outlier detection (ABOD)

Angle-Based outlier detection method calculates the angles for each instance pairwise
in multidimensional space to detect anomalies. It calculates variances of the angles for
each instance pair by comparing other instances. Outliers have more variance in angle
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values than normal instances within the sample dataset. This method particularly
works well with high-dimensional datasets.

3.4.3 Principal component analysis (PCA)

Originally principal component analysis method used to reduce dimensionality in
sample dataset while maximizing the variance. Outlier detection with PCA can be
applied with the same logic that Autoencoders use. PCA first identifies the linear
combinations of features that can preserve the maximum variance called as principal
components. Then the algorithm projects the data to lower-dimensional space by
principal components. However, while reducing the dimension, there is reconstruction
error. This error is calculated by measuring the discrepancy between the original
instance and projected space instance. Outliers identified with reconstruction error.
Instances which have more reconstruction error than the overall dataset behavior are
called outliers.

3.5 Evaluation Metrics for Outlier Detection

Evaluation of outlier detection methods is as important as outlier detection model
development. Without having the right evaluation, assessment results might be not
representing the real world and it can be biased. To have the right metrics and
evaluation method is a really important step of outlier detection activities.

Evaluation metrics provide many measures to understand the performance of outlier
detection models. It can measure the effectiveness and accuracy of the models. Also,
these metrics help identify which outlier detection model performs better than the
others. Since each dataset has their own characteristic, it is always beneficial to
develop multiple models and compare.

Parameter tuning is also an important part of model development to achieve better
accuracies to detect outliers. Evaluation metrics can help to find out the best parameter
settings for each model. Threshold selection is one of the good examples for the
parameters. Most of the outlier detection algorithms require threshold selection to
separate outliers from normal instances. Threshold parameters can be selected with
different values and evaluation metrics can be compared. In addition to that, evaluation
metrics also keep the control of the models during production. Performance monitoring
of the algorithms are also important due to the nature of outliers. Behavior of data can
change any time and without a good evaluation mechanism, models can fail to identify
accurately.

Effectiveness of the models can be calculated on outliers’ real status. After the outlier
detection, results can be assessed by the experts. Most used evaluation metrics are True
Positive, True Negative, False Positive, False Negative counts. Also, it is possible to
derive other metrics from these 4 quantitative measures which is, Accuracy, Precision,
Recall and F1 Score. These measures can be derived as follows.
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Accuracy

(TP +TN) /(TP + TN + FP + FN) (3.1)
Precision
TP/ (TP + FP) (3.2)
Recall
TP/ (TP + FN) (3.3)
F1 Score
2 * (Precision * Recall) / (Precision + Recall) (3.9)

These metrics give insights about the performance of the outlier detection models.

3.6 Data Collection

Purchasing data used for the analysis mainly comes from 2 main systems of SAP. SAP
ERP (Enterprise Resource Planning) and SAP SRM (Supplier Relationship
Management). These systems are commonly used by many organizations to manage
and control purchasing activities.

Data collected directly internal SAP ERP and SAP SRM databases by collaborating
with the IT department and system administrators to have the access rights. SAP ERP
and SAP SRM systems have a lot of tables regarding material flows, purchasing,
invoice, customer and logistics. In order to capture the relevant information,
purchasing experts are involved in the data collection phase as well.

First, we tried to analyze which data fields can be important to detect fraudulent
activities. Second, we captured all purchasing related data from SAP ERP and SAP
SRM databases. These relevant purchasing data from both SAP ERP and SAP SRM
systems includes information such as purchase orders with respective purchase order
number as identifier of each unique purchase order, invoices, supplier details, item
descriptions, quantities, price information, requester, approver, cost center number,
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account numbers used to categorize types of financial transactions, currency in
purchase order, local currency, tax code, company code, plant code, material type,
request date, delivery date, last change date, date of purchasing document, purchasing
document category, posting date, number of items in purchasing

document, purchasing group, purchasing organization, supplying vendor, other
involved users, status of purchasing document, logical system, exchange rate, current
goods receipt, number of deliveries, reason for ordering, material number, target
quantity, net price, vendor name, supplier type, type of purchase order, workflow type
and related workflow systems. All these data fields can have an impact to identify
fraud or abnormalities. Since SAP has complex data relations, first we gathered all
these Purchasing Order related data fields and then tried to merge these fields into 1
dataset. More than 15 datasets has been combined into 1 dataset in order to have all
data fields in one place. Specific dataset operations have been made by using merge
and combine operations based on common key fields.

SAP data includes many different categories in the same tables. Due to the operational
complexity it must be stored in the same tables. Filtering these data after collecting
from SAP plays a crucial role. To analyze and detect outliers accurately this step must
be handled carefully. Fraud and abnormalities can have different characteristics for
different types of transactions, such as service orders and material orders have different
fraud characteristics. Even data fields can be different by transaction type. By filtering
data unsupervised outlier detection models can focus on specific subsets which have
unique fraud patterns and specifically can be developed accordingly. For instance,
filtering sub datasets based on country information is also essential. Different countries
might have different regulations, limits, and specific types of SAP rules. Due to these
differences, there are different types of country specific fraud behaviors. Filtering
based on country also allows us to capture country specific fraud patterns and detect
outliers more accurately. By doing so, we can capture deeper insight into fraudulent
activities that may vary across different regions. Filtering the data allows us to apply
specialized outlier detection models which are more accurate and resulting in mode
precise comprehension of fraud risks within specific categories or geographical
contexts.

In addition to SAP, we collected the data from further internal company specific
systems. These additional data fields can enrich the dataset to capture all fraud or
abnormality patterns and risk indicators. These additional sources enable us to evaluate
non-SAP factors, such as verifying if the approver assigned in SAP aligns with the
appropriate cost center approver. Other important risks can be determining if requests
are made by individuals from their own manager or other managers, identifying
frequent purchase requesters for all departments, detecting bot users and more.
Therefore, during the data collection and preparation step, data from these internal
company data sources is gathered to have a holistic approach to understand all possible
fraud and abnormality patterns. By doing so, algorithms now can capture a
comprehensive understanding of purchasing activities and potential outliers.

20



3.7 Experimental Setup

The experimental setup is one of the most crucial steps of the analysis. In order to
ensure the reproducibility dataset, data preprocessing steps, dataset, and models
explained in detail.

The first important thing for experimental setup for the unsupervised outlier detection
models is data. Dataset contains 30 different features and 1700 purchasing transactions
from Automotive Industry company. The dataset preprocessed in order to remove
missing values. Numerical features are normalized due to the importance of
magnitude. Scale of the numerical features were so diverse. Categorical variables also
preprocessed with one-hot encoding. In addition to that, feature extraction techniques
are applied to enrich the data. Feature extraction also increases the accuracy by
establishing association between similar transactions. Dataset has no labels available
and because of that there is no reason to split dataset as train or test set. All data has
been fed into anomaly detection models. 4 different anomaly detection algorithms
applied and combined to have more robust results. In this phase there is no parameter
setup, and algorithms are fitted with default values due to the lack of knowledge about
data characteristics. Algorithms first calculate the anomaly score for each observation
separately. After having anomaly scores from each algorithm for each observation,
algorithm-based anomaly scores are first normalized and then combined. After the
score combination of each observation, the top 1% identified as anomaly. To evaluate
the model performance, Anomaly purchasing transactions are shared with purchasing
experts to have evaluation. Based on the investigation from purchasing experts,
algorithm accuracy was evaluated.
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4. CASE STUDY

During case study 4 different anomaly detection algorithm compared with their
standard parameters. Each of these algorithms has a unique approach to detect
anomalies. Through analysis and experimentations, target is to find out which
algorithm is performing best with standard parameters for the same data
characteristics. Later, best anomaly detection method selected, and further
transformations and techniques applied with the selected most performant anomaly
detection model. Experiment done with Gaussian Mixture Model, Local Outlier Factor
Model, Isolation Forest Model, DBScan Model.
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Figure 4.1: 3D Scatter Plot for Comparison Data (Normal and Outlier Data Points)

4.1 Model Comparison

Comparison of the models are curicial to select the base model for further analysis.
Since we would like to understand the general model behaviour for sample data, each
model trained with default parameters. During the training real status of the
transactions not fed in to models. After training, each detection model predict results
for each transaction. These prediction results used to calculate performance metrics
with real status of the transactions. Performance of different detection models can be
compared with classification metrics.
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Table 4.1: Performance metrics for each detection algorithm.

Metric GMM DBSCAN Isolation Forest LOF
Accuracy 0.66 0.88 0.80 0.91
Precision 0.12 0.36 0.29 0.35
Recall 0.5 0.58 0.98 0.11
F1 Score 0.19 0.45 0.45 0.17
Specificity 0.68 0.91 0.79 0.98
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Figure 4.2: 3D Scatter Plot for Local Outlier Factor Algorithm Predictions

As a result of first comparison Local Outlier Factor algorithm selected because it has
the best Accuracy. In this use-case the most important parameter is accuracy. Precision
and Recall parameters are less important. Since Local outlier factor has the best
accuracy, it is selected as base algorithm for further analysis.

4.2 Data Cleaning and Transformations

Data cleaning and transformations are one of the most important steps of using data
from SAP and other data sources to detect outliers and frauds with unsupervised
models. These steps help us to ensure that data is correct and accurate, consistent,

suitable, and fit for the algorithms to use.
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4.2.1 Data cleaning

First step of data cleaning is to detect missing values in the dataset. This step includes
identifying missing values for each feature and implementing related appropriate
strategies to fill with mean, median, regression imputation, special input or drop rows.
Some transactions from SAP systems in the purchasing domain can have missing or
incomplete supplier details, such as missing supplier names, addresses, or contact
information. These fields can be empty due to not properly entered information
available at the time of recording the transaction. Another fact is SAP is a live system
and purchasing activities never stop. Due to the ongoing process steps at a time, some
of the Purchasing orders which have been created on the system might be not finalized.
Due to this, some Purchasing orders might hav missing approvers due to the status of
purchasing order. In the same way some of the purchasing orders can be canceled and
other workflow information could be created. This creates another field for Purchasing
documents. Certain fields in the purchasing data may be left blank or undefined, such
as purchase requisition numbers, delivery dates or payment terms. In some cases, due
to data privacy regulations or company policies, certain fields or attributes may be
intentionally masked leading to missing values in those specific fields. As a result, due
to the special needs of each purchasing document, some fields might be empty. All of
the empty fields have to be evaluated specifically one by one with purchasing experts.
By evaluation of missing values, the dataset becomes more accurate, complete and
ready for related analysis

Data standardization is a critical step in preparing SAP purchasing data for analysis. It
involves ensuring consistency across the dataset by standardizing data formats, units,
and variables. For example, currency values from different sources can be converted
to a common currency (e.g., converting USD, EUR, and GBP to a unified currency).
Numerical values can be normalized to a consistent scale, such as scaling quantities or
amounts between 0 and 1. Additionally, dates can be converted into a standardized
format (e.g., YYYY-MM-DD) to enable accurate date-based calculations and
comparisons. These standardization techniques promote data coherence and enable
meaningful analysis across the dataset.

4.2.2 Data transformations

Data transformations have such a critical role while using data from SAP systems to
detect outliers and frauds using unsupervised outlier detection models. Data
transformation is crucial because these steps can change the nature of the data. Wrong
transformations can lead to expect a change in characteristics behavior. Due to the
changed characteristics in the dataset, outlier detection models can capture the wrong
behaviors which will then lead to inaccurate outlier detection algorithms. Since there
are different types of data in SAP like int, float, string, date, and time all fields must
be evaluated separately and with care in order to have accurate results. In this section
we need to apply two important data transformation processes which are Variable
Encoding and Data Scaling.
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4.2.2.1 Data scaling

Data scaling is necessary for many statistical methods and important because scaling
operations can change the behavior dramatically. Data scaling, also known as feature
scaling, helps us to transform numerical values in a data set to the same level of range.
Data scaling is not just important to have efficiency for model development but also is
necessary to have comparable measurement units. Features of SAP systems can have
different scales and units. While some purchase orders can have 1000 kilograms of
some specific raw material and have 10 euros as price. To have a better comparison
between the variables to detect outliers more accurately, scaling comes handy. Scaling
helps us to ensure that features with different units as in the given example like
kilograms and euros or percentages are on the same numerical scale. This allows for
no biased and meaningful comparison between the variables. When unsupervised
outlier detection algorithms are developed on unscaled data, variables with larger
magnitudes or ranges can have more impact on the result of analysis. Features with
high magnitude can influence the result more than the features with low magnitude.
On the other hand, many unsupervised outlier detection models run on distance and
similarity calculations. Data scaling will improve the performance of these algorithms.
When there is a larger range of features, algorithms calculate the distance with bias
means larger the feature more the impact on outlier. Scaling ensures that the algorithm
considers all variables equally. Also scaling the data helps us to have a better
interpretation. Variables on a similar scale are easier to interpret.

To show the effect of scaling, a small experiment can be developed by using the same
algorithm and parameters on scaled and unscaled dataset. This experiment has been
studied with a sample dataset which has 100 observations with three numerical
features. Dataset created to have 10 known outliers with labels. We need labels to
compare the accuracies. During the model implementation, labels are not fed into the
algorithm. Local outlier factor algorithm applied for the sake of simplicity. The Local
Outlier Factor (LOF) model is an unsupervised anomaly detection model which
calculates the local density deviation of a given data point with respect to its neighbors.
It considers as outliers the samples that have a substantially lower density than their
neighbors. Distances and effects of scaling are important for the algorithm since it
creates dense areas accordingly in feature space. To have reusability the local outlier
factor algorithm parameters selected as default parameters. Default parameters are
used as follows; {'algorithm': 'auto’, ‘contamination’: ‘auto’, 'leaf size": 30, 'metric":
'minkowski’, 'metric_params': None,

“n_jobs': None, 'n_neighbors'": 20, novelty": False, 'p': 2}

There are several metrics used to evaluate the performance of the models. The choice
of which metrics to use depends on the specific problem and the importance of
different evaluation criteria. In this experiment accuracy, precision, recall, f1 score,
specificity and roc curve were compared on the same model but with a scaled and
unscaled dataset. Accuracy measures the proportion of correct predictions out of the
total number of predictions. However, accuracy alone may not be sufficient if the
classes are imbalanced. Precision calculates the proportion of true positives (correctly
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predicted positives) out of all positive predictions (true positives + false positives). It
represents the model's ability to avoid false positives. Recall (also called sensitivity or
true positive rate): Recall calculates the proportion of true positives out of all actual
positives (true positives + false negatives). It represents the model's ability to identify
all positive instances. F1 Score: The F1 score is the harmonic mean of precision and
recall. It provides a balanced measure of precision and recall. F1 score is often used
when there is an uneven class distribution. Specificity (also called true negative rate):
Specificity calculates the proportion of true negatives out of all actual negatives (true
negatives + false positives). It represents the model's ability to identify all negative
instances. ROC curve (Receiver Operating Characteristic curve): The ROC curve is a
plot that illustrates the performance of a binary classification model across various
classification thresholds. It shows the trade-off between true positive rate (sensitivity)
and false positive rate (1 - specificity). The Area Under the ROC Curve (AUC-ROC)
is also commonly used as a summary metric, where a higher value indicates better
performance.

Formulation of these metrics will be explained in detail in the Evaluation Metrics
section.

Below sample dataset to compare models with known outliers visualized. This
multivariate dataset contains 100 instances with 3 features and 10 of the instances
known as outliers.
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Figure 4.3: Gauss Distribution for Feature 1(Normal and Outlier Distributions)
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Figure 4.4: Gauss Distribution for Feature 2(Normal and Outlier Distributions)
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Figure 4.5: Gauss Distribution for Feature 3(Normal and Outlier Distributions)
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Figure 4.6: Gauss distributions of Features are different due to magnitude difference.
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Figure 4.7: 3D representation of Dataset.

After visualizing the dataset, the Local Outlier Factor algorithm was implemented
Featurel, Feature2 and Feature3 fed into the model. Due to the inaccurate detection as
we can see Local Outlier Factor model without scaling shows poor performance and
misdetect the outliers.
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Figure 4.8: Graph represents the predictions of Local Outlier Factor without scaling
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Figure 4.9: Graph represents the predictions of Local Outlier Factor with scaling.

Secondly the dataset scaled into the range 0 and 1 and then Local outlier Factor model
applied to scaled features. Scaled Featurel, Feature2 and Feature3 fed into the model.
Compared to the previous model, scaling helped a lot to increase the performance and
effectiveness of the Local Outlier Factor model. As we can also observe from graphs,

distance based unsupervised outlier detection algorithms can be affected from the
magnitude of the features.

In addition to graphical representation, we check the evaluation metrics to be able to
have subject results.

Table 4.2: Scaling effect comparison for Local Outlier Factor algorithm.

Metric LOF without Scaling  LOF with Scaling

Accuracy 0.88 0.98
Precision 0.4 0.9
Recall 0.4 0.9
F1 Score 0.40 0.9
Specificity 0.93 0.98

30



Receiver Operating Characteristic (ROC) Curve
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Figure 4.10: ROC Curves without scaling.
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Figure 4.11: ROC Curves with scaling.
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Figure 4.12: Confusion Matrix without scaling.
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Figure 4.13: Confusion Matrix with scaling.

Using scaling improves all the evaluation metrics for LOF model. To challenge the
scaling, another experiment has been designed. Again, for sake of simplicity three
random features will be used. Clusters created with more standard deviation to have a
more complex dataset.
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Figure 4.14: 3D representation of 2nd Dataset.
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Figure 4.15: Predictions of Local Outlier Factor without scaling.

33



Figure 4.16: Predictions of Local Outlier Factor with scaling.

In this dataset evaluation metric for both models are lower compared to previous
experiment due to the more complex dataset and noise.
In addition to graphical representation, we check the evaluation metrics to be able to
have subject results for the second experiment too.

Table 4.3: Scaling effect comparison with another dataset for Local Outlier Factor

algorithm.

Metric LOF without Scaling  LOF with Scaling
Accuracy 0.86 0.92
Precision 0.3 0.3

Recall 0.3 0.6
F1 Score 0.3 0.6
Specificity 0.92 0.95
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Figure 4.17: ROC Curves with scaling for 2nd Dataset.
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Figure 4.18: ROC Curves with scaling for 2nd Dataset.
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Figure 4.19: Confusion Matrix without scaling for 2nd Dataset.
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Figure 4.20: Confusion Matrix with scaling for 2nd Dataset.

These experiments show us, when there is a magnitude difference between the
variables, it is important to scale the data. Scaling increases the efficiency of

unsupervised outlier detection models.

4.2 Feature Extraction

Feature extraction has an important effect on model efficiency. To enrich the data this
step should be handled with care. The target of the feature extraction is to transform
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raw data to meaningful and representative features that can capture the complex
patterns and characteristics of the purchasing processes.

Two main aspects exist for this study. First aspect of the feature extraction is using the
domain knowledge. In the context of purchasing area for fraud detection, domain
specific knowledge can be very useful to extract features. This can include creating
special rules, thresholds and using expert knowledge for the feature extraction process.
For example, each country has some specific set of purchasing limits per concept or
vendor categories can be used to extract important features to capture deviations from
expected behaviors. By using domain knowledge also, we can create additional
columns by using existing data with some specific calculations. These extracted
features will help to capture complex rules and will create some associations between
the instances. Some of the extracted columns regarding to domain knowledge is given
below.

Purchase Order Amount: The total value of purchase orders by Vendor, by User, by
Approver and by Cost Center can be a significant feature for identifying outliers.
Unusual high or low values may indicate risks in purchasing activities. In addition to
that pairwise calculations can also be an important risk indicator. Total Purchase Order
Amount from User to specific Vendor, User to Specific Approver, Approver to
Specific Vendor and User to Approver and then to specific Cost center is some of the
pairwise calculations that can identify risks accurately.

Purchase Order Item Quantity: Quantity of items requested in a single purchase order
can be also a risk indicator. High or low quantities can suggest irregularities.

Vendor Category: Vendor types are also an important risk indicator. Based on the
vendor types, such as location, size, order amount per year and relations in years with
companies can help us to identify fraudulent activities. For example, a company which
has been delivering goods for 10 years has relatively low risk compared to a company
which started to deliver goods 1 year back.

Purchasing Frequency: The frequency at which specific user or department requests
purchase order can be informative as well. Dramatically increasing demand can also
be an important risk indicator. Spikes or drops which are not common for department
or user behavior can be a good feature to control to detect outliers.

Purchase Order Approval Time: Generally, the time taken for purchase order to be
approved by manager can provide insights as well. Unusual short times or unusual
long times can have an important role. Normally this information is in a dataset as two
separated columns as created date and approved date. But with just basic calculations
we can also gather this valuable information.

Purchase Order Line-Item Descriptions: Text descriptions can be also important for
identifying anomalies. It is possible to extract many additional features from
descriptions like character count, company name check, routing information and many
more. When the general behavior of the user is to write 30 letters and for specific
Purchase Order if the user writes just 3 letters this can indicate some information, not
necessarily fraud but something to control. Also, the routing purchasing department to
specifically some companies can be identified as a risk factor. Normally purchasing
departments decides for the company and users shouldnt involve. If some user

37



specifically mentions some specific vendor name, this can be also extracted as a
feature. Many more features which are not mentioned here are extracted by discussing
with Purchase experts to get the full potential of the data.

Second aspect is extracting features by using statistical methods like Principal
Component Analysis, Partial Least Square Discriminant Analysis, and Independent
Component Analysis. In addition to that feature selection also aims to identify the most
relevant subset of the features from the original dataset.

To understand the importance of feature extraction, the same model applied to datasets.

First dataset has just original features and the second dataset has original features and
extracted features from the same dataset.
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Figure 4.21: 3D Visualisation of Predictions for Existing Dataset without feature
extraction.
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Figure 4.22: 3D Visualisation of Predictions for Existing Dataset with feature
extraction.

Since performance of the model for this sample dataset is not good enough, we need
to also compare model evaluation metrics.

Table 4.4: Feature Extraction effect comparison for Local Outlier Factor algorithm.

Metric LOF without Extraction  LOF with Extraction

Accuracy 0.36 0.54
Precision 0.25 0.38
Recall 0.6 0.86
F1 Score 0.36 0.53
Specificity 0.25 0.4
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Figure 4.23: ROC Curves without extraction.
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Figure 4.24: ROC Curves with extraction.

After ROC curves also confusion matrix shows clear advantage of feature extraction
as well.

40



Confusion Matrix (Percentage)

70
o - 25.7
60
w
3 50
[
- 40
— 40.0
-30
|
0 1

Predicted

Figure 4.25: Confusion Matrix without feature extraction
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Figure 4.26: Confusion Matrix with feature extraction.
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5. EVALUATION STRATEGY

There are various approaches to evaluate unsupervised outlier detection techniques in
the purchasing domain using data from SAP. Due to the lack of labels, there is a major
difference for evaluation strategy. Conventional evaluation metrics like accuracy or
precision are not directly suitable to use. These metrics require labeled data and can
not be directly used. However, there are other strategies to evaluate the performance
of the models.

5.1 Visual Inspection

Visual inspection is one of the most used techniques to understand the outlier or fraud
behavior. In various dimensions data can be plotted and different patterns can be
observed. This allows domain experts to examine results. Based on these
visualizations’ domain experts can provide qualitative feedback. They can identify if
the related features are working well with the model to detect outliers.

5.2 Business Impact Analysis

This method allows us to understand the performance of the model just when the model
is deployed. Domain experts can evaluate the impact of the detected outliers on the
purchasing process with relevant business metrics. They assess if the detected outliers
are indicators for potential fraud cases or irregularities. This can have an impact on
financial performance. We can consider the potential impact of the detected outliers
on key business indicators to provide models’ efficacy.

5.3 Anomaly Confirmation

This method is the most significant way to assess models’ performance. Domain
experts manually check the outliers which are detected by unsupervised outlier
detection models. By reviewing and confirming a subset of outliers, it is possible to
verify whether predictions are correct or not. In this phase, based on the evaluation of
domain experts, we use conventional evaluation metrics as well to assess the model
performance.

5.4 Comparison with Baseline Methods

Baseline methods are simple yet sometimes also effective in order to detect anomalies
in the purchasing domain. There are many rule-based controls in order to mitigate the
risks of fraud. Some of the rules compared with unsupervised outlier detection
algorithms predictions. This comparison can provide feedback also about model
performance.
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5.5 Evaluation with Synthetic Data

Unsupervised outlier detection algorithms evaluated with synthetic data which has
been prepared by domain experts to assess model performance. This data was prepared
with domain experts and fed into unsupervised outlier detection models to understand
the model behavior for known characteristics of fraud. In addition to that, by
generating synthetic data specialized for business needs, this method ensures and
controls the model performance for expected fraud characteristics which is occurred,
or which can happen in the future.
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6. RESULTS AND ANALYSIS

To compare and understand the accuracy of the unsupervised outlier detection model,
a study was executed. In this study information of 934 transactions collected from
related SAP sources. This data covers one specific manufacturing plant for 1 year.
Unsupervised outlier detection algorithm ran on this population to calculate risk score
of each observation. After risk score calculation ~%210 of the highest risk transactions
are manually investigated by purchasing experts. 95 transactions are selected from
manual investigation.

Manual investigation results show that out of 95 selected transactions 58 of them were
having some fraudulent activity in different categories. This means the developed
model have detection rate of ~%61. This is a significant improvement for the business.
In daily business, generally %1 / %3 of all transactions can have fraudulent activity.
By using this outlier detection model, purchasing experts can focus on the riskiest
transactions.

6.1. Limitations

This study is offering limited results within a specific area of purchasing. Due to the
different characteristics of each purchasing area, the same algorithms might not work
well in other areas. Also, the dataset which was evaluated is having purchasing
transactions just from one specific country. It is not logical to apply the same model to
other countries or purchasing domains. Each specific case should be handled
separately. Due to the characteristics of the data, anomalies can be in different
structures for each specific area. Data preprocessing steps may also vary data quality
might be different for each purchasing domain. Country specific rules and features also
makes it harder to have one unique model. This study also does not focus on anomaly
detection model parameter fine tuning or selection. This study was executed for a
specific area of purchasing domain to have general understanding of how to use
unsupervised outlier detection algorithms. Due to the complexity of the fraud, data
selection also might have some problems. Biased data could be evaluated for some
time range. Due to these limitations and realities any assumptions made during
analysis can have potential validity problems in the future. Currently algorithms are
working on a really limited data volume and in the further studies, models will be
tested on other datasets as well. Generalizability capability is important, but it is too
early to prove it.
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7. CONCLUSION

In this study, we implemented different fraud detection algorithms to secure the
business transactions which is vital especially for big companies. As purchasing
volume increases, companies must deal with detecting fraudulent activities which can
lead to financial losses. Conventional methods and controls are still important yet not
effective for complex fraud patterns. To be able to solve this issue, the study focused
on many different unsupervised outlier detection algorithms to automate the system
and enhance business security.

The motivation of this research was to develop suitable, robust, and scalable outlier
detection models that can adapt the process and improve the current detection rates.
Many unsupervised outlier detection models compared and aimed to improve their
performance by using various feature extraction methods.

The findings indicate that the currently implemented model which uses purchasing
data from SAP and additional extracted features, achieved a detection rate ~%61.
This is a significant improvement for business as it allows also purchasing experts to
focus on their efforts on the riskiest transactions.

In addition to that, the advantage of using unsupervised outlier detection models is that
these models can offer a more general and proactive approach to fraud detection. These
algorithms don't rely on hard-coded rules and can adapt directly to new and unseen
fraud concepts. It can increase operational efficiency and minimize human error.

As a conclusion, integration of unsupervised outlier detection algorithms with
traditional statistical methods increases the company's fraud detection capabilities and
the effectiveness of existing fraud prevention systems. This can help companies for a
safer environment, protect their financial assets and reputation.
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