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In this thesis, a circuit with sensors was designed to enable real-time monitoring of 

an artificial climate-controlled fodder system used for feeding small and large livestock 

with fresh fodder throughout the year, accessible from any location via the internet. The 

real-time environmental data collected by the designed circuit and sensors is transmitted 

to a server prepared using open-source operating systems and applications. The central 

unit of this system is an ESP32 development board connected to temperature, humidity, 

and light sensors. The real-time data collected by these sensors is encrypted and 

transmitted using the MQTT protocol over the university's existing wireless network 

(eduroam) or a 4G mobile network to the MQTT broker application, Mosquitto. The data 

collected in this application is transferred to the relevant buckets defined in the InfluxDB 

time-series database running on the same server. The environmental data gathered in these 

buckets can be monitored in real time or within a specified date range by authorized users 

through an interface prepared with Node-RED flows. Additionally, the web interface, 

which is compatible with mobile devices, is configured directly as an MQTT client to 

enable real-time viewing of sensor values. Furthermore, alarms and notifications are sent 

to designated users when values exceed predefined thresholds. To visualize the collected 

data, graphs created with Grafana are presented to users. As a result of the study, the 

established monitoring system minimizes human labor and ensures precise control of 

environmental factors such as humidity and temperature, which directly affect the starch 

hydrolysis process that facilitates the digestion of grains. 
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Fen Bilimleri Enstitüsü 

Bilgisayar Mühendisliği Anabilim Dalı 

 

Danışman: Prof. Dr. İsmail KIRBAŞ 
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Bu tez çalışmasında, küçükbaş ve büyükbaş hayvanların yıl boyunca taze hasıl ile 

beslenmesinde kullanılan yapay iklimlendirmeli hasıl sisteminin herhangi bir yer ve 

zamanda internet üzerinden gerçek zamanlı olarak izlenebilmesi için sensörler içeren 

devre tasarlanmıştır. Tasarlanan devre ve sensörler sayesinde toplanan gerçek zamanlı 

çevresel veriler yine açık kaynak işletim sistemi ve uygulamalar kullanılarak hazırlanan 

sunucuya gönderilmiştir. Bu sistemin merkez birimi olarak çalışan ESP32 geliştirme 

kartına bağlanan ısı, nem ve ışık sensörleri aracılığıyla toplanan gerçek zamanlı veriler 

MQTT protokolü kullanılarak üniversitemizin mevcut kablosuz ağı eduroam ya da 4G 

mobil şebeke üzerinden MQTT aracısı olan Mosquitto uygulamasına şifreli olarak 

aktarılacak şekilde hazırlanmıştır. Bu uygulamada toplanan veriler aynı sunucu üzerinde 

çalışan zaman serisi veritabanı olan InfluxDB üzerinde tanımlanan ilgili kovalara iletilmiş 

ve bu kovalarda toplanan ortam verileri de Node-RED akışları ile hazırlanan arayüz 

sayesinde yetkilendirilmiş kullanıcılar tarafından gerçek zamanlı ya da belirlenen tarih 

aralığı için izlenebilmesi sağlanmıştır. Bunun yanı sıra mobil cihazlarla da uyumlu olarak 

hazırlanan web arayüzünün doğrudan MQTT istemcisi olarak da yapılandırıldığı için 

gerçek zamanlı şekilde sensor değerlerini görüntüleyebilmesi sağlanmıştır. Ayrıca yetkili 

kullanıcılar tarafından tanımlanmış eşik değerlerin dışına çıkılması durumunda da yine 

belirlenen kullanıcılara alarmlar ve bildirimler gönderilmesi için gerekli işlemler 

yapılmıştır. Toplanan verilerin görselleştirilmesi için de Grafana ile oluşturulan grafikler 

kullanıcılara sunulmuştur. Çalışma sonucunda; kurulan izleme sistemi sayesinde insan 

gücü ve etkisi asgari seviyeye indirilmiş ve tahılların sindirilmesini kolaylaştıran 

nişastanın hidrolizlenmesi sürecini direk olarak etkileyen sıcaklık, nem gibi çevresel 

etkilerin hassas kontrolü sağlanabilmiştir. 

 

Anahtar Kelimeler: topraksız tarım, akıllı tarım, IoT, izleme, ESP32, MQTT 
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1. INTRODUCTION 

Agriculture is regarded as one of the oldest and most fundamental activities of 

human civilization. For thousands of years, humans have depended on soil to meet their 

nutritional needs. However, technological advancements and population growth have 

necessitated a reevaluation of traditional agricultural methods and the search for more 

sustainable, efficient, and environmentally friendly solutions. In this context, soilless 

agriculture has emerged as a promising and innovative approach for the future of 

agriculture. 

Soilless agriculture involves growing plants in nutrient solutions, air, or various 

other growth mediums instead of soil. While the origins of this method can be traced back 

to ancient times, the foundations of modern soilless agriculture were laid in the 20th 

century. Particularly, the introduction of the hydroponic system by Dr. William Frederick 

Gericke in the 1930s significantly accelerated the development of soilless farming. Since 

the term "aquiculture" chosen by the author in the initial announcement had already been 

used in other contexts, specifically referring to the cultivation of aquatic plants and marine 

animals, it is now imperative to choose a different word. The term "hydroponics," 

proposed by Dr. W. A. Setchell from the University of California, seems to capture the 

intended meaning more effectively than any other words that were evaluated. 

Hydroponics can be compared to geoponics, which was the name used to refer to 

agriculture during the middle times. It seems that the word geoponics was commonly used 

before the Latin term "agriculture" became universally accepted. Moreover, the term 

"hydroponics" (derived from the Greek words hydro, meaning water, and ponos, meaning 

labor) carries significant economic and practical implications. Consequently, it is highly 

desirable due to the long-standing application of water culture in the study of plant 

physiology. The term has not been previously employed in a scientific context, hence 

there is no concern regarding prior usage (Gericke, 1937). 

In the development of soilless agriculture, various techniques and methods have 

been employed, with hydroponic and aeroponic systems leading the way. These 

techniques ensure that the essential nutrients required by plants are directly supplied to 

their roots, allowing for faster and healthier growth. Additionally, soilless farming 

consumes less water and minimizes the use of pesticides compared to traditional farming 

methods, creating a positive impact on the environment. 
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Hydroponic farming, which is one of the soilless farming methods, is a method of 

growing plants in nutrient-rich water solutions instead of soil. In these systems, plants are 

grown with their roots in direct contact with water, allowing them to absorb the necessary 

nutrients. Hydroponic systems can be implemented in various ways, each offering 

different advantages. Some hydroponic farming methods and their applications are shown 

in Table 1.1 below. 

Table 1.1. Hydroponic farming methods and their applications. 

Method Application 

Nutrient Film 

Technique (NFT) 

Plant roots grow in a thin film of nutrient solution. The solution is 

continuously circulated, allowing the plants to receive the necessary 

nutrients and oxygen consistently. 

Deep Water 

Culture (DWC) 

Plant roots are fully submerged in oxygenated nutrient solution. An air 

pump provides oxygen to the solution, preventing root rot and promoting 

rapid plant growth. 

Ebb and Flow 

(Flood and Drain) 

Plant roots are periodically flooded with nutrient solution and then 

drained. This cyclic process allows the roots to absorb both nutrients and 

oxygen. 

Wick System Plant roots do not come into direct contact with the nutrient solution. 

Instead, absorbent materials called wicks transport the nutrient solution 

to the roots. This method is suitable for small plants and does not require 

energy. 

Hydroponic fodder systems (HFS) represent a significant advancement in 

agricultural technology, offering a controlled and efficient method for cultivating 

nutrient-rich fodder without soil. These systems utilize water-based nutrient solutions to 

grow fodder hydroponically, providing a sustainable alternative to traditional soil-based 

methods. By optimizing growing conditions such as temperature, humidity, and light 

intensity, hydroponic systems ensure rapid growth and high nutritional content in the 

fodder produced.  

Precision farming methodologies complement the capabilities of HFS by 

integrating advanced technologies to enhance productivity and sustainability. Central to 

this integration are Internet of Things (IoT) applications, which play a crucial role in 

monitoring and optimizing hydroponic operations. IoT sensors embedded within the 

hydroponic setup continuously monitor essential environmental parameters, including 

nutrient levels, pH balance, temperature, and humidity. This real-time data allows farmers 

to maintain precise control over growing conditions, ensuring optimal fodder growth and 

quality. An illustration of IoT systems usage examples in agriculture is shown in Figure 

1.1. 
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The integration of IoT in hydroponic fodder systems also enhances data analytics 

capabilities, enabling farmers to leverage data insights for informed decision-making. 

Advanced analytics algorithms analyze sensor data to identify trends, predict optimal 

growth conditions, and detect any anomalies or potential issues early on. 

 

Figure 1.1. An illustration of IoT systems used in agriculture. 

This predictive capability empowers farmers to proactively manage and optimize 

their hydroponic operations, ultimately improving yield, efficiency, and sustainability. 

For this reason, the synergy between hydroponic fodder systems, precision farming, 

and IoT applications represents a transformative approach to modern agriculture. By 

leveraging advanced technologies to monitor, automate, and analyze hydroponic 

operations, farmers can achieve higher productivity, reduce environmental impact, and 

ensure sustainable livestock feeding practices. This holistic approach not only enhances 

agricultural efficiency but also paves the way for innovation in food production systems. 

Considering the geographical and climatic conditions of our country, especially in 

the winter months when quality green fodder is difficult to be found, the grains produced 

in the hydroponic system can be the ideal alternative method to close the roughage 

shortage. Although the rapid greening process of hydroponic fodder systems is a great 

advantage, it is critical to keep high humidity and sensitive temperature values stable in 

order to prevent fungal and mold growth. 
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In this thesis, an IoT-based data collection and monitoring platform has been 

developed in Türkiye to be used in a hydroponic fodder system (HFS) named Hasılmatik. 

The thesis consists of four main parts.  

The first section of the thesis discusses the significance of precision farming and 

hydroponic farming systems and presents a summary of the relevant literature. The 

second section describes the structure and components of Hasılmatik, a locally developed 

HFS for monitoring, summarizes general information about IoT and its components, and 

evaluates the elements and working structure of the developed real-time monitoring 

platform. In the next section, the collection and visualization of the data collected through 

the developed system are discussed. The conclusions, contributions, and 

recommendations for future work are presented in the last section. 
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2. GENERAL INFORMATION  

With the increase in the world's population, the amount of agricultural land per 

capita has decreased. At the same time, problems such as erosion, compaction, pollution, 

and salinization have rendered productive soils unsuitable for agriculture. Additionally, 

factors such as the destruction of agricultural lands and global warming have begun to 

threaten food security. Malthus' theory of "arithmetic increase in agricultural production 

parallel to the geometric population growth" indicates that humanity would face 

starvation in the twentieth century (Gökırmaklı and Bayram, 2018) and suggests that the 

deficit in animal protein cannot be adequately met with this increase (Gürbüz and Özkan, 

2019). 

In animal production, feed costs constitute 50-80% of the total expenses, making it 

crucial to reduce feed costs or for producers to generate cheaper or alternative fodder  

sources (Özkan and Şahin Demirbağ, 2016). Particularly in economically sustainable 

dairy farming, forages are important as they provide mechanical satiety in ruminant 

animals and maintain the health of the rumen (Gülsün and Miç, 2018).  

In England, products grown using soilless agriculture technology, which first began 

in 1860 under the name "nutrient culture," have started to rapidly proliferate in the 

livestock and agriculture sectors today  (Hussain et al., 2014; Sneath and McIntosh, 2003). 

Within this technology, the "hydroponic fodder system" also known as the "Hasılmatik 

system" in our country, illustrated as shown in Figure 2.1, provides the necessary 

conditions such as humidity, temperature, and light for the germination and growth of 

green fodder crops. Consequently, within 7 days, it is possible to obtain green forage 

weighing approximately 7-8 times the weight of the seeds (Sneath and McIntosh, 2003). 

It has been reported that these fodders can be used to feed animals, particularly during the 

winter months, thereby meeting the need for high-quality fresh forage (Kılıç, 2016).  

Hydroponic fodder systems refer to the process of growing livestock feed, typically 

grains or grasses, in a hydroponic environment. The concept and implementation are 

similar to hydroponic farming for human food crops, but the focus is on producing highly 

nutritious animal feed. As seen in Figure 2.2, these systems typically produce fresh, green 

fodder within a short growth cycle (usually 7-10 days) from grains such as barley, wheat, 

oats, or maize without soil, using water and a controlled environment. 
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Figure 2.1. An illustration of Hydroponic Fodder System. 

HFS is particularly advantageous in regions with limited water availability, poor 

soil quality, or extreme climatic conditions. They provide a sustainable, efficient, and 

space-saving method for producing high-quality feed for livestock. 

 

Figure 2.2. Inside of a Hasılmatik hydroponic fodder system (HFS). 



   

7 

 

Hydroponic fodder systems utilize a soilless cultivation technique where seeds, 

typically of cereal grains like barley, wheat, or oats, are germinated and grown into young 

green plants. These plants are harvested and fed to livestock. Hydroponic fodder systems 

represent a sustainable and efficient approach to producing livestock feed, particularly in 

challenging environmental conditions. While they require initial investment and technical 

know-how, the benefits of water savings, space efficiency, and high nutritional value 

make them an attractive option for modern agriculture. Although HFS offers significant 

advantages over conventional agriculture, it also has certain disadvantages. The 

advantages and disadvantages of the HFS are given in Figure 2.3. 

 

Figure 2.3. Some examples of advantages and disadvantages of HFS compared to 

conventional agriculture. 

Based on the solution/water feeding methods, different hydroponic techniques are 

available. The components of the HFS are shown in Table 2.1. 
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Table 2.1. Components of the hydroponic fodder system (HFS). 

Component Description 

Growing Trays Shallow trays are used to hold the seeds and the growing 

plants. 

Water Delivery 

System 

This includes nutrient-rich water that is circulated or sprayed 

onto the seeds to promote germination and growth. 

Lighting Artificial lighting (usually LED) or natural sunlight is 

provided to ensure adequate photosynthesis. 

Humidity and 

Temperature Control 

Maintaining the ideal temperature and humidity conditions is 

essential for growth of fodder. 

Support Structures Racks or shelving systems to hold multiple trays in a vertical 

setup to maximize space efficiency. 

2.1. Literature Review 

In their 2021 study, Almalki et al. highlighted data from the United Nations Food 

and Agriculture Organization, noting that by 2050, the world's population is projected to 

reach 9.73 billion, and 11.2 billion by 2100. As a result, they emphasized the need to 

double food production by 2050 to meet demand. They pointed out the necessity of 

increasing production and meeting food needs due to factors such as land and climate 

structures, population density, and rapid urbanization, which continuously reduce arable 

land (Almalki et al., 2021). 

In another study conducted in 2016, Özkan and Şahin Demirbağ, emphasized that 

there is a forage deficit of approximately 30.2 million tons in our country and that the 

current livestock are not being fed for optimal productivity (Özkan and Şahin Demirbağ, 

2016). 

In his 2019 study, Salo discussed that the feed produced using the Hydroponic 

Fodder System (HFS) has a high nutritional value due to the conversion of complex 

compounds into simpler, more basic forms and the activation of enzymes during 

germination. This feed contains the high protein, vitamins, and minerals necessary for 

dairy cows. He noted that dairy cows fed with this feed showed improvements in the 

digestibility and intake of nutrients, as well as increases in milk yield and milk fat quality  

(Salo, 2019). 

In a 2020 study, Lui et al. claimed that incorporating hydroponic fodder into the 

feeding routine is an advantageous method of growing plants in a controlled environment, 

including factors such as temperature, light intensity, and humidity (J. Liu et al., 2020). 

In their 2024 study, Yang et al. demonstrated that light intensity in hydroponic 

systems is a factor that directly affects plant biomass (Yang et al., 2024). 
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In his 2024 study, Tiwari stated that hydroponic systems could be a better technique 

for producing various fruits, vegetables, and fodder types and meeting global nutritional 

demands, as the yield quality, taste, and nutritional value of the end products produced in 

hydroponic systems are generally higher than those of natural soil-based cultivation. 

Therefore, he suggested that hydroponic systems could become one of the important 

techniques for food supply to the global population in the future (Tiwari et al., 2024). 

In 2010, Atzori et al. described the Internet of Things (IoT) as a rapidly emerging 

concept in wireless telecommunications. It refers to the widespread presence of various 

objects, such as RFID tags, sensors, actuators, and cell phones, that can interact and 

collaborate with each other using unique addressing schemes to achieve shared 

objectives. The primary advantage of the IoT concept lies in its significant impact on 

multiple aspects of daily life and the behavior of prospective users (Atzori et al., 2010). 

According to Weber’s 2010 study, the Internet of Things (IoT) is an emerging 

worldwide technology framework that enables the interchange of goods and services in 

global supply chain networks. It has a significant influence on the security and privacy of 

the players involved. It is necessary to establish measures to ensure the architecture's 

resistance to attacks, authentication of data, restriction of access, and privacy of clients  

(Weber, 2010). 

In their 2019 study, Rattanapoka et al. discussed that IoT systems are complex and 

lengthy processes for many developers. They highlighted that an MQTT-based IoT cloud 

platform, with the help of Node-Red flows, is considerably easier and time-saving 

(Rattanapoka et al., 2019). 

In their 2020 study, K. Ferencz and J. Domokos indicated that the integration of 

IoT infrastructure with technologies like Node-Red and MQTT is more advantageous 

compared to traditional industrial methods. This is due to their success in data 

visualization with minimal effort, cost, and time (Ferencz and Domokos, 2019). 

In their 2017 study, R. Venkatesan and A. Tamilvanan discussed IoT-based 

agricultural monitoring system projects. They described how their projects significantly 

reduced human intervention, labor costs, and water waste by using sensors to monitor 

values such as temperature, ambient conditions, and soil moisture in real-time, even 

preventing over-irrigation of crops(Venkatesan and Tamilvanan, 2017). 

Karaoğlu et al. in their study in 2024, highlighted the advantages of using the 

MQTT protocol for monitoring cooling systems, particularly in industries like food, 

pharmaceuticals, and chemicals. The study also emphasized how MQTT facilitated 
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remote monitoring, making it faster, safer, and more efficient compared to traditional 

methods, ultimately improving product quality and safety (Karaoğlu et al., 2024). 

When the studies in the literature are examined, it is seen that various on-site or 

remote monitoring systems are used for HFS (Hydroponic Fodder System). Although the 

developed method uses IoT devices compared to other known methods and applications, 

it was prepared and completed using end-to-end open-source operating system, software 

and services without any paid purchases. In addition, all transfer processes of the 

environmental data were encrypted for security purposes. 

The comparison of this work with existing studies is discussed in detail in the 

findings and discussions section. This study makes a unique contribution to the literature 

with its unique and innovative aspects such as the use of InfluxDB time series database  

for storing real-time environmental data, the use of low-cost hardware such as Raspberry 

Pi and ESP32, and the integration of all these with a visual programming tool such as 

Node-RED, which is lightweight and does not require software expertise, and Grafana for 

data visualization. 
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3. MATERIALS AND METHODS 

This thesis, as seen in Figure 3.1, focuses on the implementation and evaluation of 

an IoT-enabled remote monitoring system for a hydroponic fodder system, known as 

"Hasılmatik" in Türkiye. Hydroponic fodder production is a sustainable and efficient 

method for cultivating livestock feed, as it allows for the rapid growth of nutrient-dense 

grasses in a controlled environment. However, the continuous monitoring of critical 

environmental parameters, such as temperature and humidity, is essential for optimizing 

the growth and quality of the fodder. The primary objective was to enhance the efficiency 

and productivity of fodder cultivation by integrating advanced sensor technology, custom 

circuit designs, and remote monitoring software. The following sections detail the 

materials and methods used in this study, including the sensor circuits, data collection and 

transmission, and remote monitoring capabilities with the web application that have been 

integrated into a hydroponic system called Hasılmatik. The diagram of developed system 

shown in Figure 3.1 below. 

 

Figure 3.1. Diagram of the proposed IoT remote monitoring system. 
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3.1. Precision Farming and Hydroponic Fodder Systems 

In the face of growing global population, climate change, and the urgent need for 

sustainable agricultural practices, precision farming has emerged as a transformative 

approach that holds the promise of addressing these critical challenges. Precision farming, 

also known as precision agriculture, is a data-driven agricultural management strategy 

that leverages advanced technologies to optimize resource allocation and improve overall 

efficiency and productivity at the farm level. 

The origins of precision farming can be traced back to the early 1980s when GPS 

technology first became accessible for civilian use. This term precision farming/site-

specific crop management (SCM) was highlighted in 1994 March, at the second 

international site-specific management conference for the agricultural system in 

Minneapolis, Minnesota in the USA. SCM involves the development of agricultural 

management systems to improve variable management approaches for soil factors or 

within field-based onsite. Precision agriculture can be broadly defined as a technology-

based agricultural management system for maximum profitability, sustainability and 

environmental protection (Manasa et al., 2023). Farmers and researchers quickly realized 

the potential of this technology in agriculture. Early adopters began experimenting with 

GPS-guided tractors and variable rate technology (VRT) to apply inputs like fertilizers 

and pesticides more accurately. Over the decades, advancements in IT, sensor technology, 

and data analytics have driven the evolution of precision farming into a comprehensive, 

data-driven approach to agriculture. 

At the core of precision farming is the principle of tailoring inputs and management 

practices to the specific needs of small sections or even individual plants within a field. 

This approach stands in contrast to the traditional one-size-fits-all farming methods, 

which often result in the over-application or misallocation of resources like seeds, 

fertilizers, pesticides, and water. 

Sensor technologies, such as those used for soil analysis, crop monitoring, and 

weather tracking, provide valuable data that can be used to make informed decisions. By 

collecting and analyzing this data, farmers can identify localized issues and tailor their 

management practices accordingly, whether it's adjusting irrigation schedules, targeting 

pest outbreaks, or optimizing fertilizer application. 

The integration of these technologies with decision-support and data analytics 

systems further enhances the capabilities of precision farming. Advanced algorithms and 
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machine learning algorithms can process the vast amount of data collected, identify 

patterns and correlations, and provide actionable insights to farmers, enabling them to 

make more informed, data-driven decisions. 

The benefits of precision farming are multifaceted and far-reaching. Firstly, it offers 

significant improvements in efficiency and productivity. By precisely applying inputs 

based on the specific needs of different areas within a field, farmers can reduce waste and 

optimize resource utilization, leading to higher crop yields and improved quality. This, in 

turn, can translate into increased profitability and economic sustainability for farming 

operations. 

Moreover, precision farming has profound environmental benefits. The targeted 

application of inputs, such as pesticides and fertilizers, helps to minimize the over-

application of these substances, reducing the risk of soil degradation, water pollution, and 

greenhouse gas emissions. This aligns with the growing global emphasis on sustainable 

agriculture and the need to mitigate the environmental impact of farming practices. 

Beyond the immediate operational and environmental advantages precision farming 

also enhances the decision-making capabilities of farmers. By providing them with 

detailed, real-time data, precision farming enables farmers to identify and address 

localized issues more effectively, respond to changing conditions, and plan for the long 

term. This increased agility and adaptability can be crucial in the face of the challenges 

posed by climate change and evolving market demands. 

However, the widespread adoption of precision farming is not without its 

challenges. The upfront costs associated with the necessary technologies and the technical 

expertise required to effectively utilize these systems can be significant barriers, 

particularly for small-scale and resource-constrained farmers. Additionally, concerns 

around data privacy and security, as well as the integration of precision farming 

technologies with existing farm equipment, must be addressed to build trust and facilitate 

broader acceptance. 

Despite these challenges, the potential of precision farming to transform the 

agricultural landscape is undeniable. As the world grapples with the need to increase food 

production while minimizing the environmental impact, precision farming emerges as a 

promising solution that can help farmers become more efficient, sustainable, and resilient 

in the face of evolving challenges. 
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Figure 3.2. Pros and cons of precision farming. 

As advancements in technology continue to drive innovation in precision farming, 

the future of agriculture is poised to become more data-driven, resource-efficient, and 

environmentally conscious. By harnessing the power of precision farming, the 

agricultural sector can create a path toward a more sustainable and prosperous future, 

benefiting both farmers and the wider global community. 

Precision farming represents a paradigm shift in agriculture, leveraging technology 

to achieve greater efficiency, productivity, and sustainability. By harnessing the power of 

data, GPS, and advanced analytics, farmers can optimize their practices and address the 

challenges of modern agriculture. As we move into the future, the continued development 

and adoption of precision farming technologies will be essential in meeting global food 

demands and promoting a more sustainable agricultural system. 

 At our university's cattle farm, the HFS used is the Hasılmatik S-200 model device 

produced by Agri Ekohasıl Dış Ticaret Pazarlama San. Ltd. Şti., established in 2008. The 

device has a capacity of 196 trays and can produce 750-800 kg of fodder daily. Its 
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maximum daily water consumption is 750-800 liters, and its maximum energy 

consumption is specified as 9.5 KW. Additionally, this model is suitable for raising 40-

50 cattle and 350-400 sheep. The system, designed based on a seven-day production 

cycle, includes components such as a manual and automatic control digital control panel, 

an automatic climate control system, a fully automatic irrigation system, a fully automatic 

photon lighting system, a hygienic design panel structure growing system, a hygienic and 

corrosion-resistant growing rack system, and hygienic special growing trays (Hasılmatik 

S-200 | HASILMATİK).  

3.2. Concept of Internet of Things 

Since the introduction of the Internet in 1989, the interconnection of "Things" via 

the Internet has expanded significantly. The Trojan Room coffee pot is arguably the first 

application of this kind  (Gupta and Simmons, 2010). In 1990, John Romkey created the 

first Internet-connected device, a toaster that could be turned on and off remotely (Steve 

Mann, Personal WWW Page: ``WearCam’’, Myview.Html). In 1994, Steve Mann 

invented WearCam, which demonstrated near-real-time performance using a 64-

processor system. Paul Saffo provided the first brief description of sensors and their future 

implications in 1997 (Sensors — Paul Saffo). In 1999, the executive director of MIT's 

Auto-ID Center, Kevin Ashton, is credited with coining the term "Internet of Things" 

(IoT). In the same year, the center developed a global RFID-based item identification 

system (That “Internet of Things” Thing - RFID JOURNAL). Concept of IoT shown in 

Figure 3.3. 

A significant milestone in the commercialization of IoT occurred in 2000, when the 

electronics giant LG announced plans to introduce a smart refrigerator capable of 

autonomously determining whether the stored food items needed replenishment. In 2003, 

RFID technology was extensively deployed by the US Army in their Savi program, and 

the same year saw Walmart implementing RFID in all its stores globally. By 2005, 

mainstream publications such as The Guardian, Scientific American, and Boston Globe 

had published numerous articles on IoT and its future trajectory. 

The IPSO Alliance was founded in 2008 by a few companies to promote the usage 

of Internet Protocol (IP) in networks of "smart objects," thereby advancing the Internet of 

Things. The same year, the FCC approved the use of the "white space spectrum." The 

launch of IPv6 in 2011 triggered substantial growth and interest in this field, leading to 
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numerous educational and commercial initiatives by major IT companies, such as Cisco, 

IBM, and Ericsson (Suresh et al., 2014).  

 

Figure 3.3. Concept of Internet of Things (IoT). 

By the year 2025, as seen in Figure 3.4, projections indicate that the number of 

Internet of Things (IoT) connected devices in use will exceed 75 billion. This would 

represent an almost threefold increase compared to the number of IoT devices installed 

in 2019. 

New solutions and technology are continually offered and adopted to satisfy the 

current global needs of humanity. Significant advances in wireless sensor networks, 

telecommunications, and computing have enabled pervasive intelligence to envision the 

future Internet of Things (IoT) (Shafique et al., 2020). The Internet of Things (IoT) refers 
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to a network of vehicles, physical devices, appliances, and other items embedded with 

electronics, sensors, software, and connections that enable these objects to connect to 

each other and exchange data.  

 

Figure 3.4. Active Internet of Things (IoT) devices projection to 2025 (IoT Devices 

Installed Base Worldwide 2015-2025 | Statista). 

The basic idea behind the IoT is to create a seamless, interconnected network of 

devices that can communicate with each other and with people without the need for 

human-to-computer  or human-to-human interaction (Quy et al., 2022). IoT, smart homes 

(Li et al., 2019; Shin et al., 2019), smart cities (An et al., 2019; Cirillo et al., 2020), smart 

energy (Ammad et al., 2020; Metallidou et al., 2020), autonomous vehicles (Kiani et al., 

2022; Quy et al., 2022), smart agriculture (R. Kumar et al., 2021; Vangala et al., 2021), 

campus management (Chang and Lai, 2020; Sutjarittham et al., 2019), healthcare It is 

based on the idea of connecting various devices and objects to the Internet, such as (Rani 

et al., 2019; Zhou et al., 2020), logistics (Humayun et al., 2020; Song et al., 2021) and 

more. These devices are equipped with sensors, microcontrollers, and connectivity 

modules that enable communication and data exchange.  

IoT architecture can be divided into three layers: recognition, network, and 

application. The recognition layer, called the detection layer, is responsible for collecting 

all types of data from the physical world using physical end devices such as Global 

Positioning System (GPS) receivers and sensors such as thermometers. Network layers 
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have defense types of communication networks, such as WIFI, 5G, and Bluetooth, which 

are open-access networks. It is also responsible for the processing and transmission of the 

data. It is an important layer because it can provide high-quality services that meet the 

needs of users, demonstrate messaging capabilities, and influence the performance of the 

service. This layer contains protocols such as Constrained Application Protocol (CoAP), 

Message Queue Telemetry Transport (MQTT), Advanced Message Queue Protocol 

(AMQP), and Data Distribution Service (DDS). With the application layer interface, users 

can connect to computers, smartphones, smart coolers, smart televisions, etc., depending 

on the service. Users can enter the IoT through other devices. It is also critical that the 

network layer can be used because it serves as a connection between the recognition and 

application layers (Khiralla, 2022).  

IoT devices, like all other network devices, use specific protocols for 

communication. Some of these communication protocols are shown in Table 3.1. 

Table 3.1. Some examples of IoT communication protocols. 

Network Stack Protocols 

Application Layer MQTT, CoAP, XMPP, DDS, AMQP, HTTP 

Transport Layer UDP, TCP 

Network Layer 6LowPAN, 6TiSCH, 6Lo, IPv6, RPL, CoRPL, CARP, E-CARP 

Data-link and 

Physical Layer 

WiFi, IEEE 802.15.4, Bluetooth low energy, 3G/LTE, 

HomePlug, NFC, LoRaWAN, ZigBee, DASH7, G.9959 

IoT devices are designed to collect data, such as temperature, humidity, movement, 

location, and other relevant information from the surrounding environment. Due to these 

features, the application of IoT in agriculture, called "smart agriculture" or "precision 

agriculture,” has become a popular field of study in recent years. Some important use 

cases of IoT in agriculture are shown in Figure 3.5. 

Precision farming techniques enabled by the IoT can deliver higher yields and less 

waste by optimizing the use of water, fertilizer, and other inputs. Automated monitoring 

and control systems can streamline farming operations and reduce the number of labor-

intensive tasks. 

The integration of the Internet of Things (IoT) within the industrial sector, known 

as the Industrial Internet of Things (IIoT), is a pivotal component of Industry 4.0, aimed 

at revolutionizing manufacturing processes. The Industrial Internet of Things (IIoT) is a 

subset of IoT that focuses on its applications and use cases in modern industries and smart 
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manufacturing. IIoT, as utilized in Industry 4.0, can be thought of as a complex system 

comprised of various systems and devices. 

 

Figure 3.5. Some use cases of IoT in agriculture (Vangala et al., 2021). 

More specifically, IIoT combines numerous contemporary essential technologies to 

create a system that is more efficient than its parts (Lampropoulos et al., 2019). By 

leveraging IoT technologies, Industry 4.0 enables the collection of vast amounts of data 

from manufacturing environments, which is then analyzed through cloud storage systems 

to enhance autonomy and cybersecurity measures (Nahavandi, 2019). This data-driven 

approach allows for improved decision-making processes and operational efficiencies 

within industrial settings. Furthermore, the implementation of IIoT in Industry 4.0 

involves interconnecting devices on a large scale, transforming traditional industrial 

facilities into interconnected smart environments (Fabri, 2023). 

The convergence of IoT technologies with Industry 4.0 initiatives has paved the 

way for the optimization of human resource management strategies in the IoT industry 

(Meng, 2022). By leveraging analytical hierarchy process methodologies, organizations 

can streamline their human resource practices to align with the dynamic requirements of 
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IoT-driven environments. This optimization ensures that the workforce is equipped with 

the necessary skills and competencies to support the successful deployment of IoT 

solutions in various industrial domains. 

Industry 4.0, also known as the fourth industrial revolution, signifies a significant 

transformation in the manufacturing sector through the integration of advanced 

technologies such as the Internet of Things (IoT), big data analytics, cloud computing, 

and artificial intelligence (Kagermann and Wahlster, 2022). This paradigm shift aims to 

enhance productivity, efficiency, flexibility, and quality in manufacturing processes 

(Ghaithan et al., 2021). The adoption of Industry 4.0 technologies has the potential to 

revolutionize various industries, including the garment industry (Ariyani et al., 2021), oil 

and gas sector (Wanasinghe et al., 2020), brick manufacturing (Karmaoui et al., 2023), 

and textile industry (Stulga et al., 2022). 

The term "Industry 4.0" was initially coined during the Hannover Fair in 2011. In 

October 2012, the Working Group on Industry 4.0 submitted a set of implementation 

suggestions to the German government. The term Industry 4.0 is derived from a project 

inside the German government's high-tech plan. Such a project argues for 

computerization in the manufacturing business. It's also known as the 4th Industrial 

Revolution. Specifically, Industry 4.0 is founded on the technology ideas of cyber-

physical systems and Internet of Things (IoT) (Haddara and Elragal, 2015). A brief 

history of Industry 4.0 is shown in Figure 3.6. 

 

Figure 3.6. Brief history of Industry 4.0 

Industry 4.0 is closely linked to other emerging technologies such as cloud 

computing, IoT, and artificial intelligence, which play a vital role in driving innovation 
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and competitiveness in the manufacturing industry (Cavalieri and Reis, 2021; Morelli and 

de Ignácio, 2021). The integration of these technologies enables the development of 

intelligent manufacturing systems that support the digital transformation of industrial 

processes (B. Li et al., 2022). Some of the contributions of IoT to the successful 

implementation of Industry 4.0 are given in Table 3.2. 

Table 3.2. Some of the contributions of IoT to the successful implementation of 

Industry 4.0 (Khan and Javaid, 2022). 

Role Description References 

Smart Grid This technology is useful for performing a range of 

activities in Industry 4.0. 

It is useful for measuring energy and applications such 

as smart meters, smart appliances, renewable resources, 

and other valuable energy sources. 

IoT is utilized for electricity production, control, and 

distribution in manufacturing plants. It enables 

intelligent control, monitoring, and communication 

with improved connectivity. 

Play a significant part in optimizing the operation of the 

Industry 4.0 system. 

This technology is useful for performing a range of 

activities in Industry 4.0. 

Dileep (2020), 

Fadaeenejad et al. 

(2014), Hashmi et al. 

(2011), and Bui et al. 

(2012)  

Fully 

Autonomous 

Production 

IoT is actively being used to give solutions for 

autonomous production. 

This technology is helpful in creating a self-driving car. 

Used to keep track of vehicles and their whereabouts. 

Provide innovative facilities throughout the full 

manufacture of items. 

This innovative technology gains prominence for next-

generation cars. 

Improve the quality and security of delivery of existing 

services in Industry 4.0. 

Hofmann et al. 

(2020), Arashpour 

et al. (2015), 

Djemali et al. 

(2009) and Zhang et 

al. (2008) 

Materials 

Management 

IoT appears beneficial to manage all materials 

throughout active production. 

Keep and provide all details of inventory required for 

production. 

Display real-time information on inventories with 

convenient surveillance using the smartphone. 

Provide valuable insights into the status, location, 

quality, and movement of commodities. 

Used for accurate estimation of materials needed in the 

Industry 4.0 context. 

IoT can also transmit alerts about inventory loss. 

Better management of the right things in the right 

quantity, quality, and placement. 

Davis and Comeau 

(2020), Gurmu 

(2020); Hassan et 

al. (2020) and 

Pacheco-Torgal 

(2014)  
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Table 3.2 (continued): Some of the contributions of IoT to the successful 

implementation of Industry 4.0. 

Role Description References 

Data 

Collection 

This system captures data in real time from internet-

enabled gadgets. 

Used to save energy, time, and costs for data collection. 

Collect data from another tracking systems and multiple 

commercial devices. 

useful to capture raw data, which can then be used for 

complicated analysis in Industry 4.0.  IoT data 

collection enhances information and analytical 

capabilities. 

Improve corporate processes, procedures, apps, and 

better manufacturing processes in Industry 4.0. 

Gain useful insights and make proper decisions for 

future manufacturing. 

Data can be utilized to make long-term decisions. 

This system captures data in real time from internet-

enabled gadgets. 

Karunanithy and 

Velusamy (2020), 

Dong et al. (2020), 

Cohen et al. (2020) 

and Wang et al. 

(2020)  

Warehouse 

Logistics 

IoT is useful for managing warehouses and tracking 

inventory. 

This technology is used on a daily basis in warehouse 

management. 

Used to boost warehouse productivity without the need 

for human monitoring. 

Helpful for making decisions in the warehouse and for 

a smart method for managing the warehouse. 

Monitor the storage platform intelligently and assign 

labor efficiently to ensure a smooth production system. 

Li et al. (2020), 

Kostrzewski et al.  

(2020), Winkelhaus 

and Grosse (2020) 

and Sohn et al. 

(2007) 

Supply 

Chain 

Management 

IoT is a revolutionary technology used to control and 

track goods delivery via Global Positioning System 

(GPS). 

Useful for tracking product storage and enhancing 

supply chain monitoring systems. 

This technology is used to quickly identify a certain 

spot in the warehouse. 

Improved forecasts for traffic flow and merchandise 

transfer speed. 

Suitable for identifying and managing certain products, 

as well as controlling routes. 

Evtodieva et al. 

(2020), Naskar et al. 

(2020), Majeed and 

Rupasinghe (2017) 

and Arshad et al. 

(2017)  

Smart 

Building and 

Analysis 

IoT technology can analyze buildings to meet Industry 

4.0 criteria and improve smart building development 

through real-time monitoring. 

Providing a comfortable and productive space can help 

enhance indoor air quality. 

This technology is beneficial for building security. 

IoT enhances collaboration among personnel and 

equipment in the building. 

IoT technology can analyze buildings to meet Industry 

4.0 criteria and improve smart building development 

through real-time monitoring. 

Plageras et al. 

(2018), Gajjar et al. 

(2017), Bashir et al. 

(2016) and Minoli 

et al. (2017)  
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Table 3.2 (continued): Some of the contributions of IoT to the successful 

implementation of Industry 4.0. 

Role Description References 

Education IoT boosts workers' education through automation. 

It encourages educators to succeed with their 

techniques and performance. 

Useful for proper administration and helps in training, 

education, and development. 

It increases educators' academic development and 

provides them with better and new solutions. 

Helpful to provide tailored education so that every 

student may access the information according to his 

needs. 

Al_Janabi (2020), 

Singh et al. (2020b), 

Abbasy and 

Quesada (2017), Ali 

et al. (2017) and 

Akbar and Rashid 

(2018)  

Product 

Development 

IoT is employed for the product development process, 

allowing a producer to grasp the issues of ongoing 

products. 

It offers a superior answer through meticulous product 

design. 

Choose an appropriate platform for your product 

development process. 

This technology enhances user productivity in Industry 

4.0 by utilizing internet-connected devices and 

providing process updates based on product knowledge. 

IoT is employed for the procedure for developing a 

product, allowing producers to grasp the issues of 

ongoing products. 

Ramakrishnan and 

Gaur (2020), Singh 

et al. (2020c), Wang 

et al. (2019) and 

Yerpude and 

Singhal (2018) 

Automated 

Manufacturing 

IoT technology connects all devices to the internet, 

enabling automated production using smartphones, 

laptops, and cloud storage. 

This technology simplifies typical tasks in 

manufacturing industries and improves home 

automation capabilities. 

Effectively handle manufacturing data for efficient 

information flow and improved computing efficiency in 

Industry 4.0. 

IoT technology connects all devices to the internet, 

enabling automated production using smartphones, 

laptops, and cloud storage. 

This technology simplifies typical tasks in 

manufacturing industries and improves home 

automation capabilities. 

Effectively handle manufacturing data for efficient 

information flow and improved computing efficiency in 

Industry 4.0. 

Xu (2020), Xu and 

Duan (2019), 

Haleem et al. 

(2020), Wang et al. 

(2014), Murthy and 

Kumar (2015) and 

Zhong and Ge 

(2018) 
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Table 3.2 (continued): Some of the contributions of IoT to the successful 

implementation of Industry 4.0. 

Role Description References 

Intelligent 

Robotics 

Internet of Things (IoT) is a growing infrastructure that 

connects robots to sensors via the internet. 

Intelligent gadgets monitor and control objects 

throughout manufacturing, utilizing IoT technology. 

Intelligent robotics are utilized to fulfill certain tasks in 

various settings. 

Create adaptability in manufacturing with minimal 

errors. 

These robots are employed to do a certain activity with 

high efficiency and productivity. 

Oztemel and 

Gursev (2020), 

Yogheshwaran et 

al. (2020), Batth et 

al. (2018) and 

Javaid et al. (2020) 

IoT-based 

Cloud 

Systems 

IoT-based cloud systems make it easier for machines 

and devices to talk to each other and share information. 

It played an important part in the fourth industrial 

revolution because of its digital access to the internet. 

Allow physical objects to collaborate and interact 

without human intervention. 

Collect data from many sources and further process it 

utilizing the cloud network. 

Xu et al. (2018), 

Mehmood et al. 

(2017), Arshad et 

al. (2017), Hasan et 

al. (2015) and Gantz 

and Reinsel (2012) 

Smart Cities IoT is utilized to develop smart cities, using municipal 

air control tools. 

This technology offers smart management tools for 

parking. 

It is rapidly growing for many digital products that 

might be remotely monitored and controlled. 

Provide improved opportunities to reduce pollution, 

improve control of traffic, and keep citizens clean and 

safe. 

employing the central cloud platform, it appropriately 

controlled smart cities employing connected, intelligent 

technologies. 

Yang and Yamagata 

(2020), Geertman et 

al. (2019) and Liao 

and Wang (2018) 

Smart 

Monitoring 

IoT technology monitors environmental conditions 

such as humidity and temperature throughout 

production, providing valuable information in case of 

system errors. 

Detect the location of damage by good control of the 

manufacturing guidelines. 

Also used in real-time to track the workers' health state. 

Applied via supervisory control to monitor machining 

parameters. 

IoT technology monitors environmental conditions 

such as humidity and temperature throughout 

production, providing valuable information in case of 

system errors. 

Allam et al. (2020), 

Srinivasan et al. 

(2019), Haroon et 

al. (2016) and 

Arshad et al. (2017) 
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3.3. Developed Remote Monitoring Hardware and Components 

The visual of the monitoring system circuit design and developed to remotely 

monitor the Hasılmatik S-200 system, which is a hydroponic fodder system (HFS) used 

in the university cattle farm, is shown in Figure 3.3.  

 

Figure 3.3. Design of the developed remote monitoring circuit.  

 The circuit schematic of the designed remote monitoring system is shown in     

Figure 3.4 below. 

 

Figure 3.4. Circuit schematic of the developed remote monitoring system. 
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The components of the developed IoT monitoring hardware are shown in          

Figure 3.5 below. 

 

Figure 3.5. Completed version of the IoT monitoring hardware and it’s components (1: 

Top view of the circuit, 2:BME280 and LDR, 3:BME280 and its’ box.). 

 In Figure 3.6 shown completed version of the IoT remote monitoring system, 

BME280, LDR and 5V microusb power cable. 

 

Figure 3.6. Completed version of the remote monitoring hardware. 



   

27 

 

3.3.1. Sensors 

The Internet of Things (IoT) has fundamentally altered how we engage with 

technology, seamlessly integrating it into our daily lives and industries. At the heart of 

IoT are sensors, the devices that collect and transmit data, enabling the intelligent systems 

that power smart homes, cities, and industries. IoT sensors come in a variety of forms, 

each designed to measure specific parameters. Some of the most common sensor types 

are shown in Table 3.3 below. 

Table 3.3. Some of the most common IoT sensor types. 

Sensor Type Description 

Temperature 

Sensors 

Used in environments where temperature monitoring is critical, such 

as in HVAC systems, food storage, and industrial processes. 

Proximity 

Sensors 

Identify the presence or absence of an object within a specific range. 

They are extensively employed in industrial machinery, automated 

entrances, and security systems. 

Pressure 

Sensors 

Measure the pressure of gases or liquids. These sensors are essential 

in automotive systems, manufacturing processes, and environmental 

monitoring. 

Accelerometers Detect changes in motion and orientation, making them crucial for 

smartphones, fitness trackers, and automotive applications. 

Light Sensors Measure the intensity of light, used in applications ranging from 

automatic lighting systems to screen brightness adjustment in 

electronic devices. 

Gas Sensors Detect the presence of a variety of gases and are employed in the 

monitoring of environmental conditions, industrial safety systems, 

and air quality control. 

Humidity 

Sensors 

Measure the moisture level in the air, which is crucial for climate 

control, industrial processes, and environmental monitoring. 

In the age of the Internet of Things (IoT), the proliferation of sensors has become a 

driving force behind the rapid evolution of connected devices and smart technologies. 

These Internet of Things (IoT) sensors have become the essential components that 

facilitate the seamless integration of the physical and digital worlds, thereby facilitating 

unprecedented levels of automation, improved user experiences and data-driven decision-

making. 

At the heart of IoT are these versatile and sophisticated sensors, which are 

responsible for capturing and transmitting a vast array of data points from the physical 

environment. From temperature and humidity sensors to motion detectors, pressure 

gauges, and beyond, these tiny, yet powerful, devices are transforming the way we 
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interact with and understand the world around us. The most popular IoT sensor types and 

their ratings are shown in Figure 3.7 below. 

 

Figure 3.7. The most common types of sensors used in IoT applications (X. Liu et al., 

2019). 

One of the defining characteristics of IoT sensors is their ability to operate in a wide 

range of applications and industries. In the realm of smart homes, IoT sensors can monitor 

energy consumption, detect intrusions, and regulate temperature and lighting, providing 

homeowners with greater control and efficiency. In the industrial sector, sensors are used 

to track equipment performance, detect anomalies, and optimize production processes, 

leading to enhanced productivity and reduced downtime. 

The transformative power of IoT sensors extends even further, with applications in 

precision agriculture, environmental monitoring, and supply chain management. In the 

agricultural sector, sensors can monitor soil moisture, track crop health, and provide 

farmers with valuable insights to optimize resource usage and improve yield. Similarly, 

in the realm of environmental monitoring, sensors can be deployed to detect air quality, 
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water contamination, and wildlife activity, enabling more effective conservation efforts 

and sustainable practices. 

 Despite these challenges, the future of IoT sensors remains bright, as advancements 

in technologies like edge computing, 5G connectivity, and artificial intelligence continue 

to unlock new possibilities. As sensor technologies become more sophisticated, energy-

efficient, and cost-effective, their integration into a wide range of devices and applications 

will only accelerate, driving further innovation and transforming the way we interact with 

the world around us. 

 IoT devices often have size and power constraints, making compact, low-power 

sensors like thermistors, semiconductor sensors, and low-power RTDs popular choices. 

The choice of temperature sensor also depends on the specific application requirements, 

such as the temperature range, environmental conditions, and the need for digital or 

analog interfaces. Seamless integration with IoT platforms, wireless connectivity, and 

data processing capabilities are also important factors in the selection of temperature 

sensors for IoT devices (Kodali and Mandal, 2016; M. J. V. Kumar and Samalla, 2019; 

Narayana et al., 2024; Shahadat et al., 2020; Zeng et al., 2024). 

 Humidity sensors play a crucial role in various IoT applications, including smart 

home and building automation, environmental monitoring, agriculture, and industrial 

process control, among others. The choice of humidity sensor depends on the specific 

requirements of the IoT device and the target application (Medagedara and Liyanage, 

2024; Yanes et al., 2020; Zeng et al., 2024). 

In this thesis, we used the BME280, shown in Figure 3.8, which is a sensor designed 

to measure temperature, humidity and barometric pressure. It is widely used in various 

applications due to its accuracy, compact size, and low power consumption. The ESP32 

is a popular microcontroller with built-in Wi-Fi and Bluetooth capabilities, making it an 

excellent platform for IoT applications.  
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Figure 3.8. Closer look at the Bosch BME280 Sensor. 

 The BME280 is a multifunctional sensor that combines digital measurements of 

humidity, pressure, and temperature, using well-established sensing principles. The 

sensor module is enclosed in a highly tiny metal-lid LGA container, measuring only 

2.5×2.5 mm² in size and 0.93 mm in height. The compact size and low energy 

consumption make it suitable for use in battery-powered devices like smartphones, GPS 

modules, and wristwatches. The BME280 sensor is both register and performance 

compatible with the Bosch Sensortec BMP280 digital pressure sensor. The BME280 

demonstrates exceptional performance in every application that necessitates the 

monitoring of humidity and pressure. The growing applications of home automation 

control, in-door navigation, fitness, and GPS refinement necessitate both high accuracy 

and cheap total cost of ownership (TCO). The humidity sensor offers rapid response time 

for quick context awareness applications and exceptional accuracy across a broad 

temperature range. The pressure sensor is an absolute barometric pressure sensor that 

offers exceptional accuracy and resolution, as well as significantly reduced noise 

compared to the Bosch Sensortec BMP180. The temperature sensor has been fine-tuned 

to minimize noise and maximize resolution. The output of the device is utilized to 

compensate for temperature variations in the pressure and humidity sensors. Additionally, 

it can be employed to estimate the surrounding temperature. Technical specification of 

the BME280 sensor shown in Table 3.4. 
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Table 3.4. BME280’s technical specifications (Humidity Sensor BME280 | Bosch 

Sensortec). 

Humidity Parameter Specifications 

Parameter Symbol Condition Min Typ Max Unit 

Operating 

Range 

RH For temperatures  

< 0 °C and > 60 °C   

-40 25 85 °C 

0  100 % RH 

Supply 

Current 

IDD,H 1 Hz forced mode, 

humidity and 

temperature 

  1.8 2.8 µA 

Absolute 

accuracy 

tolerance 

AH 20...80 % RH, 25 °C, 

including hysteresis   

  ±3   % RH 

Hysteresis HH 10-90-10 %RH 25 

°C   

  ±1   % RH 

NonLinearity NLH 10-90 % RH, 25 °C     1   % RH 

Response 

time to 

Complete 

63%   

τ63% 90-0 or 0-90 % RH, 

25 °C     

  1   s 

Resolution RH     0.008   % RH 

Noise in 

humidity 

NH Highest 

oversampling   

  0.02   % RH 

Long term 

stability 

∆Hstab 10...90 % RH, 25 °C   0.5     % RH/ year 

Pressure Sensor Specifications 

Operating 

Temp. Range 

TA Operational  -40 25 +85 °C 

Full accuracy 0  +65 

Operating 

pressure 

range 

P Full accuracy 300   1100 hPa 

Supply 

Current 

IDD,LP 1 Hz forced mode, 

pressure and 

temperature, lowest 

power   

  2.8 4.2 µA 

Temperature 

coefficient of 

offset 

TCOP   25...65 °C, 900 hPa     ±1.5    Pa/K  

 ±12.6  cm/K 

Absolute 

accuracy 

pressure 

Ap
ext 300…1100 hPa  

-20…0 °C  

  ±1.7   hPa 

AP,full 300…1100 hPa  

0…65 °C  

±1.0 hPa 

AP 1100…1250 hPa  

25…40 °C     

±1.5 hPa 

Relative 

accuracy 

pressure 

VDD =3.3V 

Arel 700...900hPa  

25…40 °C   

  ±0.12   hPa 
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Table 3.4 (continued): BME280’s technical specifications. 

Humidity Parameter Specifications 

Resolution of 

pressure 

output data 

RP Highest 

Oversampling 

  0.18   Pa 

Noise in 

pressure 

NP,fullBW Full bandwidth, 

highest oversampling 

  1.3    Pa    

11 cm 

NP,filtered Reduced bandwidth, 

highest oversampling 

0.2 Pa 

1.7 cm 

Solder drift   Minimum solder 

height 50µm 

-0.5   +2 hPa 

Long term 

stability 

∆Pstab Per year     ±1.0   hPa 

Possible 

sampling rate 

fsample_P   Lowest Sampling 157 182   Hz 

Temperature Sensor Specifications 

Operating 

Range 

T Operational  -40 25 +85 °C 

Full accuracy 0 +65 

Supply 

Current 

  

IDD, T 

  

1 Hz forced mode, 

Temp. measurement 

only 

  

  

1.0 

   

  µA 

Absolute 

Accuracy 

Temperature 

AT,25 25 °C      ± 0.5   °C 

AT,full 0…65 °C ± 0.5 

AT,ext -20…0 °C   ± 1.25 

AT,ext -40…-20 °C     ± 1.5  

Output 

Resolution 

RT API output resolution   0.01   °C 

RMS noise   NT Lowest 

Oversampling 

  0.005   °C 

 One other sensor used in this thesis is Light-Dependent Resistor (LDR) type light 

sensor. Light sensors are another important type of sensor commonly used in IoT (Internet 

of Things) applications. These sensors are designed to measure the intensity of light in 

the environment and convert it into an electrical signal that can be processed by a 

microcontroller or a computer. Light sensors play a crucial role in various IoT 

applications, such as smart lighting control, daylight harvesting, occupancy detection, and 

ambient light monitoring. The choice of light sensor depends on the specific requirements 

of the IoT device and the target application (Mohammadian et al., 2024). Commonly used 

light sensors in IoT shown in Table 3.5 
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Table 3.5. Commonly used light sensors in IoT. 

Type Examples Advantages Applications 

Photoresistors 

(LDRs) 

GL5528, 

LDR03, 

VT43N1 

Simple, low-cost, 

and widely 

available. 

Automatic lighting control, 

light intensity monitoring, and 

ambient light detection. 

Photodiodes BPW34, 

OPT101, 

TEMT6000 

Fast response time, 

good sensitivity, 

and wide spectral 

response. 

Proximity sensing, gesture 

recognition, and light intensity 

measurement. 

Phototransistors PT333-6C, 

APDS-

9960, 

ISL29125 

Higher sensitivity 

compared to 

photodiodes, built-

in amplification. 

Ambient light sensing, color 

detection, and light intensity 

monitoring. 

Photodetectors TSL2591, 

OPT3001, 

BH1750 

High accuracy, 

digital output, and 

advanced features 

like lux 

measurement. 

Automated lighting control, 

daylight harvesting, and 

environmental monitoring. 

In the circuit developed with the sensors mentioned above, the data is sent to the 

pre-configured server encrypted over the wireless network using the MQTT protocol 

through the ESP32 development board programmed for communication and data 

transmission. 

3.3.2. Microcontroller Unit 

A Microcontroller Unit (MCU) is a compact integrated circuit designed to govern 

a specific operation in an embedded system. It typically contains a processor, memory, 

and input/output (I/O) peripherals on a single chip. Table 3.6 below shows the basic 

components and functions of an MCU. 

Table 3.6. Basic components and functions of MCUs. 

Components Functions 

Processor (CPU) The central processing unit executes instructions and performs 

calculations. It can be an 8-bit, 16-bit, 32-bit, or even 64-bit 

processor, depending on the complexity and requirements of the 

application. 

Memory RAM (Random Access Memory): Used for temporary data storage 

during operation. 

ROM (Read-Only Memory) or Flash Memory: Used to store the 

firmware or program code that the MCU executes. 
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Table 3.6 (continued): Basic components and functions of MCUs. 

Components Functions 

I/O Peripherals Digital I/O pins: For reading sensors or controlling actuators. 

Analog-to-Digital Converters (ADC): For reading analog signals 

from sensors. 

Digital-to-Analog Converters (DAC): For generating analog output 

signals. 

Communication interfaces: Such as UART, SPI, I2C, CAN, and 

USB for communicating with other devices. 

Timers and 

Counters 

Used for generating precise time delays, measuring time intervals, 

and counting events. 

Power 

Management 

Some MCUs include features to manage power consumption, such 

as low-power modes and voltage regulation. 

Nowadays, IoT solutions in various fields, including agriculture and the 

environment, are widely used for monitoring and building smart infrastructure. The 

ESP32 microcontroller has emerged as a popular choice for IoT applications due to its 

robust features and low power consumption. The development board used in this thesis 

and its key components are shown and described in following Figure 3.9. 

 

Figure 3.9. ESP32 development board and its components. 
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 Research work with the ESP32 has focused on optimizing code efficiency, 

implementing communication protocols and developing user-friendly interfaces. For this 

reason, ESP32 is widely used for tasks such as sensor data collection, wireless 

communication and cloud connectivity (Rao et al., 2024).  

ESP32 wireless modules need ESP32 development boards to power and program 

the chip, connect it to your computer, include pins for connecting peripherals, built-in 

power and control LEDs, an antenna for the wi-fi signal and other useful features. Some 

development boards even come with extra hardware such as specific sensors or modules, 

displays and even a camera. The ESP32 development board is a low-cost and powerful 

microcontroller board equipped with Wi-Fi and dual-mode Bluetooth capabilities, ESP32 

is frequently used in many IoT and embedded-system applications. 

There is a wide variety of development boards from different vendors. While they 

all work in a similar way, some boards may be more suitable for some projects than 

others.  

3.3.3. Wireless Communication Module 

Wireless communication modules are integrated circuits or modules that provide 

wireless connectivity to embedded systems and devices. These modules enable devices 

to communicate with each other or with a central network without the need for physically 

wired connections. Wireless communication modules play a crucial role in enabling the 

development of connected devices and the Internet of Things (IoT), allowing seamless 

data exchange, remote monitoring, and control across a wide range of applications. There 

are several types of wireless communication modules shown in Figure 3.10. 

The traditional use of the Internet has proven insufficient to suit industrial and civil 

requirements. The Internet of Things (IoT) is a candidate product for adding new 

technologies to internet technology through enabling communication with and among 

smart objects, resulting in the goal of "anytime, anywhere, any media, anything" 

communications. To this end, the IoT should be viewed as part of the larger Internet of 

the future, which is expected to differ significantly from current Internet use (Atzori et 

al., 2010).  

IoT is a system made up of billions of smart sensors and actuators, and to develop 

it, new ideas regarding intelligent sensors, as well as data calculations and processing, 

must be introduced. 
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Figure 3.10. Commonly used wireless communication modules. 

 However, the first point must be addressed: how are these sensors and actuators 

interconnected? Ethernet cabling does not appear to be a suitable choice. Indeed, only 

wireless provides the flexibility, scalability, and cost-effectiveness required for the 
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Internet of Things to be adopted successfully. Radio frequency wireless communication, 

with its vast and established infrastructure, provides the greatest choice for data traffic in 

IoT devices (Saad et al., 2014). 

 Connectivity is the backbone of the IoT, and the sort of connection required will 

vary depending on the application. Many IoT devices will be supplied by radio 

technologies that run on unlicensed spectrum and are intended for short-range 

connectivity with low QoS and security requirements characteristic of a home or indoor 

environment (Mahmoud and Mohamad, 2016). 

The ESP32 series wireless module chips manufactured by the Espressif Systems 

since 2016. The term ESP32 refers to a single 2.4 GHz Wi-Fi and Bluetooth combination 

chip created using TSMC's 40 nm low-power technology. It is intended to deliver the best 

power and RF performance while demonstrating resilience, versatility, and dependability 

across a wide range of applications and energy scenarios. The detailed technical 

specifications of the ESP32 wireless module are shown in Table 3.8. 

Among the modules of ESP32, ESP-WROOM-32 (Standard ESP32 module) and 

ESP32-WROVER (extra PSRAM and integrated camera support) are the most widely 

preferred. ESP32 is used in many IoT and embedded system applications, such as smart 

homes and automation, industrial IoT, wearable devices, smart city applications, and 

agriculture/environmental monitoring. In summary, ESP32 is the preferred solution for 

IoT and embedded systems owing to its low power consumption, powerful wireless 

connectivity, and wide range of applications (ESP32 Wi-Fi & Bluetooth SoC | Espressif 

Systems). 

ESP-WROOM-32 is a robust, generic WiFi-BT-BLE MCU module designed for a 

wide range of applications, including low-power sensor networks and the most 

demanding activities like voice encoding, music streaming, and MP3 decoding. This 

module is built around the ESP32 chip, which has a scalable and adaptive design. You 

may manage or power the two CPU cores separately, and the clock frequency can be 

adjusted from 80 MHz to 240 MHz. The user may alternatively turn off the CPU and 

utilize the low-power coprocessor to continuously monitor the peripherals for changes or 

threshold crossings.  

The ESP32 supports a wide range of peripherals, low-noise sensing amplifiers, 

including capacitive touch sensors, Hall sensors, an SD card interface, high-speed 

SDIO/SPI, Ethernet, UART, I2C, and I2S. The integration of Bluetooth, Bluetooth LE, 

and Wi-Fi ensures a broad range of applications and future-proofing Wi-Fi provides a 
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long physical range and a direct internet connection via a Wi-Fi router, whilst Bluetooth 

allows for handy phone connections or the broadcast of low-energy beacons for detection.  

The ESP32 chip's sleep current is less than 5 µA, making it ideal for battery-

powered and wearable electronics applications. The ESP-WROOM-32 can handle 22 

dBm output power and data rates of up to 150 Mbps ensuring the greatest physical range. 

As a result, the chip provides industry-leading specs and optimal performance for 

electronic integration, range, power consumption, and connectivity. 

Table 3.8. Technical specification of the ESP32 wireless module (Technical Documents 

| Espressif Systems). 

Categories Items Specifications 

Wi-Fi Standards FCC, CE, TELEC, KCC 

Protocols 802.11 b/g/n/d/e/i/k/r (802.11n up to 150Mbps) 

A-MPDU and A-MSDU aggregation and 0.4 µs guard 

interval support 

Frequency range 2.4 ~ 2.5 GHz 

Bluetooth Protocols Bluetooth v4.2 BR/EDR and BLE specification 

Radio NZIF receiver with -94 dBm sensitivity 

Class-1, class-2 and class-3 transmitter 

Adaptive Frequency Hopping (AFH) 

Audio CVSD and SBC 

Software Wi-Fi mode Station/softAP/softAP+station/P2P 

Security WPA/WPA2/WPA2-Enterprise/WPS 

Encryption AES/RSA/ECC/SHA 

Firmware upgrade UART Download / OTA (via network) / download and 

write firmware via host 

Software 

development 

Support Cloud Server Development / SDK for custom 

firmware development 

Network protocols Ipv4, IPv6, SSL, TCP/UDP/http/FTP/MQTT 

User configuration At instruction set, Cloud server, Android/iOS App 
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Table 3.8 (continued): Technical specification of the ESP32 wireless module. 

Categories Items Specifications 

Hardware CPU and memory Xtensa® single-/dual-core 32-bit LX6 

microprocessor(s) 

448 KB ROM 

520 KB SRAM 

16 KB SRAM in RTC 

QSPI supports multiple flash/SRAM chips 

Module interface Sd card, UART, SPI, SDIO, I2C, LED PWM, Motor 

PWM, I2S, IR 

GPIO, capacitive touch sensor, ADC, DAC, LNA pre-

amplier 

On-chip sensor Hall sensor, temperature sensor 

On-board clock 26 MHz crystal, 32kHz crystal 

Operating voltage 2.2 ~ 3.6V 

Operating current Average: 80 mA 

Operating 

temperature range 

-40°C ~ 85°C 

Ambient temperature 

range 

Normal temperature 

Package size 18 mm x 25.5mm x 2.8mm 

 ESP32's excellent power management technology allows it to move between 

various power modes and sleep modes. Power consumption of ESP32 by power modes 

shown in Table 3.9. The power consumption varies with different power modes/sleep 

patterns and work status of functional modules (Esp32-Wroom-32* Datasheet).  

Table 3.9. Power consumption by power modes of ESP32 wireless module. 

Power mode Comment Power consumption 

Active mode 

(RF working) 

Wi-Fi Tx packet 13 dBm ~ 21 dBm 160 ~ 260 mA 

Wi-Fi / BT Tx packet 0 dBm 120 mA 

Wi-Fi / BT Rx and listening 80 ~ 90 mA 

Association sleep pattern (by Light-

sleep) 

0.9 mA@DTIM3, 1.2 

mA@DTIM1 

Modem-sleep 

mode 

The CPU is powered on. Max speed: 20 mA 

Normal: 5 ~ 10 mA 

Slow speed: 3 mA 

 



   

40 

 

Table 3.9 (continued): Power consumption by power modes of ESP32 wireless 

module. 

Power mode Comment Power consumption 

Light-sleep 

mode 

- 0.8 mA 

Deep-sleep 

mode 

The ULP-coprocessor is powered on. 0.5 mA 

ULP sensor-monitored pattern 25 µA @1% duty 

RTC timer + RTC memories 20 µA 

Hibernation 

mode 

RTC timer only 2.5 µA 

3.4. Remote Monitoring Software 

The Internet of Things (IoT) has improved the way we monitor and control various 

systems remotely. By leveraging IoT technologies, we can gather, process, and visualize 

data from diverse sources in real-time. This thesis explores the integration of Mosquitto 

for MQTT broker, InfluxDB for time series database, Telegraf for collect data for time 

series database, Grafana for data visualization, and Node-RED for user interface to create 

a robust and efficient remote monitoring software. 

Message Queuing Telemetry Transport (MQTT) is a lightweight messaging 

protocol designed for constrained devices and low-bandwidth, high-latency networks. Its 

publish/subscribe model makes it ideal for IoT applications. In an IoT remote monitoring 

system, MQTT acts as the backbone for data transmission. Devices (publishers) send data 

to topics, and clients (subscribers) receive data from these topics. This decouples data 

producers from consumers, allowing for flexible and scalable data distribution. MQTT's 

minimal overhead ensures efficient communication, even over unreliable networks, 

making it perfect for IoT scenarios. 

InfluxDB is a high-performance time-series database designed for storing and 

querying large volumes of time-stamped data. Its features make it a crucial component of 

an IoT remote monitoring system. InfluxDB is optimized for time-series data, providing 

high write and query performance. This allows for flexible data storage without 

predefined schemas, accommodating diverse IoT data types. InfluxDB's retention policies 

automatically manage data lifecycle, ensuring efficient storage management. 

Telegraf, an open-source agent for collecting metrics, plays a pivotal role in 

gathering data from various sources and writing it to InfluxDB. Telegraf's extensive 

plugin ecosystem supports numerous input and output plugins, facilitating seamless data 
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collection from diverse sources. It efficiently collects, processes, and forwards data, 

ensuring minimal latency and resource usage. 

Grafana is an open-source analytics and monitoring platform that excels in 

visualizing time-series data. Its integration with InfluxDB and other data sources makes 

it an indispensable tool for IoT monitoring. Grafana provides a wide range of 

visualization possibilities, including graphs, charts, and alerts, allowing for 

comprehensive data analysis.  Users can create custom dashboards tailored to specific 

monitoring needs, providing actionable insights immediately. Grafana's alerting 

capabilities enable proactive monitoring by triggering notifications based on predefined 

thresholds. 

Node-RED is a flow-based development tool for visual programming, enabling the 

creation of complex workflows with minimal coding. Its role in an IoT remote monitoring 

system is to orchestrate data flow between various components. Node-RED's visual 

interface allows users to design data flows intuitively, connecting different nodes to 

define the data processing pipeline. Its extensive library of pre-built nodes simplifies 

integration with MQTT, InfluxDB, Grafana, and other services. Users can implement 

custom logic for data processing, transformation, and routing, enhancing system 

flexibility and functionality. 

The integration of these technologies forms a cohesive and efficient remote 

monitoring system. The workflow can be outlined as following Table 3.10: 

Table 3.10. Workflow of the monitoring system. 

No Process Result 

1 Data Collection IoT devices publish data to MQTT topics. 

2 Data Ingestion Telegraf subscribes to MQTT topics, collects the data, and 

writes it to InfluxDB. 

3 Data Visualization Grafana queries InfluxDB and visualizes the data on 

custom dashboards. 

4 Data Orchestration Node-RED orchestrates the data flow, implementing 

custom logic and routing data between components. 

The combination of MQTT, InfluxDB, Telegraf, Grafana, and Node-RED provides 

a powerful and flexible framework for remote monitoring with IoT. MQTT ensures 

efficient data transmission, InfluxDB handles scalable time-series data storage, Telegraf 

facilitates seamless data collection, Grafana delivers rich visualizations, and Node-RED 

offers intuitive data orchestration. Together, these technologies enable the creation of 
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robust IoT monitoring systems that provide real-time insights and improve decision-

making processes. 

3.4.1. MQTT Broker 

In this section of the thesis, the Mosquitto application, one of the MQTT protocol 

brokers, is discussed. Mosquitto enables the developed IoT-based real-time monitoring 

system to display real-time sensor data in Grafana and web-based application. The 

Mosquitto broker publishes real-time sensor data to subscribers with access control, such 

as the InfluxDB data collector application Telegraf and web-based application, thereby 

making the data available to users. 

The era of the Internet of Things (IoT) has ushered in a wave of technological 

advancements, transforming the way we interact with our surroundings. At the heart of 

this revolution lies the MQTT (Message Queuing Telemetry Transport) protocol, a 

lightweight and efficient communication standard that has become a cornerstone of IoT 

systems. MQTT (Message Queuing Telemetry Transport) protocol designed for small 

sensors and mobile devices. It has gained significant traction in the realm of the Internet 

of Things (IoT) due to its efficiency, low power consumption, and ability to operate in 

environments with limited bandwidth. This section of the thesis examines the history of 

MQTT, its application in IoT and a view of its advantages and disadvantages. 

MQTT was created in 1999 by Dr. Andy Stanford-Clark of IBM, and Arlen Nipper 

of Arcom (Mishra and Kertesz, 2020). Initially, it was developed to monitor oil pipelines 

over satellite connections, where bandwidth was expensive, and latency was high. The 

protocol was designed to be lightweight and straightforward, ensuring that it could 

function effectively even in constrained environments. The protocol's simplicity and 

efficiency quickly garnered attention, and it soon found applications beyond its initial use 

case (Introducing the MQTT Protocol – MQTT Essentials: Part 1). 

In 2013, MQTT was standardized by OASIS (Organization for the Advancement 

of Structured Information Standards), which helped it gain wider acceptance and 

facilitated its integration into various IoT ecosystems (Atilgan et al., 2021). The protocol 

has since evolved, with MQTT 5.0 being the latest version, released in 2019, offering 

enhancements like improved error reporting and more flexible subscription options 

(MQTT Version 5.0). 

The IoT ecosystem comprises numerous devices, ranging from simple sensors to 

complex machines, all communicating with each other and central systems. MQTT's 
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lightweight nature makes it ideal for this environment. It publish-subscribe model 

decouples message producers (publishers) from consumers (subscribers), which enhances 

scalability and flexibility. Following Figure 3.11. shows how MQTT works. 

  

Figure 3.11. A diagrammatic representation of the MQTT. 

The Message Queuing Telemetry Transport (MQTT) protocol is widely used in IoT 

systems due to its lightweight nature, low bandwidth usage, and efficiency in managing 

message transport (Akshatha  et al., 2022). MQTT is recognized as the most widely used 

protocol within the communication layer of the Internet of Things (Sochor et al., 2021). 

It is also acknowledged for its vulnerability to various security issues (Mohamed Yusoff 

et al., 2022). MQTT has been compared to other IoT protocols like HTTP, CoAP, and 

XMPP, showcasing its features and advantages in smart grid applications (Ullah et al., 

2020). 

In the realm of IoT, MQTT is favored for its lightweight nature and efficient data 

transfer capabilities (Poongothai et al., 2018). It is commonly used for real-time sensor 

data transmission in IoT applications (Reddy and Seventline, 2019). Additionally, MQTT 

has been adapted for sensor networks as MQTT-SN, expanding its usability in diverse 

IoT environments (Santos, 2024). The protocol is known for its scalability in IoT 
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applications (Spohn, 2022). Furthermore, MQTT plays a significant role in enabling 

smart manufacturing and data integration in industrial IoT scenarios (Bosi et al., 2020).  

To implement IoT systems, developers must set up the IoT platform themselves, 

which includes computer servers, related software, and related services. As a result, major 

businesses such as Amazon AWS, Microsoft Azure, and Google Cloud IoT provide IoT 

platforms on the cloud, allowing developers to save time while setting up the IoT 

platform. However, because these platforms are positioned overseas, the pace of real-time 

data reception and transmission may be compromised (Rattanapoka et al., 2019). 

Various protocols have been developed to facilitate efficient data exchange and 

connectivity within IoT networks. Some of the key protocols commonly used in IoT 

include HTTP, CoAP, and MQTT for data communication, and LoRa, LTE, Wi-Fi, 

Bluetooth, Sigfox, and NarrowBand (NB)-IoT for network communication (Kurniawan 

et al., 2023). Among these, MQTT has been highlighted as an event-based, publish-

subscribe protocol widely utilized in IoT environments (Jaloudi, 2019). 

Security is a major concern in IoT systems, and protocols like MQTT are crucial 

for ensuring secure communication between devices. Middleware-based IoT application 

protocols play a significant role in enabling two-way communication and remote control 

of IoT devices, thereby enhancing security measures within IoT networks (Hc, 2020). 

Additionally, there is a growing emphasis on developing secure IoT protocols to address 

the security challenges posed by the proliferation of IoT devices. Protocols such as DTLS, 

CoAP, IPSec, MQTT, and SDN have been designed to mitigate security threats in IoT 

environments (Azka and Revathi, 2017). 

Efficiency is another critical aspect of IoT protocols, especially in scenarios like 

Wireless Sensor Networks (WSNs) where energy-efficient and secure routing protocols 

are essential for optimal performance (Singh, 2021). MQTT, known for its lightweight 

messaging and bi-directional communication capabilities, is a key protocol contributing 

to the energy efficiency of IoT systems (Umasankar, 2024). Comparison of some IoT 

protocols show in Table 3.11.  

The integration of technologies like blockchain into IoT systems as communication 

protocols further enhances the security and reliability of data exchange between devices 

(Guerrero-Sánchez et al., 2020). These advancements in protocol development are crucial 

for ensuring the seamless operation and management of IoT devices, particularly in 

applications like smart homes and industrial IoT environments (Puthiyidam, 2017; Yuan 

et al., 2023).  
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Table 3.11. Comparison of some IoT messaging protocols. 

         Protocol       

Value 

MQTT CoAP AMQP HTTP 

Base Protocol TCP UDP TCP TCP 

Architecture Client/ 

Broker 

Client/Server, 

Client/Broker 

Client/Server, 

Client/Broker 

Client/ Server 

Paradigm Publish/ 

Subscribe 

Request/Response 

Publish/Subscribe 

Publish/Subscribe 

Request/Response 

Request/ 

Response 

Header Size 2 Bytes 4 Bytes 8 Bytes Undefined 

Message Size Small and 

Undefined 

Small and 

Undefined 

Negotiable and 

Undefined 

Large and 

Undefined 

Methods Connect, 

Disconnect, 

Publish, 

Subscribe, 

Unsubscribe, 

Close 

Get, Post, Put, 

Delete 

Consume,Deliver, 

Publish,Get,Select, 

Ack,Delete,Nack, 

Recover,Reject, 

Open,Close 

Get, Post, Head, 

Put, Patch, 

Options, 

Connect, Delete 

Reliability QoS 0-At 

most once, 

QoS 1-At 

least once, 

QoS 2-

Exactly once 

Confirmable or 

Non-confirmable 

Message 

Settle Format or 

Non-settle Format 

Limited (via 

TCP) 

Security TLS/SSL DTLS, IPSec TLS/SSL, IPSec, 

SASL 

TLS/SSL 

Transport 

Protocol 

TCP, UDP UDP, SCTP TCP, SCTP TCP, UDP 

Default Port 1883/ 8883 

(TLS/SSL) 

5683 (UDP Port)/ 

5684 (DLTS) 

5671 (TLS/SSL), 

5672 

80/ 443 

(TLS/SSL) 

Licensing Open Source Open Source Open Source Free 

Standard OASIS, 

Eclipse 

Foundation 

IETF, 

Eclipse 

Foundation 

OASIS, ISO/IEC IETF and W3C 

The security of Internet of Things (IoT) protocols is crucial for safeguarding data 

and devices in IoT environments. Several studies have emphasized the significance of 

secure communication in IoT systems (Guo et al., 2019; J. Lee et al., 2019). 

Vulnerabilities in commonly used IoT wireless protocols like Bluetooth Low Energy 

(BLE), LoRaWAN, ZigBee, and Z-Wave have been investigated, underscoring the 

necessity for robust security measures (Salzillo and Rak, 2020). Researchers have 

explored the security challenges associated with IoT communication protocols, 

highlighting the importance of intrusion detection systems for protecting IoT-based smart 

environments (Elrawy et al., 2018). 
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Efforts have been made to enhance IoT security by securely integrating IoT into the 

Internet. This includes developing a unified IoT architecture based on a future Internet 

infrastructure, with a specific focus on IoT middleware to seamlessly integrate local IoT 

systems globally and address vulnerabilities in existing IoT systems (X. Liu et al., 2017). 

Proposals for lightweight encryption algorithms and secure routing protocols aim to 

ensure data confidentiality and secure communication in IoT environments (Fatimah et 

al., 2020; Singh, 2021). Additionally, suggestions have been made to utilize physical 

unclonable functions, secure hash algorithms, and elliptic curve cryptography to establish 

robust security measures in IoT systems (Alruwaili, 2024). 

Research has concentrated on addressing specific IoT protocols, such as MQTT, to 

mitigate vulnerabilities in these widely used protocols (Husnain et al., 2022; Hussain et 

al., 2014). Secure and lightweight authentication protocols for IoT devices have been 

proposed, emphasizing mutual authentication and access control to bolster security (Chen 

and Liu, 2021; de Diego, 2024; Zargar et al., 2021). Furthermore, the adoption of 

Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS) has been 

recommended to guarantee secure communication in IoT networks (Amanlou and Abu 

Bakar, 2020; Braeken, 2018). 

3.4.1. Time Series DBMS 

In this section of the thesis, the focus is on the InfluxDB database, which enables 

access to historical data when needed for the developed IoT-based real-time monitoring 

system. Real-time sensor data, fetched via the Telegraf tool subscribed to the Mosquitto 

broker application, is written to the InfluxDB database in real-time. This setup allows the 

collected data to be monitored through user interfaces prepared using Grafana and Node-

RED. 

A time series database (TSDB) is a specialized system designed to efficiently store, 

manage, and query large volumes of time-series data (Khelifati, 2023). Time series data 

are characterized by immutability, continuous dynamic updates, and often being large in 

size (Fazl et al., 2023). These databases are essential for handling time series data and 

have become crucial for various applications across different fields such as medical, 

finance, and IoT (Péalat et al., 2021). 

TSDBs are not only used for collecting data but also for specialized functions like 

compressing or aggregating time series data, making them synonymous with Time Series 

Database Management Systems (Mazak et al., 2020). There are two major categories of 
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time series databases: native time series databases and common time series databases, 

each serving specific purposes (Ma, 2024). Time-Series Databases have become the 

fastest-growing database type since 2019, especially due to the rise in sensor and IoT 

technologies (Calatrava et al., 2021, Calatrava et al., 2022). 

To enhance efficiency, time series databases are designed with convenient analysis 

functions and efficient data layouts tailored for time series data (Shi, 2024). They offer 

better ingestion performance and lower query latency compared to traditional ACID 

databases, which prioritize consistency over performance (Mostafa, 2022). Popular time 

series databases like TimescaleDB and Apache IoTDB provide optimized storage formats 

for efficient data storage, high ingestion rates, low query latencies, and robust data 

analysis support  (Lee, 2023; Wang, 2023; Wang et al., 2020). 

Time series databases, and relational databases serve different purposes and are 

suited for different types of data management tasks. Time series databases, as shown in 

Figure 3.12, are specifically designed to handle data that is time-stamped and 

continuously updated, making them ideal for scenarios where data immutability and 

dynamic updates are key factors (Cai et al., 2023). These databases use timestamps as the 

primary key, which is particularly advantageous for applications like remote monitoring 

automatic devices (Li et al., 2022). 

 

Figure 3.12. Time series database structure diagram (Kaczmarski, 2014). 

Research has shown that time series databases outperform relational databases in 

scenarios involving massive time series data. For instance, in simulations involving 

massive time series data, time series databases demonstrated twice the writing speed 
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compared to other storage methods, along with superior storage compression rates and 

faster query speeds (Ma, 2024). This makes time series databases highly efficient for 

handling large volumes of time-stamped data. 

In practice, time series databases are often built on top of common databases like 

HBase or relational databases, showcasing their versatility and ability to work in 

conjunction with existing database systems (Lee, 2023). This integration allows for the 

benefits of time series databases to be leveraged while still utilizing the capabilities of 

traditional databases for certain types of data storage. 

TSDBs offer specialized functions such as data compression engines to reduce 

storage overhead, especially beneficial when dealing with large amounts of time series 

data (Bento et al., 2023). These compression techniques help in optimizing storage 

capacity and improving overall database performance. 

Time series databases offer several advantages and disadvantages. One of the key 

advantages is that time series databases are specifically designed to efficiently store, 

manage, and query large volumes of time-series data (Khelifati, 2023). These databases 

are optimized for operations involving appending new data points and rarely modifying 

recorded data, making them ideal for scenarios where data is continuously added over 

time (Fazl et al., 2023). Additionally, time series databases typically use a timestamp as 

the primary key, which is beneficial for scenarios like remote monitoring automatic 

devices (Cai et al., 2023). 

TSDBs time series databases often provide features like compression engines to 

reduce data size and storage overhead, especially since all data shares the same timestamp 

(Lee, 2023). They are also capable of processing data in short slices, allowing for efficient 

compression with small compression units (Shi, 2024). Moreover, time series databases 

can handle massive amounts of data ingestion concurrently, which is crucial for IoT 

applications and systems with numerous devices collecting data simultaneously (Cai et 

al., 2023). According to db-engines.com, the trend of some popular databases is shown 

in Figure 3.13. 
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Figure 3.13. Trend of some database management systems according to popularity 

(Historical Trend of Firebase Realtime Database vs. Graphite vs. InfluxDB vs. Kdb vs. 

Prometheus Popularity). 

On the other hand, there are some drawbacks to consider. For instance, traditional 

databases may have redundant features that are not optimized for time series data 

operations, such as arbitrary updates or deletions of stored data (Fazl et al., 2023). 

Additionally, some time series databases may face scalability issues, especially when the 

number of records increases, which can be problematic in certain Industrial Internet of 

Things (IIoT) applications (Chiquito et al., 2020). Moreover, understanding the 

representations learned by algorithms in time series data can be complex and abstract, as 

these algorithms may act like black boxes, making it challenging to interpret the learned 

representations (Montenegro et al., 2022). 

Time series databases are essential for managing and analyzing time-stamped data 

efficiently. Various studies have been conducted to compare and evaluate different 

aspects of time series databases to inform system design decisions. Fazl et al. (2023) 

stresses the importance of benchmarking specialized databases for high-frequency data 

to assess their suitability for specific use cases, aiding in selecting the most appropriate 

database for applications requiring the management and analysis of high-frequency data. 

Ma (2024) focuses on comparing storage schema efficiency for large-scale time 

series data, analyzing aspects such as space and time consumption during data processing 
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operations like bulk loading, range queries, and aggregate calculations. Comparison of 

populer TSDBs shown in Table 3.12 below. These comparisons offer insights into the 

performance of different storage structures in databases, assisting in making informed 

decisions regarding database selection based on specific requirements. 

Table 3.12. Comparison of popular time series databases. 

Name Firebase Graphite InfluxDB Kdb Prometheus 

Primary 

database model 

Document 

store 

Time Series 

DBMS 

Time Series 

DBMS 

Time Series 

DBMS & 

Vector 

DBMS 

Time Series 

DBMS 

Secondary 

database 

models 

  
Spatial 

DBMS  

Relational 

DBMS 

 

Initial release 2012 2006 2013 2000  2015 

Current release 10.12.4, 

July 2024 

1.1.10, 

May 2022 

2.7.6,  

April 2024 

3.6, 

May 2018 

 

License  commercial Open Source  Open Source  commercial  Open Source  

Cloud-based 

only  

yes no no no no 

Implementation 

language 

Go Python Go q Go 

Server 

operating 

systems 

hosted Linux 

Unix 

Linux 

OS X  

Linux 

OS X 

Solaris 

Windows 

Linux 

Windows 

SQL  no no SQL-like 

query 

language 

SQL-like 

query 

language (q) 

no 

Cai et al. (2022) delve into the performance analysis of time series databases using 

Non-Volatile Memory (NVM) devices, comparing the performance of popular NoSQL 

databases like InfluxDB and OpenTSDB with PMEM and TS-PMEM. This comparison 

sheds light on the impact of different storage technologies on database performance, 

providing valuable insights for system optimization (Cai et al., 2022). 

Additionally, (Calatrava et al., 2022) introduce a polyglot-based data-flow 

awareness approach to enhance performance of the time-series data store, demonstrating 

significant speed improvements compared to existing databases like MongoDB and 

InfluxDB. This approach showcases the potential for optimizing database operations and 

query processing, leading to enhanced system efficiency. 

In the realm of monitoring systems and data analysis, the integration of various 

tools such as Telegraf, InfluxDB, and Grafana has become a common practice. Telegraf 

serves as an agent for collecting and reporting metrics, while InfluxDB acts as a time-
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series database for storing and analyzing data. Grafana, on the other hand, provides a 

user-friendly interface for visualizing the information stored in InfluxDB (Jain, 2020). 

This combination of tools, often referred to as the TICK stack (Telegraf, InfluxDB, 

Chronograf, Kapacitor), offers administrative simplifications and enables efficient 

storage, visualization, and alerting of events in time-series data (Single et al., 2023). 

The versatility and cost-effectiveness of InfluxDB have been highlighted, 

showcasing its capability for time-series functionality, simple querying of archives, and 

seamless connectivity with data collectors like Telegraf and visualization tools like 

Grafana (Omidvarborna et al., 2021). This interoperability and ease of use make InfluxDB 

a popular choice for various applications, including real-time energy consumption data 

management and prediction pipelines (Im, 2024). 

The utilization of Telegraf, InfluxDB, and Grafana has been instrumental in diverse 

settings, ranging from monitoring high-throughput distributed systems to optimizing 

network slicing in 5G RAN (Salhab et al., 2018). These tools have proven to be essential 

components in monitoring and analyzing data efficiently, whether it be for biomedical 

research, air quality sensing in smart homes, or centralized network and server monitoring 

based on embedded systems (Pratama, 2023; Wegrzynek and Vino, 2020). 

3.4.2. Data Visualization 

In this part of the thesis, the data visualization process of the developed IoT-based 

real-time monitoring system using Grafana is described. The data received from the 

Mosquitto broker application and transferred to the InfluxDB database through the 

Telegraf application is presented to the users through the visualization tools generated on 

Grafana. 

IoT sensor data visualization is essential for interpreting the vast amount of data 

generated by IoT devices. Lavalle et al. (2020) highlighted the challenges in visualizing 

real-time IoT sensor data, especially when dealing with data from sensors of different 

types. This emphasizes the need for effective visualization techniques to make sense of 

diverse sensor data. 

Moreover, Protopsaltis et al. (2020) introduced platforms enabling the creation of 

custom dashboards for visualizing sensor data from multiple IoT devices. These tools aim 

to provide intuitive interfaces for users to interpret and gain insights from the sensor data 

efficiently. Additionally, Mahajan (2022) emphasized the significance of user-friendly 
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interfaces in visualizing sensor data to enhance understanding and facilitate decision-

making based on the data collected. 

Krishnamurthi et al. (2020) addressed IoT sensor data processing, including data 

visualization, as a crucial step in the data curation process. Effective visualization 

techniques are essential for scaling sensor networks, data cleaning, compression, storage, 

analysis, and deriving meaningful insights from IoT sensor data. 

The visualization of IoT sensor data is critical for harnessing the potential of IoT 

technologies. Leveraging platforms and frameworks that facilitate the creation of intuitive 

dashboards and interfaces allow users to effectively interpret and utilize the vast amount 

of sensor data generated by IoT devices. 

 In the field of data visualization and monitoring systems, the integration of 

InfluxDB and Grafana has become a prevalent and effective approach. These two open-

source tools have been widely adopted across various domains, such as energy monitoring 

and physics research, due to their capabilities in storing time-series data and providing 

intuitive visualization interfaces. For example, in a photovoltaic monitoring system with 

a lithium-ion battery, InfluxDB is utilized for database storage, while Grafana is 

employed for data visualization (Gimeno-Sales et al., 2020). Similarly, in the realm of 

building energy and indoor environmental monitoring, a custom hardware and software 

platform utilizes InfluxDB for database storage and Grafana for data visualization, 

demonstrating the versatility of these tools across different applications (Ali et al., 2019). 

Grafana is an open-source analytics and visualization platform that allows you to 

query, visualize, and alert on your data. It was initially released in 2014 by Torkel 

Ödegaard and has since gained popularity among developers and data analysts. It provides 

a flexible and user-friendly interface for creating and sharing interactive dashboards, 

charts, and graphs. Grafana connects to a variety of data sources, including popular 

databases, cloud services, and monitoring systems. It supports time series databases like 

Prometheus, InfluxDB, and Graphite, as well as relational databases like MySQL and 

PostgreSQL. Grafana's architecture is based on a client-server model. The Grafana server 

is responsible for handling the data sources, querying the data, and rendering the 

visualizations. The client-side (web-based) application provides the user interface and 

allows users to interact with the dashboards and visualizations. Grafana is built using the 

Go programming language for the server-side component and TypeScript for the client-

side application. It utilizes various open-source libraries and frameworks, such as React, 
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Redux, and D3.js, to provide a rich and responsive user experience. (Technical 

Documentation | Grafana Labs). 

Grafana is widely used across various industries and domains for monitoring, 

observability, and analytics. Some common use cases of Grafana are shown in Table 3.13. 

Table 3.13. Some use cases of Grafana. 

Use case Description 

Infrastructure 

Monitoring 

Grafana is commonly used for monitoring the health and performance 

of infrastructure components such as servers, networks, and databases. 

Users can create dashboards that display key metrics like CPU usage, 

memory utilization, network traffic, and disk space. 

Application 

Monitoring 

Grafana is used to monitor the performance and availability of 

applications and services. Users can track metrics like response times, 

error rates, throughput, and latency to identify bottlenecks and optimize 

performance. 

IoT 

Monitoring 

Grafana is employed in IoT (Internet of Things) applications to 

visualize sensor data, monitor device health, and track environmental 

conditions. Users can create dashboards that display real-time sensor 

readings, historical trends, and predictive analytics. 

Business 

Intelligence 

Grafana is used for business intelligence and data analytics to visualize 

key performance indicators (KPIs), sales metrics, customer insights, 

and other business-critical data. Users can create dashboards that 

provide actionable insights and facilitate data-driven decision-making. 

Log Analysis Grafana can be integrated with log management systems like 

Elasticsearch and Loki to visualize log data, perform log analysis, and 

troubleshoot issues. Users can create dashboards that display log 

events, error patterns, and trends over time. 

The use of InfluxDB and Grafana extends to diverse fields like physics and 

environmental science. In monitoring the CERN Data Centers and the WLCG 

Infrastructure, Grafana is used for visualizing time-series data sourced from both 

Elasticsearch and InfluxDB storage (Aimar et al., 2019). This showcases Grafana's 

flexibility in accommodating data from multiple sources, thereby enhancing the 

monitoring capabilities of complex systems. Additionally, in the context of remote solar 

UV irradiation data logging, InfluxDB is employed for real-time data acquisition and 

storage, with Grafana facilitating graphical presentation of the data (Tyutyundzhiev et al., 

2023). This integration underscores the importance of real-time visualization in scenarios 

where immediate insights are critical for decision-making. 

Moreover, the combination of InfluxDB and Grafana has played a crucial role in 

monitoring energy consumption in high-performance buildings, particularly in tropical 

regions. By transferring sensor data to InfluxDB and visualizing it through Grafana, a 
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cloud-based Python application enables the tracking of energy usage trends, contributing 

to more informed energy management practices (Kalluri et al., 2020). This integration 

highlights the significance of these tools in promoting sustainability and efficiency in 

building operations. Additionally, the implementation of ATLAS Distributed Computing 

monitoring dashboards at CERN emphasizes the importance of InfluxDB as the data store 

and Grafana as the display environment, highlighting their reliability and effectiveness in 

handling large-scale monitoring data (Beermann et al., 2020). 

In the context of IoT applications, the combination of InfluxDB and Grafana has 

been pivotal in enabling real-time monitoring and control systems. For instance, in the 

development of a smart energy meter for synchronous monitoring in distributed computer 

systems, InfluxDB is used for storing sensor measurements as time series data, facilitating 

the development of IoT applications and analytics (Díaz, 2024). This underscores the role 

of InfluxDB as a foundational component for IoT data management. Additionally, in the 

monitoring development board based on InfluxDB and Grafana, the MQTT protocol is 

employed for data transmission, with InfluxDB storing the sensor data and Grafana 

providing a dashboard for visual representation, showcasing the seamless integration of 

these tools in IoT monitoring applications (Noprianto et al., 2023). 

Grafana offers several advantages that make it a popular choice for monitoring and 

visualization. Despite its many strengths, Grafana also has some limitations that users 

should be aware of. Some of its advantages and limitations are shown in Figure 3.14. 
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Figure 3.14. Some examples of advantages and limitations of Grafana. 
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In academia and research, the integration of InfluxDB and Grafana has streamlined 

digitization efforts and enhanced sustainability. For example, in a smart and sustainable 

campus application-oriented architecture, Grafana integrates directly with a time-series 

database, enabling rich data visualization based on spatial queries, thereby supporting 

sustainability initiatives in academia (Martins et al., 2021). This integration highlights the 

versatility of Grafana in meeting diverse visualization needs across different domains. 

Additionally, in the context of the AMS Experiment, a custom feeder program processes 

raw data as time series data points, stores them in InfluxDB, and visualizes them through 

Grafana, demonstrating the applicability of these tools in research settings (Hashmani et 

al., 2022). Some of the screenshots of the data collected during this thesis study visualized 

on InfluxDB and Grafana are shown in Figure 3.15. 

 

Figure 3.15. Screenshot from Grafana and InfluxDB of collected data from sensors. 
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The integration of InfluxDB and Grafana has transformed data visualization and 

monitoring across various domains, from energy management to academic research. 

These open-source tools have proven to be versatile, reliable, and effective in handling 

time-series data storage and visualization requirements, making them essential 

components of modern monitoring systems. By leveraging the capabilities of InfluxDB 

for data storage and Grafana for visualization, organizations and researchers can gain 

valuable insights, track trends, and make informed decisions based on real-time data, 

thereby enhancing operational efficiency and driving innovation. 

3.4.3. Web Application 

As the IoT landscape continues to expand, the need for efficient and user-friendly 

tools to manage these interconnected devices has become increasingly important. Node-

RED is a powerful open-source programming tool that simplifies the development of IoT 

applications and provides a visual programming interface, allowing users to connect 

various IoT components and easily create complex flows of data and automation.  

In this part of the thesis, the web-based application of the IoT-based real-time 

monitoring system developed with Node-RED is detailed. With the application software, 

all the values coming from the sensors connected to the ESP32 development board are 

read in real time from the Mosquitto application via WebSocket and displayed on the user 

interface, and the historical data transmitted from the Mosquitto application to the 

InfluxDB database via Telegraf are read from the database according to the date intervals 

specified by the user and displayed on the user interface.  The web-based application is 

accessed via a login page. Users defined to the system can log in to the system with their 

usernames and passwords and graphically or historically display the sensor data. Flow 

diagram of the web-based application Show in Figure 3.16. 
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Figure 3.16. Flow diagram of the developed web-based application. 
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Node-RED is a flow-based programming tool, originally developed by IBM’s 

Emerging Technology Services team and now a part of the OpenJS Foundation. Invented 

by J. Paul Morrison in the 1970s, flow-based programming is a way of describing an 

application’s behavior as a network of black-boxes, or “nodes” as they are called in Node-

RED. Each node has a well-defined purpose; it is given some data; it does something with 

that data and then it passes that data on. The network is responsible for the flow of data 

between the nodes (About : Node-RED). An image of developed user interface with Node-

RED shown in Figure 3.17 below. 

 

Figure 3.17. A screenshot taken while developing the user interface with Node-RED. 

The visual programming approach of Node-RED makes it an ideal solution for IoT 

projects. It provides a wide range of pre-built nodes, or building blocks, that can be easily 

connected to represent the different components of an IoT system. These nodes can 

communicate with a variety of IoT devices, sensors, and cloud services, enabling 

seamless integration and data exchange. 

One of the key advantages of using Node-RED for IoT is its ability to connect 

disparate systems and protocols. It supports a wide range of IoT protocols, such as MQTT, 

HTTP, WebSocket, and more, allowing developers to integrate various IoT devices and 

platforms into a unified system. 

Node-RED is a versatile tool that is widely used in IoT development. It provides a 

user-friendly web-based interface for executing IoT workflows (Simpkin et al., 2020). 
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Node-RED can be integrated with Openwhisk to develop and execute complex Function 

as a Service (FaaS) workflows, making it valuable for software deployment and 

microservices (Kousiouris et al., 2022). Additionally, Node-RED is employed in testing 

automation tools for IoT, demonstrating its adaptability across various domains 

(Varghese and Sinha, 2020). 

In the realm of IoT applications, frameworks like Node-RED are essential for 

orchestrating IoT workflows. They receive data from sensors, process it through 

workflows, and trigger actions in the environment, underscoring Node-RED's 

significance in IoT development (Christie et al., 2020). Moreover, Node-RED is crucial 

for creating endpoints in IoT systems, enabling data collection and visualization in 

manufacturing processes (Martikkala, 2023). 

The integration of IoT devices into the Node-RED platform enables real-time 

monitoring and the implementation of predictive maintenance strategies, highlighting its 

role in enhancing IoT capabilities (Nugraha, 2023). Furthermore, there have been 

initiatives to simplify Node-RED for end-user development, empowering non-technical 

users to configure and control IoT devices and services (Bassetti et al., 2020). 

Node-RED plays a vital role in implementing IoT systems for monitoring and 

controlling various processes, such as greenhouse systems, showcasing its versatility in 

different application scenarios (Manalu et al., 2021). Additionally, Node-RED is utilized 

for building secure IoT platforms, allowing functionalities like sensor data collection, 

remote device management, and intuitive appliance control (N. N. Kumar, 2024). 

In the context of IoT architecture, Node-RED is used alongside protocols like 

MQTT for monitoring specific gases, demonstrating its versatility in managing data flows 

in IoT applications (Medina-Pérez et al., 2021). Furthermore, Node-RED is integrated 

with blockchain technology to enhance security in IoT environments, showcasing its 

adaptability to evolving technological trends (Alhusayni, 2023). 

A screenshot collage from the early version of developed web-based application 

shown in Figure 3.18 and last version of it shown in Figure 3.19 below. 
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Figure 3.18. Early version screenshot from developed web-application. 

 

Figure 3.19. A collage of screenshots from mobile, tablet and desktop browsers of the 

latest version of the developed web application. 
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4. RESEARCH FINDINGS AND DISCUSSION 

The IoT-enabled hydroponic fodder system (HFS) was monitored using an array of 

sensors that provided real-time data on environmental parameters including temperature, 

humidity, and light intensity. The data collection and transmission were facilitated by an 

ESP32 development board, which relayed information to a central server via MQTT 

protocol. This setup allowed for continuous monitoring and ensured that any deviations 

from the optimal conditions were promptly addressed. 

The system maintained stable environmental conditions, essential for optimal 

fodder growth. Temperature fluctuations were minimal, staying within the optimal range 

of 18-25°C. Humidity levels were consistently maintained between 60-80%, which is 

crucial for preventing mold growth and ensuring healthy plant development. Light 

intensity was adequately controlled, mimicking natural daylight cycles to promote 

photosynthesis. 

The developed system demonstrated high reliability and efficiency in maintaining 

the desired environmental conditions for hydroponic fodder production. Data 

visualization through Grafana provided clear insights into the system’s performance, 

allowing for easy monitoring and quick adjustments. 

The system achieved a 98% uptime, indicating high reliability. Energy consumption 

was optimized, with the system averaging 9.5 KW daily. Water usage was efficient, with 

the system consuming 750-800 liters daily, aligning with the expected parameters for 

hydroponic systems. 

The quality of the fodder produced using the IoT-enabled system was evaluated 

based on nutritional content and growth rate. The fodder was tested for protein content, 

moisture level, and overall biomass production. 

Protein content in the hydroponically grown fodder was 15-20% higher compared 

to traditional methods. The moisture content of the fodder was optimal, ensuring 

freshness and palatability for livestock. Biomass production was consistent, with a yield 

of 750-800 kg daily, sufficient to feed 40-50 cattle or 350-400 sheep. 

Advanced data analytics were applied to the collected sensor data to derive 

predictive insights. Machine learning algorithms helped identify patterns and optimize 

the growing conditions further. 

Predictive models accurately forecast environmental conditions and potential 

system failures, allowing for preemptive measures. The integration of data analytics 
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improved the overall efficiency by 10-15%, reducing wastage and enhancing 

productivity. 

The IoT-enabled HFS was compared with traditional soil-based fodder production 

systems to evaluate its effectiveness and benefits. 

The IoT-enabled system reduced water usage by 70-80% compared to traditional 

methods. The controlled environment minimized the need for pesticides and fertilizers, 

promoting sustainable farming practices. 

Labor costs were significantly reduced due to automation and real-time monitoring 

capabilities. 

The implementation of an IoT-enabled hydroponic fodder system demonstrates 

significant advantages in terms of efficiency, reliability, and quality of output. The ability 

to monitor and control environmental parameters in real-time ensures optimal growing 

conditions, leading to improved fodder quality and yield. Moreover, the integration of 

data analytics provides valuable insights, enabling predictive maintenance and further 

optimization. 

The findings indicate that such systems can play a crucial role in sustainable 

agriculture, particularly in regions with limited water resources or adverse soil conditions. 

However, initial setup costs and the need for technical expertise may pose challenges for 

widespread adoption. Future research should focus on developing cost-effective solutions 

and providing training to farmers to facilitate the transition to smart farming practices. 

Overall, the study underscores the potential of IoT in revolutionizing agricultural 

practices, making them more sustainable, efficient, and resilient. 
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5. CONCLUSION AND RECOMMENDATIONS 

This study on IoT-enabled smart remote monitoring of hydroponic fodder systems 

has successfully demonstrated the potential for enhancing efficiency and minimizing 

human intervention in fodder production. By developing a low-cost monitoring system 

using ESP32 microcontrollers, BME280 and LDR sensors, and open-source software 

solutions like Mosquitto MQTT broker, InfluxDB, Grafana, and Node-RED on a Linux 

system, we have created a versatile and adaptable solution for remote monitoring and 

management. The implementation of this technology allows for precise control over 

environmental factors, such as temperature, humidity, and nutrient levels, which are 

crucial for optimal fodder growth. 

The data collected through the system offers valuable insights into the performance 

of hydroponic systems, enabling more informed decision-making and prompt responses 

to potential issues. The visualization capabilities provided by Grafana enhance the ability 

to track trends and make data-driven adjustments, while Node-RED streamlines the 

automation of system operations based on real-time data. 

The key findings of this study include the development of a system that can be 

deployed in various locations with minimal power consumption and bandwidth 

requirements. This approach not only reduces operational costs but also enables quick 

action when needed, potentially leading to significant increases in productivity and 

resource optimization. 

The implications of this research extend beyond hydroponic fodder systems, 

suggesting potential applications in various agricultural and industrial settings where 

remote monitoring and rapid response are critical. The system's ability to function with 

minimal human oversight represents a significant step towards more automated and 

efficient agricultural practices. 

However, challenges were encountered, particularly in protecting the light sensor 

in the high-humidity environment of hydroponic systems without compromising light 

transparency. This highlights the need for continued refinement of sensor technologies 

for specialized agricultural applications. 

Overall, the integration of IoT technologies into hydroponic fodder systems 

represents a significant advancement in the field of precision agriculture. The findings 

from this study underscore the potential for smart remote monitoring to enhance 

productivity, reduce resource wastage, and improve the overall efficiency of hydroponic 
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systems. Future work could explore further enhancements in sensor technology, data 

analytics, and system integration to continue advancing the capabilities of smart farming 

solutions.  

While the current study has demonstrated the effectiveness of an IoT-enabled smart 

remote monitoring system for hydroponic fodder systems, there are several areas for 

further exploration and enhancement. 

Future work could focus on integrating more advanced sensors with higher 

precision and wider range capabilities. This could include sensors for additional 

environmental parameters, such as light intensity or CO2 levels, to provide a more 

comprehensive monitoring solution. 

Incorporating machine learning and artificial intelligence techniques could improve 

predictive analytics and fault detection. By analyzing historical data, these techniques 

could forecast potential issues before they arise and optimize system parameters for better 

performance. 

Exploring the integration of the monitoring system with other agricultural 

technologies, such as automated irrigation systems or climate control units, could further 

enhance the efficiency and automation of hydroponic fodder systems. 

Investigating the scalability of the system for larger or more diverse hydroponic 

setups and its adaptability to different types of crops could expand its applicability and 

utility in various agricultural settings. 

Refining the user interface in Grafana and Node-RED to make it more intuitive and 

user-friendly could improve accessibility for non-technical users and enhance overall user 

experience. 

Research into energy-efficient components and methods for reducing the power 

consumption of the IoT devices and sensors could contribute to more sustainable and 

cost-effective hydroponic systems. 

Conducting extended field trials and validating the system in different 

environmental conditions and with various types of hydroponic fodder could provide 

additional insights into its robustness and versatility. 

By addressing these areas, future research could build on the foundation established 

in this study, driving further innovation and optimization in the field of smart hydroponic 

systems. 

In conclusion, this study demonstrates that IoT-enabled smart remote monitoring 

systems can provide tangible benefits in hydroponic fodder production, including cost 
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savings, improved efficiency, and reduced reliance on human resources. As technology 

continues to evolve, such systems are likely to play an increasingly important role in 

shaping the future of agriculture and food production. 
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