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MEASURING AND PREDICTING SOFTWARE REQUIREMENTS
VOLATILITY
FOR LARGE-SCALE SAFETY-CRITICAL AVIONICS PROJECTS

SUMMARY

During the software development life cycle, software requirements are subjected
to many changes despite the recent developments in software engineering. These
modifications, additions, or removals are referred to as requirements volatility.
Constantly changing requirements affect cost of the project, the project schedule and
the quality of the product. In the worst case projects fail or partially completed due
to requirements volatility. Various requirement volatility measures have been used in
previous requirement volatility prediction studies and industrial volatility measurement
practices. A very big safety-critical avionics software project with thousands of
software requirements from ASELSAN company is employed to forecast the number
of changes for each software requirement as requirements volatility in this thesis.

To explain requirements volatility, we use a complete collection of the following
metrics: requirement textual metrics, project-specific characteristics, and interde-
pendencies between software requirements. Requirement textual metrics in this
thesis are chosen from two requirements quality analyzer tools that are used in the
literature. Project-specific metrics are created by focusing on safety-critical avionics
project features one by one and including the ones that would give information on
requirements volatility. Traceability links between system and software requirements
are used to create a network graph, and network centrality metrics are created for
software requirements with regard to this graph. Requirement volatility prediction is
done by employing several machine learning techniques which are utilized by base
studies: k-nearest neighbor regression algorithm, linear regression, random forest
regression and support vector regression.

Combining input metric groups with machine learning algorithms, 28 predictive
models are created in this study. This research evaluates the performance of proposed
models in predicting software requirement change proneness, outperforming input
metric combinations, outperforming machine learning techniques, and the success of
proposed models in labeling highly volatile software requirements.

The model that combines requirement textual measurements, avionics project features,
and network centrality metrics with a k-nearest neighbor machine learner produces
the best prediction results (MMRE=0.366). Furthermore, the best predictive model
properly labels 63.2 percent of highly volatile software requirements that are subject
to 80 percent of total software requirement changes. The findings of our research
are positive in terms of developing automated requirement change analyzer tools to
minimize requirement volatility concerns in early development phases.
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BUYUK OLCEKLI EMNIYET KRIiTiK HAVACILIK ELEKTRONIGI
PROJESINDE
YAZILIM GEREKSINIMI DEGISKENLIGI OLCUMU VE TAHMINI

OZET

Yakin tarihlerde yazilim miihendisligi alaninda ©nemli ilerlemeler gerceklesmis
olmasina ragmen, biiylik yazilim projelerindeki yazilim gereksinimleri yazilim
gelistirme yasam dongiisii boyunca bir¢ok defa degisime maruz kalmaktadir. Projeye
yeni bir gereksinim eklenmesi, mevcut bir gereksinimin degistirilmesi ya da mevcut
bir gereksinimin yazilim gereksinim dokiimanindan silinmesi gereksinim degiskenligi
olarak tanimlanir. Devamli de8isen gereksinimler, proje gelistirme siirecleri agisindan
bircok kritik risk faktorii olusmasina sebep olur. Gereksinim degiskenligi sebebiyle
olusan ekstra yazilim gelistirme, test ve dogrulama faaliyetleri projelerin tahmin edilen
biit¢eleri agsmasina, proje takviminin gecikmesine veya proje sonunda ortaya ¢ikacak
triiniin kalitesinin diismesine neden olabilir. En kotii durumda ise yazilim projeleri
tamamlanmadan yarim birakilabilir.

Literatiirde gereksinim degiskenligi tahmini yapan ¢alismalar ve endiistride gereksinim
degiskenligini 6l¢meye calisan proje liderleri farkli gereksinim degiskenligi ol¢iitlerini
kullanmiglardir. Literatiirde gereksinim de8isim sayisi, projenin gereksinim istikrar
endeksi, de8isen gereksinimlerin diger gereksinimlerin giincellenmesine etkisi,
gereksinim degisikliinin proje biitcesine olan etkileri, gereksinim degisikliginin
proje takvimine etkisi Ol¢iit olarak gereksinim degiskenligini 6lgmek amaciyla kul-
lanilmistir. Proje liderleri ise bu ol¢iitlerin yaninda kullanim durumu degisme sayist,
bir degisim istegi kapsaminda giincellenmis toplam gereksinim sayisi, gergeklenen
gereksinim sayisinin toplam gereksinim sayisina orani ve gereksinim degisikligi
sebebiyle gereken ekstra proje biitcesi Ol¢iitlerini de gereksinim degiskenligini 6l¢gmek
amaciyla kullanmiglardir.

Bu tez calismasimin amact ASELSAN’a ait bir emniyet-kritik havacilik elektronigi
projesinde metinsel Olciitleri, proje karakteristiklerini ve gereksinimler arasi iligkileri
kullanarak her bir yazilim gereksinimi i¢in olusturulmus degisim istegi sayisin1 tahmin
etmektir. Toplamda ii¢ yazilim siirlimiinden 20,000’in {izerinde yazilim gereksinimi
veri kiimesine dahil edilmistir. Girdi ol¢iitleri ve makine 6grenmesi metotlar1 kombine
edilerek 28 Ongoriicii model olusturulmustur. Birinci arastirma sorusu bu 6ngoriicii
modellerin gereksinim degigkenligini hangi dl¢iide tahmin edebildigi, en basaril1 girdi
Olciitii kombinasyonun hangisi oldugu, en basarili makine 6grenmesi metodunun
hangisi oldugudur. Ikinci arastirma sorusu ise ongoriicii modellerin ¢cok degisken
gereksinimleri tahmin etmede basarili olup olmadiidir. Bu 6ngoriici modellerin
pratikteki amaci ¢ok degisken gereksinimleri yazilim gelistirme siireclerinin erken
asamalarinda tahmin edip gerekli 6nlemleri alarak proje risklerini azaltmaktir. Ornegin
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yazilim gereksinim dokiimani tamamlanmadan 6nce bu modelleri kullanarak olas1 ¢ok
degisken gereksinimler bulunup, bu gereksinimlerin tecriibeli kisiler tarafindan gozden
gecirilmesi saglanabilir.

Bu caligmada gereksinim degiskenligi oOl¢iiti her bir yazilim gereksinimi ic¢in
olusturulmus degisim istegi sayisidir. Yazilim gereksinim dokiimani gozden gegirilip
tamamlandiktan sonra ihtiya¢ olan her bir degisiklik i¢in degisiklik istegi olusturulur
ve yazilim gelistirme ekibi bu degisiklik istegi kapsaminda yazilim gereksinimlerini
ekler ya da giinceller. Bu sebeple her bir yazilim gereksinimi i¢in olusturulmus degisim
istegi sayist aynt zamanda her bir yazilim gereksinimin yazilim gereksinim dokiimamn
tamamlandiktan sonra ka¢ defa degistigini ifade eder.

Ongoriicii modeller icin girdi olarak kullanilan metinsel dlgiitler literatiirde kullanilan
iki farkli programdan derlenerek iiretilmistir. ilk olarak NASA’nin ARM gereksinim
coziimleyici programinin kullandii bazi Olciitler bu tezde kullanilmistir.  Bu
programin kullandig1 Olciitler literatiirde daha ©Onceden hatali modiilleri bulmak
amaciyla defalarca kullamldigindan dolay: tercih edilmistir. Ikinci olarak ise REUSE
firmas1 tarafindan iiretilen RQA programinin kalite olgiitleri kullanmilmistir.  Bu
programin gereksinimlerin kalitesini 0lcme konusunda giincel programlara gore
daha basarili oldugunun iddia edilmesi bu Ol¢iitleri secmemizde etkili olmustur.
Bir diger kullanilan Olgiit grubu ise projeye ozel olciitlerdir. Bu tez kapsaminda
emniyet kritik havacilik elektronigi projelerine ait oOzellikleri de olciit olarak
kullanmak istedik, bu sebeple proje ozelliklerine tek tek yogunlasarak gereksinim
degiskenligini etkileyebilecegini diisiindiiklerimizi bu olciit grubuna ekledik. Son
olarak ag merkezilik Olciitleri kullanilmistir.  Benzer bir ¢alismada bu Oolgiitler
kullanildig1 i¢in biz de gereksinim degiskenligi tahmini i¢in bu oSlgiitleri kullanmak
istedik. Bu olgiitleri kullanan ¢alisma gereksinim agini dilsel benzerliklere gore
olusturuyordu, fakat biz yazilim gereksinimlerinin sistem gereksinimleriyle olan
iliskilerine gore bu ag1 olusturduk. Ilk gozlemlerimizde, degisiklik istekleri notlarini
inceledik ve bir degisiklik istegi kapsaminda giincellenen gereksinimlerin ayni sistem
gereksinimlerinden tiiretilmis olmaya yatkin oldugunu fark ettik. Bu sebeple yazilim
ve sistem gereksinimi iligkilerine gore ag merkezilik Ol¢iitlerini olusturduk ve bunlari
gereksinim degiskenligi tahmininde kullandik.

Bu tez ¢alismasinda, baz alinan ¢alismalarda kullanilan dort farkli makine 6grenmesi
kullanildi: en yakin k-komsu regresyon algoritmasi, dogrusal baginti, rastgele orman
regresyon methodu ve destek vektor regresyonu. Egitim setini ve test setini ayirmak
icin 10 kat capraz gecerleme methodu kullanildi. Bu tez caligmasinda makine
ogrenmesi yontemlerini egitmek amaciyla WEKA programi kullanildi. Ongoriicii
model tahminleri MATLAB programi ile islenerek arastirma sorulari i¢in bagarim
oOlctitleri hesaplandi.

Birinci aragtirma sorusu i¢in, ongoriicii modellerin gereksinim degiskenligini hangi
Olciide tahmin edebildigini 6lgmek amaciyla cesitli performans Olciitleri kullanildi:
bagil ortalama hata (MMRE), bagil ortanca hata (MdMRE), Pred(0.5) ve Pred(0.25).
Bu olgiitler benzer bir ¢alismada da gereksinim degiskenligi tahmin modellerinin
performansini 8lgmek icin kullamlmugtir. Ikinci arastirma sorusu éngériicii modellerin
cok degisken gereksinimleri tahmin etme basarisi ile ilgilidir. Ongoriicii modellerin
bu agidan degerlendirebilmesi icin dncelikle ¢cok degisken gereksinim taniminin nasil
yapilacagi ve model basarisinin nasil 6l¢iilecegi belirlenmelidir. Bu konuda literatiirde
daha 6nceden kullanilmig bir yontemden ilham alarak bu calismaya uyarladik. Ikinci
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aragtirma sorusu i¢in duyarlilik, dogruluk, yanlis alarm orani performans olciitleri
kullanildi.  Duyarlilik 6lciitii ongoriicii modellerin ¢ok degisken gereksinimleri
bulmadaki basarisim1 gosterir, bu sebeple ikinci aragtirma sorusu i¢in en Onemli
Olciit budur. Dogruluk olgiitii biitiin gereksinimler iizerindeki tahmin basarisim
gosterir. Yanlig alarm orani ise ¢cok degisken olmayip ¢ok degisken olarak isaretlenen
gereksinimler yiiziinden bosa harcanan emegin ol¢iitiidiir.

Bu tez calismasinda farkli girdi 6lciitleri ve makine 0grenmesi metotlart kombinasy-
onuyla olusturulan 28 farkli 6ngoriicii model i¢in sonuglar sunuldu. Birinci arastirma
sorusu sonuclar1 incelendiginde en iyi tahmin sonuclarinin gereksinim metinsel
oOlciitleri, proje 0zel olciitleri ve ag merkezilik ol¢iitleri beraber kullanildiginda ve
en yakin k-komsu regresyon algoritmasi ile model egitildiginde elde edildigi goriildii
(MMRE=0.366, MdAMRE=0, Pred(0.25)=0.57, Pred(0.5)=0.681). Ayrica sonuglar
daha dnceden yine gereksinim degisim sayisini tahmin eden bir calismayla kiyaslandi.
Diger calisma sadece dogrusal baginti makine O6grenmesini kullandig1 i¢in sadece
bu kulvarda kiyaslama yapildiginda bizim sonuclarimizin diger calismaya yakin
sonuclar elde ettigi goriildii. Fakat diger makine 6grenmesi kullanan Ongoriicii
model sonuclar1 da dahil edildiginde bizim modellerimizin tahmin sonuglarinin ¢ok
daha iyi oldugu gozlemlendi. Ikinci arastirma sorusu icin 6ncelikle ¢ok degisken
gereksinimlerin nasil isaretlenecegi konusunda caligildi. Bu proje kapsaminda yazilim
gereksinim dokiimanini goézden geciren kisilerin yaklasik yiizde 40’nin tecriibeli
oldugu goriildii. Yine bu proje kapsaminda tiim degisim isteklerinin yiizde 80’inin tiim
gereksinimlerin yiizde 38.6°s1 icin olusturuldugu goriildii. Bu sebeple tiim degisim
isteklerinin yiizde 80’ine sahip olan gereksinimler ¢cok degisken olarak tanimlandi.
Ikinci arastirma sorusu kapsaminda da tiim girdi olciitleri beraber kullanildiginda ve en
yakin k-komsu regresyon algoritmasi ile egitim seti egitildiginde en iyi sonuglarin elde
edildigi goriildii. Toplamda degisiklik isteklerinin yiizde 80’ine maruz kalmig yazilim
gereksinimlerinin yilizde 63.2 duyarlilik basarisiyla dogru tahmin edildigi goriildii.
Ayrica dogruluk skoru 0.716 ve yanlig alarm oranmi 0.232 olarak o6l¢iildii.

Sonug olarak bu tez galismasinda gereksinim metinsel Olgiitlerini, proje karakter-
istiklerini ve gereksinimler arasi iligkileri kullanarak ASELSAN’a ait bir emniyet
kritik havacilik elektronigi projesinde her bir yazilim gereksinimi i¢in olusturulmus
degisim istegi say1s1 tahmini yapildi. Ug yazilim siiriimiinden toplanan 22,771 yazilim
gereksinimi ve 28 farkli 6ngoriicti model kullanilarak degisim iste8i sayis1 tahminini
yapmada en bagarili girdi ol¢iitii kombinasyonlar1 ve makine 6grenmesi metotlar
bulundu. En basarili sonuglar gereksinim metinsel dl¢iitleri, proje 6zel olciitleri ve ag
merkezilik olciitleri beraber kullanildiginda ve en yakin k-komsu regresyon algoritmasi
ile model egitildiginde elde edildi. Bu ongoriicii model ile yiizde 36.6 bagil ortalama
hata (MMRE) ile herbir yazilim gereksinimi i¢in olusturulmus degisim sayisinin
tahmin edildigi gozlemlendi. Ayrica ayni model, toplamda degisiklik isteklerinin
yiizde 80’ine maruz kalmig yazilim gereksinimlerini yiizde 63.2 basariyla dogru
tahmin edebiliyor. Bu sonuglar ilerleyen zamanlarda gereksinim yonetim araglarinda
giincellemeler yaparak gereksinim degiskenliginin projenin erken agamalarinda tahmin
edilebilmesi ve buna bagl proje risklerinin azaltilmasi konusunda umut verici.
Literatiirde bu alanda deneysel ¢alisma yapan ¢ok fazla yayin olmamasi sebebiyle en
bagsarili 6ngoriicii modellerin belirlenmesi icin bu alanda deneysel yeni calismalarin
yapilmasi gerektigini diistinmekteyiz.
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1. INTRODUCTION

Over the last few decades important advancements occurred in software engineering,
however most of the major software projects still encounter considerable amount
of requirement changes during the software development process because of the
unpredictable nature of software development [5]. Adding a new requirement,
deleting an existing requirement or modifying an existing requirement are defined
as requirements volatility [6]. Changing requirements persistently during software
development life-cycle may lead to several project risks.  Additional design,
verification and review activities due to requirement changes increase the budget
required to complete the project, delay the schedule and worsen the quality of the
final product. Most importantly, many software projects either cannot be completed or

partially completed due to highly volatile requirements [6].

Measures of requirements volatility are defined differently by previous studies and
industry practitioners. Numerous metrics are utilized in previous studies to measure
requirements volatility, e.g. change size [7], number of requirement changes [1],
timing of requirement change occurrence [8], tendency of change based on project
characteristics [9], the number of changes within a particular duration [10], and
requirement stability index of overall project [11]. Regarding a survey carried out by
Thakurta [12], various other requirement volatility measures are employed by project
managers in industry: the total number of changes to the use cases, the total changed
requirements in a change request, implemented requirements over the total number of

requirements, and additional cost for changing requirements.

A literature review on studies predicting requirements volatility is reported by Alsalemi
et al. [13]. As reported by, previous ten studies have used machine learners to predict
volatility of requirements until 2017. Those studies employ various requirement
volatility measures e.g. number of requirement changes [1], requirement stability
index of overall project [11], requirement changes in next iteration [14], influence of

requirement change on other requirements [15], the effect of changing requirements on



project distribution and budget of the project [16], schedule of the project [17]. Those
publications also use following input metrics to predict their own interpretation of
requirement volatility measure: complexity metrics [11], requirement relation metrics

[15], size metrics [1] and change history metrics [14].

The purpose of thesis is to predict number of change requests for each software
requirement by utilizing textual features of software requirements, characteristics of
the selected project and network centrality metrics. Software requirements convey
expectations for a software product, they define capabilities and constraints on
the system. A software requirement is written as a combination of conditions
which specifies in which circumstances this software requirement should be applied
and which actions to be taken when these conditions are satisfied. Software
requirements used in this thesis vary in size such that some requirements consist
of single sentence whereas others consist of a dozen of sentences. An illustrative
software requirement can be formed as following: “If barometric pressure is greater
than X and if temperature is smaller than Y, label Z visibility shall be set to
invisible”. A change request for this project could be created to either add a new
software requirement or update an existing software requirement from a Software
Requirement Specification document. Following the review and completion of
Software Requirements Specification document by development teams, every new
change is processed by creating change requests. Therefore in our context, the number
of change requests per software requirement are equal to the number of changes per

software requirement after an SRS is issued.

There are various reasons to create change requests. Customers may want to
add additional features or change existing features of a product in later phases of
development which leads to system requirement and software requirement changes.
If software project schedule is too tight, developers may rush to complete Software
Requirement Specification document on time and this could result in immature
software requirements. Software developers can make logical mistakes while creating
software requirements from system requirements and that would trigger future
software requirement changes. Typos and ambiguities in requirements could be

exposed by software testers and this could lead to change in software requirements



as well. For those reasons some software requirements could change many times and

result in project risks.

In ASELSAN company, a safety-critical avionics software project with several
software releases and a great number of software requirements is selected for this
research. In general avionics software projects are large-scale projects, because
avionics systems are complex and they demand to implement many critical functions
such as communication, navigation, flight control and data handling. Also safety
critical requirements leads to a more strict design, in which case each condition must
be defined by requirements in detail to prevent potential failures due to undefined
cases. Thus normally avionics software projects contain many software requirements.
It’s worth noting that change requests for this project occurred in any software
development phase after Software Requirements Specification document is completed.
Therefore we measure post-SRS software requirements change proneness for the

safety-critical avionics software project in this thesis.

A prior empirical study was carried out to predict the number of changes per
requirement by employing a limited number of size metrics on industrial software
projects that have fewer than 50 requirements [1]. Our research complements
the previous study by utilizing a bigger dataset created from more than 20,000
software requirements and a larger input metric set in consideration of textual and
interrelation features of software requirements in addition to safety-critical avionics

project characteristics.






2. LITERATURE REVIEW

In this literature review we report related studies that focus on predicting requirements
volatility. The focus of this chapter is input metric groups that are used by previous
studies to build prediction models. Rationales for selection or exclusion of previously
employed input metric groups will be given. Details of some previous researches
[1,11,14-16, 18] listed in a literature review carried out by Alsalemi et al. [13] will
be presented. Approaches of recently published other related studies [19-21] are

discussed as well.

Anang et al. [21] proposed a method to calculate customer requirement’s volatility
using Quality Function Deployment(QFD) method. QFD method is described as a
method that helps to derive engineering design elements from customer requirements.
Using Quality Function Deployment, authors derived software functions from
customer requirements and architectural design elements from software functions.
Weights are assigned while deriving software function and architectural design
elements considering strength of relations. Then different volatility values are assigned
to each architectural design element for layers they belong to. Finally using weights
and static volatility values requirement volatility is calculated for each customer
requirement. To sum up authors used static volatility analysis based on software
architecture. Software architecture could be used to predict requirements volatility,
however in our thesis we aim to predict software requirements volatility in early phases

even before software is completed.

Nakatani et al. [18] present a way for predicting requirements volatility based on social
relations between cooperative organizations, executives, natural environment and the
competitors. By using those relations, authors aim to predict requirement changes in
next iteration. Authors employed Strategic Dependency model and class diagrams in
UML for the sake of volatility analysis. Those social relation measurements are simple
to apply to client requirements, however applying them to software requirements

require some effort.



Christopher et al. [11] employ complexity metrics and fuzzy approach to predict
volatility. Complexity metrics of functional requirements, input-output, non-functional
requirements, interfaces and files are utilized to find out project overall requirement
stability index. As an initial step complexity weights are assigned to requirement
complexity attributes. Following this step software complexity point is calculated.
Finally, stability index of whole project is predicted with respect to the change of
complexity point of developing project. Requirements stability index by the definition
is inversely proportional with requirements volatility so both terms have close relation.
However authors predict requirements stability index for whole project whereas we

aim to forecast requirements volatility per software requirement.

Shi et al. [14] show a prediction model that uses history metrics of requirement
changes to forecast future requirement changes. Authors use six requirement change
history metrics that give information on the topic’s volatility, change frequency and
time between requirement changes. History metrics could be employed to guess
requirements which will be altered in the following iteration, but they aren’t very
useful in predicting the volatility of requirements in early development phases for new

projects.

Pedrycz et al. [20] use the following requirement change logs in their work to predict
volatility: number of updates, created version of the requirement, last developer, and
lifetime of the requirement. Authors use logistic regression to predict requirements
which are deleted throughout software development life cycle. Requirement volatility
is defined as addition, modification and deletion of requirements, but this study only
focused on predicting deleted ones. Research is conducted in Italian Aeronautical
Company using 6,608 requirements and software logs. Similar to history metrics
change logs are also created in the later phases of software development. Therefore this
metric group is not effective in predicting requirements volatility in early development

phases of software projects.

Morkos et al. [16] used distinct approaches to create relationships between
requirements and used those relations to predict requirement change propagation. In
this study first method is manually creating relations between requirements, second
method is syntactic and lingual parsing and grammatically relating requirements, and

the last one is using artificial neural networks to create relations. We also benefit from



requirement relations to explain requirements volatility in our study. However, we
did not use manual analysis, linguistic relations or artificial neural networks to create

software requirement relations.

Hein et al. [19] and Goknil et al. [15] utilize interconnection of requirements for
predicting requirements volatility. Hein et al. [19] utilize network metrics derived from
linguistic data, whereas Gokanil et al. [15] use formal requirement relations as metric
group to predict volatility for requirements. In our study we merged both input metric
group and used network metrics derived from traceability links between software and
system requirements rather than deriving from linguistic relationships. Hein et al. [19]
employed 40 different network metrics in their study whereas we only used following

network centrality metrics degree, eigenvector, closeness and betweenness.

Respecting the literature review findings, only research carried out by Loconsole et
al. [1] report an empirical work to guess total changes for each requirement, thus this
research is the most related study regarding volatility definition. Authors have used
following requirement size measures: the number of revisions in each file, the amount
of people who interact with use cases, the number of words used in a requirement
file, and the number of lines in a requirement file. In this thesis size metrics are
used in requirement textual metrics but also metric set is enriched with requirement
interrelations and project characteristics. Authors used only linear regression in
their work to predict requirement changes, whereas we used linear regression and
additional machine learners. It’s worth noting that when defining requirements
volatility, we don’t take into consideration deleted requirements or deletion requests
since in our industrial setting deletion of safety-critical avionics software requirements
are uncommon. Lastly, predictive models in this study are applied on vast number of
software requirements to see if results of this thesis on predicting software requirement

volatility by employing various metrics sets are generalizable.






3. STUDY DESIGN

Within study design chapter, empirical volatility prediction study for the avionics
software project is defined in depth. Research questions are described in Section 3.1.
The employed software project for which predictive model are proposed is reported in
Section 3.2. Utilized input metric groups for volatility prediction are defined in Section
3.3. Predictive model output is stated in Section 3.4. The employed tools for creating
the dataset, training machine learners and measuring the performance are reported in
Section 3.5. Used Machine learning methods for predictive model are expressed in
Section 3.6. As last Section in 3.7, the ways of measuring performance with regard to

research questions are defined in detail.

3.1 Research Questions

Main objective of this thesis is to predict volatility of requirements at an earlier stage
in the software development life cycle, and respecting this goal two main research

questions have been determined.

Research Question(RQ) 1: To what extent do input metrics created from requirement
textual features, safety-critical avionics project characteristics and graph based

centrality scores forecast the volatility of a software requirement?

Prior volatility prediction researches utilized different metric groups as input metrics.
In this thesis aim is to employ wide range of input metric groups, and inspect how
they affect volatility of software requirements individually. Volatility of requirements
is defined as number of change (modification and addition) requests for a software
requirement. In this study we create requirement textual metrics and network centrality
metrics being inspired by the metric groups utilized in the literature. Furthermore,
project feature metrics for this avionics software project are determined and used in this

research. Each input metric set’s performance, as well as the success of combination



of them, are investigated during the model evaluation. Additionally, RQ 1’s detailed

sub-questions are reported here.

RQ 1.1: Among the employed input metric groups which one outperform in terms of

predicting the number of software requirement changes?

RQ 1.2: Among the employed machine learners which one outperform in terms of

predicting the number of software requirement changes?

RQ 2: In terms of anticipating highly volatile software requirements, how prospering

are the predictive models?

Throughout the software development life cycle, software requirements have
undergone a lot of changes. Some requirements do not change at all, whereas others are
subject to considerable amount of revisions and create significant threats to a software
project. In practice, the predictive model must predict highly volatile requirements,
hence those highly volatile requirements will be thoroughly reviewed by experienced
reviewers. We evaluate the performance of our models for RQ 2 inspired from a

technique in [22].

3.2 Analyzed Project

To conduct our research, a safety-critical avionics project from ASELSAN is selected.
Safety-critical systems are ones that could result in a loss of life, major property
damage, or environmental damage if they fail [23]. The project under this study
will be referred as AVPRJ throughout this thesis. AVPRIJ has a large number of
releases from which three have been chosen. Because they are all part of the same
project, the software requirements for those releases are related; nevertheless, those
requirements are somewhat divergent because each software release comprises of the

implementation of separate software units developed by numerous developers.

There are 22,771 software requirements in total for AVPRJ. Table 3.1 reports some
descriptive statistics for AVPRJ based on release. CR is used as an acronym for
change request, REL is used as an acronym for a software release, REQ is used
as an acronym for a software requirement. The majority of the requirements used
are from the second release, which has the highest mean change request amount for

each software requirement. The third release has less software requirements, and this
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release’s requirements are added or modified less frequently. For this project, more
than half of the requirements are changed at least once; 9,848 out of 22,771 total
software requirements are not modified which complies to the results of the Standish

Group’s survey of over 8,000 software projects [24].

Table 3.1 : Statistical information of the safety-critical avionics software project.

REL Number of Mean CR Median CR
REQs per REQ per REQ

REL-1 8,640 0.75 1

REL-2 11,401 1.12 1

REL-3 2,730 0.53 0

Total 22,771 0.91 1

3.3 Input Metrics

In AVPRIJ, we used various metric groups to predict the volatility of each software
requirement. Three aspects are represented by the metrics: requirements textual
features, project characteristics and requirement interdependencies. Textual metrics
of requirements created by NASA Automated Requirements Measurement(ARM) tool
have already been employed to predict fault proneness of software modules [25]. At
the beginning of research, we intuitively thought the way requirements are written
will have an impact on requirements volatility as well as module fault proneness. In
a related study [1] some textual size metrics are already used to predict volatility of
requirements, thus we determined to add a set of requirement textual metrics in our
research. In a recent work [19], network metrics were used to predict requirement
change volatility. This research sparked the idea to use network centrality metrics in
predicting volatility of software requirements. Initial observation of numerous change
request notes revealed that software requirements that are added or updated inside a
change request are frequently tied to similar system requirements. As a result, we used
network measurements derived from traceability data. With the intention of enriching
input metric group with additional metric group we concentrated on safety-critical
avionics software project characteristics under this thesis. Avionics project features
are analyzed individually, and those that give information on requirement volatility

are chosen as project-specific metrics. The reasons for selecting each avionics project
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feature as input metric is given in subsection 3.3.2. The following subsections provide

in-depth descriptions for each group.

3.3.1 Textual metrics

We were motivated by two studies while creating requirement textual metrics to
predict software requirement volatility. The first study [25] proposes requirement
metrics for predicting software defects in the context of NASA’s Metrics Data Program
(MDP). These requirement textual measures are derived by an automated tool that
scan requirement documents for complex, vague, long, and ambiguous requirements.
Authors used those metrics to predict fault prone modules but we adopted some of
those requirement metrics to predict requirement volatility. The second study [26]
compares requirement quality analyzer tools with respect to defined criteria and
finds out the best performing one is Requirements Quality Analyzer tool by REUSE
company. We enriched our textual metric group by including some textual metrics
defined by RQA. Requirement textual metrics of those two tools are employed since
textual metrics of ARM tool widely used in the literature previously and RQA tool is

claimed to be more successful than other analyzer tools according to [26].

We propose 20 requirement textual metrics in Table 3.2 by combining the lists from
both research and tailoring them to the avionics project requirement documents in our
context. All of these metrics, such as the number of negative phrases in a requirement

or the number of connectors in a requirement, take numeric values.

Table 3.2 : Requirement textual metrics.

Acronyms The number of abbreviations utilized within a software
requirement specification.
Actions Software requirement specifications explains what should

be done if particular circumstances exist. Actions define
what should be done and this metric is the numeric value of
total defined actions within a software requirement.
Ambiguity The total count of the indefinite phrases within a
software requirement specification. Software requirements
should be specified correctly, otherwise implementation of
requirements could be incorrect.

Chars between | The average character count between punctuation marks
punctuation within a software requirement specification. Readability
of a requirement is decreased by long sentences without
punctuation marks.
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Table 3.2 (continued) : Requirement textual metrics.

Conditions

Software requirement specifications explains what should
be done if particular circumstances exist. Conditions
define particular circumstances and this metric is the
numeric value of total defined conditions within a software
requirement.

Conditional

The total count of expressions that give the software
developers freedom to implement actions specified by a
software requirement. Software requirements should be
written precisely, there should not be optional statements.

Connectors

The total count of connectors that are utilized to associate a
handful of sentences or word groups.

Directives

The total count of phrases to refer a table, an example, a
note, or a figure.

Flow sentences

The total count of phrases that semantically bond a sentence
to another one.

Imperatives

The total count of expressions that mandate to carry out
certain tasks within a software requirement specification.

Implicitness

The total count of pronouns that creates implicit meaning
within a software requirement specification and confuse de-
velopers on implementing the requirement. Requirements
should be defined explicitly, otherwise implementation of
requirements could be incorrect.

Incompleteness

The total count of phrases that show a software requirement
is not completed yet.  After Software Requirement
Specification document is reviewed and signed off there
should not be any incomplete software requirements.

In links

The total count of incoming links for a software requirement
from other project documents.

Negative Sentences

The total count of expressions that negate the meaning of
software requirement specification.

Nested levels Nested level metric value is the greatest level in hierarchical
nesting structure of a software requirement.

Out links The total count of out links from a software requirement to
the other project documents.

Rationale The total count of phrases that give rationalization within a
software requirement specification.

Speculative The total count of speculative expressions which result

Sentences in feeling suspicious about needfulness of a software
requirement.

Subjectivity The total count of subjective expressions expressing
individual sentiment instead of objectivity.

Text length The total count of characters within a software requirement

specification.
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Numeric values of requirement textual metrics under this thesis are created by

evaluating specification statements along the following dimensions:

e Acronyms: For the safety-critical avionics software project used in this study a
document which lists the allowed acronyms exist. The list from this particular
document is employed to get Acronyms metric data. Those acronyms are shorter
names for project specific partitions, devices or terms. Due to confidentiality of the

project this list cannot be provided in this thesis.

e Actions: Software requirement specifications of AVPRIJ are created with respect to
software requirement design document of the project. In this document how actions
will be represented is defined strictly. We parsed requirement specifications in that

manner and got the numeric value of this metric.

o Ambiguity: Count the phrases "adequate", "approximate", "approximately",
"maximum", "minimum", "minimal", "appropriate", "as required"”, "bad", "be
able to", "best practices", "better", "capability of", "capability to", "close",
"quickly", "easy", "effective", "efficient", "fast", "flexible", "good", "improved",
"maximize", "minimize", "medium sized", "medium-sized", "optimize", "optimal",
"optimum", "nominal", "normal"”, "typical", "typically", "useable", "suitable",
"not limited to", "provide for", "prompt", "quick", "rapid", "reliable", "routine",

"safe", "slow", "sufficient", "sufficiently", "timely", "too", "user friendly",
"user-friendly", "versatile", "worst", "at least", "enough", "clearly", "based on",
"some", "several", "many", "a lot of", "few", "about", "very nearly", "manage",
"easily"”, "small", "significant", "vague", "ancillary", "relevant", "common",

"generic", "customary", "necessary", "both", "acceptable", "accurate", "adjustable",
"affordable", "applicable", "average", "careful", "deep", "dependable", "desir-
able", "economical"”, "essential", "excessive", "high", "quality", "immediately",
"improper", "instant", "insufficient", "known", "less", "low", "major", "neat",
"other", "periodically", "pleasing", "possible", "practicable”, "practical”, "proper",
"reasonable”, "recognized", "reputable", "secure", "similar", "smooth", "stable",

" n nn nn

"temporary", "variable", "various", "worse".
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Chars between punctuation: This metric is calculated by dividing total number of
characters in a software requirement specification to total number of punctuation

marks.

Conditions: Software requirement specifications of AVPRIJ are created with respect
to software requirement design document of the project. In this document how
conditions will be reported is defined strictly. We parsed requirement specifications

in that manner and got the numeric value of this metric.

"

Conditional: Count the phrases "may be", "maybe", "can", "can’t", "cannot",

"could", "couldn’t", "could not", "should", "shouldn’t", "should not", "ought to",

" " nn n "

"oughtn’t", "ought not", "would", "wouldn’t", "would not".

n n

Connectors: Count the phrases "and", "or", "as well as", "but also", "however",

" n n n nn

"whether", "meanwhile", "whereas", "on the other hand", "otherwise".

Directives: Count the words "for example", "note", "figure", "table".

"non

Flow sentences: Count the phrases "although", "as well as", "but", "else", "except",

" n nn

"if", "then", "unless", "when", "while".

"non nn nn

Imperatives: Count the phrases "shall", "will", "must", "shan’t", "won’t", "mustn’t".

" " "

Implicitness: Count the phrases "he", "her", "him", "his", "I", "it", "my", "our",

" h n "thell‘" chemﬂ cheyn H H IV VY Hyoull Hyourll’ chislv’ "that",

" " " "

Incompleteness: Count the phrases "among others", "and so on", "as a minimum",

n nn

etc", "etcetera", "further", "not defined", "not determined", "not limited to", "tbd",

n n nn

"tbc", "tbs", "to be determined"”, "e.g", "eg", "example", "such as".

In links: Because the test cases of the safety-critical avionics software project are
linked to software requirements, the total count of in links refers to the total count

of test cases that are linked.

" "

Negative Sentences: Count the phrases "cannot", "doesn’t", "never", "no",

" " n " n "

"nobody", "non", "none", "nor", "not", "nothing", "won’t", "shan’t", "mustn’t",

"couldn’t", "shouldn’t", "oughtn’t", "can’t".
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e Nested levels: For AVPRI software requirement specifications are written with
respect to software requirement design document of the project. In this document
hierarchical nesting structure of software requirements is defined, thus we parsed
requirements text regarding this document and created greatest nested level inside

a software requirement.

e Out links: The software requirements of AVPRIJ are tied to the system requirements.
As aresult, the total count of linked system requirements by a software requirement

equals the total count of out links.

e Rationale: Count the phrases "in order to", "so that", "thus", "allowing".

" n

o Speculative Sentences: Count the phrases "commonly", "frequently"”, "generally",
"normally", "often", "optionally", "perhaps", "probably", "rarely", "typically",

n n n n nn n "

"usually", "eventually", "at last", "almost", "always".

" n

e Subjectivity: Count the phrases "I think", "imho", "imo", "in my humble opinion",

"in my opinion".

o Text length: This metric is calculated by counting the number of characters within

a software requirement specification.

We had to delete three metrics from our study during the preprocessing step because
they provided almost no information for safety-critical avionics software project:
Subjective, Rationale, Conditional. There are only conditional phrases in one software
requirement, three rationale phrases in three software requirements, and no subjective
expressions in any of the software requirements. As a result, we came up with
17 metrics to reflect the textual features of requirements in order to predict change

proneness.

3.3.2 Project specific metrics

Project characteristics could differ with respect to scope of a software project.
However, we chose metrics that aren’t tied to the programming language, development
environment, or domain in which the software is created. We think that project feature
metrics could provide insight into an organization’s development characteristics,

and hence the elements driving requirement change proneness. This study’s
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project-specific metrics are reported in the Table 3.3. If the project follows a
requirement inspection activity, ambiguities and inconsistencies in the requirements
have a tendency to be uncovered by the development team. User acceptance tests
cannot be used to validate derived requirements because they are not part of the
customer’s demands. If a requirement is safety-critical, more extensive software tests
will be run, increasing the likelihood of a potential modification being discovered.
Because the number of linked software units is an indicator of a software requirement’s
impact on the whole product, the development team will give more feedback to
requirements that affect many components. Each software release has its own set
of characteristics that influence requirements maturity, such as the release timeline,
developer experience, and system complexity. To illustrate, if the schedule for
completing the Software Requirement Specification document is too tight for a release,
software requirements may be immature, and further requirements modifications may
be required later. All of the project specific metrics for AVPRJ are already recorded
as property of a software requirement in requirement management tool, thus values of

project specific metrics are retrieved directly from the tool.

Table 3.3 : Project specific metrics.

Inspection The value of Inspection metric is true when a
requirement is reviewed by an inspection activity.
This method could be used to complement functional
tests.

Derived Derived software requirements are developed from
design decisions rather than being explicitly defined
in system requirements [27].

Safety Indicates that a software requirement failure could
endanger a human life or damage a property.

No. of Related Number of distinct software components that a

Components software requirement is associated.

Release Number The release number of the software requirement.

3.3.3 Network metrics

In a variety of environments, such as technical and transportation infrastructures, social
phenomena, and biological systems, networked structures emerge [28]. In graph theory
and network analysis those network structures are used to create network metrics and

analyze topology in detail. Figure 3.1 visually illustrates a network graph for usb and
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Figure 3.1 : A network graph illustration for electronic devices [2].

bluetooth devices, Wi-Fi access points, and gateways where edges are created based

on connections.

Hein et al. [19] used 40 network metrics to predict the volatility of requirements
change in a recent study. On the other hand, Valente et al. [29] present correlations
between closeness, degree, eigenvector, closeness centrality metrics, and demonstrate
that these metrics are separate but notionally related. Instead of using 40 measures, we
used the metrics in [29] to predict AVPRJ requirements volatility in this study. These
centrality metrics assign a value to each software requirement based on its position in

the network. Table 3.4 provides explanations of the network metrics used.

Table 3.4 : Network metrics.

Degree centrality Degree centrality score is a simple measure which is
correlated with number of connections of a software

requirement in a graph.

Betweenness Betweenness centrality score is large for software
centrality requirements that lay on the shortest path many times.
Closeness central- This measure is an indicator of closeness of a node to
ity others regarding network connections.

Eigenvector A greater eigenvector centrality score means a
centrality software requirement have a strong influence on other

software requirements in graph via connections.
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Hein et al. [19] created a network for requirements using linguistic data. Instead, we
used formal requirement links to develop a network graph for software requirements
in our thesis. This is accomplished through the usage of traceability links from
software requirements to system requirements. Weights are allocated between software
requirements considering mutual system requirement links. In our methodology,
software requirements that are created through similar system requirements have a
tendency to be closer in graph. Weight formula for requirement connections is given
in equation 3.1. W symbol represents assigned weights for software requirements
connections, NCLINK value is the total count of common system requirement links
between two software requirements and NTOTLINK value is the total count of system
requirements linked from those two software requirements. A symmetrical n X n
matrix is formed after weight assignment, where n specifies the number of software

requirements. The network centrality metrics are then calculated using this matrix.

NCLINK; ;

&y ) 3.1
Y NTOTLINK; G.D

3.4 Model Output

The number of change requests for each software requirement is the output of
our suggested model in this thesis. After reviewing and completing the Software
Requirement Specification document for the safety-critical avionics software project,
change requests relating to each requirement are recorded, and the necessary updates
are done for SRS document by the development team. As a result, we define
requirements volatility in our environmental setting as the number of change requests
to add or update a software requirement. Worth bearing in mind that our model
generates decimal values, but in fact, the number of modification requests for each
software requirement can only be integer. As a result, fractional parts are rounded to

the nearest integer.

3.5 Tools

As requirement management tool IBM Rational DOORS used in AVPRJ. DxI scripts
are written to get relevant textual and project feature metrics from requirement

documents. Raw input data is processed in Microsoft Visual Studio to retrieve
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Figure 3.2 : A linear regression illustration.

textual metrics. The UCINET [30] is then used to generate network centrality metrics
from the matrix we created regarding software and system requirement interrelations.
WEKA tool [31] is utilized to train regression models with different machine learning
techniques. The results of the prediction are then post-processed in MATLAB to

generate performance measurements for all research questions.

3.6 Machine Learning Techniques

Random forest regression, linear regression, support vector regression and k-nearest
neighbor regression methods are employed to train predictive models in this thesis.
Linear regression was used in [1], while classifiers of the rest of the methods were
utilized in [19]. Linear regression calculates coefficients for the best-fitting line or
hyperplane to the training data. A visual illustration is provided in Figure 3.2. Random
forest regression algorithm is based on creating many decision trees during training
data and averaging prediction results of trees to make prediction for test instance.
The diagram for the random forest regression algorithm flow is given in Figure 3.3.
K-nearest neighbour regression technique makes predictions for test set regarding k
closest training samples. Aim for support vector regression algorithm is to determine a
line of best fit that minimizes a cost function’s inaccuracy. This is accomplished by an
optimization method that only takes into account the data instances in the training
dataset that are closest to the line with the lowest cost [32]. Both instances and
technique are named as support vectors. A visualisation of k-nearest neighbour and

support vector regression methods is shown in Figure 3.4.
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Figure 3.3 : Random forest regression structure [3].

KNN SVM
Figure 3.4 : K-nearest neighbour and support vector regression visualisation [4].
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The dataset extracted from the safety-critical avionics project under study is very large
compared to datasets used by previous studies. A larger dataset is usually desired
for generalizability and credibility of results. Besides, a large dataset would affect k
parameter value for k-nearest neighbor regression. A smaller value for k parameter
could lead to over-fitting for a large training set. Thus, the k parameter is set to a
comparatively large value such as 181, since approximately 20,000 samples are used
in training set. 181 closest training samples, still less than one percent in training set,

are used to decide on predicted change requests for a test instance.

WEKA allows to tune machine learning parameters for the employed techniques. The
inversely proportional weighting option is chosen for k-nearest neighbor regression.
Closer training samples are given higher weights, resulting in better prediction
outcomes for our predictive model. The radial basis function kernel is chosen for
support vector regression which is frequently preferred. Over-fitting can occur if
the gamma parameter is increased too high [33] and for large gamma we similarly
experienced a high computational cost with almost no prediction success gain. As a

result, the C and gamma parameters are set to 1.

The 10-fold cross validation method is employed to divide the dataset into training
and test sets in this research. To begin, the entire dataset of software requirements
is mixed up randomly and divided into ten groups of roughly equal size. One group
is tagged as a test set, while the other groups are utilized to train machine learning
regression models. This technique is performed ten times until each distinct group has

been utilized as a test group once.

3.7 Performance Evaluation

The following performance measures are used to evaluate RQ 1: Mean Magnitude of
Relative Error (MMRE), Median Magnitude of Relative Error (MdMRE), Pred(0.5)
and Pred(0.25) [34]. Those performance measurements are also used in the prior
study by Loconsole et al. [1]. Relative error is calculated according to equation 3.2.
Erryelaive 18 relative error, Valye is the actual value, whereas Val .4 is the predicted

value.
| Valye — Valpred {

‘Valact |

(3.2)

Errrelative =
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There are unchanged requirements which means zero change requests are attached.
Therefore when calculating relative error for these unchanged requirements division
by zero problem occurs. For those cases, we made an assumption to calculate relative

error for software requirements with zero change requests as shown in equation 3.3.

Val,.; — Val
If Valgey =0 Ertyelative = | = 1 =

(3.3)

The variability of the error can be measured by Pred(k). This performance measure
relies on relative error, and it displays the percentage of predictions with errors smaller

than or equal to k.

Regarding Research Question 2, our purpose is to predict highly volatile software

requirements, for that reason we use a method to identify highly volatile requirements:

e Step 1: Sort software requirements within the dataset with respect to their actual

number of change requests in descending order. Report their rank in this sorting as

Ractual-

e Step 2: By using predictive model gather regression prediction results of each

sample in the dataset.

e Step 3: Following obtainment of prediction results, sort software requirements
regarding their predicted number of change requests in descending order this time.

Report their rank in this sorting as R egicred-

e Step 4: Assess ranking values regarding the listing in Table 3.5. P represents the
percentage of software requirements that are regarded as highly volatile, and N,

refers to the total count of requirements in validation set.

e Step 5: Calculate performance measures for second research question: accuracy,

recall, false alarm rate.

Table 3.5 can be read as follows: True Positive evaluations are those that are
genuinely highly volatile, where also the predictive model classifies them as such. A
requirements is actually less volatile in the case of True Negatives, as is its prediction.

False Negatives emerge when the predictor considers highly volatile requirements to
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Table 3.5 : Requirements volatility sorting assessment for Research Question 2.

Case Assessment
Ractual:Rpredicted < Nreq X P True Positive
RactualsRpredicted > Nreg X P True Negative
Ractual < Nreq X P, Rpredicted > Nreg X P False Negative
Racrual > Nreq X P, Rpredicted < Nreq x P False Positive

be less volatile. Lastly, False Positive requirements are less volatile, but are projected

to be highly volatile.

Recall, accuracy, and false alarm rate are calculated to answer RQ2. Recall scores
demonstrates how well the model predicts highly volatile requirements. This, in
our opinion, is the most crucial RQ2 performance indicator. Accuracy measurement
reports the prediction success for both less-volatile and highly volatile software
requirements. False alarm rate shows the amount of work has gone to waste due to

miscalculation of less volatile requirements.
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4. RESULTS AND DISCUSSION

In this chapter, we report and discuss the models’ success in relation to two research
questions. Additionally, performance results of the predictive models proposed in this

thesis are compared with the previous study conducted by Loconsole et al. [1].

4.1 Research Question 1

After gathering the processed dataset, four regression algorithms are used to address
the question of whether textual metrics, network centrality metrics, and project specific
metrics could be utilized to estimate the number of software requirement changes using
machine learning methods. The results of predictive model performance are obtained
independently for each input metric - machine learning method combination. In this
thesis four machine learners and seven input metric combinations are used, and thus,

there are 28 predictive models in total.

Table 4.1 shows the RQ 1 results. The acronyms used in the table are as follows: KNN
stands for k-nearest neighbor regression, LR stands for linear regression, RF stands for
random forest regression, and SVR stands for support vector regression, ML stands for
machine learning, T for requirement textual metrics, P for project specific metrics, N

for network centrality metrics.

The best MMRE results are achieved with the following input metric combinations:
T&P&N(0.366), T&N(0.381) and T&P(0.402). We can claim that textual metrics
(T) are effective at predicting the number of change requests for each software
requirement, and that combining them with other metrics yields even better results.
Among the machine learning algorithms, when the k-nearest neighbor regression
algorithm is used, the three top performing metric combinations deliver the best

prediction success.

For the following input metric and machine learning algorithm combinations, MAMRE

is zero: T&N+SVR, T&N+RF, T&N+KNN, P&N+KNN, T&P+KNN, T&P&N+SVR,
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Table 4.1 : Performance evaluation results for Research Question 1.

Metrics+MLL. MMRE MdAMRE Pred(0.5) Pred(0.25)

method

T&P&N+KNN 0.366 O 0.681 0.57
T&P&N+LR 0.53 0.5 0.524 0411
T&P&N+RF 0392 0 0.663 0.545
T&P&N+SVR 0392 0 0.662 0.554
T&P+KNN 0402 O 0.641 0.529
T&P+LR 0513 0.5 0.541 0.428
T&P+RF 0.45 0.333 0.6 0.486
T&P+SVR 0459 0.5 0.584 0.479
P&N+KNN 0422 0 0.632 0.52
P&N+LR 0.55 0.667 0.484 0.372
P&N+RF 0454 0.5 0.595 0.48
P&N+SVR 0469 0.5 0.561 0.475
T&N+KNN 0381 O 0.665 0.553
T&N+LR 0.534 0.5 0.52 0.407
T&N+RF 0394 0 0.662 0.545
T&N+SVR 0426 O 0.621 0.515
T+KNN 0.443  0.333 0.598 0.488
T+LR 0512 0.5 0.542 0.43
T+RF 0455 0.5 0.594 0.483
T+SVR 0483 0.5 0.556 0.446
P+KNN 0.555 0.667 0.483 0.37
P+LR 0.548 0.667 0.485 0.373
P+RF 0.556 0.667 0.483 0.371
P+SVR 0516 0.5 0.512 0.417
N+KNN 0.448 0.5 0.596 0.482
N+LR 0.549  0.667 0.484 0.372
N+RF 0485 0.5 0.561 0.446
N+SVR 0.53 0.5 0.5 0.392

T&P&N+RF and T&P&N+KNN. These predictive models successfully forecast the
number of change requests for more than half of the software requirements. The most
successful models are not sorted in terms of MAMRE because numerous prediction

models produce the same best performance result.

Best performing models regarding pred(0.25) measure are T&P&N+KNN (0.57),
T&N+KNN (0.553), T&P+KNN (0.529) gives third best result. Similar to other
performance evaluation results, textual assessment metrics and k-nearest neighbor

algorithm are successful for this measure as well.

When we change our focus to pred(0.50) results best performing model is

T&P&N+KNN (0.681). T&N+KNN (0.665) gives second and T&P+KNN (0.641)
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gives third leading result. Requirement textual metrics and k-nearest neighbor

algorithm are employed by best performing three models for this measure as well.

To summarize, the greatest performance scores are obtained by combining the
requirement textual measurements, project specific metrics, and network metrics. With
respect to the results of RQ1, K-nearest neighbor regression gives the best results for
all performance evaluation measures. Textual measurements are used in all of the
best-performing models, either in conjunction with project or network metrics, or as
a combination of all input metrics. The way software requirement specifications are

reported appears to have a significant impact on requirement volatility rates.

We compared our RQ1 findings with the research carried out by Loconsole et al. [1].
The success of the linear regression model with the best metric specified in our study,
as well as our most successful model and best performing model of Loconsole et al.
[1], is reported in the Table 4.2. When comparing the data on linear regression, we
see that utilizing the number of lines metric predicts requirement volatility better in
their context, whereas using requirement textual indicators alone does not deliver the
best result in our commercial setting. Other algorithms, such as KNN, when used
in conjunction with all metrics considerably increase prediction success by lowering

MMRE to 0.36 and MdMRE to 0, and increasing Pred(0.25) to 57%.

Table 4.2 : Comparison of our performance (RQ 1) against [1].

MMRE MdAMRE Pred(0.25) Pred(0.5)

T+LR 0.51 0.5 0.43 0.54
Best model 0.36 0 0.57 0.68
NLines+LR [1] 0.58 0.27 0.5 0.63

4.2 Research Question 2

Research Question 2 intends to assess our model’s ability to predict highly volatile
requirements.  In Section 3.7, we describe our method for identifying these
requirements. To label highly volatile software requirements, we must first determine

change request coverage, and then compute recall, accuracy, and false alarm rates.

Table 4.3 shows the rates for different change request coverage by the most volatile

software requirements. When change request coverage gets larger more software
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requirements are marked as highly volatile. In this thesis different change request
performance results are reported. However results belonging to 80% change request
coverage is the most valuable in this study, since roughly 40% percent of reviewers
are regarded as experienced in the safety-critical avionics software project. As a result
of using this strategy, we were able to assign 38.6% of total requirements, which are
potentially highly volatile, to experienced developers in the earlier stages of software
development. Other coverage results are also presented to show how would model

performance evaluation change if experienced reviewer ratio were different than 40%.

Table 4.3 : Change request coverage statistics for project under study.

Change Request Requirement
Coverage Coverage
60% 20.5%

70% 29.6%

80% 38.6%

90% 47.7%

Firstly, 80% change request coverage results will be reported since in this
project we have 40% of experienced reviewers. The leading recall scores are
T&P&N+KNN(0.632), T&N+RF(0.616) and T&P+KNN(0.604) as presented in Table
4.4. Similar to RQ 1 findings the most successful predictive models have textual
metrics, where the best performance results are obtained by using input metrics
altogether. The best accuracy scores are T&P&N+KNN(0.716), T&N+RF(0.703)
and T&P+KNN(0.694) whereas the best and lowest false alarm rate scores are
T&P&N+KNN(0.232), T&N+RF(0.242) and T&P+KNN(0.249). K-nearest neighbor
regression and random forest regression machine learning techniques are good at

detecting highly volatile software requirements for 80% change request coverage.

Because the goal of second research question is to assess performance in predicting
highly volatile requirements, recall is the most relevant metric. We properly identify
63.2 percent of highly volatile requirements that are subject to 80 percent of all

requirement changes.

Other performance results for 90%, 70% and 60% change request coverage are
reported in Table 4.5, Table 4.6, and Table 4.7 to observe if research question 2
findings would differ if AVPRIJ had a different number of experienced reviewers. The

best performance result for 90% change request coverage is T&P&N+KNN(Recall:
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Table 4.4 : Performance results of predictive models for RQ 2 with 80% CR coverage.

Metrics+ML  Recall Accuracy False
method Alarm
Rate

T&P&N+KNN 0.632 0.716 0.232
T&P&N+LR  0.531 0.638 0.295
T&P&N+RF 0.624 0.71 0.237
T&P&N+SVR  0.591 0.684 0.258
T&P+KNN 0.604 0.694 0.249
T&P+LR 0.508 0.62 0.31

T&P+RF 0.602 0.692 0.251
T&P+SVR 0.558 0.658 0.278
P&N+KNN 0.574 0.671 0.268

P&N+LR 0.418 0.55 0.366
P&N+RF 0.557 0.658 0.279
P&N+SVR 0.496 0.61 0.318
T&N+KNN 0.614 0.702 0.243
T&N+LR 0.53 0.637 0.296
T&N+RF 0.616 0.703 0.242
T&N+SVR 0.569 0.667 0.271
T+KNN 0.586 0.68 0.261
T+LR 0.508 0.62 0.31

T+RF 0.582 0.677 0.263
T+SVR 0.529 0.636 0.296
P+KNN 0.503 0.616 0.313
P+LR 0.423 0.554 0.363
P+RF 0.496 0.611 0.317
P+SVR 0.462 0.584 0.339
N+KNN 0.557 0.657 0.279
N+LR 0.404 0.539 0.376
N+RF 0.565 0.664 0.274
N+SVR 0.498 0.612 0.316

0.707, Accuracy:0.721, False Alarm Rate:0.267), for 70% change request coverage
is T&P&N+RF(Recall: 0.581, Accuracy:0.752, False Alarm Rate:0.176), for 60%
change request coverage is T&P&N+RF(Recall: 0.582, Accuracy:0.828, False Alarm
Rate:0.108). For other change request coverage cases, again the most desired results
are gathered by utilizing textual, project specific and network metrics altogether.
For 90% change request coverage K-nearest neighbor regression, whereas for 70%
and 60% change request coverage random forest regression are used by the best
performing predictive models. However, the difference between performance results

of T&P&N+KNN and T&P&N+RF is very small for 70% and 60% change request
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coverage cases. Therefore, we can claim K-nearest neighbor regression machine
learner is still powerful but in some cases random forest regression could give slightly

better results for predicting highly volatile software requirements.

Table 4.5 : Performance results of predictive models for RQ 2 with 90% CR coverage.

Metrics+ML  Recall Accuracy False
method Alarm
Rate

T&P&N+KNN 0.707 0.721 0.267
T&P&N+LR  0.589 0.608 0.375
T&P&N+RF 0.69 0.705 0.282
T&P&N+SVR  0.667 0.682 0.304
T&P+KNN 0.671 0.686 0.3

T&P+LR 0.58 0.599 0.383
T&P+RF 0.662 0.677 0.308
T&P+SVR 0.626 0.643 0.341
P&N+KNN 0.661 0.677 0.309

P&N+LR 0.468 0.492 0.485
P&N+RF 0.641 0.658 0.327
P&N+SVR 0.59 0.609 0.374
T&N+KNN 0.687 0.702 0.285
T&N+LR 0.591 0.61 0.373
T&N+RF 0.682 0.697 0.29

T&N+SVR 0.643 0.66 0.325
T+KNN 0.652 0.668 0.317
T+LR 0.578 0.597 0.385
T+RF 0.641 0.658 0.327
T+SVR 0.603 0.621 0.362
P+KNN 0.555 0.576 0.406
P+LR 0.502 0.525 0.454
P+RF 0.552 0.573 0.408
P+SVR 0.534 0.555 0.425
N+KNN 0.64 0.657 0.328
N+LR 0.475 0.499 0.479
N+RF 0.629 0.646 0.338
N+SVR 0.555 0.575 0.406
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Table 4.6 : Performance results of predictive models for RQ 2 with 70% CR coverage.

Metrics+ML  Recall Accuracy False

method Alarm
Rate
T&P&N+KNN  0.578 0.75 0.177

T&P&N+LR  0.486 0.696 0.216
T&P&N+RF 0.581 0.752 0.176
T&P&N+SVR  0.531 0.722 0.197
T&P+KNN 0.549 0.733 0.19

T&P+LR 0.461 0.681 0.227
T&P+RF 0.551 0.734 0.189
T&P+SVR 0.503 0.706 0.209
P&N+KNN 0.509 0.71 0.206
P&N+LR 0.375 0.63 0.263
P&N+RF 0.504 0.706 0.209
P&N+SVR 0.421 0.657 0.244
T&N+KNN 0.56 0.739 0.185
T&N+LR 0.482 0.694 0.218
T&N+RF 0.576 0.749 0.178
T&N+SVR 0.502 0.705 0.209
T+KNN 0.537 0.726 0.195
T+LR 0.456 0.678 0.229
T+RF 0.543 0.729 0.192
T+SVR 0.472 0.687 0.222
P+KNN 0.445 0.672 0.233
P+LR 0.337 0.608 0.279
P+RF 0.432 0.664 0.239
P+SVR 0.264 0.564 0.31

N+KNN 0.488 0.697 0.215
N+LR 0.339 0.608 0.278
N+RF 0.492 0.699 0.214

N+SVR 0.345 0.612 0.276
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Table 4.7 : Performance results of predictive models for RQ 2 with 60% CR coverage.

Metrics+ML  Recall Accuracy False
method Alarm
Rate

T&P&N+KNN 0.559 0.819 0.114
T&P&N+LR  0.447 0.773 0.143
T&P&N+RF 0.582 0.828 0.108
T&P&N+SVR  0.518 0.802 0.125

T&P+KNN 0.52 0.803 0.124
T&P+LR 0.415 0.759 0.151
T&P+RF 0.538 0.81 0.12

T&P+SVR 0.479 0.786 0.135
P&N+KNN 0.484 0.788 0.133
P&N+LR 0.322 0.721 0.175
P&N+RF 0.471 0.783 0.137
P&N+SVR 0.354 0.735 0.167
T&N+KNN 0.534 0.808 0.121

T&N+LR 0.433 0.767 0.147
T&N+RF 0.566 0.821 0.112
T&N+SVR 0.474 0.784 0.136
T+KNN 0.508 0.798 0.127
T+LR 0.4 0.753 0.155
T+RF 0.514 0.8 0.126
T+SVR 0.434 0.767 0.146
P+KNN 0.29 0.708 0.184
P+LR 0.205 0.673 0.206
P+RF 0.3 0.712 0.181
P+SVR 0.23 0.683 0.199
N+KNN 0.442 0.771 0.144
N+LR 0.279 0.704 0.186
N+RF 0.44 0.77 0.145
N+SVR 0.251 0.692 0.194
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S. THREATS TO VALIDITY

In this thesis we reported an experiment-based empirical study. Therefore, in this
chapter we investigate threats to internal validity, external validity, construct validity

and conclusion validity.

Internal validity: In this paper, we show how the volatility of software requirements in
a project can be anticipated to some extent using a combination of requirement textual
measures, project-specific characteristics, and network metrics. However, findings
of our study does not allege a causal relation between input metrics we employed
and predictive model output. Because, in this work we did not conduct a controlled

experiment, so there is no evidence for causal relationship.

External validity: The case study is carried out on one project in ASELSAN. The
dataset, however, is rather enormous, containing over 20,000 requirements from three
different releases created by a variety of software developers. However, in terms of
generalization of outcomes, using the prediction models on upcoming new projects
hereafter would be beneficial. Additionally, researchers from different industrial
organizations may apply these predictive models in their commercial settings to verify

success of models on predicting volatility of requirements.

Construct validity: Software specifications were not written in the developers’ native
tongue. As a result, there may be occasional linguistic errors that change the textual
requirement textual metric scores. Developers may also utilize certain phrases in
software requirement specifications, e.g. speculative expressions that should have been
taken into account when developing textual measurements but we failed to do so. We
were not able to manually analyze these types of typos and grammatical problems
due to the size of the dataset, but we do know that the team that carry out review
activity is responsible for rectifying errors. We build network diagrams relying on
the SRS’s traceability relationships between software and system requirements. As in

prior research [19], we may have used lingual relations to create a graph for software
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requirements, which may better portray the relationship between requirements. Our

intention is to accomplish this on new software projects.

Conclusion validity: For the second research question the results of 80% change
request coverage are reported as success of predictive models on predicting highly
volatile requirements. However, labeling requirements as highly volatile is dependent
on development environment and it is subjective. In this study 38.6% of software
requirements are labeled as highly volatile, since approximately 40% of reviewers are
regarded as well experienced. However, in other software projects it could be costly
assigning that amount of valuable labor force to reduce requirements volatility related
risks. Thus project managers may want to label less requirements as highly volatile
with covering moderate amount of change requests. For this particular safety-critical
avionics software project approximately 5% of most volatile requirements cover
25% of total change requests. Accordingly, even with assigning small number of
experienced labor such as 5%, it could be possible to cover considerable amount of
possible highly volatile requirements with proposed predictive models. To sum up,
highly volatile requirement labeling is subjective and success of predictive models on
detecting highly volatile requirements would have been different if another change

request coverage is chosen to mark highly volatile requirements.
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6. CONCLUSIONS AND RECOMMENDATIONS

In this thesis, we used requirement textual metrics, project characteristics, and
requirement inter-dependencies to conduct an empirical analysis to predict the amount
of changes for each software requirement. A safety-critical avionics software project
from ASELSAN consisting of 22,771 software requirements is used to train 28
prediction models. We evaluate the outperforming combination of metric and machine
learning algorithm. To conclude, by analyzing metrics of similar requirements through
K-nearest neighbor regression, we can predict software requirement volatility with
MMRE of 36%. We’ve also noticed that measuring software requirements from
several perspectives, such as textual, project, and network graph dependencies, yields
significantly better results. Also the best performing model predicts highly volatile
software requirements, which are exposed to 80% of total software requirement

changes, with 63.2% success rate.

The usage of this predictive model is defined as predicting highly volatile requirements
before Software Requirement Specification document completion to assign review
task of probable highly volatile requirements to experienced reviewers. Therefore it
is expected to find inconsistencies and ambiguities among software requirements in
early phases to prevent requirement volatility project risks. All input metrics could
be extracted before completing Software Requirement Specification document in our
industrial context. Project specific metrics are recorded as distinct features of software
requirements in requirement management tool and expected to be completed before
SRS review activity. Traceability links between software and system requirements
are needed to extract network metrics again should be completed before signing off
Software Requirement Specification document. Textual metrics could also be extracted
in that phase. However, extracting all input metrics before completing SRS is not
prerequisite to use this predictive model in requirements volatility prediction and
different organizations can use this predictive model in different ways. For example

this predictive model can be used in agile software development as well. The predictive
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model can be applied to a software project in any phase when input metric extraction
is possible and probable highly volatile requirements can be labeled. Later on when
an issue is created and story point estimation is needed to calculate effort to be spent
resolving the issue this predictive model can be used. If an issue requires changes in
probable highly volatile requirements higher story points can be assigned and maybe
more experienced testers or reviewers can be assigned to resolve this issue. Thus

organizations could use this predictive model in different ways and in any phase.

We want to incorporate such a predictor model into requirement management tools
e.g. DOORS, which will be employed before the Software Requirement Specification
review activity, in order to identify highly volatile requirements automatically and
reliably. As a result, software leads would take steps ahead of time to mitigate the risks
associated with requirements change proneness. Because there aren’t enough empirical
studies in this field, more empirical research is needed to validate the best-performing

models.
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