REPUBLIC OF TURKIYE
ALTINBAS UNIVERSITY
Institute of Graduate Studies

Information Technology

DETECTING DEEP FAKES INSIDE SOCIAL
MEDIA

Osman Tarig Osman AHMED

Master’s Thesis

Supervisor
Asst. Prof. Dr. Hakan KOYUNCU

Istanbul, 2022




DETECTING DEEP FAKES INSIDE SOCIAL MEDIA

Osman Tarig Osman AHMED

Information Technologies

Master’s Thesis

ALTINBAS UNIVERSITY

2022



The thesis titled DETECTING DEEP FAKES INSIDE SOCIAL MEDIA prepared by OSMAN TARIG
OSMAN AHMED and submitted on 06 /12 /2022 has been accepted unanimously for the degree of Master

of Science in Information Technologies.

Asst. Prof. Dr. Hakan KOYUNCU

Supervisor

Thesis Defense Jury Members:

Asst. Prof. Dr. Hakan KOYUNCU Department of Computer
Engineering,

Altinbas University

Asst. Prof. Dr. Abdulahi Abdu IBRAHIM Department of Computer

Engineering,

Altibag University

Asst. Prof. Dr. Hakan AYDIN Department of Computer
Engineering,

Istanbul Topkap1

I hereby declare that this thesis meets all format and submission requirements of a Master’s thesis.

Submission date of the thesis to the Institute Graduate Studies: / /




I hereby declare that all information/data presented in this graduation project has been obtained in
full accordance with academic rules and ethical conduct. I also declare all unoriginal materials and
conclusions have been cited in the text and all references mentioned in the Reference List have been

cited in the text, and vice versa as required by the abovementioned rules and conduct.

Osman Tarig Osman/AHMED

Signature



DEDICATION

Thanks to everyone who has helped me reach this stage of my studies, especially my dedicated

father, my wonderful mother, my kind grandfather, my dear uncle, and my entire family.



ACKNOWLEDGEMENTS

| gratefully acknowledge Asst.Prof. Hakan Koyuncu from Alltinbas University in Istanbul, Turkey

for his professional care about this work.

Vi



ABSTRACT

DETECTING DEEP FAKES INSIDE SOCIAL MEDIA

Ahmed, Osman Tarig Osman,
M.Sc., Information Technologies, Altinbas University,
Supervisor: Asst.Prof. Dr. Hakan Koyuncu
Date: December /2022
Pages: 72

Deep learning is the root of the phrase (deep fake). The deep fake is one field that has recently
heavily used deep learning. Due to how simple it is for any user to make fake data using apps and
data that are both readily available on the internet, then the deep fake poses a danger to privacy
and security. Given this, a new technology has emerged recently to deal with deep fakes and reduce
their severity known as (detecting deep fakes). In this paper, we will review a few of the deep fake
detection algorithms that other researchers have developed, but the main approach used in this
study is the combination of LSTM and resnetv2 technology with OpenCV. Resnetv2 works to
extract features and transfer them to LSTM, which trains those features, and then OpenCV enlarges
the face and produces an animated version of it that makes it easier for the naked eye to distinguish

between the original and manipulated versions of data.

Keywords: Social Media, Deep Learning, Machine Learning, Deepfake Generation, Deepfake
Detection, Data Sets, LSTM, ResNetVV2, Open CV
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1. INTRODUCTION

1.1 GENRAL VIEW

The deep learning subfield of artificial intelligence focuses on modeling human brain neurons. To
offer machines the capacity to learn on their own. Machine learning has a subclass called deep
learning. It is well-recognized that deep learning can assist in the generation and detection of deep
fakes. The Deep fake first appeared in 2017 and soon became well-liked by Reddit users. Face
reenactment and face swapping [1] are the foundations of this technology that let users change real
data into phony data. The impact of this technology on our life can be either beneficial or
detrimental, depending on the user's intention. Deep fakes can serve in education sides as history
studies or in other different sectors, as an example, this technology was used in arts and cinema
during the pandemic, especially in the series "Bleu Belle La Vie" to fake the face of one actor
infected with covid19 viewers watched that series without the audience noticing the differences

between actors as shown below in (Figure 1.1).

Harmful uses of the deep fake can include (using technology to threaten people by filming them
doing awful things and then blackmailing them or disseminating false propaganda to sway public
opinion). As an example, witnessed in the last US elections, a video of Joe Biden attempting to
sway popular opinion. However, with the development of crime, it was necessary to develop
methods of combating it, although crime is always proactive - thus appeared modern technology
that is responsible for detecting fake data. The last few years have seen significant investment in
research by numerous technology institutions looking into ways to reduce the risks posed by deep
fakes. To demonstrate to the public the capabilities of this technology, Jordan Peele produced a

fake Obama video (Figure 1.2).

This study will give information about deep faking and some of the strategies used to create it, as
well as a general perspective on detecting deep fake methods using publicly available datasets. It
will include information regarding past tactics, which include a combination of Long Short-Term
Memory and resentv2 [2], [3], as well as a strategy that is based on open Computer vision

approaches [4].



The proposed method will combine them to provide us with a new strategy for distinguishing
authentic data from bogus data, which will leverage Open computer vision with the assistance of
Long short-term memory and resentv2. The results will be separated into four sections and will
offer us high precision in the end.

12/13 RG]

Figure 1.1: Deep fake in Bleu Belle La Vie [5]

Figure 1.2: Deep fake for President Obama [6]



1.2 RESEARCH BASICS

Collecting videos coming from social media like “Facebook “, “Twitter , "“YouTube “to check

if they real or fake.

1.2.1 Definition of Main Concepts

The main concepts are improved software system to detect the deepfake videos in the social media

to reduce the dangerous of deepfakes.

1.2.2 Tasks

There are a lot of software systems related with detecting deepfakes each one has their own
characteristics, weakness, and strength point, in this research we try to avoid the weakness in

previous works and improve the accuracy as we will show later in another part of the thesis.
1.2.3 Techniques

The majority of deep fake detection systems has its training, validation, accuracy, and language

style. in this work we will try to deal with all these characteristics.

1.3 RESEARCH PROBLEMS

How do we make deep fakes?

How can we improve deep fake detection?

1.4 RESEARCH OBJECTIVES

To generate deep fake, we must go through two main steps (encoder and decoder), with the
encoder defining the fragments of root data. The decoder will receive the fragments extracted

from the root data to generate deep fake data.



The amount of data available in recent times has made the process of producing deep fakes so

simple with the help of simple applications available in any user's hand.

To improve deep fake detection, we should focus on making the model robust and scalable so
that it can handle any large amount of data. especially as deep fake generation improves

rapidly.

15 LITERATURE REVIEW
1.5.1 Deep Fake Generation

Many approaches for creating deep fake (pictures, videos) have grown in recent years, and all these

strategies are simple to apply by any type of user with accessible internet.

Generative adversarial networks (GANSs) This technique has two components: an encoder, which
converts data received from real data to fake data, and a decoder, which helps to classify data as
original or fake [7].

Another technique is the (fake app) which looks like GAN because it also relies on an encoder and
decoder this technique was developed by Reddit users. (Face2Face) is another technique used to
generate deep fakes, and it is based on a three-component pipeline. First, check the identities of
both real and fake data, then transform from real to fake, and finally, the render step reduces the
inconsistencies found in the data we fake [8].

VGG is another deep fake creation strategy that depends on a generative adversarial network. This
technique relies on the addition of two layers, one called adversarial loss and the other perceptual

loss. Both were added to the autoencoder-decoder to generate bogus images [9].

Cycle GAN is a deep fake technique that uses GAN to replicate the lineaments of one image. This

method is considered unsupervised because it learns self by self [10].



1.5.2 Deep Fake Detection

The process of detecting deep fakes has been going through various levels for years, and there are
many deep fake methods, but in this research, we provide to classify them into two addresses,

which are:
1.5.2.1 Image detection

Detecting deep fake image have a lot of techniques which had made by the researcher. And in this

section, we will discuss some of them.

Shahroz Tariq and his staff [11] propose a method that relies solely on analyzing image content,
this technique improves the chances of detecting deep fake images created automatically or with

human assistance by 94% and 74.9%, respectively.

Haodong Li with help of his group [12] advocate a strategy using image colors; they discovered
differences in colors between real and fake images, particularly (red, green, and blue); this aids in

detecting manipulated images.

According to Xinsheng and other researchers [13] they believe that the generation of deep fakes
does not yet focus on forensics generalization capabilities, so they attempt to solve this problem
by generating two images. one of Gaussian Blur and the other of Gaussian Noise They also claim
that this will allow them to ignore frequency clues and focus on frequency pixels. In this way, we

can distinguish between real and fake images.

Peng Zhou with his group [14] propose a novel approach that uses a two-stream network to patch
a triple stream using two face-swapping applications. This method first employs a two-stream
network to manipulate detection using GoogleNet, followed by the mission of patching triplet
stream steganalysis noise residuals and low-level captured cameras. When this is done, the two
face-swapping applications will generate a new dataset; this method is referred to as a hybrid

because it can learn both fake and real images.

Also, we have an approach that comes as a hybrid approach, and it uses a pairwise-learning at first
creating a fake image by GANSs then pairwise learning comes to know which image is real and

which is not real [15].



1.5.2.2 Video detection

Last year's fake videos improved so much that we could not detect them with normal eyes, so a lot
of research was done to try to reduce this and distinguish fake from real videos; here we explain

some of them.

Yuezun Li and his group [16] propose a method based on eye blanking detection that employs
(CNN) with the assistance of (RNN) to learn the movement of the eye and blanking.

Ciftci and other people [17] proposed yet another approach. This method is based on a heartbeat.
This approach starts with a layer that includes all real videos, then the next layer includes fake
videos, which is called registration, and the final layer is used to discover manipulated videos; this

approach succeeds by 97.3%.

Mittal with help of others [18] hypothesize that the emotional way to discover fake videos The
method uses network architecture to sync audio and visuals then analyzes the face in the video,

audio respectively., and then uses triplet loss to determine fake or real.

Bansal and his group [19] discovered Recycle Gan It is based on the collection of spatial and

temporal data, which aids in the detection of real and fake.

Sabir and his staff [20] discovered a new method with two levels used to analyze temporal and

spatial features by going through face processing, which used (spatial transformer networks).

And then face manipulation, which used convolutional networks. Finally, it will reveal which

videos are genuine and which are not.
1.6 CONTRIBUTION

The attempt of this research is for developing the detecting deepfakes software program with the

perfect accuracy to help users distinguishable between original and manipulated videos.



1.7 THESIS OUTLINE

The remaining thesis chapters are written as follows.

Chapter 2: This chapter provides information on social media, including how it can be used to both

create and identify deep fakes.

Chapter 3: This chapter provides information on the various learning styles and their distinctions,

as well as certain difficulties.

Chapter 4: The core idea of producing deep fakes utilizing the sim swap method will be covered

in detail in this chapter.

Chapter 5: The purpose of this chapter is to provide information on several well-known data sets

that will be used in both the creation and detection of deep fakes.

Chapter 6: In this chapter, we'll go into more detail about our model, how it functions, and the

methods we applied to it.

Chapter 7: This chapter will discuss our findings and results while also including some examples

from our work.

Chapter 8: This chapter will provide the conclusions and offer some suggestions for scholars

looking to complete their work in this area.



2. SOCIAL MEADIA

2.1 INTRODUCTION

Social media is a type of technology that allows people to share ideas, photos, and videos via the
internet. It allows users to communicate quickly and easily. Nowadays, social media has such an
impact on our lives that there isn't a single person on the planet who doesn't understand how to use
it or share things on it. A large amount of data is shared daily around the world by various users

of various social media platforms, according to a large number of users.
2.2 POPULAR TYPES OF SOCIAL MEDIA
2.2.1 Facebook

Is a popular free social media platform that allows users to communicate with each other and share
their ideas, photos, and so on (Figure 2.1). Students from Harvard University Chris Hughes,

Andrew McCollum, Dustin Moskovitz, Eduardo Saverin, and Mark Zuckerberg started it in 2004.

The Menlo Park, California-based company has recently changed its name from Facebook to

(Meta). There were 2.80 billion Facebook users worldwide in 2021.

Email or Phone Number

facebook

Facebook lets you communicate with
' Login

people you know and share what's

gOing on in your ||fe Did you forget your password?

Create New Account

Create a Page for a celebrity, brand or business .

Figure 2.1: Facebook Login Page.



2.2.2 Twitter

It is a well-liked free social media site that enables users to share brief posts called (tweets) that
can include photos, videos, and other media (Figure 2.2). It was created in March 2006 by Jack

Dorsey.

Twitter is headquartered in San Francisco, California. Twitter had 69.3 million users in recent

days.

.
Sign in to Twitter

E" Sign in with Google

& Sign in with Apple

ar

Phone, email, or username

Forgot password?

Don't have an account? Sign up

Figure 2.2: Twitter login page.



2.2.3YouTube

Is a video-sharing service that allows people to share their videos or make likes and comments on
other people's videos (Figure 2.3). It can be accessed via computer or mobile. Steve Chen, Chad

Hurley, and Jawed Karim registered it on February 14, 2005.

The headquarters of the corporation are in San Bruno, California. two billion YouTube users

globally in 2021.

a ‘
&) signin

(=

= Voulube " Searc Q

& >
Subscriptions

Enjoy your favorite videos

Sign in to access videos that you've liked or saved

& s
@) signin

Figure 2.3: YouTube login page.
2.3 SAMMURY

As a result, this social media data with malicious intent may be more dangerous to users because
the creator of the deep fake can easily access all pictures or videos that will aid him in creating
deep fake data. However, it enables deep fake detectors to verify the authenticity of a video or

image, allowing social media to be used in both cases (deep fake and detecting deep fake).
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3. CONCEPT OF DEEP LEARNING AND MACHINE LEARNING

3.1 INTRODUCTION

First, it is worth noting that both machine and deep learning are regarded to be components of
artificial intelligence. So, we need to define artificial intelligence after that we can go through the

learning techniques. (Figure 3.1) shows the differences between them.
I.  Aurtificial intelligence

It is the methods that can make the computer work like the human mind. Some famous

programming languages that can be used in Al are (python, java...etc.).
ii.  Machine learning

It is that part of artificial intelligence which can be defined as a method to create a system to do

specific functions without any clear special instructions.
iii.  Deep learning

It is that part of machine learning which can deal directly with data (images, texts, or sounds).

————— ARTIFICIAL INTELLIGENCE
- A technique which enables machines
~ to mimic human behaviour

Artificial Intelligence -~

MACHINE LEARNING

Subset of Al technique which use
statistical methods to enable machines
to improve with experience

™~ DEEP LEARNING

— — — — — __Subset of ML which make the
computation of multi-layer neural
network feasible

Figure 3.1: Al-vs-ML-vs-Deep-Learning [20].

11



3.2 MACHINE LEARNING AND DEEP LEARNING DIFFERENCES
3.2.1 Layers

3.2.1.1 Machine learning layers

i.  Supervised Machine Learning

Supervised machine learning (Figure 3.2) This technique teaches the computer how to organize
input and output in accordance with pairs of input and output. It includes (Regression,

Classification).

Sopervinor

( Input Raw Data ) [_

Trairing Data st

L —O—@®—
Y {

“ ( Algorithm ) ' Processing )

Figure 3.2: Stages of Supervised Machine Learning [21].
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ii.  Unsupervised machine learning

Unsupervised machine learning (Figure 3.3) It is a type used to look for unidentified, unaddressed
patterns in datasets. The data can autonomously control itself after adhering to specific patterns. It

includes (Clustering).

( InputRawDala) ' Algorithm '

oUeknonn Output

‘e

¥ N oHo Trainng Data St
Teds

el

( Interpretation ) ( Processing

Figure 3.3: Stages of Un Supervised Machine Learning [21].
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ili. ~ Machine learning algorithms for reinforcement

Reinforcement learning (Figure 3.4) It focuses on the function of the shrewd operator in making a

choice in a situation, which will help to strengthen the idea of expanding advantages. It includes

(Indirect learning, Direct learning).

( 3
D | D ‘ D
( Input Raw Data ) f_( Environment )ﬁ
‘;'" Reward Best Action : :
s '
*%}% ' A
' b?:‘:ﬁ}v.%.,. ’
3@,‘;}. i State Selection of
" .;.\"«.t}." Algorithm —p
“
b}( Agent )—J
\, J

Figure 3.4: Stages of Reinforcement Machine Learning [21].
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3.2.1.2 Deep learning layers

I.  Input layer
This layer is in charge of receiving data.

ii.  Hidden layer

It is in charge of operations on the come and exit layers. It can be more than one hidden layer.
iii.  Output layer

It is in charge of displaying the end result.

The (Figure 3.5) shows the different layers of deep learning.

Output layer

Input layer

Hidden layer 1 Hidden layer N

Figure 3.5: Deep Learning Layers.
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3.2.2 Subset

Machine learning is a part of artificial intelligence, whereas deep learning is a part of machine

learning.
3.2.3 Data Requirements

This is determined by the amount of data. Machine learning requires small or medium amounts of
data to understand simple data. However, when the problem is complex, we must use deep learning

because it requires a large amount of data to get it right and produce a perfect result.

3.2.4 Accuracy

The accuracy of machine learning is less than that of deep learning, which has infinite accuracy.
3.2.5 Training Time

Machine learning takes a brief period to manipulate, which could be a few minutes or hours. While
deep learning manipulation time will be lengthy, it could take weeks.

3.2.6 Hardware Reliance

Because machine learning is performed on low-end machines, it requires a central processing unit
(CPU) to train. When deep learning requires training in graphics processing units (GPU), it works
on a high-end machine.

3.2.7 Tuning the Hyperparameters

Machine learning has limited tuning options. While deep learning can tune in any way available.
3.2.8 Algorithm Structure

Deep learning has a more complex algorithm structure than machine learning.

3.29 Learning

Machine learning requires Manuel input, whereas deep learning generates input automatically.
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3.2.10 Problem Solving

Machine learning is thought to be easier to solve than deep learning because it divides each
problem into simple different tasks and then gathers them all together to give us the final result.
While deep learning employs a complex approach to problem-solving, it is known as (end to end
approach).

3.2.11 Interpretation

In machine learning, interpretation is much easier than in deep learning because deep learning

algorithms are difficult to understand and explain why the results are as they are.
3.2.12 Create a Feature

Machine learning requires human interaction to create new features, whereas deep learning can do

so automatically.
3.2.13 How it Works

Machine learning works by running algorithms that learn to perform a task and provide a result.

While deep learning spans many layers to explain connection and data quality.
3.2.14 How it Manages

An algorithm that is determined by test data to examine specific variables in raw data. Deep
learning, on the other hand, differs in that algorithms test data automatically when the operation

begins.
3.2.15 Design Opportunities

Machine learning requires information from human on how to present data. Deep learning, on the

other hand, requires just data implementation knowledge as shown in (Figure 3.6).
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Figure 3.6: Differences in Design Opportunities in Learning Types [22].
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3.3 CHALLENGES OF MACHINE LEARNING

3.3.1 Gathering Data

It’s important to mention that when gathering data, we need to make contact with professional

persons in certain regions to make sure that we are gathering data with good quality.
3.3.2 Minimum Size of Coaching Data

After checking data quality, we need to select a certain algorithm and train it by feeding our
machine a suitable size of data to avoid errors.

3.3.3 Unknown Coaching Data

It’s better to predict future vision to feed machines with data that may not need it now but in the

future to avoid feeding it again when the world change.

3.3.4 Less Data Quality

To avoid errors, we must check data quality before feeding it to the machine.
3.3.5 Un Useful Peculiarities

Some data are un useful so we need to avoid using them to reduce them as much as we can to get

the result that we want.
3.3.6 Excessive Coaching Data
It’s better to be careful when giving data to a machine to avoid excessive machine opinion.
We can do that by using the following steps:
I.  Gathering a huge number of coaching data.

ii.  Choose methods with fewer peculiarities.

iii.  Delete extreme values.

iv.  Decrease similarity data.
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3.3.7 Unsuitable Coaching Data

It's the opposite of excessive coaching data and it happens when the machine didn’t get enough

data.
To avoid this, we can use the following steps:
I.  Increase learning algorithms quality.
ii.  Delete un useful data.
iii.  Choose a good quality model.
3.3.8 Noise Learning and Deployment of Model
When we establish an application, we should follow the below steps:
I.  Gather data.
ii.  Check data quality
iii.  Manipulate data.
iv.  Check the manner.
v.  Exercise model.
vi.  Deployment.
3.4 CHALLENGES OF DEEP LEARNING
i.  Check if the model is complex or not.
ii.  Evaluate the performance of the model.
iii.  Improve better plans to do efficient tasks.

iv.  Reduce the time that we need to learn and get the last result.
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3.5 SUMMARY

We attempted to focus on the differences between learning methods in this chapter because it will
help us better understand the process of feeding machines with data. First, we should care about
the data quality that will feed our system, so an approach of filtering data with high quality and

deleting unnecessary data guides us to good results when supplying the system.
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4, CONCEPT OF CREATING DEEP FAKE

4.1 INTRODUCTION

The process of creating deep fake consists of two steps (Encoder, Decoder)
i.  Encoder
The encoder is the step responsible for earning the lineaments of root data.
ii.  Decoder
The decoder obtains the lineaments taken from root data to create deep fake data.

While the encoder is identical between source and target, The decoder contains two identity
specific decoders (decoder source and decoder target).

4.2 WORKING MECHANISM

Both the encoder and decoder go through two levels (training and testing).
i.  Training level

In this level, the Enc-DecS takes the distorted image and return it to the original image.
ii.  Testing level

At this level, the Enc-DecT will take the target image and send it to Enc-DecS to make it distorted

with identity and attribute.

During this process, the encoder takes target linemates that contain attributes and identities, while
the decoder is responsible for changing target linemates to an image with the source's identity,
which means the identity of the source image should be inserted with Decs weights. To avoid this,
we must find a way to separate the identity information from the decoder, which will aid in the

generalized identity of the entire architecture.
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This model enhances the architecture by including an additional ID Injection Module between the
Encoder and the Decoder. This ID injection is used to replace the identity of a target with the

identity of the source without changing the attribute.

Since it is difficult to distinguish between identity and attribute in linemates due to their high
coupling, we need to train the network to learn which parts of linemates should change and which

should not.
4.2.1 1D Injection Module parts

ID Injection Module contains two parts (Identity extraction part).
I.  ldentity extraction part

This part directly manipulates the input source which has the identity and attribute of the source
face. And because we just need the former, we ask the help of the face recognition network to
extract the identity vector from the input source.

ii.  Embedding part

In this part, the ID-Blocks are used to inject the identity information into the features with help of
Adaptive Instance Normalization (AdalN) [23], The main formulation of AdaIN given as
Fea — p(Fea) (4.1)

AdalN (Fea, =
a ( €a US) O-S O_(Fea) + I’LS
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4.3 RESULT OF CREATING DEEP FAKE

The result of the sim swap [24] is displayed in (Figure 4.1), and it can be divided into three parts

(Input picture, Input Video, and Final result)

i.  Input picture

The input picture this is the image of the target person's face that we will use to generate the

modified video of the subject.

ii.  Inputvideo

The input video is the original video that we want to alter. To do this, we will replace an original

source person with a fictitious target person by superimposing a photograph on the input video.

iii.  Final result

The final result will enable us to achieve our findings and objectives. By replacing the target

person's real face with a fake one and producing a manipulated video of them.
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Input Picture Input Video

Final Result

Figure 4.1: Deep fake creation by using Sim Swap technique.
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44 SUMMARY

In the future, deep fakes will become increasingly valuable as the number of applications that can
access by anyone in the world with Internet access grows. As a result, the danger of deep fake
creation grows by the day. In this section, we attempt to provide information on how deep fake
can create using a deep learning system called sim swap which involves swapping the original face

with a fake face using an ID Injection Module.
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5. DATASETS

5.1 INTRODUCTION

The number of deep fake data sets has increased since 2018. To begin, we should define data sets
as groups of data that are logically linked together. Deep fake videos can be created using a variety
of data sets. the most readily accessible data sets for usage in the disciplines of deep fakes
production and detection are presented in this section includes Table 5.1 and Table 5.2 that will

serve as the link [25] for each dataset that will discuss in this chapter.

5.2 PUBLIC DATASET
5.2.1 Image Datasets

5.2.1.1 FFHQ dataset

FFHQ stands for Flickr-Faces-High-Quality developed by Karras and his group [26] it contains
70.000 high-quality face images created by using a Generative Adversarial Network (GAN).
5.2.1.2 100K-faces dataset

100K-Faces as the name implies, it contains 100.000 human faces generated by a model called
Style Generative Adversarial Network (Style GAN).

5.2.1.3 DFFD dataset

DFFD which stands for Diverse Fake Face Dataset, developed by Dang and others [27] containing
100.000 people and 200.000 photos made with models (Pro GAN and Style GAN). Image
examples include both male and female photographs. Pro GAN is a generative adversarial network

using a progressively increasing training approach.

The Style Generative Adversarial Network is an enhancement to the GAN architecture that

provides management over the separated style aspects of image features.

27



5.2.1.4 CASIA-web face

Developed by Dong and others [28] which stands for Chinese Academy of Sciences' Institute of
Automation Web Face.

It provides 10.000 subjects with 500.000 images of famous Internet Movie Database (IMDB)

actors and actresses extracted using clustering methods.

Table 5.1: Image Datasets

Groups Link
FFHQ https://github.com/NVlabs/stylegan
1000K-Faces https://generated.photos/
DFFD https://github.com/NVlabs/ffhg-dataset
CASIA-Web Face | https://paperswithcode.com/dataset/casia-webface

5.2.2 Video Datasets
5.2.2.1 Deepfake-TIMIT dataset

Deepfake-TIMIT dataset, which was developed by Korshunov and his group [29] at Texas

Instruments Massachusetts Institute of Technology.

It is considered the first dataset to combine videos using face swap-GAN, resulting in 640 videos

ranging in quality from low to high depending on the image resolution (64-128).
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5.2.2.2 Face forensics++ dataset

A new dataset emerged in 2019 called (face Forensics++ dataset) [30] which contains 1000 videos
generated automatically from YouTube-8M. Four approaches to fake video are included in this
dataset, two of which are based on computer graphics and two on deep learning. Additionally, it
contains three different types of datasets (raw data, medium data, and high data), which are used

to test one model (train, validation, and test).

5.2.2.3 DFDC dataset

DFDC This acronym stands for Deep Fake Detection Challenge. It was released by Facebook and

can train 119,154 fake videos and 19.154 original videos.

5.2.2.4 Celeb-DF dataset

Celeb-DF is a type of dataset that stands for Celebrities Deep Fake. This data set was recently

released and contains 560 real movies and 5639 fake ones.

5.2.2.5 VGG face2 dataset

A sizeable face dataset was contributed by Cao and his staff [31] (VGGFace2). There are more
than three million face shots in it, with over 9,000 different people represented by an average of

over 300 images per subject
5.2.2.6 Eye-blinking dataset

The (Eye-Blinking datasets) were published by Li and his group [12] This data collection is unique

and is concerned with blinking eyes, which is not present in the other datasets discussed previously.

It also has more than 50 interviews. This data set's strategy is to place marks on the left and right

eyeballs during around 30-second video runs.
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Table 5.2: Video Datasets

Groups Link

Deepfake-TIMIT https://www.idiap.ch/en/dataset/deepfaketimit

Face Forensics++ | https://github.com/ondyari/FaceForensics/tree/master/dataset

DFDC https://www.kaggle.com/c/deepfake-detection-challenge/data
Celeb-DF https://github.com/yuezunli/celeb-deepfakeforensics
VGGFace?2 https://www.idiap.ch/en/dataset/deepfaketimit
Eye Blinking http://www.cs.albany.edu/~Isw/downloads.html

5.3 SUMMARY

This chapter discusses data sets and their history, as they are widely available on the internet for
all users. As previously demonstrated, data sets can both generate and detect deep fakes. We
provided a link to the most popular data sets on the internet; however, anyone can now create their
data set because the definition of data set is a collection of data in a related logically. That means

there are other data sets we did not mention because they are not widely used or accessible to users.
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6. THE PROPOSED SYSTEM

6.1 INTRODUCTION

The previous chapters provided an overview of artificial intelligence, deep fakes, and popular data
sets. This chapter extends the discussion by providing detailed and in-depth discussions of the

basic programming language used to build the model and construction mechanism.

The remaining three sections are as follows: Section 6.2 focuses on a detailed framework for the

proposed research, whereas Section 6.3 tools are the programming language.

Section 6.4 discuss how system work. And last section 6.5 responsible for giving summary of this

chapter.

6.2 THE SYSTEM FRAMEWORK
6.21 LSTM

The first technique which will guide us to create a system for detecting deep fake videos will
depend on the Long short-term memory layer (LSTM) [32], [33] It is s a type of neural network
used in artificial intelligence and deep learning. which is considered a set of Recurrent Neural
Network (RNN) and can process all data sequences The Long Short-Term Memory (LSTM) differs
from traditional feedforward neural networks in that it has feedback connections. After processing
each frame in turn, LSTM compares its properties at various points in time. It is possible to tell
whether a video is deep-faked or not by comparing the frames. Any video can be fed into the
algorithm for prediction after training. Long Short-Term Memory (LSTM) has 3 gates, they are
(forget gate, input gate, and output gate).

i.  Forget gate

The first gate in (LSTM) Layer is known as the (Forget gate), This gate oversees categorizing prior
material and determining whether it should be forgotten or pushed to the next phase.
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ii.  Input gate

The second gate in (LSTM) Layer is known as (Input gate), and it oversees classifying information

and making decisions that will be added and updated from the current phase.
iii.  Output gate

The third and final gate in the (LSTM) layer called (Output gate), it is responsible for giving a

value for the next hidden state and passing updated information from the Input gate.
6.2.2 InceptionResnetV2

The second Technique for creating our system is a hybrid of inception and resnetv2 whereas
inception focuses on learning and computational cost. Resnetv2 is a neural network architecture
focused on computational accuracy. It has 164 layers that are used to detect the object photo, but

the final layer is only responsible for analysing the outputs [2], [3].

Batch normalization is a method used by Resnet to expedite training and give some regularization.
it is a method used to try to solve the internal covariate shift problem. When employing training a
layer deep in a neural network, this issue occurs. The characteristics from the suggested region are
extracted using the Inception V2 architectural style faster region-based convolutional neural

network (Faster-RCNN).

The network outputs a list of estimated class probabilities after receiving a 299 by 299 image as

input. The Residual connection and the Inception structure are combined to form it.

In the Inception-Resnet block, residual connections and convolutional filters of different sizes are
combined. In addition to resolving the degradation problem brought on by deep structures, residual

connections help save training time.

32



6.2.3 Open CV

A software library for computer vision and machine learning is called Open CV. It was launched
in 1999 under the direction of Bradsky and a team of Intel engineers. It was first made available
in the C programming language, but as time went on, it was also implemented in plenty of other

computer languages. In this part, we'll outline a few different varieties of computer vision.

6.2.3.1 Face detection

This is a type of computer vision that extracts faces and objects from images or videos. Face
detection eliminates background noise and focuses on individual facial features. During face

detection, two types of false faces may be encountered.
i.  False positive

The first type is a false positive which means there is no face to detect in our images.
ii.  False negative

The second type of false occurs when the detector is unable to detect a face in a photograph because

many faces have already been identified by humans.

6.2.3.2 Face recognition

One type of open CV is facial recognition, which determines the face based on its appearance. It
can recognize faces based on their expressions. When face detection is used to identify faces and
filter out the background, face recognition is used to determine if the current face belongs to
someone (an animal, human, or other). According to this, we can use both face detection and face
recognition in a variety of fields, particularly security and police investigations, to reduce the

likelihood of dangerous events occurring.

6.2.3.3 Crop image in open cv

The term crop refers to the process of resizing a real image in specific areas that will bear a new
image with a new height and width. This process is provided by open cv, which uses a sorted

image in a 2D array to specify height and width.
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6.2.3.4 Zoom image in open cv

This is a feature that allows you to change the size of an image while maintaining the quality and
resolution of the original image. The original image size should be specified in an open cv
(250,250).

6.2.3.5 Haar cascade

A machine-learning technique that detects objects by entering several images with negative and

positive characteristics and using them in different frames.

6.3 TOOLS

This model is based on three key tools (python, google drive, google Colab)
i.  Python language

As we all know, is the best language for implementing artificial intelligence. Python was created
in 1991 by Guido van Rossum. (Figure 6.1) provide the page to download this programming

language platform.

Python

& python’ . I ..

About Downloads Documentation Community Success Stories News Events

X ) P ,\ '.,._ .
Download the latest version for Windows m \
\

Looking for Python with a different 0S? Python for Windows,
Linux/UNIX, macOS, Other

Want to help test development versions of Python? Prereleases,

Dockerimages

Figure 6.1: Python download page.
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ii.  Google Drive

Introduced on April 24, 2012, enables users to exchange files, synchronize data across devices,

and store files in the cloud on Google's servers (Figure 6.2).

L Drive Q, Search in Drive = @ @
My Drive ~ B
I— New
» @ My Drive

» [0 Computers .
A place for all of your files

2% shared with me

@ Recent Google Docs, Sheets, Slides and more Microsoft Office files and hundreds more @
1 X
Yy  Starred 8 @ o\ o=

[ ein

You can drag files or folders right into Drive
¢ Storage

0 bytes of 15 GB used

Buy storage

Figure 6.2: Google Drive login page.
iii.  Google Colab

Colaboratory, also spelled "Colab," is a Google Research product. Since it allows anyone to create
and run Python code through the internet, Colab is especially valuable for machine learning, data

analysis, and education. (Figure 6.3)

Welcome To Colaborator
( y @ share £
File Edit View Insert Runtime Tools Help
+ Code + Text 4 Copy to Drive Connect ~ * Editing
= Table of contents O X 34 / ¢

Q Getting started
Welcome to Colab!

Data science

Machine learning If you're already familiar with Colab, check out this video to learn about interactive tables, the executed code history view, and the

rg  MoreResources command palette.
Featured examples

Section

Figure 6.3: Google Colab page.
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iv. CSVfile

Stands for Comma-separated values and will help us categorize our data as phony or real to train

our prediction model. (Figure 6.4) depicts an example of our file.

A B
1 |fi|e _llabel
2 |000_003.m FAKE
3 |00L.mpd REAL
4 |001_870.rm FAKE
5 |002.mpd REAL
& |002_006.m FAKE
7 |003.mpd REAL
& |003_000.rm FAKE
8 |004.mpd REAL
10 (004 _932.m FAKE
11 |005.mpd  REAL
12 [005_010.rm FAKE
13 |006.mpd  REAL
14 [006_002.m FAKE
15 |007.mpd  REAL
16 [007_132.m FAKE
17 |008.mpd  REAL
18 [008_990.m FAKE
19 |009.mpd  REAL
20 [009_027.m FAKE
21 |010.mp4d REAL
22 [010_005.m FAKE
23 |011.mpd REAL
24 [011 805.m FAKE

Figure 6.4: Sample from our CSV file.
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6.4 IMPLEMINTAION

Our model incorporates three distinct techniques (LSTM, Resnetv2, and open CV). Before it
produces a result, it will go through four stages (Pre-Process, Pre-Trained, Training and

Classification, and Prediction), as shown in (Figure 6.5) below.

Our model considers (Semi-supervised) which combines both supervised and unsupervised
learning. It uses massive amounts of unclassified data and little classified data, combining the
advantages of supervised and unsupervised learning without the problems of finding classified

data.

6.4.1 Pre-Process

The model will extract images from each frame video and resize them in the first stage after we
enter our target videos. The system will check if all inserted videos are suitable or not the codes
which showed in (Figure 6.5) will care about detecting corrupted videos before we start our work
to not face any problem in other steps. So, if there are corrupted video this group of codes will

detect it and before we start, we will have choice to delete it from our dataset.

video fil = sorted(glob.glob(DATA PATH + "*.mpd'))

print({"Total no of videos :" , len(video fil})
print({video fil)
count = 8;
for i in video fil:
try:
count+=1
validate video(i,train_transforms)
except:
print(“Number of video processed: " , count ," Remaining : " , (len{video fil) - count))
print(“"Corrupted video is : " , i)
continue
print{(len(video fil)} - count))

Figure 6.5: Codes for detecting corrupted video
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After that we load labels and videos on the data loader, the model will split them according to our
CSV file into (train, and test) it will be considered 80% for the training video and the rest 20% for

the testing video.

(Figure 6.6) shows how the system divide inserted data which contain 64 videos to train which
contain 38 videos and test which contains 26 as the figure show that in train group there are 21

real videos and 17 Fake videos. When in Test group there are 11 Real videos and 15 Fake videos.

train : 38

test : 26

TRAIN: Real: 21 Fake: 17

WARNING:matplotlib.image:Clipping input data to the valid range for imshow with RGB data ([@..1] for floats or [8..255] for integers).
TEST: Real: 11 Fake: 15

Figure 6.6: The result of split inserted data for train and test

This will provide binary classification by using sigmoid as translator if label is (Real = 1) if label
is (Fake = 0).

1 (6.1)

o(x) = 1 + exp (—x)

The Binary Cross-Entropy loss (or log-loss) must be improving in this scenario, which implies

Lxy) = —[ylogpy, + (1 — y)log(1 — py)] (6.2)
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When Py = (sx), sx stands for the output of the Convolutional Neural Network for input picture X,

and y stands for the original label value for the input picture. will provide a detrimental impact by
positioning a photo that has a high possibility of being on the wrong side. Equation 6.2 optimize
the loss function using stochastic gradient descent (SGD) [34]. The data will be normalized so that
it is consistent across all fields. After all those processes are completed, it will be passed on to the

next stage, which is known as pre-trained.

6.4.2 Pre-Trained

This stage will use Inception resnetv2 for image classification, regression, and feature extraction.
Inception Resnet V2 mission is to remove the loss layer and exchange it with the output layer

called (the loss output layer) which was defined previously while pre-processing.

The results of our second stage will direct us to the third stage, which is referred to as (training

and classification).

6.4.3 Training and Classification

This stage contains three distinct layers.

i.  First layer

The First layer in our series called (LSTM layer) This strategy deals with data in various terms
sequentially. Convolutional Neural Network outputs can be used as input for LSTM. After

processing each frame in turn, LSTM compares its properties at various points in time.

It is possible to tell whether a video is deep-faked or not by comparing the frames. Any video can

be fed into the algorithm for prediction after training.
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ii.  Second layer

The second layer in this stage called (Inner layer) Convolutional Neural Network (CNN) is used
in this layer. It oversees taking data and transmitting it to the rest of the network. Will be directed

to the pooling layer in our situation.

iii.  Third Layer

The third layer in this stage is named (Pooling layer) This layer is considered a hidden layer. it
oversees extracting sharp and smooth features, as well as reducing the spatial size of the input
image, which reduces the number of computations in the network. Pooling down sampling already
minimizes the size and sends only the necessary data to the next layer of the Convolutional Neural

Network.

After all, the processes done in this stage will pass to the final stage which is called (prediction).

6.4.4 Prediction

The prediction oversees the detection of fake videos. At this level, we introduce open cv face
recognition techniques, which are used to detect faces in video frames. Face aligning is a computer
vision technique used to determine the shape of the face components. The model will zoom into

the face.

Open CV library techniques are also utilized to extract images from a single video after focusing

on the face, allowing a user to distinguish between original and phony face.

To be more effective there is an optional choice to create zoomed animation. (Figure 6.7) shows

how the processes run from insert video till give final results.
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Figure 6.7: Overview of model stages.
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6.5 SUMMARY

Our framework, described in this chapter, has been submitted to the system under development,
which will decide whether the video entered into the system is authentic or froggy. Programming
language like Python, which is rich in algorithms and techniques, allows our system to achieve the

goal.
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7. EXPERIMENTAL RESULTS AND DISCUSSION

7.1 INTRODUCTION

On this chapter, we will discuss our results and fundings and to be easier we can divide into three

categories

Section 7.2 will discuss first category this category cares about checking and giving results (fake

or real).

Section 7.3 will discuss our second category which is consider as an optional but will improve

prediction because it will be visible to the naked eye.

Section 7.4 will discuss third and last category this category responsible for display the loss of
training and validation also will display the accuracy of validation and training during specific

epochs as graphical

7.2 FIRST CATEGORY RESULTS

In this category, we will provide inception resnetV2 and LSTM in our picture which we will be
extracting a picture from a video, which will generate a color result (RGB) which is a shortcut for

(Red, Blue, and Green).

Then we'll use an open cv technique to detect and recognize the face before cropping and zooming

the extracted image. Three images will be created as a result.

A. Firstimage

The first image in our series will be an extracted image from the embedded video.

43



B. Second image

The second image in the same series will detect the face and highlight it.

C. Third image

The third and final image in this series will crop and zoom in on the previously discovered and

recognized face.

Open CV techniques are also utilized to extract many images from a single video after focusing

on the face, allowing a user to distinguish between a real and a phony face.

This will be beneficial since taking only one image from a single scene in a video may not be
sufficient but taking numerous images of the same person in various situations will enable the

naked eye to recognize subtle alterations in a person's face.

(Figure 7.1) and (Figure 7.2) shows the results for one original video, (Figure 7.3) and (Figure 7.4)

shows the results for one manipulated video.
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Figure 7.1: ResNetV2 with LSTM and OpenCV for Real video.
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Figure 7.2: OpenCV extracting multiple pictures from one Real video.
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Figure 7.3: ResNetV2 with LSTM and OpenCV for Fake video
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Figure 7.4: OpenCV extracting multiple pictures from one Fake video.
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7.3 SECOND CATEGORY RESULTS

At this point, the system will display a zoomed animation created with open cv techniques. It also
detects, recognizes, and generates a zoomed animation of the face. This step is optional for users.
However, it improves prediction because it is visible to the naked eye. After running this optional
step, the given of it will provide options that will be under the animation that was created. Those
options will allow several facilities for users like run from the beginning (» ), run from the end
(<), go little forward (P | ), go little back ( | <), zoom out (-), zoom in (+), pause with a symbol
like (1), go to the end by pressing the symbol (P> P | ) or go to begin when press ( | <4 <) .it will

also give choices like run once or loop or reflect.

The system will also allocate a big picture of the zoomed face that will extract from the zoomed

animation. according to those results, it will be easy to discover changes in manipulated faces.

(Figure 7.5) depicts zoomed animation for the original video, while (Figure 7.6) depicts zoomed

animation for the phony video.
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Figure7.5: OpenCV generated the zoomed animation for Real video.
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Figure7.6: OpenCV generated the zoomed animation for Fake video.
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7.4 THIRD CATEGORY RESULTS

During this stage, we will be able to see the loss in training and validation, along with the accuracy
of validation and training during specific epochs. So we will have two graphs in this stage and they

are

i.  First graph

This graph is concerned with loss since the green lines are the training loss and the blue lines are

the validation loss The X-axis shows epochs, and the y-axis shows a loss.

ii.  Second graph

In this graph accuracy is taken into account. Green lines represent the training accuracy, while blue
lines represent the validation accuracy. The X-axis indicates epochs, and the y-axis indicates the

calculated accuracy. This graph clearly indicates that the model was tested using epochs.

For 20 epochs (Figure 7.7), the accuracy is 87.5%. The accuracy is 91.66% for 40 epochs (Figure
7.8), and 93.75% for 60 epochs (Figure 7.9). By examining the above percentages, it is clear that

the validation and training accuracy increase as the number of epochs increases.
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Figure7.7: Loss and Accuracy for 20 epochs.
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Figure 7.8: Loss and Accuracy for 40 epochs.

54




Training and Validation loss

1.0 ——— Training loss
—— validation loss

60

0.8
v 0.6
S
0.4
0.2
0.0
0 10 20 30 40 50
Epochs
Training and Validation accuracy
100
90
oy
® 80
S 70
<
60 ——— Training accuracy
50 —— validation accuracy

0 10 20 30 40 50
Epochs

Calculated Accuracy 93.75

60

Figure7.9: Loss and Accuracy for 60 epochs.
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7.5 SUMMARY

This chapter showed the outcome of our model, which went through several processes and was
assisted by ResnetV2 and LSTM to detect the deep fake. Using open cv zoom and creating zoomed
animation help the naked eye to determine whether the video is original or manipulated. The

chapter also discussed how the accuracy increased as the number of epochs increased.
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8. CONCLUSION AND FUTURE WORK

8.1 INTRODUCTION

The key findings, definitions, and outlook function of this research are collected in this chapter.

The study's conclusion is stated in part 8.2.

Recommendations for further work are shown in section 8.3.

8.2 RESEARCH CONCLUSION

Deep faking is a challenge for all of us in the modern world because it is improving so quickly and
many users can use it in simple ways according to multiple mobile applications with tons of data
that are available daily in social media if it is in bad hands, it may have negative effects in various

sections such as (political, economic, or even in the personal side).

Deep fake detection should move quickly to reduce this risk by developing scalable and robust

models. In this research, we attempt to present a method for detecting deep fake videos.

The proposed methodology is divided into two parts to detect deep fake videos using deep learning
concepts (Inception ResNetV2 and the LSTM) with OpenCV library (face detection and

recognition).

This collection of techniques will guide us after many processes to the result which will allow us
to detect fake videos from real videos by extracting picture from inserted video then started going

through our system until we reach our final goal.
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8.3 RECOMMENDATIONS FOR FURTHER WORK

Future work can concentrate on improving accuracy by implementing the genetic algorithm, which

will aid in system accuracy improvement by selecting the best accuracy and destroying others.

We can create multiple accuracies from our system discussed previously in the chapter 7 and repeat
the process with the help of the genetic algorithm to make the same progress and select the best
accuracy and destroy others, and the process is repeated automatically until we reach satisfactory

accuracy.

On the other hand, we can improve the system in the future to detect deep fakes in multiple-face
videos over time. We can add a technique to the system that will aid in determining whether the

audio with inserted video is real or fake.
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