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ABSTRACT

SECURITY OF VEHICLES PLATOON FROM INSIDE AND OUTSIDE
ATTACKS

Mohammed Ismail Al_sheikhly

M.Sc. Electrical and Computer Engineering Altinbag University,

Supervisor: Asst. Prof. Dr. Sefer Kurnaz
Date: 02/2020

Pages: 64

Vehicular Ad-hoc Network (VANET) is considered one of the most important networks that
improves the efficiency and safety of roads and transportation. Recently, platooning which are
subset of VANET become very promising as vehicles can know the intentions of nearby vehicles
through V2V communication. Vehicle platoon consist of platoon leader who responsible of all
operations inside the platoon and two or more vehicles how follow that leader, these vehicles
behaving as a single unit via the coordination of movement. However, VANET face some
challenges regarding its security, as there have been many forms of attack against this type of
network. In this study, two different approach are discussed which are outside and inside attacks.
First approach is outside attack, in which, multiple forms of outside attacks are investigated.
These attacks include different scenarios with their classification and organization through smart
simulations such as delay, change or prevent message from the Platoon leader to the rest of the
platoon members or impersonation of the Platoon itself. This study proposes some appropriate
solutions to solve these problems using some of the algorithms used in information security such

as (MAC and Hashing) algorithms. The results of the smart simulation show the capability of



these techniques to overcome the attacks and secure the platoon. The investigation also shows
that the most serious attack is sybil attack followed by the DOS then comes in the last rank in
terms of direct risk is delay attack. In our knowledge this smart simulation never used to
investigate vehicles platoon attacks. Regarding the second approach, an advanced terminal attack
controller is designed and developed to efficiently detect and recognize the inside attacks that
affect vehicles and also specify position of the vehicle which is creating that sort of attack in the
platoon. Four type of attacks are implemented i.e. dos attack, botnet attack, ad-hoc attack and
drive-by attack for this particular problem of platooning. As a result, the designed system is able
to detect and identify the type of the attack as well as the position of the malicious actor in the
platoon. After the detection process is finished, the platoon leader will eliminate the threat and
re-arranging the platoon members.

Keywords: V2V, V2I, Inside attack, Outside attack, DoS, Sybil, Delay, Botnet, Ad-hoc, Drive-
by, VANET, Platoon, MAC, Hashing.
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1. INTRODUCTION

1.1 BACKGROUND

With the exponential growth of wireless and wired networks and the Internet, this growth has
developed tremendously and smartly in transport systems, and vehicle networks have become a
very important subject in research and occupy researchers [1]. This modern network consists of a
platoon with one leader and many followers and sends messages through radio communications.
There are two types of communication in the platoon, the first communication is between the
platoon members and known as vehicle to vehicle communication (V2V) and the second one
between the platoon leader or free vehicle that not belonging to any platoon and the
infrastructure known as vehicles and infrastructure (V21), meaning that there are internal and
external communications in the platoon [14].

Vehicular system considered one of the most important research topics in the present time.
Autonomous vehicles are rising technology where efficient transportation and safety will be
provides among other things. Each year millions of people die due to traffic accident caused by
human error, to handle this issue intelligent transportation system (ITS) proposed automated
vehicles as a solution to improve safety and maximize the efficiency.

National Highway Traffic Safety Administration (NHTSA) classified the automated vehicles into
four levels where the first level is (no-automation) and the last one is (full automation).
Autonomous vehicles depend on the communication system (V2V and V2I) to share different
information among vehicles through wireless communication. Vehicle-to-everything (V2X)
which refer to V2V and V2I has been investigate in the recent years to support vehicular system
applications such as (blind spot, Adaptive Cruise Control (ACC) and parking assistance) etc.

The technology that will be used in this system aims to secure the communication between (V2V
and V2I) and maintain the stability of the platoon, but most of the technologies now does not
meet these demands, for that visible light communication (VLC) will be used to achieve these
demands. With the increasing of traffic data, traditional technologies show their weakness for
supporting high data rate that will be required for the vehicular applications such as Light
Detection and Ranging (LIDARS), cameras, Global Positioning System (GPS) and many other
due to limited bandwidth. visible light communication is a valid solution due to the high



security, more bandwidth and much higher data rate that this technology provide [7]. Therefore,
autonomous vehicles can immediately determine the optimal driving strategy. Platoon is a sub-
network of VANET, where a group of vehicles follow each other and have same speed,
destination and inter vehicle distance, the communication between these vehicles happen in
wireless manner [1]. Previously Adaptive Cruise Control (ACC) used to have constant speed
only, but the new version which known as Cooperative Adaptive Cruise Control (CACC) keep a
safe distance between vehicles and allow them to communicate with each other, in addition to
the sensors that equipped these days in vehicles to achieved semi-autonomous one. light
detection and ranging (LIDAR) are one of the most used sensors in vehicles that able to scans

more than 70 m in all directions and provide 3D map of surroundings [2].
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Figure 1.1: Automatous Vehicle Sensors.



VANET networks are scalable networks and independent and consist of a large number of nodes
and multiple commanding groups. Each platoon is made up of a number of cars that are not
specific and have high traffic and automatically follow their leader and communicate with each
and with infrastructure via (V2V and V2I).

Networks that dedicated to vehicles utilize to solve many important problems and have many
advantages such as solving traffic congestion, locating accidents, locating faults, ease of
movement and safety of drivers. But to rely on these networks and make the most of their
services, we need to make sure that the network is free of all forms of attacks [3][4]. Figure 1.2
shows a typical VANET scenarios, here the communication between vehicles and also between
vehicles and infrastructure happen in wireless manner to share sensitive information that

maintain the stability of the platoon.

V21 Communication

Figure 1.2: Different VANET Connections.
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Recently, platooning or CACC become very promising as vehicles can know the intentions of
nearby vehicle through V2V communication and advanced on-board technology. Vehicle
platoon is one of the innovations in the automotive industry with a main goal of securing the
platoon communication to preform maneuver operation under various type of security attacks
that maintain the stability of the platoon. Platoon will provide many advantages such as improve
the safety, efficiency, travel time of vehicles, reduced traffic congestion, reduce pollution and
reduce stress form passengers. In vehicular system the platoon leader is the first vehicle in the
platoon which are responsible of all the operation of the platoon from (merge, split, leave, join)
etc. Vehicles of the platoon share sensitive information such as speed, acceleration and position,
etc. and to send these information from one vehicle to another vehicle-to-vehicle communication
technology will be used such as VLC, MmWave and IEEE802.11p. VLC transceiver will use
LED as a transmitter and CMOS camera or photo diode as a receiver which is commonly used
these days in vehicles due to the long service time life [23], for that VLC technology have higher
probability for using in vehicle to vehicle communications to share different information such as
speed, acceleration, position etc. VLC also provides more bandwidth, higher data rate and more
security due to the directionality of it. Vehicle platoon consist of platoon leader and two or more
vehicles how follow that leader, the platoon leader responsible of all the operation inside the
platoon. The speed of the platoon leader will be constant, and the followers will modify their
speed to catch up the leader and keep safe distance between two consecutive vehicles. Security is
the most important issue that facing self-driving, these security threats can be from inside or
outside the platoon, but the inside attacks consider the most dangerous one where the malicious
actor will send an authenticate message with intention of destroying the platoon stability. Figure
1.3 describe the formation of the platoon and the attacker, where the platoon as demonstrate will
consist of the leader which is the first vehicle in the platoon, a members vehicles which are
vehicles who follow the leader, tail vehicle which is the last vehicle in the platoon, in addition to

the attacker\malicious actor.
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Figure 1.3: Vehicles Platoon.

Since there are two types of attacks (outside and inside) attacks. Our study will be divided into
two aspect. The first aspect, we will investigate the attacks from outside the platoon and showing
its effects using a smart simulation (php). In our knowledge that smart simulator (php) never
used before to demonstrate the effects of platoon attacks. The second aspect, focusses on
detecting the inside attack that can destroy the concept of vehicular system (autonomous
vehicles) and secure the platoon from these attacks by eliminating the threats using C++. The
reason behind using C++ language that’s it works on very low level and has good interactivity

with the simulated files that specify the attacks type.
1.2 RELATED WORK

MANET is super class of VANET, which nodes are recognized as vehicles, and it has various
characteristics that are distinctive from MANETS, such as scalability, vehicles’ movement, and

dynamic topologies.



Platoon will bring many advantages to autonomous vehicles, where traffic congestion will be
decreased and also pollution will be reduced. To ensure the stability of the platoon V2V are
essential part in it, but the existing one such as IEEE 802.11p suffer from many drawbacks like
security problem, these security problem have the ability to destroy the self-driving technology
for that reason the security of autonomous vehicle is one of the hot research topic right now.
Vehicular protocol was investigated in the previous studies [12]. by considering the
communication among vehicles is secured [11][12]. Nevertheless, the security attacks impact on
the platoon and the stability of the membership was not taken in these protocols.

The absence of security protocol was investigated in recent studies and how this absence causes
instability in the platoon under jamming attacks and message falsification attack [16][17]. Radio
RF technology and IEEE802.11p was integrate in the platoon system. IEEE802.11p is the
standard for WAVE. Although, the high transmission of IEEE802.11p provides access to many
vehicles at the same time. the wide rang make it vulnerable to interrupting or even in worst case
block the communication. Security infrastructure and architectures have been investigated [18]
[19].

V2V is the core of autonomous vehicles, mainly in platoon configurations. The wide coverage
area of the wireless technology for example IEEE 802.11p make it vulnerable to various attacks
and for its latency [40].

Standard security protocols are introduced in [20]. One of the most used infrastructures in
VANET is public Key Infrastructure (PKI). PKI supports the identification and distribution of
general encryption keys that allow vehicles to share sensitive information safety and check other
vehicles identity.

Last decade the industrial spend billions of dollars to achieve self-driving. Autonomous vehicle
will be applied in smart city where everything will be connected to the internet for more
reliability and to prevent human errors that cost millions of lives each year. To overcome these
problem VLC will utilized in vehicles for V2V communication due to the security that this
technology provides and also for high data rate [8][9].

VLC is a new technology that can overcome these attacks. problem of collaborative driving for
vehicles platoon in the existence of message falsification vulnerability and communication

weakness on wireless vehicular networks is investigated [10].



To secure the communication between vehicles new technology called VLC was proposed, to
carry the digital information in wireless manner it will use modify light radiation in the visible
light spectrum. VLC transceiver use LED to send the information and CMOS or diode image for
the receiver. Improving safety performance and its long service, LED become common in
automotive lighting. Similarly, many vehicles use CMOS for tracking purposes and parking
assist. Previous studies have focused on VLC vehicle connections on derivation of channel
characteristics [21], requirements [22][23], advanced modification schemes [7][11]. Few studies
focus only on VLC security, but for non-vehicle scenarios [20].

Other studies focus on making independent vehicles more reliable and support decision-making
by referring to the confidence system while integrating the maneuver scenario into the platoon.
Vehicles that want to join the platoon and the relationship between platoon members have been
described in the case of priority and speed adjustment but not in the security situation [15].
VANETS purpose of improving the protection of the highways, stopping collisions, supporting
the passengers and help cars to interact with other vehicles [24].

In [27] it produces a complete taxonomy of threats in VANET. Several threats are categorized
based on various circumstances, e.g. standardize, appearance, influence upon the system etc.
Potential countermeasures and remedies suggested for various class of interventions are also
considered to evaluate their effectiveness.

In [28] they formed system connection among vehicles and provided securable connection
between cars and block several threats.

In MANET there are distinctive kind of network called VANET that allow vehicles to
communicate with each other. One of the attacks that facing this network is DoS attack. This
study proposed solution for this attack which adds security level to the previous solutions based
on rate decreasing algorithm and state transition mechanism [43].

In [25] develop a research paper utilized to identify the DOS (Denial-of-Service) assaults before
the confirmation time to reduces the overhead delay and improves the protection in VANET.
V2V and V21 security which known as V2X has been describe as a serious problem that can
devastating road safety. A possible cyber-attack was investigated in [9] and one of the security
threats in vehicular system is denial of service (DOS) [10].

Jamming attack is a kind of Denial of Service attack, which occupy the channel and prevent the

nodes from using it. Eavesdropping is any attempt to steal information over the network, it’s also



known as a sniffing or snooping attack. In [13,14]. Jamming attack and eavesdroppers were
investigated, the result shows attacks ability to destroy the stability of the platoon but for
nondirectional communication.

In [26] A investigate the achievement of a Misconduct Detection System (MDS) for Sybil
attacks. This paper recognizes that the review of this recommended design is not very susceptible
to the specific dynamics of the vehicle on short scales.

Vehicular system was proposed to enhance transportation safety that caused millions of human
lives each year. But, system like that require apt security architecture to protect the system from
different attacks. Vehicular system facing many security threats and one of these threats is Sybil
attack. Sybil attack produce multiple copies with identity belonging to other vehicles. This study
shows that authentication methods are dependable and valuable in term of security requirements
that include (privacy, authenticity and integrity). Unlike the position verification methods, which
will be used to verify the position after receiving the location information which are transmitted
by vehicles for applications regarding position [41].

Detection of Sybil attack was introduced by lightweight security scheme based on signal strength
distribution. The proposed scheme in this study aim to hold the attack ability instead of removing
or eliminate the attacker, by monitoring the signal strength distribution of the suspicious node
over a period of time [42].

To provide different and sensitive information among vehicles, VANET consider critical for
intelligent transportations. Man in the middle attack is kind of cyberattack where the malicious
actor enters the network and start to change or send sensitive information to others attackers,
which reduce the stability and compromises drivers privacy. [45]. In [44] investigates the impact
of man in the middle attack which consider as an outsider in the system such as fleet or random
strategies. the study Shows that MITM attack enormous impact on VANET in term of packet
loss and expose messages.

VANET will reduce relying on costly sensors which make it easier for deployment for
autonomous vehicles. In [46] investigate a possible botnet attack on vehicular system which can
cause sever congestion by targeting hot spot road segments which increase the arrival time.
Explain  VANET-based botnet communication which hidden itself in the network by

investigating the features of the communication that the attacker used to execute the attack and



implement defense mechanisms to deactivate it. The study showed that it’s impossible to detect
the attack due to present vulnerabilities in VANET [47].

The most popular ways to infect a group of users\vehicles is by Drive-by attack. Where the
malicious actor will take full benefit of the internet functionality. This study shows that no big
steps have been made for their successful detection and prevention, also shows that the effects of
such an attack different based on the malware that will be send with the message without
realizing it from the user\vehicle [48]. In [49] investigate the performance of black- or
whitelisting techniques to detect Drive-by attack. This study shows that these techniques suffer
from non-up-to-date security information.

This thesis aims to secure the platoon from inside attacks by detecting the attacks, identify its
position then eliminate the threat vehicle and investigate multiple forms of outside attacks and
propose a appropriate solution to overcome these attacks such as message authentication code

and hashing algorithm.

1.3 CONTRIBUTIONS AND OBJECTIVES

The contribution of this thesis will focus on detecting and securing the platoon from inside
attacks, investigate multiple forms of outside attacks, showing a taxonomic study of the forms
and types of attacks that pose a security challenge for this type of wireless network and showing
some background about vehicular system.

In this study, two different approach are discussed which are outside and inside attacks. First
approach is outside attack, in which, multiple forms of outside attacks are investigated. These
attacks include different scenarios with their classification and organization through smart
simulations such as delay, change or prevent message from the Platoon leader to the rest of the
platoon members or impersonation of the Platoon itself. This study proposes some appropriate
solutions to solve these problems using some of the algorithms used in information security such
as (MAC and Hashing) algorithms and showing the results through smart simulation that used to
test and to promote the proposal. In our knowledge this smart simulation never used to
investigate vehicles platoon attacks.

Regarding the second approach, an advanced terminal attack controller is designed and

developed to efficiently detect and recognize the inside attacks that affect vehicles and also

9



specify position of the vehicle which is creating that sort of attack in the platoon. Four type of
attacks are implemented i.e. dos attack, botnet attack, ad-hoc attack and drive-by attack for this
particular problem of platooning. As a result, the designed system is able to detect and identify
the type of the attack as well as the position of the malicious actor in the platoon. After the
detection process is finished, the platoon leader will eliminate the threat and re-arranging the

platoon members.

1.4 THESIS STRUCTURE

Chapter | start with general introduction and background of vehicular system, platooning,
security challenges and technologies that will utilized in that system, also present the related

work and the aim of this thesis. The following chapters of thesis is prearranged as follows:

e Chapter Il start with description of vehicular system communication and security with

their classification and importance.

e Chapter Il start with description of outside attacks and its types, including our system
model in term of the platoon and the attacker. This chapter will also show the effect of

each attack and the techniques that used to overcome these attacks in a smart simulation.

e Chapter IV start with definitions of inside attacks, then present our methodology and

result that show our detection and how we secured the platoon from these threats.
e Chapter V present the conclusions of this thesis.

e Chapter VI Present our future work

10



2. VEHIVULAR SYSTEM COMMUNICATIONS

2.1 COMMUNICATION SYSTEM

Vehicular system relies on the communication technologies that will be utilized to share
information such as V2V and V2l communication as shown in Figure 2.1. In the previous work
many technologies was proposed as a solution for the communication of the vehicular system
such as IEEE802.11P, but these technologies suffer from lack of security that make it vulnerable
to the malicious actor unlike visible light communication (VLC) or millimeter wave (MmWave)
that provide more security due to the directionality of it, in addition to the high speed data rate
that these technologies provide to share these information from different sensors such as LIDAR
that provide 3D map in all direction or HD video and many other. For a hybrid communication
the VLC will be responsible of the V2V communication and MmWave will be responsible of
V21. By using visible light for V2V communication sensitive information will be shared among
vehicles such as (speed, acceleration, position), while VV2I will share road condition and traffic

congestion etc.

Vehicular

Communications
System

Vehicle to
Infrastructure (V21)

N

Figure 2.1: Vehicular System Communications.
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2.1.1 Vehicle to Vehicle Communication

Vehicles will start to exchange data such as position, speed and direction of travel when they
arrive to a connecting range. Real time of exchange sensory data (LiDAR or HD video) among
vehicles will provide through the use of V2V communication that can also cover the blind area
and share vision in bad weather. Each platoon consists of the platoon leader and many followers
that follow the leader, the platoon leader will be responsible of (speed, acceleration, deceleration
and platoon maneuvers) etc. On the other hand, due to the directionality of the VLC and the lack
of access to light limits the reception of data in given area, usually within light coverage, making
it difficult to intercept data from outside, this will restrict the availability of data to attackers
while still allowing the communication among vehicles [4]. So, for secure communication the
technology of VLC will be used in vehicles. In the case of VLC transceiver, the transmitter will
use LED and for receiver it will use photo diode or CMOS camera, due to the long service life in
diode it’s become more and more common in vehicles. But on another hand, the malicious actors
will still able to destroy the stability of the platoon by overhearing or hacking the channel
communication. So, in that case we need to establish a secret key in asymmetric cryptography,
sender and receiver agree on a secret key by using a key establishment protocol, for that public

key infrastructure will be used to establish the secret key.
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Figure 2.2: Visible Light Communication Architecture [2].
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2.1.1.1 Public Key Infrastructure (PKI)

PKI is a framework where services integration will be related to cryptography. PKI provide
(access control, integrity, confidentiality and authentication). To enable both users and computer
to exchange data securely over the network PKI support the distribution of public key. The
component of PKI are software, hardware, policies and standards to manage revocation of keys,
distribution, administration and digital certification. Four issue addressed before the transmission

can occur:
1- Ensuring the confidential of the message.
2-Ensuring that during the transmission the message did not modify.

3- Since the sender and receiver do not know each other the sender have to prove that the

document is in fact send by him.

4- Ensuring that the receiver get the message and could not deny it in the future.

2.1.2 Vehicle to Infrastructure Communication

When vehicles connect with road infrastructure it will provide the vehicles with sensitive
information such as nearby traffic condition and weather condition etc. For instance, When an
accident occurs at a distance far from the platoon and there are no possibility for V2V
communication the infrastructure will be responsible to inform the platoon that there is an
accident and the speed should be reduced to avoid it or to inform the platoon about the best way
to reach the destination as well as the safety that this technology provides due to its directionality
make it very essential for vehicular system, where beam-forming and smart antenna technologies
will be used to concentrate the beam in one direction and have more than one beam

simultaneously.

2.1.2.1 Beamforming

Beamforming is a signal processing technique that focus the transmitter energy into a specific

direction and reduce the interference. The time delay among different antennas will control the
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direct of the beam, so more antenna means narrower beam. By using the antenna array, we can
generate multiple link simultaneously and its direction will change fast enough to catch the
vehicles speed and the beam forming can be realized in both digital or analog domain [4]. Digital
beam forming includes a higher degree of freedom and better transmission performance. Analog
beam forming is a simple and effective method that generate high beam forming gain by
controlling phase-shift and variable gain amplifier. So, a hybrid structure of analog and digital
beam forming will be used in the vehicular system to quickly track high speed vehicles and

provide multiple beam if one infrastructure needs to connect multiple vehicle simultaneously.

5 4G

@ Smart Antenna

]

/
ol O 1 2

Figure 2.3: Beamforming Technology.

2.1.2.2 Smart antenna

To increase the efficiency smart antenna will be used in the communication system. Smart

antenna takes advantage of transmitter and receiver diversity (source and destination) in wireless
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system [4]. Diversity mean multiple radio frequencies of the transmission and reception will used
to reduce the communication error and increase the speed of transmission. In most wireless
systems this type of technology has already been found to be important, where signal processing
algorithms will used with antenna array to identify and track different wireless targets such as
mobile. It is also used to calculate the vectors of the beam configuration and the direction of

arrival [DOA] of the signal.

Interfering User
Desired User ¢

Figure 2.4: Smart Antenna Technology.

2.3 VANET ATTACKS

Currently, there are many types of attacks that pose a threat to any type of network, especially
wireless networks. VANET networks need a lot of security services to protect the messages sent
and the data exchanged from the leader to the followers and vis versa [35]. The various security

requirements include:
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e Availability: One of the most important security points that must be available is the
availability of messages continuously from the commander to the rest of the platoon and
not cut. Here it is possible for the attacker to penetrate the network and attack on one
target from more than one point to prevent the server from temporarily or permanently.

e Confidentiality: One of the important points is to maintain the confidentiality of data and
the details of messages sent by the commander to the rest of the platoon.

e Integrity: The most important point at all because its loss causes great damage. Here the

recipients should make sure that the messages are correct and from the correct source.

VANET Attack
Types

Availability Integrity Confidentiality

Figure 2.5: Types of Attacks in VANET.

In order to achieve the goal, a secure network must first identify the types of attackers and their
ability and the nature of what they do attacks to disrupt the network and penetration [35].

Attackers are therefore classified into two main categories:
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First, we can classify attackers in terms of activity (an active attacker or a passive
attacker) so that an active attacker can destroy the network or block messages, that is to
say, it does damage and damage. A passive attacker can play a role in intercepting others
or stealing data without destroying it, ie, it does not cause inconvenience or harm, but
only stands for observation.

Second, we can classify the attackers in terms of attack direction (inside or outside the
attacking squad) so that the internal striker is considered more dangerous than the outside
because he is considered one of the squad and knows more details being inside the squad

and his discovery is more difficult than the striker who comes from abroad.

Attacks

Basic Infection
Location Activity

Strength

nside | | Outside | f Active ||| Passive high low

Figure 2.6: Categories of Attacks in VANET.
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3. OUTSIDE ATTACK

3.1 FOCUS OF THIS CHAPTER

In this chapter we will talk about attacks from outside the platoon, where the malicious actor will
not consider a part of the platoon members but as a vehicle near the platoon. We will also
investigate the attacks effects and how these encryption techniques will be able to overcome
these attacks. in this approach there will be no detection only investigating the effects and show

the experimental result of how these techniques will overcome these attacks.

3.2 TYPES OF OUTSIDE ATTACK

The following list will describe different types of outside attacks that can affect the vehicular
system.

3.2.1 Sybil Attack

Vehicular system was proposed to enhance transportation safety that caused millions of human
lives each year. But, system like that require apt security architecture to protect the system from
different attacks. Vehicular system facing many security threats and one of these threats is Sybil
attack. Sybil attack produce multiple copies with identity belonging to other vehicles

In this type of attack, the attacking entity launches false messages disguised as the Platoon or
sink of the team and its purpose is to collect the greatest number of faction or group nodes. This
type of attack is considered very harmful because it sends a fake message and directly affects the
network in favor of the attacker. The main motive is to force other vehicles on the road to leave
the road in favor of the attacker. The scenario in Figure 3.1 explains the Sybil attack where

multiple duplicate copies will be creates by attacker [30].
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| sybil Attack \ ﬂ

| Sybil Vehicle2 |

Figure 3.1: Sybil Attack.

3.2.2 Delay or Timing Attack

This type of attack is one of the famous types that can cause serious damage to this type of
networks because of the high speeds and total dependence on timing and accuracy. In this type of
attack depends on the attacker to add additional time slot for each message sent and delayed the
delivery time for the confusion inside the network. Attackers do not disturb or fabricate the

content of message, but they only create delay in the message time slot [3].

3.2.3 DoS attack

Denial of Service or "DoS" represent the primary goal of a class of cyberattacks designed to
make the service inaccessible. prominent websites are the most DoS attack heard by people,
where they are repeatedly announced by the media. However, including industrial control
systems any attack support critical processes, can lead to denial of service. When a website
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suffers from a DoS attack, the effect depends on your point of view. For the average user, the site
seems to have simply stopped showing content. For companies, this may mean that the Internet
systems on which they depend have stopped responding. The effect of a DoS attack against
industrial control systems may involve the inability to recover sensor data or control critical
processes. One of the DoS called DDoS attack where more than on site can be attacked and also
can extend in the duration. So, when it’s come not from one source but from different sources is
the most generic form of DDoS. As the example of a shopping site indicates, the reason for
denial of service can be entirely legitimate user. For instance, Black Friday sales, when
Hundreds, even thousands of users seek a deal, often cause a denial of service. But it can also be
harmful. In this case, an attacker intentionally tries to exhaust the resources of the site,
preventing legitimate users from accessing. In other words, this type of attack is the most famous
of the rest of the attacks because of the severe damage it causes as it intercepts the messages and
prevents their arrival. This type depends on the attacker to block messages by cutting or jamming
the transmitter and then separates the vehicle from the rest of the platoon as represented in Figure
3.2. This type of attack is classified as damaging sources and causing network failure and cannot
be remedied by detecting the source of the attack through the authentication techniques [31].

Fake Warning
Message

00

Platoon Leader

00

Victim

Malicious Actor

Figure 3.2: DoS Attack
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3.3SYSTEM MODEL

This part will present the steps of implementing a measurement system to measure the

vulnerability of this type of network using different types of attacks. In this section we will

present the scenario of the deal between the platoon and other cars in same faction, how the

attacker intervened and influence the faction. Here are some basic steps:

First, we will determine the number of vehicles that make up the work of the platoon,
each of which has a number that distinguishes it and Platoon one as its leader sends her
messages and follow him. The working environment should be 100 meters vertically and

100 meters horizontally.

Secondly, we will need a technique to determine the nearest vehicle of the platoon within
20 meters to send the messages and therefore we will use the following equation, which

aims to find the shortest distance between two points.

di = = x)* + (v = y)? 31)

where d is distance between platoon node within the transmission range (R) of the car.
Thirdly, the target goal is minimizing time and localization error. The objective function

is formulated as:

2
fGoy) = min(TL, (V&= )2+ = )?) ) (3.2)
where M is the cars node within the transmission range (R) of the platoon node.

Fourthly, we will need a wireless connection to transmit messages between cars and use

visual light technology with GSR routing protocol.

21



e Fifthly, we need a way to detect attacks through the following scenario. Then we need

ways to treat whether the attacks have been detected.

3.4 RESULT OF OUTSIDE ATTACKS

In this section we will review many of the scenarios used in the practical application of smart
simulation. There are two types of scenarios for each type of attack. The first type is a platoon
that follows one leader and is predefined. The second type we will focuses on is that the platoon
composed of many cars in different numbers with their commander and the attacker are
randomly and automatically distributed to measure the accuracy of simulation in each position
separately. The statistics of the attack are shown in red (effect of the attack, number of vehicle
and the time its take). As well as statistical for the platoon and his followers in green and the

number of cars belonging to him on the horizontal axis and timing on the vertical axis.

3.4.1 Sybil Attack

In this type of attack (Sybil Attack), as shown in the next Figure 3.3, the platoon consists of five
vehicles in a random way with 20m range and 1 second for sending packet. Where the platoon
sends a message to the nearest vehicle belonging to him and then move messages from one
vehicle to another. In this experiment, the attacker came directly behind the platoon and thus
completely prevent his arrival to the rest of the platoon members. The attackers attacked the first
vehicle (below), which was 20 meters below, sent a message to the platoon and then proceeded
with the rest of the squad vehicles. The result show that the attacker will take control over the
platoon after 9 seconds and the platoon leader will not be responsible of any vehicle.

3.4.2 Delay Attack

In this type of attack (Delay Attack), as shown in Figure 3.4, the platoon consists of five vehicles

in a random way with 20m range and 1 second for sending packet. Where the platoon sends a
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message to the nearest vehicle belonging to him and then move messages to the rest of the
platoon members. It was found in this experiment that the attack affected 3 vehicles, but the
platoon leader still followed by these vehicles. The statistics of the attack are shown in red as
well as statistical for the platoon and his followers in green and the number of vehicles belonging
to him. The result shows that the first vehicle will receive the message after 2 second instead of

one and the last vehicle in the platoon will received it after 5 seconds.
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Figure 3.3: Random Scenario of Sybil Attack Using Five Cars.
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Figure 3.4: Random Scenario of Delay Attack Using Five Cars.

3.4.3 Dos Attack

In this experiment, we discuss a serious type of attacks (DoS). The purpose is not to impersonate
the leader nor to disrupt the message but to prevent it completely from reaching. Often the target
in this type of attack is the closest vehicle to the attacker and not just all vehicles.
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In this type of attack (DOS), as shown in Figure 3.5, the platoon consists of five vehicles in
random way with 20m range and 1 second for sending packet. Where the platoon sends a
message to the nearest vehicle belonging to it and then move the message until its reach the last
vehicle in the platoon. It was found in this experiment that the attack affected only one vehicle
which is the second one in the platoon. So, by blocking the second vehicle the platoon leader will

have no control over the entire members.
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Figure 3.5: Random Scenario of DOS Attack Using Five Cars.
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3.5 OUTSIDE ATTACKS SECURITY TECHNIQUES

the security techniques of outside attacks presented in following sections.

3.5.1 Message Authentication Technique

MAC is one of the most popular ways to discover that a message is not from a trusted source.
MAC method can show that the message sent is fake or not. This method consists of several

processes, which are like and represented in the Figure 3.6:

e First, it is necessary to calculate the authentication code at the sender first by inserting the
message on a complex mathematical process to extract the code to prove the character of

the sender.

e Second, the sender of the network commander to add the code in the previous step to the

message sent without encryption and then sent to platoon members.

e Thirdly, in any car of the platoon, both the message and the code are separated. And then
insert the message received on the same complex process used by the sender and the
extraction of special code for the car.

e Fourth, compare the code accompanying the message with the new code generated by the
vehicle. If the same code is equal, this message is sent by the correct sender. But if they

are not equal this message is false.

MAC (M) = E(Ks,(M @ P)) (3.3)
M = original message (variable size)
P = padding numbers (random)
@ = XOR operation
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E = Encryption Algorithm (DES)
Ks = (Symmetric keys)

MAC(M) = message authentication code of message (variable size)

Message
) ( i
K
MAC
> Transmit algorithm
—
Y
p—
MAC
algorithm
MAC

K

Figure 3.6: MAC Technique.

3.5.2 Encryption Techniques

In this part we will talk about another important way to prevent attacks. But use this method and

become effective in case of passive attack. In passive attacks, the main purpose of the attack is to

intercept and not to cause damage.

In this section we will talk about encryption methods. Encryption has many types and algorithms

starting from the Middle Ages to the present. But vary among themselves in the difficulty and

complexity of the code and the difficulty of decoding. The cryptographic algorithms are divided
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into two parts, the first is the old one, which deals with texts only. The other part is the most
important and the most difficult and the latest is the binary and here it can deal with all elements
such as pictures, video, text messages and digital. The following Figure 3.7 represents the
classification of cryptography techniques. But currently rely entirely on the binary algorithms.
Under this part of the coding methods are the two most recent algorithms, namely AES
(Advanced Encryption Standard) and DES (Data Encryption Standard).

While Figure 3.8, we will review the steps of AES. AES is one of the most popular encryption
methods that require 12 or more consecutive times and every time a dedicated key is used.

Encryption
Algorithms

Based on Based on
Characters Binary

Tra ns‘postltlon AES DES
Cipher
v

Figure 3.7: Classification of Encryption Techniques.
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Figure 3.8: Steps of AES Technique.

3.5.3 Hashing Techniques

In this section we will review one of the most important methods used in reprisals attacks and
maintain the availability and validation. In this section we will discuss the third method, the
process of hashing. This process can be performed in one of the following ways as shown in

Figure 3.9 below.

e Method 1: By symmetric encoding of the hashing code. In this method, the sender sends
the message to the Hashing algorithm and then encrypts the output using a symmetric key

between the sender and the addressee. Then the message is sent along with the encrypted
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code. When the sender receives the message and the encrypted code. It encrypts the
message using the same key and if the resulting code is the same as the sender code if the

message is true and if not, it is fake.

e Method 2: By the asymmetric encoder of the Hashing code. Here we use the same steps
but using an asymmetric encryption key. Asymmetric mean that the secret key known
only by the owner unlike the symmetric where the shared key will used among two or

more vehicles.

e Method 3: By using the secret word, the message is surrounded by all parties. That word
consists of the original message content. If the message is changed, it does not produce
the same password and therefore it is recognized that the message is fake and not from

the correct source.

HM)=Md5(M @ P) (3.4)

C=E (Ks, H(M))

M = original message (variable size)

P = padding numbers (random)

@ = XOR operation

Md5 = Hashing Algorithm produce fixed digest
E = Encryption Algorithm (DES)

Ks = (Symmetric keys)

C = Cipher code
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Figure 3.9: Hashing Ways.

3.6 SOLUTION OF OUTSIDE ATTACKS

In this section, security techniques such as (MAC and Hashing) will utilized to overcome the
sybil attacks, DoS attack and delay attack which consider an outside attack using Message
Authentication Technique and Hashing Techniques through a smart simulation, as we have

already mentioned before.
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3.6.1 Solution of Sybil Attack Using MAC

MAC represent the solution to this type of attack. By following the steps of the solution that we

mentioned earlier, the result as shown in Figure 3.10, represents the random form of car

representation, there is no vehicle followed the attacker, although the attacker is close to them

due to the use of MAC algorithm that will send coded message it will become more difficult for

the attacker to imitate or send false messages because they do not carry these codes and any

message that does not carry that code is ignored.
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Figure 3.10: Solution of Sybil Attack (Random Scenario) Using MAC Technique.

3.6.2 Solution of DOS Attack Using MAC

As mentioned in the third chapter, the MAC method is also used to solve the problem of DOS.
As we mentioned in the previous section that following the steps of the MAC, it’s was found in
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Figure 3.11 that the attacker was also overcome and that all the vehicles belonging to the platoon
leader became safe and cannot be controlled by the attacker. We also found that the time elapsed

is less than before and the network works normally and securely.
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Figure 3.11: Solution of DOS Attack (Random Scenario) Using MAC Technique.

3.6.3 Solution of Delay Attack Using Hashing Code

As mentioned in the third chapter, the Hashing method is used to solve the problem of delay
attack. As we mentioned in the previous chapter, that following the steps of the hashing using
symmetric encryption, it’s was found in Figure 3.12, that the attack was overcome and that all
the vehicles belonging to the platoon leader and the platoon became safe and cannot be
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controlled by the attacker. The result also found that the time elapsed is less than before and the

network works normally and securely.
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Figure 3.12: Solution of Delay Attack (Random Scenario) Using Hashing Technique.

The results above shows the ability of these algorithm to overcome these attacks which is (Sybil,
DoS, Delay) attacks and secure the platoon from these attacks. But, all this in case the attacker

does not break the algorithm or know the key used in encryption algorithm.
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4. INSIDE ATTACKS

4.1 TYPES OF INSIDE ATTACKS

This chapter will focus on the inside attacks that effect the vehicular system. The following

sections will present the types of inside attacks.

4.1.1 Botnet Attack

any group of computers that attached in a symmetric style for malicious purposes called botnet.
bot is a computer in a botnet, these bots compose a network of expose computers, a third party
will be the controller and used to transmit malware or spam, or to launch attacks. botnet also
known as zombie army [37]. botnet primarily established as a tool for the benefit of Internet
relay chat (IRC) channels. ultimately, bots where developed by hackers to execute malicious
activities such as keystroke logging and password theft. computers with low level of security
often attacked by botnet. computers can get controlled by a botnet manipulator in different ways,
but the most common through viruses. botnet considerable attack since both organized crime and
hackers use to execute illegal activities. for instance, botnets will be sued in organized crime as a
way of spam or even by sending phishing attack that is then used for identifying theft, while
hackers will use it to start denial of service attacks. systematic network of software robots called
botnet, that run automatedly on zombie machines that’s spoiled by malware [38]. DDoS attacks
are initiated by botnets and also distributed computing, initiated cyberwarfare and hijack
personal information as shown in Figure 4.1. botnet is a powerful threat that facing users and
internet system. all infected computers are controlled by bot-master and these infected computers
will be directed to initiate malicious activities. more devastating botnet will decentralize the
system by construct the network in peer to peer (P2P) manner and in that case the
communication will only happen with a small number of infected computers. all what mentioned
before making it much difficult to detect botnet. like all cyber-attack botnet aim on targeting IT
system. but several cases recently show the use of botnet to attack the OT system. the
implementation of internet was designed with an aim goal of security often as an afterthought. In
this scenario a bot-master is one of the platoon members. Since, each vehicle in the platoon able
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to send message to the successor and preceding vehicle, botnet master vehicle will infect one of

the members with a virus and then give the order to initiate the attack.
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Figure 4.1: Botnet Attack.

4.1.2 Drive-By Attack

Drive-by Attacks become one of the most common type of attack. Drive-by Attacks used by
threat actors in order to force the client into processing an action without the permission of the
user. What separate the Drive-by attacks from other attacks of this nature, is that the Drive-by
Attacks do not need any user connection or interaction with the content of malicious for the
attack to be achieved successfully, such a feature will makes this attack to be incredibly hard for
users to not only identify, but also avoiding this type of attack. in recent years Drive by attack
become more common attack where web browsers are wrecked by malicious content transmit by

web servers [36].
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In order to perform the Drive-by attacks, first, the threat actor will look for a vulnerable vehicle
and will inject their own code that are going to be loaded by the users as shown in Figure 4.2.
The design of the code will enable it to run as the client connects to the vehicle, this depend on
the will of the threat actor. There multiple of example that describe how the code perform, for
example, the code may tell the client machine to download malware content or redirect the user
to the threat actors own malicious content. Drive-by Attacks have variety of use cases and is not
limited for one area, the threat actors can implement this type of attack via pop-ups and adverts,
email, relying on the exploitation of unpatched security error and defects that present in

applications, extensions and operating systems.
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Figure 4.2: Drive-by Attack.

4.1.3 Ad-Hoc Attack

Ad-Hoc attacks are considered to be very serious and danger type of attacks, in which the

attacker (malicious user) use a 3™ party legitimate user as a man-in-the-middle, that is going to
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be between attacker's device and other legitimate devices which in that case a vehicle inside the
platoon [39].

Such attack required to be working on "device-in-the middle", that can be setup on both Linux
or windows device, and it allows to initialize ad-hoc (peer-to-peer) wireless connection between
client devices. This connection doesn’t need any extra network infrastructure. In other words, a
virtual software AP is created and the other device that is associating with the SSID you have
created.

The following example will describe a situation of an ad-hoc attack. For an example, let's
imagine that the attacker may be any vehicle in the platoon, whether it was 2, 3 or 4. The
attacked vehicle (man-in-the-middle) would be vehicle 5.

The Attacker vehicle may connect to the WLAN broadcasted by vehicle 5 and then, use it to
route all the traffic to the rest of the platoon via victim vehicle (vehicle 5). Hence, it would look
like it is vehicle 5 originating the traffic. The wireless links from the vehicle 5 to the attacker do
not have to be a Wi-Fi connection, it can be a Bluetooth or other type of wireless connection
technology, that is supported by all the parties that attempt to communicate with each other as

shown in Figure 4.3.

Attacker Member

B

Vehicle No 1 Vehicle No 2 Vehicle No3 Vehicle No 4
(Leader) (Man in the Middle)

- G
a— L

Attacker Member

Attacker Member

Figure 4.3: Ad-hoc Attack.
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4.1.4 Dos Attack

Denial of service attack “DoS” consider the most famous and dangerous attack since this attack
will be able to block a vehicle in the platoon from receiving and transmitting any message by
separate the vehicle from the platoon. This attack in particular was covered in the previous
chapter where malicious actor can implement this attack as inside and also outside attack.
Briefly, this type of attack is the most famous of the rest of the attacks because of the severe
damage it causes as it intercepts the messages and prevents their arrival. This type depends on
the attacker to block messages by cutting or jamming the transmitter and then separates the

vehicle from the rest of the platoon.

4.2 METHODOLOGY

For this particular issue of assault on platoon we utilized the linked list to interface various
vehicles in the unit. The linked list has two pointers in its structure information type as appeared
in its pragmatic work. The next pointer focuses to the following vehicle in the detachment while
the previous pointer focuses to the past vehicle. There is no sufficient technique today for
checking physical courses of action of vehicles inside a detachment development. In particular,
the problem was addressed the issue of a detachment assault where an aggressor identifies
nearness inside a platoon to pick up affirmation and in this way execute vindictive attack. To
address such concerns, we present linked list, a novel self-sufficient unit confirmation conspires
which ties the vehicles' advanced declarations to their physical setting. Linked list misuses the
discoveries that vehicles voyaging together experience comparative setting to demonstrate to one
another after some time that they are co-present. Work methodology depends on the capacity for
vehicles to catch this unique circumstance, produce validation to set up shared keys, and later tie
these symmetric keys to their open keys. We structure and actualize the linked list convention
and assess it with reenactment on C++. The usage shows that vehicles recognized by their unique
situation and this can be used to defeat detachment assaults (i.e. DoS, Ad-hoc, Drive-by and
Botnet) and comparable their misconduct.

Among the advances in vehicles platooning is a developing one that is accomplishing extensive

footing. Vehicle platooning is an arrangement of composed, where taking an interest vehicle
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drive in a solitary record or detachment; every vehicle carefully pursues the previous vehicle,

with the preeminent vehicle in the development as the company head.
Four types of simulated attacks have been implemented given by:

e DoS Attack (Header File: Dos.h) [Connected to Platoon.cpp]

e Botnet Attack (Header File: Botnet.h) [Connected to Platoon.cpp]

e Drive-By Attack (Header File: Driveby.h) [Connected to Platoon.cpp]
e Adhoc Attack (Header File: Adhoc.h) [Connected to Platoon.cpp]

Each file has an implementation of warning the type of attack, the warning is generated by each
header file and that warning is sent to the main file (i.e. Platoon.cpp), when the warning is
generated by the header file it than point the pointer of linked list to the type of warning being
generated by the Header file to the Main file. Based on this technique of flagging/warning the
type of attack to the main file distinguishes the type of attack among different types of attacks
(i.e. DoS, Ad-hoc, Drive-by and Botnet). After identifying the type of attack the vehicle is
identified which generates the attack, now it’s simple to identify the vehicle because whenever
the warning is generated internally/inside by the header files, that vehicle is marked as the
intruding or attacking vehicle. The reference of vehicle is than being passed to the delete
function, the delete function remove the vehicle from the linked list and updates all the pointers.
Linked list is the only most efficient way to rearrange the queue/line of vehicles after an
attacking vehicle is removed from the platoon. Scan function de-refer all the pointer to the linked
list and issue a flag to scan the type of attack being generated as a flag from the header files as

demonstrate in Figure 4.4.
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Figure 4.4: Threat Detection and Elimination.

4.3 RESULTS

In this section we will demonstrate the execution of our program from the formation of the
platoon to scanning for attacks and ends with eliminating the threat.

4.3.1 First Sample Output

The sample output in which user specifies the number of vehicles in the platoon shown in Figure

4.5, after specifying the number of vehicles in the platoon the user given an ID to the vehicles.

The user can take or set as much vehicles in the platoon as much as he/she wants. The first
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vehicle which is platoon leader will always be on this linked list. There could be no attack that

can intrude the platoon leader. The linked list links all the vehicles by using pointers in a

formation. If the user press 0 that’s mean the scanning of vehicle and attack will not happen as

shown in the figure below.

F\Platoon Attack Project\Platoon.exe
Ol MANY UEHICLES ARE IM THE PLATOON?

rNTEH THE UEHICLE ID FOR UEHICLE MUMBER:1i
rNTEH THE UEHICLE ID FOR UEHICLE MUMBER:Z
;NTEH THE UEHICLE ID FOR UEHICLE MUMBER:3
rNTEH THE UVEHICLE ID FOR UWEHICLE MUMBER:4
rNTEH THE UEHICLE ID FOR UEHICLE MUMBER:5

1
FORMATION OF PLATOON BEFORE OQCCURING ATTACK

EHICLE => 1  UEHICLE => 2  UEHICLE => 3  UEHICLE => 4
DO ¥YOU UANT TO SCAN FOR ATTACKE IN PLATOOM?

PRESE @ FOR (MO> AND 1 FOR (YES>

SCANNING IS TERMINTATED

FORMATION OF PLATOON WITHOUT SCANMMING FOR ATTACKS
EHICLE => 1  UEHICLE => 2  UEHICLE => 3  UEHICLE => 4

Process exited after 19.88 seconds with return value 1
Prezz any key to continue . . .

Figure 4.5: Formation of The Platoon.

4.3.2 Second Sample Output

) % f

L]

UEHICLE => §

UEHICLE => &

The sample output in which user specifies the number of vehicles in the platoon, after specifying

the number of vehicles in the platoon the user given an ID to the vehicles. The user can take or

set as much vehicles in the platoon as much as he/she wants. The first vehicle which is platoon

leader will always be on this linked list. There could be no attack that can intrude the platoon
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leader. The linked list links all the vehicles by using pointers in a formation. If the user press 1
that’s mean the scanning of vehicle and attack will happen as shown in the Figure 4.6. The type
of attack and vehicle is identified by its position based on the warning/flags generated by the
header files connected to the main file. Then user will have a choice of removing the attacking
vehicle. The user will press 0 if the user doesn’t want to remove the attacking vehicle from the
formation of platoon and program will display the linked list without removing an attacking

vehicle after scanning of attack being done.

C F\Platoon Attack Project\Platoon.exe =
0o MANY UEHICLES ARE IH THE PLATOON?

rNTER THE UVEHICLE ID FOR VEHICLE HUMEER:
rNTER THE UEHICLE ID FOR UEHICLE MNUMBER:

[EMTER THE UEHICLE ID FOR UEHICLE MUMBER:
3
[EMTER THE UEHICLE ID FOR UEHICLE MUMBER:
2
[EMTER THE UEHICLE ID FOR UEHICLE MUMBER:

1
FORMATION OF PLATOON BEFORE OCCURING ATTACK

EHICLE => 1 UVEHICLE => 2 UEHICLE => 3 UEHICLE => 4 UEHICLE => &
DO ¥YOU WANT TO SCAM FOR ATTACKS IN PLATOON?

PRESS # FOR (HO>» AND 1 FOR (YES>

1
PROGRAM ATTACKS
PROGRAM ATTACKS
PROGRAM ATTACKS
PROGRAM ATTACKS
PROGRAM ATTACKS

ATTACK TYPE: Drive—By Attack

ATTACKIMG UEHICLE: 4
DO ¥OU WANT TO REMOUE THE ATTACKIMG UEHICLE?
PRESS # FOR (HO>» AND 1 FOR (YES>

G

FORMATION OF PLATOON WITHOUT REMOUING ATTACKING UEHICLE
EHICLE => 1 UVEHICLE => 2 UEHICLE => 3 UEHICLE => 4 UEHICLE =>

Process exited after 25.13 szeconds with return value @
Press any key to continue . . .

Figure 4.6: Detect the Attack and Identify The Attacking Vehicle.

4.3.3 Third Sample Output

The sample output in which user specifies the number of vehicles in the platoon, after specifying
the number of vehicles in the platoon the user given an ID to the vehicles. The user can take or
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set as much vehicles in the platoon as much as he/she wants. The first vehicle which is platoon
leader will always be on this linked list. There could be no attack that can intrude the platoon
leader. The linked list links all the vehicles by using pointers in a formation. If the user press 1
that’s mean the scanning of vehicle and attack will happen. The type of attack and vehicle is
identified by its position based on the warning/flags generated by the header files connected to
the main file as shown in Figure 4.7. Then user will have a choice of removing the attacking
vehicle. The user will press 1 if the user wants to remove the attacking vehicle from the
formation of platoon and program will display the linked list after removing an attacking vehicle.

- FAPlatoon Attack Project\Platoon.exe - 0

oW MANY UEHICLES
rHTER THE UEHICLE
rHTER THE UEHICLE
;HTER THE UEHICLE
rHTER THE UEHICLE
rHTER THE UEHICLE

1
FORMATION

EHICLE => 1
DO ¥YOU WANT TO

ARE IN
ID FOR
ID FOR
ID FOR
ID FOR
ID FOR

PRO

THE PLATOON?

=» 2

PRO

PRO

PRO

PR

UEHICLE
UEHICLE
UEHICLE
UEHICLE
UEHICLE

PRESS 8 FOR (NO> AWD 1 FOR (YES>

UEHICLE

MUMBER:1
MUMBER:2
MUMBER: 3
MUMBER: 4
MUMBER:5%

OF PLATOON BEFORE OCCURIMG ATTACK

UEHICLE
SCAN FOR ATTACKS IWH PLATOON?

=» 3

UVEHICLE

E ATTACKS

E ATTACKS

E ATTACKS

E ATTACKS

E ATTACKS

=>4

Ll

VEHICLE => 5

ATTACK TYPE: DOS Attack

ATTACKING UEHICLE: 4

DO YOU WANT TO REMOUE THE ATTACKING UEHICLE?
PRESS 8 FOR (NO> AWD 1 FOR (YES>

1

REMOUING THE ATTACKING VEHICLE FROM PLATOON

FORMATION OF PLATOON AFTER REMOUING ATTACKING UEHICLE

EHICLE => 1 UVEHICLE =»> 2 UVEHICLE = 3 VEHICLE => 5

24_.84 seconds with return value B

Process exited after
Preszs any key to continue . . .

Figure 4.7: Eliminate the Threat by Rearranging The Platoon.
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Figure 4.8 will show the program executing time for each attack from formation of the platoon to
the elimination of the threat. Our result shows that Drive-by attack will take more time that the
other three attacks in term of detection the followed by DoS, Botnet and finally Ad-hoc attack.
Figure 4.9 will demonstrate the procedure of the program execution.

30

24,84

25

21,99
21,22

20,1
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15

10

Time (S)

(6}

Ad-hoc Botnet DoS Drive-by
Type of Attacks

Figure 4.8: Time of Executing of Each Attack.
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Figure 4.9: Program Execution.
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5. CONCLUSIONS

5.1 OUTSIDE ATTACK

In term of outside attacks, we have taken steps to explained how to overcome (sybil, dos, delay)
attacks with some security algorithms such as encryption, hashing and message authentication
code. Our result show that these techniques can efficiency solve these attacks. To ensure the
validity of these steps we have set up a simulation system to measure the extent and number and
timing of the impact of vehicles attacks. The result shows that the most serious attack is sybil
attack followed by the DOS then comes in the last rank in terms of direct risk is timing attack as

shown in Figure 5.1 and Figure 5.2.

Number of Affected Cars

LLh

3cars 5 cars 8 cars
Total number of cars

SN

H Sybil
o Delay

Number of Affected Cars
N w

[N

Figure 5.1: Statistical Diagram of Affected Cars for Each Attack.
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Figure 5.2: Statistical Diagram of Elapsed Time in ms For Each Attack.

5.2 INSIDE ATTACK

In term of inside attacks, we proposed a way to deal with secure vehicle confirmations and
congruity into a platoon by checking physical setting using linked list. Linked list is novel since
it use inborn arbitrariness from different vehicles unit and traffic conditions to independently
bootstrap a mutual cryptographic key that is utilized by vehicles to safely tie physical setting of
different attacks (i.e. dos attack, botnet attack, ad-hoc attack and drive-by attack), or region data
to advanced identifiers, or testaments. We executed and assessed the linked list-based check
conspire against genuine attacking information gathered from distinct header files of attack type
and vehicle information. We exhibited the achievability of adequately separating between
contiguous vehicles utilizing C++ programming language which works on low-level comparative
to other programming language for verifying the type attack and vehicle information in the

platoon. The result shows the program ability to detect the attack, identify the malicious actor
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position and secure the platoon from those attackers by eliminate the threat and re-arrange the

platoon efficiently.

Figure 5.3 show the time of execution for each attack. In this approach (inside attack) we
consider four different attacks (Botnet attack, DoS attack, Ad-hoc attack and Drive-by attack),

these attacks consider the most dangerous attacks facing the platooning system.

24,84

Drive-by

DoS 21,99

Type of Attacks

Botnet 21,22

Ad-hoc

N
o
[N

10 15 20 25 30
Time (S)

o
6]

Figure 5.3: Time of The Program Executing For Each Attack.

5.3 FUTURE WORK

The project has successfully evaluated the security breaches in vehicle platooning and expanding
the possibilities of developing scenarios to test these attacks. Therefore, the following proposals

for future research are recommended:



e Future design should be more customizable to include other aspects of the vehicle
platoon by accommodating customizable simulation parameters. The customization will
allow the inclusion of the recommended changes to counter attacks.

e A user-friendly interface can be used for simulating and defining the elements of the
vehicle platoon.

e Specialized research into the nature and effects of the various attack modes is
recommended. Each attack scenarios should be specially studied and researched where
scenario of occurrence being evaluated to create a robust understanding of their effects

and security requirements.

In vehicular system there are two types of communications (vehicle to vehicle and vehicle to
infrastructure). The infrastructure provides the platoon with sensitive information including road
condition, weather condition and shortest path etc. Future work will focus on the threats that
facing the infrastructure and its ability to destroy the stability of the platoon by detecting these

threats and secure the platoon from any possible threats.
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