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ABSTRACT

Parallel to the technological improvements, trassom speed of data over data
lines expressed as throughput has become more tampdhan ever before. Logical
circuit elements used in integrated circuits areabl systems, which cause speed
constraints. Limitations at speed constrain theoubhput. Although the attractive
research area, circuit density has improved to stegeee. The major reason for that is
the limitations caused by interconnections. Consetly, research has focused on how
to overcome the problems caused by interconnectigisti-valued is an interesting
approach which can satisfy our performance requerdsar Mult-value logic does not
just increase the amount of data carried over lias, it also increases the speed of
arithmetic operations such as additibfowever, speed is not the only requirement to
be considered. Power consumption and physical ragparements are other important
issues to be considered. So, all of those issuesthebe considered as a whole.

Galois Field arithmetic became an important tomic ifs use in cryptographic
algorithms, such as Eliptic Curve Cryptography ahBS (Advanced Encryption
Standard). Recently there is some interest in digith characteristic other than two,
which brings multi-valued logic into mind.

In this thesis, we tried to collate those two intpot topics, multi-value logic and
galois field arithmetic. Since there is no a staddaethodology like binary systems it
is not easy to realize all Galois Fields operatisnsh as serial multiplication and
exponantiation. In this thesis, basic addition amdtiplication operations are partially
implemented and realized by multi value logic. Wselito compare the complexity of a
bit serial multiplier based on multi value logiatgs to a binary bit serial multiplier.

Keywords: Multi-Value Logic, Multiple-Valued Logic, GaloiBields
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Oz

Teknolojik gelsmelere paralel olarak verinin iletim hatlar Gzelen iletim hizi
Ooncesine gore cok daha buyik bir 6nem kazsginmiEntegre devrelerde kullanilan
manitksal devre elemanlari ikili sistemde gakktadir. Bu sebepten dolayi veri iletim
hizinda bir sinirlama gonaktadir. Bu kisitlamayisabilmek icin csitli ve etkileyici
calismalar yapiimasina gaen, devre ygunlugu, yani devre alanin azaltiimasi ancak
belirli bir seviyeye gelebilmgtir. Bunun temel sebebi, lkahkli baglanti yollarinin
getirmis oldugu sinirlamalardir. Dolayisiyla, atamacilar, bglanti yollarinin getirdii
kisittamalar ve veri yollar1 Gzerinden nasil dalezld veri tainabilecgi lzerine
yogunlasmiglardir. Bundan vyola cikarak, cok @e&li mantik, bu beklentileri
kargilayabilmek amaciyla ortaya atilghr. Cok deerli mantik sadece veri hatt
Uzerinden ta@nabilecek veri miktarini artirmakla kalmaz. Ayranzanda toplama gibi
artimetik slemlerin hizini da artirmaktadir. Butiin bunlarimyala, hiz tek bana
distinulecek ve dnem verilecek konugddir. Hiza ek olarak gu¢ sarfiyati, ve fiziksel
devre alani da dnem verilmesi gerekegedionemli konulardir. Dolayisiyla, batin bu
faktdrleri bir buttin olarak dgerlendirmek ve ele almak gerekmektedir.

Galois Fields, sonlu durum cebiri bazi kriptogkadigoritmalar (ECC, AES) icin
biylk 6nem tamakta ve temelini okiurmaktadir. Son zamanlarda karaktegisti
ikiden farkli olan alanlara olan ilgi akla ¢coklu mie devrelerini getirmektedir.

Bu tezde, yukarida bahsedilen iki konu harmanldgasaniu durum cebirinde
kullanilan temel aritmetiksiemlerin, ¢coklu mantik ile gergceklenmesine géinistir.
Coklu mantik devrelerine dayanan bir seri carpmaeate karmaiklik bakimindan ikili
mantga dayanan bir seri carpma devresi ile kiyaslanmi

Anahtar Kelimeler: Coklu mantik, Sonlu Durum Cebiri
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CHAPTER 1

INTRODUCTION

Multi-value logic is processing of arithmetic andgic operations at radixes
higher than two. It has been expected to solvepitoblems of today’s integrated
circuits such as dissipation of heat, current Igakand problems that occur due to

squeezing more transistors into less silicon (Orksellogic, 2006).

It is mentioned above that multi-value logic usadixes higher than two. In daily
life, people are used to use base ten and comparterdesigned to work at base two.
However, sometimes working at higher radixes camatdeantageous. For example,
consider how to express number (436at different radixes:

Base Number

16 1B4

8 664

4 12310

3 121011

2 110110100

As it is shown above, (43f)can be expressed with 9 digits at radix 2. If wggma
every digit with a single data line, this meansa®@adines. Same number is expressed
with 6 digits at radix 3, 5 digits at radix 4, 3yds at radix 8 and 3 digits at radix 16. We
can realize that, multi-value logic means more nmi@tion and less area (Omnibase
Logic, 2006).

A sample application area where this advantagebeaof used is the area of
cryptography. An encryption performed with 32 diggt radix 2 could be broken with

a 100 MIPS processor in 2.2 minutes. However, sanoeyption performed at radix 3



could be broken with same processor at 643 dayd.th@ same encryption made
at radix 4 could be broken with same processoratcenturies. The reason of this huge
difference is that, when a brute-force attack igliag to this 32 digit information, there
are 2? possibilities. However, if the data is encryptedradix 3, there are 3
possibilities for brute-force attack. And if it éncrypted at radix 4, there ar& 4 2*
possibilities. This numbers show the huge advansagecurity if multi-value logic can
be implemented (Omnibase Logic, 2006).

Ordinary comprehension at radix two is that, logjieneans True, and logic O
means False. However, in multi-value logic theraassuch a classification. Logic O is
just one of the states. True-False states at biogig have no meanings at multi-value
logic. In binary system, logic 1 is equivalent wahthmetic 1. This is why computers
make calculations easily. However it is not coneanipractically, theorically it is
possible to map logic 1 with artihmetic 2. For exdan during calculation of correlation
properties of wireless communication, logic O ispped to arithmetic -1 (Lablans,
2005-2007).

As it was mentioned before, multi-value logic isteing between discrete states
at radixes higher than 2. For example, in ternagycl which means radix 3, there are
three discrete states. Let assign symbolic chasatte ‘2’, ‘3’ to those discrete states.
Those numbers are absolutely symbolic. They dommedn anything. This means, any
other symbols can be used to represent those tisstades. Below, it is shown a signal
at radix 3. As it is seen from Figure 1.1, a mudlue signal can carry more information

than a binary signal:

signalx=[202122112]

0.5 —T

Figure 1.1 Multi-value signal representation (Lablans, 2Q0§&7)



Another considerable point is that, in binary sgsteomplement of state ‘0’ is
state ‘1’ and complement of state ‘1’ is state Bécause, there is no another state in
binary system. However, in multi-value logic, sintere are more than two states,
complement of a state does not proceeded as imybgyatems. A method defined in

post algebra for complement operation is calculagedhown below:
Forradixr, X = (r-1)-x

Ex: For radix 4:

0 = (4-1)-0=3
1 = (4-1)-1=2
2 = (4-1)-2=1
3 = (4-1)-3=0

Another interesting point is that, multi-value sadgrcan be processed at radix 2.
Most striking example about this topic is “ transgion line coding ”. “ 4B3T ” codes
break data into 4 bits of pieces and after thavedrthose binary pieces to their 3 bits
equivalences at radix 3. Data is transmitted ora@rsimisson lines at radix 3. Recipient
side, takes those 3 bits multi-value pieces of datd converts them to 4 bits of
equivalences at radix 2. By this way, bandwith Ibesn increased indisputably because
3 bits of data is enough instead of 4bits of dHtéhis advantage is compared by the
disadvantage of encode-decode costs, it is wodbléns, 2005-2007).

In binary systems, 70% of circuit area is allocaiedhterconnection, 20% is for
isolation, 10% is for circuit elements. Thus, ictatnection is a very important issue.
By descent of number of interconnections, numbeoutput pins of the circuit also
decresases. For reliability and strength of theudiy minority of pins is better. Hence,
there is a constraint for the number of pins oniraut. This is called as “pinout”

problem. This is another advantage of multi-vahgid (Butler, 1995).

Also, using multi-value signals for point-to-poiocbmmunication around 1 km

can be very advantageous. Distances can be vegeaff Thus, signaling can be



controlled by distributed devices where it is woltbcause of wiring costs (Smith,
1981).

Advantages gained by applying multi-valued logic diocuits are shown by

Kameyama (Kameyama et al., 1988) at Figure 1.2:

Number of pins
decreased VLSI chip
density
increased
Complexity
caused by
interconnections
System
complexity
decreased
Processing
Capacity per
area increased
Power
consumption
Chip area decreased
reduced
Data
processing
Number of speed
cascade increased
structures
decreased

Figure 1.2 Advantages of multi-value logic

Fuzzy Logic, one of the important topics of Artifit Intelligence, has emerged
from the idea multi-value logic. Some scientistsade researches to define the
importance of multi-value logic for fuzzy logic. @éted (Olmsted, 1998) is one of
those scientists. Furthermore, Cardoli (Cardoli &etlaerf, 1996), has showed how to
form a knowledge base in artificial intelligence using multi-value logic (Nascimento,

2001).



CHAPTER 2

MULTI VALUE LOGIC

2.1HISTORICAL EVOLUTION

Early multi-value logic circuits that draw interesere ones at radix 3. Those
early radix 3 circuits were derived from their bipacounterparts. Also, they were
working over passive circuit elements rather thetiva onesEvolution at multi-valued
logic has reached to a state that commercial agtpic areas have emerged (Smith,
1981).

If we inspect the historical evolution of multi-uad logic, we can see that the
work of Post (Post, 1921) published in 1921 hagrdmrted very much to the evolution
of multi-value logic. Meanwhile, before 1965s thdrad been some studies about
hardware such as radix 3 computer SETUN (Epsteal. e1974) that was designed by
Russians. Subsequent studies were done to provstiendard about multi-value logic
and to form set of elements easy to implementraatize. Late 1960s, interest drawn
to multi-value logic circuits has been raisen toaicable level. As a result of this
interest, two important studies have been presefiest one is the study done by Allen
and Givone at 1968 (Allen and Givone, 1968). Ii$ thiork, one of fateful elements of
multi-value logic, “literal” element has been defth Other important study belongs to
Vrasenic, Lee and Smith perfomed at 1970 (Vranesial. 1970). In this study, other
fateful element of multi-value logic, “cycle” elemiehas been specified. Furthermore,
in this study, it is shown how to apply analoguehteques to multi-value logic.
Subsequent developments were specified at puldicatiof Vranesic and Smith
(Vranesic et al., 1974),(Vranesic and Smith, 198dd later on Smith (Smith, 1976),
Vranesic and Smith (Vranesic and Smith, 1977) &ed Dao (Dao, 1981).



As a result of those studies, element sets have éi@erged that can be applied to
many technologies (Smith, 1981).

2.2 POST ALGEBRA

Functions in multi-value logic can be expresseduas of products like in binary
system. But, there is not just a single represiemtats it is done in binary. There are
more than one representation of “individual prodterms”. Representation of a
function at the sum of products format changes raeg to the type of unary operators
used. Besides that, even the unary operator sdtisssame, if the operators used to
combine those sum-of-products terms are differanth as tsum, modsum, max, min;
realization of the function differs from each othekny multi-valued function can be

represented as sum-of-products as shown below:

f(X1, X2, ..., %) = PL <sum operator>JXsum operator> ... <sum operatorz P

Every R expresses a product term and <sum operator> esgwes operator such as

tsum, modsum, max (Jain et al., 1995).

As it is emphasized above, use of different opesatprovides different
representations at realization of functions. Kefkh#&erkhoff, 1984), McCluskey
(McCluskey, 1979), Allen and Givone (Allen and Gy 1968) achieved to realize

different representations of functions by usindedtént operators (Jain et al., 1995).

Representation of functions at SOP format is easgrding to multi-value logic.
As Tirumalai and Butler (Tirumalai and Butler, 19&Xpressed, if min/max operators
are used both, function can be realized with a mméashiexpression which consists of
only prime implicants. If min and tsum operators ased as combining operators, for

expressing the function, all of the implicants h&wé&e considered (Jain et al., 1995).

Some fundamental functions used at multi-value dogjie explained detailed
below. Let R be a set consists of integer valuesifO to r-1 which are mapped into

logical states of the set X that contains thedalgstates at radix r. F(x) is the function



that maps those integer values of R to stateseiiseh X (Jain et al., 1993).

R={0,1,2,..,r1},

X ={Xo, X1, ..y %} , Xi ER,
FX)= R— R

2.2.1 min:

For radix=r, R={0,1, .., r-1X={Xy, X, ..., %}, X E€ER
MIN(&E, X2, <oy %) = X1« X2 « ..o s Xp= Minimum of (%, Xz, ..., %)
Ex: r=4, R={0,1,2, 3},

x=2, %=1, x%=3,

min(x, X, X3) =2.1.3=1 (Jain et al., 1993)

2.2.2 tsum:

For radix=r, R={0,1, .., r1}, X&1 X, ..., %}, Xi€R
tsum(x, Xz, ..., %) =Xt H» H ....EHX,= minimum of (x1 + x2 +
Ex: r=5, R={0,1,2,3,4},

Xx=3, %=2, %=3,

tsum(x X, Xs) =3 HH2 HH3 =4

2.2.3 complement:

For radix=r, R={0,1, .., r1}, X&1, X, ..., %}, X €R

v tX r-1)



2.2.4 literal:

For radix=r, R={0,1, .., r1}, X1, X2, ..., %},
X%, a, bER,

a<b,

1 (binary high) ifa&x< b

X" = 0 (binary low) else

Ex: r=4, R={0,1,2, 3},
x=2, a=1, b=2,
&xP = 122= 1 (binary high)

2.2.5 clockwise cycle:

For radix=r, R={0,1, .., r1}, X=x{, X, ..., %},
X, mER
X" = (x +m) modr
Ex: r=4, R={0,1,2,3},
x=3, m=2, 3 =B+2)mod4=1

2.2.6 counter-clockwise cycle:

For radix=r, R={0,1, .., r1}, X=x{, X, ..., %},
X, MER
X"_=(x-m)modr
Ex: r=4, R={0,1,2,3},
x=3, m=2, 3 =3-2)mod4=1

2.2.7 max:

For radix=r, R={0,1, .., r-1}, X={XXo, ..., %},
x€ER

max(X, Xz, ..., %) = X1+ Xo + ... + X,= maximum of (X, X, ...

» %)



Ex: r=4, R={0,1,2, 3},
X=2, %=1, %=3,
max(x Xz, Xz) =2+1+3 =3

2.2.8 modsum:

For radix=r, R={0,1, .., r-1}, X&1, X, ..., %}, X €R

modsum(x Xz, ..., %) = Xx1Pxo P .. P ¥= (xa+Xo+ ... +x)modr

Ex: r=4, R={0,1,2,3},

x=3, %=1,

P x2=(B83+1)mod4=0 (Jainetal., 1993)

Example:

Figure 2.1 Truth table of a function

Truth table of a function is shown in Figure 2.lepResentation of the function by

means of SOP is shown below (Jain et al., 1995):
f(xy, %) =2(°x1 ) « 2% +2(*°x19) « 2(°%%) +2(®°x1 %) . 2(% %2 9)

There are many operators present in post algetonaudt be possible for all those
operators to be realized in real life. Monotonisteyns are the easiest multi-value
sytems to be realized. General structure of mono®ystems is shown below:
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x1

m-valued Decoder Binary circuits Encoder
m-valued

xn binary

Figure 2.2 Structure Of Monotonic Systems

Although there are more than one representatiorpast algebra, they are
isomorphic. For circuit design, monotonic systems the easiest to realize (Etiemble
and Israel, 1988).

2.3 CIRCUIT REALIZATIONS

Previously, people asked whether it would be pdssib realize multi-value
circuits. Depending on evolutions in microelectomechnology, number of circuit
devices per unit area increased exponentially. elemore efficient, productive circuits
are started to be produced (Etiemble and Isra88)19

Binary integrated circuits use boolean algebralagital operators belong to this
algebra. Binary circuits are voltage mode circwitich means use of continuous
electrical signal voltage as input. OV maps toddgi 5V maps to logic 1. In multi-value
logic, there are more than two discrete statethdse circuits, both current and voltage
signals can be used. Mapping to discrete logiestet provided by scaling of electrical

signal (Etiemble and Israel, 1988).

As it is mentioned in previous chapter interconmectproblem is the major
problem for binary systems. Actually, with intero@etion problems of binary systems
has been faced at two levels. First one is theicage “edge” problem. Reason is that,
circuit sizes grows exponentially a& kHowever, edge connection grows linearly as n.
Another interconnection problem is that numbemdéiinal circuit elements grows with

n?, but the number of interconnections grows &¥ (Smith, 1981).
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That is the point, a solution to all those probleras be to carry more data on
trasmission lines. Thus, by decreasing the numberterconnections size of modules
can be enlarged, number of them also can be irenle&arthermore, general purpose,
public modules can be produced instead of applinasipecific ones. In this manner,
design costs can be decresaed extreméley.reason why devices surround us work at
binary system is that it is easy for circuit elemseto switch between two states on-off
(Smith, 1981).

In a sense, multi-value logic can be remedy fos timtrconnection problem.
Because, number of interconnections and pins deesaaoticably. However, integrated
circuit manufacturers have not concentrated on ywmiogy multi-valued circuits
(Etiemble and Israel, 1988).

In multi-value logic, electric signals can be magpmeore than two logical states. This
way, it is possible for chip area to be reduc¢éddin et al., 1993). Threshold circuit
elements are one of the mostly used and imporfentents in multi-value logic. The
reason is that, it quantizes the electrical sigmalrder to map to discrete logical states.
Switching time of threshold element takes mostha overall latency time of this

element (Hanyu et al., 1994).

Multi-value logic circuits use three types of elel signal. Those are, current,
voltage and charge. Charge-coupled devices usegehtr carry data. Yamada,
Fujishima, Nagasawa, and Gamou (Yamada et al8)1®ed charge coupled devices
at multi-value memory design. Furthermore, Kerki{#érkhoff and Djkstra, 1979) has
done some multi-value logical study and applicaibg using charge-coupled devices.
Current, has been used especially in expressingj mallie variables in®L circuits.
Studies done by Dao (Dao, 1977), ElImasry (Elmak®y5) can be shown as examples.
Current mode logic circuits provide the facility afiding signals easily by wiring. For
radix bigger than 3, charge based circuits andeatirbased circuits are prefered.
However, especially for radix 3, voltage mode disw@are more important (Etiemble
and Israel, 1974).
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Multi-value logic circuits that are realized by usedifferent technologies such as
MOS, FL bipolar and CCD technology have been presente(Kameyama et al.,
1988), (Etiemble and Israel, 1988), (Butler andikkeff, 1988).

2.3.1 MOS Technology

There are over 100 million elements over a MOS nrgmBecause of the
increase in the number of elements per unit ardat, @ problems have been occured.
Most important ones of those problems are, coolinganaging and routing
interconnections. As the number of elements isgeaumber of interconnections
increase and those interconnections take place tharethe elements itself (Etiemble
and Israel, 1988).

Popularity of production of multi-value logic cintsi by using CMOS technology
has been increased because of use of processesdlaso used at production stage of
binary systems (Jain et al., 199@MOS multivalue logic circuits, are divided into two
namely voltage-mode circuits and current-mode dscioth type have advantageous
and disadvantageous sides over each other (Arb®88). Most important advantage of
voltage-mode circuits is that, more than one cirelements are controlled by a single
voltage source. This parallelism feature contributeovercome of data redundancy. If
more than one circuit elements, need the same(sigtaal) at the same time, by a single
source, this signal can be easily transmitted tsdhelements by parallelism. Hence,
voltage-mode circuits are mostly used for datasim@asion and routing operations.
Important problems faced with voltage-mode circidte physical area, addition of

signals and realization of 2’'s complement operation

Multi-value logic circuits that are realized bying current-mode CMOS
technology, logical levels are confirmed by quaaticn of current signal. As an
example, for logical state Onpht= O MA, logical state L,h= 1 mA , logical state 2
linpuit= 2 MA etc (Jain et al., 1993).

With current-mode circuits in order to implemene tbommunication between
circuit elements more data lines needed accordingltage-mode circuits. A data line

must be assigned to a single point. If other cirelements enter to this line, magnitude
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of this signal will be degrade to a obscure vaBesides that, addition of two signals
can be realized easily by simply wiring. Also, 2igglement operation can be simply
performed by converting the flow direction of currdo the opposite side (Arnold,
1988).

Futhermore, current-mode circuits have the easinéssaddition operation by
simply wiring. However, power consumption is a ses handicap. In contrast, power
consumption is very low at voltage-mode circuitecBuse, there is no current flow in
static state. (Syuto et al., 2000)

Current mode multi-value circuits are conformable frealizing threshold
functions of binary logic. But, there is a remaigalmportant issue is that the result of
analog addition of currents is a non level resgwralue. That is to say, it falls between
any two values which we found by scaling the cureggnal and it does not map any of
the valid states. Hence, any signal generated beaafunoise will affect the result, and

this is an undesirable situation.

DC characteristics of non level restoring and leestoring circuits are shown at
Figures 2.3 and 2.4.

O =~ N W b

Figure 2.3DC characteristic of non level restoring circuit
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Figure 2.4DC characteristic of level restoring circuit (Etible and Israel, 1988)

Optimal architecture is the use of both arhitectunecorporation. As an example,
using voltage-mode structure for only routing amathdransmission; and using current-

mode structure at internal operations such as tadtpn (Arnold, 1988).

Circuits in multi-value logic which are establishky using CMOS technology,

can use current mode CMOS technology, voltage n@d@S technology or both.
2.3.1.1 Basic Circuit Elements for Current Mode CMC5

There are 5 fundamental circuit elements in cumeosde CMOS. Those are: sum,

constant, current mirror, threshold and switch.
2.3.1.1.1 Sum

Logic operation y =pxt X + ... + X%

Swmbaol Chircutt realization
3] 1
—_—
D
hor) 2
[ Em— w7
S 5
a— -
- -
Hn Hn
—_—
—

Figure 2.5Sum Element
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2.3.1.1.2 Constant

Logic operation y =K,

Symbaol Circuit realization

K . —D) —)

Figure 2.6 Constant element

Constant circuit element, is accomplished by udiAgpe or P-type transistors. If
an output current K times the input current is vednib be generated, then W/L ratio of
the transistor must be equal to K (Jain et al. 399

2.3.1.1.3 Current mirror

Logic operation d = K In for i = {1, 2, .., n} K : constant
Symbol Circuit Realization
b= = =
i a u
— |lr Lg .-
N : ]
Iﬂn
Iol I Wad
. n u
mn P ’—‘ﬂ l—lti L BN N ’—‘
he b
I

on

Figure 2.7 Current Mirror
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Those circuits are used for copying the input aqutr8esides that, by arranging
constant K there can be generated output currentd;Kat output. There are two types
of current mirrors. One of them consists of N-typansistors and the second one
consists of P-type transistors. The transistor tvihiccurrent flows over is named as the
input transistor and the others are output tramsEstW/L; ratios of output transistors
define the ratio ofy|/ l;n. Nevertheless, by using current mirror, directadra current
can be inverted. This method is useful for reatjzgubtraction operation (Jain et al.,
1993).

2.3.1.1.4 Threshold

This element can be thought like a convem@mfcurrent to voltage. That is to say,
it is circuit element with a current input and \age output. There are two types of
threshold elements, N-type and P-type. Working qyoile of N-type threshold is
explained below:

If the input current is smaller than the thresholdrent value, output voltage value
becomes binary low (0V), else if input current igder than or equal to threshold
current value, output voltage value becomes bihagly (5V).

For N-type, if (I < lin) then \4 = binary high else Y= binary low.

in

Figure 2.8 Threshold element by NMOS

Working principle of other type, P-type threshadcekplained below:
If the input current is smaller than the thresholdrent value, output voltage value
becomes binary high (5V), else if input currentbigger than or equal to threshold

current value, output voltage value becomes bifay(0V).
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For P-type, if (h < Iin) then \4 = binary low else Y= binary high.

Vv

dd
1. \Y% V

n

th

in

Figure 2.9 Threshold element by PMOS

It current here expresses the maximum current valatecan flow over the transistor
and its magnitude is defined by arranging (W / U),* Threshold element is used for

realizing literal and cycle elements (Jain etE93).
2.3.1.1.5 switch

This element, can be thought like a convdrtan voltage to current. That is to say,

it is circuit element with a voltage input and @&nt output. There are two types of
switch elements, N-type and P-type. Working pritecipf N-type switch is explained
below:
If a voltage level which can activate the trarmistan be applied to the gate of the
transistor, then transistor passes to conductivid) (§tate and it permits the input
current to flow to output. If voltage level applied gate is not enough to activate
transistor, then transistor passes to cut off (Ostkte and it will not permit input

current to flow to output.
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For N-type, if (M, = binary high) thengl=li,else }, = 0.

v

o

I. IO m
M Switch 3 @

in

Figure 2.10Switch element by NMOS

Working principle of P-type switch is explained et

If a voltage level of binary low which is applied the gate of the transistor, then
transistor passes to conductive (ON) state anenmnjs the input current to flow to
output. If voltage level applied to gate is bin&igh, then transistor passes to cut off
(OFF) state and it will not permit input currentfkow to output (Jain et al., 1993).

For P-type, if (\h,= binary low ) thend=li,else |, = 0.

A\

o

I' IO j 1
- Switch > @

Figure 2.11Switch element by PMOS

Previously, MOS technology employed only PMOS tistioss. Later on, NMOS
transistors have started to be used. Today, bot@8Mnd PMOS transistors are used.
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CMOS technology superseded NMOS technology becaluk®v power consumption.
NMOS technology basically use N-type enhancemertdenamnd N-type depletion mode
transistors. CMOS technology use N-type enhancenagit P-type enhancement

transistors.

2.3.1.2 Sample Circuit Elements For Voltage Mode CRS

In voltage mode CMOQOS, there are circuit elementh &s inverter, NAND, NOR,

etc.

2.3.1.2.1 NMOS inverter

+%dd Fundatmental formulas of a MOS transistor are shown below:
IfVgs—-Vr<0:
E N Ip=0
Vot
3 If0 < Vg —Vr < Vpg
e E Tp = (05"t Cox) * (W/L)* (Vs V)’
i

If Vos—Vr =V
— Ip = {0.5%uCo) * CWILY* (VWps)[2%(Vas-VT)-Vis]

Figure 2.12NMOS inverter

For realizing desired logic states, parametersrthedt be adjusted are threshold voltage

values or WI/L ratio of transistors (Etiemble anchéd, 1988).

2.3.1.2.2 Four-valued Encoder

Below is shown a circuit realization of a 4-valusttoder circuit. X, Y, Z values
are the binary logic values that map to the inmlitage values of the circuit. M is the
multi-value logic state that maps to the outputage value of the circuit.
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[F1L [T

T Jjﬁ ] J% B

Figure 2.13Four-valued NMOS Encoder

Table 2.1Truth table of Four-valued NMOS Encoder

X[Y[zZ]M
o[o[o[3]
L{o|o]2
11|01
I|{I[1]0

Let’'s say, input voltage levels map to logic lev&¥ksO, Y=1 and Z=0, are applied to
transistors %, Ty, Tz. In this situation, X is at cut-off state, {is at saturation state,
and T; is at saturation state. Hence, output voltagellev determined by the ratio
(Wa/La) I (Wy/Ly). If we give another example, let's consider inpoitage levels map
to logic levels X=1, Y=0 and Z=1, are applied tansistors ¥, Ty, Tz. In this situation,
Tx is at saturation state,yTis at cut-off state, and;T is at saturation state. Hence,
output voltage level is determined by the ratioa(MK) / [(Wx/Lx) + (WZ/L7)] .
(Etiemble and Israel, 1988).



2.3.1.3 Sample Realization Of Some Operators By MOBansistors

2.3.1.3.1 Upper Threshold

e
-
©—

Al

@«
X
TIT

L
:

— L

—
-

0

Figure 2.14Upper Threshold Circuit (Morgul and Temel, 2005)

b if a<x
b
xla = 0 else

2.3.1.3.2 Lower Threshold
b 2]
oy a»

&
L —
A =

_1

Figure 2.15Lower Threshold Circuit{Temel and Morgul, 2002)

b if x<a

0 else
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2.3.1.3.3 Literal

Literal element can be realized by using lowerghoéd model shown at figure 2.16.

‘ | b+05
l a-0.5
= l X l - CL{ =)
thl . Ccc\mp:
.
e thy | r-1 Li )

1:1 T':

Figure 2.16Literal 1 (Temel and Morgul, 2005)

Another way of realizing literal element can beamuplished by using lower threshold
model shown at figure 2.17 and upper threshold miod=rporation.

bH0.5
‘ J’ l a-0.5

_— s

thl l':

'

A

Lic, 25

Figure 2.17Literal 2
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Literal element realized by MOS transistors arenshbelow:

d
) -
LIV \_{'_ |
I I
A 4y F - q P r
A =
TD 0
Figure 2.18Literal Circuit
b c if b<x<a
L(c, *x7) =

0 else

2.3.2 Bipolar Technology

Another important technology used in multi-valugitis bipolar technology.
While realizing current mode multi-value circuitespecially simple ones, bipolar

technology is very advantageous. Some of those lmagiuits implemented by using
bipolar technology are shown below:

2.3.2.1 Current Mirror

Ly

=

y

Figure 2.19Current Mirror Circuit
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2.3.2.2 Sum
I, 3L,
T e . “— L +2L
l 21,
— Ix
L
Iy
T -—
2Ty
Iy

Figure 2.20Linear Summation Circuit

2.3.2.3 Threshold
L

—_—
“_
t = .
— . l 2L, 2-(3L, + )21,
T, *

If (3,+2L) <2, thenl, =1,
Iy If (3,+2L) =2, thenl,=0

t oTy

Figure 2.21Threshold Circuit (Etiemble and Israel, 1988)
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Using bipolar technology during realizing multi-ual current circuits is more
advantageous than using MOS technology. Becaugelabitransistors are current
controlled devices , in contrast, MOS transistaes \@ltage controlled (Etiemble and
Israel,1988).



CHAPTER 3

FINITE FIELDS

A field is a set of elements which has the follogviproperties; closure,
associativity, commutativity, distributivity and ggence of additive and multiplicative
inverses. If a field contains finite number of etnts it is a finite field. Finite fields are
very significant especially for cryptography ande aapplied to many areas in
cryptography such as cryptographic algorithms AlES and Elliptic Curve crptography

that are constructed over finite field arithmeftallings, 2006).

Definition 1: p is a prime and n is a positive integer,
order of a finite field issimumber of elements in the field which is

shown a8 p

Definition 2: fields with the order p can be defined by arithmeter
modulus p (mod p).

Definition 3: modular arithmetic, is the process of mapping &ager to an integer in
the set {0, 1, ..., n-1} fan integer n.

Definition 4: fields with the order'pand n>1, can be defined by polynomial arithmetic.

For an element set to be a field, it must possesg specifications.

Let consider set X = { X, ..., %} , ij,k,,m<ne€ Z

Specification 1:If an addition operation is applied over two eletsesf the set
X, and if the resuloise of the elements of the same set X,
then this set X posgsshe closure property over addition.
If X+ X =xn € X — X is closure under addition.

26
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Specification 2:1f (xk + X) + Xm =X + (Xm + X,) — X is associative under

addition.

Specification 3if for all elements of set X,
i¥xy=x and y€ X — yisthe identity element over
addition and Xehas the property
of additive identity.

Specification 4if for each xin the set X,
i¥y=0and y€ X — y; =-x and set X has the property of
presence ofiadé inverse.

Specification 5if for every element n the set X,
Xi +V =Yy +X% — set X has the property of additive

comutativity.

Specification 61f a multiplication operation is applied over twiements of set
X, and if thesult is one of the elements of the same set X, the

this set X Besses the closure property over multiplication.

If &*+X =xn € X — Xis closure under multiplication.

Specification 7:1f (Xk * X)) * Xm = X * (X; * Xm) — X is associative under

multiplication.

Specification 8 If Xk * (X; + Xn) = X* X; + % *Xm — X has the distributive

property.

Specification 9:1f for every element pn the set X,
Xi *Yi =¥ *Xj — set X has the property of multiplicative

comutativity.
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Specification 10:If for all elements of set X,
iXy=x% and y€ X — yis the identity element over
multiplicati@nd set X has the property of multiplicative
identity ($itags, 2006).

Specification 11if for every elementn the set X,
xi*yi=@nd xi=0 oryi=0- thereis no elementin set X
that can lnaded by O.

Specification 12if for each xin the set X,
i%yi=1and y€ X — v; = (x) *and set X has the property
of presewtenultiplicative inverse.

After all those specifications, we can show ratlamanbers and real numbers as

an example for fields. However, set of all integersot a field because this set does not

have the property of presence of multiplicativearse (Stallings, 2006).

3*x=1— x=3"=1/3is not an element of integers.

3.1 FINITE FIELDS OF THE FORM GF(p)

Finite fields are mentioned as Galois Fields to dmoBEvariste Galois. GF{p

conveys the finite field that has the ordBmgich shows the number of elements in this

set. When n=1, structure differs from the structiuhen n > 1.

Below, there are shown basic operations over GF(2):

Table 3.1Addition Operation for GF(2)
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Table 3.2Multiplication Operation for GF(2)

* 10 1
0 0 0
1 0 1

Table 3.3Inverse Operation for GF(2)

x | -(x) ()"
Additive | Multiplicativ

inverse | e inverse

- (Not
defined)

1 1 0

0 0

As it can be realized from the tables above, aoldibperation maps to logical
XOR operation and multiplication operation mapsdgical AND operation because
those operations are binary. This means, radix&li{®s, 2006).

As it is mentioned at definition 2, fields with tloeder p can be defined by using
arithmetic modulus p. Tables represented below shymavations of GF(7). Those tables

are generated over mod 7.

Table 3.4Addition Operation for GF(7)

o O A~ W N k| O +
o 01 b~ W N | O O
Ol O O | W N | =
| O] O g | W N N
N| | O OO O | W

w| N| k| O o g M d
Al W N | O OO Ol O1
gl | W N R O O O




Table 3.5Multiplication Operation for GF(7)

* 0 1 2 3 4 5 6
0 0 0 |0 0 0 0 0
1 0 1 2 3 4 5 6
2 0 2 4 6 1 3 5
3 0 3 |6 2 5 1 4
4 0 4 1 5 2 6 3
S 0 5 3 1 6 4 2
6 0 6 5 4 3 2 1
Table 3.6Inverse Operation for GF(2)
X -(x) ()"
Additive Multiplicative
inverse inverse
0 0 - (Not defined)
1 6 1
2 5 4
3 4 5
4 3 2
5 2 3
6 1 6

30
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3.2 POLYNOMIAL ARITHMETIC

Before carrying on finite fields of type GFjpit will be better to remember some
basic operations of GF(p=2).

3.2.1 Addition
Let  f(X) = @x" + gnrx" 1+ .+ & X°
g(x) = Bx" + X L+ X
f6) +90) = @+ by) * X"+ (@ + bha) * X"+ (@ + bo) * X°
Ex: f(x) =x*+1, g(x)=x+1
f(x) + g(x) = X + x +[(1 + 1)
|

2 = fdd 2)
f(x) + g(x) = X + x

3.2.2 Multiplication
Let  f(X) = @x" + g X"+ ..+ @ X°
g(x) = X" + brx " L+ borx©

f(X) * 9(X) = (@ * bn) * X*" + (& * bn.g) * X*" 4+ ... + (& * bg) * X"
+ (@ * br) * X°" 4 (81 * bpa) * XM+ L+ (@na* Do) * XM

+ (0% bp) * X"+ (@ * bpa) * X"+ ... + (& * bg) * x°
Ex: f(x) =x*+1, g(X)=%+1
fx)*gx) =X +[2¥¢ + 1

2=0(mod 2> f(x)*g(x) =¥+ 1
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3.2.3 Division
9 - g0+
9(x) 9(x)

fx) = a(x) * g(x) + r(x)

Ex: f(x)=x+x+1 g(X)=&+x
)= (®+x) (x+1)+1  (Stallings, 2006)

3.3 IRREDUCIBLE POLYNOMIALS

If a polynomial f(x) can not be factorized to potynials defined in the same field
and with lower degree than it, then this polynonsatalled an irreducible polynomial.

Ex: f(x) = x* + 1 defined in GF(2), is a reducible polynomiatéese,

we can factorize f(x) as f(x) 2% 1 = (x + 1) (R + X* + x + 1).
Ex: f(x) =x* + x + 1 is an irreducible polynomial because it cat be factorized to

polynomials defined in the same field (Btgk, 2006).

3.4 FINITE FIELDS OF THE FORM GF(p ")

As it is mentioned before, order of a finite figttist be p. Here, p is a prime, n
is a positive integer. However, when order'lsgsithmetic operations made at modulus
p" do not form a field. Because of this reason, mstef doing arithmetic at modulu$, p

for GF(g"), polynomial arithmetic will be done at modulusetucible polynomial.

Cryptographic algorithms, generally perform arithim@®perations on integers. If
there is a division operation performed on integtrsn an arithmetic has to be applied
which results a field (Stallings, 2006).
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Let's consider a cryptographic algorithm that perfe 8-bit encryption that
performs division operation on integers. We camasgnt numbers between 0-255 by 8
bits. But, 256 is not a prime and result of arithima&t modulus 256 is not a field.
Biggest prime smaller than 256 is 251. Hence, tesdfuhrithmetic at modulus 251 is a
field but this time characters that can be represkmvith 8-bits and have integer
equivalence between 251 and 256 will not be abkxfessed at this arithmetic. Thus,
for GF (&), at modulus irreducible polynomial, by using puynial arithmetic that

forms a field, arithmetic operations have to bdqrered. (Stallings, 2006)
3.4.1 Constructing Finite Fields
3.4.1.1 GF(3)

For GF(9) = GF(3 , degrees of polynomials defined in the field b@nat most 1
and coefficients can be at most 2. Hence, sincechase GF(3 as an example,

polynomials defined in the field are:

0 1 2
X X+ 1 X+ 2
2X 2x+1 2X + 2

As it is mentioned before, there afe=p®* = 9 elements in the field. (order = 9)

To generate a"gype galois field, firstly a convenient irredueigbolynomial has
to be found and field must be derived from thisducible polynomial. For large fields,
it can be difficult to find an irreducible polynoatiand there are some procedures for
this purpose. However, for small fields, there @ meed for those procedures. Brute
force method can be applied (Department of MathealaSciences University of
Colorado Denver).
Let's consider GF(:
Irreducible Polynomial Candidates are:
X2 X+ 1 £+ 2
X+x  X+x+1  K+x+2

X2+ 2X  X+2x+1 R+ 2x+2
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In order to find irreducible polynomials among calades above, a few methods
can be applied. First one is trying to factorizeheaf them by x. Hence2x 2+ x , ¢ +
2x can be eliminated because those ones caachmized by x. After that, since p =
3, values of x can be 0, 1, 2. As an exampléhake values are put instead of x at
polynomial X + 2 :

G+2=2 ‘#2=0 2+42=0

Results show?» 2 can be factorized as (x + 1)(x + 2) , so ib/nomial has to
be eliminated too. Last method is to eliminate polypials generated from root squares
like

(x + 1)(x + 1), (x + 2)(x + 2). By this method? x 2x +1 and &+ x +1 are
eliminated. At the end, three polynomials will stagt eliminated which are irreducible
ones. Hence, all elements of GF(9) will be generéite using one of those irreducible
polynomials. Since multiplicative group of a figllcyclic, a generator of this cyclic
group has to be defined first.

Primitive element is one of the roots of irredleipolynomial. But it should be

paid attention that not every root of irreducibtdymomial is a primitive element.
Let’s consider X+1,

X¥=-1 => -1=2mod 3

2  x*=2

= x'=x

2 x2=2

2 X = xX*x=2X

2 x'=x¥*x*=2*2=4mod3=1

As it is seen above, order = 4 and not all of tleenents in the field could be generated.

Hence, irreducible polynomial is not convenient.
Let’s consider X+ x + 2,

=-Xx-2 =>-1=2mod3, -2=1mod3
2 x=2x+1
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xt = x

x*=2x+1

= rX=(2X+1)*X =28+ X =2*(2X+ 1) + X = 4X + 2 + X = 2X + 2
X*=(2x+1)*(2x+ 1) =4k+4x +1=X+x+1=3x+2=2

x> =x"* x = 2x

X=Xt x?=2*(2x+1)=4x+2=x+2

X' =xt*x3=2*2x+2)=4x+4=x+1

xB=xt*xt=2*2=4=1

) R U UV

As it is seen, all of the polynomials in the fielte generated and the order = 9, so this
irreducible polynomial is convenient. (DepartmehMathematical Sciences University

of Colorado Denver)
3.4.1.2 GF(3)

For GF(8) = GF(9 , degrees of polynomials defined in the field t@nat most 2 and
coefficients can be at most 1. Hence, GF{& chosen as an example, polynomials

defined in the field are:

0 1 X X +1
X £+1 X+x X+x+1

As it is mentioned before, there afe2* = 8 elements in the field. (order = 8)
Let's consider GF®:

Irreducible Polynomial Candidates are:

X3+ 1 X+x+1 X+ +1 R+ +x+1

Since p = 2, values of x can be 0, 1. If thoseeslare put instead of x at polynomial
3
X"+ 1:

G+1=1 41=0
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Results show, this polynomial has to be eliminated Two polynomials will stay not
eliminated which are irreducible ones. Those &re- x + 1, X + X* + 1. Hence, all

elements of GF(8) will be generated by using onthos$e irreducible polynomials.

Let's consider X+ X + 1,

=-x-1 => -1=1mod2 =$xx+1
xt=x
X2 =X
xX*=x+1

x*=3*x = (x + 1) *x =X + X
X=X = (x+1D)* () =X+ =x+x+1
=3 3= (x+1)*(x+1)=X+2x+1=xX+1

X =X *x=(C+1)*(X) =X +X=x+x+1=2x+1=1

4 4 4 4 0 4 10 x

As it is seen above, order = 8 and all of the el@meén the field can be generated.

Hence, irreducible polynomial is convenient.

Let's consider X+ X + 1

X=-X-1 =>-1=1mod2 = xx*+1
1

x" = x
x> =%
X=X +1

X=X =+ D) ()= +x=X+x+1

X=X x =+ x+ D)) =R+ X+ x=X+1+X+x=x+1
X2= X *x = (X + 1) * (X) = X +X

X' =X x=(C+x)* ) =X +X¥=xX+1+X=1

L L R L

As you can see, all of the polynomials in the fialé generated and the order = 8, so
this irreducible polynomial is convenient (Departtheof Mathematical Sciences

University of Colorado Denver).
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3.4.1.3 Polynomial Arithmetic at GF(8)

Irreducible polynomial =%+ x* + 3 + x +1
x-x-x-x-1

8x X+ +x+1

3.4.1.3.1 Addition

fX) =x" +xX+xX +x+1
gx) =X + X+
fX)+gX) =X +2¢+2¢+ ¥ +x+1=X+x+x+1

Since we work at GFEp this means binary, we can show operation abovéCR with

bit representation:

fxX)=x"+xX+xX+x+1= 10101011
gx) =X + X+ = 00101100
f(x) + g(X) @ 1000111 = %x+x+1

3.4.1.3.2 Multiplication

fix) =x*+ x+1

gx) =X +x*+1

f)*g) = (*+ x+1)* (K +xX+1) =X+ X+ X+ X+ C+x+X +xX¥+1
R=x@xx3=0p¢+C+x+ D) * X=X+ +x' + ¢
S=x+x+x+1

f)*g) =X + X0+ X+ X+ X+ X+ X+ X+ x+1+X+x+X +xX¥+ 1

=X+ X + X
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3.5 MULTI VALUE LOGIC APPLICATION OF BASIC GALOIS F  IELDS
OPERATIONS FOR GF(3)

3.5.1 Addition

Table 3.7Addition For GF(3)

According to Table 3.7 solution of (x +y) canderessed by means of cycle operator

or by literal operator.
Realization with cycle operator:
X+y=¥_
Realization with literal operator:
3.5.1.1 Circuit Realization of Addition With Literal Operator
Letx=2,y=1,
X3y =101=1.0=0
% =102=1.0=0
Oy =103=0.1=0

Ky =104=0.1=0



P =105=1.0=0

X =106=0.0=0

X+y=2+1=3mod3=0
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, loled+1o03+104+105+106=0

Forx=2,y=1,
X{l’Z}y{O} =101 =1.854fA =0
D D
= = : '9
11| Zmad 12| 2mad I T
C) C () & 0. 5tAde é 7l 1 E:)\[ DC = 1made
j
) s . i Tout_zxl
1 T_| ]
viHS— \_{" o M1x6
Yimade D MMl x 2 i _|M 1 %5 o
M1 x1 o
L
TEI j
) v D2
o 1M4500
: i
I3 | tmade
Yl (D i i
u-||| O ’ lol
4 = i
N o D3
0. 5mad L{
c K H M_1y2 LN4500
M_1+v1

Figure 3.1MOS realization of %y
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Transistor parameters :

Table 3.8 Transistor parameters for circuftgy®

Transistor name Model w L
M1x1 MbreakN 0.36u 1.08u
M 1x2 MbreakN 1.08u 0.36u
M 1x3 MbreakN 1.6u 1lu

M 1x4 MbreakN 1.6u 1lu

M 1x5 MbreakN 4u 1u

M 1x6 MbreakN 1lu 4u
M1ly1l MbreakN 0.36u 1.08u
M1ly?2 MbreakN 1.08u 0.36u

x@y% =102 =1.831fA =0

= 0 0
made ~~I5 2made A6 1.5madc oA Tout_x2 g DC=1ms
@ @ | -
| % ‘ M_Z_X_3 M_2_X_4 ) |
01— L l HooL »—I
Ly H | | |
25made [ L{F.f ! [ n NPT
M2z M 2% 2 M2 x5 1 o
A 5
L
-0 ; "l IN4500

Imade C) I7
¥ loZ
1 g2
o= H
L L H
0 5made a-i}— e D4
- H
M 27y 1 M2y2 114500

I

Figure 3.2MOS realization of %y




Transistor parameters :

Table 3.9Transistor parameters for circufty
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Transistor name Model w L

M2 x1 MbreakN 0.36u 1.08u
M2 x 2 MbreakN 1.08u 0.36u
M2 x 3 MbreakN 1.6u 1lu
M2 x 4 MbreakN 1.6u 1lu
M2 x5 MbreakN 4u 1u
M2 x6 MbreakN 1lu 4u
M2y1l MbreakN 0.36u 1.08u
M2y?2 MbreakN 1.08u 0.36u

xOyM = 103 =1.850 fA =

] i]
= - 0 0
lmde 11 lméded, 112 - -
O O 0.5méde E@r ¥3 Tout _y3é@r DC = lmAde
73 My 3 !
) | 1 M J !
An-pummmit d——h a4
Lsmade pi— iy & H [ M3y 6
My 1 M_y 2 My 5
?EI i
= ¥ D6
= 1N4500
0
2made Q ]
%3
1 pp 2
n-l}—c ) .
| . \_{; Io3
1 . Sm.AdC i ] M_3_X_2 DS
M 31 {14500
e

"0

Figure 3.3MOS realization of Ry




Transistor parameters

Table 3.10Transistor parameters for circuff'%ytt!
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Transistor name Model w L
My1 MbreakN 0.36u 1.08u
My 2 MbreakN 1.08u 0.36u
My3 MbreakN 1.6u 1lu
My 4 MbreakN 1.6u 1lu
My5 MbreakN 4u 1lu
My 6 MbreakN 1u 4u
M3 x1 MbreakN 0.36u 1.08u
M 3 x 2 MbreakN 1.08u 0.36u
xUhy = |04 = 3.534e-18 A=0
f
H i 0 =
A 13 s ) u.5mAch@,r 4 DO=lmhde é@r Toui_x4
]
o | MARS gl J !
s
0 ” L{" L'I | I: :I _| M x 6
Lomade p— M 44 H o i
Mzl Mxorl 4 = 5 ¥ iii 500
L , N
= i
H
. .
lmhde 4115 T
@ Ak () 16 Lsmads C—@r “ 3
| oy
74 | M4 v 3 M4y 4 1y
| 1
vI—S— I o SN T B -
1 5mAde M4y 2 H [ Ho 1N4500
M4yl M4y 5 M4y 6
-
0

Figure 3.4MOS realization of %yt



Transistor parameters :

Table 3.11Transistor parameters for circufthy™
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Transistor name Model w L

M4 x 1 MbreakN 0.36u 1.08u
M 4 x 2 MbreakN 1.08u 0.36u
M 4 x 3 MbreakN 1.6u 1lu

M 4 x 4 MbreakN 1.6u 1lu

M 4 x5 MbreakN 4u 1lu

M 4 x 6 MbreakN 1lu 4u
M4y1l MbreakN 0.36u 1.08u
M 4y 2 MbreakN 1.08u 0.36u
M 4vy3 MbreakN 1.6u 1lu

M 4y 4 MbreakN 1.6u 1u

M 4y5 MbreakN 4u 1lu

M 4y6 MbreakN 1lu 4u

x@y? = 105 = 21.97 fA =

0
2 2 0 2
amdde () U7 2made () 113 1 5mdde @ %5 DC=1m.Adcé lout_x5
M5x3 ]
X5 | e VI |
ol L{}—-& | [Fin M 5x8 -
2 Smbde —|M Sy H M52
S M5 x5 :
L
B
]
. o =
= = 1.5t 5
1mAde ) 119 & - E@r :
lmide (b 120 M5 y3 ]
2 SEA . 12
u-l” O L oo = 5
~ = | = [ 07 Ins
25made L{g H H H R
M 5y 1 M5y 2
= M_5_y_5 My 6
?U —L
3

Figure 3.5MOS realization of %y

¥ D4

1M4500
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Transistor parameters :

Table 3.12Transistor parameters for circufy'?

Transistor name Model w L

M5 x1 MbreakN 0.36u 1.08u
M5 x 2 MbreakN 1.08u 0.36u
M5 x 3 MbreakN 1.6u 1lu
M5 x 4 MbreakN 1.6u 1lu
M5 x5 MbreakN 4u 1u
M5 x 6 MbreakN 1lu 4u
M5y1 MbreakN 0.36u 1.08u
M5y?2 MbreakN 1.08u 0.36u
M5y3 MbreakN 1.6u 1lu
M5y4 MbreakN 1.6u 1lu
M5y5 MbreakN 4u 1u
M5y 6 MbreakN 1lu 4u

xPy¥? =106 = 1.861 fA =0

0 0

.
0. 5made @ 761

dmade Qm dmade lez
M_6_y 3l |
vé M 6y 41
oIy [ L JE
[ L - M_6_v_61
25made iF— Y M_6_y a1 F
M_6 vy 11 - al
-—- M_5 vy 51
T S ¥ DI3
TD =y
14500
0
0 0
lrade (}123 lmade (}124
il 1yt
vil~S—1 |_{" D8 Inf
N b 1N4500
0.5made M H
“ o Mex M_6 x 21
T

Figure 3.6 MOS realization of Ry
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Transistor parameters :

Table 3.13Transistor parameters for circuff?

Transistor name Model w L

M 6y 11 MbreakN 0.36u 1.08u
M6 y?21 MbreakN 1.08u 0.36u
M6y 31 MbreakN 1.6u 1lu

M 6y 41 MbreakN 1.6u 1lu

M 6y 51 MbreakN 4u 1lu

M 6y 61 MbreakN 1u 4u

M 6 x 11 MbreakN 0.36u 1.08u
M 6 x 21 MbreakN 1.08u 0.36u

3.5.1.2 Circuit Realization of Addition With Lower Threshold Operator

In chapter two, lower threshold operator was désdti If this operator is used instead
of literal operator, number of transistors usethmcircuit and complexity of the

circuit decreases.

b if x<a

0 else

According to the formula above, addition operagpenformed by using lower threshold

circuit is shown below:
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a+b

atb

3—» thL

l —— (a+b) mod3

a+b-3

\ 4

ath —»

Figure 3.7 Schematic of Realization of Addition With LowehfEéshold Operator

0 0
al & a? all 57_619 al2
lmdide T Tmsde 1mdd T Tmde
vl e Iol
0D : 4
2 Smidc H}i L{H Ds
B 1y 2 14500
b 1y 1 =
- RS
0 +——i—]i
1k

|||D
i

a+b_2 C)ZITIAdC

= E&
= 3mdode ’—W\,—Hl q
£ 1k

radog constant] | 2.5mbdc e
radog constant?

atb_1 | 12

— :[02
ZmAde l— L{ ': D10

M 2y 2 14500

Figure 3.8Circuit Realization of Addition With Lower ThreslibOperator
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Table 3.14Transistor parameters for Realization of Additibith Lower Threshold

Operator
Transistor name Model w L
M1ly1l MbreakN 0.36u 1.08u
M1ly?2 MbreakN 1.08u 0.36u
M2yl MbreakN 0.36u 1.08u
M2y?2 MbreakN 1.08u 0.36u

3.5.2 Multiplication

Table 3.15Multiplication For GF(3)

According to Table 3.14 solution of (x * y) caa bxpressed by means of literal

operator:

Letx=2,y=1,

Ayt —jp1=1.1=1
hyt =02=1.1=1

Ky =103=0.0=0

X*y=2*1=2mod3=2 , lolv2+103 =1+1+0=2




Letx=1,y=1,

Ay = jp1=1.1=1

hytH =102=0.1=0

2 =103=1.0=0

Xx*y=1*1=1mod3=1 ,

ol 2 +103 =1+0+0=1

3.5.2.1 Circuit Realization of Multiplication With Literal Operator

Forx=2,y~=1,

x12yh2 = 101 = 993.84A =1

:

=
I

;
0.5mAde —@r 14
]

;
DC = Iméde —@r I5
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made Q I 2made Q 12
I3 | Ml | x 3 M_I x4 J
D'||| O 4 H A}J _{
» N l 5 p M 1 x6
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i
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1N4500
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Figure 3.9MOS realization of ¥2yt*

[nl
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Transistor parameters :

Table 3.16Transistor parameters for circuft &yt

Transistor name Model w L

M 1x1 MbreakN 0.36u 1.08u
M 1x2 MbreakN 1.08u 0.36u
M 1 x3 MbreakN 1.6u 1lu

M 1 x4 MbreakN 1.6u 1lu

M 1 x5 MbreakN 4u 1u

M 1x6 MbreakN lu 4u
M1ly1l MbreakN 0.36u 1.08u
M1ly?2 MbreakN 1.08u 0.36u
M1l1y3 MbreakN 1.6u 1lu
M_1y4 MbreakN 1.6u lu
M1y5 MbreakN 4u 1u
M1y6 MbreakN 1lu 4u

x@yt = 102 = 963uA =1

0 0 D 0
Imdde O 9 2made O I10 1.5mAch:)\1|: 112 DC=lmade @ 113
’ |
11 M1x3 .
=== M 1x4
" - L{'_ ]_'I l I: :I _{:l M 1x6
25mhde [ M M_1x2 T - J
M 1x| .
= T 1N4500
-0
=0
0 0 o
0.5méade @ 17
1mdc O 115 lmAde O I16 M1y 3 !
114 | S Ly4 Lt
| Ly D4 Ioz
0lO— a L'I | [ Ll M_1y_6 ?
Lsmade [ H T 7 e
' M1y 2
M1y | -—-
- M.1y5
0
H

Figure 3.10MOS realization of ¥y



Transistor parameters :

Table 3.17Transistor parameters for circufhy™
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Transistor name Model w L

M 1x1 MbreakN 0.36u 1.08u
M 1x2 MbreakN 1.08u 0.36u
M 1 x3 MbreakN 1.6u 1lu

M 1 x4 MbreakN 1.6u 1lu

M 1 x5 MbreakN 4u 1u

M 1x6 MbreakN lu 4u
M1ly1l MbreakN 0.36u 1.08u
M1ly?2 MbreakN 1.08u 0.36u
M1l1y3 MbreakN 1.6u 1lu
M1lyd4 MbreakN 1.6u 1lu
M1y5 MbreakN 4u 1u
M1y6 MbreakN 1lu 4u

xMy? =103=5.159nA =0

“|.D

“|.D

1}

g 1
0.5mAd E:)\L_ 121 DC=lmAd @ 122
made (DU8  ZmAde (D9 I - -
120 X3 g xa I 1 |
L | |
0l - . =] | | L5
1.5made HI_I LIH I I I — M_1_x_f =
H —H M 1 x 2 - == v D5
M_1x 1 M_1 %5 N
T 114500
=0
3
0 0 0
1 smad E:)\L_IZ:S
Imade (D123 lmAde (24 ML - .
126 S M 1y 4 L
0| [ 5 ] - | — L6
s L - | | | —{I—-& M_1_v_ 6
= LI“* | | | R N B P L1
25made [ | M1 5
M_1y 1 SEois M_1y.5
L
=0
3

Figure 3.11MOS realization of & y*#
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Transistor parameters :

Table 3.18Transistor parameters for circuithy'?

Transistor name Model w L
Mmul_3 x 1 MbreakN 0.36u 1.08u
Mmul_3 x 2 MbreakN 1.08u 0.36u
Mmul_3 x 3 MbreakN 1.6u 1u
Mmul_3 x 4 MbreakN 1.6u 1lu
Mmul_3 x 5 MbreakN 4u 1u
Mmul_3 x 6 MbreakN 1u 4u
Mmul_3 y 1 MbreakN 0.36u 1.08u
Mmul_3 y 2 MbreakN 1.08u 0.36u
Mmul_3 vy 3 MbreakN 1.6u 1u
Mmul_3 y 4 MbreakN 1.6u 1lu
Mmul_3 y 5 MbreakN 4u 1u
Mmul_3 y 6 MbreakN 1u 4u

3.5.3 Least-Significant Element First Multiplier

Let assume A, B and C represent polynomials anjl represent the irreducible
polynomial in GF(8). Least-Significant Element First multiplier isn@ethod in which
processing of the digits of polynomial B startsnirthe least significant and continues
to the most significant one. The result of multplion is calculated according to the

formula below:
C=A*B mod F(x)
= [BoA + B1(Ax° mod F(x)) + B (Ax°x® mod F(x))

+ ... + B (AxP92XP mod F(x))] mod F(x)
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The Algorithm of the Least-Significant Element Einsultiplier is shown below
(Guajardo et al., 2006):

C=0
fori=0tom-1do
C=h-A+C
A = A*x mod F(x)
end for
Return (C)

By selecting irreducible polynomial from trinomidisted in the tables (Guajardo et al.,
2006) shown below, we can construct a simple achite for realizing the algorithm

above:

Table 3.19Irreducible trinomials of the form™+ X' + 2 over GF(3), ¥ m< 255

m t m f m t m t Im 1 m t m 1 m t m 1 m t m 1
21 225 4326 7120 963 TO 117 52 143108 167 92 187 8 211132 238 &
3 2 238 443 TI28 95 48 116 2 144 56 168 28 188 11 214 65 239 24
4 1 24 4 4528 7330 96 16 120 4 145 24 169 24 191116 215 36 240 8
5 4 25 6 46 5 76 O 07 12 121 40 147 B 170 43 192 32 216 4 241 B8
6 1 26 7 4732 7716 99 T4 124 25 145 3 171 20 183 12 217 132 242 115
T2 2720 43 8 TE13 10025 125 B2 150 T3 172 1% 194 55 216 26 243 122
8 2 28 2 51bB0 TO26 10170 126 49 151 2 173166 195 26 220 15 244 31
9 4 20 4 52 7T BO 2 10225 127 B 152 18 174 T3 166 TO 222 RO 245 148
11 2 30 1 5322 B140 10350 128 & 153 @4 176 12 198 20 224 12 246 13
122 3120 54 1 8332 104 5 131 48 155 12 177 52 169164 225 16 247 122
13 4 32 5 5526 B414 10732 133 88 156 26 178 11 200 3 227 68 248 50
14 1 3328 586 3 BB16 108 2 134 61 157 22 176104 201 88 228 14 245 76
152 35 2 5520 BG13 10038 135 44 158 61 180 38 203 8 226 T2 251 26
16 4 3614 60 2 BV26 111 2 136 57 158 32 181 40 204 50 230 73 252 08
1716 37 6 6130 88 6 112 6 137136 160 4 182 25 205 78 232 30 253 12
18 7 3926 6326 BOG64 11370 135 8O0 162 19 183 2 206 61 234 61 254 T3
19 2 40 1 64 3 8019 114 7 140 58 163 80 184 20 208 10 235 26 255 26
20 5 4140 67 2 9174 11532 141 64 164 15 185 64 200 40 236 9

2116 42 7 6952 9210 11615 142 65 165 22 186 47 210 T 237 70
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Table 3.20Irreducible trinomials of the form™+ 2X + 1 over GF(3), ¥ m< 255

[
=]
[N SN e I N e I Y SO e e R A O R

Im
31
33
34
35
3T
as
39
41
42
43
45
46
47
50
51
53
54
55
55
59
Gl

o=l e b bD GO e

m

G2
G3
GG
6T
Go
TO
T1
T3
T4
TT
TE
TO
51
52
53
85
86
8T
59
a0
a1

T
10
26
10

2
17

-+
20

1
12
16
14
26
40

2
27
16
34
26
13
34
17

I

a3

04

a5

oy

a9

101
102
103
106
107
109
110
111
113
115
117
115
119
121
122
125

T
23
30
47T
12
19
31

2
47T
25

3

o
22

2
19
32
52
34

2

1
14
52

Imn

126
127
131
133
134
135
137
138
139
141
142
143
145
146
147
151
153
154
155
157
158

t
52
5
27
15
B!
34
1
34
509
5
40
35
24
2
5
2
509
32
12
22
52

Imn

159
162
163
165
1646
167
169
170
171
173
174
177
178
179
151
152
183
185
186
187
140

t
32
80
59
22
54
Tl
24
32
20

T
52
52
26
59
aT
34

2
G4
46

b
94

I

191
193
194
195
198
199
201
202
203
205
206
209
211
214
215
217
218
219
222
225
226

t
T1
1z
24
26
35
35
BE
62

3
9
G4
40
BO
G
36
B5
15
25
-
16
35

m t
227 11
229 T2
230 64
234 104
235 26
23T TO
238 4
239 5
241 88
242 2
243 121
245 97
24T 122
249 59
250 104
251 o
253 T
254 16
255 26

Table 3.21Irreducible trinomials of the form™+ 2X + 2 over GF(3), & m< 255

m t m t m m t m 1 m i m 1 m 1 m i m 1 m 1
9 1 922 5 4317 715 03 23 117 65 143 35 167 71 187 65 211 S0 238 5
3 1 233 443 7228 95 47 110 3 144 56 168 28 188 11 214 65 230 5
4 1 244 4517 731 9 16 120 4 145 73 169 37 191 71 215 50 240 8
5 1 253 465 769 07 81 121 1 147 43 170 43 192 32 216 4 241117
6 L 26 7 4T15 7725 00 10 124 25 148 3 171151 103 8L 217 &5 242 115
7 5 277 438 7813 10025 125 73 150 73 172 10 104 55 210 25 243121
8 2 282 511 7953 100131 126 40 150125 173 T 105 40 220 15 244 31
0 5 2025 52 7 80 2 10225 127110 152 18 174 73 106 70 222 89 245 O
113 30 1 5313 8141 10347 128 6 158 50 176 12 108 20 224 12 246 13
122 315 541 8327 104 5 131 27 155120 177 83 199 35 225200 247 125
131 325 5511 8414 107 3 133 15 156 26 178 11 200 8 227 11 248 50
141 335 5 3 8531 108 2 134 61 157 60 179 50 201113 228 14 240 50
15 7 3517 5917 8613 109 9 135 91 158 61 180 38 203 3 220 79 251 O
16 4 3614 60 2 8737 11113 136 57 150127 181 37 204 50 230 73 252 O8
171 3713 61 7 8 6 112 6 137 1 160 4 182 25 205 © 232 30 253 7
187 30 7 6337 8013 11319 130 50 162 10 183181 206 61 234 91 254 73
1911 40 1 64 3 9019 114 7 140 50 163 50 184 20 208 10 235 83 255220
205 41 1 6711 9117 11583 141 5 164 15 185121 200 49 236 O

21 5 42 7 6917 9210 11615 142 65 165 77 186 47 210 7 237 167

ExX A=2x+1,B=x+2,

irreducible polynomial =% x + 2 =>%=2x+1

C=A*BmodF(x) =(2x+1)* (X +2) 23+ 4x + x + 2

= 5X+2 =28+ 2X + 2

=2*(2x+1)+2x+2
=6x+4 =1
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Figure 3.12LSE multiplier architecture over GF{3
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3.5.4 Complexity Estimates for GF(8) Multiplication and Comparison with
GF(2)

The fieldGF(2"Y offers security comparable to that®F(3°") for cryptosystems
based on the elliptic curve discrete logarithm peob Circuit realizations of
fundamental arithmetic operators for GF(3) are gme=d before. In order to make a
comparison between the hardware implementation$GB(2>) and GF(3)) let's
remind MOS realizations of the fundamental binatgnments and represent the

hardware implementation of polynomial multiplicatitor GF(2°%):

AND:
Ed_d a h
P12 Mz
L. .
I
b \_{ IE
11 E T
a (ANDh
Figure 3.14MOQOS realization of AND gate
XOR:

a

=

: H | I L+ Wdd
ll Mz Wi

‘;““TE

|
a (XOR) b

Figure 3.15MOS realization of XOR gate
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NAND:
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Figure 3.16 MOS realization of NAND gate
D-LATCH:
ur 11
1 ug 1 U3
D 2 } 12 :of‘ 2 | } : 12 :,;)"—Q
CLK
1o 14

L8]

Ug 1z

1 3 L 1 | 24
2 2 2

z z

Figure 3.17D-LATCH with NAND gates
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Figure 3.18Hardware Implementation of polynomial multiplicatifor GF(2°%
Complexity estimates of the circuit given aboveeigresented at Table 3.22:

Table 3.22Complexity Estimates for GF(?)

Circuit Number Of Transistors Number Of Interconinats
AND GATE 4 14

XOR GATE 6 21

D LATCH 50 184

TOTAL FOR GF(2™) : 9066 42156

152 XOR + 151 AND + 151 D

According to the structures of the main componeats our architectures above
we can make a complexity generalization for Gly(Before that for GF@ and

GF(3") complexity estimates are represented below:
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Table 3.23Complexity Estimates for GF{3

Circuit Number Of Transistors Number Of Interconinats
GF(3) ADDER 4 38

GF(3) MULTIPLIER 36 165

MULTI-VALUE LATCH 27 63

TOTAL FOR GF(3) : 264 1026

3 ADD. + 4 MUL. + 4 LAT.

TOTAL FOR GF(3") : 98| 6575 26170

ADD. + 99 MUL. + 97 LAT.

General formula for total number of componentsigrstors and interconnections for a
LSE multiplier over GF(3) can be formulized as shown below (Current miresesnot

considered):

Total number of adders: m+1

Total number of multipliers : m + 2

Total number of latches: 2m

Total number of transistors estimated: (m+21)*(4m+2)*(36) + (2m)*(27) = 94m+76

Total number of interconnections estimated: (m+3g)(+ (m+2)*(165) + (2m)*(63)
=329m + 368

As it is seen from the tables 3.22 and 3.23, numbiertransistors and
interconnections used for GEt) , is more than used for GE(R Hence, since those
two fields GF(2°Y) and GF(8") are comparable, for cryptographic applicatiorsait be
better to work at GF(3 instead of GF(?.



CHAPTER 4

CONCLUSIONS

People, always tried to have multi-value and bjinagic compete with each
other. Always tried to prove ascendancies of themaich other by comparing those two
technologies. If the main purpose is comparisomatyi logic is the indisputable winner
of the competition. On the other hand, insteadnodking comparisons, using multi-
value logic and binary logic in corporation, wilkemgerate much more useful and

efficient results.

Multi-value logic, reduces the number of elemensgdiin integrated circuits,
hence reduces the complexity indisputably. Onth@fmost important reason of that is
the accomplishment of linear sum operation by §mguding inputs with wiring.
Circuits that use binary logic and multi-value logincorporation, shows better

performance.

In this thesis, definition and fundamental concepfsmulti-value logic are
introduced. Besides that, fundamental operators enclit realizations of those
operators are shown. Literal and threshold opesatioe most effective ones between

them.

As it is explained before, if multi-value logic cdme applied to security
mechanisms such as Galois Fields which is veryorapt for some cryptographic
algorithms, attack risks can be reduced. We tioepetrform basic arithmetic operations
of Galois Fields, by using multi-value logic. Addit operation is performed with two
different circuits. As you can see, second one i&mmore simpler than the first
circuit. But, because of multi-value truth tabfenaultiplication operation, it could not

be possible to realize multiplication operatioraidifferent way.

60



61

At the end of previous chapter, it is shown hovpeoform serial multiplication at
Galois Fields(3). In the block diagram of the circuit, “*’ and+*and boxes expresses

the circuits realized by literal and threshold ebeis.

In this thesis, serial multiplication at GF{3is performed at system level. Every
discrete component of the architecture is realakethe circuit level. For future work,

this system level block diagram will be realizeaiatuit level as a whole.
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