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ABSTRACT

HUMAN IDENTIFICATION AND VERIFICATION BY HAND GEOMETRY
INFORMATION
SHAKIR, MUSTAFA KANAAN
M.S. Computer Engineering

Supervisor: Assoc. Prof. Dr. Gokhan SENGUL
January 2022, 71 pages

In this thesis, a hand geometry-based human identification system is proposed. The
hand is a vital component of the human body. It consists of many unique features that
can be used for human identification and verification systems. This study presents an
approach for recognizing the human using the features extracted from hand images.
The proposed method is implemented in three steps, namely preprocessing, feature
extraction and classification phases. In the preprocessing step, the hand images are
resized for the feature extraction model. In the feature extraction phase, the
convolutional neural network (AlexNet model) is used in order to extract hand
features. The extracted features are classified using the well*known Support Vector
Machines (SVM) and k-nearest-neighbourhood classifiers. The proposed method is
tested on the CASIA-MS-Palmprint dataset, using a different number of training and
testing images. in used for the hand geometry-based recognition system. The average
accuracy, sensitivity, and specificity were 94.36, 89.96 and 90.36. We conclude that
the recognition accuracy rate is reasonable when the system is trained with an adequate

number of images.

Keywords: Hand geometry, Deep learning, Deep neural network, Verification and

identification, AlexNet.



0z
EL GEOMETRI BILGILERI ILE INSAN TANIMLAMA VE DOGRULAMA
SHAKIR, MUSTAFA KANAAN
Yiksek Lisans, Bilgisayar Miihendisligi
Danisman: Assoc. Prof. Dr. Gokhan SENGUL
Ocak 2022, 71 sayfa
Bu tezde, el geometrisi tabanli bir insan tanimlama sistemi Onerilmistir. El, insan
viicudunun hayati bir bilesenidir. Insan tanimlama ve dogrulama sistemleri icin
kullanilabilecek bircok benzersiz 6zellikten olusur. Bu caligsma, el goriintiilerinden
cikarilan 6znitelikleri kullanarak insani tanimaya yonelik bir yaklagim sunmaktadir.
Onerilen yontem, 6n isleme, 6zellik ¢cikarma ve siniflandirma asamalar1 olmak iizere
lic asamada gergeklestirilmistir. On isleme adiminda, dzellik ¢ikarim modeli igin el
goriintiileri yeniden boyutlandirilir. Oznitelik gikarma asamasinda, el dzniteliklerini
cikarmak i¢in evrigimli sinir ag1 (AlexNet modeli) kullanilir. Cikarilan 6zellikler, iyi
bilinen Destek Vektor Makineleri (SVM) ve k-en yakin komsu siniflandiricilari
kullanilarak siniflandirilir. Onerilen yontem, farkli sayida egitim ve test goriintiisii
kullanilarak CASIA-MS-Palmprint veri kiimesi {izerinde test edilmistir. el geometrisi
tabanli tanima sistemi i¢in kullanilir. Ortalama dogruluk, duyarlilik ve 6zgullik 94.36,
89.96 ve 90.36 idi. Sistem yeterli sayida goriintii ile egitildiginde tanima dogrulugu

oraninin makul oldugu sonucuna variyoruz.

Anahtar Kelimeler: El geometrisi, Derin 6grenme, Derin sinir agi, Dogrulama ve

tanimlama, AlexNet.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Recognition based on biometric data has been more popular in recent years, and
various research projects are underway to develop safer and more precise recognition
algorithms. Biometric systems are commonly utilized to secure personal identity and
verification details. As the number of safety breaks and transaction cheating rises,
identity and verification solutions become increasingly crucial. Biometrics is
employed by the federal, state, and local governments and the military and private
sectors. These technologies are also used in secure electronic banking, government
IDs, retail transactions, health and social services. Network, data protection, remote
access to resources, workstations, transactions, and web security are authentication-
based applications. Electronic commerce in biometrics is necessary for the global
economy's healthy growth. The ability to trust these computerized transactions is
critical to the global economy's continued growth. Biometrics are combined with other
technologies such as bank cards, code keys, and authentication. Biometrics stands as
a technology that we use regularly. For authentication and identification of a person,

hiometric methods are more accurate and convenient.

For security, there are three primary forms of authentication. They are something you
know (a PIN, password, or details of a person's information), something you have (a
bank card, Magnetic card, or particular ID card), and something you are (biometric
information). Biometric systems, for example, provide a safe and convenient
authentication tool that cannot be stolen, borrowed, or forgotten, and faking biometric

information is extremely difficult.

To identify personal identity, traditional access control methods use various ways of
identification, such as an identity document, magnetic card, password, or personal

identification number (PIN) code. Unauthorized use of these tools for profit can result



in significant financial and moral losses [1]. Moreover, with these tools, access to an
area can be blocked, but it cannot be controlled by who accesses it. In addition, the use
of traditional tools does not provide sufficient confidence in applications where
personal identification is essential, such as national security, electronic commerce and
access to computer networks. Typically, to control access to applications, passwords
(knowledge-build protection) and ID smart cards (token-build protection) are

commonly employed [1].
1.2 A Biometric System

Biometrics has attracted investigators' attention because of its rapidly rising
applications in various regions. It has been dramatically as authentic and reliable as
possible as protection is concerned. An individual investigation is an essential topic in
the field of security. The biometric method is a pattern recognition system that uses
particular physiological or behavioural traits to identify a person. Biometric systems
are divided into two categories: unimodal and multimodal. Unimodal biometric
systems (UBS) are a method for ensuring data verification by managing individuals'
unique characteristic sequences. However, the performance of unimodal biometric
systems is restricted because to their sensitivity to spoofing efforts, non-universality,
significant intra-user variability, and noise in sensed data. Multimodal biometric
systems overcome the constraints of unimodal biometric systems by allowing diverse
biometric sources to compensate for one another's intrinsic limitations. A multimodal
biometric system, on the other hand, utilizes two or more biometric traits for
recognition. A unimodal biometric system, on the other hand, uses just one biometric
trait for verification or identification. Multimodal biometric systems are more noise
robust and less susceptible to spoofing. The main problem in the uni-modal systems is
intra-class variations and noisy data [2], which can be resolved by expanding
multimodal biometric systems. In the latent palm-print, hand geometry and its shape,
finger structure, fingerprint, Finger-Knuckle-Print, palm-vein is integrated along
various modalities to elaborate multimodal biometric systems [3], [4]. This was done
for multiple applications of separate identification. The following are the two

modalities in which biometric systems can be used.



e Verification (1-1): Identify the issue of verifying or rejecting his stated identity
("Am I who I say | am?").
e Identification(1-n): Ascertain the claimed identity ("Who am 1?") by choosing

based on the templates in the database.

A biometric-based identity system has two modes of operation: enrollment and

authentication. Each one is described in full further down.

(1) Enrollment mode: In this mode, using a biometric reader, user biometric is
taken. The data will be stored in a database and labelled with the person’s
distinctiveness (such as recognition name, number, etc.).

(2) Authentication mode (verifying mode or identifying mode): If the system is in
identification mode, it confirms a user's identity by comparing the biometric
data entered with the biometric template of that individual stored in the
system'’s database, or it ensures a user's identity by matching it with one of the
templates in the database (verification mode), as shown in the diagram below.

Template Template
. Creation — | Database
X Feature Vector X
Capture Extraction Classification
- p — | of Similarity

Figure 1.1: General biometric approach.



A biometric system is made up of four major components:

(1) scaner module: This is where the biometric data is received. A fingerprint
sensor, for example, captures the fingerprint structure.

(2) Feature extraction module: It takes the information which is treated to get
characteristics values. Eg. The direction and place of minutiae points in the
fingerprint image.

(3) Match module: The data obtained by the feature extraction module will
compare to the data of the registered models to determine how similar the two
biometric datasets are by the match module.

(4) Ruling module: Based on the matching module outcome, the identity of the

user is allowed or asserted specification is established or forbidden.

The following are some of the measures used to evaluate the accuracy of a biometric

system:

e FAR: the percentage of identification cases of unauthorized persons are
wrongly accepted in a certain number.
e FRR: the percentage of times authorised people are wrongly refused

during identification.

FAR and FRR are two terms that are used interchangeably. These phrases are
essential for anyone evaluating or comparing the biometric security systems
performance. The values of FAR and FRR have a direct impact on biometric
verification accuracy. The accuracy of biometric verification will be improved if
the FAR and/or FRR values are reduced

FRR and FAR of a biometric system may be estimated by announcing them at
various verges. Both the elements are taken concurrently in a ROC curve. At
different thresholds, the ROC is used to plot FRR against FAR. The false
acceptance and rejected rates are calculated by creating probable, fake and original
matching outcomes. A threshold is determined for acceptance or rejection. When
characteristic vectors equivalent to the two equal individuals are compared, then

the original matching outcome is needed. Similarly, when two characteristic
4



vectors from distinct individuals are compared, then the fake matching outcome is
needed. Usually, a threshold is used for system decisions. The acceptance threshold
determines FRR and FAR, and their tradeoff curve which is (ROC) curve.

1.3 Hand Geometry

Security, user acceptability, cost, performance, and other considerations all differ
across biometric techniques. One of the physiological features for recognition is hand
geometry, which is based on the fact that every human hand is unique. In the case of
multiple entry control applications, fingerprint and iris can not be preferable due to the
individual's acceptance. These applications can be border command and dormitory
meal plan entry, immigration, and particularly biometrics. In this case, the biometric
measure which can only distinguish between individuals is sufficient. Recognition is
not necessary. Hence, in this case, the use of a hand geometry data biometrics system
was helpful.

Hand geometry recognition is considered low-medium secure, but it has several
advantages over other biometrics, including ease of use (with almost no user rejection),
low cost (since only an average resolution camera is required and no specialized
sensors are required), and low computational cost (allowing for faster results). Many
advantages are associated with hand geometry-based authentication. It is a rapid and
relatively simple sensing technique. Also, it is not required high-intensity image
optics. For fingerprint imaging systems, individuals worthy of frictional skin is
required, while for the iris or retina-based identification systems, a particular
illumination setup is required. These high-end designs are unnecessary for the hand-
geometry system, and they can be integrated with other biometrics for specification.
For instance, frequent confirmation can be done on the hand geometry and occasional
proof on the fingerprint system. Also other advantages like:

o Ease of acquisition and strong verification performance

e Acceptable for applications requiring medium to low levels of safety.

e Integration-related relief.

e The readers are long-lasting and can handle a high number of users for several

years without experiencing reader failure.
5



e Works in high-stress situations.
e Low template size reduces storage requirements.

1.4 Deep Neural Network

Deep learning is one of the most important aspects of data science, which also includes
statistics and forecasting models. A deep neural network is a network that has more
than two layers and has a certain level of complexity. Deep neural networks use
advanced mathematical modeling to evaluate data in complex ways. Many experts
define deep neural networks as networks with an input layer, an output layer, and at
least one hidden layer in the middle. In a process known as "feature hierarchy,"” each
layer conducts sure sorting and ordering. Dealing with unlabeled or unstructured input
is one of the essential applications of potent neural networks. Deep neural networks
are also referred to as "deep learning" networks, as deep learning is a type of machine
learning in which technologies based on artificial intelligence attempt to classify and
order data in ways that go beyond simple input/output protocols. In general, a neural
network is a system that simulates human brain activity, precisely pattern recognition
and the flow of data through several levels of simulated neural connections. It is very
beneficial to data scientists tasked with gathering, investigating and interpreting high
amounts of data. At its ease, deep learning can be believed to as a way to automate
predictive analytics. In this section, promising deep learning architectures are

reviewed in detail. They are commonly used in the computer vision community.

1.4.1 Convolutional Neural Networks (CNN)

1 CNN architectures are accessible and extensively used in deep learning. The
mammalian optic cortex inspires the idea. And he was frequently used in computer
vision tasks. Fukushima proposed this idea for the first time in his seminal
“Neocognitron”[5]. It was based on the human visual system model suggested by
Nobel laureates Hubel and Wiesel [6]. Later with a group of researcher-developed
efficiently learned model weights for a CNN architecture based on the

backpropagation[7].



2 CNN has three hidden layers viz. Convolutional layers with activation function
(Relu), Nonlinear layers and Pooling layers. Lastly, fully connected layers with
activation function Softmax, used for classification. A quick kernel is used in the
convolutional layers to take out the images' characteristics. The nonlinear layers
are used in the element-wise fashion on the traits to get the nonlinear task
modelling by the network. The vicinity characteristic map is taken and
interchanged in the pooling layers in its statistical data. In CNN, each node is
locally joined. They accept input from the adjacent layer. It is also called an open-
minded field. In the CNN, a quick kernel weighs the dividing mechanism. The
kernel weights are separated across the whole image; CNNs have a notably less
number of variables than a similar wholly joined neural network. Also, by
assembling various convolution layers, the higher-level layers learn the
characteristics from increasingly broad receptive fields. CNN's have been applied
to various computer vision tasks such as semantic segmentation [8], medical image
segmentation [9], object detection [10], super-resolution , [11], image
enhancement [12], caption generation for image and videos [13], plus a lot more.
AlexNet is one of the most well-known CNN architectures; ZF Net [14]; VGG Net
[15]; ResNet [16]; GoogLenet [17]; MobileNet [18]; and Dense Net [19].

1.5 Motivation

Automatic human identification has become a significant concern in today's
information and network-based society. Biometrics are strategies for automatically
identifying a person based on physical or behavioural features. Biometric systems are
already used in industries requiring user verification (e.g., access control or welfare
disbursement programs). Fingerprints, face, voice, iris, and hand geometry are just a
few of the identifying characteristics that have been utilized for personal identification.
Fingerprint and iris patterns are widely acknowledged as uniquely identifying each
member of a considerable population, making them appropriate for large-scale labels
(identifying a subject's identity). However, due to privacy or resource constraints, we
need to authenticate a person (confirm or deny the person's stated identity). In these
instances, we can use qualities with less discriminating capacity, such as voice or hand

form, due to hand ease of use, non-intrusiveness, and widespread acceptability. Deep

7



learning algorithms are used in a variety of identification and recognition systems.
Then, the use of new deep learning-based techniques leads to accurate systems. Factors
like distance, backdrop, illumination, and viewpoint hampered previous hand-
biometric-based personal identification systems significantly. Therefore various
research was carried out to overcome the limitations such as the environmental variety
of workstations. [20], [21]. However, they focused only on the palm print region
structure and not on the whole hand [22]. Subsequently, the computer vision field has
been modernized with the deep learning renaissance [23], [24], mounting the latest
high-tech image handling and examination. Deep learning was used in facial
identification for biometrics [25], [26] . Many researchers reveal that machines are
more powerful than humans at accepting individuals faces [27], [28]. Convolutional
neural networks (CNN) were also used successfully in fingerprinting recognization
[29], [30] and posture recognition [31]. In the last decade, precisely in 2015, the CNN
was stronger for image operating work and can be merely deceived using an
adversarial charge [32] . Additional palmprints and fingerprints can readily be added

to an existing hand shape-based biometric system.

To overcome all factors that we mentioned biometric traits in fingerprint geometry,
palm print geometry, previously studied handprint geometry, the new technique is
proposed in this thesis. Hand build biometrics is considered in this thesis due to its
advantages of minimum cost, low calculation complication, minimum template size.
The study aims to use deep learning to develop a new technique for increasing the
performance of hand geometry-based biometric devices..



1.6 Objective

The work focuses on utilising biometric-based authentication using hand geometry
features in a biometric system, which uses a person’s hand images to help verify that

person. The following are the most important factors to consider:

e To assure the success of the design of our hand geometry-based biometric
system.

e Itis centred on developing a solution that improves the accuracy and speed of
the person recognition procedure.

e Reduces the cost of the biometric system while also increasing user

acceptability.

Each of the stated ways is explained in the study, and then each algorithm is
implemented. This will demonstrate which algorithms are the most effective in solving

recognizing challenges.

1.7 Thesis Outline

Chapter 2: shows a general review of the progress and state-of-the-art hand geometry

biometrics.

Chapter 3: presents the methodology of hand recognition geometry using a deep

learning network.

Chapter 4: This chapter provides the result of evaluating, comparing, and analysing

the hand geometry system using a deep learning network.

Chapter 5: This chapter comes close by pointing forth a possible area for further

research.



CHAPTER 2

LITERATURE REVIEW

In this chapter, a review of a biometric system and its execution was explained in
detail. It also includes the performance of the most significant hand traits i.e. palm

print, fingerprints and hand shape.

2.1 Introduction

This section reviews the research on hand geometry and other biometric features that
researchers have done. A range of biometric methods is currently used to accomplish
human identity or user verification. In recent years, the modern application area of
Hand geometry recognition systems has received significant interest in pattern
recognition research and study. A hand, geometry recognition system uses
photographs of people's hands to identify them. It necessitates database pictures to use
the tested photos and match them with training images. The test images must be
evaluated to see if they reach some trained ideas. Feature extraction is preferred while
performing a Hand geometry recognition system. The geometric component of human

hand picture characteristics is extracted via feature extraction.

Consequently, it has become an essential aspect of pre-processing and geometric
normalization. These features can then be used to find more photos with similar
characteristics. A brief review of some prior research of various methodologies utilized
for overcoming the challenges and problems in Hand geometry recognition systems,

with varying accuracy rates, is presented in this chapter.
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Fingerprints

Palmprint

Hand
geometry

Figure 2.1 Human hand with its biometric traits [33]

2.2 Biometrics Are Now in Use In A Variety Of Settings

Nowadays, various biometrics are being used. These are as follows
1. Fingerprints
2. Face
3. lris,
4. Palmprint
5. Hand geometry
Each one of these, we will study in detail. We focused more on hand geometry out of

all the above in our study.

2.2.1 Fingerprint

The fingerprint contains valleys and ridge patterns that are used for the identification
of individuals. This method has many features of an ideal recognition system. Those
criteria are uniqueness, universality, accuracy, permanence, and low cost. It is a more
reliable and popular biometric technology [34] . As per the archaeological records,
Assyrian and Chinese ancient civilizations had this kind of technology in the 7000 to

6000 BC [35]. The minutiae characteristics were in the fingerprint matching by Henry
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Foaled in 1880 and generated the scientific base for modern fingerprint identification
[35].

The new era fingerprint identification systems can be divided into four groups viz.
minutiae-build, connection-based ridge characteristic-based and incline based
fingerprint identification [36], [37]. A minutiae points system is used in the
considerable automatic fingerprint recognition [36]. Each finger minutiae pattern was
relatively noisy, unique, and distorted during fingerprint acquisition, leading to
spurious details and missing numbers [38]. A ridge feature-based technique can be
applied to overcome this poor standard fingerprint image problem. It was the design
of lines on a fingertip and used ridge features, such as ridges frequency and orientation,
ridge texture and shape. However, the extended characteristic-created techniques bear
their minimum distinction ability [35]. Two fingerprint pictures were superimposed
for the correlation-based approaches. The correlation among them was calculated at
the intensity level for different alignments. These methods are most sensitive to further
finger pressure and alignment, non-linear deformation skin conditions, etc. [36], [39],
[40]. The various strategies employed in the fingerprint detection technique are
depicted in Table 2.1.

Table 2.1 Various Strategies Employed In The Fingerprint Detection Technique

Sr. Authors Discovery
No.
1. S. Chikkerur, S. | Used confine texture characteristic of minutiae

Pankanti, A. Jea, N.
Ratha, and R. Bolle

[38]
2. Z. Ouyang, J. Feng, | Utilized quality connection matching
F.Su, and A. Cai [41]
3. G. Aggarwal, N. K. | The gradient-based approach captures textural data

Ratha, T.-Y. Jea, and | by dividing every minor neighbourhood into
R. M. Bolle [37] various native areas. Place gradient histograms are
generated to characterize textural data around

every little site.
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4. Z. A.Jhat, A. H. Mir, | a texture characteristic of The energy contained in
and S. Rubab [42] a fingerprint might be utilized to verify it.

2.2.2 Face

Face recognition is a very user-friendly, non-intrusion and popular biometric technique
[43]. Few reports are published regarding the existing human face recognition
techniques [43], [44]. Till now, various algorithms were suggested for facial
recognition. Appearance-based and geometric feature-based algorithms are the two

primary groups of these algorithms. (Table 2.2).

Table 2.2 Classification of various face recognition algorithms

Appearance-based methods Geometry feature-based methods
Eigenfaces [45] Active Shape Mode [46], [47]
Fisherfaces [48] Analysis of Local Characteristics [49]
Neural Networks [50] Matching Elastic Bunch Graphs [51]

General Discriminant Analyses [52]

Kernel Principal Component Analysis
[53]

Analysis of Independent Components
[53]

Support-Vector-Machine [54]

Kernel-Fisher-Discriminant-Analysis
(KFDA) [55]

When the beginning has previously been watched under similar circumstances,
recognising a face under specific lighting and attitude may be consistently achieved,
which was an intrinsic limitation of appearance-based techniques. Furthermore, in
appearance-based algorithms, the obtained characteristics are global aspects of the face
photos, making facial occlusion challenging to manage. Changes in lighting and

perspectives are resistant to geometric characteristics-based approaches, but they are
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vulnerable to the feature extraction procedure. The geometric relationships between
local facial features are examined using the geometry feature-based technique.

Methods based on geometrical features use to recognize faces from 2D or still images.
This is very difficult due to illumination, change in pose and expression, etc. This will
generate significant statistical differences, and the face identity will get hampered. To
overcome this problem, a 3D face identification system is adopted. This can control
the localization of features, illumination problems, pose and expression stability. The
method was invented by Cartoux et al. [56]. The 3D face information gives better face
formation, optimum illumination and strong face recognition. Achermann et al. [57]
combine the Hidden Markov Models (HMMs) to 3D face confirmation. Mccool et al.
[58] proposed the Gaussian Mixture Model (GMM) parts-based approach for 3D face
confirmation. The 3D face identification has disadvantages, such as decreased ease-
of-use for laser sensors, minimum sufficiently powerful algorithms, high cost, and

minimum accuracy.
2.2.3 Iris

The iris is between the cornea and the lens, which is a thin circular diaphragm. Flom
and Ara [59][59] proposed the notion of automatic iris recognition. The idea was
implemented by Daugman [59], [60] as a computerised iris recognition system.
Bowyer et al. [61] published advances in iris recognition technologies. Table 2.3

further details technological advancements.

Table 2.3 Milestone development in the iris recognition technologies

Sr. No. | Authors Discovery

1. S. R. Ganorkar | Circular  Hough transform-based  automatic
and A. A. Ghatol | segmentation algorithm
[62]

2. W. W. Boles [63] | Iris characteristics using a 1-D wavelet transform
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3. C. Sanchez-Avila | Progressed the iris presentation technique
et al. [64]
4, S.Lim, K. Lee, O. | The iris characteristic using 2-D Haar wavelet
Byeon, and T. J. | transform
E. j. Kim [65]
5. G. Park and S. J. | Progression filter banks were used to remove the
S. Kim [66] normalized progression energy as a characteristic.
6. A. Kumar, D. C. | Use of connection filters
Wong, H. C.
Shen, and A. K.
Jain [67]

7. L. Maetal. [68] | Two iris identification algorithms were proposed,
based on multi-channel Gabor filters and circular
symmetric filters.

8. L. Maetal. [69] | An enhanced method characterises essential local
dissimilarity with a specific collection of wavelets,
recording a position sequence of local sharp
dissimilarity points.

9. Y. Chen, S. C. | Daugman's 2-D Gabor filter with a quality rating was

Dass, and A. K. | used to quantify enhancement.
Jain [70]
10. Y.Duetal. [71] | Patterns of 1-D local texture
11. T. Sunetal. [72] | Iris blob matching based on the present moment
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2.2.4 Palmprint

The palmprint is the print area between the fingers and wrist of the hand. The palmprint

characteristics are minutia points, remarkable points, wrinkles, ridges, and main lines

[73]. The palmprint confirmation systems have two types, i.e. minimum resolution and

high resolution. The types are based on the image quality, i.e. low-quality or high-

quality images. In generating minimum resolution palmprint, wrinkles, main lines, and

palm texture are utilized. While in the high-resolution points, the palm's ridges and

minutia are used. Palmprint verification techniques are broadly divided into four

categories. Those are line-based [74], [75]; (2) texture-based [76]; (3) orientation

based [76]; and aspect-based [77], [78]. Milestone development in palm recognition

technologies is represented in Table 2.4.

Table 2.4 Milestone development in the palm recognition technologies

Sr. No. | Authors Discovery

1. C.-C. Hanetal. [79] | To extract linelike characteristics from palmprint
photos, use Sobel and morphological procedures.

2. A. Kumar et al. | Competitive Code was defined as the palm line

etitive[76], [80] orientation information for palmprint verification
and their methodology.

3. L. Zhang etal. [81] | Total wavelet extension and progression
conditions modelling method to take out principal
lines-like characteristics

4. C.-L. Linetal. [82] | Applied the nature of a hierarchy decay
mechanism to take out principal palmprint
characteristics, which involve progression and
multi-resolution decay

5. T.Wu et al. [83] Palmprint orientation code is another way based on
orientation (POC)

Wu et al. [84], [85]and Liu et al. [75]considered the palm line as a roof edge and

studied it as a first-order derivative (zero-cross points of lines) and second derivative
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(amplitude) [75], [84]. 2-D Gabor filter along with plam texture were the main
approaches in some theories [76]. Subsequently, Kong et al. [76] developed the

FusionCode consisting of feature layer fusion rules [76].

Nowadays, the most promising method is the orientation code because it has the
maximum discriminative power and is more robust for illumination change. Various
approaches such as independent component analysis (ICA), PCA, linear discriminant
analysis (LDA) and locality preserving projections (LPP) were used for the palmprint
verification. [77], [78], [84], [86].

2.2.5 Hand Geometry

Hands are a vital component of the human body. It is essential for many operations
related to the surrounding world and everyday work. Besides, it consists of many
unique features that enable distinctive among separate personalities [33]. In the last
few decades, the hand and its part have been used for biometric detection purposes,
yielding ultra-modern Biometrics approaches; however, these are limited in their

feasibility.

The width and lengths of fingers and the width of the palm make up the geometry of
the human hand. It is a comparatively uncomplicated technique that utilizes minimum
intention images. It gives good efficiency [87], [88]. Many articles were published

based on the hand-structure confirmation systems [87], [89].

The hand structural characteristics are more or less unique and include many
geometrical measures such as area, lengths, perimeters and widths of the fingers, palm
and hand. Jain et al. [90] suggested geometrical characteristics of the hand that are not
solely sufficient for discrimination. Thus, there is a need for alternative characteristic
methods such as global hand formation, texture or appearance. Further, He described
how he employed 16 preset axes with the help of five pegs. Sanchez-Reillo et al. [91]
used the same geometric characteristic set. This includes four fingers (widths), three

fingers (length) and a palm.

Along with these three parameters, inter finger baselines and fingertip regions were

also included by Wong and Shi [89]. Bulatov et al. [92] designed a peg-free system
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that consists of 30 measurements geometrical. In addition to this radii of engraving
circles of the fingers was also included. Likewise, the contour-based approach was
studied by Jain and Duta [93].

Accordingly, various techniques have been proposed to obtain and mathematically
represent the hand feature [91]. Independent component analysis (ICA) and Hausdorff
space of hand outline are used to get the most accurate results [94]. However, still, we
required the most trusted, unique, detailed based, proper advanced identification
system. In the present study, we aim to evaluate a novel technique for Taking use of
the newest breakthroughs in deep learning, increasing the execution of biometric
systems that are based on hands geometry.

2.3 History Of Hand Geometry Authentication

2.3.1 Hand Geometry systems Until 1900

In the Chauvet cave (France), 29000 BC, prehistoric paintings are discovered,
consisting of hand stencils alongside animal paintings. These were considered as an
artist unique signature. Here, the hand geometry was utilized for the identification
progress [95]. Later on, in 1858, The author hypothesized that the handprint is
necessary for project confirmation. The idea of this kind of practice was that handprint
was considered as a more trusted thing than the only signature. Herschel used this
system for a long time and eventually resolute that the single fingerprint was also

sufficient for human identification [96].

2.3.2 From the 1960s until the 1980s, the origins of hand geometry

Robert Miller (from Jersey) worked on the apparel project for the US Army in the
1960s. He discovered that the measurements and structure of the hands might be
utilized to identify individuals. As a result, the first automated equipment based on
hand structure was created. The equipment and application were patented in 1971 by
the Stanford Research Institute. When a user places its hand in this device, each finger
length is measured by the four sprung rods. The corresponding hand figure in punched
holes was generated as a user ID [97]. In the same year (1971), Richard Ernst has

submitted a patent for a hand identification device and a unique design for an 1D card.
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However, the first marketable hand scanning device was based on the Robert Miller
patent. The machine uses light sensors in the grooves for human finger length
measurement. The magnetic stripe cards and verification card pattern was matched in
this device after the reading hand by the light-sensing cell (1000 W). In this way, the
user was verified. This system was effectively used in applications such as
authentication of entry in the nuclear power plants (USA), nuclear weaponry security,
employee attendance, data access to specific individuals, Wall Street investment
companies, etc. The second generation of these sensors measures the length and
breadth of all the fingers on one hand. In 1987, manufacture of this gadget came to a
stop [97].

David Sidlauskas was the founder of the recognition system company in 1986. It has
got lots of importance in daily life applications. Where a hand identification system
was used for biometric authentication, this company is involved in the modern hand

recognition scanners development and its sales.

He introduced the first-hand reading scanner in the mid-1980s, which was based on
three measurements: an optical measuring plate, a top camera, and a side camera. The
ID code was a numeric keypad that allowed the person to be identified. A handkey 1D
was the first commercially viable biometric scanner. This was a three-dimensional
contraption [90], [95].

Figure 2.4 a) Chauvet cave has a prehistoric handprint. [98]; b) The mechanical hand
reader is seen in this drawing.; ¢) Sidlauskas patent drawing, and d) Handkey ID3D

scanner
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2.3.3 Hand Geometry systems In The 1990s

Biomet Partners invented the geometry scanner using two fingers, namely the index
and middle fingers, in 1992. It was known as Digi-2 in 1995. It was equipped with a
CCD camera capable of capturing a full 3D image of the user. Hand geometry was
first used in scientific institutes in 1998. "Vital Signs of Identity” and "Performance
Evaluation of Biometric Identification Devices" are the only two research articles on
this topic that have been published. A few patents were also filed [99]. After 1998,
various new research articles were published every year and showed exponential
growth of this field [100].

2.3.4 History Of The Use Of Hand Geometry Systems

e ldentity was used at nuclear power facilities in the United States to track
attendance and admission time for Wall Street personnel.

e US airports used the INSPASS named program, which used hand geometry
recognition. Frequent travellers use it for faster clearance in airport checkups.
The system and information scanned the travellers' hands matched the stored
data. Based on the match, an ID was generated for the user.

e The Basel - Israel project for autonomous border control administration uses
face recognition and hand geometry (Israel - Palestine). Fingerprint scans were
no longer required for physical labourers [101].

e Hand geometry scanner was also used in voting in the Colombian legislature
[96]

20



CHAPTER 3

METHODOLOGY

3.1 Dataset

The CASIA Multi-Spectral Palmprint Image Database V1.0 provided the data for this
study As illustrated in figure 3.1, the datasets, including 7200 photos of human hands,

were collected from 100 different persons using self-designed multiple spectrum

i

Imaging equipment.

ground glas
< Computer
active lights

camera

Figure 3.1 self-developed multi-spectral imaging device

They photograph palms in two sessions. Between the two sessions, there is a month's
worth of time. There are three examples in each session. Six palm photos are
recorded simultaneously, with six different electromagnetic spectrums in each
sample. The illuminator's wavelengths correspond to the six spectrums: 460nm,
630nm, 700nm, 850nm, 940nm, and white light. They allow for a degree of hand
posture variance between two samples. We want to broaden the range of intra-class
models and emulate real-world applications. Figure 3.2 shows six typical palmprint

pictures from the database.
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Figure 3.2: Six typical palmprint images in the database

The gadget offers uniformly distributed light and captures hand pictures using a CCD
camera attached to the device's bottom.

3.2 Convolutional Neural Network (CNN)
SVM [30], HMM [102], CNN [103], RNN [104], and other machine-learning

techniques have all been used to train classification models in recent yearsBecause of
its capacity to extract the needed feature values from the input picture and teach the
non-similarity between various samples using a more significant number of samples
in its training, CNN is the most common in identification and has the best outcomes
compared to others approaches. Therefore, in the previous, the rate of speed of
hardware computing has limited its progress. The calculation rate of graphics
processing units has increased in recent years due to developments in semiconductor
fabrication. The bottleneck of hardware processing speed has been identified, allowing
the CNN network to expand into a deep CNN network quickly.
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AlexNet was the most well-known [24], an object recognition network that won the
ImageNet [2017] championship in 2012. Moreover, we discovered if something or
noise in the background was similar to the skin colour in the hand gesture identification
steps (recognition plus identification), intervention could occur quickly, resulting in
the observation of the incorrect region of interest, so background choice must be
restricted to a small block to avoid trouble. The backdrop [105] was, for example, it is
restricted to a small desktop area (employing a webcam facing down to the desktop).
As a result, this research aims to overcome this constraint by focusing on detecting
static hand movements. At the same time, the ROI of moving objects may be tracked
during system construction, and recognition can be performed instantaneously. After
accomplishing this goal, the identifying procedure was no longer limited to a small
region. As a result, between the two processes of observation and identification, this
study adds a tracking mechanism to eliminate issues caused by items in different
backgrounds with the same skin colour and track hands that may be moving

simultaneously.

Figure 3.5 depicts a “schematic model” of the suggested hand gesture identification
concept, which integrates three main elements: “hand observation, hand tracking, and
hand identification. For the hand observation part, we do skin segmentation on the
input image to remove unnecessary background data”, then treat the noise to reduce
minor damage in select photographs. Finally, they calculated the ROI of the hand
position using the background subtraction approach [105], [106]. They employ the
“kernelized correlation filters (KCF)” [107] method as the basis for calculation in the
hand tracking part, which has been a widely used approach for image tracking in recent
years. The main idea was to train a model by removing the ROI properties of the target
position in the first frame. After that, when the next frame arrived, the trained model
was used to compute a new anticipated position. They employed a” deep CNN
network™ to extract and identify the ROI's hand features in hand recognition. For
comparison, this work used two deep CNN architectures based on AlexNet [24]and
visual geometry group (VGG)Net [15]. When the model training is done, the test set's

identification rate might reach more than 95%.
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Hand detection Hand tracking Hand recognition

1. Skin segmentation » KCF algorithm . CNN network
2. Noise processing
3. Background

subtraction

Read from webcam

Figure 3.3 The diagram of the overall hand gesture recognition concept.

The camera initializes the tracking algorithm after recognizing the ROI of the first
frame entering the lens, as illustrated by the blue arrow-guided route. The ROI block
was shrunk to join the deep CNN network for identification. The tracking algorithm
then continues to watch recent arriving frames (i.e., skip hand observation) and
identify them, as shown by the yellow arrow-guided route.

Hand-based geometry is employed in this thesis since it is more favourable than
another technique. Consequently, calculation times and function sizes were lowered,
and performance was improved. The trained support vector machine uses the specified
functions to decide whether the picture is in the original or cheat class. The findings
of the comparative experimental study presented in this paper are often superior to

competitor approaches, indicating that the recommended methodology is successful.

3.3 Alexnet Architecture

AlexNet is a CNN "convolutional neural network™ Architecture is one of the types of
neural networks with input and output layers. "The architecture used in the 2012 study
was dubbed AlexNet after the original creator, Alex Krizhevsky". "AlexNet was the
winning submission in the 2012 ILSVRC". It solves the photo classification problem
by accepting an image from 1000 different classes (e.g. cats, dogs, etc.) and outputting
a vector of 1000 numbers. It has seven rectified linear units (ReLu) layers, five
convolutional layers, three pooling layers, three fully connected layers, and two
normalizing layers in the hidden layers. "AlexNet" has a big influence on machine
learning, especially when it comes to applying deep knowledge.. There are eight layers
in the AlexNet convolutional neural network architecture, including five layers of

convolution and three entirely linked (fully connected) layers. The convolution,
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pooling and normalization layers are a composition of some of the convolution

layers[24], as shown below.

Figure 3.4 A typical architecture of AlexNet
e AlexNet architecture includes convolutional layers (5), normalization layers

(2), fully connected layers (2), max-pooling layers (3), and softmax layers (1).

e The convolutional layer includes a nonlinear activation function ReLU and

convolutional filters.

e The "pooling" layers are utilized to execute max pooling.

e The input size is stable owing to the existence of wholly linked layers.

e The input size: Maximum positions are 224x224x3. If some padding is present,

then it works out to be 227x227x3.

e AlexNet had 60 million parameters.

3.3.1 ReL.U Nonlinearity

Using ReLU non-linearity, AlexNet presents us that deep CNN’s can be trained much
more rapid with the help of soak activation functions such as Tanh or Sigmoid.
Figure 3.6 illustrates that with ReLUs(curve), AlexNet can extend a 25% training error
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rate. This is six times more rapid than an identical network that uses tanh(dotted curve).

This was tested on the CIFAR-10 dataset[24].

0.754

0.5 \

Training error rate

(=]

0 5 10 15 20 25 30 35 40

Epochs

Figure 3.5 ReLU Nonlinearity[24]

3.3.2 Dropout

A neuron is dropped from the Neural Network with a probability of 0.5 during
dropout. A neuron that falls vertically does not contribute to forward or backward
propagation. As shown in the diagram below, each input is routed through a different
neural network design. As a result, the acquired weight parameters are stable and

don't quickly get overfitted.

Figure 3.6: Neural network architecture[24]
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3.4 Support Vector Machine (SVM) Algorithm

One simple, highly effective, and different classification method used in
classification problems is support vector machines (SVM). SVM, one of the
statistical learning algorithms defined by Vapnik-Chervonenkis, has given
successful results in many real problems. Support vector machines (SVM) is a
controlled grouping algorithm built on a statistical learning study. Support vector
machines are known as training algorithms based on the probability distribution of
statistical techniques. There is not enough information and distribution about the
distribution laws that form the basis of statistical methods in many practical

situations.

The working principle of support vector machines (SVM) aims to maximize the
perpendicular distances of these examples to the separator plane (which will separate
the two classes) by finding the closest examples of the courses while classifying the
data, in other words, to the hyperplane. Thus, the misclassification error of the data

in both training and testing sets is minimized.

The separator plane can have many alternatives without changing its success on the
dataset. Thanks to SVM, the separator plane is at the same and maximum distance
from both classes. The basic idea is to define the best separator plane for linearly
different data structures. Sometimes the data structure can not be analyzed linearly.
This problem was overcome by moving the data to an altered dimension with the

transformation technique.

In the simplest pattern recognition tasks, vector machines use a linear separating high

plane to create a classifier with a leading edge. The learning problem is taken as a
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nonlinear optimization problem to implement this. When the given classes space is
not linearly separable at the original input, SVM first linearly transforms a higher-
dimensional feature space into the actual input space. This transformation can be
achieved using various non-linear mappings: Polynomial, sigmoidal as in multilayer
perceptron, radially symmetrical tasks can be RBF (Radial Based Function)
mappings to have principal tasks where it is Gaussian. After the nonlinear
transformation step is done, it is the task of the SVM to find the optimal linear
separation. It solves the optimization problem of the same type as the separator plane
calculation in the original input space for linearly separable classes. The high plane

in the feature space gives the optimal result when there is a maximum edge classifier.

3.4.1 Support Vector Machines for Linearly Separable Data

In classification with support vector machines, it is aimed to separate the samples
belonging to two classes, which are usually shown with class labels as (-1,+1), with
the help of a resolution function acquired from the training data. Using the decision
function in question, a hyper-plane is found that can split the training data most

appropriately.

O
OC

(a)

Figure 3.7 (a) hyperplanes for a two-class problem
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However, the SVM goal is to invite the hyperplane, which increases the distance
between the points closest to it. Figure 3.7 b showed that the hyperplane maximizes
the boundary and makes the optimal separation is called the optimal hyperplane. The

issues that limit the boundary width are called support vectors.

In Figure 3.7 b. two classes are depicted on a two-dimensional plane. This plane and
its dimensions might be considered characteristics. In other words, for each input
that entered the system, feature extraction was performed, and a separate point
representing each input was obtained in this two-dimensional plane. Classifying
these points entails categorizing the information based on the extracted

characteristics.

Support Vectors

Optimal Hyper-Plane

(b)

Figure 3.7 (b) Support vectors and optimal hyperplane.

For training of SVM in a linearly separable two-class classification problem, assuming
that the training data consisting of k samples {xi, Yi},i =1, ...,k & Yi € {—1,+1} the

inequalities of the optimum hyperplane will be as follows:

wx;+b>1leachy =1 (3.2)

wx;+b<leachy=-1 (3.2)
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In this model, XxeR”N represents an N-dimensional space, y € {-1, +1} the class labels,
w the weight vector (normal to the hyperplane) and b the trend value. To determine
the optimum hyper-plane, two hyper-planes forming its borders and its parallel plane
should be selected (Figure 3.7). The points forming these hyperplanes are called

support vectors, and these planes are expressed as the given equation:

wX_i+tb=+1

Support Vectors
Boundary w-x+b==I|
X A . A @
OO‘-, © ©
@) @@ ©
0, 0 o
®© O ® (&)
(@) 09" . Optimal Hyerplane
; w.x+b=0

Figure 3.8 Determination of the hyperplane for linearly separable datasets.

As might be expected, the hyperplane between the two classes can't be unidirectional.
Although there are two different hyper-plane possibilities, the one with the largest

tolerance (offset) is taken in the SVM method.

To maximize the limit of the optimum hyperplane, IWI expression should be
minimized. In this case, determining the optimal hyperplane requires solving the

following constrained optimization problem.

min |3 [ W[

(3.2)
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It is expressed as

Lagrangian equations can be used for resolving optimization problems. After this

process;
L (w,ba) = Il = £, a; (vi(w - x; +b) — 1) (34)
equality is achieved

The traditional solution of the Lagrangian equation for some datasets may be too easy.
However, a different path must be followed to produce a computer-aided solution to

this equation.

oL(w,b,a) _

aw =0 (3.5)
oL(w,b,a) _
LD — (3.6)
OL(w,b,a) _

da =0 (3.7)

According to the traditional application of the Lagrangian equation, it is necessary to
evaluate the above three equations in a standard calculation. Instead, the dependency
on three variables in the solution method can be reduced to one by discovering a typical

relationship theoretically.

The Lagrangian equation should depend on a single variable by applying the classical

solution. Thus:
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AWMLY _ ) o w= Xiayix; (3.8)
ow
aL(ZV,;b'a) =0>=> X;ay; =0 (3.9)

These expressions are substituted in the Lagrangian equation. Thus, the Lagrangian

equation is made dependent on a single variable.

Lw,b,a) =5 Iwll? = T, a;(vi(w - x +b) = 1) (3.10)

L(a) = Y;a; — %ZiZj a;a;y;yjXxix; (3.11)

As an outcome, the decision function for a linearly separable two-class problem can

be written as.

f () = sign (Bisy AyiCx - ) + b) (3.12)

The A; variables must be 4; = 0 to represent the Lagrangian coefficients.

3.4.2 Support Vector Machines For Linear Non-Separable Information

Linear data separation is not possible in many problems (Figure 3.9 a). In this case, a
non-linear line is needed. Rather than fitting the data with nonlinear curves, a more
consistent separation is achieved by moving the SVM to another space via a kernel
function. The kernel function can transfer the data to higher dimensions to be
classified. Upgrading the kernel function is a powerful approach. It allows SVM

models even in cases separated by very complex boundaries.
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Figure 3.9 a non-linearly separable data set.

In this situation, the remaining part of the data shows the problem. The optimal

hyperplane is answered by defining a positive artificial variable (di) (Figure. 3.9 b).
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Figure 3.9 b The hyperplane for nonlinearly separable datasets.

The equilibrium between maximizing the limit and minimizing misclassification errors
can be checked (0 <C< ). This will have positive values and is represented by C. The
optimization problem for data that cannot be linearly differentiated using the editing

parameter and the dummy variable:
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lwll?

min = [T +C- zlr:lfi] (3.13)
The limitations related to this are;
yiw-o(x)+b)—-121-¢ (3.14)
& =20andi=1,..,N

For the solution of the optimization problem expressed in Equations (3.13) and (3.14),
as can be seen in Figure 3.7, the data that cannot be separated linearly in the input
space is displayed in a high-dimensional area defined as the feature space. Thus, the
linear separation of the data can be made, and the hyper-plane between the classes can

be determined.

Input Space Feature Space

Figure 3.10 Converting the data to a higher dimension with the kernel function.

3.4.3 Kernel Functions
Support vector machines can make non-linear transformations with the help of a kernel
function, which is mathematically expressed as K (x;,x;) = @(x) - (x;) and in this

way, it allows the data to be separated linearly in high dimensions. As a consolation,
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the following is the decision rule for solving a nonlinearly separable two-class issue

using the kernel function:

f() = sign (X;a;yip ()@ (x;) + b) (3.15)

It is necessary to find the kernel function for a grouping operation to be executed with
support vector machines and the minimum parts of this function. The radial basis
function, polynomial, Pearson VIl (PUK) function and normalized polynomial kernels
most frequently used as kernel functions in the literature are presented in Table 3.1
with their formulas and parameters. As can be seen from the table, the user must
determine specific parameters for each kernel function. While the PUK kernel has only
two variables to compute, it needs to identify a variable in the model structure that will

serve as the foundation for grouping for subsequent functions.

Table 3.1 Essential kernel functions and parameters used in support vector machines.

kernel function mathematical expression parameter

polynomial kernel k(,y) = ((x-y) + 1) polynomial
degree (d)

normalized polynomial ((x-y)+ 1 polynomial

k(x,y) = ] 3 =2

kernel ((c-2) + DUG -y +1) degree(d)

radial basis function k(x,y) = e~ YIG—xll? kernel size (y)

kernel
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Pearson VIl (PUK) 1 Pearson  width

2 W

kernel 2 2 parameters
jux —ylI2 /2(1/a) —1)
1+ (0, w)

When comparing kernel functions, it can be said that polynomial and radial-based
kernels are more straightforward to comprehend. The procedure becomes more
difficult as the degree of the polynomial increases, even though it appears to be
mathematically simple. After a certain point, this significantly increases processing
time and degrades classification accuracy. Changes in the radial basis function
parameter, represented as kernel size (v), on the other hand, have been found to have
a more minor impact on classification performance. With two variables (o, 0) known
as Pearson width, the PUK kernel has a larger composite mathematical structure than
other kernel functions. These two factors impact classification accuracy, and it's
impossible to predict which set of parameters will produce the most outstanding
results. As a result, determine the most appropriate parameter pair in the use of the

PUK kernel.

Aside from kernel function-specific parameters, the user must specify the editing
parameter C for all support vector machines. The ideal hyperplane cannot be computed
accurately if too small or too large values are used for this parameter, resulting in a

significant loss in classification accuracy.
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As can be seen, choosing optimal values for the parameters is a factor that directly
impacts the SVM classifier's performance. Although most people utilize a trial-and-

error technique, cross-validation provides more accurate outcomes.

Ideally, an SVM analysis should produce two utterly different classification results
and the multidimensional plane separating the feature vectors. However, the perfect
classification may not be possible. There may be times when the model does not
generalize well to the data and produces too many feature vectors. Therefore, the cross-

validation precision is the percentage of data that has been correctly classified.

Nonconformity may be avoided via the cross-validation technique. The cross-
validation method is used to assess the performance of the classification model that
has been constructed. The data set is separated into two pieces for this purpose. The
first component serves as training data for the model, which is the foundation for
classification, while the second serves as test data for determining the model's
performance. The number of successfully categorized samples represents the
classifier's performance after applying the model generated using the training set to
the test data set. As a result, the kernel parameters that yield the highest classification
performance were established using the cross-validation approach. The model that

would serve as the basis for classification was produced.

3.4.4 Multi-Class Support Vector Machines

The main difference of the support vector machine method from other classification
methods is that it can only distinguish two classes. Various algorithms have been

developed to use the SVM method in a system with more than two classes. The most
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commonly used of these algorithms are one against all and one against one. In this

study, one versus all algorithm is used to implement the application with SVM.

All against one; In this method, while one of the classes is accepted as (+) during the
training phase, the information of all other classes is obtained as (-), and M SVMs are
created for the M class. The sample to be recognized belongs to that class which SVM
classifies as (+). An example application of the one against all methods is shown in

Figure 3.11.

Sample Image

Person 1 and others Person 2 and others Personm and others

Figure 3.11 Example of one versus all for SVM.

The support vector is very useful in learning, building on simple ideas, and showing
high performance in practical applications. The number of instances to use in SVMs
is not essential. SVM also classifies data not seen during training without any
problems. This demonstrates the SVM's ability to generalize. Its generalization feature
makes SVM an excellent alternative to other techniques (ANN, decision tree, etc.) and

provides an advantage.

3.5 K Nearest Neighbour (KNN) Algorithm

The (K-NN) is a trained sample-build grouping algorithm. Grouping of a vector in

KNN is done using vectors of well-known class. The sample to be tested is handled
38



one by one with every sample in the training set. To calculate the type of sample to
be tested, the K samples nearest to that sample in the training set are chosen. It is
said that the sample to be checked belongs to this class, which class has the more
samples in the group comprised of selected samples. The Euclidean distance finds
the space between samples. All space values evaluated using Euclidean space are
sorted. The minor K is calculated based on the number of K out of the ordinal values.
The K nearest neighbor samples to the sample to be tested are calculated. Class labels

of K nearest neighbors are utilized to group the sample to be tested.

All space values determined using the Euclidean space are sorted. The minor K is
calculated depending on the multiple K among the rank values. The K nearest
neighbouring samples to the sample to be tested are calculated. Class labels of K

nearest neighbors are used to group the sample to be tested.

Two factors can occur to select the K value. In the first case, the K value is chosen
as an odd number to stop the number of “+1” and “0” samples from existing the
same. Even if the K value is selected as an even number, the samples from each class
for K samples are summed up together, and their averages are found. There is no
limitation on the various classes for this algorithm. Grouping can be done by
calculating the desired number of classes. The flow chart followed in the KNN

algorithm is given in Figure 3.12.
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Figure 3.12 KNN algorithm

Distance functions utilized in KNN technique; Manhattan Distance Function,

Minkowski Distance Function, Euclidean Distance Function.

The steps of the KNN algorithm.

Each information in the test set X = {x1, x2, x3, x4, ..., x n}; information in the

learning set D = {d1, d2, d3, d4, ..., dm} proximity is determined.

Xi*dy
I x:ll lldll

sim(x;,dy) = (3.16)

(i={123 ...n}1 = {1,2,3...,m})

1. The closeness of every information to the data in the learning set is noted and

the average is determined by taking the first “k”.

max[y¥_, sim(x;d,)]
K

sim_avg(x;) = (3.17)

2. Those whose mean values are more than the specified threshold value are
grouped as normal, and those below the threshold value are grouped as

abnormal.
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Training — Test Phases of K-NN Algorithm

For the information to be categorized, the K-NN method does not require any training
stages. The information vector coordinates must be preserved with the class label
throughout the training phase. The class label is usually used as the information

vector's identification. During testing, this is utilized to categorize information vectors.

a) The goal is to compute the class label for the most recent point given the
information points for testing. The procedure is used for the k = 1 rule, which
Is the closest neighbour rule, and then expanded for the k = k rule, which is the

k-nearest neighbour rule.

b) 1-Nearest Neighbor Rule (k=1)

This approach is a simple scenario for grouping. Consider 'x' to be the point to be

marked.

e The nearest point to 'x' is found in the training information set. Let this closest

point be 'y'

e The closest neighbor rule now requests that label 'y' be assigned to 'x'. When

the number of data points isn't too great, this method is utilized.

If the number of information points is very large, the x and y labels likely are the same.

c) 3-Nearest Neighbour Rule (K=3)

To consider the subject, K=3 was taken and the details are listed below.

e In the first step, the training information is assigned to the classes.
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e By calculating the coordinate of the latest element to be grouped, the span
between all elements are computed.

e The computed values are sorted and the class is calculated according to the
multiple of the votes of the first 3 neighbours in the circle shown with dashed

lines in Figure 3.13.

A — B
o .~ g¥

' i+

A @ B :

'\ QO 2
A\ /B
O Mg a0

Figure 3.13 Initial information

d) Generalization of the K-NN Algorithm.
e Aninitial value, 'K, is arranged.
e The training data set is complete by recording the coordinates and class
labels of the information points. Figure 3.14 depicts this procedure

graphically.
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Figure 3.14 Distance calculation

e The information point is loaded from the test information set.
e Multiple votes is made between the "K" nearest neighbours of the test
information from the training data built on a distance metric. This process is

graphically shown in Figure 3.15.

Figure 3.15 Calculating neighbours and voting for labels
3.6 Biometric Systems Evaluation

The terminology related to the system and scores used in the biometric system
evaluation was studied in the biometric system calculation. The exact match was
searched between the database and hash stored on the card in the card reader based
systems. However, it was unusual to get an exact match in biometrics due to various
factors like the surroundings, sensor sound, and human behaviour. As a result, the two

feature vectors derived from two independent acquisitions of the same biometric
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characteristic are both problematic and exceptional. So, the following terms should be
understood deeply

e changeability in biometric feature traits derived from the same person (intra-
class liability to vary).

e Variability between biometric feature traits generated from the same
characteristic (class liability to change).

e Inter-class variability: changeability between biometric feature vectors created
from two dissimilar characteristic.

e Biometric entropy: It is an information measurement in a specific biometric

trait. More information leads to the greater discriminative power

Generally, it is preferred to have a small, sizeable inter-class variability and intra-class
variability. It facilitated effectively distinguishing between dissimilar individuals
instead of searching the similarities in the same individuals. The similarity score

represented two biometric feature vectors [108].

e Genuine score: A score calculated by comparing two feature vectors from the

Same person.

e Impostor score: A score calculated by comparing two feature vectors created

by two dissimilar people.
3.6.1 Error Visualization And Metrics

In the biometric system, the acceptable (FAR) and the rejectable (FRR) rate can be
commanded through the final threshold T. FAR and FRR are opposite, i.e. increased
in one parameter will decrease other parameters. In the Detection Error Tradeoff
(DET) curve, different values of T can be obtained by changing FAR and FRR values
[109]. The dependence of FRR on FAR with different T values can be generated on a
basic deviation scale (Figure 3.16). The terminologies used in the visualization metrics

are defined below
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o False Accept Rate (FAR): Impostor scores fraction that exceeds threshold T.
o False Reject Rate (FRR): Genuine scores fraction falls below threshold T.

e Genuine Accept Rate (GAR): Genuine scored fraction that exceeds threshold
T

GAR=1-FRR

Impostor region Uncertainty region

False \ False
rejections ] 5
! s acceptances

Probability

Impostor

s BT ! genuine
distribution
§

distribution

<+ Rejected | Accepted

- Scores

Threshold

Figure 3.16 An example of two biometric feature vector score distributions. [110]

ROC curve can be utilised as an alternative method [111]. In this, dependency of GAR
on FAR is plotted on linear, semi-logarithmic or logarithmic scale Figure 3.17. A
single value can measure biometric system performance at the Equal Error Rate (EER).
EER is the point on DET where the values for FAR=FRR. Similarly, a point on the
ROC curve, where the importance of GAR=FAR.

Comparing ROC Curves
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Figure 3.17 An example of the Receiver Operating Characteristic (ROC) curve [33]
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CHAPTER 4

EXPERIMENTAL RESULTS

4.1 Hand Images preparation

For implementing the proposed study in the Matlab R2019a package and using the
database of 7200 images (CASIA-MS-Palmprint V1 database). Division of the images
was like that 72 images for each person, and | labelled them into 100 classes for
implementation purposes. Datastore was created for all hand images to efficiently

manage a image collection with a convolutional neural network.

The hand recognition process for our study is described in the flowchart in Figure
4.1.
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Figure 4.1 The proposal method

4.2 Resize Input Images

In this thesis the size of each input image is resized to 227*227*3; the AlexNet can

only process the input with 227*227*3.

4.3 Implementation

This section focuses on the computations involved in the experiment of a computer
system to complete the implementation and then test it using the algorithms and

classifiers listed below. In this section, the AlexNet Convolution neural network
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software is shown in Figure 4.2. was applied. This study aims to apply transfer learning
techniques to extract high-level features.

ANALYSIS RESULT (~]

[ Name Type ‘ Activations Learnables
1 |data Image Input 227%227%3 - -
227x227x3 images with 'zerocenter' normalization
2 |comvl Convolution 55x55x35 Weights 11x11x3=096
86 112113 convolutions with siride [4 4] and padding [00 0 0] Bias 1x1=96
2 |relul RelU 55x55%96 -
RelU
4 |norm1 Cross Channel Nor... | 55x55%36 -
eross channel nermalization with 5§ channels per element
5 | pooli Max Pooling 27=27x36 -
3%3 max pooling with stride [2 2] and padding [00 0 0]
& |comv2 Grouped Convolution | 2727256 Weigh. Sx5=48x128.
2 groups of 128 5x5x48 convolutions with stride [1 1] and padding [222 2] Bias 1x1x128x2
7 relu2 RelU 27x27%256 -
RelU
2 [norm2 Cross Channel Nor...  27x27x256 -
cross channel normalization with 5 channels per element
o |pool2 Max Pooling 13x13x256 -
3x3 max pooling with stride [2 2] and padding [00 0 0]
10| comv3 Convolution 13=13x384 Weights 3=3x256=354
384 3x3x266 convolutions with stride [1 1] and padding [1 11 1] Bias 1x1x384
11 |relud RelU 13%13x384 -
RelU
2 |convd Grouped Convolution | 13=13x384 Weigh., 3=x3x192x192.
2 groups of 192 3x3x182 convolutions with stride [1 1] and padding [11 1 1] Bias 1x]x]1G2x2
12 relud RelU 13=13x384 -
RelU
1 [comvh Grouped Convolution | 13=13x256 Weigh. 3=3=192x128.
2 groups of 128 3x3x182 convolutions with stride [1 1] and padding [11 1 1] Bias 1x1=128=2
15 |relus RelU 13x13%256 -
RelU

ANALYSIS RESULT °
[ Hame lT',':-e l.P.cr.i\- ations [ Lezrnables [
RelU -
1% | pools Max Poaoling B=E=256 -
3x3 max poaling._.
17 |fc6 Fully Connected 1=1=4@96 Weights 4@96x9216
4006 fully conne.___ Bias A4296=1
12 | relug RelLU 1=1=4896 -
RelU
12 | drop6 Dropout 1=1=4@96 -
50% dropout
20 |fc7 Fully Connected 1=1=4896 Weights 4@96=x4896
4088 fully conne___ Bias 4296=1
21 relu7 RelLU 1=1=4396 -
RelU
zz2 |drop7? Dropout 1=1=4@96 -
50% dropout
2z |fc8 Fully Connected 1=x1=1888 Weights 12@8=4896
1000 fully conne.__. Bias 12@8=1
22 | prob Softmax 1=1=1808 -
softmax
z5 | output Classification Output | - -
Ccrosseniropyes .. e
4 3

Figure 4.2 AlexNet.architecture
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4.4 Feature Extraction

The training and testing features were extracted from layer 7, a fully connected layer
containing a high level and linear features. Using AlexNet, which has been trained
with over one million photos, we loaded the pre-trained CNN. As previously stated,
our method fine-tuned AlexNet; for example, we deleted the last layer of AlexNet and
used the data from the final completely linked layer. We used CNN to compute the
training features and test images based on the data from the last fully connected layer.

Then, the class labels were extracted from the training and test picture sets.

4.5 Support Vector Machine (SVM) And K-Nearest Neighbour (KNN)

CNN uses the classifier to classify the collected features in the last phase. To assess
the accuracy of this thesis, we used a support vector machine (SVM) and k closest
neighbours (KNN).

The SVM was trained using the retrieved training features and then tested using the

testing features.

If a collection of labelled data is provided in training set for the method, a support
vector machine is a machine-learning model that can generalize between two classes.
The SVM's main task is to look for a hyperplane to differentiate between the two

classes..
The KNN is trained by the extracted training features and tested on testing features.

KNN works by calculating the distances between a query and all of the examples in
the data, selecting the K samples closest to the question, and then voting for the most
frequent label (in the case of classification) or averaging the titles (in the case of
regression). The maximum error percentage is less than 0.01, which is considered

acceptable.

e Based on the predictor data X and response Y, a k-nearest neighbour
classification model was created.
e INPUT ARGUMENTS:-

- NumNeighbors (K) = 1 by default.
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- X =Training data

Format: each row in X represents one training point, while each column represents

one feature variable.
- Y =Class labels

K(K —1)/2 binary (SVM) models with one-versus-one coding are used to fit multiclass
models for support vector machines, where K is the number of unique class labels
(levels). Utilizing the defaulting choices, provide multiclass models train a multiclass
ECOC model. Fit multiclass models empty the SVM characteristics (Alpha,
SupportVectorLabels, and SupportVectors for all linear SVM binary learners; Fit
multiclass models list Beta rather than Alpha) in the model shown by default and for

efficiency.

An error-correcting output codes (ECOC) model converts a three- or more-class

classification problem to a series of binary classification problems.

Binary classification is dividing a set of components into two categories using a

classification rule.

The one-versus-one method Converts a multiclass classification problem into a series
of binary classification issues. One trains (K - 1) / 2 binary classifiers for a K-way
multiclass problem using the one-vs-one (OvO) reduction; each is given samples of a
couple of classes from the initial training group and is expected to learn to distinguish
between them. One kind is positive, another is negative, and the remaining types are
ignored for each binary learner. All combinations of class pair assignments are

exhausted in this design.

The characteristics of the SVM template object are blank. The software sets the

applicable attributes to their default settings for training the ECOC classifier.

Features Test: Points of observation (vectors) that we wish to identify and so test the

correctness of each model.
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4.6 Result

The outcomes of using the proposed method are shown in this section. The training

data are divided each time for each rating from 10% to 90%. The procedure is that

when we used a training data rate of 10%, the testing rate was 90%; after that, when

the training data was 20%, we used 80 % of the data for testing purposes. After this

step, divided data to 30% for training and 70% for testing and recording the accuracy

in each classification algorithm. And so on, in each different training data rate case,

calculate the time, which process takes training and testing data. The last scenario is
the best one. So, in SVM, Accuracy is 99.14%, and KNN Accuracy is 99.86%

Table 4.1: The Proposal Result

Sr. | Training | Testing SVM Time in | KNN Time in
No. | data data accuracy | seconds Accuracy | seconds
1. | 10% 90% 57.60% 511.4549 | 56.94% 22.0418
2. | 20% 80% 79.36% 475.07 75.52% 23.4617
3. | 30% 70% 87.36% 455.374 87.60% 28.4821
4. | 40% 60% 93.47% 434.8061 | 91.91% 35.5436
5. | 50% 50% 96.11% 427.4489 | 95.56% 38.1322
6. | 60% 40% 97.45% 423.0125 | 97.21% 34.2737
7. | 70% 30% 98.77% 408.5823 | 98.00% 31.6215
8. |80% 20% 98.93% 397.8564 | 98.79% 24.2993
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9. | 90% 10% 99.14% 402.0703 | 99.86% 14.2781

4.6.1 Results Analysis

Although the average accuracy of SVM is slightly higher than the average accuracy of
the KNN model since the training and the testing times is essential factors in designing
biometric verification systems. Given the average time taken by the KNN model is 13
times less than the time taken by the SVM model. This resulted from the low
computational complexity of KNN O(n)[112] compared to the SVM high
computational complexity O(n®)[113]. Therefore, the KNN is considered the most

appropriate approach to use.

4.6.2 Discussion

Our system’s limitations are long training time and flexibility, i.e. the system is
implemented for 100 classes (persons). Suppose there is a new user to add to the
system. In that case, we have to retrain the system from the beginning, for instance, if
we developed our approach to accommodate 10000 employees. We have 72 images
for each employee, and if we add a new one, we have to collect 72 images for that
employee. This will lead to an increase in the total database size and computational
cost. To overcome the addressed limitation, we can improve the system by using a
one-shot learning technique[114] , allowing for smaller training samples for each class.
Therefore, it will result in less computational time and more flexibility when

introducing new employees’ data to the system.
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Table 4.2 Comparison with Related Works. Ref: Authors.

Techniques _
_ Size of The
Ref Applied for Accuracy
- Database
Recognition
Villegas et al. [115] Nearest
_ 120 70.20%
Neighbour
F. M. Al-Fiky et al. BPNN with
100 93%
[116] MSE value
R. Gross et al. [117] AAMs 54 90.70%
R. Sanchez-Reilloet | SVM (Radial
_ _ 220 90%
al. [91] basic function)
Hybrid
S. Prabu et al. [118] | Adaptive Fusion | Same Database 98.5%
(HAF)
S. A. Angadi et al. SVM
570 94.74%
[119]
Own approach AlexNet + KNN 99.86%
based on the last | AlexNet + SVM 7200
scenario 99.14%

Own approach presented the best performance in accuracy. In [115], the author applied
Nearest Neighbour (a supervised learning algorithm) to identify the system and
showed low results compared with other studies. Finally, the system was trained and
tested to 120 images. The experimental result as a total recognition rate of 70.2 % was

found.

In[116], BPNN with MSE value presented 93%, and it's suitable than other methods
but also lower than our method’s result. The system has 66 features for the right hand
and is applied to 100 test images using BPNN with a threshold of 0.8. finally, the

system was compared with other methods, and it was the best.

In[117], an AAM fitting algorithm was applied to 54 hand images from 18 volunteers,

and the system achieved identification accuracies above 90.70%.
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In [91], the system was applied to 10 different persons; the performance achieved by

SVM was 90% lower than our method.

In [118] also SVM applied. The author created a multimodal biometric system using
three types of hand images databases using hand traits and palmprint traits. The system
achieved 94.74 % accuracy, and it’s the best compared to other methods. In , the
researchers applied a new algorithm method called Hybrid Adaptive Fusion(HAF),

and the technique tested to the same database we used; they reached 98% accuracy.

Table 4.3 Comparison With Other Biometric Systems.

Ref Biometric Size of the Accuracy
Characteristic for Database
Recognition
X. Liuetal. [120] Iris 4249 97.80%
D. M. Monro et al. Iris 5111 100%
[121]
H. Cho et al. [122] Face 16128 97.30%
M. Sharif et al. Face 400 99.50%
[123]
N. A. Mngenge et Fingerprint 3904 89.60%
al. [124]
A. K. Jainetal. Fingerprint 29257 74%
[125]
Our method Hand geometry 7200 KNN = 99.86%
SVM =99.14%
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ROC for Classification by KNN
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Figure 4.5 ROC Carve for KNN

The high-performance graph of the proposed approach is shown in figure 4.5. The
ROC is a curve used to evaluate how well a system works. The actual positive rate is
usually represented on the Y-axis in ROC curves, while the false positive rate is
generally described on the X-axis. The "ideal" point, with a false positive rate of zero
and an actual positive rate of one, appears in the picture's upper left corner. The testing
image labels were utilized as the Y-axis on the ROC curve for KNN implementation,
and the KNN model projected output was used as the X-axis. The figure has two lines,
the first of which is the performance line, which is roughly equal to 1 because the
system obtained a 99.86 per cent accuracy rate with KNN. The second one, A straight
line from the origin (0.0, 0.0) to the top right corner, is always drawn by a classifier
with a random performance level (1.0, 1.0). A simple estimation of the performance
level is indicated by two areas separated by this ROC curve. ROC curves in the top
left corner (0, 1) indicate good performance, whereas ROC curves in the bottom right

corner (1,0) suggest poor performance.
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ROC for Classification by SVM
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Figure 4.6 ROC Carve for SVM

The figures above also show the proposed method high-performance graph. The actual
positive rate is usually represented on the Y-axis in ROC curves, while the false
positive rate is generally described on the X-axis. The "ideal” point, with a false
positive rate of zero and an actual positive rate of one, appears in the picture's upper
left corner. The testing image labels were utilized as the Y-axis on the ROC curve for
SVM implementation, and the SVM model projected output was used as the X-axis.
The figure has two lines; the first is the performance line, which is roughly equal to 1
because the system obtained a 99.14 per cent accuracy rate with SVM. The second
one, A straight line from the origin (0, 0) to the top right corner, is always drawn by a
classifier with a random performance level (1, 1). A simple estimation of the
performance level is indicated by two areas separated by this ROC curve. ROC curves
in the top left corner (0.0, 1.0) indicate good performance, whereas ROC curves in the

bottom right corner (1.0, 0.0) suggest poor performance.
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CHAPTER 5

CONCLUSION

5.1 Conclusion

The suggested system incorporates various classification approaches for human hand
geometry verification algorithms in this thesis. “The CASIA Multi-Spectral Palm-print
Image Database V1” database is used for training and testing. Matlab R2019a is
utilized to carry out the planned research. We used (SVM) and (K-NN) methods to
create a classifier. We use Alexnet (the first CNN to win Image Net), the ImageNet
Large Scale Visual Recognition Challenge 2012, as a model for feature extraction.
This research shows which technique has greater accuracy processing speed and which
classifier works better than the other. In this thesis, we have recorded the accuracy of
the result. As we can see, the results are different in each test. When we used fewer
data in training, the accuracy for SVM implementation was 57.60% and for KNN is
56.94%. But when we used more data for training, the result is good to consider. For
instance, the last scenario’s implementation results in the SVM classifier is 99.14%,
and the KNN classifier is 99.86%. This study shows that KNN is more resilient and
faster at classifying and recognizing objects based on hand geometry features from
photos with multiple classifications used in the implementation. Our system’s
limitations are long training time and flexibility. We can improve the system by using
a one-shot learning technique to overcome the addressed limitation. The suggested
approach can be used in a variety of settings, including car parking, a cash vault, a

computer station, and anti-passback system, a point of sale, time and attendance.
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5.2 Future Work

In the future, I will use different techniques for classifiers to get more information
about approaches. We can use Euclidean Distance Classifier, another model of CNN (
GoogleNet, ResNet), decision trees, linear or logistic regressionas a classifier in the
future. As feature extraction methods, we can use local binary pattern (LBP), a popular
way for feature extraction or using a GRNN network without feature extraction. We

can get high accuracy and compare with another approach using another database.
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