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Abstract

Electrical Engineering Department

Electronic Systems Group

Professional Doctorate in Engineering

by Onur Carhacioglu

Wireless Sensor Networks have already entered into our lives and they are expected
to be even more widespread in the close future. The technologies of the future, such
as self driving cars, smart cities, and smart homes require variety of Wireless Sensor
Networks standards to operate in the same environment with high reliability. However,
if these standards use the same ISM band, the network can suffer from Cross Technology

Interference, which can decrease the reliability.

The main focus of this thesis is the Cross Technology Interference in 2.4 GHz. 2.4 GHz
is an unlicensed, therefore highly occupied, ISM band. Efficient use of this band is of
foremost importance. The most common 2.4 GHz Wireless Sensor Networks standards
are BLE, IEEE 802.15.4, and TSCH.

This thesis makes the following contributions. Cooperative coexistence methods for
BLE-IEEE 802.15.4, and BLE-TSCH networks are proposed. For heterogeneous BLE-
IEEE 802.15.4 network, only time domain rescheduling methods are used. However,
for heterogeneous BLE-TSCH network, both time and frequency domain rescheduling
methods are discussed. The proposed solutions do not impose any protocol change.
They use the MAC layer functions defined in these standards. The proposed solutions
are tested using real hardware devices. In these tests, packet reception ratio is used as
a performance metric, and energy overhead is used as a cost metric. The overall packet
reception ratio improves up to 12 % for BLE-IEEE 802.15.4 network and 45.6 % for
BLE-TSCH network.


University Web Site URL Here (include http://)
Faculty Web Site URL Here (include http://)
Department or School Web Site URL Here (include http://)
o.carhacioglu@tue.nl

Acknowledgements

I would like to express my gratitude to my TU/e supervisor Asst. Prof. Majid Nabi
for his guidance and encouragement throughout my studies. This thesis could not be

written without his constant support and constructive comments.

Also, I would like to thank to my IMEC supervisor Dr. Pouria Zand, especially for
his support in embedded programming. His guidance provided me faster starts in both
of my projects. Besides, I have greatly benefited from his support to my reports and

presentations.

I appreciate the feedback offered by Prof. Twan Basten, Assoc. Prof. Peter Smulders,
Poul Bakker, and my supervisors during my presentations. Their comments provided

me a better understanding and out of box thinking of my work.

I would like to thank to ES group of TU/e and IoT group of IMEC for providing me
a good work environment. I benefited a lot from my discussions with other researchers
and engineers both in TU /e and IMEC. Special thanks to the PDEng community of our

department, for providing a lovely work environment and professional training.

Last but not least, I would like to thank to my family for their endless support and love

in my entire life.

iii



Contents

Abstract
Acknowledgements

List of Figures
List of Tables

Abbreviations

1 Introduction
1.1 Heterogeneous WSN Examples . . . . .. .. ... ... ... .. .....
1.1.1 Home networks . . . . . . . . . . ..
1.1.2  Vehicular networks . . . . . . . . ... .. ... ... ...
1.2 Cooperative and Non-cooperative Coexistence . . . . . . . . .. ... ...
1.3 Contributions . . . . . . . . . .
1.4 Thesis Organization . . . . . . .. .. .. . o

2 Coexistence of BLE and IEEE 802.15.4 Networks

2.1 Introduction . . . . . . . . . . . . e

2.2 Related Work . . . . . . . e

2.3 Background . . . . ...
2.3.1 Bluetooth Low Energy . . . . . . . .. .. ... ... ... ...
2.3.2 IEEE 802.15.4 . . . . . . . e

2.4 Time Domain Cooperative Coexistence . . . . . . . . . . .. ... ... ..
2.4.1 Coexistence using BLE as the Adapting Network . . . . . . .. ..
2.4.2 Coexistence using IEEE 802.15.4 as the Adapting Network

2.5 Performance Evaluation . . . .. ... ... ... ... ... ........
2.5.1 Test Setup . . . . ..
2.5.2 Result Analysis . . . . . .. ...
2.5.3 Energy Overhead Analysis. . . . . . . .. ... ... ... .....

2.6 Conclusion . . . . . . . . . . e

3 Coexistence of BLE and TSCH Networks
3.1 Introduction . . . . . . . . . ...

iv

ii

iii

vi

vii

viii



3.2 Related Work . . . . . . . o
3.3 Background . . . . .. L Lo
3.3.1 Bluetooth Low Energy . . . . . . ... ... ... .. ... ...
3.32 TSCH . . .. . e

3.4 Proposed Solution . . . . . . ..
3.4.1 Network Setup and Spectrum Modelling . . . . .. . ... ... ..
3.4.2 Considered Interference Cases and Their Solutions . . . . . . . ..
Case 1/Static: . . . . . .. .. .

Case 2/Dynamic: . . . . .. .. ... oL

Solution 1/Frequency Division: . . . . ... ... ... ...

Solution 2/Time Division: . . . . . .. ... ... ... ...

Solution 3/Pattern Division: . . . . . . ... ... ... ...

Solution 4/Periodic Link Update: . . . . .. ... ... ...

3.5 Performance Evaluation . . . . . ... ... ... ... ...
3.5.1 Test Setup . . . . . . ..
352 NoiseonPER. . ... ... .. . oo .
3.5.3 Case 1 - Static Experiments . . . . . ... ... ... .......
Solution 1/Frequency Division . . . ... ... ... ....

Solution 2/Time Division . . . ... ... ... ... ....

Solution 3/Pattern Division . . . . . ... ... ... ....

Solution 3a . . . . . ...

Solution 3b . . . . . ..

3.5.4 Case 2 - Dynamic Experiments . . . . . . ... .. ... .. ....
Solution 4 . . . . . .. Lo

3.6 Conclusion . ... ...........

4 Conclusions and Future Work
4.1 Conclusions . . . . . .. ... ... ..
4.2 Recommendations for Future Research

Bibliography

26
27
27
29
30
30
31
32
32
32
32
32
33
34
34
35
36
36
37
37
37
37
39
41
43

45
45
46

47



List of Figures

1.1

2.1
2.2
2.3
2.4
2.5
2.6
2.7

2.8
2.9

2.10
2.11
2.12

3.1
3.2
3.3
3.4
3.5
3.6

3.7

3.8

3.9

3.10

Heterogeneous home network [1] . . . . ... ... ... 0L 3
Channels of BLE, IEEE 802.15.4, and WiFiin24 GHz . ... ... ... 7
Time-domain structure of communications in BLE . . . . ... ... ... 10
Time-domain structure of beacon-enabled IEEE 802.15.4. . . . . . .. .. 11
Network structure for cooperative coexistence solution . . . . . .. .. .. 12
Periodic BLE and IEEE 802.15.4 transmissions . . . . . . ... ... ... 12
The message sequence required for a BLE CIl update . . . . . .. ... .. 13
BLE and IEEE 802.15.4 transmissions without and with realignments for

BI>CI. ... e 14
PER of BLE Links for analytical and experimental results . . . . . . . .. 17
Maximum length of burst and the number of losses for each length of

burst for 1000 transmission attempts on a BLE link . . . . . .. ... .. 18
PER of BLE links over time in two-channel experiments . . . . . . . . .. 19
Overhead of the algorithms for BO =6 and SO=5 .. ... ... .. .. 22
Compatible pairs and their energy consumption for 1/2 duty cycle on

IEEE 802.15.4 link . . . . . . .. . L 23
Channels of BLE, IEEE 802.15.4, and WiFiin24 GHz . ... ... ... 25
Time-domain structure of communications in BLE . . . .. ... ... .. 28
An example pattern of two links . . . . .. ... o000 29
Network model for experiments . . . . . .. .. ... .0 30
Scheduling Matrix . . . . . . . ... L 31
Static solutions for Case 1 type of CTI is given. In the figures, X axes

represents time, while Y axes represents frequency. . . . . . . .. ... .. 33
Hopping patterns of BLE and two links of TSCH are given. In the figures,

X axes represents time, while Y axes represents frequency. . . . . . . . .. 35
Function blocks for Sol. 3b . . . . . . ... ... o 39

Calculated PER is compared with the experimental results of dynamic
experiments. Ideally, all the experimental results are expected to cross
the dashed line, but the noise increases the experimental PER . . . . . . 41
Link update message period for each dynamic scenario . . . . . ... ... 43

vi



List of Tables

2.1 Test Parameters for BLE . . . . . ... .. .. ... ... ... ... ... 16
2.2 Test Parameters for IEEE 802.15.4 . . . . . . . . ... ... .. ...... 16
2.3 Time and current specification of devices . . . . . ... .. ... ... .. 20
3.1 Test scenarios and the resultant PERs . . . . . . ... ... ... ..... 36
3.2 Calculation of disjoint TSCH channels for Sc. 4 . . ... ... ... ... 38
3.3 An example channel calculation for TSCH . . . ... ... ... ..... 41
3.4 The overhead created by link update messages . . .. ... ... ... .. 42

vii



Abbreviations

ACK
ASN
BI
BLE
BO

CE

CI
CSMA
CTI
GCD
IoT
LCM
MAC
PER
RP

SD

SO
TDMA
TI
TSCH

ACKnowledgement

Absolute Slot Number
Beacon Interval

Bluetooth Low Energy
Beacon Order

Connection Event

Connection Interval

Carrier Sense Multiple Access
Cross Technology Interference
Greatest Common Divisor
Internet of Things

Least Common Multiple
Medium Access Control
Packet Error Rate

Raspberry Pi

Superframe Duration
Superframe Order

Time Division Multiple Access
Texas Instruments

Time Slotted Channel Hopping

viii



To my family. ..

ix



Chapter 1

Introduction

Since the introduction of internet, data communication devices such as smart phones,
computers and tablets are essential parts of daily lives. Recently, with the emerge of IoT,
the number of connected devices are expected to increase even further. A big amount
of these devices are expected to be the nodes of Wireless Sensor Networks. These nodes
convert the physical conditions of the environment to digital data. Then, this data is

transmitted to a central processor, which analyses this input and takes smart decisions.

The communication of the nodes of WSNs is standardized by many specifications, such
as WiFi [2], IEEE 802.15.4 [3], BLE [4], TSCH [5], and LoRa [6]. Each one of these
standards are superior to the others in some specific use cases. For example, LoRa
provides connectivity for smart city applications, while BLE connects the nodes within
the short range. In order to integrate benefits of these standards, heterogeneous WSNs

are used. In such networks, more than one communication standard is used.

This thesis focuses on increasing the reliability of communication in heterogeneous
WSNs. The reliability of communication is important for several reasons. Firstly, a
reliable wireless link requires less number of retransmissions, therefore provides better
power efficiency. Since most of the nodes of a WSN have small batteries, improvements
in the reliability have a significant impact on the lifetime of the WSN. Secondly, high
reliability is a common application layer requirement. For example, in-vehicle WSNs
require high reliability, because any failure can cause life threading accidents. Thirdly, a
more reliable connection provides less latency and jitter, that are two of the important
performance metrics of the networks. Due to these reasons, the link reliability in WSNs

requires especial consideration.



WSN standards have their own MAC layer mechanisms to prevent packet collisions. For
example, BLE uses channel hopping, and TEEE 802.15.4 uses CSMA protocol. How-
ever, these mechanisms are designed to prevent collisions inside the network. In a
heterogeneous WSN, the transmissions of one network, e.g. BLE, can interfere with the
transmissions of another network, e.g. TSCH. This type of interference is named Cross

Technology Interference (CTI).

The main focus of this thesis is on improving the reliability of the links of heterogeneous
WSNs, by decreasing the deteriorating effect of CTT on 2.4 GHz ISM band. We study
the CTI of BLE, TSCH, and IEEE 802.15.4 standards, since these are the most widely
used ones. Many solutions are proposed for the coexistence of these standards. The
proposed solutions significantly improve packet reception ratio, therefore provide reliable

connections.

The rest of this chapter is organized as follows. Section 1.1 gives some example WSN
applications as motivations to this work. Section 1.2 explains two different game the-
oretic type of coexistence: cooperative and non-cooperative. Section 1.4 describes the

thesis organization.

1.1 Heterogeneous WSN Examples

1.1.1 Home networks

Body area networks can be used to monitor and improve the condition of the patients.
The nodes of these networks can include motion, ECG, pulse, and blood pressure sensors.
The combined data gathered from these devices can be periodically sent to doctors. Since
all of these devices are attached to the body of the same person, the distance between
each node is low. Therefore, a long communication range is not necessary. On the other
hand, higher data rate is more preferable. Due to these reasons, a technology standard

such as BLE is a good candidate for wireless body area networks.

In-home environmental sensor networks can be used to control the activity of different
household tools, such as oven, microwave, air conditioner, lights etc. The range require-
ment for this application is higher than the body area networks, but it is not very high
as well. IEEE 802.15.4 can be used for such applications.

In [1], a heterogeneous WSN scenario, which requires the operation of both body area
network and in-home environmental sensor network, is created. This type of heteroge-
neous WSNs require coexistence of BLE and IEEE 802.15.4 radios. However, both of



them use the same 2.4 GHz transmission frequency, and inter-operation of these proto-
cols require a reliable coexistence solution. The solutions proposed in Chapter 2 can be

used to improve the performance of this network.

Lights

Cp -~ £ =) =

X ,/
\ T y ) e

Blood - -y
pressure //. ~— Coordinator

SensorNy 77 . W
Gateway \

Pulse \ /.L' ECG
(@)
A) &)

Sensor sensor m
L )
: Motion /
Lights sensor AP
-t N

[ Pt //4

FIGURE 1.1: Heterogeneous home network [1]

1.1.2 Vehicular networks

The modern cars include a lot of wired connection, which increase total weight and oil
consumption. WSNs can replace some of these wires, which makes it an energy efficient
and environment friendly solution. Since TSCH provides reliable communication, it is
a good candidate for in-vehicular networks. Also, BLE is a good candidate, because
most of the modern cell phones have Bluetooth radio, therefore BLE can provide easy
connectivity for the user. For some scenarios, it is better to employ both TSCH and
BLE, in order to use their individual benefits. For example, a smart vehicle can include
TSCH sensors for critical connections, e.g. brakes, while it uses BLE sensors for less
critical but more user friendly connections, e.g. the water level of the wiper. The brakes
require high reliability, because any delay or missing data can cause life threatening
accidents. The water level of the wiper does not cause life threatening accidents, but it

is more handy and easy to remember to monitor this level on the cell phone.

Both TSCH and BLE operate in 2.4 GHz frequency band. In order to use them in
the same environment, CTI must be eliminated [7]. In Chapter 3, some solutions are

proposed for this problem.



1.2 Cooperative and Non-cooperative Coexistence

In this thesis, cooperative methods are used to mitigate CTI. Cooperative coexistence
requires exchange of information between the networks. This information can be about
the future transmission time, the link statistics, or something else, which might be useful
for the other network. After the reception of this information, the networks can make

some changes in their future transmissions, in order to optimize the performance.

In the non-cooperative scenario, the networks do not exchange any information. A net-
work might not even consider the effect of CTI. The non-cooperative networks can also
cope with CTI, by analyzing and predicting the medium. As the prediction improves,
the performance against the CTI also improves. However, their performance cannot

exceed the performance of cooperative networks.

1.3 Contributions

This thesis makes the following contributions.

In Chapter 2,

e Two time domain cooperative methods are proposed for coexistence of BLE and
IEEE 802.15.4 networks. One of them uses BLE as affecting network, while the
other one uses IEEE 802.15.4.

e The performance of the proposed solutions is tested using real hardware devices.

In these tests, PER and burst error length are used as performance metrics.

e The energy overheads of the proposed solutions are calculated.

In Chapter 3,

e Four cooperative methods are proposed for coexistence of BLE and TSCH net-

works.

e The performance of the proposed solutions is tested using real hardware devices.

In these tests, PER is used as a performance metric.

e The energy overhead of the fourth method is measured by experiments.

The work presented in this thesis is also used in the following publications.



e Onur Carhacioglu, Pouria Zand, and Majid Nabi. Time-Domain cooperative co-
existence of BLE and IEEE 802.15.4 networks. In 2017 IEEE 28th Annual In-
ternational Symposium on Personal, Indoor, and Mobile Radio Communications
(PIMRC) - Track 3 on ”Mobile and Wireless Networks” (IEEE PIMRC 2017 Track
3), Montreal, Canada, October 2017. [Published]

e Onur Carhacioglu, Pouria Zand, and Majid Nabi. Cooperative Coexistence of
BLE and Time Slotted Channel Hopping Networks. In 2018 IEEE 29th Annual
International Symposium on Personal, Indoor, and Mobile Radio Communications
(PIMRC) - Track 3 on ”Mobile and Wireless Networks” (IEEE PIMRC 2018 Track
3), Bologna, Italy, September 2018. [Submitted]

1.4 Thesis Organization

This thesis includes the research results of Professional Doctorate in Engineering (PDEng)
study in Eindhoven University of Technology (TU/e). The research is conducted with
the cooperation of TU/e and IMEC NL. The research includes two projects: coexistence
of BLE and IEEE 802.15.4, and coexistence of BLE and TSCH. In both of these projects,

cooperative coexistence solutions are proposed for 2.4 GHz collocated WSNs.

In Chapter 2, coexistence of BLE and IEEE 802.15.4 networks is studied, and two
algorithms are proposed. Later in this chapter, these algorithms are tested using real
world experiments. Finally, the energy efficiency of these algorithms are compared. In
Chapter 3, coexistence of BLE and TSCH networks is studied. Four different solutions
are proposed. For the tests and the energy efficiency calculations, a similar method with
the previous chapter is used. In Chapter 4, the thesis is concluded and the final remarks

are given.



Chapter 2

Coexistence of BLE and IEEE
802.15.4 Networks

Abstract

Wireless sensor networks have entered into our lives, and are expected to be even more
widespread in the near future. Bluetooth Low Energy (BLE) and IEEE 802.15.4 are two
low-power wireless standards that are widely used in sensor network applications. They
share the same unlicensed 2.4 GHz ISM spectrum. To be able to employ both tech-
nologies in the same environment in a heterogeneous network, the creation of a proper
coexistence mechanism is imperative. In this chapter, we propose and develop a coop-
erative mechanism for the coexistence of co-located IEEE 802.15.4 and BLE networks
in the time domain. This mechanism tries to avoid overlap of communications in these
networks in order to decrease the chance of Cross-Technology Interference (CTI) and
thus packet drops. The proposed mechanism does not impose any protocol change. The
performance of the proposed mechanism is evaluated by using real hardware devices.
The experimental results show that the overall packet reception ratio improves up to
12%.

2.1 Introduction

With the emergence of the Internet-of-Things (IoT), the number of wireless devices has
significantly increased. Two of the most popular wireless communication standards for
IoT are BLE [4] and IEEE 802.15.4 [3]. In addition to the single operation of each of

these standards, some applications require inter-operation of them in a heterogeneous
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network. However, inter-operation of these co-located technologies leads to CTT, because

both of these standards operate in the 2.4 GHz unlicensed frequency band [8].

The MAC layers of these standards are responsible for scheduling the transmissions.
However, simultaneous transmissions by devices in different technologies can still cause
CTI, which affects the communication quality of both networks. While MAC layer mech-
anisms, such as CSMA and channel hopping, can slightly improve the communication
reliability under CTI, they fail to provide highly reliable connections. The detrimental
effect of CTI is even worse when there are other wireless transmissions in the same 2.4
GHz band by other standards, such as WiFi. The channel frequencies of BLE, IEEE
802.15.4 and WiFi are shown in Fig. 2.1. In order to cope with the CTTI issue and im-
prove the communication reliability, a coexistence method between various technologies

that share the same spectrum is of foremost importance.

A coexistence solution requires one radio to monitor the transmission of the other ra-
dios and schedule its transmission. The monitoring can be applied using cooperation
[9], in which the radios share their transmission state with each other, or without co-
operation [10], in which the radios try to sense the radio activities of each other. The
non-cooperative approach attempts to predict the transmissions of the other radios using
the previous measurements. However, this mechanism may not be able to precisely pre-
dict changes in the communication pattern of the other radios. Therefore, a cooperative
approach is expected to provide more reliable data about the transmission state of the
other radio. However, a cooperative approach requires a wireless device that integrates

both wireless technologies and time synchronization between these technologies.

The frequency domain coexistence between BLE and IEEE 802.15.4 can be implemented
by smart selection of transmission channels [11]. BLE uses 40 and IEEE 802.15.4 uses
16 frequency channels. Disjoint channels can be assigned to each technology with the
cost of decreasing the number of available channels, which can be already scarce under

other type of external interference, such as WiFi. A time-domain coexistence between



BLE and IEEE 802.15.4 can be implemented by taking advantage of duty cycles that
exist in both technologies with periodic active and inactive time periods. A time domain
coexistence approach can be used as a standalone solution or a complementary solution

to a frequency-domain coexistence.

In this thesis, two time-domain cooperative algorithms are proposed for coexistence of
connection-oriented BLE and beacon-enabled IEEE 802.15.4 networks. The algorithms
use MAC layer APIs that are defined by the standards. Thus, the algorithms are non-
intrusive and do not impose any changes in the standards. In one mechanism, the
BLE network schedules its communications in such a way that it avoids interfering with
the TEEE 802.15.4 network. In the other proposed solution, the IEEE 802.15.4 adapts
itself to avoid collision with the BLE network. Both of the proposed solutions are
implemented on real hardware devices and their performance is evaluated with respect

to several metrics.

The chapter is organized as follows. Section 2.2 will discuss the related work on the
coexistence of various wireless technologies. Section 2.3 offers the necessary background
knowledge about the standards. The proposed coexistence mechanisms are presented
in Section 2.4. Section 2.5 describes the experimental setup and the achieved results.

Section 2.6 presents our conclusions.

2.2 Related Work

Most of the existing literature about coexistence in 2.4 GHz transmissions focuses on
WiFi interference. However, the effect of interference and how to mitigate it between
BLE and IEEE 802.15.4 stays understudied.

The authors in [12] provide experimental tests in order to emphasize the interference
problem between BLE, 802.15.4 and WiFi. Silva et.al. conclude that the BLE channel
hopping performs good against interference. However, this study is limited to the PHY
layer analysis. Also, this study does not provide any coexistence mechanism. In [8],
another PHY layer interference analysis of Wifi, BLE, and IEEE 802.15.4 is conducted,
but it is further extended for the MAC layers of these technologies. It is concluded that
BLE is affected from the IEEE 802.15.4 interference more than the vice verca. Also,
compared to IEEE 802.15.4, BLE is more resilient to WiF1i interference. Furthermore,
this study includes the effect of interference as the channel separation increases. If BLE
and IEEE 802.15.4 channels are separated by 5MHz or more from each other, they do
not interfere at all. However, WiF1i interference affects the other transmissions, unless its

channel is separated by more than 10 MHz from the channel being used by the affected



network. Both [8] and [12] point out the interference problem, however they fail to

provide any coexistence solution.

In [11], a frequency-domain cooperative coexistence solution is proposed for smart grid
home area networks. The frequency domain scheduling is implemented by choosing
BLE and IEEE 802.15.4 channels statically. Another frequency-domain coexistence
mechanism is proposed in [13], in which authors explain the interference problem between
IEEE 802.15.4, BLE and Bluetooth classic. They propose a cognitive radio mechanism
which involves activating and deactivating channels. However, both [11] and [13] do not
consider adjacent channel interference that is the main drawback of the frequency domain
solutions. The low-cost wireless transceivers in the market do not exploit perfect filters.

As a result, they generate sideband emissions, which causes performance degradation
[14].

In [15], a gateway with both IEEE 802.15.4 and BLE interfaces is developed. A time-
domain scheduling is made in the Linux kernel. However, the introduced scheduler does
not consider transmission periods of BLE and IEEE 802.15.4. This scheduler can prevent
the simultaneous transmissions, but it can lead to disconnections, because of missing
command frames. Then the networks would require reconnections, which require the
transmission of command frames again. Thus, this solution increases the transmission
overhead and decreases the communication reliability. Our time-domain scheduler does

not lead to disconnections, therefore it provides more efficient and reliable connections.

The aforementioned studies provide in-depth knowledge about CTI, and cooperative and
non-cooperative coexistence methods between different standards. However, to the best
of our knowledge, this is the first work that proposes time-domain cooperative coexis-
tence mechanisms between BLE and IEEE 802.15.4 networks without disconnections.

Some of the contents of this work is published in our paper, [16].

2.3 Background

In this section, the essential characteristics of BLE and IEEE 802.15.4 are briefly re-

viewed.

2.3.1 Bluetooth Low Energy

BLE is a low-power wireless networking protocol that provides connectivity with small
power in short distances. It has 40 back to back channels in the 2.4 GHz ISM band, each

with 2 MHz bandwidth. Three of the less congested channels are used as advertising
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FIGURE 2.2: Time-domain structure of communications in BLE

channels, while the other 37 channels are used as data channels. BLE uses adaptive
frequency hopping in which the transmission channel changes after every Connection
Event (CE) and the BLE devices automatically black list the low quality channels. This
way the BLE network avoids using highly interfered channels.

BLE sends data in two different ways: connectionless broadcasting and connection-
oriented periodic data exchange. In this chapter, we do not consider connectionless
broadcasting mode of BLE, since it does not use duty cycling and it is not time struc-
tured. In the connection oriented mode, a central node (i.e., the master) and at least
one peripheral device (slave) should be connected. After the connection is established,
time is divided into periodic Connection Intervals (CIs). Each CI includes a CE, which
is the data transmission period, and a sleeping time. Fig. 2.2 illustrates the structure

of communications in connection-oriented BLE.

A CI can have a value between 7.5ms and 4s, and it should be a multiple of 1.25ms.

Eqn. 2.1 [4] presents the calculation of CI.

Cl=125ms x K
(2.1)
7.5 ms < CI <4000 ms, K e N

Each CI starts with a CE including data and acknowledgement packets. The radio
enters the sleeping period after the CE finishes. A CE is not limited to only one packet.
However, most of the BLE devices in the market have some limitations in this regards,
mainly because of memory and power efficiency reasons. In this chapter, we assume
that only one packet from the central node to each peripheral, and one packet from each
peripheral to the central node is transmitted in each CE. Also, the CE of each peripheral
is scheduled 5ms apart from that of the other peripherals.
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FIGURE 2.3: Time-domain structure of beacon-enabled IEEE 802.15.4
2.3.2 IEEE 802.15.4

IEEE 802.15.4 is a physical and MAC layer standard developed for low-rate wireless
personal area networks. It operates in one of the 16 channels in 2.4 GHz band, each
with 2MHz bandwidth and 5MHz channel spacing. Unlike BLE, IEEE 802.15.4 does

not provide channel hopping, therefore a selected channel is not changed.

IEEE 802.15.4 has two different operational modes: beacon-enabled and non beacon-
enabled modes. The non beacon-enabled mode does not implement duty cycling and it
is not time structured. Therefore, this mode is beyond the scope of this thesis. Beacon-
enabled mode divides the time to Beacon Intervals (Bls). Each BI is divided into a
Superframe Duration (SD) and a sleep period. The structure of Bls and superframes of
this standard is shown in Fig. 2.3. The BI and SD are given in Eqn. 2.2 [3], where BO
and SO represent beacon-order and superframe-order as two integer parameters used in

the standards for configuration of the frames.

BI = 15.36 ms x (289)
SD = 15.36 ms x (259) (2.2)
0<SO<BO<I14

2.4 Time Domain Cooperative Coexistence

The connection oriented mode of BLE and the beacon-enabled mode of IEEE 802.15.4
provide time structured energy efficient periodical communication with duty cycles. It is
possible to schedule transmissions of one radio while the other one sleeps and vice versa,
by using cooperation between the radios. This type of scheduling can be implemented
in the network as illustrated in Fig. 2.4, which shows a gateway with both radios and

multiple end devices in each network.
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FIGURE 2.5: Periodic BLE and IEEE 802.15.4 transmissions

Simultaneous transmissions can be avoided by placing the transmissions of one network
in the inactive period of the other one. If the transmission periods are aligned at the
beginning of the connections and if one period divides the other one, simultaneous
transmissions can be avoided. However, if one period does not divide the other one, the
connections loose their alignment after some periods and simultaneous transmissions

occur. These scenarios are demonstrated in Fig. 2.5.

The number of BI and CI pairs that succeed the alignment given in Fig. 2.5(a) is very
low, since the BI and CI multipliers, 15.36 ms and 1.25 ms, do not have a common
divisor. Only if the CI is 3840 ms, which is the division of the least common multiple
of 1.25 and 15.36 to the greatest IEEE 802.15.4 duty cycle (27!), a none-overlapping
alignment is possible. Therefore, this is not a feasible solution to most of the CI and BI
pairs. If one period is not a multiple of the other, we propose to implement coexistence
by realignment before the active regions of the networks overlap. For this, we may adapt
BLE transmissions to the IEEE 802.15.4 timing schedule or the other way around. Both
of these methods require the IEEE 802.15.4 coordinator and the BLE central modules
to cooperate by informing the orchestrator module of the gateway about their time
structures. Then, using this information as an input to the coexistence algorithms, the

orchestrator calculates whether a change in the transmission periods is necessary or not.
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If this is necessary, the orchestrator informs back the IEEE 802.15.4 coordinator and
the BLE central blocks about it. In the following section, we discuss the two coexistence

approaches. Later on, we evaluate their performance in real network setups.

Host LL Central LL Host
Central Peripheral Peripheral

LE Connection Update

Command Status _|__LL_CONNECTION_PARAM_REQ

LE Parameter Request

LE Parameter Reply

LL_CONNECTION_PARAM_RSP| Command Complete

LL_CONNECTION_UPDATE_REQ

[ Devices wait 7 more connection intervals before applying new parameters ]
‘ LE Update Completed LE Update Completed
] ] ]

FIGURE 2.6: The message sequence required for a BLE CI update

2.4.1 Coexistence using BLE as the Adapting Network

In this approach, we align the CEs of the BLE network when we predict that it is going
to overlap with the superframes of the IEEE 802.15.4 network. The realignment is
implemented using the connection update procedure of BLE, as defined in the standard.
Prior to the update of the connection, the central and the peripheral devices exchange
three control messages. The new connection parameters are used after seven more Cls.
Therefore, the update procedure should be initiated at least 10 Cls before the preferred
update moment. This value can increase if some of the messages do not reach to the
receiver and need to be retransmitted. The complete connection update procedure is

depicted in Fig. 2.6.

The realignment is done because the active regions of BLE and IEEE 802.15.4 shift over
time in relation to each other. The direction of this shift depends on the proportion of
BI and CI values. For example, in Fig. 2.7(a) the BLE CEs shift to the left with respect
to the IEEE 802.15.4 beacons after each period. It is because BI > CI. If CI > BI,
the direction of the shifting changes to the right.

The BLE need to be realigned, if the next expected overlap of the active regions is
closer than 10 periods. This time can be predicted using the time difference between
the CE of BLE and the active period of IEEE 802.15.4 on the direction of the shifting.
This time difference is represented by At, and it is shown in Fig. 2.7(a). During the

realignment, the CI value is decreased to one tenth of the required shift. The amount
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FIGURE 2.7: BLE and IEEE 802.15.4 transmissions without and with realignments for
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Algorithm 1 Algorithm for BLE adaptation

Input: Clyes, Cleyr, SD, BI, At
Output: Cl.y,

1. if Cl.,, == Cfdef then

2: if BI > Cfdef then

3: if At + margin < (BI — Clgep) x 10 then
4: Cl.yr = f1,25((BI — SD)/IO)

5: end if

6: else

7 if At + margin < (Clgey — BI) x 10 then
8: CIcur = f1.25 (SD/IO)

9: end if

10:  end if

11: else

12: Cloyr = Cfdef

13: end if

of realignment depends on the direction of shifting. If the direction is to the left (Fig
2.7(a)), the amount of shifting should be equal to the length of the inactive period of
IEEE 802.15.4, while for the reverse case it should be equal to the length of the active
period of IEEE 802.15.4. In order to change the CI back to its original value following

the realignment, the second connection update should be initiated straightaway after
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Algorithm 2 Algorithm for IEEE 802.15.4 adaptation

Input: Blges, Bleyr, SD, CI, At
Output: Bl.,,

1: if Bl.,, == Blj.y then

2:  if At <|Blgey — CI| then
3: Bl.,,, =5D

4: end if

5: else

6: Bl.,. = BIdef

7: end if

the first CE of the realignment process. The procedure is given in Algorithm 1, where
Clyer and Cly, refer to the default and current value of the CI, respectively. Function
f1.25(x) returns the maximum value lower than x that is a multiple of 1.25 ms. Fig.

2.7(b) illustrates this process.

2.4.2 Coexistence using IEEE 802.15.4 as the Adapting Network

This solution uses the properties of the beacon interval of the IEEE 802.15.4 standard
in order to avoid collisions. The IEEE 802.15.4 network applies realignment if the
next superframe is expected to overlap with the CE of BLE. This overlapping can be
predicted using the same At value that is defined in Section 2.4.1. If At is lower than
the difference between CI and the default value of BI (Bl f), BI should be updated,
to avoid overlapping in the next period. Unlike in the BLE adaptation, a margin to
detect overlapping is not needed. For the IEEE 802.15.4 adaptation, the amount of
realignment is set equal to SD, since this amount of shifting aligns the next CE to the
optimum place. The second update command is called immediately after the first one is
executed, because just one shorter Bl suffices. The IEEE 802.15.4 adaptation mechanism
is given in Algorithm 2 and presented in Fig. 2.7(c).

2.5 Performance Evaluation

In this section, we first introduce our test setup and then analyze the achieved results.

2.5.1 Test Setup

The network is designed as in Fig. 2.4. The end devices are connected to a gateway that
includes transceivers of both BLE and IEEE 802.15.4 technologies. Two IEEE 802.15.4
end nodes and two BLE peripherals are used. To prevent uncontrolled interference,

the tests are done in a shielded room. Texas Instruments SensorTag CC2650 [17] and
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TABLE 2.1: Test Parameters for BLE

Number of peripherals 2
Connection Interval 950 ms
Traffic 1 packet / CE
Packet length 37 bytes
Packet transmit duration 0.4 ms
Packet type Notification
Number of data channels 2, 5,16, 37

TABLE 2.2: Test Parameters for IEEE 802.15.4

Number of end nodes 2
Beacon Interval 983.04 ms (BO = 6)
Superframe Duration 491.52 ms (SO =5)
Traffic Subsequent transmissions
Frame length 113 byte
Packet transmit duration 4 ms
Average inter packet spacing 4 ms
Medium access Slotted CSMA / CA
Number of channels 1

ATMEL Atmega256RFR2 XPro [18] devices are used as the BLE and IEEE 802.15.4
devices, respectively. The distance between any two devices in the network is kept

around 20 ¢m. The other parameters are given in Table 2.1 and Table 2.2.

In the experiments, the IEEE 802.15.4 link is saturated and the effect of this densely
occupied link on the BLE link is observed. Since BLE is affected more by the interference
of IEEE 802.15.4 than vice versa, the IEEE 802.15.4 network is used as the interfering
network and the BLE network as the affected [8]. Therefore, this scenario requires more
improvement in the reliability than the reverse scenario. The effect of interference is
evaluated using Packet Error Rate (PER) and burst packet losses. PER is the percentage
of dropped packets to the total transmitted packets, while burst packet losses is the
number of consecutive packet drops. Also, the energy consumption overhead of the
gateway node for applying the proposed coexistence solutions is analyzed. Based on the
standard, the IEEE 802.15.4 channel operates in only one channel while, according to
the BLE standard, the number of active BLE data channels is from 2 to 37 channels.
We tried four different number of data channels for the BLE network (i.e., 2, 5, 16, and
37 channels). In each case, the IEEE 802.15.4 channel was one of the channels used by
BLE.
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2.5.2 Result Analysis

When one of the BLE and IEEE 802.15.4 periods is not a multiple of the other one,
simultaneous transmissions take place, as illustrated in Fig. 2.5. Since, in our experi-
ments, periods of BLE and TEEE 802.15.4 are 950 ms and 983.04 ms respectively, the
start of the active region of BLE shifts 33.04 ms earlier compared to that of IEEE
802.15.4 after each IEEE 802.15.4 period. In other words, At in Fig. 2.7(a) decreases
33.04 ms after each period. Since the duty cycle of the IEEE 802.15.4 network is set to
50%, it is expected that half of the BLE transmissions occur during the active period
of the IEEE 802.15.4 network, if a coexistence solution is not applied. Note that during
the times when BLE and IEEE 802.15.4 active regions overlap, the transmissions can
still be successful depending on two other factors. Firstly, if BLE and IEEE 802.15.4
packets are transmitted in different frequency channels, they do not collide. Secondly,
if one radio is not transmitting because of its inter-frame spacing, it does not interfere

with the transmission of the other radio.

The expected PER value of the BLE link can be calculated analytically as expressed in
Eqn. 2.3, which considers BLE packets as infinitesimally small and equates the PER to
the probability of IEEE 802.15.4 transmission in a specific channel at a specific instant.
CH stands for the number of BLE channels. DC is the Duty Cycle of the IEEE 802.15.4
network (i.e., SD divided by BI), and SAR is the Superframe Active Ratio, which gives
the channel occupancy ratio during the active portion of the IEEE 802.15.4 network.
SAR is determined by the inter-frame spacing specified in the standard and CSMA

contention duration.
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1
PERanalytical = CiH X DC X SAR (23)

Using the parameters given in Table 2.1 and Table 2.2, both DC and SAR values are 0.5.
Fig. 2.8 shows the value of analytically expected PER for various number of BLE chan-
nels. This curve is validated with the experimental results, that are gathered without
activating the coexistence algorithms. The slight difference between the PERqpaiytical
and the experimental results of the without coexistence case can be explained by the
non-homogeneous traffic distribution of the BLE channel hopping algorithm. In this
algorithm, the probability of choosing a channel can vary up to 25% [19]. Therefore, the
difference between the analytical curve, which does not consider the non-homogeneous
distribution, and the relevant experimental results can differ up to 25%. Fig. 2.8 also
includes the achieved PER of the BLE network in the experiments with the coexistence
algorithms. Both coexistence algorithms result in a significant improvement in PER of

the BLE network, especially if less BLE channels are being used.

Fig. 2.8 reveals the gain achieved by the proposed solutions on average PER of the
BLE network, but it does not show the effect on the distribution of packet losses. Fig.
2.9 shows the improvement on the maximum length of burst packet losses, which is the
maximum number of consecutive packet drops on a link. This improvement is vital,
since the applications usually need to limit the disconnection duration. Also, this figure
shows the number of burst losses for 1000 packet transmissions on the BLE link. As the

number of BLE channels increases, not only the maximum length but also the repetition
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of burst errors decreases for each level. Fig. 2.10 demonstrates the change of PER of
the BLE link over time, for the experiments with and without the proposed solutions,
while only two channels of BLE link are used. This figure is created applying a linear
weighted moving average filter with a window size of 20 transmissions. 15 consecutive
BLE transmissions are expected to interfere with IEEE 802.15.4 transmissions while the
next 15 transmissions are expected to not interfere. Consequently, the successive peaks
in Fig. 2.10 have 30 CIs (28.5 s) distance from each other. Fig. 2.9 and Fig. 2.10
confirm that our coexistence algorithms not only decrease the average error rate, but
also prevent error peaks. According to our experiments, the IEEE 802.15.4 adaptation
is more reliable than the BLE adaptation method. However, the reliability of the BLE
adaptation can be further improved by increasing the margin value that is introduced

in Algorithm 1.

2.5.3 Energy Overhead Analysis

The average radio power consumption of both SensorTag and Atmel devices can be
calculated using the current consumption and the time parameters of the standards.

For this calculation, transmit, receive, and sleep states of the radios are considered.

In the case of BLE, the energy consumption in the CE (E¢g) and in the sleep du-
ration (Fg) are two components of the total energy consumption of a CI. Thus, the
average power consumption of the BLE radio (Pgr), without the proposed cooperative

coexistence solution, is given by Eqn. (2.6).
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TABLE 2.3: Time and current specification of devices

Description Notation | SensorTag [20] | Atmel [21]
Transmit current | Iy, (mA) 7.66 14.5
Receive current | I, (mA) 6.48 12.5
Sleep current I (mA) 0.001 0.4
Transmit time tix (ms) 0.5
Receive time try(ms) 2
Ecp =V X (Ity X tie + Irg X tra) (2.4)
Egy=V x I [CI ~ (e + tm)} (2.5)
Pgr = Zegtba (2.6)

The power consumption of the BLE adaptation can be calculated by focusing on two
different parts of the operation. As represented in Fig. 2.7(b), the BLE adaptation
algorithm keeps its default CI value until the moment that overlap is predicted. The

number of Cls before a shift point is N = gII:%[I) . When this shift point arrives, we

need to have 10 shorter CI, as specified in Algorithm 1. The energy consumption during
the sleep period of the shorter Cls (Fg) is calculated by Eqn. 2.7. Then, FEcg + Egy
provides the energy consumption of a short CI. Finally, the average power consumption
of the BLE device with coexistence adaptation algorithm (Ps744) is calculated by Eqn.
2.8.

Esq =V x Iy X [BIIOSD - (ttx + trx)} (27)

Nx (EcE-i-Esz) +10x (ECE+Essz)
Psrad = (NxCI+(BI-5D) (2.8)

The average power consumption of the IEEE 802.15.4 operation is calculated using the
Atmel radio state information. IEEE 802.15.4 includes periodic active and sleep time
intervals. In our scenario, the active state is saturated with 4 ms of packet transmissions
followed by 4 ms of inter-packet spacing. Therefore, the radio is in the transmit state
during half of SD, and in the receive state during the other half. Eqn. 2.9 and Eqn.
2.10 give the energy consumption of the Atmel device in a SD (Esp), and in the sleep
period of the BI (Eg). Eqn. 2.11 calculates the average radio power consumption (Par)

when no adaptation mechanism is applied.
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Esp=V x (It; x 32 + I,, x 5P) (2.9)
Eq =V xIyx (BI - SD) (2.10)
Pap = Esptha (2.11)

Just like the BLE adaptation, the IEEE 802.15.4 adaptation algorithm includes two
states. In normal situation, the radio keep the default parameters until the shift point
arrives after which it decreases BI to SD for one interval. The average power consumption
of using the IEEE 802.15.4 adaptation (Parqq) is given in (2.12). Since the shifting
process includes only one shorter BI with DC' = 100%, the energy spent during shifting

is equal to Egp.

p 7(NXPAT><BI)+ESD
ALad = ""(N'x BI) + SD

(2.12)

Egn. 2.13 and Eqn. 2.14 give the amount of power overhead of the each coexistence

solutions.
Overheadprp = W (2.13)
OUETheadg()Q,lg,A = W (2.14)

Both the BLE and the IEEE 802.15.4 adaptation algorithms impose some energy over-
head on the gateway node, due to the extra transmissions they cause. Fig. 2.11 shows
the overhead values when BI = 983.04 ms and SD = 491.52 ms. The parameters given
in Table 2.1 and Table 2.2 lead to 62% overhead for BLE adaptation and 3% for IEEE
802.15.4 adaptation.

Efficiency of algorithms for other BO values

Fig. 2.12 provides a generalized version of Fig. 2.11 by giving the possible pairs of
BLE and IEEE 802.15.4 periods and the energy efficiency of each pair, considering the
duty cycle of IEEE 802.15.4 is 1/2. The figure represents power efficiency of both BLE
and IEEE 802.15.4 Adaptation algorithms, however the values change linearly between
0-4.5% for IEEE 802.15.4 Adaptation and 0-90% for BLE Adaptation. Since CI must be
a multiple of 1.25 ms, there are jumps between the neighboring data points. However,

as the BI increases, these jumps become invisible in the figure. The data set for a BI
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of 3932,16 ms is shorter, since the maximum possible CI is bounded by the standard to
4 s. The direction of shifting is the same of Fig. 2.7 for the values below one on the
y axes. However, it is reverse for the values above one, therefore the initial alignment

point and At of the algorithms should be chosen accordingly.

Fig. 2.11 and 2.12 provide compatible pairs and their power efficiency for 1/2 duty cycle
of IEEE 802.15.4. Coexistence algorithms can also be applied to lower duty cycle values.
As IEEE 802.15.4 duty cycle decreases, the number of compatible BI and CI pairs and
their power efficiency increases. (2.15) provides the maximum number of connection
intervals, N, before a realignment between the networks becomes necessary, by taking
the length of SD, BI, CE and CI as input and optimizing the phase difference,P, between
the start of the first BI and CI. If any combination of SD, BI, CE and CI can provide
an N value greater than 10, then BLE Adaptation is possible for this combination. As
N increases, the adaptation becomes more power efficient. Similar optimization can
be created for IEEE 802.15.4 Adaptation by swapping SD with CE and BI with CI in
(2.15). N can be lower than 10 for IEEE 802.15.4 Adaptation, since there is not a 10

packet limitation for this algorithm.

max N
Subject To:
Vk =1..N,
(2.15)
SD < P+CIxk (mod BI)
SD<P+CIxk+CE (mod BI)

0< P<BI
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Discussion

Both coexistence algorithms improve transmission quality by decreasing the PER and
burst errors. However, as Fig. 2.11 shows, the IEEE 802.15.4 adaptation is significantly
more energy efficient than the BLE adaptation. This can be explained by the 10 packets
limitation of the BLE adaptation, while IEEE 802.15.4 adaptation requires only one
extra active region for realignment. Also, in a network with more end devices, the IEEE
802.15.4 adaptation is more favorable, because all IEEE 802.15.4 end devices follow a
single BI, while in a BLE network the end devices can have different ClIs. Still, the
BLE adaptation may be preferred in specific network scenarios. For instance, it is more
efficient to change the parameters of the BLE network, if the number of BLE end devices
is significantly lower than the IEEE 802.15.4 end devices.

2.6 Conclusion

This chapter has proposed two time-domain cooperative coexistence solutions for co-
located BLE and TEEE 802.15.4 networks. The proposed algorithms predict packet
collision times and avoid them by shifting the periodic transmissions. In one algorithm
the BLE network adapts itself to the IEEE 802.15.4 while in the other algorithm the
IEEE 802.15.4 network adapts. The real-world experiments show that the proposed algo-
rithms achieve up to 12% improvement in packet delivery. Furthermore, the algorithms

prevent burst errors.



Chapter 3

Coexistence of BLE and TSCH
Networks

Abstract

BLE and TSCH are two of the most commonly used wireless sensor networks standards.
They share the same 2.4 GHz ISM band. The use of both of these standards in a hetero-
geneous WSN can provide extra functionality. However, such networks suffer from CTI,
which decreases the reliability of the network. To solve this problem, we propose four
cooperative coexistence solutions for collocated BLE-TSCH networks. These solutions
use a scheduling matrix to model the resource usage of the networks. Then, the overlaps
in this matrix are eliminated by rescheduling the transmissions of the networks. The
proposed solutions do not impose any protocol change. The performance of them is
evaluated using real hardware devices. The real world experiments show that all of the
proposed solutions decrease PER more than half. Up to 45.6 % PER improvement is

observed in the experiments.

3.1 Introduction

With the emergence of IoT, the number of connected devices has rapidly grown. The
communication between these devices are standardized by many specifications. These
specifications provide connectivity for special use cases. For indoor wireless sensor net-
works, the most widely used specifications are IEEE 802.15.4 and BLE. TSCH is an
amendment to the MAC operation of IEEE 802.15.4, which improves reliability.

24
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Most of the IoT applications require highly reliable communication. For example, in-
vehicular networks require high reliability, since any missing data can cause life threat-
ening accidents. High reliability is also important in industrial automation, because

failure in a small part can damage the whole system.

Both TSCH and BLE are equipped with MAC layer mechanisms to provide high reliabil-
ity. TSCH allocates periodic timeslots for each pair in the network. Furthermore, each
timeslot uses a different frequency channel after each period. BLE uses Cls to provide
periodic transmissions. Also, BLE uses adaptive frequency hopping in which the trans-
mission channel changes after every CI. Therefore, both TSCH and BLE use methods,
which are combinations of TDMA and FDMA mechanisms. While these mechanisms
prevent packet collisions in the network, they fail to provide highly reliable connections
under CTI.

A smart gateway can support both BLE and TSCH standards, in order to connect to
the end devices of both technologies. However, both TSCH and BLE use the same 2.4
GHz ISM band. The channels of WiFi, BLE, and IEEE 802.15.4 (TSCH) are shown in
Fig. 3.1. If both of these networks are used in the same location, CTI will significantly
decrease the reliability of these networks. In order to cope with CTI, a coexistence

mechanism is required.

Coexistence mechanisms are divided into two groups: non-cooperative and coopera-
tive. This categorization reflects the ways in which they obtain information. In non-
cooperative coexistence, a network predicts the transmission of the other network. Based
on this prediction, the network schedules its own transmission. In cooperative coexis-
tence, the networks exchange their transmission schedules. In this way, the networks
learn about each other’s schedules, and reschedule their transmissions, if needed. If
TSCH and BLE coordinators are collocated in the same gateway, cooperative coexis-
tence is preferable. That way, these coordinators can exchange their schedules using the

connections of the gateway.
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In this chapter, four different approaches are proposed to allow the cooperative coexis-
tence of BLE and TSCH. These approaches include a time-domain, a frequency domain,
and two hybrid methods. In the first solution, the channels of BLE and TSCH are sep-
arated in such a way that they do not share a common channel. In the second solution,
simultaneous transmission of BLE and TSCH is avoided, by shifting the TSCH trans-
mission in time domain. In the third solution, the hopping patterns of BLE and TSCH
are separated. In the fourth solution, the active TSCH link is dynamically changed.

The next section discusses relevant, preceding research that touches upon our area of
inquiry. After this, section 3.3 provides more insights into the functioning of BLE
and TSCH. Section 3.4, defines the coexistence problem more clearly, and describes
the proposed solutions in more depth. Section 3.5 describes the performance of each

approach. Finally, Section 3.6 lists the most important findings.

3.2 Related Work

The detrimental effect of CTI on the 2.4 GHz ISM band has been widely researched,
with many authors subscribing to the notion that MAC layer coexistence solutions can
eliminate this effect of CTI. However, how exactly this scenario could work in practice
remains unclear. To the best of our knowledge, this is the first study that proposes

cooperative coexistence of collocated BLE and TSCH networks.

In [7], the effect of various 2.4 GHz radio transmissions on the TSCH link is examined,
using packet reception probability as a quality metric. According to this study, the
external Bluetooth and WiFi transmissions decrease the packet reception probability

significantly, while the detrimental effect of this interference is dynamic over time.

In [22], the effect of CTI is minimized for TSCH networks, by using dynamic channel
whitelisting. In this process, the TSCH channels are frequently sampled, in order to
assess their quality, upon which reliable channels are whitelisted. During channel hop-
ping, only whitelisted channels are allowed to choose. In this way, unreliable channels
are avoided. This method is evaluated in a high interference scenario and 24% improve-
ment in packet reception ratio is observed. In this study, sampling and whitelisting
are mainly done by the coordinator. This centralized approach is further extended in
[23], which proposes such sampling on each node of the network before combining these
data in the coordinator. This distributed solution predicts the overall interference better
than the centralized solution. However, both [22] and [23] use non-cooperative coexis-

tence, since the interference is predicted. These methods can be used, if the interfering
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network is not cooperative, otherwise cooperative coexistence methods outperform the

non-cooperative methods.

There are other studies, i.e. [16] and [9], about cooperative coexistence of different com-
munication protocols that relate to our work. In [16], two methods for time domain
cooperative coexistence of BLE and IEEE 802.15.4 are proposed. In one of the meth-
ods, BLE transmissions adopt to IEEE 802.15.4 schedule, while in the other method
IEEE 802.15.4 transmissions adopt to BLE schedule. That way, only one technology
is active at an instant, while the other one sleeps. [9] proposes a cooperative coex-
istence mechanism for IEEE 802.15.3 [24] and 802.15.4 protocols. In doing so, they
considered the PHY and MAC layer characteristics of both protocols. Their proposed
solution, named Alternating Wireless Activity, allows IEEE 802.15.4 transmissions in
IEEE 802.15.3 CTA duration and IEEE 802.15.3 transmissions in IEEE 802.15.4 inac-
tive portion. They assume only beacon-enabled mode of IEEE 802.15.4 and exchange
synchronization information between the two networks. However, both [16] and [9] do
not consider the frequency domain characteristics of the networks, which, if considered,

can increase the number of coexistence options.

In [25], a radio scheduler receives both time and frequency information from the con-
nected radios. The scheduler creates a scheduling matrix based on the time and fre-
quency intervals of the lowest prioritized technology. Using this matrix, the lowest
prioritized radio avoids transmissions when there is a possible collision. This method is
a good way to model the channel occupancy. Our method, therefore, also uses a schedul-
ing matrix. However, the dimensions of our scheduling matrix are calculated based on
the ged of both technologies. Also, a lowest prioritized network, which avoids transmis-
sions is absent. When a possible collision is calculated, our scheduler reschedules the

transmissions.

3.3 Background

3.3.1 Bluetooth Low Energy

BLE is a wireless personal area network technology, which operates in two different
modes: connectionless broadcasting and connection oriented periodic data exchange.
This chapter, only discusses the connection-oriented mode of BLE, as the only way to

provide time structured communication using duty cycles.

Time domain characteristics of BLE were already discussed in Section 2.3.1. In Figure

3.2 and Eq. 3.1, connection interval and connection event represented transmission
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period and duration respectively. In this section, the same time-domain characteristics

are used, but on top of that frequency domain characteristics are considered.

f(k-1) f(k) f(k+1) f(k+2)
M R R R R
aster X X X X
T T T T
Slave X X X X
Connga:)n Event Cénnection Inter;/al

FIGURE 3.2: Time-domain structure of communications in BLE

Cl=125ms x K
(3.1)
7.5 ms < CI <4000 ms, K €N

BLE has 40 back to back channels in the 2.4 GHZ ISM band, each with 2 MHz band-
width. Three of these channels function as advertisement channels (channel 37, 38, and
39). The rest of the channels are used as data channels (from channel 0 to 36). After
each CI, BLE hops from one channel to another, by using its channel selection algo-
rithm. This algorithm has two steps. Firstly, an unmapped channel index, C'H,, is
calculated, using the C' H,, calculated in the previous connection event and a predefined

hop increment parameter, hop. This calculation is shown in Eq. 3.2.

CH, = (CH, + hop) % 37 (3.2)

If CH, is already one of the channels given in the available channels list, it is used as
the transmission channel. However, if C'H,, is not in the list, it must be remapped, since
the use of channels that are not in the list is prohibited. The remapping procedure takes
CH, and the number of available channels, numprg, as inputs. Then, it calculates a

remapping index, ind, as shown in Eq. 3.4.

ind=CH, % numpLg (3.3)
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If CH, is not in the list, the elements of the list are ordered. Then, ind’th element is

chosen as the transmission channel.

3.3.2 TSCH

TSCH communication is divided in both time and frequency domains. In the time
domain, it is divided to timeslots. From the initiation of the connection, TSCH timeslots
are counted by an index, named Absolute Slot Number (ASN). In the frequency domain,
TSCH transmission is divided into 16 channels. In a network, the communication of
two devices with a specific channel offset is named as a link. In a link, transmission
is repeated with a TSCH period. The transmission channel is calculated considering
ASN, the predefined channel offset value, of fsetcy, and the number of active TSCH

channels, numrgscrg. The channel calculation formula is given in Eq. 3.4.

CH = List[(ASN + of fsetcy) % numrsc] (3.4)

Let us suppose that there are two links in the network. The first link has 0 as channel
offset (CO), while the second link has 1 as channel offset. Also, the second link has a
time offset (TO) equal to one timeslot. Their TSCH period is equal to 4 timeslots. The

communication patterns of these two links are given in Figure 3.3.

ASN=1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

CH1

CH2

CH3

. Link 1 ( TO=0, CO=0) . Link 2 ( TO=1, CO=1)

FIGURE 3.3: An example pattern of two links
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3.4 Proposed Solution

3.4.1 Network Setup and Spectrum Modelling

In this section a patent of IMEC is discussed. This patent proposes a method for multi-
radio coexistence. In the following sections, we propose some interference scenarios and

solutions, using the idea proposed in this patent.

L GATEWAY _____ .

| | TSCH

i UART TSCH j Y :

i : Pin} Coordinator || Device
i Orchestrator 5

(Raspberry Pi) pin j z e

i UarT—*| BLE Central ! Peripheral

FIGURE 3.4: Network model for experiments

One of the main objectives of this patent is to provide an effective solution to mitigate
coexistence problems among collocated and non-collocated radios in a wireless network.
A multi-radio device and wirelessly connected end devices are presented in Figure 3.4.
In this figure, the smart gateway represents a multi-radio device that includes TSCH
coordinator and BLE central. The gateway further includes an orchestrator, which is
arranged for scheduling the communications of BLE and TSCH. The orchestrator is a
processing unit, such as a Raspberry Pi. The orchestrator receives usage information
from BLE and TSCH through its connections to them and in turn produces a time and

frequency dimensioned scheduling for each radio.

Based on the received communication parameters, the radio manager is able to determine
a minimum time slot (7},;,) and a minimum frequency band (Fin). Tmin is derived
based on greatest common divisor (ged) of the time interval of the received communica-
tion parameters. Fj,;, is derived based on gcd of the frequency channel bandwidth and

frequency channel offset.

To manage the scheduled communication, the orchestrator aligns the anchor point of
BLE with the beginning of the first timeslot of TSCH. Then, it creates a scheduling
matrix with a unit cell and a unit width, equal to Fj,;, and T},;,. Figure 3.5 shows a
scheduling matrix, that schedules the transmissions of TSCH and BLE. In this figure,
P1 represents the communication of a BLE pair, and P2 represents the communication
of a TSCH pair.
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FIGURE 3.5: Scheduling Matrix

The orchestrator can be adapted to schedule the communications between collocated
and non-collocated radio so that the reliability is improved. This can be achieved by
scheduling the transmissions in the scheduling matrix, e.g. P1 and P2, in such a way that
they rarely (ideally never) overlap. In this type of scheduling, the objective function of
the scheduler is minimizing the overlaps in the scheduling matrix. Many other objective
functions can also be used. Maximizing overlap to create a communication blocker or
minimizing the horizontal distance between the transmissions to minimize end to end
latency are two such examples. However, in this thesis, we only consider an objective
function, which minimizes the overlaps in the scheduling matrix. For reasons of simplic-
ity and to show that the idea works, we used channel constraints in our experiments.

This set-up limits the available channels that can be used by BLE or TSCH.

In our experiments, we have used only one TSCH end device and one BLE peripheral.
In the gateway, we have used a TSCH coordinator and a BLE controller. All these 4
devices use Texas Instruments Sensortag CC2650 as hardware. We used a Raspberry
Pi device as orchestrator. The orchestrator is connected with radios using both UART

and pin connections, as depicted in Fig. 3.4.

3.4.2 Considered Interference Cases and Their Solutions

We categorized the Cross Technology Interference (CTI) between BLE and TSCH into

two cases.
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Case 1/Static:  There is a TSCH link that never interferes with BLE. Therefore,
a static solution, i.e. one requiring only one update to avoid interference, suffices to
decrease the PER.

Case 2/Dynamic:  While none of the TSCH links show the behaviour mentioned in
Case 1, there are TSCH links that occasionally do not interfere with BLE. It is possible
to predict which link will collide with BLE connection event and at what time. In order
to avoid this type of interference, a dynamic solution, which requires periodic monitoring

and updating of the scheduled cells, is needed.

In line with our focus on the above-mentioned two scenarios, we developed four different
solutions to avoid interference. Solution 1, 2, and 3 provide solutions for the static
case, requiring only one link update. Solution 4 provides solutions for the dynamic case,

demanding periodic link updates.

Solution 1/Frequency Division:  The channels in the 2.4 GHz spectrum are sep-
arated, so that none of the TSCH channels interfere with the BLE channels. This
solution is a frequency domain solution. As such, it does not consider the time domain

characteristics of any of the protocols.

Solution 2/Time Division: In order to avoid interference, a specific TSCH link,
which is never scheduled concurrently/simultaneously with the BLE connection event,
is activated. Therefore, this link never interferes with BLE. In other words, TSCH
transmissions are done in timeslots that never overlap with BLE transmissions in the
time domain. Therefore, this solution is a time domain solution, and it does not consider

the frequency domain characteristics of any of the protocols.

Solution 3/Pattern Division: @ BLE and TSCH transmissions can overlap in the
time domain. However, when they overlap, they use different channels. This solution
differs from the first one, since it does not limit the number of available channels for

each protocol. This solution uses the division of the hopping patterns.

The time and frequency domain characteristics of static solutions are shown in Figure
3.6. For ease of reading the figure displays only 2 channels of 2.4 GHz spectrum that
are commonly used by both BLE and TSCH. Furthermore, the periods of transmissions

are chosen as two or three timeslots, which is very low for real scenarios.
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Among the static solutions, Solution 1 requires BLE to adapt TSCH transmissions, by
changing its own schedule. However, in Solution 2 and 3, TSCH adapts BLE transmis-
sions. Therefore, in Solution 1 BLE is used as adapting network, while in Solution 2

and 3 TSCH is used as adapting network.

TSCH BLE

(a) Solution 1: Frequency division

(b) Solution 2: Time division

(c¢) Solution 3: Pattern Division

FIGURE 3.6: Static solutions for Case 1 type of CTI is given. In the figures, X axes
represents time, while Y axes represents frequency.

Solution 4/Periodic Link Update: To apply this solution, at least two TSCH
timeslots should be selected. Periodically, one of these timeslots should be activated
and the other one should be deactivated. The activated link should provide less PER
than the other one. In this solution TSCH is used as an adapting network, since the

TSCH links perform the periodic updates.

An example of hopping patterns for BLE and two TSCH links are given in Figure 3.7.
In this figure, the BLE period is considered as 3 timeslots, while the TSCH period is 2
timeslots. At the beginning, the dynamic scheduler activates TSCH link 1. This link is
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used until timeslot 6. However, at that point, it deactivates link 1 and use link 2, since
a collision is expected between BLE and TSCH link 1 on the 7th timeslot. Similarly,
the scheduler switches between the links before timeslot 16, from link 2 to link 1. Prior
to timeslot 19, it switches from link 1 to link 2. In this way, all of the possible collisions
are avoided at the end of timeslot 22, while the single use of link 1 or link 2 causes 2

collisions.

In more complex and real life scenarios, the number of channels can be higher and there
might be some constraints regarding the period of the update messages. Processing
delays and response speed cause these constraints. For these reasons, we introduced an
update window. The orchestrator creates matrices, which are depicted in Fig. 3.5. The
length of the x axis of the matrices is named as window size. The orchestrator fills the
matrices and calculates the number of expected collisions for each link, after which it
chooses the link that has the lowest chance of collision. If the chosen link is not already
activated, it sends and update message stating that the current link must be deactivated
and the chosen link must be activated. This update message can only be sent at the

beginning of an update window.

The performance of the dynamic solution relies on the available links and the update
window size. If the window size is smaller than the minimum of two consecutive col-
lisions, then this solution can achieve 0% PER. However, even in experiments with a

larger window size, a significant improvement in the PER can be observed.

3.5 Performance Evaluation

3.5.1 Test Setup

A smart gateway, including a Raspberry Pi and two TT CC2650 Sensortags is connected
wirelessly to the TSCH end device and the BLE peripheral. The smart gateway has one
Sensortag as BLE coordinator, the other one as TSCH coordinator, while the Raspberry
Pi serves as orchestrator. Similarly, one of the end devices is a TSCH device, while the

other one is a BLE end device. This network is given in Fig. 3.4.

On the TSCH side, the data packets are transmitted from the end device to the gateway.
Each TSCH timeslot involves the transmission of a data packet and the reception of the
ACK packet. The timeslot size is 10 ms. The MAC layer retransmissions are deactivated.
On the BLE side, each connection event involves the transmission of 5 packets and their
ACKs.
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TSCH BLE

12 13 14 15

(a) BLE hopping pattern

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

(b) TSCH link 1 hopping pattern

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

_

FiGURE 3.7: Hopping patterns of BLE and two links of TSCH are given. In the figures,
X axes represents time, while Y axes represents frequency.

(c) TSCH link 2 hopping pattern

In the experiments, 1000 data packets are transmitted on the TSCH connection, and
PER is measured considering the error ratio of these packets. In other words, BLE is

used as interfering network and TSCH is used as affected network.

Table 3.1 shows the test parameters and the PER results.

3.5.2 Noise on PER

The PER values discussed in the experiments are measured using the data packets of
TSCH. TSCH devices do not only transmit data packets, but they also periodically
broadcast beacon to advertise the presence of the TSCH network. These beacon packets

play a critical role in initiating and preserving the connection.

If both a beacon and a data packet are scheduled for a specific timeslot, then the beacon

packet would be transmitted while the data packet is dropped. This is because the



36

TABLE 3.1: Test scenarios and the resultant PERs

Case Solution | BLE TSCH BLE | TSCH | PER PER
channels channels CI period | default | solution
Sc. 1 Static Sol. 1 3,22 26,12 100 | 100 46.4 % | 7.4 %
— 32,36
Sc. 2 | Static Sol. 2 3,22 26,12 100 | 100 464 % | 8.1 %
Sc. 3 Static Sol. 3 3,6,18,22 | 26,12 100 | 70 2.7 % 02 %
Sc. 4 | Static Sol. 3 3,22 pattern 100 | 100 46.4 % | 0.8 %
introduced
Sc. 5 Dynamic | Sol. 4 3,6,18,22 | 26,12 100 | 70 2.7 % 1.2 %
Sc. 6 Dynamic | Sol. 4 3,22 26,12 100 | 70 5.9 % 2.5 %
Sc. 7 | Dynamic | Sol. 4 3,22 12 100 | 70 51 % 1.3 %
Sc. 8 Dynamic | Sol. 4 3,6,18,22 | 23,16,26,12 | 100 | 70 2.2 % 1.1%
Sc. 9 | Dynamic | Sol. 4 | 3,8,17,22 | 20,18,14,12 | 100 | 70 54% |15 %
Sc. 10 | Dynamic | Sol. 4 3,6,18,22 | 26,12 100 | 130 32 % 1.7 %

current 802.15.4 standard does not support simultaneous multi-channel transmission.
Consequently, the transmission of beacon packets increases the PER, although it has no
relation with CTI. In order to compensate for this effect, a different and prime number
period is assigned as the beacon period. However, there is still a significant amount of

noise on PER calculation.

In Sc. 2 and 4, the beacon packets are transmitted more frequently, because these
scenarios have a high PER before the relevant solution is applied on run-time. If enough
beacon packets are not transmitted, these scenarios would suffer from disconnections.
In these scenarios, up to 8% of the PER is caused by beacons. In the other scenarios,

beacon period is set higher and the effect of beacon noise is less than 1%.

3.5.3 Case 1 - Static Experiments

The static experiments require either hard coded schedules or only one link update during
the runtime. Because in the static cases, the newly chosen link never interferes with the
BLE transmissions. Three different solutions are proposed for static experiments in

Section 3.4.2.

Solution 1/Frequency Division This solution proposes the separation of trans-
mission frequencies of BLE and TSCH. This solution is tested in Sc. 1, which shows
a significant improvement in PER. In this scenario, the TSCH connection suffers from
CTI, because BLE and TSCH channels are not disjoint. After the rescheduling, Ch 32
and 36 are activated for BLE instead of Ch. 3 and 22. Therefore, the TSCH and BLE
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channels become disjoint, which decreases the PER from 46.4% to 7.4%. As a result, a

significant improvement in the PER is observed.

Solution 2/Time Division This solution proposes the separation of transmissions
in the time domain, and it is tested in a set-up that reflects Sc. 2. In the default setup
of this scenario, the TSCH connection has a high PER: TSCH and BLE have the same
transmission period and they always transmit at the same time. Approximately half of
their transmissions fail, because ch 3 of BLE and ch 12 of TSCH use the same frequency.
However, when the time division solution is applied, TSCH transmissions are shifted 50
ms. In this way, the PER decreases from 46.4 % to 8.1%.

Solution 3/Pattern Division This solution provides an improvement in PER by
separating the hopping patterns of BLE and TSCH. In other words, using this solution
provides disjoint hopping patterns to BLE and TSCH. The main advantage of this
solution compared to Solution 1 and 2 is that it does not set any limitation on time or
frequency resources. This solution can be applied in two different ways by a) choosing

a CTI-free pattern from given options, or b) constructing a new CTI-free pattern.

Solution 3a  Firstly, Sc. 3 tests solution 3, by choosing a CTI-free pattern from given
options. The orchestrator ensures through its calculations that the TSCH link, which
has TO=3 and FO=0, never interferes with the BLE transmissions. Therefore, the use
of this link provides a more reliable communication with PER=0.2 % than other links
(e.g. the link, which has TO=2 and FO=1 provides PER=2.7 % ).

Solution 3b  If there is no CTI-free link available, then a new CTI-free link can be
defined. Sc. 4 tests this solution. In order to create the most challenging scenario,
TSCH and BLE periods are set to be equal, and the TSCH is enforced to use Ch 12
(F. = 2410M Hz) and Ch 20 (F. = 2450M Hz), that use the same frequency intervals
as the interfering BLE connection (BLE uses Ch 3 (F, = 2410M Hz) and Ch 22 (F, =
2450 M H z)). Therefore, in this scenario, BLE uses one of the active channels, and TSCH
needs to use the other active channel on every transmission, because both are scheduled
at the same time-unit. In other words, the 10 ms time interval is fully utilized during
the transmission times. Such a scenario is shown in Fig. 3.7(c). Note that in Fig.
3.7(c) both of the radios have a hopping pattern period of 2. Therefore, they repeat
the same pattern after every two periods, e.g. the channels they used in T'S = i and

TS =1+ (2 x period) are the same.
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Full utilization of active timeslots can be achieved by assigning the TSCH pattern the
same period as the BLE pattern. The period of the BLE pattern can be calculated
through the hopping algorithm given in Section 3.3.1. According to this algorithm, after
every CE, BLE should hop between 37 different index numbers. Then, using the resul-
tant index number, the algorithm remaps and calculates the next active channel. Since
37 is a prime number, the BLE hopping algorithm always has a period of 37, indepen-
dently of the selection of the hopping amount and the remapping stage. Therefore, the
period of the new TSCH pattern should also be 37.

For example, for Sc. 4, the list of the disjoint TSCH channels are calculated as given
in the table. Firstly, the unmapped BLE channel index is calculated for each future
timeslot, then they are mapped to actual BLE channels using BLE remapping. Following
this, a disjoint TSCH channel, which does not overlap with the remapped BLE channel,

is calculated.

TABLE 3.2: Calculation of disjoint TSCH channels for Sc. 4

Timeslot 112 (3 (4|56 |7 |89 10| 11| 12| 13| 14| 15| 16| 17| 18| 19

BLE 5 | 10| 15| 20| 25| 30| 35| 3 | 8 | 13| 18| 23| 28| 33| 1 | 6 | 11| 16| 21
unmapped
ch. index

BLE 2213|2213 (|22]3|22/3 |3 |22]3 |22]3|22/22]3|22]3 |22
remapped
ch.

Disjoint 12| 20| 12| 20| 12| 20| 12| 20| 20| 12| 20| 12| 20| 12| 12| 20| 12| 20| 12
TSCH
ch.

Timeslot 20| 21| 22| 23| 24| 25| 26| 27| 28| 29| 30| 31| 32| 33| 34| 35| 36| 37| 38

BLE 26 311 36| 4 |9 | 14| 19| 24| 29| 34| 2 |7 | 12| 17/ 2 | 27| 32| 0 | 5
unmapped
ch. index

BLE 312203 (3(22]/3]22]3 (2213|3223 |22(22/22/3 |3 |22
remapped
ch.

Disjoint 20| 12| 20| 20| 12| 20| 12| 20| 12| 20| 20| 12| 20| 12| 12| 12| 20| 20| 12
TSCH
ch.

As the final step, the disjoint TSCH channel list is reconfigured, in line with the timeslot
duration of TSCH. The TSCH MAC layer requires to know where to hop after every

timeslot, which is (durps = 10ms). However, we calculated a disjoint TSCH pattern,
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which has the same period with CI. The reconfigured list(List,) should support Eq. 3.5
with the disjoint TSCH channel list(List).

List, (14 (i —1) x 7¢L-) % 37) = List(i) (3.5)

durrg

In Sc. 4, CI is 100 ms and durpg is 10 ms. The resultant (List,) for Sc. 4 is given in
Eq. 3.6.

List, = {12,20,20,12,12, 20, 20, 12, 12, 20, 20, 12, 12, 20, 20, 12, 12, 20, 20, 12, 12, 20,
20,12, 12,20, 20,20, 12, 12, 20,20, 12, 20, 12,20, 12}

In short, pattern division can be applied to Sc. 4 if the anchor points of BLE and TSCH
are aligned and the pattern given in Eq. 3.6 is used for TSCH. With the use of pattern
division, the PER can then be decreased from 46.4 % to 0.8 %.

Solution 3b is feasible, if there is at least one empty frequency slot for each transmission

time. All of the steps of Solution 3b are summarized in Figure 3.8.

first active active
hop channel channel list channel list Cl

Create
unmapped
BLE sequence
(period 37)

Calculate
remapped BLE
sequence

Calculate

disjoint TSCH Reconfigure
sequence

FIGURE 3.8: Function blocks for Sol. 3b

3.5.4 Case 2 - Dynamic Experiments

In this section, case 2 experiments are discussed. In these experiments, static solutions
do not work, due to the lack of a unique link that provides CTI-free communication.
Also, it is assumed that solution 3b cannot be used due to the user request . In light of

these constraints, we propose solution 4 in order to minimize the PER.

In experiments carried out in a case 2 setting, the default PER value is already lower
than in experiments using a Case 1. This is because the CI and TSCH period are not

equal. In these experiments, simultaneous transmission of BLE and TSCH is expected
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to happen once in every lem (CI x T'SC Hperiod) ms. A packet loss occurs only if BLE

and TSCH use the same channel during these simultaneous transmissions.

In Case 2 experiments, PER depends on the number of both interfering and non-
interfering channels. In Sc. 5, 6, 7, and 8, the effect of the number of non-interfering
channels on PER is evaluated. For this purpose, the CI, TSCH period, and the number
of interfering channels are kept constant. In other words, in these experiments, the CI
and TSCH period are set at 100 and 70, respectively, and only one channel of BLE (Ch.
3) and TSCH (Ch. 12) overlaps.

The number of channels affects the PER, but only if the channels are used during
simultaneous transmission times. For example, if there is a specific channel that is never
used during simultaneous transmission times, activation of this channel will neither

increase nor decrease the PER.

Let Np be the number of Cls between two consecutive simultaneous transmission times.
Then, using Eq. 3.7, N is 7 for Sc. 5, 6, 7, and 8. Then, using Eq. 3.2, simultaneous
transmission times have the following channel assignment series: { X%37, (X+1*7)%37,
(X42*7)%37 ...} Note that 37 is a co-prime of 7. For this reason, the active BLE
channels are equally distributed to the simultaneous transmission times. During the
simultaneous transmission times, the chance of using a disjoint channel becomes higher.
Consequently, as the number of BLE channels increases, the PER can be expected to
decrease. This can be observed in Sc. 5 and 6. In Sc. 5, four BLE channels are used.

When the channels are limited to two, as is the case in Sc. 6, the PER almost doubles.

LCM(CIxTSCHperiod

Ny = ( o7 ) (3.7)
_ LCM(CIXTSC Hperiod)

Np = TSC Htimeslotdur. (38)

Let NV; be the number of TSCH timeslots between two consecutive simultaneous trans-
mission times. Then, using Eq. 3.8, N; is 70 for Sc. 5, 6, 7, and 8. Then, using
Eq. 3.3, simultaneous transmission times have the following channel assignment se-
ries: { X%ListLength, (X+41*70)%ListLength, (X+42*70)%ListLength ...}. Unlike BLE,
ListLength and 70 might not be co-prime. As a result, TSCH might hop between less
channels than it can employ during simultaneous transmission times. For example, in
Sc. 6 TSCH uses two channels, and simultaneous transmission occurs after each 70
TSCH timeslot. In this case, Eq. 3.3, always produces the same result. An example of

this calculation is given in the Table 3.3, in which the offset value is set to 0.
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TABLE 3.3: An example channel calculation for TSCH

ASN | (ASN+offset) % 2 | Used channel
1 1 12
71 1 12
141 1 12
211 1 12
7
6 Sc6 % a
G5k Sc]_x‘—""‘ i
w
S4- .
£l Sc10x 1. h
S Sc5 %7
2,0 Sc8 x B
o
L N
(= 1 1 1 1 1 1
0 1 2 3 4 5 6 7

calculated PER

F1cURE 3.9: Calculated PER is compared with the experimental results of dynamic
experiments. Ideally, all the experimental results are expected to cross the dashed line,
but the noise increases the experimental PER

Considering the aforementioned characteristics of channel distribution algorithms, the

PER of scenarios with only one interfering channel can be calculated using Eq. 3.9.

TSC Hperiod

Ratioime = 7 E3F(ET, TSCHperiod)

num;rscr = length(TSCHperiod % numrscn)

—1
Ratiofreq = (numBLE X numiTSCH)

PER = Ratiogime X Ratiofreq

Using the Eq. 3.9, Figure 3.9 is created. In this figure, the calculated PER values are
compared with actual PER values of Sc. 5, 6, 7, 8, and 10. This figure shows that the
PER calculation is accurate, but that the experimental PER can be 1% higher than
the calculated one. This difference can be explained by the noise (Sec. 3.5.2) in the

experiments.

Solution 4  This solution proposes the periodic change of active TSCH links. The
change of active TSCH timeslots is referred to as a link update. The link update com-

mands are created by the orchestrator of the network as is shown in Fig. 3.4.
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In order to test solution 4, six different experiments have been conducted. These exper-
iments are Sc. 5, 6, 7, 8, 9, and 10. Among these experiments, Sc. 5, 6, 7, and 8 present
the effect of Solution 4, when the CI and TSCH period are 100 and 70 respectively
and only one channel interferes. Sc. 9 presents the performance of Solution 4 when
more channels interfere. In this scenario, all of the BLE and TSCH channels interfere
with each other. Sc. 10 shows that Solution 4 works with other (CI, TSCH period)

combinations as well.

The link update messages of Solution 4 introduce additional message traffic to the net-
work. Therefore, solution 4 creates costs to the network: extra power consumption. In
this sense, solution 4 is different than the static solutions, which do not create message
overhead. This cost is evaluated considering the ratio of overhead messages to the total

messages.

During the experiments, it was observed that the link update messages are not generated
within a constant period. Instead, each time, the period of link update messages changes
between a couple of possible values. This change is not probabilistic, but deterministic
with a repeating sequence. For example, in Sc. 5, time difference between each link
update is given in the following set: { 11.9, 11.2, 1.4, 1.4, 11.9, 11.2, 1.4, 1.4 ... }
Therefore, in Sc. 5, the distribution of the link update messages is 11.9 with 25 %, 11.2
with 25 %, and 1.4 with 50 %. Using these values, the average link update period is
calculated as 6.475. Table 3.4 and Figure 3.10 display the period of link update messages,
based on the same deterministic method. The overhead of the link update messages is
calculated as the ratio of the update messages to the total number of messages. Using
Eq. 3.10, overhead results are also given in Table 3.4. Note that in the table overhead

is shown as a percentage.

- (3.10)

Overhead = (Avemgeupdatepemod n 1)

TSC Hperiod

TABLE 3.4: The overhead created by link update messages

Scenario | PER improvement | average update period (s) | overhead (%)
Sc. 5 27— 1.2 6.475 1.07
Sc. 6 5.9 — 2.5 4.32 1.59
Sc. 7 51— 1.3 4.32 1.59
Sc. 8 22 —1.1 25.9 0.27
Sc. 9 54 — 1.5 12.95 0.54
Sc. 10 3.2 - 1.7 3.44 3.64
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FIGURE 3.10: Link update message period for each dynamic scenario

Table 3.4 shows that PER is improved in all of the dynamic scenarios using Solution 4.
However, Solution 4 did not achieve 0 % PER. There are two reasons for this. Firstly,
PER can be affected by noise, which is explained in more depth in Section 3.5.2, up to
1%. Secondly, if both links collide within the length of the update window, a possible

collision cannot be avoided.

From the scenarios with constant periods and one interfering channel, i.e. Sc. 5, 6, 7,
8, the effect of the number of channels on the overhead can be observed. The overhead
decreases as the number of BLE channels or num;rscy increases. Also, Sc. 8 and 9
show that as the ratio of interfering channels grows, so does the overhead. Lastly, in Sc.

5 and 10 an increase in (TSCH period/CI) leads to more overhead.

3.6 Conclusion

In this chapter, four cooperative coexistence solutions have been proposed. These so-
lutions improve the reliability of cooperative and collocated TSCH and BLE networks,
by minimizing PER. They use a scheduling matrix, proposed in an IMEC patent, to
model the time and frequency domain occupancy of the network. Then, using a network

orchestrator, they reschedule the overlapping transmissions.
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The first three solutions apply frequency division, time division, and pattern division
respectively. These solutions are static solutions, since they require only one rescheduling
during run-time. The fourth solution is dynamic, which requires periodic link updates

during runtime.

The solutions are tested using real world experiments. In addition, power consumption
of the fourth solution is evaluated. In static scenarios, up to 45.6 % improvement in
PER is observed, while in the dynamic scenarios it is up to 3.9 %. Also, the effect of

the number of channels and the period lengths on PER are discussed.

These solutions are proposed to improve PER, however similar solutions can be applied
for other objectives, such as minimizing latency or the number of retransmissions. These

other objectives are left for future research.



Chapter 4

Conclusions and Future Work

4.1 Conclusions

The use of Wireless Sensor Networks is growing everyday. Some applications require het-
erogeneous use of WSN standards in the same location. However, if these heterogeneous

WSNs do not use a proper coexistence mechanism, they can suffer from CTTI.

In this thesis, cooperative coexistence mechanisms are proposed for heterogeneous WSNs.
In Chapter 2, these methods are proposed for BLE-IEEE 802.15.4 networks, while in
Chapter 3 BLE-TSCH networks are focused. In Chapter 2, these methods are proposed
for collocated BLE and IEEE 802.15.4 networks. The proposed solutions minimize simul-
taneous transmissions between the networks, by smartly rescheduling the transmissions
of the adapting network. In one of the proposed solutions, BLE is used as adapting
network, while in the other one it is IEEE 802.15.4 network. Both of these solutions
are evaluated using real hardware devices. It is concluded that IEEE 802.15.4 adapta-
tion is more power efficient and also it improves packet reception ratio more than BLE
adaptation. However, BLE adaptation can still be preferable, if the number of BLE
peripherals is significantly lower than the IEEE 802.15.4 end devices. While Chapter
2 only focuses on time domain, Chapter 3 proposes both time and frequency domain
solutions for collocated BLE and TSCH networks. There, a scheduling matrix is used
to model the transmission time and frequency of the networks. PER is minimized, by
rescheduling the overlapping transmissions in this matrix. This rescheduling is applied
using four different solutions. In the first solution, a frequency domain method is used
by adapting BLE network. In the second solution, a time domain shifting is applied by
adapting TSCH network. In the third and fourth solutions, hybrid methods are used by
adapting TSCH network. The first three solutions provide up to 45.6 % improvement

in packet reception ratio, and they also do not have any energy overhead. In this sense,
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they are superior than the fourth solution. However, the forth solution is useful for the
scenarios, in which link updates are allowed, but time and frequency rescheduling are

not allowed. This might be the case for less flexible, densely used networks.

4.2 Recommendations for Future Research

There is still room for further investigation and research in coexistence of 2.4 GHz
networks. The methods discussed in Chapter 2 and Chapter 3 can be combined to
provide coexistence of three WSN standards, TSCH, BLE, and IEEE 802.15.4. In this
way, the number of connected networks can be increased. WiFi can also be added among
the coexisting standards, since it is a widely used 2.4 GHz standard. Furthermore, our
study can be extended for non-cooperative coexistence. Some real life applications might
require the network coordinators to be in separate locations. There, cooperation between
the coordinators might not be possible and non-cooperative coexistence methods might
be required. In addition, our solutions can be further extended for other performance
objectives than minimizing PER. For example, a new solution can minimize end-to-end
latency and energy efficiency of the networks. For these objectives, the use of scheduling

matrix, which is discussed in Chapter 3, is highly recommended.



Bibliography

1]

H. Fotouhi, A. auevi, M. Vahabi, and M. Bjrkman. Interoperability in heteroge-
neous low-power wireless networks for health monitoring systems. In 2016 IEEE
International Conference on Communications Workshops (ICC), pages 393-398,
May 2016. doi: 10.1109/ICCW.2016.7503819.

Teee standard for information technology—telecommunications and information ex-
change between systems local and metropolitan area networks—specific requirements
- part 11: Wireless lan medium access control (mac) and physical layer (phy) specifi-
cations. IEEE Std 802.11-2016 (Revision of IEEE Std 802.11-2012), pages 1-3534,
Dec 2016. doi: 10.1109/IEEESTD.2016.7786995.

IEEE standard for local and metropolitan area networks—part 15.4: Low-rate wire-

less personal area networks (LR-WPANs). IEEFE Std 802.15.4-2011, 2011.
Bluetooth specification version 4.1, 2013. Core Version 4.1.

Ieee standard for local and metropolitan area networks—part 15.4: Low-rate wire-
less personal area networks (lr-wpans) amendment 1: Mac sublayer. IEEE Std
802.15.4e-2012 (Amendment to IEEE Std 802.15.4-2011), pages 1-225, April 2012.
doi: 10.1109/IEEESTD.2012.6185525.

T. Eirich T. Kramp N. Sornin, M. Luis and O. Hersent. Lora specification 1.0.
www.lora-alliance.org. Accessed: 2018-02-14.

Rasool Tavakoli, Majid Nabi, Twan Basten, and Kees Goossens. An experimental
study of cross-technology interference in in-vehicle wireless sensor networks. In
Proceedings of the 19th ACM International Conference on Modeling, Analysis and
Simulation of Wireless and Mobile Systems, MSWiM 16, pages 195-204, New York,
NY, USA, 2016. ACM. ISBN 978-1-4503-4502-6. doi: 10.1145/2988287.2989141.
URL http://doi.acm.org/10.1145/2988287.2989141.

R. Natarajan, P. Zand, and M. Nabi. Analysis of coexistence between IEEE
802.15.4, BLE and IEEE 802.11 in the 2.4 GHz ISM band. In IECON 2016.

47


www.lora-alliance.org
http://doi.acm.org/10.1145/2988287.2989141

Bibliography 48

[9]

[10]

[12]

[14]

M. De Sanctis, M. Monti, M. Ruggieri, and R. Prasad. A collaborative coexistence
mechanism for IEEE 802.15.3 and 802.15.4 WPANSs. In IEEFE 20th Int’l Symposium

on Personal, Indoor and Mobile Radio Communications, 2009.

J. G. Lim, C. T. Chou, and S. Jha. Non-cooperative coexistence of co-located
independent wireless mesh networks. In IEEFE Int’l Conf. on Mobile Adhoc and
Sensor Systems, 2007.

Radhakrishnan Natarajan. Cooperative coexistence of heterogeneous wireless tech-
nologies in smart grid home area network. Master’s thesis, Kindhoven University

of Technology, 2016.

S. Silva, S. Soares, T. Fernandes, A. Valente, and A. Moreira. Coexistence and
interference tests on a bluetooth low energy front-end. In Science and Information
Conference (SAI), 2014.

A. Kerner A. Marincic and Dina Simunic. Interoperability of iot wireless tech-
nologies in ambient assisted living environments. In Wireless Telecommunications

Symposium (WTS), 2016.

L. Lo Bello and E. Toscano. Coexistence issues of multiple co-located IEEE
802.15.4/zigbee networks running on adjacent radio channels in industrial envi-
ronments. IEEE Transactions on Industrial Informatics, 5(2):157-167, May 2009.
ISSN 1551-3203. doi: 10.1109/TTI.2009.2018541.

M. Hawelikar and S. Tamhankar. A design of linux based ZigBee and Bluetooth low
energy wireless gateway for remote parameter monitoring. In Circuit, Power and
Computing Technologies (ICCPCT), 2015 Int’l Conf. on, pages 1-4, March 2015.
doi: 10.1109/ICCPCT.2015.7159375.

Onur Carhacioglu, Pouria Zand, and Majid Nabi. Time-Domain cooperative coexis-
tence of BLE and IEEE 802.15.4 networks. In 2017 IEEFE 28th Annual International
Symposium on Personal, Indoor, and Mobile Radio Communications (PIMRC) -
Track 3 on "Mobile and Wireless Networks” (IEEE PIMRC 2017 Track 3), Mon-
treal, Canada, October 2017.

Simplelink Bluetooth low energy /multi-standard SensorTag. http://www.ti.com/
t001/CC2650STK. Accessed: 2017-01-23.

ATmega256RFR2 xplained pro evaluation kit. http://www.atmel.com/tools/
ATMEGA256RFR2-XPRO. aspx. Accessed: 2017-01-23.

M. O. Al Kalaa and H. H. Refai. Selection probability of data channels in blue-
tooth low energy. In Int’l Wireless Communications and Mobile Computing Conf.
(IWCMC), 2015.


http://www.ti.com/tool/CC2650STK
http://www.ti.com/tool/CC2650STK
http://www.atmel.com/tools/ATMEGA256RFR2-XPRO.aspx
http://www.atmel.com/tools/ATMEGA256RFR2-XPRO.aspx

Bibliography 49

[20]

[21]

[23]

[24]

CC2650 simplelin multistandard wireless MCU. http://www.ti.com/1lit/ds/
symlink/cc2650.pdf. SWRS158B, Accessed: 2016-05-09.

ATmega256/128 /64RFR2.  http://www.atmel.com/images/atmel-8393-mcu_
wireless-atmega256rfr2-atmegal28rfr2-atmegab4rfr2_datasheet.pdf. Ac-
cessed: 2016-02-06.

R. Tavakoli, M. Nabi, T. Basten, and K. Goossens. Enhanced time-slotted channel
hopping in wsns using non-intrusive channel-quality estimation. In 2015 IEEE 12th

International Conference on Mobile Ad Hoc and Sensor Systems, pages 217-225,
Oct 2015. doi: 10.1109/MASS.2015.48.

Rasool Tavakoli, Majid Nabi, Twan Basten, and Kees Goossens. Dependable
interference-aware time-slotted channel hopping for wireless sensor networks. ACM
Trans. Sen. Netw., 14(1):3:1-3:35, January 2018. ISSN 1550-4859. doi: 10.1145/
3158231. URL http://doi.acm.org/10.1145/3158231.

Ieee standard for information technology— local and metropolitan area networks—
specific requirements— part 15.3: Wireless medium access control (mac) and physical
layer (phy) specifications for high rate wireless personal area networks (wpan). [EEE
Std 802.15.3-2003, pages 1-360, 2003.

Phan Dao Minh Truong, Michael E. Russell, and Indranil S. Sen. Method and

apparatus for multi-radio coexistence, Dec 2010.


http://www.ti.com/lit/ds/symlink/cc2650.pdf
http://www.ti.com/lit/ds/symlink/cc2650.pdf
http://www.atmel.com/images/ atmel-8393-mcu_wireless-atmega256rfr2-atmega128rfr2-atmega64rfr2_datasheet.pdf
http://www.atmel.com/images/ atmel-8393-mcu_wireless-atmega256rfr2-atmega128rfr2-atmega64rfr2_datasheet.pdf
http://doi.acm.org/10.1145/3158231

	Abstract
	Acknowledgements
	List of Figures
	List of Tables
	Abbreviations
	1 Introduction
	1.1 Heterogeneous WSN Examples
	1.1.1 Home networks 
	1.1.2 Vehicular networks

	1.2 Cooperative and Non-cooperative Coexistence
	1.3 Contributions
	1.4 Thesis Organization

	2 Coexistence of BLE and IEEE 802.15.4 Networks
	2.1 Introduction
	2.2 Related Work
	2.3 Background
	2.3.1 Bluetooth Low Energy
	2.3.2 IEEE 802.15.4

	2.4 Time Domain Cooperative Coexistence
	2.4.1 Coexistence using BLE as the Adapting Network
	2.4.2 Coexistence using IEEE 802.15.4 as the Adapting Network

	2.5 Performance Evaluation
	2.5.1 Test Setup
	2.5.2 Result Analysis
	2.5.3 Energy Overhead Analysis

	2.6 Conclusion

	3 Coexistence of BLE and TSCH Networks
	3.1 Introduction
	3.2 Related Work
	3.3 Background
	3.3.1 Bluetooth Low Energy
	3.3.2 TSCH

	3.4 Proposed Solution
	3.4.1 Network Setup and Spectrum Modelling
	3.4.2 Considered Interference Cases and Their Solutions
	Case 1/Static:
	Case 2/Dynamic:
	Solution 1/Frequency Division:
	Solution 2/Time Division:
	Solution 3/Pattern Division:
	Solution 4/Periodic Link Update:



	3.5 Performance Evaluation 
	3.5.1 Test Setup
	3.5.2 Noise on PER
	3.5.3 Case 1 - Static Experiments 
	Solution 1/Frequency Division 
	Solution 2/Time Division 
	Solution 3/Pattern Division
	Solution 3a
	Solution 3b


	3.5.4 Case 2 - Dynamic Experiments 
	Solution 4


	3.6 Conclusion

	4 Conclusions and Future Work
	4.1 Conclusions
	4.2 Recommendations for Future Research

	Bibliography

