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OZET

Kentsel niifustaki mevcut iistel artis nedeniyle ¢ok sayida sorun yasanmustir. Bu
tiir zorluklar, giivensizlik ve afet yonetimini icerir. Bu sorunlar ve daha fazlasi, kentsel
gelismelerdeki kalict niifus artis1 nedeniyle gelecekte daha da kdtiilesecektir. Bu nedenle,
bu tiir zorluklar1 yonetmenin yeni ve verimli yollarinin gerceklestirilmesi cok onemlidir.
Drone teknolojisi, esnekligi ve maliyet etkinligi nedeniyle bircok uygulamada kullanilmistir.
Bu tiir uygulamalar arasinda mal teslimi, veri toplama, gozetim ve izleme bulunur. Bununla
birlikte, giivenlik, insansiz hava araglarinin daha ileri ve karmasik uygulamalar1 igin

biiyiik bir endise ve tokezleyen bir engel olmustur.

Bu caligsma, yeni bir giivenli iletisim teknigiyle otonom bir ilk miidahale drone tabanl
(Auto-FRD) akilli kurtarma sistemi onermektedir. Otomatik FRD paradigmasi, akilli bir
sehir ortaminda kritik durumlara hizli yanit vermek i¢in dronlar1 kullanir. Sistem {i¢
ana boliimden olusur: Sensor sistemi, akilli dronlar ve komuta merkezi. Dahasi, drone
ile komuta merkezleri arasindaki yeni giivenli iletisim teknigi, iletilen verilere yardimci
sinyaller ekleyerek giivenligi artirmak i¢in kanalin giiriiltii ve parazit gibi 6zelliklerinden

yararlanmak iizere tasarlanmistir.

Auto-FRD sistemi, akilli sensorlerden bir uyari sinyali aldiktan sonra dronlarin otomatik
olarak belirli bir konuma konuglanacagi sekilde tasarlanmistir. Ayrica sistem ucuz LoRa
teknolojisi kullanilarak uygulanmaktadir. Onerilen paradigmanin verimliligi ve yeniligi
matematiksel analiz yoluyla sunulur ve Monte Carlo simiilasyonlar1 ile dogrulanir. Sonuglar,
Onerilen sistemin biiyiik dlciide geleneksel kriz miidahale sistemlerine kiyasla yanit siiresini

azaltir. Ayrica, toplanan veriler arastirmalar sirasinda degerlidir.

Keywords: Fiziksel katman giivenligi, Kablosuz iletisim, Nesnelerin interneti, Insansiz

hava araclari, Akill gehir.



ABSTRACT

Numerous problems have been experienced due to the current exponential rise in the
urban population. Such challenges include insecurity and disaster management. These
problems and more will be exacerbated in the future due to the persistent population
increase in urban developments. It is therefore critical that new and efficient ways of
managing such challenges are realized. Drone technology has been used in many ap-
plications due to its flexibility and cost-effectiveness. Such applications include goods
delivery, data collection, surveillance, and tracking. Nevertheless, security has been a

major concern and a stumbling block to further and sophisticated applications of drones.

This work proposes an autonomous first response drone-based (Auto-FRD) smart res-
cue system with a novel secure communication technique. Auto-FRD paradigm uses
drones to provide quick response to critical situations in a smart city setting. The sys-
tem comprises three main sections: Sensor system, intelligent drones, and the command
center. Moreover, the novel secure communication technique between the drone and the
command centers are designed to utilize the characteristics of the channel such as noise

and interference to enhance security by adding auxiliary signals to the transmitted data.

The Auto-FRD system is designed such that the drones automatically deploy to a spe-
cific location upon receiving an alert signal from the smart sensors. Moreover, the system
is implemented using cheap LoRa technology. The efficiency and novelty of the proposed
paradigm is presented via mathematical analysis and validated by Monte Carlo simula-
tions. Results indicate that the proposed system drastically reduces the response time
compared to conventional crisis response systems. Also, the data collected is valuable

during investigations.

Keywords: Physical layer security, Wireless communications, Internet of things, Un-

manned aerial vehicles, Smart city.
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CHAPTER 1

1. INTRODUCTION

Many problems have been experienced due to the current exponential rise in the
urban population. Such challenges include insecurity, disaster management, and more.
These problems and others will be exacerbated in the future due to the persistent popu-
lation increase in urban developments. It is therefore critical that new and efficient ways
of managing such challenges are realized. Unmanned aerial vehicle (UAV) technology
has been used in many applications due to its flexibility and cost-effectiveness. Such
applications include goods delivery, data collection, surveillance, and tracking. Neverthe-
less, security has been a major concern and a stumbling block to further UAV application

inventions.

This work proposes an autonomous first response drone-based (Auto-FRD) smart res-
cue system with a novel secure communication technique. The Auto-FRD paradigm uses
drones to provide quick responses to critical situations in a smart city setting. The drone
paradigm is composed of three main sections: the command center, the smart drones,
and the sensor system. Additionally, the novel secure communication technique between
the drone, sensors, and the command centers is designed to utilize the characteristics of
the channel such as noise and interference to enhance security by adding auxiliary sig-
nals to the transmitted data. Moreover, the Auto-FRD system is implemented using cheap
LoRa technology, and optimal base station placement positions are calculated using meta-
heuristic algorithms such that the drones are able to provide services over an entire given
area with minimal resources. The efficiency and novelty of the proposed paradigm are
presented via mathematical analysis and validated by Monte Carlo simulations. Results
indicate that the proposed system drastically reduces the response time compared to con-

ventional methods.

This work is composed of three major sections. In the first part, the design of Auto-
FRD will be discussed, in the second part, the novel communication technique will be

discussed in details, and finally, the optimal placement position of the drone base station



will be determined such that a given area is completely covered while the number of

drones and cost are minimized. The main contributions of this work are given below:

1.1 CONTRIBUTIONS TO LITERATURE

1. A new emergency drone response system.
2. A cheap alternative emergency response system.

3. A low complexity communication technique suitable for internet of things applica-

tions.

4. A novel secure communication system to protect information collected by the drones

and secure communications.

5. An optimal drone base station (BS) placement method to minimize cost and maxi-

mize coverage.

In the next section, we discuss the design of Auto-FRD.



CHAPTER 2

2. Auto-FRD MODEL FOR CRITICAL SITUATION MANAGEMENT

2.1 DEMAND FOR DRONES’ APPLICATIONS

Current technology has facilitated the integration of drones in many different appli-
cation areas. [1]. Commercial companies, such as Amazon prime air, Mercedes, Domi-
nos, and united parcel service (UPS) have realized the benefits of drones and are utilizing
them to deliver goods. Special personalized drones used for taking pictures and videos are
currently available in the market. UAVs are also used by the military for surveillance and
information gathering and even in executing missions. The use of drones has caught the
interest of many researchers and academicians mainly because of the many advantages
incurred as opposed to using conventional methods. Such advantages include low cost,
safety, expandability among others. Researchers are pushing the limits of drone tech-
nology to perform new and complex functions aiming at minimizing cost and enhancing

efficiency in areas such as communication and security.

2.2 EMERGENCY RESPONSE IN A SMART CITY SETTING

As the population in cities increase, service delivery such as security becomes diffi-
cult. Currently, crisis response time is very high, and this is expected to further increase
as the cities become more populated. It is therefore critical that new and effective ways
are determined to mitigate this problem. Critical situations prompting new emergency
response systems include fire accidents, robbery, vehicle accidents, terror attacks, and ex-
plosions. This work explores the unique qualities of smart drones and propose a new drone
system used to respond to critical situations at minimum time and provide emergency res-
cue services. The proposed paradigm comprises of smart drones, intelligent sensors, and
drone command centers. We will provide a detailed study on drone flight planning, flight
path acquisition, and permission to fly authorization. We will discuss about information

management both at the drone and command center level. Additionally, a detailed study

3



and design of the communication system comprising of camera sensors, transmitters, and

receivers will also be provided.

The proposed paradigm is different compared to other related works in that, drones
are automatically activated by sensors as opposed to human operators. In the event that
an accident occurs, people often become very confused and are not able to observe the
environment around them. This means that accurate information about the event will
be very hard to obtain. Moreover, it takes a response team about 10 to 20 minutes to
arrive at the accident scene. CCTV cameras have been used in many incidents to try and
determine exactly what happened. Nevertheless, the cameras have many limitations such
as dead zones, memory size, weather hazards, cost, and they can easily be damaged or
tempered with during the accidents. The proposed system is able to quickly respond to
an emergency situation, record the entire incident and even deliver required instruments

such as fire extinguishers or first aid items.

Some examples of real-word events where this system could have been used include,
the attack that happened in Christchurch New Zealand in March 2019, which left at least
40 people dead. This was the act of a single attacker. Because the police took time to
respond, he was able to do more harm. Another example is the attack that happened at
Dusit hotel in Nairobi Kenya in January 2019. The police did not respond in time and even
after arrival, they could not go into the building immediately to begin rescue operations.
The police did not know the location of the attackers, how many they were, or what kind
of weapons they had. Therefore, they spent a lot of time trying to design a rescue plan.
They relied on CCTV images which took a lot of time to acquire. As a result, the attack
left at least 20 people dead. Motivated by these situations and many others, the proposed
system will be able to give the police quick and very crucial information that is required
to save many lives. Moreover, the drones can be used to distract an attacker and give

innocent people time to escape.

Some work analogous to this can be found in literature. The work proposed by [2] is
closest to our proposed system. Nevertheless, the paradigm proposed in [2] faces many
limitations such as unreliability and false information due to reliance on human deploy-

ment. The paradigm proposed in this work is trying to limit human influence and reduce



response time. The drones are activated by distress sensor signals from smart sensors
deployed in the city as opposed to people. The drones are activated by sending a global
positioning system (GPS) coordinate signals. Once the drones receive this signal they
immediately fly to the scene, record and send back live images. When the actual police

arrive at the scene, they have access to prior information about the scene.

The information collected by the drones can be used by the police to bring the right
people to justice and help prevent wrongful convictions. In Figure 2.1 we observe the use
of Auto-FRDs in a smart city paradigm. Drone deployment base stations are places where
drones are deployed. In the figure, we can observe that the ideal location for a drone de-
ployment base station is at the top of a tall building (shown by the red arrows). This is so
that there will be a good line of sight (LoS), which facilitates strong communication be-
tween sensors and drones. Moreover, Figure 2.1 shows two critical situations happening,
a car accident and a building on fire. In the figure, we can observe drones hovering above
the two critical situations. These drones are sending back live images to the command

center and help authorities deal with the situation better.
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Figure 2.1: Critical situation in a smart city environment.



2.3 SECTION ORGANISATION

This section is organized as follows. Section 2.4 talks about related drone applica-
tions. Section 2.5 presents the system model and a case study is presented in section 2.6.
Section 2.7 highlights the main challenges in implementing this system and section 2.8

provides a section summery.

2.4 REIATED DRONE APPLICATIONS

The efficiency of drones in performing multiple tasks have allowed them to be used
in executing many tasks with minimum cost and energy. This has attracted many re-
searchers and engineers to employ the use of drones in many different areas. In this
section, we highlight drones utilized in rescue missions, emergency cellular coverage,

and accident scene mapping.

Drones’ compactness and availability have enabled their effective use in searching for
survivors in collapsed buildings [3]. Authors in [3] propose a complete architecture for a
rescue drone hardware. The rescue team deploy the drone at the scene and use onboard
infrared cameras to locate victims. This system is suitable for rescue missions in areas
with no GPS accessibility. The proposed system uses, DJI Matrice 100 and hokuyo lidar,
as well as Intel RealSense for global and local mapping. According to [3], results show
that the proposed system performed better than conventional methods in assisting rescuers

to find victims in unknown disaster affected areas.

Additionally, authors in [4] propose a paradigm where drones are deployed to provide
5G cellular coverage to a region requiring emergency cellular coverage. The region could
have been affected by a disaster or too much traffic generated by users, resulting to a slow
network. The goal of the system proposed in [4] is to determine the minimum number
of drones required and their location for a complete coverage of the critical environment
with minimum cost. While at the same time maintaining a high data rate and low latency.
The authors use meta-heuristic algorithms (Simulating Annealing (SA) and Genetic Al-

gorithm (GA)) to empirically solve the optimization problem. Moreover, authors in [5]



developed a drone system to provide emergency cellular coverage in a densely populated

area. Consequently, improving the performance of conventional networks.

According to the European Commission annual report in 2017, forest fires are con-
sidered among the top environmental hazards [6]. Authors in [7] propose an emergency
support UAV for forest fire surveillance. The system is equipped with thermal sensors,
communication modules, and thermal cameras that provide valuable real-time data about
the fire to the response team. In addition, the system is implemented using multiple algo-
rithms which automate take-off, landing, path planning, and fire monitoring. The system
was simulated by performing several flight tests and the results show great performance

in detecting forest fires.

Authors in [8] propose an emergency relief distribution system used after an earth-
quake. Arman et al. provide a detailed study of the difficulties faced by ground response
after an earthquake disaster. As a result, Arman et al. propose the use of drone technology
to deliver relief post-earthquake to the affected people. according to [9], this paradigm
is not affected by ground transportation constrains and can be used to provide services to
inaccessible regions. The results show that the proposed system is very effective when

providing emergency relief to affected areas.

Moreover, authors in [10] propose a top-down approach for providing post-earthquake
relief using drones to residents of a large metropolitan city. The paradigm focuses on the
first 48 hours after an earthquake disaster where the affected people’s status and needs are
analyzed and then the post-earthquake relief system is designed, and the drones deployed.

The drones are deployed and controlled from a ground command center.

The related works discussed above use drones to perform different critical environ-
ment operations. The execution of the rescue plan is done when a drone is deployed by
a person, or in other cases, the drone is programmed to periodically perform surveillance
missions of a specific region. However, our work differs in that the drones do not require
any human control to respond to a critical situation and only deploy in case an accident
is detected. In many occasions, people cannot be relied to deploy the drones in a timely

manner, and periodic deployment of drones is costly, wastes resources, and the drones



can easily miss an accident.

For instance, the work proposed by authors in [11] is limited in a number of ways.
First, many people may not have the drone activating-app on their phone, second, their
phones may not have power. Third, if someone sends GPS signals using a phone, the done
will be sent to their location which may not exactly be the place where the critical situation
is happening. Fourth, people may intentionally or accidentally send a false distress signal
from their phones. Fifth, because of the critical situation, people may forget or may not
be able to send the distress signal. The Auto-FRD system is designed in such a way that
in the event of a critical situation, the drones automatically deploy at minimum time to

the exact location of the accident.

2.5 Auto-FRD SYSTEM MODEL

Fig.2.2 describes the system layout of the drone paradigm. This paradigm is com-
posed of three main parts: the command center, intelligent drones, and smart sensors. The
proposed system functions as follows, When the smart sensors located in the streets sense
a critical situation such as an explosion or fire, they send GPS signals of the location to
the drones. The drones which are constantly on standby automatically fly to this location
and send live data to the command center or deliver services. The command center works
with the police and can also take control of the drones after arriving at the scene. Each of
these sections shall be briefly discussed to provide readers with a clear understanding of

this model.

Intelligent Drones [ Il Cormand Center
‘

Receives GPS signals *  Receive live data from drones

Fly to site *  Can control drone once on site
Send live data

Smart Sensors

Sense distress
Send GPS signals

Figure 2.2: System layout of the proposed first response drone-based emergency system.



2.5.1 Alert signal system

The Alert signal system comprises of the camera system with the ability to detect a
range of critical situations and a signal transmission system used to send an alert message
to the drone. In this section, configuration of both parts used in this system shall be

discussed.

Sensors and Intelligent camera setup

The intelligent cameras are mounted on locations such streets lights, buildings, and
towers as shown in Fig. 2.3 (Currently, there are thousands of cameras around cities,
which can easily be integrated with this system).The cameras have a 360 degree vision of
the surrounding environment and can accurately detect an accident 3.5km away. The cam-
eras detect the accident and determine the GPS coordinates at the center of the accident.
Unusual activity that can be detected by the cameras includes explosions, commotions,
fires, and other forms of accidents. The authors in [12] propose an intelligent video-
surveillance system with the ability to observe abnormal behavior in crowed areas and
set off an alarm system. Additionally, other distress signals can be manually triggered by
employees in places such as banks or other business areas in case of an emergency. Fire
detectors can also be utilized to deploy drones in case of a fire accident. For example,
bush fires can be hard to control. Therefore, Auto-FRDs can be used to get a clear picture

of the situation and gather information such as people who need immediate evacuation.

A reliable and inexpensive communication paradigm is critical to the efficient oper-
ation of the Auto-FRD system. Therefore, the system will be implemented using long
range (LoRa) communication system, which is enabled by low power-wide area network
(LP-WAN). Moreover, an ESP32 board shall be used to interface the GPS module with

LoRa and other sensors. The details of these hardware devices used are given below.



Figure 2.3: Surveillance intelligent camera system mounted on the streets.

Alert signal transmission using ESP32-LORA system

LoRa is a long-range wireless communication technology promoted by the LoRa
Alliance. It uses radio modulation systems to transmit data. The modulation technique
used for communication in LoRa allows for long-range transmission of small data pack-
ets. This means low bandwidth consumption. The complexity of a LoRa receiver is also
reduced considerably due to the similarity of the offset in time and frequency between
the sender and receiver [13]. Moreover, there is minimum interference and low power
consumption. These qualities equip LoRa for a plethora of applications in a smart en-
vironment setting [14]. In addition, LoRa uses unlicensed frequencies that are freely

accessible and can be used by anyone.

LoRa’s long-range and low power features make it perfect for battery-operated sensors
and low-power applications in the internet of things (IoT), Smart home and Machine-to-
machine communication. There are two different topologies for LoRa communication

paradigm. Point to point communication and LoRa network (using LoRaWAN for exam-
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ple) as seen in Fig. 2.4 and 2.5 respectively.

Figure 2.4: Long range device to device communication.

Figure 2.5: Long range wide area network (LoRaWAN) guarantees perfect operation be-

tween [oT devices without complex local implementation.

Unlike WiFi1 or Bluetooth that only support short-distance communication, two LoRa
devices with proper antennas can exchange data over a long distance. You can easily
configure your ESP32 with a LoRa chip to transmit and receive data reliably at 2-5km in

an urban environment and up to 45km diameter in rural areas[14].

This system supports key IoT requirements such as bi-directional communication,
mobility and localization of services. LoRaWAN has gained a lot of popularity among
researchers and academicians, especially in this age of IoT where billions of things are
connected to each other and power consumption becomes a major concern [15]. Table II
highlights comparisons between LoRaWAN and other LPWA communication technolo-
gies. As can be observed from the table, LoORaWAN is fairly superior in terms of data

rate, battery life, interference immunity, and mobility.

Because of the above mentioned reasons, LoRa technology with ES32-RMF95 mod-
ules is used to build the communication system between the intelligent sensors deployed
in the streets and the standby drones. This link is used to send alert signals. The algorithm
used in the transmitter is depicted in algorithm 1. The algorithm shows that the transmit-

ter sends multiple alert GPS coordinate signals when activated. This is to ensure that the
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Table 2.1: LoRaWAN and others LPWAN communication technologies

Feature LoRaWAN Sigfox NB-IoT LTE-M
Modulation SS Chirp GFSK/DBPSK UNB/GFSK/BPSK OFDMA
Data Rate 290bps —5ookbps  100bps 12/8bytes Max  100bps 12/8bytes Max 200kbps-1Mbps
Link Budget 154 dB 146 dB 151 dB 146 dB
Battery Lifetime 8 - 10 years 7 - 8 years 7 - 8 years 1 -12 years
Power Efficiency Very High Very High Very High Medium
Security/Authentication  Yes (32 bits) Yes (16 bits) No Yes (32 bits)
2-5 km urban 23-10 km urban 1.5 km urban 35km - 2G
Range 15 km suburban - - 200km - 3G
45 km rural 30-50 km rural 20-40 km rural 200km - 4G
Interference Immunity ~ Very High Low Low Medium
Scalability Yes Yes Yes Yes
Mobility/Localization  Yes No Limited.No Loc Only Mobility

packets have a high delivery rate. The communication system was tested by mounting the

receiver on high ground and moving the transmitter to different locations as seen in Fig.

2.6.

counter 8 RSSI -58
counter 9 RSSI -56
counter 1@ RSSI -70
counter 11 RSSI -57
counter 12 RSSI -65
counter 13 RSSI -65
counter 14 RSSI -64
RS, g
-75
RSSI -73
RSSI -73
RSSI -72
RSSI -73
RSSI -71
RSSI -69
RSSI -69
RSSI -70

ef{Autoscron Show timestamp

Figure 2.6: Signal receiver (left) depicting the RSSI of the packet and mobile signal

transmitter (right) mounted on a bicycle.

Fig. 2.7 shows the different locations where the transmitter was placed. These loca-
tions, A through to E, were strategically chosen to measure coverage, as well as RSSI of
LoRa on this system under different conditions. Location A has direct LoS, location B

has the most dynamic environment due to moving vehicles and location D has the highest
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Algorithm 1 GPS Transmitter Pseudo Code

1: pin declaration:RXD2,TXD2,ss,rst,di0;

2: libraries:gpd = TinyGPSPlus;

3: counter = 0;

4: begin setup
5: Serial.begin(115200);
6: Serial2.begin(9600,SERIALSN1,RXD2,TXD2);
7: LoRa.setPins(ss, rst,dio0);
8: Initialize_LoRa_com_with_special _frq(866E6);
9: Declare_Sync_ word(0— OxFF);

10: end setup

11: begin loop

12: while Serial2.available do

13:  gps = Serial2.read();

14: end while

15: if gps.location.isU pdated() then

16:  LoRa.beginPacket();

17: LoRa.println(gps.location.lat(),6);

18:  LoRa.printin(gps.location.Ing(),6);

19:  LoRa.endPacket();

20: end if

21: counter = counter + 1;

22: end loop

13



391m [
Oftac Gateway

Kantar @

0 Désemealti
Spor Kompleksi

Figure 2.7: Map containing locations used to obtain LoRa RSSI field test data.

interference and distance from the transmitter. RSSI was measured and compared for LoS
and NLoS from positions A, C, and E and findings depicted in Fig. 2.8. From the figure,
it can be observed that the RSSI for NLoS is weaker than that of LoS. Nevertheless, as
the distance increases, the RSSI for both LoS and NLoS converge. Moreover, the rate
of received packets was measured from all locations and represented in Fig. 2.9. The
figure shows a continued decent in the rate of received packages, with the highest being
almost 100% and the lowest 55% at positions A and D respectively. It is determined that
communication between the transmitter and receiver in a LoRa system is dependent on
the distance and interference encountered by the system. The higher the interference the

lower the RSSI. Moreover, the longer the distance, the lower the packet delivery rate.

2.5.2 Intelligent Drones

Modern-day technology has allowed for the development of highly intelligent and
sophisticated drones. Autonomous drones with the ability to function with minimum hu-
man control exist in the market today. For instance, Amazon drones are pre-programmed

to fly to the customer and back without human intervention. They are also equipped with
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Figure 2.8: RSSI for LoS and NLos as the distance from gateway increases.

anti-collision algorithms, which means that they can avoid colliding with each other or
with other objects. Moreover, when the drone loose connection with the control station,
they automatically return to a secure location. In this work, the abilities of these intelligent

drones are exploited to develop an Auto-FRD system.

Different factors were considered in determining the type of drone to be used in this
work. Such aspects include payload, cost, weather, maneuverability, and power consump-
tion. A hexacopter shown in Fig. 2.10 was therefore chosen as a better candidate as it
is more stable and can withstand different weather elements compared to other models.
Table 2.2 summarises the properties and components of the hexacopter. Components that
can be mounted on the drone include optical cameras and high precision sensors (RTK
GNSS, accelerator, and gyroscope) for precise data collection (speed, orientation, gravity)
as shown in Fig. 2.11. Take-off, path planning and permission to fly procedures will also

be discussed in this section.

When a drone located at base station at position (xp, yo) receives an alert signal at point
(xe,ye) which is the location of an emergency, the first thing the drone does is to request

permission to fly by sending locations coordinates (xp,yo) and (x,,y.) to the traffic control
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Figure 2.9: The rate of packet delivery as distance between gateway and transmitter in-

creases as well as obstacles.

Table 2.2: Drone properties

Properties and components Quantity
Take-off mass 8.2 kg
Flying top speed 32 m/s
Endurance 18 mins
flight controller PixHawk 2 Cube
Dimensions 1250 mm 1250 mm 730 mm

center. After the permission to fly is granted, the drone then takes off to a safe altitude &

allowed by the city’s drone flying regulations.

From point o = (xg,y0,%4,) the path finding algorithm finds the path with the lowest
probability of collision to p, = (Xe,Ye,he). The algorithm considers three potential paths
used by the drone to arrive at the final destination. From Fig. 2.12, the drone can use path

0 — D¢y O — 0] — Pe, OF O — Op — Pe.

First, the path finding algorithm calculates a safety coefficient k,_ . of path 0 — p,.

Then, locations 0; and o, are calculated depending on the location of the accident, by

16



Figure 2.10: Auto-FRD model.

considering the furthest points with no obstacles from (xo, yo,4,), and the algorithm also
allocates a safety coefficient k,_,; and k,_,, which determines if the drone will choose

point o; or o,. The algorithm then calculates the safety coefficient from the chosen point

to (xe7ye7he)-

Finally, the algorithm determines the path to be used by the drone by choosing the
path with the highest safety coefficient. Algorithm 2 shows the route generating algorithm

described above.

2.5.3 Command Center

A graphical user interface (GUI) is developed at the command station to allow per-
sonnel to control and monitor drone activity while at the scene (see the GUI model in Fig.
2.13). The GUI is divided into two main sections. The first section is used to establish a
connection between the on-board computer and the base while the second is used to visu-
alize the on-board sensor readings. The second part is further divided into the following

sections:

e Optical sensors: This section displays the live video signal from the HD camera on

the drone.

e Autopilot information: This section displays all the information about the drone
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Figure 2.11: Proposed drone paradigm incorporating the GPS receiver for Auto-FRDs.

from the autopilot. Such information include drone speed, altitude, battery life, and

other information about the status of the flight.

e Drone position on map: This section shows the location of the drone as well as the

path of the drone on a satellite mode map.

As noted by authors in [16], human labor is still required despite the high level of
programming in autonomous smart drones. People are required to monitor the flight path
of the drones as well as maintain the drones. In this system, the command centers are
used for this purpose. Moreover, when the drones arrive at the critical environment scene,
they send live signals to the station. The command centers can therefore, collaborate with

the police to provide urgent and valuable information about the scene.

2.6 Auto-FRD CASE STUDY

The Auto-FRD system is designed to automatically provide fast services to people in

need. Therefore, the time used by the proposed system to provide the emergency service
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Figure 2.12: Map containing locations used to obtain LoRa RSSI field test data.

must be compared against conventional methods. The speed of a smart drone is mostly
dependent on variables such as wind speed and direction, and payload of the drone. In

this work, the top speed archived by the designed drone is approximately 32 m/s.

Therefore, for a distress signal 5 km away from the drone deployment base station,
the Auto-FRD would take less than 3 minutes to get to the scene. On the other hand,
the time used by the police to respond to a distress call is affected by many variables.
The day of the week is one variable that affects police response time. The authors in
[17] claim that the police workload is higher on Friday and Saturday than any other day
of the week. Therefore, they take a longer time to respond to distress calls. Moreover,
the time of the day (night-time or day-time), location of the incident (characteristics of
the neighborhood), and the type of the incident are also other factors affecting police
response time. According to a study done by [17] on the response time by police to a
burglary in progress in Texas USA, about 75% of the calls were responded to in less than
5 minutes. Wheres, almost 5% took more than 10 minutes. In this section, a case study of
implementing the proposed model in one of the most crowded city in the world, Istanbul

in Turkey was done.
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Algorithm 2 Route Generating Algorithm.
1: Inputs:Drone_initial location,o = (xo,yo0,h,),

emergency_location, pe = (Xe,Ye,he)
2: Outputs:Route_from_o_to_pe,rty = (xi,yi,hi)
3: Define variables:Safety_coef ficient : ko, p,ko—o1,ko—or,
Best_safety_coef ficient : kyin,Via,location_ogr,Routs : rty,rt;
4: begin setup
5: pe < senceEmergencyLocation()
6: h < setAltitude()
7: ko—p < calculateKop()
8: koo < calculateKool()
9: ko—or < calculateKoor()
10: kpin < calculateK fin(ky— p.ko—o1,ko—or)

11: ifkf,'n == ko_p then

12: rty < createFinalRoute(o, p,)
13: else

14: orL < setViaLocation(ky;y)

15: rt) < createViaRoute(0,0Rr)

16: rty < createViaRoute(ogr, pe)

17: rty < createFinalViaRoute(rty,rty)
18: end if

19: end setup.

Istanbul is the fifth largest Megacity in the world [18]. Spanning over two continents
(Europe and Asia), the city holds a population of over 15 million people [18]. As a
result, the city is facing problems such as traffic congestion, insecurity, and insufficient
fire station to meet the needs of its residents. According to the Istanbul fire department,
there are about 70 fire stations currently operating in the city. The stations range from
small outposts known as squads, to big main fire centers [19]. Each station covers an
area of about 80km?. Many fire stations have been developed by the Istanbul metropolitan

municipality (IMM) in an effort to provide emergency service to the large population of
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Figure 2.13: GUI to control and observe the drone while in the field.

the city [19]. The average response time is calculated using the equation below.
T:d/u+x+81(ut7at)+y+5r(.ur>ar)7 (21)

where, d is the distance between the fire station and the emergency location, u is the
speed of the vehicle. x and y are the average delay caused by the traffic and fire fighters
respectively. & is the variation delay caused by road traffic as well as the delay due to
the location of the fire accident (Such as narrow pathways). 0, is the variation delay
caused by the personnel when getting ready. & and &, are uniform distribution with
mean U and variance «, this is because the exact delay caused by the two events is not
constant but varies with £o. y, and o; are determined by the traffic delay during peak
and off-peak hours in the city, while u, and o, are determined by how ready the firefighter
personnel are during the emergency call. Using the proposed drone system, J; is the effect
of air resistance and wind on the drone and &, is the time taken to send and receive the

permission to fly request.

The average speed of an emergency vehicle is dependent on many factors such as the
condition of the road and the driver. In this study, it is assumed that these factors cause
negligible delay and that the fire truck is able to maintain an average speed of 17m/s
which is the common speed maintained by firetrucks during an emergency [9]. Equation
(2.1) is used to compute and compare the emergency response time of both the Auto-FRD

system and using the fire truck. Fig. 2.14 depicts the performance of the fire department in
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Istanbul compared to the proposed Auto-FRD system. As it can be observed, the proposed
system performs better by having a lower response time. In addition, since drones cover
a large area in a very short time, only a few base stations are required to cover the city as

opposed to having many fire stations and personnel, and hence save money.
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Figure 2.14: Performance of the proposed Auto-FRD system Vs Istanbul Fire Department

Table 2.3 compares the performance metrics of the proposed system with conventional
police response system and related drone paradigms like these covered in the related work
section (referred here as other drone paradigm). The metrics considered included the
monthly cost of implementing and maintaining the system. There are two methods used
by the police to reduce response time to a critical situation [20]. The first method is hiring
one additional response officer (M1) and the second is the relocation of response stations
(M2). From the table, it can be observed that the Auto-FRD system is cheaper compared
to other drone response paradigms such as those proposed in [11], [21], and [22], as well
as the police emergency response system. The response time is the average time taken for

a response service to arrive at the emergency scene.

On average, the police take 4 minutes to respond to an emergency with a 2.66-minute

standard deviation [17]. Most other emergency response drones paradigms require people
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to deploy them. Therefore, their response time is greater than the proposed Auto-FRD
system but less than the conventional police methods. Reliability metric measures if the
system delivers when called upon. Police response systems are limited by many factors
such as traffic jam, police ethics (ie. some police may choose to ignore an emergency
call), and availability of personnel, hence they may not always deliver. On the other hand,
systems that use drones are more reliable as they have fewer limitations and are more
likely to respond. Complexity is the amount of effort needed to request an emergency
service. For the police system, a person is required to make a phone call and request
a service. For other drone systems, a person is required to press an alarm signal[11].
However, in the proposed Auto-FRD system, people are not required to do anything, and

hence it has the lowest complexity compared to other systems.

Table 2.3: Performance metrics of the proposed system compared to other emergency

situation response systems.

Measurement ) Other drone
Auto-FRD System Police System

Metric systems (eg. [13])
MI =~ 5082$

Cost ~ 300.00$ ~ 8,870.00%
M2 ~ 41,078.44%

Response Time (s) ~ 180 ~ 525 180;jtime;j525

Reliability High Medium High

Complexity Low Medium High

False alarm Rate ~ Low High Medium

Accuracy of

information High Medium High
obtained

Volume of

Information High Low Medium
obtained

Automation Fully None Semi

False alarm rate is the measure of false requests for an emergency. As noted by [23],
the emergency police response unit receives a high number of false calls which cost time,
money and put lives in danger. These calls are deliberately made with criminal motives
such as crime concealment, revenge, or terror. Other drone systems where people press

emergency signals can be used in the same way as making a false emergency call to
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the police, moreover, one must acquire the application to send the signal in addition to
having a phone. On the other hand, Since the proposed system uses smart sensors to
send a distress signal, the rate of error observation is low compared to the other methods.
Nevertheless, If the sensors are not trained well to identify emergency situations, a false
signal may be sent. However, this mistake can easily be rectified by using well-trained

SENSors.

The accuracy of information obtained measures how well the data obtained can reflect
the exact emergency situation. Using drones provide video and picture evidence, as op-
posed to obtaining a descriptive account of the situation by the witnesses which is what
happens in many police response systems. Volume of information obtained measures the
amount of information collected about the critical event. This is greatly affected by the re-
sponse time because the lower the response time, the more an emergency can be observed
and obtain accurate and more data. The automation metric shows the response system’s
human dependence. Most police response systems have limited or no automation. Also,
many emergency drone systems require some form of human interaction before they are
deployed. However, the proposed Auto-FRD system is fully automated during an emer-
gency response situation. According to the performance metrics considered in Table 2.3,

the proposed paradigm is better than other emergency response systems.

2.7 SECTION SUMMERY

This section showed that using Autonomous First Response Drones-based smart res-
cue system for critical situation management is a novel idea that can be used to save many
lives by significantly reducing emergency response time. In addition, the paradigm is in-
expensive and reliable compared to conventional response-time-reduction methods. One
of the major concerns consumers have when considering using intelligent drones and in-
telligent systems in general is security. Therefore, in the next section, we develop a secure
communication technique which will guarantee zero information leakage. The technique

will be used for secure communication between the Auto-FRD system components.
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CHAPTER 3

3. ANOVEL NON-ORTHOGONAL COMMUNICATION TECHNIQUE WITH
ENHANCED SECURITY FOR UAVs

In this section, an advanced novel small-scale non-orthogonal communication tech-
nique utilizing physical layer security (PLS) for enhanced security and reliability for
Auto-FRD communication is proposed. This work is motivated by current challenges
faced by conventional non-orthogonal multiple access (NOMA) techniques, for instance,
the recent exclusion of power-domain NOMA (PD-NOMA) from 3GPP release 17 due to
its performance degradation resulting from channel estimation errors and the utilization
of successive interference cancellation (SIC) algorithms at the receiver. The proposed
model uses the wireless channel characteristics to eliminate user interference as well as
completely degrade the received signal at the eavesdropper’s terminal. More specifically,
auxiliary signals are precisely designed and superimposed on top of user signals from
a dual-transmitter system to provide perfect secrecy against external and internal eaves-
droppers, while providing low complexity at the receiver. The efficiency and novelty
of the proposed system are presented via mathematical analysis and validated by Monte
Carlo simulations. Results obtained indicate that the proposed model achieves less com-
plex, secure, and more efficient communication, suitable for low power consumption and

limited processing applications.

3.1 SECTION INTRODUCTION

Internet of things (IoT) is a network of millions of interconnected wireless devices
accessible through the internet [24]. The idea of IoT was made possible by advanced
wireless communication technology (5G and beyond). This is due to the many advantages
such as increased data rate, reduced delay, and enhanced cellular coverage in the commu-
nication technologies over preceding technologies [25]. These advantages will have a
huge impact on future service delivery. Some areas influenced by IoT are smart drones,

autonomous driving, healthcare, entertainments, industrial appliances, smart cities, smart
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energy grids, sports, and remote surgery [26]. Therefore, countries around the world are
employing IoT technologies to combat challenges such as traffic congestion, insecurity,
and infrastructure management caused by overpopulation. The information shared by
these devices is sensitive, hence, it is critical that the communication system used by [oT
devices is secure in order to protect confidential information and operations [24].

Due to its unique properties, non-orthogonal multiple access (NOMA) communica-
tion technique has received tremendous attention in the current 5G and future 6G tech-
nologies [1]. These properties include high spectral efficiency, low latency, improved
coverage, and massive connectivity [1]. Nevertheless, NOMA has various security limi-
tations that must be addressed. Firstly, an external eavesdropper can intercept messages
between multiple NOMA users using the same resources simultaneously. Secondly, in-
dependent communication between legitimate NOMA users must be secured to prevent
internal eavesdropping. Moreover, according to [2], power-domain NOMA is no longer
considered as a work item in the 3rd generation partnership project (3GPP) and was ex-
cluded in release 17 due to numerous performance degradation issues. For example, it is
common knowledge that power-domain NOMA systems utilising successive interference
cancellation (SIC) achieves higher connectivity and throughput than orthogonal multi-
ple access (OMA) schemes [27], however, power-sharing among multiple NOMA users

causes the degradation of signal-to-interference-plus-noise ratio (SINR) for each user.

Cryptography and physical layer security (PLS) techniques are the two main security
techniques used in current communication systems [1] [28] [29] such as NOMA. Never-
theless, according to [1], cryptographic methods are not enough to provide the required
security in future communication paradigms due to the following reasons. Firstly, future
networks will be made up of decentralized and diverse systems. Therefore, key sharing
and management will be an extremely tedious and costly task. Secondly, future com-
munication paradigms will include new technologies such as massive machine-type com-
munications (mMMTC) and ultra-reliable low-latency communications (URLLC). These
systems are designed for low-power consumption and delay-sensitive applications. There-
fore, application of cryptography-based methods on future communication systems will
not be feasible. Thirdly, future communication paradigms will be applied to many dif-

ferent areas with varied levels of security. However, according to [30], encryption-based
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techniques can only provide binary-level security. Additionally, the emergence of quan-
tum computing and supercomputers makes cryptography more vulnerable, as a security

breach is just a matter of time [14].

On the other hand, PLS can explore the properties of the channel such as noise, chan-
nel randomness, and interference to utterly degrade the received signal at the illegitimate
user’s terminal [30], hence achieving key-less secure transmission by signal design and
signal processing techniques. In PLS, properly designed artificial noise (AN) is super-
imposed on legitimate users’ signal and hence eliminating the need for private key pro-
duction and management, moreover, it facilitates flexible transmission through the design
of adaptive communication protocol [24, 31]. According to [30], PLS is a promising

solution to the security threats faced by 5G and future 6G network devices.

There are numerous advantages of using PLS over conventional cryptography meth-
ods [30]. Firstly, PLS can utilize a commonly used channel between legitimate users to
disrupt the received signal at the eavesdropper’s antenna. Hence eliminating the need
to share and manage keys. Secondly, most PLS design techniques require simple signal
processing methods. This is beneficial to services with limited processing and low power
requirements [1]. Finally, according to [32], channel-dependent resource allocation and
link adaptation schemes in PLS can be employed to design adaptive security models that

are dependent on specific occurrences.

Numerous works in literature have proposed enhancing NOMA security using PLS
designs and overcome NOMA security limitations. Authors in [33] propose a PLS design
in cognitive radio inspired NOMA network with multiple primary and secondary users.
The scheme pairs primary and secondary users according to their channel gain and then
power-domain NOMA is used to transmit the signal. According to the authors, secrecy
levels can be improved by pairing the primary users with the best channel gains or by
reducing the number of secondary users. Additionally, authors in [34] propose a new se-
crecy beam-forming (SBF) scheme by exploiting the use of artificial noise to protect con-
fidential information of two NOMA users. The paradigm is designed for multiple-input
single-output non-orthogonal multiple access (MISO-NOMA) systems such that only the

eavesdropper’s signal gets degraded. However, the proposed power-domain schemes still
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sufferers from SINR degradation.

Also, authors in [2] propose Waveform-Domain NOMA. The paradigm proposes the
utilization of multiple waveforms in the same resource element (RE), where relevant
waveforms are assigned to each user and then decoded at the receiver side. The drawback
to this system is that it contains additional processing at the receiver. Which increases

power consumption as well as complexity.

A reliable communication system for future wireless communication is expected to
be safe and secure from all kinds of threats. There are two types of eavesdroppers that
a communication paradigm must be secured against, external and internal eavesdroppers.
An internal eavesdropper is a legitimate user who illegally acquires information from
other users, while an external eavesdropper is not in the authorised users’ set. Moreover,
an eavesdropper can be passive or active [1]. An active eavesdropper is one who has
the channel state information (CSI) available at the receiver, while a passive eavesdropper
does not have the CSI available at the receiver. Internal eavesdroppers are generally active

while external are passive.

Based on the aforementioned discussion, the need for a new and robust NOMA tech-
nique utilizing PLS for enhanced security is recognised. This work proposes small-scale
NOMA (SS-NOMA) paradigm, where, auxiliary signal superposition using time diversity
1s used to enhance communication security and reliability of future low-complexity, mas-
sive machine type communication. The main objectives and contribution of the proposed

SS-NOMA design utilizing PLS are listed below.

3.1.1 Novelty and contributions of the proposed algorithm

The novelty and contributions of the proposed SS-NOMA paradigm are to develop
a NOMA scheme with:

1. Low-power consumption.

2. PLS design against internal eavesdroppers
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3. PLS design against external eavesdroppers.

4. Two rounds auxiliary-signal-base transmission for two users, which is more com-

plex for eavesdropper decode private information compared to a single user.

5. Low complexity. Conventional NOMA systems use interference cancellation algo-
rithms [1] such as successive interference cancellation (SIC) at the legitimate user’s
receiver to cancel the interference. However, the proposed algorithm uses specially
designed auxiliary signals to automatically cancel the interference. Hence simpli-

fying transmission complexity.

6. Minimum computation. The channel matrices are diagonal, therefore, the inverse
operation is simple. Consequently, the auxiliary signal matrices can be designed by

simple computation.

7. No power dependent communication for near and far NOMA users.

The remainder of this work is organised as follows: Section II provides a review on
NOMA. Section III discusses the overall system model of the proposed system. The
algorithm is discussed in detail in section I'V. Section V talks about performance analysis.
Section VI highlights the simulation results, and finally, the conclusion is presented in

section VII.

3.2 A NOMA REVIEW

The evolution of multiple access schemes over the last few decades can clearly be
observed as 1G, 2G, 3G, and 4G [35]. The respective corresponding multiple access tech-
nologies are frequency division multiple access (FDMA), time division multiple access
(TDMA), code division multiple access (CDMA), and orthogonal frequency division mul-
tiple access (OFDMA) [36]. These multiple access communication technologies were de-
signed for orthogonal multiple access (OMA) where wireless resources are orthogonally
allocated to multiple users in time, frequency, and code domain, hence known as OMA
communication techniques. Nevertheless, OMA is faced with a number of problems as

enumerated below [35].
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1. The number of supported users is limited to the number of available orthogonal

resources.

2. Despite the different domain techniques (frequency, time, and code), the orthogo-
nality is almost always destroyed by the effects of channel variations. Therefore,
orthogonality restoration measures are implemented at the receiver leading to high

complexity.

Hence, the challenge for OMA to support massive connectivity, which is a key re-
quirement for 6G technologies persists. Additionally, OMA is unable to meet other criti-
cal requirements such as very high spectral efficiency and low latency [13]. NOMA was
developed as a technique with the ability to support more users than available orthogonal
resources and solve the problems of OMA. The novelty in the design of NOMA is to sup-
port non-orthogonal resource allocation but at the expense of increasing the complexity

at the receiver where the non-orthogonal user’s signal is decoded.

A major milestone was achieved with NOMA technique when 3GPP LTE release 13
approved study item of downlink multi-user superposition technique (MUST) in an effort
to standardize NOMA [27]. The main objectives of MUST according to [37][38][39][40][41][42][43]

was:

1. To identify possible enhancements accomplished by downlink multiuser communi-

cation schemes in a single cell.

2. Investigate potential system-level gain and possible trade-offs between complexity

and performance under real-world deployment conditions and traffic models.

3. Identify required standard changes needed to assist user equipment to cancel or

suppress cell-to-cell interference.

The study item concluded that NOMA can increase system capacity and enhance user
experience, where it is high performing during peak traffic load in the network, com-

pared to sub-band scheduling case, it is more beneficial in user perceived throughput

30



for wideband scheduling, and also more beneficial in user perceived throughput for cell-
edge UEs compared to other UEs [27]. Additionally, LTE Release 14 has released a new
work item of downlink MUST for LTE, with a central objective of developing neces-
sary infrastructure to allow LTE to perform cell-to-cell multiuser superposition transmis-
sion for the physical downlink shared channel [42]. Moreover, multiple NOMA schemes
have been investigated in literature[35][44][45], including power-domain NOMA (PD-
NOMA) [46], sparse code multiple access (SCMA) [47], pattern division multiple access
(PDMA) [48], resource spread multiple access (RSMA) [49], multi-user shared access
(MUSA) [50], interleave-grid multiple access (IGMA) [51], Welch-bound equality spread
multiple access (WSMA) [52], and interleave division multiple access IDMA) [53].

The NOMA schemes mentioned above follow the superposition principle and can gen-
erally be placed under PD-NOMA or code-domain NOMA (CD-NOMA). However, since
NOMA principle allows multiple user signals to be superimposed on the same resources,
this leads to interference and security issues. In the subsequent sections, a novel NOMA
inspired communication technique is modeled, the technique utilizes characteristics of
the channel to provide perfect security to users as well as cancel interference without any

additional processing at the receiver.

3.3 PROPOSED COMMUNICATION SYSTEM MODEL

This communication technique can be modeled to serve any number of users. How-
ever, the scheme discussed in this work is designed for two users for simplicity purposes,
where the system is composed of a dual-transmit antenna and two single-antenna legit-
imate users. The legitimate transmit antennas are trying to communicate with the users
in the presence of a single-antenna eavesdropper as shown in Fig. 3.1. In addition, it is
assumed that the transmitter has no knowledge of the passive eavesdropper’s channel. In
the figure, the channel is indicated by Hyp,. Where Hyyy 1s the diagonal channel frequency
response of user k during transmission round m. The channels between antenna — 1 and
antenna — 2 and all the users are assumed to be known at the transmitter and are taken to

be slowly varying multi-path Rayleigh fading with the exponentially decaying channel.
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Moreover, we employ channel sounding techniques to derive the channel from the
transmitter to the receiver. The technique enables the reproduction of the channel using
the receiver to transmitter channel in a time division duplexing (TDD) system. The pro-
posed paradigm utilizes dual antennas for transmission, and the transmission is done in
rounds. During each round, only one antenna is active, while the other is inactive. The
active legitimate antenna wants to communicate to a particular user such that neither the
external passive eavesdropper nor the internal active eavesdropper (other user) can decode

the information.

Channel

15t Round antenna-1

Auxiliary signal 1 (r1) ¢ )
antenna-

User 2 Data (x2) ) e OFDM
- _‘\_ o 3 Rx
\\ \ A

User 1 Data (x1)

h L \ AN User-1
Auxiliary signal 2 (12) N C{I}zl)
User 2 Data (x2) | \\\ ~. Ts-- ::_:
User 1 Data (x1) K \‘% T
2% Round \\\ . .a Rx
A User-2

H,,, is the diagonal channel frequency response\t@\) 6.
. . . -~ - _’
of user k during transmission round m <

Eve

Figure 3.1: Novel small scale NOMA multiple input single output OFDM detailed model.

3.4 PROPOSED ALGORITHMS

In this section, we focus on developing the proposed algorithm and justifying the

calculations.
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3.4.1 NOMA with auxiliary signal superposition

This work explores the use of auxiliary signals that are superimposed on user signals
to enhance the security and reliability of future applications with limited processing abili-
ties at the receiver [26]. The system is designed such that there are two transmissions from
two different antennas. However, only one antenna is active during each transmission
round. A superimposed auxiliary signal is calculated and added to the sum of the users’
signal during each transmission round. The down-link transmission from two different
antennas is to ensure different channels. Consequently enabling the design of the auxil-
iary signals to guarantee secure and reliable communication against internal and external
eavesdroppers. Moreover, communicating with two users during each transmission round
make it very complex for the eavesdropper to decode the transmitted information. This is
because the designed auxiliary signal is a function of both users’ channel. Compared to a
single user system, a two-user system will provide perfect secrecy against eavesdroppers

while making it easy for legitimate users to decode their respective signals.

The design of the proposed algorithm is as follows: A dual multi-carrier OFDM sys-
tem with two transmit antennas is used, as shown in Fig. 3.2. Moreover, two single-
antenna users and a passive eavesdropper are included in the system. The transmission
process consists of two transmission rounds, where only one antenna is active during
each transmission round as it can be observed from Fig. 3.1 (i.e, in round 1 antenna — 1
is active antenna — 2 1is inactive, in round 2 antenna — 2 is active antenna — 1 1s inac-
tive). Furthermore, it is assumed that both transmission rounds are within the coher-
ence time of the channel. The frequency response of each OFDM symbol for user-1 and
user- 2 at antenna — 1 and antenna — 2 can be represented as X1 = [xo,x1, ..., Xy,—1] and
Xy = [xo,x1, ...,fo,l] respectively. Where Ny is the total number of modulated symbols

in one OFDM block, and both x4 and x; € C[Nr<1],

Afterward, x; and x; are converted from serial to parallel and then their sum is added
to the designed auxiliary matrix before transmission. The design steps of the auxiliary

matrices for the proposed model are outlined in the subsequent discussion.

33



The signal from the first antenna after superposition to user-1 and user-2 is given as:
u; = X1 +X3+7r7. 3.1)
Similarly, the signal from the second antenna is given as:
Uy =X1+X3+r3, (3.2)

where, X1 and x; are the vector data in frequency domain for user-1 and user-2 respec-
tively. Moreover, ry and r; are the auxiliary matrices expressly designed using the legiti-
mate users’ channel. ry and r, will make sure that the signal received by user-1 and user-2
is secure from internal and external eavesdropping. In the following subsections, we will
explain the details of the received signal at user-1, user-2, and eavesdropper. Afterward,

we will explain the design of the auxiliary signals.

Received signal at User-1

The received signal in the frequency domain at user-1 during round-1 using antenna —

1 can be given as:
yu = Hpug +2q, (3.3)

where Hyy is the frequency response of the channel and z;7 is the additive white gaussian
noise (AWGN) between user-1 and antenna — 1 during round-1. Similarly, the received

signal at user-1 during round-2 using antenna — 2 is given as:
Y12 = Hipup + 2y, (3.4)

where Hy; is the frequency response of the channel, and zy, is the AWGN between user-
1 and antenna — 2 during round-2. The combined received signal using maximum ratio

combining (MRC) from round-1 and round-2 at user-1 can be written as:

1 = Hpyn +Hiyie, (3.5)

where yp; is the received signals at user-1 during round-1 through antenna — 1 and yq,

is the received signals at user-1 round-2 through antenna-2. (-) denotes the Hermitian
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transposition. After substituting the values of yj; and yq3 in (3.5), the combined signal is

written as follows:
91 = [Hy|*ug +H} 2 + [Hpp|?uy + H 21, (3.6)

where u; and up are the superimposed transmitted signals during the first and second

round. After substituting the values of uy and uy in (3.6), the combined signal is:

91 = |Hu[*(x1 +x2+11) + Hii 211 + Hpz|? (x1 + X2 + 12) + Hizp5. (3.7

Rearranging (3.7) and collecting like terms gives us:

$1 = (Hp >+ |Hp2|?)xg + (JHyp > + [Hiz )Xo + [Hyg |2y + [Hypz*ry +

H} 211 + Hibzp0. (3.8)

The first term in (3.8) is the desired term with respect to user-1, while the remaining
terms are undesired. The added auxiliary signals will ensure that the undesired terms, as

well as the channel effects, are removed and canceled at user-1.

Received signal at User-2

Similar to user-1, the received signal in the frequency domain at user-2 during round-

1 using antenna — 1 is given as:
y21 = Hprug + 221, (3.9)

where Hj; is the frequency response of the channel and z;; is the AWGN between user-2
and antenna — 1 during round-1. Likewise, the received signal at user-2 during round-2

using antenna — 2 is given as:
y22 = Hppup +233, (3.10)

where Hj; is the frequency response of the channel, and z;; is the AWGN between user-
2 and antenna — 2 during round-2. The combined received signal by using MRC from

round-1 and round-2 at user-2 is:

2 = Hyyya1 + Hsy, (3.11)
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where yjq is the received signal at user-2 during round-1 from antenna — 1 and yj; is the
received signal at user-2 during round-2 from antenna-2. After substituting the values of

y21 and yj into (3.11), the combined signal is presented as follows:
§2 = [Ha1|ug + Hyy 221 + [Hpz[*uz + Hphzas, (3.12)

where u; and u, are the superimposed transmitted signals during the first and second
round. Substituting the values of uy and uj into (3.12) results in the combined signal

shown below.

Y2 = |H21|2(X1 +x3+17) +H§IIZ21 + |H22|2(X1 +X3+173) —i—HgIZZzz. (3.13)

Rearranging (3.13) and collecting like terms gives us:

¥2 = (Ha1 |+ |Ha2|?)x1 + (|Ha1|? + [Haz|?)xa + |[Hapg [*r1 + [Haz|*ra +

HY 251 + H)z2, (3.14)

The second term in (3.14) is the desired term with respect to user-2 while the remain-
ing terms are undesired. Likewise, the added auxiliary signals will make sure that the

undesired terms, as well as the channel effects, are removed and canceled at user-2.

@ user-1
Remove CP D dulat
FET c-moaulator

@ user-2
Remove CP
FFT De-modulator

@ Remove CP

FFT

Modulator

Modulator

De-modulator Eve

Figure 3.2: Dual multi-carrier OFDM system with two transmit antenna.

Received signal at Eavesdropper

For the case of the eavesdropper (Eve), the combined received signal from round-1

and round-2 is:
3 = Hyys + Hibys, (3.15)
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where y3; = H3juy 4231 and y3 = H3pu;, 4735 are the received signal at the eavesdropper
during round-1 and round-2 from antenna — 1 and antenna-2, respectively, where H3; and
z31 are the frequency response of the channel and AWGN between the eavesdropper and
antenna — 1 during round-1 while H3, and z3; are the frequency response of the channel
and AWGN between the eavesdropper and antenna — 2 during round-2. Substituting the

values of y3; and y3; into (3.15) results in the following equation:
§3 = |Hz1|*uy + Hyj 231 + [Hzz | uy + Hyyz3;, (3.16)

where uy and u; are the superimposed transmitted signals during the first and second

round. After substituting the values of uy and u; into (3.16) we get:

93 = |Ha|*(x1 +x2+11) + Hyyza31 + Ha|?(x1 +x2 +12) + Hz3,.  (3.17)

Rearranging (3.17) and collecting like terms gives us:

¥3 = (|Ha1|* + |[Hs2|?)x1 + (|Hz31 > + [Haz|*)x + |[H3p >y + [Haz|*ry +

HY 231 + Hi73;. (3.18)

The eavesdropper will try to get information from both user-1 and user-2. Therefore,
for Eve, both terms of equation (3.18) are desirable. However, as shown in (3.18) it is
extremely difficult for Eve to cancel the interference it gets from users’ signals as well
as that coming from auxiliary signals. Therefore, it is impossible for Eve to decode the
signal for user-1 or user-2. The derivation of the values of the auxiliary signals, ry and r3,

is explained in the subsequent section.

Designing the superimposed auxiliary signals for the proposed algorithm

In this section, we will design the auxiliary signals ry and rj such that the combined
signal sent during round-1 and round-2 is received at the intended user with no extra
computations at the receiver while providing meaningful and reliable information as well

as protecting the user from internal and external eavesdroppers.

Auxiliary signals ry and rp are designed as follows: As illustrated in (3.8), the first
term is the desired term for user-1. Therefore, the auxiliary signals ry and rp will be de-

signed such that the effect of the channels on user-1 is removed as well as the interference

37



by user-2 on user-1. Hence, the second, third, and fourth term in (3.8) should be equated

to zero as follows:

(Hiq|* + [Hiz|*)x2 + [Hyp|*r1 + [Hyz[*r; = 0. (3.19)

Similarly, looking at (3.14), the second term of (3.14) is the desired term for user-
2. Therefore, the auxiliary signals r; and rp will be designed such that the effect of the
channels on user-2 is removed as well as the interference by user-1 on user-2. Hence, the

first, third, and fourth term in (3.14) should be equal to zero and can be shown as:

(|H21|2 + |H22|2)X1 + |H21|21‘1 + |H22|21‘2 =0. (320)

Equations(3.19) and (3.20) can jointly be solved to determine the values of auxiliary

signals ry and r; as follows:

£ (Hx|* (Ha1 | + [Hap|*)x1 — [Ho |*([Hua [*+ [H1z[*)x2 (3.21)
[Hiz|?[Hz1|? — [Hyp [*[Hpo|? ’

—([Hy |2 + [Hayp |2)xg — |Hap|?
r = (|Hzq|* + [Ha| )2X1 [Haa| T2 (3.22)
[Hy |

Using the auxiliary signals, ry and r, shown in (3.21) and (3.22), signals for user-1
and user-2 during round-1 and round-2 are send from the transmitters as shown in Fig.
3.1. The auxiliary signals will guarantee complete secrecy against internal and external

eavesdroppers.

3.5 ALGORITHM’S PERFORMANCE ANALYSIS APPROACH

In this section, we will outline the approach used to analyse the performance of the
system. We will start by discussing performance at the two legitimate users’ terminals

(User-1 and User-2), then discuss the performance at the eavesdropper’s terminal.

3.5.1 Legitimate users (User-1,User-2)

In order to conduct a performance analysis on the legitimate users, we will use nu-

merical data fitting methods, similar to that used in [26]. To determine the BER at each
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legitimate user’s terminal, we must calculate the instantaneous signal-to-noise ratio 7y, at
each user’s node. The auxiliary signals ry and r, depicted in (3.21) and (3.22) respec-
tively are designed to protect each user from inter-user interference as well as from the
effects of the channel. According to [26], the distribution of the power of sub-channels
corresponding to the received signal for each user must be determined so that 7y, can be
calculated using numerical data fitting method. Fig. 3.3 shows the power distribution of
sub-channels corresponding to the received signal at the legitimate user. As it can be ob-
served, the fitted distribution follows Weibull distribution with scale and shape parameters

of @ = 1.53 and u = 2.08 respectively.

Analytical data fitting method proposed in [26] is used to compute the theoretical BER
of the proposed NOMA schemes. The statistics of the effective instantaneous signal-to-
noise ratio (SNR), ¥, is first calculated for the legitimate user utilizing each scheme. The

probability density function for the effective instantaneous SNR is calculated as:

I\* 1 Q%w/')/b 1 0y,
b

where Q, 9, and I'(u) are the mean squire of the sub-channels, average SNR, and the

gamma function respectively. Py, (}5) can then be used to calculate the BER.

1 ()
BER, =5 [ erfe(v) Py, (W) . (324)

After substituting Py, () in (3.24) with (3.23) we get the equation below:

e N4 1 Qi 1o
BERb = 5/0 erfc(\/%) <5) m A\g/%exp <—6 ’},}Zb> d'}/b (325)
%

According to [47] when (3.25) is simplified we get the equation below:

1\H 1
(5> T(u) arctan <1 / %%) 1
BER), ~ — (3.26)

L @3/2 ’
2Vw 25% / 2%% <1+l¥>

NI

>

S|

where, arctan (-) denotes the inverse tangent.

3.5.2 Eavesdropper (Eve)

Analysing the case for the eavesdropper, from equation (3.18) we observe that the

eavesdropper is interested in information from both user-1 and user-2. The signal to
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Figure 3.3: Power distribution of sub-channels corresponding to the received signal at

legitimate user (Bob)

interference at the eavesdropper’s terminal for listening to the signal deliberated for user-

1 is given as:

(H31|* + [Hzz|?) x4 2

SINR, = )
© (H31 2+ [H32?) %22 + [H3q |21y + [H3z|%r2 + 02, + 02

(3.27)

where (73%1 is the variance of channel noise corresponding to H3f11231 and 63%2 is the variance
of channel noise corresponding to Hglzzn. Likewise, The relevant signal to interference
at the eavesdropper’s terminal for listening to the signal intended for user-2 is given as:

(Ha1|? + [Hzz|*)[x2|*
(H31[? + [H32|?) %1 > + [H31 [>r1 + [H3z|’r; + 03 + 05,

SINR,, = (3.28)

Analysing (3.27) and (3.28), we observe that there is tremendous inter-user inter-
ference depicted by the interference at the denominator of the equations. Additionally,
H;1,H;3,H,; and Hj; which are functions of ry and rj at the denominator are unknown
to the eavesdropper. Consequently, this leads to severe degradation at the eavesdropper

while trying to decode secured information intended for both user-1 and user-2.

40



3.6 SIMULATION RESULTS

In this section, we analyse the simulation results of the proposed algorithm using bit
error rate (BER), throughput, and packet error rate as performance metrics. The parame-

ters used in this work are depicted in the table below.

Table 3.1: Proposed algorithm system parameters

Channel Multipath Rayleigh Fading Channel

Channel Length 9
Cyclic Prefix (CP) 9
FFT Size 64

Modulation Type = BPSK

The designed system uses OFDM transmitters 7x; and 7x; with 64 sub-carries for
each user as shown in Fig. 3.2. In addition, a cyclic prefix (CP) of length 9 is used to
prevent inter-symbol interference (ISI). The channel between the transmitters 7x; and
Tx,, and receivers, user-1, user-2, and Eve, is assumed to be multi-path Rayleigh fading

channel with equal number of taps (L = 9) as shown in table 3.1.

Fig. 3.4 depicts the BER verses SNR graph for users utilizing the proposed algorithm,
single input single output (SISO), and dual single input single output (SISO-dual) sys-
tems. From Fig. 3.4, it can be observed that the BER for both legitimate users labeled as
user-1 and user-2 are similar. Moreover, the figure also shows the BER performance for
internal and external eavesdroppers. Internal eavesdropping is when a legitimate user tries
to illegally acquire information that is intended for the other user. For instance, when user-
1 try to get information intended for user-2 (depicted as "user-1 listenTo user-2"") or when
user-2 try to get information intended for user-1 (depicted as "user-2 listenTo user-17). It
can be observed that the performance of both internal eavesdroppers is highly degraded.
In addition, the figure also shows the BER performance of an external eavesdropper try-
ing to eavesdrop on information intended for user-1 and user-2, labeled as “Eve listenTo
user-1” and “Eve listenTo user-2” respectively. Similarly, we observe tremendous BER

degradation due to (3.27) and (3.28).
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Figure 3.4: BER Vs SNR performance measure for the proposed algorithm

Fig. 3.4 also shows the BER performance of two distinct transmission mechanisms,
where users are utilizing SISO with dual transmission (SISO-dual), and users utilizing
SISO with single transmission. It can be observed that SISO-dual has better BER perfor-
mance than SISO. Hence, the proposed system is implemented using dual transmission.
Moreover, It can also be observed that users employing SISO-dual have better BER per-
formance compared to the proposed algorithm. Nevertheless, it does not provide secure
communication as the proposed scheme. Fig. 3.5 shows the throughput analysis for users
utilizing the proposed algorithm, SISO, and SISO-dual systems. From Fig. 3.5, we can
observe that the throughput performance for a SISO system performs better than an SISO-
dual system. Nevertheless, the independent throughput performance of user-1 and user-2
outperforms the throughput performance for SISO. Moreover, it can be observed from
the figure that the throughput performance of the external eavesdropper trying to obtain
information intended for user-1 (Eve listenTo user-1) and user-2 (Eve listenTo user-2) is

very degraded. Fig. 3.6 shows the packet error rate (PER) of the proposed algo-
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Figure 3.5: Throughput performance measure for the proposed algorithm in comparison

with dual-SISO and SISO systems

rithm. From the figure, it can be observed that the PER for both user-1 and user-2 are
similar and better than the PER of the eavesdropper. The PER of the eavesdropper trying
to eavesdrop on the information of user-1 (Eve listenTo user-1) and user-2 (Eve listenTo
user-2) are 1. This further demonstrates the security of the proposed system attained by
utilising auxiliary superimposed signals obtained by exploiting the characteristics of the

channel as shown in (3.21) and (3.22)
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Figure 3.6: Packet error rate of the proposed algorithm.
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Figure 3.7: Peak to Average Power Ratio (PAPR) of the proposed algorithm.

Fig. 3.7 depicts the peak to average power ratio (PAPR) of a conventional OFDM
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system and an OFDM system utilizing the proposed algorithm. Tx1-proposed and Tx2-
proposed are the PAPR of the first and second antenna using the proposed NOMA tech-
nique, while Tx1-conventional and Tx2-conventional are the PAPR of the first and second
antenna using a conventional OFDM system. Fig. 3.7 clearly indicates that users utiliz-
ing the proposed algorithm have better PAPR performance than these using conventional
OFDM. Hence, the proposed system solves one major problem experienced by OFDM
systems [54], by reducing the PAPR leading to better spectral and energy efficiency.
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Figure 3.8: Robustness of the proposed algorithm under imperfect channel conditions.

Finally, it is critical to analyse the robustness of the proposed PLS algorithm to an
imperfect channel. Therefore, a channel error Ah is injected into the actual channel H;;
based on the values of MSE of a least-square estimator, where i and j are the user number
and transmission round respectively, and i < 3 and j < 2. The imperfect channel is given
as: ﬁ,- = H;;+ [55]. Hjj was used to calculate the auxiliary signals as shown in (3.21) and
(3.22), but the signal is transmitted through ﬁij which is not a similar channel since Ah

was added. Ah can be modeled as an independent AWGN with zero mean and variance
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—SNRy . . .
02, where 62 =ex 10~ 10 £ ¢is used to measure the quality of the estimator, the lower

the value of e, the higher the quality of the estimator. Hence Fig. 3.8 is drawn to measure

the robustness of the proposed system.

Fig. 3.8 depicts the BER versus SNR plot of the proposed paradigm under different
qualities of the estimator, that is, e equals to 0, 0.05, 0.2, and 1. Moreover, the figure also
shows the BER performance of near and far users utilizing conventional NOMA. It can be
observed that there is a slight BER performance degradation as the quality of the estimator
degrades. Nevertheless, there is a vast number of algorithms in literature used to enhance
the performance of the estimator [55]. Also, it can be enhanced either by increasing the
power of the training sequence or by using a pilot with a longer length. Nevertheless, the
BER performance of the proposed design with an imperfect channel still outperforms the

BER performance of convention NOMA users as can be observed from Fig. 3.8.

3.7 SECTION SUMMERY

This work proposes the design of a secure, resilient, effective, and low complexity
NOMA communication scheme that can provide zero information leakage to both external
and internal eavesdroppers (perfect secrecy) without having the receiver to do any addi-
tional processing. The scheme is made up of two transmitters, and transmission is carried
out during two transmission rounds. Two distinct channel-dependent auxiliary signals are
added to the sum of the transmitted signals of user-1 and user-2, one auxiliary signal dur-
ing each transmission round such that each legitimate user gets their intended signal after
the two transmission rounds, while the eavesdropper gets the much-degraded version of
the signal. The paradigm is validated with mathematical models and simulations. The ob-
tained results demonstrate that the proposed system is able to provide reliable and secure
communication with minimum complexity than conventional communication techniques.
Hence making the proposed model suitable for IoT applications with low complexity and
low power requirements. In the future, we intend to model this communication technique
for more than two users. In the next section, the optimal placement of drone BSs using

heuristic algorithms is discussed.
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CHAPTER 4

4. BS OPTIMAL PLACEMENT USING METAHEURISTIC ALGORITHMS

In a given city setting, there are area that are prone to emergency services, such places
include market areas, rod intersections, congested streets, residential areas, banks, malls,
and more. Therefore, the main question in setting up the proposed drone system will
be where to set up drone BSs such that the entire city is able to receive services at any
time while minimizing resources and consequently lowering cost. This problem will be
exacerbated by the development of future mega-cities that are much bigger than current

cities.

In this section, we determine the optimal position and number of drone base stations
(BSs) in a given area with the constrains of time, power, and communication range such

that the drones are able to reach a given location with minimal resources.

4.1 OPTIMAL PLACEMENT

In order to obtain an optimal number of drones to be used in maximizing the area
covered, it is imperative that drone BSs are located in the correct position. This is of ut-
most importance so that the BS obtains maximum coverage while minimizing the number
of UAVs and maximizing their operations. This in turn can reduce the cost. Considering
the limited sensing and communication sensor range, as well as the restricted resources
such as energy and coverage of the UAVs, makes optimization a more complex problem.
In their study, Quaritsch et al.[56] investigates the use of UAVs in disaster management.
They discuss the challenges facing the networked UAVs as well as focusing on their op-
timal placement. In doing so, Quaritsch et al. mathematically formulated the coverage
problem and presented potential assessment results. Authors took into account two op-
timization criteria, the first one is the quality of the image taken, which refers to the
coverage quality of the UAV. The second one is the consumption of resources, which in-

volves the communication bandwidth and the energy used in flying. The observation area
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and the forbidden area are drawn using worldwide coordinates, namely the longitude and
latitude. However, as described by Quaritsch et al, the entire process of optimizing sensor
placement is done using relative coordinates. Therefore, the first step is to transform the
worldwide coordinates into the relative coordinates by selecting an arbitrary origin inside
the observed region. Hence formulating the x- and y- axis to go eastwards and northwards

respectively as shown in Fig. 4.1.

Figure 4.1: Virtual coordinates inside drone coverage area

Zorbas et al. [57] presents a study that determines the optimal static and dynamic
drone positioning in a selected area to minimize cost and maximize coverage. It was
shown that drones must have a maximum and a minimum observation altitude. This is
because the height of the UAV is directly proportional to the coverage area it can observe.
However, the higher the UAV’s altitude, the more energy it consumes. Therefore, there
must be a threshold on the maximum height/altitude an UAV can be placed at. Park et
al. [58] propose a coverage decision algorithm, which aims at solving handover problems
caused by time-varying aerial environments. The algorithm takes into account the height
of the drone needed to provide a better coverage. Moreover, controlling the height of the

drone helps to provide better drone coverage.

The relationship between the targeted area coverage and the height of the drone was
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formulated by A = 71:(R2 — hz), where A is the coverage area of the drone, h is the drone’s
height, and R represents the radius of the drone’s observation area. The total area A is

equal to TR? when the height h is equal to 0.

The main focus in [57] and [58], was to minimize the cost, and hence, the number
of drones and energy consumed. Accordingly, our assumed UAVs can fly to a maximum
height equal to A4y, and a minimum height equal to 4,,;, that maintains a specific cov-
erage radius 7™ [57]. Fig. 4.1 shows a rectangle with length x,,4, and width y,.. , it
represents the area of interest such as a city. Therefore, target critical areas could be in
any arbitrary location in an area of Xxy,4x * Ymax. An assumption can therefore be made
that there is a position (x, y, h) that a drone can be located instantaneously. Let U denote
a set of available drone BSs, and T 1is the set of target locations with high probability of

an emergency.

Each location target #; € T has position (X;,Y;). Drone BSs u € U has position

(Xu, Yy, hy). For h = 0, the distance between the target and the drone is:

DZX,M)’ — \/(-xti _xu)z + (yti _yu)2 (41)

Each BS u, has an observation range 6 in the area x,,qx * Ymqx in form of a disc
where UAVs from the BS can optimally access (see the blue area in Fig. 4.2). Moreover,
it has a radius of 7, which depends on the height of the BS ,,. The larger the value of &,
the longer radius 7. There are two important decisions that must be made at this point,
the first one is to determine the position (X,,,Y,, ;) of the BS u € U (coordinates) and the

second one is to find the target areas #; € T 1in the area of interest.
For the first problem (Position of drone):

1, ifthe BSuislocated at (x,y,h)
o= 4.2)

xyh
0, otherwise

And for the second problem (Target areas):

1, if thetargett;isinthe range of BS u
Y = 4.3)

0, otherwise
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Figure 4.2: BS observation area

The objective is to cover all the target high-risk regions using at least one BS. Each

drone consumes a total energy E formulated as:
E=(B+ah)t+Puax(h/s), (4.4)

where  is the minimum power needed to hover at almost zero altitude, & is the motor
speed multiplier, P, 1s the maximum motor power, and s and t are speed and operating
time, respectively. Also, h represents the drone’s height. The term P, x(h/s) is used to
show the power used to rise the drone to a height h at speed s . It is worth pointing out
here that 8 and « depend on the weight of the drone and the used motor characteristics.
Therefore, we can formulate our placement problem as follows:

Minimizef (J)

Subject to,

Z 5fyh <1 and DZf’uy < phu Yu,u' € U. 4.5)
(x.,h)
Each BS u can be located in at most one position that is within the communication

X7uy

range of at least one neighbouring BS, where DZ, is the Euclidian distance to the nearest
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neighbouring BS u’. A single control center can be used to manage many multiple BS

and drones where all the BSs can be used to form a routing path to the control centre.

With the above constrain, we set the value for ! in (4.6). If " (radious_range) is less
than DZx’uy (distance) , then % is equal to 0. In other words, if the target region is outside
the observation range of a BS, then the target region cannot be covered by that BS.

h

"< Y S ru— VueU,;€T. (4.6)
l (xvyah) Dt‘ -

Therefore, the variable }/,’f, can get either the value O or 1.

Y #>15€T. 4.7)

uelU

The above constrain ensures there exists at least one BS covering each target. The
following equations show the solution space of the aforementioned ;! and 5)’&,1 decision

variables.

)?yh :{Oa 1}7 v(x7yah)71§x§xmaml§y§ymam
hin < h < hmax; uecl (4.8)
% =1{0,1}, VeT,ucU. 4.9)

Hence, f (6) to be minimized can be formulated as follows:

f(8)=A=Y &5, A (4.10)

uclU
where A is the total area to be covered, and A’; is the area covered by the i;;, BS. By
integrating (4.10) and (4.4), to minimize the total energy consumed by a UAV, while

considering the movement time of the drone, f (&) becomes:

f(5) = B Z(x,y.‘h) ZMGU 6)?yht + aZ(&y,h) ZMGU hS)IC';)ht

Pmax
* s Z(w?h)zueU - (4.11)

Two alternatives to solve the placement problem are proposed. Genetic algorithm

(GA) and Simulated Annealing (SA) would be used to calculate the number of drones
BSs and their respective position in a given area while maintaining coverage and lifetime

constrains in the 3D deployment area.
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4.1.1 SIMULATED ANNEALING (SA)

In Algorithm 3, SA is used to find the minimum number of drones where line 1 is
initializing the aforementioned placement problem parameters. 7 is the selected initial
temperature of the system. This parameter is used to enable the acceptance or rejection of
a certain BS placement solutions. The higher the value of 7 , the higher the probability
of accepting a bad solution. Hence, a maximum temperature to 7y is initially allocated.
The temperature of the system is gradually reduced using the cooling factor a, which
was selected in this work as 0.95. As the temperature reduces, so does the probability
of accepting bad solutions. In line 1, the initial solution Jy is also initialized, which is
heuristically selected for better results. Moreover, m is representing the number of stages
and n is the count of moves per stage with a certain temperature in SA algorithm. The
number of moves allows for the exploration of the neighbourhood for possible solutions
(i.e., UAVs’ locations). Therefore, it is important that this value is carefully chosen. Line
2 assigns the initial solution to 6 and to the final solution Jr. It assigns also the initial
temperature to the current temperature 77. Line 3 — 17 iterates over the initialized number
of stages, where the temperature value is decremented after every stage. Lines 4 — 15
iterates over the number of moves at a given stage, where the neighbouring solutions
is explored under a constant temperature. In line 5, a neighbouring solution is found
using the move operator ¢ (8), where 6 (0) = 8 + N (0, 1). This solution is assigned to a
temporary solution 07 p. Line 6 checks if the temporary BS placement solution is better
than the current one. To achieve this, both the temporary and the current solution are
substituted to the fitness function shown in (4.10). Line 7 assigns the temporary solution
to the current solution, if the condition in line 6 is satisfied. Line 8 to 10 covers an “Else
if”” statement. Line 8 uses the current temperature 7;, which represents the temporary
solution and the current solution to find an exponential value. The value is compared
with a random number (between O and 1 exclusive) to determine whether the temporary
bad solution shall be accepted or rejected. Line 9 assigns the temporary solution to the
current solution if the condition in line 8 is true. Line 10 ends the “Else if” statement.
Line 11 — 13 represents another “If” statement. Line 11 checks if the current drone BS
placement solution is better than the final solution using the fitness function. Line 12

assigns the current solution to the final one if the condition in line 11 is true. Line 13 ends
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Algorithm 3 Simulated Annealing Pseudo Code

1: Initialize: Ty, 6y, a,m,n

2: 0 =Xp,0r =Xo,T1 =Tp

3: fori=1:mdo

4. for j=1:ndo

5: OTemp = 0(0)

6: if f(Oremp) < f(O) then

7: 0 = Oremp

8: elseif U(0,1) < e_%f)_ﬂa) then
9 0 = OTemp

10: end if

11 if £(0) < f(6F) then

12: o =0

13: end if

14:  end for

155 Ti=aT;
16: end for

17: Return : Of
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the “If” statement while line 14 ends the second “for” loop. Line 15 computes the next
stage temperature of the system 7;| using the cooling factor. Line 16 ends the first “for”
loop and finally line 17 returns the selected final solution 8 after all iterations have been

completed.

4.1.2 GENETIC ALGORITHM (GA)

In Algorithm 4, GA is applied on the same problem to find the minimum number of
drone BSs and their optimal positions for the maximum coverage. The aforementioned
parameters are initialized in line 1. PS is the population size, which represents the count of
the initial solutions to be selected. G,y is the maximum generation number for which an
optimal solution is obtained. PC and PM are the probability of crossover and probability
of mutation, respectively. These parameters are selected in order to evolve from one
generation to the next. In line 2, the initial solution is generated in accordance with PS.
This solution is represented by the set of 0’s and 1’s. In line 3, the fitness of all initial
solutions are computed, and in line 4, the solution with the best fitness value is selected.
Lines 5 — 10 iterate over a specific generation number, while line 6 — 13 iterates for a

number of times equal to half of the population size.

Iterations over half the population size are done because at every generation two par-
ents are selected for the crossover operation. In line 7, two parents are selected, then in
line 8, two children are produced by applying the crossover operation. In line 9, the pro-
duced children are mutated using a probability equal to PM. In this case, each element in
each solution is considered. In line 10, the second “for” loop is terminated. In line 11, all
the parents are replaced with the newly produced children, forming the next generation of
the evolved drone BSs placement solutions. In line 12, the best-found solution (BFS) are
updated by substituting the newly produced solutions in the fitness function (i.e., (4.10))
so that the best solution can be found. This solution is compared with the previous BFS,
if it is better, the BFS is updated. In line 13, the first “for” loop is ended, and in line 14,

the BFS is returned.
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Algorithm 4 Genetic Algorithm Pseudo Code
1: Inmitialize:PS, G, ., PC,PM

[\

: 8 = (8%yn)" : Generate — initial — random — solutions

[98]

f(8) : Calculate — fitness — for — random — solutions
4: Select — BF'S

5: for g =1: Gy do

6: fori=1:PS/2do

7 Select —two — parents

8: Crossover — with — PC

9: Mutate — with — PM
10:  end for

11:  Replace — parent — with — children
12: Update — BSF
13: end for

14: Return : BSF

4.1.3 RESULTS AND DISCUSSIONS

In this section, an in-depth analysis of the simulated results is presented. MATLAB
and Python software were used to execute the SA and GA algorithms. An area of 80
kilometres squared (km?) was selected to be observed, with each BS having a coverage
area of 10 km? squared. For Simulated Annealing, initialization was done as follows,
an initial temperature of 300 was chosen, and an initial solution in terms Os and 1s was
chosen (1 indicating the presence of a drone in that vertex, O indicating its absence).
The movement operator (&) in SA was set to be equal to 0.95, while m and n were set
as 500 and 200 respectively. Additionally, initialization for GA was done as follows: a
population size of 8 was selected, stopping criteria (i.e. (Gyqyx) ) Was 50, PC (Probability

of Crossover) of 0.5 and PM (Probability of Mutation) was chosen as 1.

In Figures 4.3 to 4.5, the number of BSs required for a randomly generated count of
targets on the ground are shown. Fig. shows three targets that need to be covered. It can
be observed that these targets have been located far away from each other. Therefore, one

BS is not enough to cover all of them, hence three BSs have been used in order to cover
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all targets. In Fig. 4.4 and 4.5, the randomly distributed number of targets are increased
to 10 and 22 respectively. It can be observed that the optimal number of drones required
for this configuration increases to six in both figures. Accordingly, it can be concluded
that if the number of targets is equal to x, then the required number of drones to cover all
targets can range from 1 to x. For example, if two targets are out of the coverage range
of a single BS, then two BS are needed to cover all targets. However, if the two targets
are within the range of a single BS, then only one drone is needed. Therefore, it can be
conclude that the configuration (distribution) of the targets in the covered area has a key

influence on the minimum number of BSs required to cover these targets.
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Figure 4.3: Three targets to cover

Fig. 4.6 and Fig. 4.7 shows the average execution time and fitness value over 100
runs for both SA and GA respectively. The relative precision stopping criterion is used.
Simulation runs are stopped at the first checkpoint when the condition 6 < Opax iS met,
where Omax, Which can have a value between 0 and 1, is the maximum acceptable value
of the relative precision for confidence intervals at the 100(1 — &)% significance level.
All obtained results from the simulations are within the confidence interval of 5% with

a confidence level of 95%. Thus, both default values for o¢ and 0 are set to 0.05. This
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Figure 4.4: Ten targets to cover

can help in assessing the evolutionary convergence for algorithms. Fig. 4.6 below shows
the execution time for both SA and GA with a varied coverage area. In this setup, the
area covered by each BS is held constant, while the total area of interest is increased
from 20 to 80 (km?). It can be observe that the execution time for both algorithms lie
between approximately 0.29 seconds and 1.2 seconds, with SA recording the fastest and
GA recording the slowest time. From the obtained graph it can also be seen that SA
records the fastest time until the total area of interest is equal to 44 (km?), where both
algorithms have the same execution time. However, when the coverage area is increased
further, the execution time for SA slows drastically, while that of GA also slows but not
as fast as that of SA. Consequently, GA realizes a faster execution time than SA for a

coverage area greater than 44 (km?).

Therefore, it can clearly be concluded that SA is capable of generating relevant so-
lutions faster than GA when the coverage area is small. However, for larger areas to be
covered by the BSs, it is efficient to use GA as its time to generate optimal solutions is

much shorter than SA.
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Figure 4.5: 22 targets to cover

In Fig. 4.7, both algorithms are analyzed on how they produce optimal solutions by
tracking the fitness functions against the number of iterations. From the figure, it can be
observed that GA consistently produces a better fitness function output than the previous
one until the fifth iteration, where a slight deterioration is observed. However, the general
form of the GA function depicts that the parent selection and replacement method used
in our algorithm produced optimal solutions in each iteration. On the other hand, it can
be observed that SA is more unpredictable in comparison to GA. This instability can
be attributed to the nature of SA algorithm in finding the optimal value. That is why
SA requires more computation power in comparison to GA as reported in [59], where
the major drawback of SA is its slow convergence towards an optimal value [60]. This
appears clearly in Fig. 4.7, where SA algorithm experiences more local optimal values
than GA. Hence, it is more likely to get stuck on a local optimal value in SA than in GA.
The figure therefore suggests that there is a better probability to get the global optimal

value when GA is applied rather than SA.
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CHAPTER 5

5. PROPOSED MODEL MAIN CHALLENGES

Even though the autonomous first response drone-based paradigm proves to be effec-
tive in handling critical situations, the system still faces some challenges. One limitation
is the unreliability nature of the GPS module to provide accurate location coordinates.
GPS signals can be critically weakened by the surrounding environment which blocks the
satellite link. Such environmental obstacles include tall buildings, tunnels, tree cover, and

weather elements such as clouds and humidity.

However, proposed solutions to overcome this challenge include the use of satellite
networks such as the Russian GLONASS network [61]. Moreover, there are GPS modules
that can communicate with more than one GPS network. This means that the GPS receiver
can pick up multiple satellite signals and improve its reliability and performance. Modules
such as the Ublox Neo 7N and Ublox Neo M8N 436 modules support both GPS and
GLONASS networks. Moreover, optic flow which is a vision-based motion estimation
system can be used to decrease the GPS location errors [62]. Drones like DJI Phantom 3,

and Inspire one 155 have inbuilt Optic flow features, that allows them to fly indoors.

Another challenge faced by the Auto-FRD paradigm is the loss of transmitted pack-
ets. As shown by Fig. 2.8 and Fig. 2.9, location coordinates send from the transmitter
can fail to reach the receiver due to NLoS and distance. Proposed solutions to combat
this challenge include the use of MIMO (Multiple transmitter and receiver antennas) to
increase the path of the signals, consequently increasing the rate of packets received at

the receiver.
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CHAPTER 6

6. CONCLUSION AND FUTURE WORKS

This study shows that using Autonomous First Response Drones-based smart rescue
system for critical situation management is a novel idea that can be used to save many lives
by significantly reducing emergency response time. In addition, the paradigm is inex-
pensive, secure and reliable compared to conventional response-time-reduction methods.
Moreover, a novel wireless communication paradigm was developed. The communication
technique was designed to provide complete security (zero information leakage) against
internal and external eavesdroppers while minimizing complexity. Results indicate that
the proposed technique outperforms convention wireless communication methods by hav-

ing better bit error rate, throughput, and peak to average power ratio.

Future works of this project include implementing a network of BSs, drones, and
sensors using LoRaWAN by further utilizing IoT systems and smarter city paradigms.
Moreover, we intend to modify the drones to autonomously deliver more services to a

critical situation such as fire extinguishing balls.
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APPENDIX A

NOTATIONS

Notation  Description

Ty Initial temperature

I Initial solution

o Cooling factor

m Number of stages

n Number of moves

) Finale solution

0 Current solution

OTemp Temporary solution

o Move operator

f Fitness function

T; Temperature at time t
PM Probability of mutation
PC Probability of crossover
PS Population size

Ginax Maximum generation number
BSF Best fit function
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